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CYBER SECURITY

Abstract. Cybersecurity today is a serious aspect in the protection of not only personal information, but above
all, the activities of banks, enterprises and individuals engaged in or holding funds in the cryptocurrency. The world
community is concerned about the growing cyber threat, as information is a valuable asset of any organization, and
therefore the creation of cyber security is necessary by creating groups of highly qualified specialists to strengthen
national security from external and internal threats. Kazakhstan has also taken steps in the field of information
security in the field of information, but the low level of competitiveness of the Republic of Kazakhstan in one of the
most promising areas in the IT industry to develop solutions in the field of information security does not allow to
counter these threats. Addressing the issue of national security in the field of cyber technologies, the authors see not
only the adoption of the best practices of some countries, but also examine the issue of purchasing foreign software.

Keywords: Cybersecurity, national security, cyber technology, threats, cyber defense, information security.

INTRODUCTION

Awareness of growing cyber threats, in both military and civilian areas, led to the decision to create a
special group of nearly a hundred experts, who a year later presented recommendations for relative
innovations at the national level to prepare for future cyber war threats.

On October 6, 2016, by the Decree of the President of the Republic of Kazakhstan, the Ministry of
Defense and Aerospace Industry of the Republic of Kazakhstan was established. One of the main activities
of this ministry is the implementation of state policy in the field of information security in the field of
information and communications (cyber security). By the same Decree, the Government of the Republic
of Kazakhstan is charged with ensuring the creation of the Committee on Information Security, which in
fact will now serve as the authorized body (regulator) for the development of state policy in the field of
national information security.

MAIN PART

The innovations concerned not only the development of specific technologies, but also the creation of
the necessary infrastructure, including the cooperation of industrial and academic circles with national
security structures, educational programs within the school system of instruction, the creation of academic
centers of excellence, critical national systems and many other projects. [2]

Organizations are actively developing their business relying on IT infrastructure as the foundation of
business processes, but do not pay enough attention to IT security. In the first three months of 2017 alone,
more than 500 Kazakhstani were hacked in Kazakhstan.

Sites, including government sites. There was a massive attack on the IT infrastructure of Kazakhstan's
financial institutions, which led to the restriction of banks, including disabling Internet banking and e-
mail, for several weeks. Today, the most valuable asset of any organization is information, and the basis of
all business processes is information and communication technologies. Under these conditions,
competently constructed protection of company data is one of the key conditions for ensuring its
competitiveness and development. Insufficient security of information can lead to significant
consequences for a business, up to its complete stop.

The German government is creating a national cyber security agency. It will be called the Agency for
Innovation and Cybersecurity. It is assumed that the agency will monitor the activities of companies
engaged in developments in the field of cyber technologies, and, investing in them, get access to
innovations before they reach the market.

According to the analysis of the German Defense Ministry, in order to ensure its own security,
Germany should invest about 50 million euros in research in this area in the next two years.
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In early March 2016, it became known about a major withdrawal of funds by hackers from the
accounts of the Central Bank of Bangladesh. Hackers tried to withdraw $ 951 million from correspondent
accounts at the Federal Reserve Bank of New York. Most of the operations were blocked, but $ 81 million
was transferred to accounts in the Philippines. Later it was reported that the reason for the success of
hackers could be a vulnerability in the international interbank system of information transfer SWIFT.

In April 2016, hackers acquired the personal data of about 50 million citizens of Turkey and put them
in open access. The 6.6 GB file was posted online and contained personal information, including Turkish
politicians.

Any resource on the territory of Kazakhstan is controllable: data on its owner, placed on the
information resource and actions taken, will not be difficult to collect.

Worldwide, measures are being taken to combat cybercrime. The Netherlands has established a
National Cyber Security Center as part of a public-private partnership to increase information sharing and
cooperation in the country. Israel provides substantial tax breaks to companies that have their offices in
the national cyber park in Beer Sheva as a mechanism to encourage research and development. Russia is
developing a remedy in the event of a cyber-crisis. These are just a few examples of the growing maturity
of states in specific areas of cyber security.

Russia's losses from cyber attacks in 2017 amounted to about 600 billion rubles., Prime Minister
Dmitry Medvedev said this, speaking at the international forum "Open Innovations - 2018" in Moscow.

Based on the continuation and development of the spirit of the ancient Silk Road, “One Belt and One
Road” calls for the development of new mechanisms for regional economic partnerships, stimulating the
economic prosperity of the countries involved, strengthening cultural exchanges and ties in all areas
between different civilizations, and promoting peace and sustainable development.

Along with the topics on the global challenges facing the SCO countries, the key issues of the
digitization of the Silk Road of the 21st century and the new format of organizing international business
cooperation, special attention will be paid to the protection of the capital of Kazakhstan, Astana, from
cyber threats. Therefore, it was decided that the panel session “Challenges of the digital economy will be
the longest. Cybersecurity".

In this regard, in the framework of the Fundamental Research Projects of the MES RK 1546 / GF2:
“The legal framework for combating offenses in the global communication networks”, we considered it
necessary to consider the relationship between such concepts as “information security” and
“cybersecurity”, as well as “information security "And" cyber defense "in the legislation of the Republic
of Kazakhstan.

On the territory of the former Soviet space, to understand cyber security (“cyber security”), as a rule,
they use the broader concept of information security, which means the state of protection of the vital
interests of an individual, society, state in the information sphere from external and internal threats,
ensuring its formation , use and development.

At the same time, in Western democracies, the term ‘“cybersecurity” is used to understand the
reliability, stability and inviolability of computer networks, whatever information on them is distributed
(with the exception of child pornography and similar criminal content).

Table 1 - 10 Top-countries by share of attacked industrial systems

Place on the list A country Share of attacked systems,%
1. Vietnam 66,1
2. Algeria 65,7
3. Morocco 60,4
4. Tunisia 60,2
5. Indonesia 55,7
6. Bangladesh 54,2
7. Kazakhstan 54,1
8. Iran 53,9
9. China 53,3
10. Peru 53,1
Source "Kaspersky Lab"

In general terms, Cybershield quite fully covers cybersecurity issues at the state level; now it is up to
practical implementation of the concept. Thus, in general, while positively assessing the emergence of
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such a document, some of the experts surveyed expressed concerns about domestic software development
and their advantage for government orders. The general meaning of what was said was reduced to “it is
good if such protectionist policies give impetus to the development of domestic software, and it is bad if
the Kazakhstani product is simply pushed through at tenders, despite its low quality”.

The national legislation of Kazakhstan lacks the concepts of “cyber security” and “cyber
defense”, in which we enter the Top - 10 countries subject to cyber-attack, that is, 7th place with an
indicator of 54.1%, for example, in the current legislation only the concepts “information security”
and “information security”.

The Law of the Republic of Kazakhstan “On Informatization” does not contain as such a definition of
the term “information security”, but paragraph 11 of Article 1 of this Law refers to the national operator in
the field of informatization, which is a “legal entity created by the decision of the Government of the
Republic of Kazakhstan, to which the owner, in the person of the state, is entrusted with the task of
integrating and ensuring the security of state information systems and state electronic information
resources. ”

True domestic developers, who need time and money to develop domestic means of protecting
information and other software and hardware products, are at a disadvantage, since it is not possible to
provide finished products within the prescribed period under the law on public procurement. Therefore, it
is necessary to take certain measures, including legislative, to stimulate domestic start-up companies for
the production of products in the field of information protection.

Thus, by keeping the ratio of the studied terms in the legislation of the Republic of Kazakhstan, we
can focus only on the terms “information security” and “information protection” that are in the legislation
of Kazakhstan, and the terms “cybersecurity” and “cyber defense.

The lack of conditions for the development of production (development, implementation) of domestic
software and hardware information security. The low level of competitiveness of the Republic of
Kazakhstan in one of the most promising areas in the IT industry to develop solutions in the field of
information security.

However, how to implement a strategic program of import substitution in the absence of the necessary
qualified national personnel? In Kazakhstan, there is no concentrated critical mass of scientists in the field
of information security, that is, a scientific school in the field of information security is poorly developed.
And, as a result, there is a passive training of specialists who become uncompetitive in the field of
information security. This leads to another acute problem for Kazakhstan - the lack of a national standard
for encryption and, in general, national (civil) cryptography in general.

Training specialists in the field of information security in foreign universities to provide state bodies
with qualified personnel is costly and carries a heavy burden for the country's budget. Therefore, the
training of national personnel in this field should be carried out through the qualitative improvement of
educational programs in national universities of the Republic of Kazakhstan and the development of a
number of incentive measures for domestic scientists and faculty members. It is also necessary to consider
the possibility of allocating a certain number of quotas in the framework of the Bolashak program for
training personnel on the programs of magistracy, doctoral studies and scientific internships in the field of
information security.

CONCLUSION

It is necessary to take into account the current trends in the field of information security - it is
quantum cryptography. I note that quantum cryptography is a new trend in the field of information
security. Recently, on August 1, China launched the world's first quantum communications satellite, not
susceptible to hacking. That is, it would seem that the distant future in the field of information security has
in fact already come.

Thus, information security can be expressed in two ways, firstly, it is an organizational element of the
public administration system, and secondly, it is an indicator of the effective functioning of public
administration. This is due to the fact that the realization of threats indicates the inefficiency of the
functioning of the public administration system. In order to support domestic manufacturers, it is
necessary to study the issue of legislative regulation of the procurement of foreign software in the field of
information security.
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K.E. Ken:ke6aena, I'.7K. UcabaeBa, /K.K. JKynicoBa
AK «Kaprxbl AxkageMuscbn
KUBEPKAVIIICI3AITT

Annoranus. Kubepkayinciznik OyriHri KyHi )eKe akmapaTTbl FaHa eMec, OaHKTEpIiH, jKeKe TYJIFajlapiblH JKOHE
KPHUITOBAIIOTTAFbl AKUIAHBI YCTAIl JKYPre€H KOCIOPBIHIAP/BIH KBI3METIH J¢ KOpPFayAblH MaHBI3Jbl aCIHEKTICI OOJbII
TaOBLIAABl. OJEMIIK KaybIMIACTHIK KHOEPKAYINCI3MIKTIH ©CyiHe ajaHlIaiibl, OWTKEHI akKmapar Ke3-KelreH YHBIMHBIH
KYHIIBUIBIFBI  OOJIBINT  TaObUIAIbI, COHABIKTAH KHOEPKAYIMCI3MIKTI KYpy CBIPTKBI JKOHE IIIKI KayilTeplIeH YITTHIK
Kayilci3MiKTi HBIFAWTY YIIIH XOFapbl OUTIKTI MamMaHIap TOOBIH Kypy apKbUibl Kaxer. Kazakcran akmapar canachIHIArbl
aKmapaTThIK KayilCi3liK cajachlHIAFrbl KaJamaap JkKacaabl, Oipak akmapaTThIK KayilCi3IiKTi KaMTama-Chl3 €Ty
cayllachlHAarbl HIenrMaepai o3ipaey yiuiH AT-WHAYCTPHUACBIHBIH IEpCHeKTHBaiIbl OarbITTapblHbIH Oipi Kazakcran
PecnyGinkachiHbIH 0ocekere KaOUISTTUTINHIH TOMEH JCHIeii OChl Kayimn-KaTepiepre Kapchl TYpyFa MYMKIHIIK OepMen/i.
KubepKyaHIpIK TEXHOJOTHSIIAP CAJAChIHIAFbl YITTHIK KayilCi3MiKTI KaMTamachl3 €Ty MAcele-CiH IICIIyae aBTopiap
Keloip enepiH 03bIK TOKIpHOECiH KaObUIIay bl FAHA eMeC, COHBIMEH KaTap LISTENIIK OaraapiaMaiblK KaMTaMachl3 eTy i
CaThIIl Iy MOCEJIECIH JIe KapacThIPaIbl.

Tyiiin ce3nep: KubOepkayincizik, YITTBIK Kayilci3ik, KHOEPTEXHOJIOTHS, Kayil-Karepiep, KuOepKayilci3mik,
aKMapaTThIK Kayilci3ik.

YJK: 004.942
JK.E. Ken:kebaena, I'.7K. UcabaeBa, JK.K. Kynycosa

AO «DunancoBass AkageMus»
KHUBEPBE3OIIACHOCTDb

AnHoTtanust. KubepOe30nacHOCTb Ha CErOAHSIIHUN AEHb SBISETCS CEPbE3HBIM aCIEKTOM B JieJie 3alUThl HE TOJIBKO
JMYHOW MH(OPMAIMH, HO U TPEKIE BCEro, ACATECIBHOCTH OAHKOB, MPEIANPUATHN M JHI 3aHUMAIOIIUXCS WIH JepiKallue
CpelcTBa B KPHUNTOBAIOTA. MHUpOBas OOIIECTBEHHOCTh OOECHOKOMHA pACTyIleH KHOepHETHYEeCKOW Yrpo30M, TaK Kak
LEHHBIM aKTHBOM JIFOOOH OpraHu3aluy SBiseTcs HHOOPMAIKS, B CBSI3H C YeM CO3JaHue KHOepOe30macHOCTH HEOOXOAUMO
MyTeM CO3AaHMS TPYNI BHICOKOKBUTU(GHUIIMPOBAHHBIX CIIELHAINCTOB C LEJIBI0 YKPEIUICHUS] HAMOHAIBHOW 0€301acHOCTH
OT BHEUIHUX U BHYTPEHHUX yrpo3. KazaxcraH Tak jke MPENPHHSUI MIard B 00JacTH WH(OOPMAIMOHHOW OE30MacHOCTH B
cdepe nHGOpPMATH3AIMH, OJTHAKO HU3KHI YPOBEHb KOHKYPEHTO-criocoOHocTH PecnyOnuku Kazaxcran B OTHOM M3 CaMbIxX
MEepPCIIeKTUBHBIX HampaBieHuid B W T-oTpaciu mo paspa-00Tke perieHuil B chepe HMHPOPMAIMOHHON OE30MacHOCTH He
MO3BOJISIET IPOTHBOIIOCTAaBUTh JAHHBIM yrposzaMm. PemieHne Bompoca HaIMOHAIBHOM 0e30macHOCTH B 001acTH
KM6CpTCXHOHOFMﬁ, aBTOPbI BUIAAT HE TOJIBKO TICPCHATUA NMEPCAOBOTO OIbITa HEKOTOPBIX CTPaH, HO U HU3YUHUTH BOIIPOC
3aKyIna HHOCTPaHHOTO MPOrPaMMHOT0 00ecreueHusl.
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