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BANK RISKS IN THE SYSTEM ON COUNTERING THE LAUNDERING
OF PROCEEDS AND FINANCING OF TERRORISM

Abstract. The paper investigates the problems of bank risks in the system of countering the money-laundering
and financing of terrorism. It was revealed that the considered field of finance-bank sector is in close interconnection
and functioning with financial monitoring issues. Therefore, it is important to state that the issue of countering the
legalization (laundering) of proceeds and financing of terrorism holds a specific place not only in Kazakhstan, but in
other countries of the world too; the analysis was conducted. As the combating with criminal proceeds legalization
is the most important means of control over the organized crime including its most harmful forms such as drug
business and terrorism, the adoption by Kazakhstan of the generally recognized principles and mechanisms on
countering the legalization of criminal proceeds and financing of terrorism has not only legal, but social and political
significance. The risks, and, consequently, the control degree can differ significantly, the financial monitoring
performers should possess the abilities to identify and verify the potentially suspicious transactions. The suggested
methods and mechanisms to solve this problem will have beneficial effect on the work of the banking sector and
economy of RK in whole.

Key words: financial and banking sector, banking control, legalization of income, countering the legalization,
financing of terrorism.

Introduction. One of the most important issues at the current stage of financial relations development
in the banking system of Kazakhstan is improvement of measures countering the legalization of criminal
proceeds that is the most important means of control over the organized crime including its most harmful
forms such as drug business and terrorism; the adoption by Kazakhstan of the generally recognized
principles and mechanisms on countering the legalization of criminal proceeds and financing of terrorism
has not only legal, but social and political significance for the Republic and other CIS countries. Thus, the
considered issue is topical and its solving influences much on social and economic status of citizens.

The program of measures on countering the money-laundering and financing of terrorism is the most
important component of the financial monitoring performers’ functions and holds a specific place in
present-day conditions. The primary goal of any effective program is protection of financial monitoring
performers against legalization of criminal proceeds and ensuring the complete adherence to
corresponding legislative acts by the financial monitoring performers. Therefore, the development,
structural construction and implementation of programs should be the main priorities of any organization.

The programs should base on estimation of risks and be developed for the purposes of management
and decrease of money-laundering and terrorism financing risks that could be encountered by the financial
monitoring performer. The risk-oriented approach stipulates the individual calculation of risk level for all
fields/aspects of the financial monitoring performer activity. The individual aspects of activity
implemented by the financial monitoring performer are more risky in view of money-laundering than
other and require additional control measures to decrease such risks, while other are less risky and do not
require the same attention [1].

Research methods. The research was conducted on the base of monographs, papers by national and
foreign scientists in the field of the theory of bank risks, risk-management, theory and issues of financial
market, economic theory. The legislative and regulatory documents in the field of financial monitoring
were used. The research is based on application of dialectical, historical and logical methods of cognition,
and on the methods of analysis and synthesis, grouping and comparison. The main methodological
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procedure of the conducted research is system approach allowing solving the set tasks in its entirety and to
full extent. The methods of economic and statistical analysis were also used.

Results and discussion. Today, it is important to remember that the commercial banks have a
specific status in the banking sector of Kazakhstan. In present-day conditions, the market abilities of the
banking sector and bank depend on the focus of country economy development in the structure of the
State, on the degree of commercial banks activity regulation by the National Bank, on the state of the
legislative base.

Considering the financing and bank sector in view of close interconnection of its functioning with the
financial monitoring issues it should be noted that the problem of countering the legalization (laundering)
of income and financing of terrorism holds a specific place not only in Kazakhstan, but in other countries
of the world too. As the combating with criminal proceeds legalization is the most important means of
control over the organized crime including such its most harmful forms as drug business and terrorism, the
adoption by Kazakhstan of the generally recognized principles and mechanisms on countering the
legalization of criminal proceeds and financing of terrorism has not only legal, but social and political
significance. The risks, and, consequently, the control degree can differ significantly, the financial
monitoring performers should possess the abilities to reveal and check the potentially suspicious
operations. In the banking sector, the special attention should be paid to the program of proper inspection
of clients as the effective program of identification is the best way to prevent money-laundering and
financing of terrorism. The more the financial monitoring performer knows about its clients the more
successful will be the prevention of abuses connected with legalization of criminal proceeds.

For instance, according to the “List of limited transactions” determined by Article 4 of the Law on
AML/CFT the following, in purposes of AML/CFT should be implemented strictly and the authorized
body should be informed on such limited transactions as:

- crediting or transfer of money to the bank account of a client by a physical person or legal body
having a registration, place of residence or staying in offshore zone, or having a bank account recorded in
offshore zone, or operations with money and (or) other property by a client with the mentioned group of
persons to the amount of 5 million tenge on a cash and non-cash basis;

- international transfer of money to accounts (deposits) opened by an unidentified person, receipt of
money from abroad account (deposit) opened by an unidentified person to the amount of 5 million tenge
on a cash and non-cash basis;

- payments and transfer of money by one client to another without compensation to the amount of 7
million tenge on a cash and non-cash basis;

- purchase, sale and exchange of foreign currency in cash through exchange offices to the amount of
10 million tenge, cash only;

- withdrawal of money from a bank account or credit of funds to a bank account of a client, or taking
cash from a client or giving cash to a client except cases described in sub-paragraphs 13) and 14) of the
current Paragraph to the amount of 10 million tenge in cash only, etc. [2,3].

The national security and global participation of the Republic of Kazakhstan in solving the worldwide
and regional problems is the main task of the State. Under these conditions, all elements of the
governmental system including the national AML/CFT system should operate effectively. Meeting the
international standards of FATF the Republic of Kazakhstan joins the number of industrially developed
countries that will result in decrease of shadow economy extent and corruption offences, increase of
investment attractiveness and economic effectiveness, growth of tax revenues to the national budget and
international confidence to Kazakhstan business society including the banking sector. The establishment
of the effective national system on countering the legalization of criminal proceeds is one of the topical
issue for Kazakhstan and the whole international society. While this issue is not solved the economic
reforms in the country remain impossible.

The AML/CFT system the same as any other system represents the arranged organization of all its
elements possessing the following main properties — integrity and divisibility, availability of sustainable
connections, organization, emergence and hierarchy [4].

Conclusion. Thus, after brief description of our view of the banking sector in Kazakhstan, it is
possible to conclude the following: transparency and liberalization of the financing and banking field in
Kazakhstan, appearance of wide range of bank services etc. improved significantly the investment
attractiveness of our country. However, at the same time, the conditions for criminal groups activity
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engaged in money laundering gained from different crime activity were developed. The important role
played also the processes of Kazakhstan economy offshoring resulted in capital outflow to abroad and
consisted partially of illegal funds. Today, under the conditions of free trans-border flow of capital the
anti-money laundering is one of the most important tasks in Kazakhstan. Despite the diversity of
“laundering” schemes, the relations of economic entities engaged in laundering the crime proceeds have
common nature and represent the individual market of funds laundering. The same as for any market, the
main stimulating factor influencing on demand is quality and cost of the service; the weak link of
Kazakhstan banking system is the necessity of personal estimation of a financial operation and its attitude
to “suspicious”. Kazakhstan legislation recommends only the criteria and common signs of operations
testifying possible legalization (laundering) of money gained through crime, and financing of terrorism. In
particular, an employee of a front-office working with a client associates himself a type of operations
demanded or conducted by a client with criteria and signs of unusual deals. If the employee has suspicions
that the financial operations are aimed at legalizing (laundering) of crime money or at financing the
terrorism, he informs immediately an authorized person who analyzes it again and makes a personal
decision on reasonability to qualify the operation as subjected to obligatory control and necessity to
inform the Committee of Financial Monitoring on it. Another problem is weakness of prudential
supervision over the activity and internal structural departments of lending institutions. The bank offices
are beyond the prudential supervision of territorial entities of the National Bank by the place of its actual
location. The lack of immediate access to the bank secrecy information; the bodies authorized for criminal
intelligence operations may inquire from the banks the certificates on transactions and accounts of
physical persons and legal entities, and individual entrepreneurs only on the base of judicial order or
through the criminal cases under their activity; poor criminal and administrative sanctions for crimes and
offences in the field of AML/CFT [6].

K.O. HlasxmeToBa, A.T.YTebaeBa, A.A. Kabues, b.T. Ha:kmunenon
KP Kapsxsr munuctpiiri «Kapxor akagemuscey AK, Hyp-Cynran, Kazakcran

KbIJIMBICTBIK KOJIMEH AJIBIHFAH KIPICTEPJI 3AHOIACTBIPYFA
GKBLIBICTATYTA) ’)KOoHE TEPPOPU3M/II KAPXKBIJIAHIABIPYFA
KAPCBI IC-KUMBLJI )KYWECIHJIETT BAHKTIK TOYEKEJIIEP

AnHoTanus. Makananaa KbUIMBICTBIK )KOJIMEH aJIBIHFAH KipicTep/ii 3aHIaCThIpyFa (KBUIBICTATYFa) JKOHE TePPOPU3MIL
KapKbUIaHJBIPYFa Kapchl iC-KUMbBLIT JKYHeciHeri 0aHK ToyeKeIepiHiH Mocesenepi KapacThlpbuiaabl. Kapkel jxoHe OaHK
CEKTOPBIHBIH CAJIACHIH 3€PTTEH OTHIPHIN, Kap»Kbl MOHUTOPUHTIHIH MpoOiieManapblMeH e3apa THIFBI3 OaiIaHbICTa YKYMBIC
icTeiTiHi aHbIKTanAbl. COHABIKTAH, KipiCTep/li 3aHAaCThIpyFa (PKBUIBICTATyFa) KOHE TEPPOPU3MAL KapXKbUIAHBIPYFa KapChl
TYpy Maceneci Tek Kazakcranna rana emec, COHali-aK 9JIeMHiH 0acka eliepiHe e epeKilie OPbIH ajalbl )KOHE OFaH OCHI
Makayiaja Tajjaay xypriziiui.

AKIIaHbI KBUTBICTATYMEH KYpecy YHBIMIAcKaH KBUIMBICTHI OaKpUIayFa aiajibl, OHBIH iIIiHIE ecipTKi OM3Heci MeH
TEPPOPHU3M CHSKTHI €H KayinTi HbICAaHIApblH Ja Oakpuiaiinbl. KasakcraHzna aknIaHbl JKbUIBICTATYFa JKOHE TEPPOPH3MII
KapKbUTAHIBIPYFa Kapchl TYPYIBIH JKAIMIbFa OipAeidl MpHHIOMITEP] MEH MEXaHW3MIH €HTi3y TeK KYKBIKTBHIK KaHa eMec,
COHBIMEH KaTap KOFaMIbIK-Casici MaHbI3Fa J1a ue. Toyekenzep 'koHe THiciHIIe, OaKplIay Jopexeci opTypiii 001yl MYMKIH,
Kapxbl MOHHUTOPHHIT CyOBEKTLIEpl KYHIKTi omepauusiapibl aHbIKTayFa KoHE Tekcepyre Kabinerrti Gomys! Tuic. by
MOCEJICHI WICIIYJIIH OAIiCTepi MEH TETIKTEpl YCBIHBUIYAA, OYJ OaHK CEKTOPBIHBIH JKYMBICHIHA KOHE TYTACTal alFaHIa
Kazakcran 5KOHOMHKAChIHA OH 9CEpiH TUTi3ell.

Tyiiin ce3xep: KapKbl koHEe 0OaHK CEKTOpBI, OaHKTIK OakblIay, KipiCTepAi 3aHIACTBIPY, JTAHKECTIKKE KapChl dpPEKeT
€Ty, TEPPOPU3M/IL Kap KbLIaHABIPY.

K.O. lasxmeTroBa, A.T. YTeybaeBa, A.A. Kadoues, b.T. Ha:zkmunenon
AO «®PunaHcosas akagemus» Munucrepcrsa ¢punancos PK, r.Hyp-Cynran, Kazaxcran

BAHKOBCKHE PUCKH B CUCTEME ITPOTUBOJEVCTBUSA OTMBIBAHUIO JOXOJ10B U
OUHAHCHPOBAHUIO TEPPOPU3MA

AHHoTanus. B cratbe paccMoTpeHBl NpoOsieMbl OaHKOBCKHXPHCKOB B CHCTEME HNPOTHBOACHCTBHS OTMBIBAHHIO
JI0XOJ0B U (DMHAHCHPOBAHUIO Teppopu3Ma. BelsBleHO, uTO paccMaTpuBas cdepa (GUHAHCOBO-OAHKOBCKOIO CEKTOPa
HAXOAWTCS B TECHOWB3aMMOCBS3M M (YHKIHOHHPOBAHHUS ¢ MpodiemMaMu (UHAHCOBOIO MOHHUTOpHHTA. [109TOMYy BakHO
0003HauUTh, YTO IpoOJieMa MPOTUBOAEHCTBUS Jieranu3aluy (OTMBIBAHUIO) JOXOJIOB U (DUHAHCHPOBAHUIO TEPPOpU3MA
3aHUMaeT ocoboe MecTo He ToiabKo B Kasaxcrane, HO M Taxke B JPYrMX CTpaHax MHpa W NPOBEAEH aHaiu3. Tak Kak
O6oppba c Jeranuzaiyedl NPECTYIHBIX JOXOJOB SBJISCTCS BaXKHEHIIMM CPEICTBOM KOHTPOJS HaJ OPraHU30BaHHOM
MPECTYMHOCTEI0, B TOM YHCJIE TaKHX ee Hambojiee OmacHBIX (OpM, Kak HapKOOM3HEC W TEeppOpU3M, BHEIpEHHE B
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Kazaxcrane oOmienpu3HaHHBIX NPUHLIUIOB W MEXaHU3Ma IPOTUBOACHCTBHS JIETAIM3AlMKM IPECTYIHBIX JIOXOJ0B U
(hMHAHCHUPOBAHUIO TEPPOPU3MA UMEET HE TOJIBKO MPABOBOE, HO 0OJIBIIOE OOIIECTBEHHO MOJIMTHYECKOE 3HAUeHHEe. PUcCKH H,
CJIEZIOBATENIbHO, CTEIICHb KOHTPOJII MOTYT CYIIECTBEHHO Pa3lIMyuaThCs, CyOBbEKThl (PMHAHCOBOTO MOHHMTOPHHIA JOJDKHBI
001a7aTh BO3MOYKHOCTSIMU JUTSL BBISIBJICHUS M TIPOBEPKH TTOTCHIIHAIBLHO MOIO3PUTEIBHBIX OMEpanuil IPeaokKeHbI METOIbI
U MEXaHU3MBI B PEIICHUU JTaHHOH MpoOJIeMbl, 4TO OJAroTBOPHO CKaKeTcs M Ha paboTe OAHKOBCKOTO CEKTOpa U B IEJIOM
sxoHoMuku PK.

KuaroueBble cjoBa: (UHAHCOBO-OAHKOBCKMH CEKTOp, OAHKOBCKMH KOHTpOIIb, JIETAIM3AIUL JI0XOJIOB,
MPOTHUBO/ICHCTBHE Jierann3aluy, (UHAHCUPOBAHUE TEPPOPU3MA.
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