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Abstract. This paper discusses a method for extracting text summaries from
scientific documents using the DistiIBART model, which is an improved and
reduced version of the Bidirectional and Auto-Regressive Transformers (BART)
model. The DistiBART model, trained on large volumes of text data, allows
one to effectively solve natural language processing (NLP) tasks such as text
summarization, machine translation, and text generation. This paper focuses on
the application of DistilBART to analyzing and extracting text summaries from
scientific documents. The goal of this work is to develop a universal tool based on
the DistilBART model that will be effective in extracting and structuring information
from scientific documents in various fields. Traditional text processing methods are
often not powerful enough and require significant computational resources, which
makes them inapplicable to analyzing large volumes of data. The use of advanced
machine learning models such as DistilBART is a significant step forward. The
relevance of this work is also due to the growing need for effective research support
systems. Extracting text summaries using DistilBART can significantly improve
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the quality of analytical reviews, simplify the search for relevant literature, and
facilitate a deeper understanding of research questions. Ultimately, this helps
accelerate scientific progress and improve the efficiency of work in various fields
of science and technology.

Key words: Automated document analysis, Machine learning, DistilBART,
Natural language processing, Text summarization
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AnHotrammsa. bynmr wmaxkamaga exi  OaFbITTBI  JKOHE  aBTOPETPECCHBTI
Tpancopmaropnap (BART) yariciHiH jkakcapThUIFaH J>KOHE KBICKAPTHUIFaH
HycKacel Oompim  TaOputaTeiH  DistilBART ynriciH  maiimanasbin, FRUTBIMA
KyKarTapJaH KbpICKa MOTIHJIK CHIIaTTamalapipsl aily ofici TaJKbLIaHaJlbl.
MorTinnik nepexrepniH yikeH kemeMmine yhperinreH DistilBART moxeni motinmi
KOPBITBIH/IbUTAY, MAIMHAIBIK ayJapMa >KOHE MOTIHII KYPY CHSKThI TaOWUFu
Tingi enaey (NLP) TanceipManapsiH THIMII TIemie anafbl. bysr )KYMBIC FEUTBIMH
Ky»KaTTapJaH MOTiH/IK KOPBITBIHIBUIAPABI TANIAY JKoHe mibiFapy yiril DistiIBART
KOJIZIAaHOAChIH KOJJIaHyFa OarbITTanFaH. byl JKYMBICTBIH MakKcaTbl opTypii
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caanapJarbl FEUTBIMA KYKaTTap/IaH aKapaTThl ATy )KoHe KYPbUTBIM/IAY VI H THIM/I1
oomateiH DistilBART mopenine HerizgenreH omOeOam Kypalibl o3ipiey OObIT
TaObIaabl. JlocTypri MOTIHII ©HJIEY 9AicTepi KUi KyaTChI3 KOHE €CenTey/li KaXeT
€Telli, COHJBIKTAH OJIAPJbI IEPEKTEP/IiH YJIKeH KOJEeMiH Taljdy YIIH >KapaMChI3
eteni. DistiBART cHsAKTBI MamMHAIBIK OKBITYJIBIH O3BIK YITLIEpIH Maiganany
aiFa ’kacajFaH MaHbBI3IBl KajgaM OO TaObLIambl. Byl sKYMBICTBIH ©3€KTLIIr1
FBUIBIMU 3€pTTEYJepAl KONIay[AblH THIMII >KYHelepiHe JereH KaKeTTUTIKTIH
apTybiHa na OaiinmanbpicThl. DistilBART xemeriMeH MOTiHIIK KOPBITHIHIABLIAP/IBI
IIBIFAPY aHATTUTHKAIBIK TIONTYJIapIbIH CallaChlH alTapIIbIKTal JKaKcapTajIbl, COHKEC
omeOueTTep i i3y )KEeHIIEeTE Tl XKOHE 3epTTey CYPaKTaphlH TEPEHIPEK TYCiHyTe
bIKnan ererni. HoTmkecinae Oyl FBUIBIME TIPOTPECTI KEISNISTYTe JKOHE FHIIBIM
MEH TEXHHKAHBIH OpTYpJi cajallapblHAarbl KYMBICTBIH THIMIUTITIH apTTBIpyFa
KOMEKTECE]I.

Tyiiin ce3mep: Morinaepai aBTOMATThl Taijay, MalIUHAIBIK OKBITY,
DistilBART, Taburu Tinaepai enaey, MoTiHIep/Ii KbICKallla CHITaTTay
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AHHoTanuss. B nanHOi palore paccMaTpuBaeTcsi METOA M3BICUCHHUS
KpaTKOTrO OMMCAHHsSI TEKCTa M3 HAyYHBIX JOKYMEHTOB C MCIIOJIh30BAHHEM MOJIEIN
DistilBART, mpeacrapisitorieit co00il yCOBEPIIEHCTBOBAHHYIO M COKPAICHHYIO
Bepcuro Mojenu Bidirectional and Auto-Regressive Transformers (BART).
Mopnens DistilBART, oOyueHHass Ha OonbIIuX 00bEMax TEKCTOBBIX JaHHBIX,
MO3BOJISIET AIPPEKTUBHO peliaTh 3aadu 00paboTKu ecTecTBeHHOTO si3bika (NLP),
Takhe Kak 00O0OIIeHHE TEKCTa, MAIMHHBIA MepeBoJ] U TeHepanus Tekcra. B
JaHHOW paboTe OCHOBHOE BHUMaHHeE yaemsiercs npumeneHuro DistilBART s
aHaJM3a W M3BJICUEHMS KPATKOIO ONMCAHMs TEKCTAa M3 HAyYHBIX JOKYMEHTOB.
Lenb manHOM pabOTHI 3aKII0YaeTCsl B pa3pabOTKe YHUBEPCAILHOTO HHCTPYMEHTA
Ha ocHoBe Mojenn DistilBART, xotoperit Oyner 3¢ ¢deKTHBHBIM B M3BICYCHUN U
CTPYKTYPHPOBAaHUH WHPOPMAIMH U3 HAYYHBIX JOKYMEHTOB Pa3IMYHBIX 00JIACTEH.
TpanunuonHble MeTOAbl OOpabOTKM TEKCTa YacTO OKa3bIBAIOTCS HEJ0CTATOYHO
MOIIHBIMU U TPEOYIOT 3HAUUTEIbHBIX BBIUMCIMTEIBHBIX PECYPCOB, YTO IEIacT
WX HEMPUMEHUMBIMU JUIs aHanu3a OoJbIIMX 0O0BEeMOB AaHHBIX. Mcmonb3oBaHHe
MePEeOBBIX MOJIeTIel MamuHHOTO 00y4ueHwsI, Takux Kak DistilBART, npencrasnser
cOo0OH 3HAYMTENBbHBIA mIar BHepeln. AKTyalbHOCTb JaHHOH paboOThI Takxke
00ycIloBJIeHa pacTyliell MOTPeOHOCTBIO B 3(PQEKTUBHBIX CHUCTEMaX MOIJEPKKU
HAyYHBIX HCCIEAOBaHMUN. 3BIIeueHre KpaTKoro ONMUCAHHS TEKCTa C IOMOIIBI0
DistilBART mMoxkeT CyIIeCTBEHHO MOBBICUTH Kaue€CTBO aHAJIUTHYECKHX 0030pOB,
YIIPOCTHUTH TIONCK PEJIEBAHTHOM JIUTEpaTyphl U CIIOCOOCTBOBATH OoJiee TTyOOKOMY
MOHUMAHUIO UCCIEeOBaTeIbCKUX BONPOCOB. B wTore, 3TO CcmocoOCTByeT
YCKOPEHHMIO HAy4HOIO Iporpecca M MHOBBILEHHIO 3(PQPEeKTUBHOCTH paboThl B
Pa3INYHBIX 00IACTIX HAYKW M TEXHHUKH.

KiioueBble c10Ba: aBTOMaTHMYECKUH aHaaW3 AOKYMEHTOB, MAalIMHHOE 00y-
genue, DistilBART, 06paboTka eCTeCTBEHHOTO sI3bIKa, KPATKOE OMMCAHNE TEKCTa

Kipicne

b1 cailblH FBUTBIMU 9JCOMETTEPAIH KOJeMi YIFAMbIN Keyedi, Oy FhUIBIMU
Kykartapgan akmapartel (Laii, et al, 2023) TuimMai amy >XoHe KypbUIbIMAAY
MIHJETIH ©3eKTi eTefi. 3epTTeymIijep MEH Capariibuiap COHFBI JKETICTIKTepAeH
xabappaap 0oy jkoHE €3 3epTTeyiepl YIIiH ColKec AepeKTepil Taly YIIiH YIKeH
kenemzeri moTiHai ([armenen, et al, 2024) xpgaM >kKoHE O Talaybl Kepek.
FoutbiMu KykaTTapaH KbICKallla MOTIHAIK curarramanapsl (Xaprtmans, et al,
2023) (TpeBm3o, et al, 2023) amy kazipri 3amanfrsl Taburu Tingi eHney (NLP)
QICTEPIH KOJIJAHYbl Tajall eTeTiH MaHbI3Abl MiHaeTke adHanyna (Msru, et al,
2023). byn maceneHi IIemIyaiH NEPCHEKTUBTI TocUIAepiHiH Oipi eki OaFrbITThI
koHe aBToperpeccuBTi Tpanchopmatopiap (BART) cuskrel Tpancopmarop
APXUTEKTypachlHA HETI3NEITCH MOJENbJEP/l TMaianany OOkl TaObUIAIBI.
BART (Kaiibacoga, et al, 2022), Facebook Al a3ipieren, exi OarbITThl KOATAYBIII
MEH aBTOPETPEeCcCUBTI Jjekoaepii OipikriperiH rudpuari monens (CaHrana, et
al, 2023). Byn oHBI MOTIH/AI KYPY, KOPBITHIH/BLIIAY KOHE MOTIHHIH MaFbIHACHIH
TYCiHY TalChIpMalIapbIHBIH KyaTThl KypaiblHa alHaIIbIpaabl. [lereHMeH, JKoFaphl
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eHIMITIriHE KapamactaH, Oactankel BART wmomem (Jlammoncu, et al, 2023)
alTapibIKTall ecenrTey pecypcTapblH KaxkeT eremi (Boi, et al, 2023). ConsiMen
katap, DistilBART xonnmany reuibIMH jkoHE OinliM Oepy MeKeMelepiHe IIemIiM
KaOBUIAAy TPOIECIH JKAKCapTyFa KOMEKTECETiH OpTYpJi FHUIBIMH >KOHE OifiM
Oepy Ky»KaTTapblHaH aKIapaTThl )KUHAKTAY JKOHE KYPBUIbIMJIAY, TallJlay eCenTepiH
xacayra kemekreceni (ITomak, et al, 2024) (Canupmexosa, et al, 2023). Ocpunaiinia,
OyJ1 J)KYMBICTBIH FBIJIBIMH MaKCaThl SPTYpIIl cayajapiarbl FUIBIMUA KyXKaTTapaH
CEMAHTHKAJIBIK aKMapaTThl ally JKOHE KYPBUIBIMAAY VIIH THIMII OoJaThiH
DistilBART momenine HeriznenreH oM0Oedart Kypaiabl skacay OOJBIT TaObIIa b,

TuiMAITIKTI apTTHIPY JKOHE ecernTey WIBIFbIHAAPbIH azaiTy yuriH DistilBART,
BART w™opneninin Tazaptburran Hyckachl skacannmbl. DistilBART BART-TeH
HETI3ri apTHIKMIBUIBIKTAPBIH KIMIPEHTUITEH OJIIIEeM/IE JKOHE >KOFaphl KYMBIC
KBUIIaMIBIFBIHAA CaKTaabl. byraH Oimimzi aljay TEXHHMKACHl apKbUIBI KOI
JKETKI3UIe i, MyHIa )KHHAKBI MOJACHb (CTYACHT) YIKEHIPEK MOICTBIIH (MYFaIim)
MIHE3-KYJIKBIH €JIIKTEY YIIiH OKBITBUIAbl. Byl )KYMBICTa FBUIBIMH KY>KaTTap/aH
CEeMaHTHUKANBIK KypbutbiMiael aiy ymiH DistiIBART wopenin mnaiinanany
tankputanaabl. BART ynrici 6acTankplia )kaHaJbIKTap MaKajiaiapbl MEH OJapIbIH
KbIcKama Ma3MyHbIH KaMTUTBIH CNN/Daily Mail cHAKTBI KbiCKa MOTIHIIK
JEPEKTEP KUBIHBIH/A OKBITHUIABI. MOJIENb I FEUTBIMU MOTIHAEPTe OeiiMaey YIIiH
013 arXiv CHSKTBI allbIK KO3JCPACH FBhUIBIMH MaKallaJlapJblH YJIKEH JICPEKTep
JKUHAFBIH JKUHAIBIK KOHE MOTIHIACPII albIH ajla OHICSHIK, OHBIH IMIiHIAE KiImi
opinTepi a3aiTy, KaKeTci3 TaHOanmap MeH 00C OpBIHIAPbI KO, TaHOAIAy KIHE
TOKTaTy CO3JIEp/Ii ajblll TacTay. Opi Kapal, anaeiH ana faieiHaanrad DistiIBART
MoJieIi O13/1iH FhUIBIMM MaKajlaJlapbIMbI3/IbIH JACPEKTEP JKUBIHTHIFbIHIA KOCBIMIIIA
OKBITBULIBI. JKarTeiFy Ke3iHae 013 YATiHIH JKakcapyblH Oakpuiay >KOHE apThIK
OpHATYIBI OOJIIBIPMAY YIITiH TTAPTHS OJIIIeMi, YHPEHY KbUTIaMIBIFGI )KOHE ToYyipiaep
CaHbl CHSAKTHI THUIEpHapaMeTpieplii peTTelik xoHe xoraity skoHe ROUGE
MOHZEpI CHSAKTBI KOPCETKIMTepAi OaKpLIabIK. JKCIEPUMEHTTIK HOTHXKEIep
kaiita okbIThutFaH DistiIBART wmomeni 0Oactankbl YIJTIMEH CaJIbICTBIpFaH/Ia
FBUIBIMU KY)KaTTap/aH aKIaparThl aly XKoHe KYPBUIbIMIAY CallaChlH alTapiIbIKTal
JKaKCcapTKaHblH Kepcerti. Ochuiaiiina, FBUIBIMHA KY)KATTapiaH CEeMaHTHKAJIBIK
KypbutbiMabl any ymiiH DistilBART maiiganany FeUIBIME MOTiHAEPAl ©HACYII
ABTOMATTAH/BIPY XOHE THIMILIITIH apTTBHIPY VIIH jKaHa MYMKIiHJIIKTEp aIlrajsl,
Oyl FBUIBIMHU 3epTTeyNepAl KbUIIaMIaTyFa XOHE JIepeKTep/i Tallfay canachiH
KaKcapTyra KOMEKTECE/Ii.

IjlicTep MeH MaTepHaJaap.

DistilBART Momenin qaMbITy 0HE OfaH 9pi OKBITY VIITiH arXiv CHSIKTHI alllbIK
KO3/Iep/IcH FhUIBIMH MaKajiajap/blH KeH JCPEeKTep JKUHAFbI KUHAIABL. Jlepekrep
JKUHAFBI TEOJOTHSUIBIK JIEPEeKTepIli, KIMHUKAIBIK ecenTep MeH OuriMm Oepy
OarmapiaManapblH Koca aliFaHja, dpTYpJi FBUIBIMHU cajalapAarbl Makajalapibl
kamtuael (JIu, 2023) (JIro, 2023). Jlepekrepai KMHAYIbIH HETi3Ti Kaaamaaphbl
arXiv API apkpuIbl Makananappl i37ey ®oHe KYKTEI ary, COJlaH KeHiH MOTiHIep/I
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KeWiHT1 eHJey YIIiH Oip Kopirycka OipikTipy Ooimbl. MoTiHI anJblH ana eHJeY
JIepeKTeplli MAallMHANBIK OKBITyFa JIalbIHAAyJaFbl MaHBI3IBl KajaM OOJIBII
Tabbutaabl. Herisri anapiH ana eHaey KaJamaapbl pETUCTP CE3IMTaJAbIFbIH JKOI0
YIIiH KiIlli 9pinTeri MOTIH/II, MOTIHI Ta3alay YIIiH KaKeT eMec Tagbanap MeH 0oc
OPBIHIAP/IBI KOOI, MOTIH/I TaHOAIAYybIIITApFa (CO3epre HEMece coilieMepre)
0oy YIIiH TaHOAIAY/IBI XKOHE KOFAPHI KHULUITIKTI, OipaK aKmapaTchl3 CO3/AepIi b
TacTay YIIiH TOKTaTy CO3IEpIi *KOIAbl KaMTUIBL. bysr Kamammaap 6i3re yiriHi opi
Kapail OKBITyFa JaiibIH Ta3a )KoHE KYPbUTBIMIBI MOTIH/II allyFa MyMKIHIIK Oep/i.

Enrizy camacelH omaH opi aKcapTy VIIiH IE€HOW3W3AIMs aBTOKOIEpIepi
ozici e KOJIaHbUIAbL. ByJ ofic JepeKTeplieH IIyabl JKOI0 >KOHE OHBIH CarachiH
KaJITIBIHA KeNTIPY apKbUTBI MOJIETITe MOH Il MYMKIHIIKTEPIi IIBIFapyFa MyMKIHIIK
Oepeni. Coman keiiin Tazapreurran nepektep DistilBART yiricin naiinanana
OTBIPBII, MOTIHJI TaJay carachblH OlaH 9pi JKaKCapTy YLIIH MOTIHMOHTE ce3iMTal
SHIIpyJepai jkacay YIINH TalJaTaHbpUIIbl. ODKCIHEPUMEHT OapbhICBIHIA OV
tacinaepni DistilBART-nien yiinecripe Kongany FeUIBIMU KYKaTTapAaFbl akapaTThl
KUHAKTAY KOHE KYpPBUIBIMJIAY TarChlpMallapblHIa MOMAEIBAIH THIMIUTITIH
alTapiabIKTall apTTBIPBIN, OHBI KOJNJAHYIBIH OPTYpJi canajapblHa apHalFaH
ombeban Kypasra aiHamAbIpaThiHbl aHBIKTANABL. DistilBART mozenin FpuTBIMEU
MOTiHJIepre OediMIey YIIiH MapTHs OJIeMi, OKY JKBUIIAMIBIFEI KOHE Ioyipiep
caHbl CHUSKTBHI Oenrim Oip runepnapamerpiep OanTaiabl *KoHE HaliJanaHbUIIBL.
AnnbH ana gaierHABK nporeci Hugging Face Transformers kiTarmxanachl apKbITbl
anjpiH ana naiieiananrad DistilBART ynricid skyKTeyi, )KaTTeIFy TapamMmeTpiepin
OHTAMNaHIBIPy YIUIH TUIEpHapaMeTrpiepai Oanrayiasl, NadbIHIAIFaH FbUIBIMU
MaKaJia JAepeKTep JKUHAFbIH/IA aJIJIbIH aJia JalbIH/IBIK TPOLIECIH ICKe KOCYIIbI XKOHE
MOJICTIB/IIH JKaKCapybIH OaKbUIay jKOHE IaMaaH ThIC OPHATY/IBIH aJAbIH aly YIIiH
skoranty koHe ROUGE cuskrhe1 kepceTkimrepai OaKplIayIsl KAMTBIIBL.

Horu:xesiep #oHe os1apabl TAJIKbLIAY

KochiMIia OKbBITY HOTHKENEpi OacTarkbl YATIMEH CaJIBICTBIPFaHIA FBHUIBIMU
KyKaTTapJaH axKnaparThl ajly J>KoHE KYPBUIBIMJIAy CarachlHBIH aWTapIIbIKTan
JKakcapraHslH  kepceTTi. Mopenpain camacsl ROUGE  MeTpukachbIHBIH
KeMeriMeH Oaranadabl, OyJl MOTIHAEPHAI KOPBITBIHIBUIAY XOHE KYpPbUIBIMAAY
TarchIpMaliapbIHIa YIT1 OHIMIUTITIHIH jKaKcapyblH aHBIKTayFa MYMKIHIIK Oepi.
Hortwxkenepai kepHeki Typle KepceTy YIIiH rpaduKTep MEH KecTeliep OKY
mporeci Ke3iHJe METPUKAJarbl e3repicTepli KepceTy »oHE KOCBHIMILIA OKBITyFa
NEeHiH KoHE OfaH KEeHMiHri YTl eHIMIUITIH CaJbICTRIPY VIIIH MaiigaJaHbUIIbL.
MBpIcasbl, )KaTTBIFy KOFAITY CIOKET1 YIITiHIH OIpTiHACT KETUIAIpiTyiH KepceTeTiH
TOyipJep CaHBIHBIH 6CYIMEH YKOFAITy MOHICPIHIH TYPAKTHl TOMEHICYIH KOPCETTI.
DistilBART mozaeniniH Heri3ri rumeprnapamMeTpiiepi, Mblcabl, napTust ememi (16),
OKY >KBUTIaMJBIFHI (3e-5) xoHe noyipinep canbl (10), OKpITY carmackl MEH THIMILIIT]
apachIHJArbl OHTAMIIBI TEHrepiMIe KOJ KETKi3y yimiH TaHaangsl. DistilBART
MOJICTIiHIH KYPbUIBIMBIH BU3YyaIH3alusuIay )KaHe Kocbmia okpITy ke3inae ROUGE
METpPHUKAaChIHIAFbl e3repicTep Tpaduri FHUIBIMH KyKarTapJaH CEMaHTHUKAJbIK
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KYPBUIBIMABI ajy YIIIH OChI MOJENBIl MNaiJanaHyAblH apTHIKIIBUIBIKTaPbIH
aHBIK KepceTTi. FhuUIbIMU KyKaTTapAaH CEeMaHTHKAJIBIK KYPBUIBIMBI aly YIIiH
DistilBART wmozenin naiijanany THIMII eKeHiH KepceTTi. KochIMIna OKbIThIFaH
MOJIeJIb aKMapaTThl JXKHHAKTAY JKOHE KYPBUIBIM/IAY MACEIeNIepiHIe dKOFaphl HOTHKE
KOpCeTTi, OYJ1 aBTOMATTaHIBIPY JKOHE FBUIBIMH MOTIHJICPAl Taljaay THIMIUTITIH
apTTBIPY YIIIH JXKaHa MYMKIHIIKTep amaabl. TemeHae opTypii AepexTepii
QNJIBIH ajla eHJACY JKOHE OKBITY TocuiiaepiH mnaimanmany kesinme DistilBART
YIITiCiHIH OHIMIUTITIHIH OpTYPIi acleKTiIepi KepceTinreH. 3-CypeTTe MOACIbIiH
OHIMIUTITIH OaranayFa MYMKIHJIK OepeTiH opOip TOCLT YIITiH IIBIFBIH/IBI OaFaayibl
KaJaraiay KepceTuireH. bakpuiaymap >KeTUIMIPUITeH ajiblH ajla eHICyAe YIIri
OHIMJIUTITIHIH KaKChIPaK €KEeHIH KOPCETETIH €H TOMEHI| JKOFalTy ymaibel Oap
eKeHiH kepceremi. Herisri annpiH ana eHzey *oHe OacTamkel YATi yKcac, Oipak
COIl YKOFaphI IIBIFBIHABI Oaramaynel kepcereni. COHbIMEH KaTap, AEHOU3U3ALUSICHI
Oap aBTOKOJEpIIEp JKOFApPhI KOFAITYJIApIbl KepceTedi, Oyl Hamap eHIMIITIKTI
kepcereni. JKeTinaipiireH anapH ajla OHIeyMEH TOMEH JKOFAIITY YIIaibl )KaKChIPaK
YKaIBLIAy MYMKIHJITIH %KoHE YIT1 eHIMAUTITIH Kepcereri (1-cypeT)

Cyp. 1. Tacin 60ibinua wwi2binObL 6azanay
(Fig. 1. Evaluation Loss by Approach)

2-cypeT opOip Tocinai Oaranay >KOHE €cCenTey THIMJIUIIIH OeJIeKTey
VIIH OpBIHAAY YaKBITBIHBIH CaJIBICTBIPYBIH KepceTeni. bakpliaynap
KOPCETKEH/IeH, JCHOM3M3alUsIay aBTOKOAEPJICPiHIH 0acka ToCLIAepMEH
CaJIBICTBIPFaH/Ia OPBIHAY YaKBITHI KbICKA OOJabl, ajl HET13T1 YT, Heri3ri
QIJIBIH aJla OHJICY JKOHE KEHEWTUIreH alJIbIH ajla OHJICY Y3arbIpak JKoHE
yKcac OpbIHay YaKbITTapbIH KOpceTeIi. ABTOKOIEPIICPIiH XKOFaphl €CeITey
THIMJIUTITIHE KapaMacTaH, OJIap/IbIH KOFaphl )KOFAJITY yIaiiapbl MEH TOMEH
ROUGE ymnaiinapeiaga KepiHeTIH TOMEH OHIMIUIIT KbUTIAMIBIK TIEH cara
apachIH/IaFbl BIMBIPACHI3IBIKTH KOPCETE/II. .
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L ymuntnn Rurtree by Apprascs

Cyp. 2. Tacin 60ibinua 6aganayovlly OpbIHOALY YAKbIMblL
(Fig. 2. Evaluation Runtime by Approach)

3-cypeT opTYpii JAepeKTep IKWUBIHBIHIAAFBI ViTI OHIMAUTITIHAETI aWbIp-
MAaIIBUTBIKTAPBl aHBIK KepceTei, Oy HakKThl TalchlpMa YIIiH YATIHI TaHaay
Ke3iHzme eckepy MaHbp3Abl. biz momensni DistiBART 6armapmaMachlHBIH asisiH
ama JadbIHAANFaH HycKackiHAa Oaramanslk >koHe oi CNN/Daily Mail-nen
caJpICTRIpFaHAa Scientific papers/arxiv qepekrep JKHHaFbIH/Ia Al TapIIBIKTal KaKChI
HoTIOKE KepcerTi. “Scientific papers/arxiv” ymia ROUGE-2 xone ROUGE-L
KOPCETKIITEPi alTapiIbIKTai KOFapbl, OYJI FRUTBIMUA MaKallalap/abl OHJey Ke3iHmue
YITiHIH JKakchIpak eHimaumiriH kepcereni. ConeiMen karap, CNN/Daily Mail
JIepeKTep JKUHAFBIHAAFbI HOTIDKENICp TOMEH OOJIBI, Oy MOJIENBIIH JKaHAIBIKTAp
MaKaJlaJlapbIHBIH MOTIHIH OHJEY KWBIHBIPAK eKeHIH HeMece MepeKTepIiH OCHI
TYpiHE YATiHI KOChIMIIIa OanTay KaKeT eKeHIH KOpCeTyl MYMKiH.

ECHGH Soores by Dimtwast o Dvs-tanad danifian

i
: -
i
e a—— 2, Laly =
-

Cyp. 3. Tacin 6oiibinua bazanayovlly OpbIHOANY YAKbIMbL
(Fig. 3. Evaluation Runtime by Approach)

4-cypeTTe OpTYpJl ajblH ajla eHJACY JKOHE OKBITY Tociaaepl MOTIHIL
KOPBITBIHBLIAY YIIIH Mai1aJaHbUIaThIH YIATUICP/IiH carnacblHa Kajail acep eTeTiHi
anblk kepceruireH. ROUGE-2 sxone ROUGE-L MerpuKachiHBIH HOTHKEIEP1
JIEPEKTEPIl AJIJIbIH aJla OHJICY MEH YJITIHI OKBITY/bIH TOPT TACLII YIIIiH YChIHBUIFaH.
XKerinpipinred anfplH aja eHASyl 0ap MOAeIb Kypieii JACpeKTep/i aljblH aja
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OHJICY/IIH THIMJILIITIH, COHBIH INIIHJAE TaHOAlay[abl, CO3/ >KOIOABI TOKTATYIbI
KOHE TipekTepai Oemymi KepCeTeTiH €Ki KOepCeTKilml OOWBIHIIA Ja €H YKaKChl
HOTIDKENep/Ii KepceTe/i. byFaH Koca, HEeTi3Ti aljiblH ana eHjey YATici JepeKTepIi
aJIJIBIH aJla OHJICYAIH MaHbI3IbUIBIFBIH PACTAUTBIH HET13T1 YATIMEH CalbICTRIPFaHa
KaKcapTbUIFaH HOTWXKeEIEpi kepceTeai. lepexrepi Tazanay YIIiH aBTOKOAEpIepIi
nainananareln Mozaenb (Denoising Autoencoders) ROUGE-2 merpuxackinarst
eHIMIINiKTI a3nan temenaeteni. Jlereamen, om ROUGE-L merpukackiana ami e
KaKChl HOTIKeNepAl KepceTe i, Oyl IIy/sl >KOIOBIH THIMAIUIITIH KepceTeai, 6ipax
o1 9pi Kapail perreyai Kaxer ereni. Ocbutaiiia, SpTYpIli ajIbIH ajla OHJLY KOHE
okpITy Tocinaepi ymia ROUGE-2 sxone ROUGE-L mMeTpukachlHBIH HOTHKETEPiH
Tajay OKBITY YJATIEpiHEH OYpPbIH JepEeKTepAl MYKHUT OHJICYAIH MaHbI3bUIbIFbIH
Kepceteni. JKeTinaipinaren qepexTep i anabH aja eHaey eH THIMA1 OOJIbI KepiHei,
aJl HeTi3r1 aJIbIH ajla eHJeY KOHE aBTOKOJEpIICY 9/IiCi ie HeTi3ri yirire Kaparanaa
KakcapTysIapbl Kepcerei, Oipak >KaKChl HOTHKeNepre KO JKeTKi3y YIIiH oJlaH opi
KETUIIIPYAl KaXeT eTei.

ol

\Cyp. 4. Tocin botiviHwa 6bazanayovly OpbIHOALY YaKbimbl
(Fig. 4. Evaluation Runtime by Approach)

Ocplnaiiia, CajgbICTBIPMAalbl TaJdy FBUIBIMH MOTIHICPACH CEMaHTUKAJBIK
KYpbUTbIMABI ~ amy  TanceipMmaiapbigaa DistilBART — mopeninig — camachkin
YKAKCAPTY/IBIH €H THIMJI TOCUTI JIEPEKTEeP/l KEHEUTIITEH alJIbIH ajla OHJIeY SKeHIH
kepceredi. Herisri aniblH ajiia eHJCY JKOHE HETi3Ti YIri oicTepi Je KaKChl
HOTIIKENEp KOpCeTeli, all JICHOU3U3aUSIIBIK aBTOKOJICPIIeP 9J1iCi OHBIH KYMBICHIH
JKaKCapTy YIIiH OJ[aH 9pi OHTAIAHABIPY/Ibl KAXKET eTe/I.

KopsITBIHABI

By makanana BART MoneniHiH KakcapThUIFaH jK9HE KbICKAPTHUIFaH HYCKACHI
Oonbin TaObutaThiH DistilBART yiriciH maiijjanaHbill FBUTBIMUA KY)KaTTapJaH
CEeMaHTHKAJIBIK KYPBUIBIMIBI ally 9fici 3epTTenai. MoTIHIIK JepeKTepAiH YIIKeH
kesnemine yiperinred DistilBART mopeni MOTiHII KOPBITBHIH/IBUIAY, MAIIUHAJBIK
ayaapMa XOHE MOTIHII KYpy CHSKTHI TaOWFH TULAI ©HJAEY MOCENeNIepiH LIenye
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JKOFaphl OHIMJUTIKTI KepceTTi. byl KYMBICTBIH HEri3ri Makcarbl opTypii
cananaplarbl FBUIBIMH KY)XKaTTapaH CEMaHTHKaJbIK akKIapaTThl ailyna >KoHe
KypbutbiMaayaa tuimai oonarein DistilBART mopeni Herizinge ombOeban Kypan
kacay Oommpl. ToxipuOenep arXiv CHSIKTHI amIbIK JEPEKKO3ACPIACH FHIIBIMU
MaKaJalap/blH KeH IEepPeKTep KUHAFbIH KUHAIbl. Moenbaepai OKBITY CarachlH
apTTHIPY YIIIH JAepeKTep/i aliblH aja eHJACYIiH opTYPIIi 9icTepi, COHBIH iNIiH/E
HETI3r1 KOHE KEHEWTUIreH ajiIbIH ajla ©HJEYy, COHBIMEH KaTap JeHOM3H3alusiay
aBTOKOZIEPJICPl 9JIici KOJIaHbUIIbL. HoTiokenep KeHEWTIIreH JEepPeKTepaAl ablH
ana enneyi 0ap DistilBART yarici ROUGE-2 xone ROUGE-L emnmemepine
€H KaKChl HOTIKEe KOPCETKEHIH KOPCEeTTi, Oy Kypemi JepeKTepHi alablH ana
OHJICY/IiH, COHBIH IIIiH/Ie TOKCHU3AIUSIHBI, CO31 XKOFOIBI JKOHE TIPEKTEP/Ii dKOFOIBIH
THiMILTITiH Kepceteni. MogenbaiH «Scientific papers/arxiv» xoHe «CNN/Daily
Mail» cHSKTBI OpTYpPIl ACPEKTEp KUBIHBIHIAFBl OHIMAUIITIHIH CaJIbICTHIPMAaIIbI
tanaaybl DistilBART moneniHiH kaHAJIBIKTap MOTIHJAEPIHE KaparaHJa FhUIBIMH
MaKayiaizapIbl OHJEYJe anTapibIKTall >KaKChl JKYMbIC 1CTEHTiHIH KepceTTi. by
OpTYpIi AepeKTep Typiaepl YIIiH YATiHI KOChIMINA OanTay KaKeTTUTIrH KepceTe/t.
MopenbaiH OHIMIUTITIH OaFanayFa Ka)KeTTi YaKbIT, COHBIMEH KaTap KOJIJaHbUIaThIH
JIepeKTep/Ii aJ/IbIH aja OHEY TICTIiHe OallIaHBICThI ©3TeP/Ii, JCHON3U3AIUSIIAYITHI
aBTOKOJEpIep Oacka oJicTepre KaparaHJa OpbIHIAy YaKbITBIH KbICKapTasl, Oipax
nonairi TeMed. Ocbulaiiina, FRUTBIMU Ky)KaTTapJaH CEeMaHTHKAJBIK KYPBUIBIM/IbI
any yuris DistilBART Mozernin KoiaHy MOTIH/II TaJiiay/ibl aBTOMATTaH/IbIPY JKIHE
THIMAUIITIH apTTRIPY YIIiH )KaHa MYMKIHIIKTEp amThl. JKeTiurmipinres aepekrepmi
AJJIBIH aJla OHJEY YJIT1 camachlH JKaKcapTyda eH THIMA1 OOJJIBI, all HeTi3Ti ajabiH
ajla eHJCY JKOHE ACHOM3M3ALUsUIIAy aBTOKOAEpJIEpl Je ’KaKChl HOTHXKE KOpCEeTTi,
Oipak ozmaH opi OHTaWIaHABIPYABl KaXeT eTeai. by 3eprrey TaOuru Tinai eHaey
TarchpMaapblH/a JKaKChl HOTHIKENEpre KOJ KETKi3y YIIiH AEPeKTepIi MYKHST
OHJICY/IiH JKOHE THIeprapaMeTpiepi peTTey/IiH MaHbI3AbUIBIFbIH paCTal/IbI.
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Abstract. The article focuses on exploring human behavior recognition as an
alternative means of identifying and authenticating smartphone users. The process
involves obtaining raw data, extracting features, and making classifications. In
this study, a single accelerometer-equipped smartphone is utilized to sense users’
walking patterns for experimental data. Unlike traditional machine learning
algorithms, a deep learning approach is employed. The paper introduces a novel
Convolutional Neural Network (CNN) model for user identification based on
activity patterns. The experiment uses a publicly available walking activity dataset
for user identification. The CNN model achieves an impressive 99.88 % accuracy
in recognizing users from their walking patterns. Additionally, the article conducts
a comparative analysis with classical machine learning algorithms such as Ada-
Boost, Decision Tree, GaussianNB, Linear Discriminant, Logistic Regression,
Quadratic Discriminant, and Random Forest. While Random Forest reaches a
commendable accuracy of 95.78 %, the CNN model surpasses it in terms of both
recognition time and accuracy.

Keywords: machine learning algorithms, human behavior recognition, neural
network, user identification, machine learning, accelerometer
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AnHoTanus. Maxkanaga cMmapTQoH NaliJalaHyMIbUIApbIH AaHBIKTay MEH
ayTeHTH(UKausIayabIH Oasama Kypasibl peTiHAe aJaMHbIH MiHE3-KYJIKbIH TaHYyIbl
3eprTeyre apHanraH. [Ipomecc Oacranmkbl AepeKTepii amymbl, MYMKIHIIKTEPIi
AHBIKTAY/Ibl )KOHE JKIKTEYIl KaMTUIbl. byJ 3epTTeyae SKCIepuMEeHTTIK AepeKTepal
aJly YLIiH NaiiananymbuIapIbiH )KYPyY YATUIEPiH aHBIKTAy YLIIH aKCeIepoOMEeTpMEH
xKabOapIKTamFaH Oip cMapToH TaimanaHbutafbl. J[oCTYpii MamuHAIBIK OKBITY
ITOPUTMJICPIHEH albIPMAIIBbUIBIFBI, TEPEH OKBITY TOCIi KOJAaHbIIa A6l Makanana
OCICeHOUIIK  YATIEpiHe HETI3NeNTeH IaimaJaHyImIbUIapabl  COHKECTeHIIPY
ymin JKana KowuBomrorusutelk Hetipornsixk JKemi (CNN) momeni YCHIHBUTFaH.
OKCIepUMEeHT Nai1aaHyIbIHB COMKECTeHIIPY YILIH JKaJIIbIFa KOJDKETIMAL JKasty
KYPY 9peKeTi AepeKTep KuHaFbIH maiaananaasl. CNN Mojieni naitnananymbuiap/ st
XKasly JKYpy YJATinepiHeH TaHy kesinze ocepmi 99,88% mommikke Kol >KeTKi3ei.
ConbiMeH Katap, Makanana Ada-Boost, Decision Tree, GaussianNB, CbI3bIKTBIK
Huckpumunant, Jloructukanslk Perpeccusi, KBanparTelk JMCKpUMUHAHT >KoHE
Kesneticok OpMaH CHSKTBI KIACCHKAJBbIK MAlIMHANBIK OKBITY ajJrOPUTMAEPIMEH
caJIbICTBIpMalbl Tanaay xyprizineni. Random Forest 95,78% makrayra Typapibik
TIOIJTIKKE KOJT skeTki3reHiMeH, CNN Mofieni TaHy yaKbIThI MEH JIOJIIri OOMbIHIIA
OZIaH achlIIl TYCEi.
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AnHotamusi. Ctarbs MOCBSIICHA aHAIU3Y W HCCICIOBAHHUIO PACIIO3HABAHUS
MOBEJICHUSI 4YEJIOBEKA C IIEJbI0 IPEIOCTABICHUS aJIBTEPHATHBHOTO CIIO0Cc00a
UICHTU(UKALNY U ay TeHTH(UKAIIMY TT0JIb30BaTeleii cMapTdoHoB. Pacnio3HaBanue
MOBEJICHUS BKITIOYAET B CeOsI JIByXATAITHBIN MPOIIECC: TOITyYeHUE Heo0OpaOOoTaHHBIX
JIAHHBIX M M3BJICUYCHUE XAPAKTEPUCTUK U KIIACCU(PUKAIMA. DKCIICPUMECHTAILHBIC
JIAaHHBIC, WCIIOJNL30BaHHBIE B OTOH CTarbe, COACPXKAT OJUH BCTPOCHHBIN B
cMapThOH aKceIepOMEeTp JJIs OIpPEIEICHUs MOJeNeld XOAbObl MOJIh30BATENICH.
Bmecto kiaccHMuecKkMx alrOpUTMOB  MAIIMHHOTO OOYYEHUS HCIOIb3yeTcs
nojxoy; Tiyookoro oOyueHws. B crarbe mpemnaraercs HoBas moneib CNN
JUIST MJICHTHU(UKAIIMKA T10JIb30BaTelicii Ha OCHOBE WX MOJEeH akTHBHOCTU. B
Ka4eCTBE IKCIEPUMEHTAIILHOTO HA0OPa JJAHHBIX UCIOJIh30BAIACH OOIIEAOCTYITHAS
uaeHTU(UKALMS TI0JIb30BaTellsl W3 Habopa JaHHBIX O Xoapoe. Momens CNN
Jnocturia TodHoCTH 99,88% mpu pacro3HaBaHUM TOJIB30BATEINS 1O IIAOJIOHAM
x0nb0bl. CTaThsl TaKXKE BKIIOYACT CPABHHUTEIBHOE HMCCICIOBAHUE IpeIaracMon
MOJISJIU C KJIACCUYCCKUMHU aJTOPUTMAMH MAIIMHHOTO O0Y4YeHHUS, TAKUMU Kak Ada-
Boost, Decision Tree, GaussianNB, Linear Discriminant, Logistic Regression,
Quadratic Discriminant, 1 Random Forest. [Ipon3BoauTensHOCTb pacrno3HaBaHUs
CIIy4aifHOTO JieCa C TOYHOCTHIO 95,78% cTana OIM3KOM K MPEUIOKEHHONW MOJICIIH.
Ho monmens CNN Oomnee 3ddexruBHa, yeM Ciy4alHbIA J€C, C TOYKH 3PCHUS
BPEMEHH U TOYHOCTH PACIIO3HABAHUSI.

KuaroueBble ci10Ba: pacrio3HaBaHUE TOBEJCHHS YEIOBEKA, WICHTU(DUKAIUS
MOJIb30BATesl, HEHPOHHAST CETh, MAIIMHHOE OOYyYeHHUE, aJTOPUTMBbI MAIIUHHOIO
00y4eHHUS, aKCEICPOMET]P

Introduction

This article delves into the fascinating intersection of machine learning
and human behavior, with a specific focus on its application in the context of
smartphones. From predictive text suggestions to personalized recommendations,
the algorithms embedded within our devices continuously learn and adapt to our
individual patterns. As we entrust our smartphones with an ever-expanding array of
tasks, the marriage of artificial intelligence and human behavior holds the promise
of unlocking new realms of efficiency, personalization, and understanding.

Join us on this journey as we explore the cutting-edge advancements in machine
learning that are shaping the future of smartphone technology. From the algorithms
that decipher our typing cadence to those that predict our next move, the intricate
dance between human behavior and artificial intelligence is reshaping the landscape
of digital interactions. Embracing the potential of these technologies raises essential
questions about privacy, ethical considerations, and the delicate balance between
convenience and intrusion (Smith et al., 2018).
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In the subsequent sections, we will unravel the layers of machine learning
algorithms that power our smartphones, examining their potential to enhance user
experience, streamline daily tasks, and contribute to the broader understanding of
human behavior. As we navigate this rapidly evolving landscape, it is crucial to
ponder the implications of these advancements and how they will shape the future
of our relationship with technology.

Materials and methods

The evolution of predictive text algorithms and adaptive keyboards represents
an early and fundamental application of machine learning for smartphones.
Studies, such as those by Chen et al., have delved into the mechanisms by which
these algorithms learn from users’ typing behavior, adapting to individual linguistic
idiosyncrasies, and improving the accuracy of predictive suggestions. This body
of research highlights the dynamic nature of these algorithms, which continually
refine their predictions based on real-time user input (Chen et al., 2020).

The advent of personalized content delivery through recommender systems
has been a transformative force in smartphone technology. Notable research by
Kim et al., scrutinizes the algorithms underpinning app recommendations, content
suggestions, and personalized notifications (Kim et al., 2017). The literature
reveals the ongoing pursuit of algorithmic precision, emphasizing the delicate
balance between providing users with relevant content and respecting their privacy.
Additionally, studies explore user satisfaction metrics, providing nuanced insights
into the effectiveness of personalized recommendations.

The fusion of machine learning and behavioral biometrics has led to novel
approaches in user authentication on smartphones. Pioneering work by Garcia has
investigated the efficacy of algorithms in recognizing unique patterns in touchscreen
interactions for enhanced security (Garcia et al., 2019). These studies not only
underscore the potential vulnerabilities of traditional authentication methods
but also navigate the trade-offs between heightened security measures and user
convenience. Privacy concerns take center stage in this thematic area, prompting
researchers to explore solutions that prioritize both security and user experience.

Natural language processing and computer vision have empowered machine
learning algorithms to decipher human emotions and sentiments within smartphone
interactions. Research efforts, such as Wong et al., explore the accuracy of these
algorithms in interpreting emotional cues from text, emojis, and images captured
by smartphone cameras (Wong et al., 2019). The literature critically examines
the potential applications of emotion recognition, ranging from personalized user
experiences to mental health monitoring. Ethical considerations, including user
consent and the responsible use of emotional data, are recurrent themes in this
growing body of research.

As machine learning becomes increasingly ingrained in smartphone ecosystems,
challenges and ethical considerations come to the forefront. Studies by Li et al.,
illuminate the privacy implications of behavioral data collection, algorithmic
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biases, and the potential for unintended consequences (Li et al., 2019). This body
of literature emphasizes the need for transparent practices, ethical guidelines,
and ongoing dialogues between researchers, developers, and users to navigate
the evolving landscape of machine learning-driven human behavior analysis on
smartphones.

This literature review provides a comprehensive synthesis of seminal studies,
setting the stage for a deeper exploration of the multifaceted relationship between
machine learning and human behavior in the context of smartphones.

Numerous studies have employed human behavior recognition as a solution to
challenges in biometric identification. Wang et al. introduced gait authentication
through a wearable accelerometer, identifying individual steps by analyzing
normalized and template-matched acceleration data (Wang et al., 2018).
Subsequently, cross-correlation was applied to assess similarity, revealing a 6.4
% energy efficiency ratio. Patel et al. utilized J48 and neural network classifiers to
categorize sensory data gathered from 36 participants during activities like ascent,
descent, jogging, and walking (Patel et al., 2018). Johnson et al. employed a time-
frequency spectrogram model (SVM) and a cyclo-stationary model, achieving
verification rates of 99.4 % and 96.8 % for normal and fast walking, respectively,
based on both accelerometer and gyroscope data. Park et al., proposed a probability
distribution function of derived attributes, testing it with offline data from the USC
HAR dataset. While the overall accuracy was 72.02 %, focusing on walking-related
actions like walking forward, right, and left resulted in an average accuracy of
94.44 % (Johnson et al., 2019; Park et al., 2017).

The effectiveness of the suggested model is assessed using an experimental
dataset, where the accuracy is directly linked to the adjustment of parameters such
as batch size, epochs, and learning rate.

A user identification experiment was conducted employing the suggested CNN
model, focusing on walking activity. The utilized dataset for publicly available
user identification from walking activity involved information from twenty-two
participants. The data were generated through accelerometers embedded in Android
smartphones placed in each participant’s chest pocket (Chen et al., 2018).

This dataset was intentionally gathered for research in human behavior
recognition, with the goal of identifying and authenticating participants based on
their movement patterns. It includes details such as time steps and acceleration
along the X, Y, and Z axes. The walking patterns of each participant are documented
in individual files.

The suggested model comprises a convolutional layer, a max-pooling layer, two
dropout layers, and flat vectors. The architectural details of our model are outlined

in Table 1.
Table 1. CNN model parameters

Layer (type) form Output Parameter
Convo2d 200, 3, 16 160
Dropout 200, 3, 16 0
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MaxPooling2d 100, 1, 16 0

Flatten 1600 0

Dense 1024 1,639,424
Dropout 1024 0

Dense 22 22,550

The suggested CNN structure for identifying users through walking patterns

was executed in the Google Colab cloud application using Python 3.6, TensorFlow
2.5, and Keras 2.2.5 packages. Google Colab serves as a free cloud-based tool,
offering convenient features for building and training machine learning models.

Initially, we imported essential Python libraries. Following successful

importation, we established a connection to the previously gathered accelerometer
data through Google Drive (Fig. 1).

[]

import numpy as np

import pandas as pd

from google.colab import drive

drive.mount('/content/gdrive')

data = pd.read_csv("/content/gdrive/MyDrive/Notebooks/data/accelerometer.csv")
data.head()

data.shape

Mounted at /content/gdrive
(149332, 5)

Figure 1. Connecting data for training and training the model

Subsequently, we examined the data for potential contamination, involving the

identification and handling of null values and duplicates (Figure 2).

[ ]

#Check for Duplicates
print('No of duplicates in DATA: {}'.format(sum(data.duplicated())))

No of duplicates in DATA: 448

#Checking for NaN/null values
print('We have {} NaN/Null values in data'.format(data.isnull().values.sum()))
data.shape

We have ® NaN/MNull values in data
(149332, 5)

Figure 2. Data verification

Once the data cleanliness is ensured, a convolutional neural network (CNN)
model is subsequently generated.
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o KErem.TIiEle Anmert Scmamsiel
from keras.layers import Conv2D, MaxPooling2D, Flatten, Dense, Dropout

model = Sequential()

model .add(Conv2D(filters=16, kernel_size=(3,3), padding="same', activation='relu',input_shape=X_train[@].shape))
model . add(Dropout(@.3))

model . add(MaxPooling2D(pool size=2))

model.add(Flatten())

model.add(Dense(1024, activation='relu'))

model . add(Dropout(@.5))

model.add(Dense(22, activation='softmax'))

R —

Model: "sequential"

Layer (type) Output Shape Param #
conv2d (Conv2D) (None, 200, 3, 16) 160
dropout (Dropout) (None, 200, 3, 16) )
max_pooling2d (MaxPooling2D) (None, 100, 1, 16) 2]
flatten (Flatten) (Mone, 1600) =]
dense (Dense) (None, 1024) 1639424
dropout_1 (Dropout) (None, 1024) 2]
dense_1 (Dense) (None, 22) 22558

Total params: 1,662,134
Trainable params: 1,662,134
Non-trainable params: @

Figure 3. CNN model

Results and discussion

Parameter optimization involves employing a grid search pattern to choose an
optimal set of values for a proposed model. These optimal values, such as batch
size, learning rate, and epoch value, play a crucial role, and their initialization is as
significant as the CNN model’s architecture. Batch size pertains to the utilization of
the number of training samples in each iteration during a backward or forward pass.

In Figure 4, the impact of batch size on recognition accuracy is illustrated. The
graph demonstrates that the highest accuracy is attained with a batch size of 256,
surpassing the results obtained with batch sizes ranging from 64 to 1024. Hence, it
can be concluded that a batch size of 256 is the optimal choice for the model.

100.0

Accuracy
g & 2 & & ¢
L o > -~ o« - -]

€
b

g

1 1 L L
128 256 512 1024
Batch Size

£

Figure 4. Batch Size affecting the Accuracy of the proposed model
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The learning rate denotes the adjustment of the number of weights per iteration.
The correlation between the learning rate and accuracy is depicted in Fig. 5.
Typically, the learning rate is kept relatively small, within the range of 0.0 to 1.0.
A lower learning rate value consistently yields better accuracy compared to higher
learning rate values.

100.0

200 -

0.0 0.2 0.4 0.6 0.8 1.0
Learning Rate

Figure 5. Relationship between Learning Rate and Accuracy

The epoch defines the frequency with which learning algorithms traverse through
all training datasets. Typically, the standard epoch value falls within the range of 30
to 50. For this experiment, an initial epoch value of 30 was set. Figure 6 illustrates
the impact of epoch values on accuracy. Notably, when the epoch exceeds 15, the
model’s performance stabilizes, with training and testing values closely aligned.
The model demonstrates neither overfitting nor underfitting.
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pre T ratin Accuracy
pre Test Accuracy
pre Train Loss
p=Test Loss
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Epoch

Figure 6. Relationship between Epoch value and Accuracy.
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Following the training phase, Figure 7 depicts a graph based on historical
training accuracy data.

— Tain acc
Validation acc

acc

[) 5 0 3 2 = E)
epoch no

Figure 7. Model accuracy training history

Loss is computed by evaluating the model’s performance on both validation and
training datasets. Unlike accuracy, losses are not expressed as percentages; rather,
they represent the summation of errors made for each example within the training
or testing sets.

This section details the model’s performance, achieving a 99.88 % accuracy
in identifying users based on their walking patterns. The model’s performance
was further assessed by comparing it with a classical learning model in terms of
recognition accuracy and execution time, utilizing a total of 149,332 samples in the
experimental dataset.

To evaluate the model’s performance, accuracy (A - accuracy), precision (P
- precision), recall (R - recall), and F1 score were employed for assessing the
identification results. The calculations for A, P, R, and F1 are expressed by the
following equations (1, 2, 3).

TP+TN

Accuracy (A) = o M

Precision (Py) = TPTfFP @)
TP

Recall (Ry) = TP+FN )

where TP = true positive, TN = true negative, FP = false positive, and FN = false
negative.

Accuracy quantifies the ratio of correct predictions made by the model to the
total number of actual input samples (Johnson et al., 2019). Precision gauges the
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percentage of relevant instances among the extracted instances, while recall denotes
the total number of relevant results that were accurately classified. The F1 score
assesses the model’s test accuracy, with its value ranging from 0 to 1 (4).

F1 —score (F1) = ZX P X Ry )

Pk X Ry

The model employs the sparse categorical cross-entropy loss function because
each data point is exclusively associated with a single label, implying that each
record belongs to a distinct class. Instead of the classical stochastic gradient, the
Adam optimizer is utilized with a learning rate of 0.0001 to iteratively update
the network weights. The model adheres to an optimized epoch value of 30 and
a batch size of 64, with the possibility of adjusting these values based on specific
requirements. A total of 119,305 training samples are tested against 29,827 test
samples, resulting in a remarkable accuracy of 99.88 % for user identification.

The effectiveness of the suggested CNN model is contrasted with AdaBoost,
decision tree, GaussianNB, linear discriminant, logistic regression, quadratic
discriminant, and random forest (Sembina et al., 2022).

Similar to the CNN model, the accuracy and loss of classical algorithm models
were computed, and the corresponding graphs are depicted in Figures 8 and 9.

Classifier Accuracy

LogisticRegression
DecisionTreeClassifier
RandomForestClassifier

AdaBoostClassifier

Classifier

GaussianNB
LinearDiscriminantAnalysis

QuadraticDiscriminantAnalysis

0 20 4 6 ) 100
Accuracy %

Figure 8. Accuracy of classical algorithm models
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Classifier Log Loss

LogisticRegression
DecisionTreeClassifier
RandomForestClassifier

AdaBoostClassifier

Classifier

GaussianNB
LinearDiscriminantAnalysis

QuadraticDiscriminantAnalysis

T T T T T

0 2 4 6 8 0 12 14 16
Log Loss

Figure 9. Number of losses of models of classical algorithms

Table 2 presents the experimental outcomes of the CNN model along with a
comparative analysis involving the listed machine learning algorithms.

Table 2. Comparison with classical machine learning algorithms

Classifiers Accuracy | Precision |Recall |Fl-score | Time, sec
AdaBoost 24.62 14.00 17.00 |11.00 245.34
Decision tree 69.04 65.00 65.22 | 64.95 100.17
GaussianNB 45.23 45.00 50.00 {39.00 6.44
Linear discriminant 32.50 17.00 24.00 18.00 19.31
Logistic regression 35.55 29.00 26.00 |22.00 61.14
Quadratic discriminant 71.51 81.00 61.00 [64.00 35.63
Random forest 95.78 98.00 92.00 |94.00 273.55
Model CNN 99.88 99.88 99.88 |99.88 233.13

Lastly, this section delineates the data collection process from smartphones
for experimentation. Subsequently, the deep learning model is deployed using the
Google Colab cloud tool. Throughout the model implementation, both training
and performance evaluation were conducted (Lee et al., 2017). A comparative
assessment with classical machine learning algorithms indicated that only the
Random Forest algorithm approached similar accuracy, albeit with disparities in
training and recognition time (Kozhamkulova et al., 2023).

Conclusion

The practical significance of this research resides in the developed prototypes
serving as an alternative method for smartphone user identification. These prototypes
facilitate data collection from sensors, aiding in the creation and enhancement of
machine learning models. The acquired knowledge can be applied not only to
smartphones but also to wearable devices. Implementing this system mitigates
information security risks and provides an alternative avenue for additional
protection of the user’s smartphone.
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As we conclude this exploration, it is evident that the future of machine
learning in smartphones is intrinsically tied to ethical considerations and user-
centric design. The ongoing discourse on algorithmic biases, data privacy, and user
empowerment will shape the trajectory of this field. The responsibility lies not only
with researchers and developers but also with policymakers and users to ensure that
these technological advancements align with our societal values.

Looking forward, the collaboration between academia, industry, and regulatory
bodies will be crucial in establishing ethical frameworks and guidelines. As we
navigate this ever-evolving landscape, let us strive for a harmonious coexistence
between machine learning and human behavior on smartphones—a coexistence that
prioritizes innovation, personalization, and ethical considerations for the benefit of
users worldwide.
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Abstract. Our study aims to analyze and evaluate modern machine learning
methods for detecting malware, a critical challenge given the increasing
complexity and volume of cyber threats. Traditional approaches often fail to cope
with new types of malware, so the use of machine learning allows you to increase
the effectiveness of protection by identifying abnormal behaviors and unknown
threats in real time. Machine learning methods open up new opportunities for threat
detection by analyzing behavioral signs of files and network activities. In addition,
the use of Machine learning methods makes it possible to adapt to new types of
threats in real time, which significantly increases the level of security and reduces
risks for users and organizations. We explored various algorithms, including
Support Vector Machines, Random Forest, Logistic Regression, and Decision
Trees, comparing their effectiveness in identifying and classifying malware. Our
methodology combines static, dynamic, and memory-based analysis techniques,
offering a comprehensive approach to understanding malware behavior.

Key findings reveal that Decision Trees and Random Forests demonstrate
impressive accuracy in both binary and multi-class classification tasks. We also
highlight novel methods such as the Self-Organizing Incremental Neural Network,
which effectively handles evolving malware threats. The integration of static and
dynamic analysis methods deepens insights into malware behavior.

This research underscores the importance of advancing machine learning
techniques to enhance cybersecurity measures against evolving global malware
threats, offering valuable insights for future research directions.
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AnHotanus. bizgiH 3eprreyiMi3 KuOepkayilTepAiH ecim Keje >KaTKaH
KYPACTIIrl MEH KOJeMiH eCKepe OTBIPBIN, MaHbI3/Ibl Macese OOJbIN TaObLIaThIH
3USHABI OaFapiIaManap/ispl aHBIKTayFa apHAIFaH MAIIMHAIBIK OKBITY/IBIH 3aMaHay !
OIICTEepiH Tanmayra >KoHE Oarayiayra OarpITTaiFaH. J{ocTypii Tocimaep 3USHIBI
OarzapiaManapblH jKaHa TYPJEPiH aHBIKTAal anMaiiibl, ajl MAIIMHAJIBIK OKbITYAbI
KOJIJIJaHYy HaKThl YaKbIT PEXHMIHIE KAJBINTaH ThIC MiHE3-KYJIBIK TIeH Oenrici3
KayinTeplli aHbIKTay apKblIbl KOPFAHBIC THIMJIUIITIH apTTHIpyFa MYMKIHJIK Oepei.
MarvHasbIK OKBITY 911icTepi (haiiiapblH MiHE3-KYJIbIK OCITIICPiH jKOHE KEITIK
OpeKeTTepl Tayjay apKbUIBl KayilTep/i aHBIKTAYJIbIH JXaHa MYMKIHIIKTEpiH
amazapl. CoHbIMEH Karap, MalnHajIbIK OKBITY SAICTEpiH KOJAAHY HAKThl YaKbIT
peKHMIHJE KayinTiH jkaHa TypJepiHe Oeifimmenyre MyMKiHmIK Oepemi, Oy
KayiIlci3[iKk JeHreliH efoyip apTThIpajbl KoHE MaliJaiaHymbUIap MeH YibIMaap
YIUiH Toyekenaepai azaiTansl. biz opTypii alropuT™Maepai, COHBIH illiHAe Tipek
BEKTOPJIBIK SAiCTEpAl, Ke3ACHCOK OpMaHIIbl, JIOTUCTUKAIBIK PErPECCHSHBI KOHE
MIENTM aFaIinTapblH 3epTTeHMi3, OJNIApABIH 3USHILI OarmapiiamManiapibl aHBIKTAY
YKOHE JKIKTEYIET1 THIMIUIITIH CABICTRIPABIK. bi3miH omicTeMe 3usHIbI OaFmapiamMa
OpEeKeTiH TYCiHyTe KeIIeH/ i TOCI/II YChIHY YIIIiH CTaTUKAIBIK, THHAMUKAIBIK )KOHE
JKaJIKa HEeri3/IeIreH Tanaay SficTepiH OipikTipei.

Herisri HoTwkenep menriM aramrapbl MEH Ke3[eHCOK OpMaHIapAbIH EKiTiK
JKOHE KOIl KJIACThI JKIKTEY MOCceJeNIepiHIe acepili TAJIIK KOPCETETIHIH KOpCeTeIi.
bi3 conpaii-ax maMbIn KeJie JKaTKaH 3USHABI Oarmapiama KayinTepiMeH THIMII
kypecertin Self-Organizing Incremental Neural Network cusakre! sxaHa omicTepi
arar etemi3. CTaTHKaIbIK KOHE JUHAMUKAJIBIK TaJay SAICTepiH OipiKTipy 3USH/IBI
OarapiaMa opeKeTiH TYCIHyAl TepeHIeTeI].

By 3eprrey Oonamak 3eprrey OarbITTapbl YIIiH KYHJBI TYCIHIKTEpIi YChIHA
OTBIPBIT, JTAMBIN KeJie KaTkKaH »ahaHJbplK 3USHIBI OarmapiaManap KayinrepiHe
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KapChl KHOEPKAYIIICI3/IiK IIapaiapbliH )KaKCcapTy YIITiH MaIlIHAIIBIK OKBITY 9JTICTepiH
93ipIIey liH MaHbBI3bUIBIFBIH KOPCETE/I.

Tyiiin ce3mep: 3usiH b1 OaFaapiiamanap, KiaccuhuKarus JJ11r, epeKIeTiKTep-
Il Ty, MAIlIMHAJIBIK OKBITY, KAyiTICi3iK aHATUTUKACKI, KHOepKayimTep.
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AnHotanusi. Hame wuccienoBaHue HampaBleHO Ha aHalU3 W OLECHKY
COBPEMEHHBIX METO/IOB MAIIMHHOTO OOYy4eHHs Uil OOHApyKEHUS! BPEJOHOCHBIX
MIPOTPaMM, YTO SIBJISIETCS KpUTHUYE CKOM TTPOOIEMOH, yUUTHIBAs pACTYLIYIO CJIOKHOCTh
u 00beM Knbepyrpo3. TpaAuOHHbBIE TOJXOABI YaCTO HE CIPABISIOTCS ¢ HOBBIMU
THUTIAMHU BPEIOHOCHBIX ITPOTPaMM, OSTOMY HUCIOJIB30BaHNE MAITUHHOTO 00yYeHHUs
MO3BOJISICT MOBBICUTH 3(P()EKTUBHOCTH 3aLIUTHI 338 CYET BBISABICHUS aHOMAJIBHOTO
MOBEACHUSI M HEW3BECTHBIX YIPO3 B PEXKUME peasbHOro BpEeMEHH. MeTomsl
MAaIIMHHOTO 00YYEHHUS! OTKPHIBAIOT HOBBIE BO3MOKHOCTH JJIsl OOHAPYKEHHUS yTrPpo3
MyTeM aHaJi3a MOBEICHYECKUX PU3HAKOB (aiiioB 1 ceTeBoil akTHBHOCTH. Kpome
TOTO, MCIOJIb30BaHHE METOJJOB MAIIMHHOTO OOYYEHHS TIO3BOJISIET adalTHPOBATHCS
K HOBBIM THIIaM yIPO3 B PEKUME PEabHOTO BPEMEHH, YTO 3HAYUTEIBHO TOBBIIIAET
ypOBEHb O€30MacHOCTH M CHIKAET PUCKHU JUIA TOJb30BaTeleid M OpraHU3ali.
MBI HccneoBany pa3iudHble aJrOPUTMBI, BKIIIOUAsT METOBI OMOPHBIX BEKTOPOB,
CITyYaiHBIH JIeC, JTIOTUCTHYECKYIO PErPEecCHI0 U IEPEeBbs PELICHNH, CpaBHUBAsI X
3 PEKTUBHOCTh TIPH BBISBICHHHM U KJIACCH(OUKAIMKM BPEIOHOCHBIX IMPOTPaMM.
Hama meromonorusi oObequHSET CTaTHYECKUE, AMHAMHUYCCKHE M OCHOBAHHBIC
Ha MaMATH METOMbl aHalW3a, Mpeajaras KOMIUICKCHBIM MOAXOA K MOHUMAaHHUIO
MOBEACHUS BPEIIOHOCHBIX TIPOIPaAMM.

OcCHOBHBIE pE3yNbTaThl MOKA3bIBAIOT, YTO JAEPEBbS PEUICHUH M CIydaiiHbIe
jeca JAEMOHCTPUPYIOT BIEYATISIONIYI0 TOYHOCTh Kak B OWHApHBIX, TaK U B
MHOTOKJIACCOBBIX 3a/1a4ax KiacCupUKauu. Mbl TakKe BbIIENSIEM HOBBIE METOJIBI,
takue kak Self-Organizing Incremental Neural Network, kotopas s¢QexTuBHO
CTIpaBIISICTCS C PA3BUBAIOIIMMUCS YTPO3aMH BPEIOHOCHBIX ITporpaMM. MHTerpanus
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CTaTUYECKUX U IMHAMUYECKIX METO/IOB aHAJIH3a YIIIyOIsieT TOHUMaHKE TOBEICHUS
BPEIOHOCHBIX TIPOTPaMM.

DTO UCCIIE0BAaHUE MOUCPKUBACT BaXKHOCTh PAa3BUTUS METOJOB MAITMHHOIO
oOy4deHHs sl yAydIleHUusT Mep KhOepOe30MacHOCTH IMPOTHUB Pa3BUBAIOIIMXCS
[I00JIBHBIX YIPO3 BPEIOHOCHBIX MPOrpamM, IMpejyiarasi [MeHHYH HH()OpMAIUo
TUTsT OyMyTIIX HAIIPaBIICHUN UCCIICIOBAHUH.

KuaroueBsie cioBa: BpenonocHoe [10, TouHOCTS KiTaccurKamm, H3BICICHNE
MIPU3HAKOB, MAIIMHHOE 00yUYeHNe, aHATUTHKA 0€30TTaCHOCTH, KHOEPYTPO3HI.

Introduction. The rapid escalation of cyber threats, particularly malware, poses
significant challenges to global cybersecurity. Malware, encompassing a variety
of malicious software designed to disrupt, damage, or gain unauthorized access
to systems, has become increasingly sophisticated, making traditional detection
methods less effective. Malware is not merely software that operates without the
consent or knowledge of system administrators, as stated in the literature (Or-Metir,
et al, 2019). Instead, it encompasses a broad range of software types, including
viruses, worms, trojan, horses, ransomware, spyware, adware, and others, each
with the primary intent of inflicting damage (Bedelbayev, et al, 2023). The
sophistication and variety of malware necessitate a comprehensive understanding
and robust defense mechanisms to protect against these pervasive cyber threats.
In this context, machine learning (ML) has emerged as a powerful tool, offering
enhanced capabilities to detect both known and novel threats by analyzing vast
datasets of benign and malicious files.

Despite the advancements in ML-based malware detection, there remain
significant gaps in the research. Most notably, existing studies often rely on static
models that struggle to keep pace with the evolving nature of malware. This
research aims to address the gap by exploring adaptive machine learning models
that can learn in real-time and respond to emerging threats more effectively.

This review article proposes to evaluate and compare various machine learning
algorithms, such as Support Vector Machines, Random Forests, and Decision
Trees, in their ability to detect and classify malware. By conducting a series of
experiments on contemporary datasets, we seek to determine which models offer
the highest accuracy and robustness in a dynamically changing threat landscape.
By synthesizing the findings from various studies, this review seeks to identify
current trends, gaps in the research, and potential directions for future exploration.
Ultimately, our goal is to offer insights that can inform the development of more
effective and resilient malware detection systems.

Materials and Methods

Malware analysis is indeed a critical step in understanding and detecting
malicious software. The process involves examining the characteristics, behavior,
and functionality of malware to develop effective countermeasures.

Sihwail et al. in their work presented a comprehensive classification of malware
analysis techniques, categorizing them into static, dynamic, hybrid and memory-
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based analysis (Sihwalil, et al, 2018). They also reviewed various research studies
that utilized machine learning methods for malware detection, offering insights into
the application of these techniques in the field. Figure 1, shows malware analysis
techniques and their common features.

Malware analysis Static API calls
CFG
OPcode
N-Gram
Dynamic Function parametrs

Funiction call

Instruction traces

Instruction flow

Hybrid Combines static/dynamic
Memory Process/Service

DLL

Registry keys

Network Connections

Figure 1. Malware analysis techniques and their common features

Static Analysis

When a software or piece of code is analyzed without executing, this kind of
analysis is called static analysis or code analysis. Static code analysis involves
studying the binary file and looking for patterns in its structure that might be
indicative of malicious behaviour without ever actually running the binary. Various
static features, such as N-grams, opcodes, strings, and PE header information,
are extracted for analysis. These features are then utilized in designing malware
detection software like antivirus programs and IDSs. The analysis can be performed
with or without applying reverse engineering on the malware samples.

Dynamic Analysis

Dynamic analysis is particularly useful for files that have not been adequately
disassembled or examined through static analysis.

While traditional malware classification techniques rely on static or dynamic
analysis, Zelinka et al. (2023) introduce a fractal geometry-based method, which
visualizes malware behavior in a visually distinctive manner, potentially improving
classification accuracy through deep learning models (Zelinka, et al, 2023).

Hybrid analysis

The study confirms that traditional analysis methods, such as static and dynamic
analysis, have inherent limitations, underscoring the need for the development of
more accurate and efficient techniques based on a hybrid approach.
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The survey by Aboaoja et al. underscores the pressing need for hybrid detection
methods that combine static, dynamic, and heuristic approaches to effectively
combat the sophisticated tactics used by modern malware, such as code reordering
and encryption (Aboaoja, et al, 2022).

Memory Analysis

Process/Service: Reviewing active processes and services in memory to detect
any malicious activity or unexpected behavior.

DLL (Dynamic Link Libraries): Identifying and analyzing dynamically loaded
libraries, which could be used by malware to perform various actions or hide its presence.

Registry Keys: Examining the Windows Registry for unauthorized changes
or entries that may be added by malware to maintain persistence or configure
execution.

Network Connections: Monitoring incoming and outgoing network traffic to
identify communication with command-and-control servers or other malicious
network activity.

Memory analysis is crucial as it can reveal the presence of malware that is
actively running in the system memory, which might not be detected through
static or dynamic analysis alone. It can help to identify rootkits and other forms
of stealthy malware that are designed to hide their presence on a system. Memory-
based analysis provides insights into how malware interacts with the system at
runtime, which can be essential for developing effective countermeasures.

Malware Detection Techniques

Malware detection methods can generally be categorized into three main
types: signature-based, heuristic-based (also called as behavior or anomaly-based
detection), and specification-based approaches (Figure 2). These techniques identify
and detect malware and take countermeasures against those malwares for the safety
of computer systems from a potential loss data and resources.

Signature-Based Detection

Signature-based detection relies on known patterns or signatures of known
malware. These signatures are unique identifiers derived from the characteristics
of specific malware strains.

Signature-based detection is described as a widely used approach in commercial
antivirus software that is fast and efficient in detecting known malware. However, it
is highlighted that this approach has significant limitations, especially in detecting
unknown or new generation malware. The paper (Aslan, et al, 2020) points out
that malware from the same family can often evade detection by using obfuscation
techniques, making signature-based methods less effective against sophisticated
threats.

Heuristic-Based Detection

Aslan, etal. provide a detailed overview of various malware detection approaches,
emphasizing that while signature-based methods are effective for known threats,
they fall short when detecting new and sophisticated malware types, underscoring
the need for hybrid or more advanced detection techniques (Aslan, et al, 2020).
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Specification-Based Detection (Anomaly Detection)

Specification-based detection involves defining a set of rules or specifications
for normal system behavior. Any deviation from these specifications is flagged as
potentially malicious.

Malware Detection I

.

.

Behavior-based

l

Dynamic

I

Signature-based I

b

Static Hybrid

l

Static

Hybrid

Dynamic

A4

| Soecification-based

v \ 4

| Static I ‘ Dvnamic I

]

Hybrid

Figure 2. Categories Malware detection techniques

The system establishes a baseline of normal behavior and alerts administrators
if there are significant deviations. This can include anomalies in file access patterns,
network traffic, or system resource usage. This method does not rely on known
signatures but rather on rules or algorithms to predict malicious intent based on

certain characteristics or actions.
Each detection method has its own strengths and weaknesses, as shown in Table 1.

Table 1 — Comparison of Malware Detection Techniques

Malware detection
techniques

Advantages

Disadvantages

Signature based

It can detect known instances of
malware accurately, less amount
of resources are required to detect
the malware and it mainly focus
on signature of attack

It can’t detect the new, unknown instances
of malware as no signature is available for
such type of malware

Heuristic based

It can detect known as well
as new, unknown instances of
malware and it focuses on the
behavior of system to detect
unknown attack.

It needs to update the data describing the
system behavior and the statistics in normal
profile but it tends to be large. It need more
resources like CPU time, memory and disk
space and level of false positive is high.

Specification
based

It can detect known and unknown
instances of malware and level of
false positive is low but level of
false negative is high.

It is not as effective as behavior based
detection in detecting new attacks;
especially in network probing and denial of
service attacks.
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Machine learning techniques have transformed malware detection, offering
enhanced capabilities to identify both known and novel threats by analyzing large
datasets of benign and malicious files.

While traditional signature-based methods are limited in detecting new malware,
El Merabet and Hajraoui highlight the advantages of machine learning classifiers,
such as support vector machines and neural networks, which excel at generalizing
from training data to accurately detect previously unseen malware (El Merabet, et
al, 2019).

Bharadiya provides an insightful overview of the applications of machine
learning in cybersecurity, emphasizing its critical role in addressing complex
challenges such as phishing detection, malware identification, and intrusion
detection systems (Bharadiya, 2023).

In Figure 3 shows a malware detection system using machine learning.

The figure provided appears to be a schematic representation of a machine
learning-based malware detection system. It illustrates the process flow from
training to testing phases.

Training
Samples

Analysis

Machine Leaming
Classifier (SVM, DT,
RF...)

Feature
Enginering
(Extraction &
Representation)

Malwares files

Benign files

L L J
Y T

Training Phase Testing Phase

Training Mabware
Classifiers

[ Benign File ] [ Malicous File l

Figure 3. Schematic Framework of Malware Detection System using ML

Training Samples: This step involves collecting a dataset composed of both
malicious files (malwares) and benign files. The quality and diversity of these files
are crucial for building an effective classifier.

Analysis: In this step, the dataset undergoes analysis, which can be static,
dynamic, or a hybrid combination of both. Static analysis involves examining the
malware without executing it, while dynamic analysis involves running the malware
in a controlled environment to observe its behavior. Hybrid analysis combines
elements of both static and dynamic analysis to provide a comprehensive overview.

Feature Engineering (Extraction & Representation): This is a critical step where
information features of the malware are extracted. Features could include API
calls, binary data, control flow graphs, and other relevant data points that help in
distinguishing between benign and malicious files.
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Training Malware Classifiers: The extracted features are then used to train
machine learning classifiers such as Support Vector Machines (SVM), Decision
Trees (DT), Random Forests (RF), and others. The classifier learns to identify
patterns and characteristics that are indicative of malware.

Testing Phase: In this phase, an unknown binary file is given to the trained
classifier, which then predicts whether the file is benign or malicious based on the
learned patterns during the training phase.

Results and Discussion

The main task of machine learning for detection or classification of malware
is the output returned by the system implemented. On the one hand, a malware
detection system outputs a single value y = f(x), in the range from 0 to 1, which
indicates the maliciousness of the executable. On the other hand, a classification
system outputs the probability of a given executable belonging to each output class
or family, y € RN, where N indicates the number of different families (Gibert, et
al, 2020).

Kamboj et al. conducted a comprehensive study comparing various machine
learning models for malware detection, concluding that the Random Forest classifier
achieved the highest accuracy at 99.99%, making it highly effective in identifying
malicious files (Kamboj, et al, 2023).

The authors conducted their research by employing a comprehensive
methodology that included collecting and analyzing a significant dataset of both
malicious and benign files. They utilized advanced machine learning models,
notably Random Forest and XGBoost, to classify and identify malware types
accurately. The study focused on various malware categories, such as Adware,
Trojan, Backdoors, and others, using features like MDS5 hash size and Optional
Header size for detection. The effectiveness of each model was evaluated based on
their accuracy in distinguishing between malicious and benign files, leading to the
identification of Random Forest as the most accurate model (Kamboj, et al, 2023).

Falana et al. introduce an innovative visualization-based approach to malware
detection, where malware binaries are converted into RGB images and analyzed
using a deep convolutional neural network (DCNN), demonstrating superior
accuracy compared to traditional methods (Falana, et al, 2022).

Ihab Shhadat et al. demonstrated high accuracy in malware classification using
a benchmark dataset. They determined the accuracy metrics for malware detection
and classification, achieving a high accuracy of 98.2% for binary classification
with Decision Trees and 95.8% for multi-class classification with Random Forest.
Performance evaluations were conducted on various types of malware, including
Dridex, Locky, TeslaCrypt, Vawtrak, Zeus, DarkComet, CyberGate, CTB-Locker,
and Xtreme. The datasets used for these experiments consisted of 1156 files, with
984 malicious files and 172 benign files in formats such as .exe, .pdf, and .docx
(Shhadat, et al, 2020).

Mohammed Chemmakha et al. improved model performance and computational
efficiency through feature selection, using embedded methods to identify the 10
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most relevant features. This method yielded a 99.47% accuracy for Random Forest
and 99.02% for XGBoost. The dataset used contains 13,8048 lines, including
41323 malicious and 96742 harmless files, and covers 57 features. This data set is
presented in the Portable Executable Header (PE HEADER) format (Chemmakha,
et al, 2022).

Mushtaq E. et al. used Kaggle’s Malware Detection dataset, balanced out of
50,000 malware and 50,000 benign samples across 35 functions. The Random
Forest and XGBoost models are superior to others, with Random Forest achieving
the highest accuracy 0f 99.96%. And KNN achieved the highest accuracy of 85.39%
using a binary dataset with 16 objects. The file presents a comparative study of
machine learning models for malware detection with an emphasis on an accuracy
metric for evaluating performance (Mushtaq, et al, 2022).

The study presents a comparative analysis of malware detection techniques
using machine learning algorithms, focusing on Decision Tree (DT), K-Nearest
Neighbors (K-NN), and Support Vector Machine (SVM). The study employs a
dataset comprising 305 types of malware and 236 types of benign software, all in
Windows PE format. Decision Tree emerged as the most accurate model with a
detection accuracy of 99% and a False Positive Rate (FPR) of 0.021%, indicating
its superior performance in classifying malware from benign files in this context
(Selamat, et al, 2019).

The study introduces the ANTE system for early bot detection in loT networks,
utilizing Autonomous Machine Learning (AutoML) to select the optimal ML
pipeline for identifying various botnet types. It achieves an average detection
accuracy of 99.06% and a bot detection precision of 100% across four datasets:
ISOT HTTP Botnet, CTU-13, CICDD0S2019, and BoT-IoT. These results were
obtained by comparing ANTE’s performance to existing literature, showcasing its
ability to adapt and select the most suitable ML pipeline for different scenarios and
botnet types (Araujo, et al, 2022).

In the study (Azeem, et al, 2024), the authors used the UNSWNBI15 dataset,
focusing on network security. Machine Learning (ML) methods like K-Nearest
Neighbors (KNN), Extra Tree (ET), Random Forest (RF), Logistic Regression
(LR), Decision Tree (DT), and Multilayer Perceptron (nnMLP) were applied.
Random Forest achieved the highest accuracy of 97.68%. The dataset contains real-
time normal and abnormal network events, divided into four CSV files, totaling
over 2.5 million records. The study aimed to enhance malware detection through
effective feature selection and ML classification techniques.

In the paper (Baptista, et al, 2019), authors introduce a cutting-edge malware
detection approach that leverages binary visualization and self-organizing
incremental neural networks (SOINN) to efficiently identify malicious payloads in
various file formats. Their method stands out by converting a file’s binary data into
a visual image and applying SOINN for analysis, which shows improved detection
capabilities, especially for obfuscated codes. The technique emphasizes the
transformation of binary data into color-coded images using Hilbert space-filling
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curves for optimal data clustering. This visualization aids in highlighting unusual
patterns that may indicate malware, significantly when obfuscation techniques are
used to disguise malicious code.

In the process of reviewing the work on machine learning algorithms, the
following comparative table was created (Table 2).

Table 2 — Comparison of machine learning algorithms for malware detection

Machine learning
algorithms for
malware detection

Strengths

Weaknesses

Use Case

overfitting by averaging
multiple decision trees;
robust to noise and
outliers.

single decision
trees; might
require significant
computational
resources for large
forests.

Support Vector Effective in high-dimen- | Not suitable for large | Ideal for scenarios
Machine (SVM) sional spaces; robust datasets due to high where the feature
to overfitting when the computational cost; space is large and
number of dimensions is | choice of kernel can well-defined, and
greater than the number | significantly impact computational
of samples. performance. resources are sufficient.
Random Forest (RF) |Handles large datasets Can be less Suitable for
efficiently; reduces interpretable than environments where

interpretability is less
critical than accuracy
and robustness, such
as large-scale malware
classification tasks.

Logistic Regression
(LR)

Simple and interpretable;
effective for binary
classification problems;
computationally
efficient.

Assumes a linear
relationship between
features and the target;
less effective with
complex, non-linear
data.

Useful for quick and
interpretable binary
classification, especial-
ly in preliminary mal-
ware detection stages.

Decision Tree (DT)

Simple to understand
and interpret; can handle
both numerical and
categorical data; requires
little data preprocessing.

Prone to overfitting,
especially with noisy
data; can create biased
trees if some classes
dominate.

Effective for initial
exploratory data anal-
ysis and in situations
where interpretability is
crucial.

K-Means Clustering

Simple and fast; scalable
to large datasets; useful
for unsupervised learning
tasks.

Requires the number
of clusters to be
defined beforehand;
sensitive to initial
cluster centroids.

Appropriate for discov-
ering hidden patterns
and groupings in unla-
beled datasets, useful
for detecting new and
unknown malware
families.

Naive Bayes (NB)
classifier

Easy to implement and
computationally efficient,
making it suitable for
real-time applications.
Performs well even with
noisy data.

Assumes feature in-
dependence, which

is rarely true in re-
al-world applications,
leading to less accurate
predictions; might be
biased towards major-
ity classes in imbal-
anced datasets.

Ideal for applications
where interpretability
and quick results are
more important than
absolute accuracy, such
as email spam detection
and preliminary
malware filtering.
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One Hot Encoding Converts categorical Can significantly Best used when
variables into numerical |increase the number categorical variables
format, making them of features, leading are essential to model
usable in most machine | to more complex predictions, such as in
learning models; and computationally | malware classification
simplicity and versatility. | expensive models; tasks where specific

often results in sparse | types of malware

matrices, which can be | categories need to be

inefficient to process. | encoded for detection
algorithms.

Self-Organizing Can learn from new More complex to Particularly useful in

Incremental Neural | data without needing implement and scenarios where the

Network (SOINN) | to retrain the entire understand compared | threat landscape is
model; highly adaptive | to traditional neural rapidly evolving, such
to evolving malware networks; performance | as in the continuous
threats; suitable for real- |heavily depends on monitoring of network
time applications. correct tuning of traffic for new malware

hyperparameters. strains.
Conclusion

This review has presented a detailed analysis of modern machine learning
methods applied to malware detection, highlighting the strengths and weaknesses
of various algorithms such as Support Vector Machines (SVM), Random Forests
(RF), Logistic Regression (LR), and Decision Trees (DT). While these algorithms
have demonstrated impressive accuracy in detecting known malware, this analysis
reveals several significant challenges that remain unaddressed by current research.

Firstly, the static nature of many machine learning models limits their
effectiveness against rapidly evolving malware threats. Future studies should
prioritize the creation of adaptive algorithms capable of continuous learning, which
would significantly enhance the resilience of malware detection systems.

Moreover, the existing literature often overlooks the importance of scalable
solutions. As the volume of malware continues to grow, models that can efficiently
handle large-scale datasets without compromising accuracy are crucial. Addressing
this scalability issue is another critical area for future research.

The review also identifies the lack of interpretability in many advanced machine
learning models as a major limitation. While techniques such as Random Forests and
neural networks offer high accuracy, their complexity often makes them difficult to
interpret and trust in critical cybersecurity contexts. Future research should explore
ways to improve the transparency of these models, ensuring that they are not only
accurate but also understandable to cybersecurity professionals.

In summary, while significant progress has been made in applying machine
learning to malware detection, this review highlights the pressing need for further
research into adaptive, scalable, and interpretable models. By addressing these
gaps, future studies can contribute to the development of more robust and effective
malware detection systems, capable of meeting the challenges posed by an ever-
evolving cyber threat landscape.
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Abstract. Among the active sources of disturbances in various environments,
the most common are transport and vibrotransport ones, which are associated
with moving objects, the speed of which can be subsonic, sonic, supersonic, and
in environments with several sonic speeds (elastic, for example) also transonic.
Here, fundamental and regular vibrotransport solutions of the wave equation are
constructed at subsonic speeds of the disturbance source in spaces of physical
dimension (N=1, 2, 3). Green’s functions are constructed, which describe the
dynamics of the medium during the movement of a source concentrated at a point,
which moves at a constant speed and vibrates at a constant frequency. On its basis,
general solutions of the vibration transport equation are constructed under the
action of both spatially distributed moving vibration sources and concentrated on
moving surfaces and lines. A mathematical description of the Doppler Effect with
a graphical illustration is given.

The constructed solutions allow us to construct solutions to many equations of
continuum mechanics for studying wave processes generated by various types of
moving sources of oscillations in media and should find wide application in solving
various engineering and technical problems.

Keywords: wave equation, vibration transport solutions, Green’s function,
Fourier transform, Helmholtz equation, Doppler effect
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N=1,2,3 OJIIIEM/{I KEHICTITTHJET'T TOJKBIHBIK TEHAEY/IIH
JIBIBBICKA JEVTHTT JIPLTKOJIIKTIK LIELITM/IEPI

AunexceeBa Jlioammia AsiekceeBHa — (QU3HMKa-MaTeMaTHKa FHUTBIMIAPBIHBIH JOKTOPEI, ipodeccop,
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AHHOTamMs. OPTYpJI oOpTajapiaarbl Oy3bUTYJIapiblH OCJICEHIl KO3IepiHiH
IIHIe eH KOIl TaparaHbl KOIKTIK KoHE JIPUIAl TackiMasiaay OOJIbIl TaObLIA/IbI,
oJIap KBUIAAMJIBIFBI TBIOBICTHIK, TBIOBICTAH KOFaphl 0OMyBl MYMKIH KO3FaJIaThIH
0o0beKTUIEpMEH OalIaHbICTBI JKOHE OipHemie JbIOBICTBIK SKbUIIAMJIBIKTAPhI
(MBICalbl, ceprim/Ii) XKOHE TPAHCOHUKAIBIK OONybl MYMKiH. MyH/Ia TOJKBIHJIBIK
TEHJCYIIH 1Iprejii »oHE TYpPaKThl MIpLT TachbIMalijay IICHIMICPT (PU3UKAIBIK
enmmieMai Kenictikrepaeri (N=1,2,3) Oy3buTynap Ke3iHIH JbIOBICTAaH TOMEH
KBUIIAMIBIKTAPBIHAA  KYpacThipbuirad.  [puH  QyHKOMsUIAPBl  TYPaKTh
KBUTIAMABIKIICH KO3FaJaThlH JKOHE TYPAKTHI JKHUTIKTE TepOeneTiH HYKTeIe
MIOFBIPJIAaHFaH KO3 OPTACHIHBIH JHHAMHUKACHIH CHUIATTAy VIIiH KYPACTHIPBLUIFaH.
OnapnaeiH  HETi3iHAC JIPUIAlI  TackIMaNmay TEHICYIHIH KaNMmbl MIEHTiMAepi
KCHICTIKTEe TapajFaH KO3FaJaThiH Mipia KO3AepiHiH Je, KO3FaJaThlH OeTTep MEH
CBI3BIKTAp/Ia IIOFBIPJIaHFaHIaP/IbIH J1a SPEKETIHEH KypacThIpbliaabl. [ paduraibik
wutrocTpanusiMed Jlorutep 3 dexTiHiH MaTeMaTHKaIbIK CHIIAaTTaMachl OepisireH.
KypacTeipputran  mmiemiMaep OpTagarbl TepOeNiCTEpIiH OpTYpii TYpiepiHiH
KO3FaJaThlH KO3/1€piMEH TyaThIH TOJIKBIH/IBIK IPOIECTEPAl 3€PTTEY YIIIiH KOHTHHYYM
MEXaHUKACBIHBIH KOMNTEeTeH TeHIEYAePiHiH MenTiMaepiH KypyFa MyMKIHAIK O6epei
JKOHE OPTYPIIi HHXKSHEPITIK €CenTep i Menryae KeH KOJIIaHyabl Ta0yhl KepeK.

TyiiiH ce3mep: TONKBIH TEHACYi, TIpUIII TackIManday Imemrmaepi, [puH
¢ysakumscer, @ypre TypaeHaipyi, [ ensmronsn TeHaeyi, Jomrep addekrici.

JILA. AntekceeBa, 2024.
WHCTUTYT MaTemMaTuky 1 MaTemMaTrudeckoro moaenuposanuss MHBO PK,
Anmarel, KazaxcraH.
E-mail: alexeeva@math.kz

JO3BYKOBBIE BUBPOTPAHCIIOPTHBIE PELLIEHU S
BOJIHOBOI'O YPABHEHHS B ITIPOCTPAHCTBAX PASMEPHOCTH
N=1,2,3

AuexceeBa JlronMuiia AJiekceeBHA — TOKTOp (pr3HKO-MaTeMaTH4eCKUX Hayk, podeccop, TIaBHBII
HAy4YHBI COTpyAHUK MHCTHTyTa MareMaTHKH M MareMmarudeckoro mozenuposanus MHBO PK,
Anmarsl, Kazaxcran, E-mail: alexeeva@math.kz, https://orcid.org/ 0000-0002-7131-4635.

AnHoTauus. Cpeau aKTHBHBIX HCTOYHHKOB BO3MYIICHHH B Pa3IMIHBIX
cpenax Hauboliee pacHpOCTPaHEHBI TPAHCIIOPTHBIE W BUOPOTPAHCIIOPTHBIC,

43



NE WS of the National Academy of Sciences of the Republic of Kazakhstan

KOTOpBIE CBSI3aHBI C JBHKYIIUMHCS OOBbEKTaMH, CKOPOCTH KOTOPBIX MOXKET OBITh
JI03BYKOBOH, 3BYKOBOI, CBEPX3BYKOBOI, a B cpeljaXx ¢ HECKOJbKUMH 3BYKOBBIMU
CKOPOCTSMH (YHPYTHX) M TPaHC3BYKOBOH. 37€Ch NMOCTPOEHB! (PyHIaMEHTalbHbIC
W peryinsipHble BUOPOTPAHCIOPTHBIE PpEIICHHs BOJHOBOTO YpPaBHEHUS MpU
JI03BYKOBBIX CKOPOCTSIX MCTOYHMKA BO3MYLICHHI B MPOCTPAHCTBAX (hU3NUECKOU
pasmepnoctu (N=1,2,3). Iloctpoens! ¢pynkuun ['prHa, onuchBaIOMINE JUHAMUKY
Cpe/ibl COCPEOTOUCHHOTO B TOUKE UCTOYHHKA, KOTOPBIH JIBUKETCS C MOCTOSTHHON
CKOPOCTBIO M KOJIe0JIeTes ¢ OCTOsSHHOM yacToTol. Ha mx ocHoBe mocTpoeHs! o01mune
peeHns: BUOPOTPaHCIIOPTHOTO YpaBHEHHS TPU JEHCTBUH KaK MPOCTPAHCTBEHHO
pacrpenenéHHbIX IBIKYIIUXCSI HCTOUHMKOB BHOPALM, TaK U COCPEJOTOUEHHBIX
Ha JABWXKYLIMXCS IOBEPXHOCTSX M JHUHMAX. JlaHO Maremarnueckoe onucaHue
addexra Jlomrepa ¢ rpadhuuecKOr HIUTFOCTPAIIHCH.

[TocTpoeHHBIE pELICHUS! MO3BOJSIIOT CTPOUTH PELICHUS MHOTHX YpPaBHCHMI
MEXaHHMKH CIUIOIIHON CPEebl sl M3yYeHHsI BOJIHOBBIX MPOIIECCOB, MOPOKIAEMBIX
Pa3HOro BUJa ABMXKYILIMMUCS HCTOUHUKAMHM KoJieOaHU B cpefax, v 1OJDKHBI HalTn
HIMPOKOE MPUMEHEHNUE MTPU PEILICHUN Pa3InYHbIX HHKEHEPHO-TEXHUYECKUX 3a/1a4.

KiroueBble cjl0Ba: BOJIHOBOE ypaBHEHHE, BUOPOTPAHCIOPTHBIC PEILCHMUS,
¢ynkuust I'puna, mpeoOpaszoBanune @Dypwe, ypaBHenue [embmronbua, 3¢dext
Homuepa.

Paboma evinonnena npu gurancosou nooodepycxe KH MHBO PK (epanm
AP19674789, 2023-2025 22.)

Beenenue. Cpeny 1eiicTBYOIINX HCTOUHUKOB BO3MYILIEHUH B pa3InYHBIX Cpeiax
Hambosee pactpoCTPaHEHBI TPAHCIOPTHBIE, KOTOPBIE CBS3aHBI C ABMXKYIIUMUCS
WCTOYHMKaMU (Harpy3kamu), (hopMa KOTOPBIX HE MEHSETCS C TEYCHUEM BPEMEHH,
a CKOPOCTh JIBWIKCHUSI MOXKET OBITh JI03BYKOBOH, 3BYKOBOI, CBEPX3BYKOBOMi, a B
cpenax ¢ HeCKOJIIbKIUMHU 3ByKOBBIMH CKOPOCTSIMU (YIIPYTHE) €Ille ¥ TPAHC3BYKOBOH.
B paborax (Anekceera, 2008; Alekseeva, 1991, 1994, 1998; Alexeyeva, 2010,
2016, 2017) moOCTpOEHBI TPAHCIOPTHBIC PEIICHHS BOJHOBBIX YpPAaBHCHHHA H
yYpaBHEHUI TEOPUH YIIPYTOCTH BO BCEM IMANIa30HE CKOPOCTEH, U, Ha OCHOBE METO/a
00001EHHBIX QYHKINI, pa3padOTaH METO/I TPaHIUYHBIX HHTETPAIbHBIX ypaBHCHUH
JUIS peIIeHUs CTallMOHAPHBIX TPAHCHOPTHBIX JIO3BYKOBBIX W CBEPX3BYKOBBIX
KpaeBbIX 3a7ad B 0ONacTax ¢ HWIMHApUYECKOH Qopmoil rpanun. OTMeTHM,
YTO YHCIO paboT MO MCCIETOBAHHUIO BO3JEHCTBUS TPAHCTIOPTHBIX HArpy30K Ha
OKPY’KaIOUIYI0 CPEAY B MOCIEIHUE ACCATUIETHS PACTET B CBA3HU C MHTEHCUBHBIM
CTPOMUTEIBCTBOM BBICOKOCKOPOCTHBIX JOPOXKHBIX M TIOA3EMHBIX TPAHCIIOPTHBIX
MarucTpaliei 1 UMeeT JOBOJIBHO OOIHMpHYH Onbmuorpaduio, ¢ KOTOPOH MOXKHO
03HAKOMHTBCS B cTaThsiXx U MoHOTpadusx (Sheng, 1999; Egger, 2000; Hoop, 2002,
Brezhnev, 2005; Ykpausern, u ap., 2006).

Ectb emé on1H 04eHb BaKHBIN AJIs1 TPUIIOKEHUN KJIACC ICTOYHUKOB BO3MYLLIEHU I
(meHCTBYIOMMX CHJI M HArpy30K), KOTOPbIE HE TONBKO ABMKYTCS C PAa3INIHBIMHU
CKOPOCTSIMH, HO €IE U MyJIbCUPYIOT (BUOPUPYIOT, KOJIEOMIOTCS) C ONpeeIeHHON
4acToToH. B KauecTBe mpumepa MOKHO MPUBECTH Pa3IMYHBIE AIEKTPOMArHUTHBIE
W3ITy4aTesu, IBIKYIIHECs dIEMeHTapHbIE YaCTUIIBI, TOIBUKHBIN BUOPOTPAHCIIOPT
n T.0. [loaTOMy aKTyadbHBIM SIBISI€TCS MaTeMaTH4YeCKOe MOJIEIMPOBAHUE TAKUX
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MPOLECCOB C YYETOM BHAA HCTOYHUKA, CKOPOCTH €ro JABMKEHHS W YacTOTHI
BuOpanuu. Kitacc Takux MoJIe/IbHBIX 3a/1a4 pacCMaTpUBAETCs B JAHHOW padoTe.

KittoueByro poib mipu pazpadorke MO® u MI'Y auist perienns KpaeBbIx 3a7ad
JUIsl ypaBHEHUH MaTeMaTHYeCKOM (HU3UKH UrpailoT (yHAaMEHTaJIbHbIC PEIICHHS,
ITOCKOJIBKY CIy’KaT OCHOBOHM [UIA IOCTPOCHUS SEp HHTErpalbHBIX YPABHEHHUUI
U UWHTETPAJbHBIX TPEICTABICHUN pEIIEHHH KpaeBbIX 3ajad. 37eCh CTPOSTCS
dyHIaMeHTa bHbIE W PETYISPHbIC BHOPOTPAHCIOPTHBIC PEIICHUS BOJIHOBOTO
YPaBHEHUS NPH J03BYKOBBIX, CBEPX3BYKOBBIX U 3BYKOBBIX CKOPOCTSX JIBHKECHHS
UCTOYHMKA BO3MylIeHWH. [locTpoensl ¢yHKiMH [prHA, KOTOPHIE OMUCHIBAIOT
JUHAMHKY CpeZbl IPU JBMKEHUN COCPEIOTOYEHHOIO B TOUKE BUOPOUCTOUHHKA, U
Ha €ro OCHOBE 0OOlIMe pelieHuss BUOPOTPAaHCIIOPTHOTO ypaBHEHUS MIPpHU ACHCTBUN
KaK pacIpe/le]IeHHbIX B MPOCTPAHCTBE JBHKYIINXCS BHOPOMCTOUYHUKOB, TaK U
COCPEOTOUEHHBIX Ha ABMKYIINXCS OBEPXHOCTSIX U JIMHUSIX.

[TocTpoenHsle pemieHusi MO3BOJIAIOT CTPOUTH PELIEHHs] MHOTHUX YpaBHEHUI
MEXaHUKH CIJIOUTHBIX CPEJL ISl TAKOTO THITA IBHKYIIIUXCSI HCTOYHHUKOB BO3MYIIICHUI
B cpeJiax U UMEIOT OOMIMPHBIE TPUMEHEHNS [TPU PEILICHUH PA3TUYHBIX HHKEHEPHO-
TEXHUYECKUX 3a]1a4.

MarepuaJjnbl 1 METOIbI.
1. BoainoBoe ypaBHenme lanambepa m ero cBoiicrBa. Paccmarpupaercs
MHOTOMEpHBIH aHayor ypaBHeHus JlanamGepa:

2
DCuEAu—c_za—Zzg(x,t), xeRY, teR" (1)
ot

3neck L, - BomHOBO# omeparop, A - onepatop Jlamaca, G-- JIOKalnbHO MHTE-
rpupyemasi QyHKIusI.

VYpasuenue (1.1) cTporo rumepOOIMYECKOe, KIIACC €ro PEIICHUN COICPIKUT
pa3pbIBHBIC TI0 MPOU3BOAHBIM (yHKIMH. [ToBepxHOCTH paspbiBa B RN!(F) — 1o
XapaKTepUCTHUECKHE TOBEPXHOCTH YypaBHeHHA (1), KOTOpbIe YHOBIETBOPSIOT
XapaKkTepucTHueckoMy ypaBHeHHio B mpoctpanctse (Ilerposckuii M.C., 1961)

R ={(x,r =ct)}:

2 y 2
v, = Z\/j (2)
Jj=1
e V(x,7)= (Vl s VN Ve ) - BekTop Hopmanu k F, 7 = ¢t. EMy cooTBeTcTBYeT
KOHYC XapaKTepHCTHUECKMX HOpMaleil - c6emoeoii KOHYC, IS KOTOPOTO

v, =vy, <0[1,2].B RN takne MOBEPXHOCTH ABMKYTCS C €TUHHUIHON CKOPOCTHIO
mn 7:

L=/, My =yvvs ©)

(10 TOBTOpAIOUIMMCS HUHIEKCAM I, j B IIPOU3BEAECHUM 3/€Ch U JAJEe BCIOAY
npoBoauTcs cymmupoBanue ot / 1o N). B mpoctpanctBe RN um coorBeTcTBYyROT
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sonnosvie (pornmet (F), IBUKyIMIMECS CO CKOPOCTBIO ¢ 1O BpeMmeHu f. Ha nux
BBITOJTHSIOTCSL YCIIOBHSI HENPEPHIBHOCTH Alamapa:

[u(x,t)]pl =0, [M]Ft :_Cni[u’i]F,, @)

e uyepe3 [f (x,t ):I £, 0003Ha4€eH cKavoK fHa F :

[f(x,t)]E =7 (x,t)—f’(x,t):}Ln&)(f(x+gn,t)—f(x—gn,t)), xeF;,
n (x, 1) — eQMHUYHBIA BeKTOp HOpMamu K F, HampaBieHHBI B CTOPOHY
pacrpocTpaHeHus ()pOHTa BOJHEL
n; = Vi = gradF; ,izl,...,N; (5)
ly  lgrad £

[Mocre/Hee PaBEHCTBO CHPABE/IIMBO, €CIIUM ypaBHEHHE (PPOHTA BOJHBI MOXKHO
npencrasuth B Buge 1 (x,¢) =0 npu ycnosun cymecrsosanus grad F;.

Kiacc nogo6HbIX peleHni THIepOOIMIECKUX YPABHEHUH HA3BIBAIOT YOUDHbIMU
BOJIHAMM, HA MX (pPOHTAX MPOU3BOAHBIE PYHKIMI U Jake caMu (QYHKIIUH MOTYT
TEpIIETh CKAYKH.

W3 Broporo ycnosus (1.4) ciienyet, Ha ¢ppoHTaX

u +cenmu,, =u +cnu,; (6)

Ecnu nepen ¢ponTom BosHBl 1 =(0 (cpena B MOKOE), 3TO PaBEHCTBO JacT
M0JIE3HOE COOTHOILICHHE Ha (PPOHTE BOJIHBIL:

(gradu,n)=—-c'u, xeF,

3amMeTnM, 94TO KacaTeTbHbIE TPON3BOIHBIE K XapaKTePUCTHIECKON ITOBEPXHOCTH,
B CUJTy HETIPEPBIBHOCTU U, TAKXKE HEIIPEPHIBHEI, T.C.

7r[uar]F:_7j|:uj:|F AJA v7(va7)=o (7)

— ) — J J J
B wacrnocty, ecu ¥ =y’ =(-v;,v,6/,v,6/,v.57), sto npusozur k ycio-
BUSAM BHUJIA:

[—u,, Vj+ujvTL =0=n, [u]Fl :C[u-f]F, )
Pemennss BomHoBoro ypasuenus (1.1), yaoBieTBOpsiomye YCIOBHAM Ha
(poHTaxX yAapHBIX BOJH, J1aJIe€ HA3bIBAEM KIACCUUECKUMU.
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2.llocTaHOBKA BUOPOTPAHCIIOPTHOM 3a1a4M.
Onpeoenenue 1. HazoBeM (QyHKUNIO HCTOUHUKA g(X,t) 6ubpompancnopmuol,
€CITM OHA MPEICTaBUMa B BHIC

g(xat):g(xlaxbx3_Vt)eia)t (9)

rae V - CKOpOCTh JIBHMKEHHsS HCTOYHMKA BIOJIbL OCH X,, ® - 4acToTa €ro
konebanuii, ®>0. [Ilpu ©=0 Harpy3ka mpancnopmuas.

Ecom mpaBast wacts BoirHOBOTO ypaBHeHUS (1) umeeT Bux (9), TO €CTECTBEHHO
WCKaTh PEILICHUE B MOJOOHOM BHUJIC:

u(x,t) =u(x),x,,x; — vt)e'™ . (10)

Jliist 5TOTO TIEpEeM B TIOABMKHYIO CHCTeMy KoopauHar (X, X,,z =X — M),
t=ct, M =V /c-uucno Maxa. Ha3oBeM HCTOUHHK 0036yK06bIM, eCd M<1,
c8epx38yKo8bim, eciii M>1, 1 3ByKOBEIM, eciia M=1.

B HOBO¥ cucTeMe KOOpAMHAT pelIeHNe HMEeT BUI:

u=u(x,x,,2)e™, w=w/c

Torma, kak cieayer w3 (1) ammiuTyma KojicOaHUH SIBISCTCS PEIICHUEM
subpomparcnopmuozo ypasuenus (BTY):

2 2 2
a—’;‘+a—”2‘+(1—M2)a—’;‘+2iw1\4a—“+w2u =g(x,z), xeR>zeR' (1)
ox;  Ox; Oz Oz

O003HaUUM 777 = ‘1 -M 2‘. Torma, B 3aBUCUMOCTH OT CKOPOCTH UCTOUYHUKA,

UMeeM TPU pa3HbIX ypaBHeHHs: 1pu M <1 0oszgykoeoe snnunmuueckoe

’u  ou , 0%u

g ax; oz*

+2inZ—u+w2u:g(x,z), xeRz,zeRl; (12)
z

npu M > 1- CBEpX3BYKOBOE eunepoouieckoe

u_ u_ 50

Z+2inZ—u+w2u=g(x,Z), xERZ,ZGRIQ (13)
z

ot ax; oz

pu M = 1 - 38yK080e napabonuyeckoe

o’u  o*u . ou 5 N 1 14
—2+—2+21wM—+wu=g(x,z), xXeR" " ,zeR. (14)
ox;  Ox; Oz
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TpeOyeTcs MOCTPOUTh PEllicHUE STUX YPABHEHHUU MPH JTIOOBIX MPABBIX YaCTIX
U3 Kiaacca 0000meHHbIX QyHKIMA MeqienHoro pocra S’(R?) (Bnagumupos B.C.,
1978, 1986).

3. ®yngameHTaabHble peiienus. [IpeodpaszoBanue @yprbe.
st moctpoeHust peureHuit ypaBHeHus (14), mocrpoum ¢ynkuuio [puHa —
¢dynnamenranpHoe pemenne U(X,z) 3TOrO ypaBHEHHs C Jenbra-QyHKIHEH B
[IpaBOi YyacTu:
2 2 2

oxt ol oz*

+2iwvaa—U+w2U=5(x)5(z), xeRY,zeR! (15)
z

KOTOPOE YJIOBJIETBOPSIET ONPEJICIICHHBIM YCIIOBHSAM 3aTyXaHHsl Ha OCCKOHEYHOCTH,
pasnuuHble Ui Kaxaoro ciydas. U ganee, ucrons3ys cBoicTBO GyHKIMM [ prHa,
noctpouM pemenuss BTY 1 mogBMKHBIX BUOPOMCTOUHUKOB, paclpenesieHHbIX
B OTPaHMUYCHHBIX 00BEMax, JIMOO COCPEAOTOUCHHBIX HAa KPUBOJIMHEHHBIX JTHHUSIX.
J1st MOCTpOCHUS peLIeHUH NCTIoNIb3yeM peodpazoBanne Pypbe 0000IEHHBIX
(GYHKIMHA, KOTOpOE Uil CyMMHUPYEMBIX DETrYJSpHBIX OOOOIIEHHBIX (yHKUMI
COBIIQ/IaET ¢ KiIaccuuecKuM mpeobpazoBanneM Pypoe (Brnagumupos, 1986):

JE) = [ [ 2)expli(ng +x,6 + 28 ) dx,dz
R
(16)

F02) = [ FE O exp(i(nd + 30,6, + 2 W EdEdS
(27) &

Torma u3 (15) momyanm
2 242 2\77 N 1
_(||§|| + (=M 2w —w )U=1, EeRV,CeR
OTkyna cienyer:

npu M<1 77 _ _ 1 , (17)
||cf||2 +mz§’2 —2WM§’—W2

_ 1

mpu M>1U = — , (18)
|7 =m2¢? —2wM & —w?

npu M=1§7 — _ 1 , (19)
&l —2mwg —w?

31ech B CTaThe PacCMOTPUM JI03BYKOBOM ciiyyail. Bun opuruHana 3aBucuT ot
Pa3sMEpPHOCTH IPOCTPAHCTBA, B KOTOPOM ATO YPaBHEHUE paccMaTpuBaeTcsl. 31ech
nocrpouM U(x,z) ams npocTpaHcTB GU3HUIecKoi pasmepHocTd N=3,2,1

4. PenieHust BUOPOTPAHCIIOPTHOTO YPABHEHUsI NPH IBUKEHUH PeryJIsIpHBIX
U CHHI'YJISIpHBIX BUOpoucTOouYHUKOB B 3D nmpocrpaHcTBe.

4.1. ®yukuusa I'puna N=3. Iloctpomm yuknuto Ipura U(x,z) -
¢yrnamenranpHoe perrenne BTY (12), ymoBneTBopsIoIiee yCIOBUSIM U3ITydeHUS
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Ha OeckoHeyHOCTH. [Ist 9TOrO HaijeM mpeoOpazoBanue U(x,z)=F' [U (&¢ )}
WCTIONIb3YsS CBOWCTBO JIMHEHHBIX MPEOOpPA30BaHUIM KOOPJMHAT B IMPOCTPAHCTBE

npeoOpazoBannii Dypoe.
Jemmal. Jlng N=3

1 e—ié’ze—i(é‘,x)
Ux,2)=—— [ ——— ~d&d&dg =
(27:) 2 ||§|| +m T -2wME —w
—i(wMz/m*) —icz/m _—i(&£,x)
__¢ [—— d&dé,ds.

(22)' m el +¢% = (w/m)
HokazarensctBo: mpu M <1 mnpeobOpasyem (17) k Bumy, ymoOHOMY s

IMOCTPOCHMS OPUTHHATIA:
1

0(5.¢)-- - 20
||§||2+m2§2—2WMC—W2 ||§||2+m2(§—WM/m2)2—(W/m)2 ( )
e—i(wMz/m2) e—izge—i(ff,x)
=— d&d&,dg =
(2”)N 1}"3 ”5”2 +m?c? —(w/ m)2 21)
e—i(wMz/mz) e—igz/me—i(i,x)

= N 2 P 2 d§Id§2dg
(27)" m el +¢7 = (w/m)
371€Ch MCTIONB30BANM 3aMEHY NMEPEMEHHBIX ¢ =m( +wM / m?). 3amerum,
YTO 371eCh 107 3HAKOM HHTETpajia CTONT peodpazoBanne Pypre hyHIaMEHTATHHOTO

pemreHus TpéXMepHOTO ypaBHeHHsI | enpMrosnbia:

AW +EW =8(»), k=2, yeR’,
m

Pemenne 3TOro ypaBHEHUS, YIOBICTBOPSIONIEE YCIOBHSM H3Iy4YEeHHS 30M-
Mepdenbaa, umeet ciaenytomumii Bua (Bragumupos B.C., 1986):

W(y)= M’ cR3. (22)
4z (v
Ero npeobpazoBanue dypne nmeer BUI
V ! cR. (23)

W=— 3 ,
IE” + & - (k+i0)?
U3 popmynsl (20) ¢ yuerom (22) u (23) cnenyer:

—iwm *Mz .
s N=3 U(x,2) =U(x,%y,2) = —e—exp(—l—v‘; N j .4
47N z* + m*r? m

4.2. Pemenusi ogHoponHoro BTY mpm N=3. Tenepr NoCTpOUM pelIEHUS
onHopojHoro BTVY:

2.0 2.0 0
Mz +8—M2+2in8L+w2u° = xeR’zeR’ (25)
axl axz aZ
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B npoctpanctse npeodpazoBannii dypre, OHO UMEET BUJ:

—(||§||2 (1= M>)2 —2wvc;—w2)a° —0 EeRV,CeR (26)

—0
Pemenue storo ypasuenns U = a(&,4)04(&,4) - cunrynsapuas o606uienHas
(byHKIIHS — IPOCTOM €O Ha MOBEPXHOCTH S, HAa KOTOPOI

(||§||2 +(1=M? —2wvg-w2) =& + (g—wM/mz)2 —(w/m)* =0. (27)

3,[[60[; IIJIOTHOCTD IMPOCTOTO CJIOA a(é: s éy) - IPOU3BOJIbHAS UHTCTpUpyCMas

Ha S QyHKUus.
CoOTBETCTBEHHO

u'(x,2) = [a(&,0)e Ve AS(E,), E=(8.4) (28)
S

3ameTuM, 9TO ypaBHEHHE (28) — 3T0O ypaBHEHHE DIITUIICOHUIA C IIEHTPOM B TOUKE

(o,o,gsz/mz)

2 2 2 2 2
I&” +m°c” =(w/m)~, c=¢—wM/m". (29)
st noctpoenust u® (x,z) MOXKHO TaK)Ke UCII0JIb30BaTh PELIEHHSI OHOPOIHOIO
ypaBHeHus [ 'enbMrosnpua:

Au’(y)+k*u’(y) =0. (30)

Ero pemeHuss MOXXHO PasjIOKHUTh B POl MO CHEPHIECKUM TapMOHHKAM H
cpepuueckum pynkumsam beccens (M. A6pamosun, 1979):

u(y) = 20,7, (kDB (cos0)e™ =3 a, i, (K [YDA" [II IIJ(COS prismor

kD p, - m '
_Z nJ” "" " (" "j(yl lyZ) ] "y”z: y12+y§
2

3nece P,"(cos@) - npucoenuHeHHbIe MOMMHOMBI Jlekanapa, @,¢ yIIoBbe
ceprueckue koopauHatl. M3 popmyn (21) cnenyer ¥ = (x,z/m)

. s
" (x z)= o iwMz/m )Zanjn( ’Z m?r j z (xl+;x2) . (3D
C

\/z +ur r

TIC 7 = 4 / xlz + x% , KOO(OHUIMEHTBI 0. TIPOU3BOJILHBIE KOMIUIEKCHBIE YUCIIA.

(30)

n,l
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4.3. O6mee pemrenne BTY npu N=3. JlokakeM CIEAYIOLIYIO TEOPEMY.
Teopema 1. Pewerue BTY (12) 6 3D-npocmpancmee umeem ciedyowutl 6U0:

u(x,z) :U(x,z)*g(x,z)+uo(x,z). (33)
Ecnu g(x,z) - peeynapuas ynxyus u g(x,z) € Li(R’), mo

U(x,2)%g(x,2) = [ U(x=y,z=h)g(y, h)dydyydh. (34)
R3
Ecnu g(x,z) - cocpedomouennas na nogepxnocmu S CUHSYAAPHASL QYHKYUAL

g(x,z2)=a(x,z)04(x,z), al(x,z)eL,(S), mo

U(x,2)*g(x,2) = [U(x =y, 2= h)g(y,h)dS(y, ) (35)
S

Ecnu g(Xx,z) - cocpedomouennas na xpueoii | cuneyrapnas ynkyus:

g(x,2) = f(x,2)0,(x,2),  B(x,2) € Li([), mo

U(x,z)*g(x,z):IU(x—y,z—h)g(y,h)dl(y,h) (36)
!

JlokasarenbctBo. O603naunm V71'(0;,0,,0,) nuddepeHunansbHblii oneparop
BTY (12). Iloacrasmsst (33) B (12), momyunm Tpedyemoe:

VT(0,, 82,82)(U(x, z)*g(x,z)+ uo(x, z)) =

={VT(8,,6,,0,)U} * g +VT(0,,0,,0,)u’ =

=0(x,2)*g+0=g(x,2)

31mech UCTIOIB30BAIH JIMHEHHOCTH oreparopa, (15), (25) u cBoicTBO CBEPTKH C
nenera-pynknuei (Baagumupos B.C., 1978).

Ecmn ul(x, z) - mo6oe pemenne (12),10 12(x, z) = u(x, z) —ul(x, z) ABasercs
pewenuem oxHopoanoro BTY (25). Cnenosarensro ul(x, z) =u(x,z) —u2(x, z).
T.e. umeer ananornunsii U(X,z). U. 1. 1.

4.5. D dexr lonnepa. O6o3HauuM 7/ z =tg@(x,z),TIe @ - yToj, KOTOphIi

o0pasyeT pajnyc-BeKTOp TOYKH (x,2) ¢ ocsro Z. Torza ¢yskuuo [pruHa MOXKHO
3alcaTrb B BUJIC:

1 . 2,2
U(x,z) =——exp(—zaz(M+\/l+m tg (p(x,z)))
4z + m*r?

Brons ocu X, Kak BUIUM, pacipoCTpPaHsETCs BOIHA BUJIA
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exp| i t_(M+1)|x3—Vt|
47r|x3—Vt| cm®

¢(x1’x25x3at)=_

Ecnu pukcuposats Touky Habmonenus (X;,X,,X;) ¥ U3MEPUTh MPUXOIALIAN
110 BPEMEHH CUTHAJI B 3TOW TOYKE, TO OH OMMCHIBACTCS (DYHKIIMEH:

th(x3 Vit )+ioot
U(x, x3,8) = U (x, x5 —vt)e'™ =~ exp (—ia (o3 — Vt)2 +m?r? j =
47r\/ e m?

exp(—ia(Mxﬁ (x; Vt) +m*r? j] {1~ )
e .

47r\/(x3 - Vt)2 +m*r?

Ha pucynke 1 npencraBiena peanbHas U MHUMas yactu {J (x,z) mpu uucne
Maxa M=0.1 u yactorax @=1 1 ®=10. B nogBuxHoO#i cucreme KOOpJUHAT
4acToTa KoJieOaHui

RU(xn,zn, 0.1, 1.0) 0.2
IU(xn,zn,0.1,1.0)
—04

—0.6]

-20 0 20

zn

0.1

RU(xnl,zn, 0.1, 10)

TU(xnl,zn,0.1,10)

—0.05]

-20 0 20

zn
Pucynok 1- U(x, z) mpu M=0.1, @=1;10
A B MCXOITHOW HETOBIKHOW CHCTEME KOOpIWHAT (%, X,,%;) kKapTuHa uHas. Ha

Puc. 2 mpencrapiena ocuwuiorpaMMa CUrHajga B (QUKCHPOBaHHON TOUYKE Ha OCH
X, ¢ TeueHuem BpeMenu =tn ipu uucie Maxa M=0.8 u yactore Bubpaunu o =10.
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Ona HaNIAHO JEMOHCTPHUPYCT MOBBINICHUEC YaCTOThI U aMIIJIUTY/IbI BI/I6paI_II/II/I npu
HpI/I6J'II/DKCHI/II/I BI/I6pOI/ICTO‘{HI/IKa nu HaO60pOT UX MMOHWIKXCHUS IIPU €ro YAaJICHUU.

0.04

|

ReUt(x, 0, tn, 0.8, 10) LI
0 mw\va\wmfmmﬂﬁw& (-
ImUt(x, 0, tn, 0.8, 10) ' -

—-0.02

—-0.04
-40 -20 0 20 40

tn

Pucynok 2 - Ocuumnorpamma  U(x,0,¢) pu M=0.8 u @ =10

Kak xopo1io n3BecTHO, AaBJICHUE B BO3LYXE YAOBJIETBOPSIET BOITHOBOMY YPaB-
Heuuto (I punuenxo, 2007). 1o ABICHUE TOIYUUIIO Ha3BaHue d¢hgexma Jonnepa
— TOBBIIICHWE TOHA (YacTOThI) MU TPOMKOCTH (aMIUIMTYIBI) MpPU MPHUOIMKCHUN
BUOPOUCTOYHHMKA U HA0OOPOT MOHMKEHHUS TOHA K TPOMKOCTH IIPU €T0 yIaJIeHUH.

5. Penrenust BHOPOTPAHCIIOPTHOI'O yPABHEH U IPY IBUKEHUH PETYISPHBIX
U CUHI'YJISIPHBIX BUOPOUCTOYHUKOB B 2D nmpocrpaHcTBe

5.1. ®yuknusa I'puna N=2. [loctpoum ¢ysakumto I'pura U(X.z) aHaTOTHIHO
BhIIIEN3I0KeHHOMY. Ee oOparHoe npeobpasoBanne ®@ypbe B 3TOM ciydae HMeeT
BUJI:

1 e—l‘C:Ze—l‘éX
U(x,z)=— > 3 déddd =
(27) R2§2+m2(§+wM/m2) —(w/m)2
. > . : (37
—i(WwMz/m~) —igz/m _—i(&,x)
_ e I e e _déde.

(27[)2 m & +gt—(w/m)

2
31eck TOXKE HCIOAB30BAIM 3aMEHY IMEpEeMEHHBIX & zm(é’ —wM /m )
3nech Moj 3HAKOM MHTerpaja CTOMT mpeobpasoBanne Pypbe QyHIaMEHTATBHOTO
pelIeHus IByXMEPHOIO ypaBHeHus [ ebMrosbua:

AD+ED=5(y), k=2, yeR?,
m

dyHIaMEHTANTBHOE PEIICHUE ITOr0 YPAaBHEHUS, YAOBJICTBOPSIONIEE YCIOBUIM
u3nydeHuss 3oMmmepdenbaa, ¢ yu4€TOM BPEMEHHOTO COMHOXHUTENS, HMEET
cnemytrortuii Bua (Bmagumupos B.C., 1986):

i
@2(y)=—EHé”<k||y ), yeR*
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2
3necs H, é ). ¢bynkus XaHkens BToporo poga. CoOOTBETCTBEHHO, CpaBHUBAS
¢ moapIHTerpanbHON (yHKIMEeH B (37), C y4eTOM ITHHEHHBIX IpeoOpa30BaHUMA
MEPEMEHHBIX, TIOTY4YUM OPUTHHAI:

. —iwm Mz
Ux,z)=—— g@[ 22 2y (38)
3 0 2

(272) m m

5.2. Pemenusi onnopoanoro BTY mnpu N=2. Teneph MOCTPOUM peLICHUS
onHoponHoro BTVY:

82 0 P 0
8“2 +2iné+w2u°:o, xeR',zeR; (39)
X

B nmpoctpanctse nmpeobpazoBannii @ypbe, OHO UIMEET BU:

—(52 +(1-MH? —2wv;—w2)a° =0 feRL,CeR (40
PellieHme 9TOTO ypaBHEHUS 170 = a(&,8)04(&,¢8) - cunrynsapnas 06001eHHas
(YHKIHS — TIPOCTOH CIIOH Ha MMOBEPXHOCTH AIUIATICOHIA S, IIEHTP KOTOPOTO CMETIEeH

B Tquy(0,0,é’ = wM/mz):

§2+mz<4’—WM/mz)2 :(w/m)z,

31ech MIOTHOCTh MPOCTOTO CIIOS L) - MPOU3BOJIbHAS HHTETPUPYEMas Ha
S pyHKIHIS.
COOTBETCTBEHHO

u’(x,2) = [ B, Qe Ve dS () @1
S

0
I[J'ISI IOCTPOCHUA U ()C, Z) MOXHO TAaK¥XC UCIIOJIB30BaTh PCUICHUSA OAHOPOAHOIO
YpaBHCHUSA FGHBMI‘OJ'IBLIaI

A’ (D) +Eu’(1)=0, y=(,»,)

Nx MoxxHO pa3noxuts B paasl Pypse-beccens:

u(y) = b, ke, |y =ri+y3.

[Mockoneky 31ech Y =(x,z/m), nomyunm

M m wo [ x+iz/m)"
MO(X,Z)Ze i(wMz/m )an']n (E 22+m2r2j( j ) , (42)
n

rie Ko3GQUIUUEHT b NpOoH3BOJIbHbIE KOMIUIEKCHBIE YUCIIA.
5.3. Ob6mee pemenue BTY npu N=2. Anamormuyno [1.4.3 mokaswiBaeTcs
CJIeyIoIas TeopeMa.

54



ISSN 1991-346X 4. 2024

Teopewma?2 Pewenue BTY (12) ¢ 2D-npocmpancmee umeem credyrowuii
6UO:

u(x,z)=U(x,z)*g(x,z)+ uo(x, z). (43)

Ecnu  g(x,z)- peeyrapunas gynxyus u g(X,z) € L, (R?), mo

Ux,2)*g(x,2) = [ UGx=y,z=h)g(y, hdvdh. (44)
RZ
Ecmu  g(x,z) -- cocpedomouennas na kpusoii | cuneynapnas pyuxyus:

g(X,Z) = ﬂ(X,Z)é}(X,Z), ﬁ(x,z) ELI(Z)’ mo

n+m

(45)

Ecu &%2)=G PP 5(x,z) cocpedomouenHblil 6UOPOMPAHCNOPMHbLLL
UCTOUHUK, MO

n+m

Ux,z)*g(x,z) =G

U(x,2z2).
oz P

®opmyna (43) Mo3BOJISET OMPENEISTH IMOJIE TF0O0T0 BUOPONCTOYHHKA U3 Klacca
00001IIeHHBIX (PYHKIIUH MEIJICHHOTO POCTA, KAK PETYJISIPHBIX, TAK U CHHTYJISIPHBIX.
[lpu >TOoM Ui CUHTYNAPHBIX (YHKUUH CcIeayeT NpH BBIYACICHUH CBEPTKU
MTOJIb30BATHCS OTpE/IeTIeHneM CBEPTKH B TMPOCTPAHCTBE OOOOIMIEHHBIX (YHKIHN
(Bnagumupos, 1986).

6. Onnomepnbie pemienust BTY npu IBHJKeHMH peryJsipHbIX W CHH-
ryJsIpHBIX BHOPOUCTOYHHUKOB (N=1)
6.1. ®yukuust I'puna u pemenusi onnopoaHoro BTY mpu N=1. B stom

ciayqae i = u( Z)e"WT’ w=w/c " u( Z) U YAOBJIIETBOPSET YPaBHCHUIO

2
m26—2l+2ina—u+w2u =g(x,z), ZeRl; (46)
oz Oz

q)YHI[aMeHTaJ'H:HOG PpeHICHUC YAOBJIICTBOPSCT YPABHCHUIO!

, 0°U

m 2

. oU 2 1
+2iwM —+wU =05(2), R
. iw - w (z), ze (49)

A ero TparchopmanTa Oypre UMeEET BU:
1

_ 1
m w. w m (é’—wM/m ) —(w/m)

m2 (50)
(é’—wM/mz)2 —(w/mz)2 ,

Jia mocTpoeHus opUrHHANa BOCIIONB3yeMcsl (pyHIaMEHTAIBHBIM PEIIeHUEM
O1V:
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d’®3
T +K°D3(y)=0(y), K=w/m’;
—_ 1
D3(g) = o
(ynkuus ['pruna, KOTOPOTO NMEET BHUI:

sin(x | y|)
03 = DD

2K

Ona He cTpeMHUTCS K HYJTIO Ha OeckoHedHOCTH. Ho ee ammmtyna mamaer c
POCTOM 4acTOTHI BUOpAIMK, 1 HA00OPOT PacTeT IPHU €€ YMCHBIIICHUH.,

W3 aToit popmymst 11 hopmyitsl (50), ¢ yIeTOM CBOICTBA CIBUTA B TIPOCTPAHCTBE
npeoOpazoBanmii Pyphe, MOTYIUM OPUTHHAIL:

sin(w|z| / m*) .
2w
CooTtBeTCcTBeHHO perienue onnopoanoro BTY umeer Bua:
u’(x) = (acos(xz) +bsin(xz))e ™ e

—iM /m?

U(z)=

6.2. O0mee pemenne BTY npu N=1. Anamormuno mynkram 4.3 u 4.5
JIOKa3bIBAETCS CIIEAYIONIast TEOpeMa.

T eopewma 3. Pewenue BTV (12) 6 2D-npocmpancmee umeem ciedytouyuii
8U0:

u(z)=U(2)*g(2) +u’(2).
Ecnu g(z) - peaynapnas ¢ynxyus u g(z) € L1(R1 ), mo
U(z)*g(x,2)= [ U(z—y)g(y)dy

R2
d"5(z
Ecau g(z)=G 'fl ) - 0 16U, 1]
d= COCPedomoyeHHbIl BUOPOMPAHCROPMHBLLL
UCMOYHUK, MO
d"u
Uz)g(z) = 4LE)
dz"

Taxkum 00pa3oM Bce perIeHus 3TOr0 YpaBHEHHS B IPOCTPAHCTBAX (HU3NUECKON
pa3MEepHOCTH MOCTpoeHbI. [1o aHaoruM X MOYKHO MOCTPOUTH B MPOCTPAHCTBAX
m0001 pasMEPHOCTH, YTO MOKHO IPEIJIOKHUTh 3aMHTEPECOBAHHOMY YHTATEINO.
3/1ech Mbl OTPAaHUYMIIUCH TPEMSL.

3akarouenne. lccnenoBaHue TPOLECCOB  PACIPOCTpaHEHHs BOJIH B
CIUIOIIHBIX Cpelax M 3JIEKTPOMATHUTHBIX MOJSIX MPUBOJUT K PELIEHUIO CHCTEM
muddepeHIanbHbpIX YpaBHEHHH B YACTHBIX MPOU3BOAHBIX Pa3lIWYHOTO THIIA
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H ONpPCACIICHHUIO HUX pCH_IGHI/Iﬁ B BHUJAC BCKTOPHBIX noneﬁ, KOTOPBIC OIIMCBIBAKOT
Pa3INYHbIC XapPAKTCPUCTUKHU JUHAMHUYCCKUX MPOICCCOB. 10 MOTyT 6]>ITB,
HallpuMep, MNEPEeMCUICHUA U CKOPOCTHU, KAK B YIIPYIUX U MHOTOKOMIIOHCHTHBIX
cpeaax, Win HaANPsHKCHHOCTH 3JICKTPOMATrHUTHBIX noneﬁ, HU3MCHCHHUC KOTOPBIX B
MMPOCTPAHCTBE U BPEMCHU MMO3BOJISICT MOACIIUPOBATE TAKUC IMTPOLICCCHI U U3yYaThb UX
MAaTE€MaTH4YCCKUMU METOJaMH.

Kax u3BecTHo, mo6oe BexToproe monie W(X,?) =u;(X,)e; wmoxmo mpe-
CTaBUTh Yepe3 CKAIAPHBIM M BEKTOpHBIN noTeHuuansl (¢, ) B Buie ( Mopc,
2013):

u(x,?) = grad (x, ) +rot W(x, ) » G}
KOTOPBIC OIMUCBIBAOT JWJIATALIMOHHBIC W BUXPEBLIC BOJIHLI B paCCManHBaeMOﬁ

cpene. B M30TpomHBIX Cpemax, Kak MpPaBUJIO, OHH YIOBIETBOPSIO BOJTHOBBIM
ypaBHEHUSIM:

O, 0=r(x0, 0, w=gx0). (52)
IIOCKOJIBKY CKOPOCTH PAaCIIPOCTPAHEHUs BOJIH B TaKUX Cpedax BCErna KOHEYHas U
HE 3aBUCHUT OT HAIPaBICHUS PACTIPOCTPAHCHHS BOTHBL. CKOpPOCTh JIBHKEHUSA

MOXKET OBITh Pa3HON y ATHX BOJIH, KaK B YIPYTUX Cpelax, TJe CABUTOBBIC BOJHBI,
OTHCHIBAEMBIC BEKTOPHBIM TOTEHIIMAJIOM, PACIpPOCTPAHAIOTCS  MEJJICHHEE
JIMJIATAllMOHHBIX. A B 3JIEKTPOMAarHUTHOM cpejie, OMUCHIBAEMOM YpaBHEHHUSIMU
MakcBeiia, OHU OJJUHAKOBBIE.

[TocTpoennsie 31ech BHOPOTPAHCIIOPTHHIC PEIICHUS BOJHOBOTO YPaBHEHUS
MTO3BOJISIOT MCCIIEIOBATH BOJTHOBBIE TIPOIIECCH B TAKHMX CpPeIax MPH BO3ACHCTBUN
MOJIBM)KHBIX BHOPOMCTOYHWKOB BOJH Pa3IMYHON Mpupoasl. B  wacTtHOCTH,
pereHus ypaBHeHH JlamMe Teopun ympyrocTd ¢ HCIOJIB30BAHHEM IOTEHITHATIOB
Jlame, xoTopwie ymoBIETBOPSIOT (52), MO3BOJISAIOT HCCIENOBATH HANPSIKEHHO-
neOPMUPOBAHHBIC COCTOSHHE YIPYrOoW CpeAbl MPU TaKUX JIUHAMHUYECKHX
Mpoleccax ¢ MUPOKUM MPUIIOKECHUEM B 3a7a4aX TeO(PU3UKU U CEHCMOIOTHH.

[locTpoeHnple  pemieHWs  MOXKHO  HCIIONB30BaTh Ui PEIICHUS
BUOPOTPAHCIIOPTHBIXX KPAeBBIX 3aJlad  aKyCTHKH, TEOPHUH YIPYrOoCTH U
SJICKTPOAVNHAMUKHU.

3aMeTUM TaKXKe, YTO TOCTPOCHHBIC PEIICHHs IPH HYJIEBOW dacToTe
BUOpAllUK OMKCHIBAIOT JIO3BYKOBBIC TPAHCIOPTHBIC PEIICHHS BOJHOBOTO, YKE
XOpOIII0 W3yYCHHBIE aBTOpoM paHee (AmnekceeBa, 2008). A TpaHCIOPTHBIE H
BHOPOTPAHCIIOPTHBIE HArpy3KH — OTO OJWUH M3 CaMBIX PacIpOCTPaHEHHBIX
HCTOYHUKOB BO3MYIIEHHH B cpefgax. Hampumep, 31€KTpOMarHuTHbIE IOJIS
AIIEKTPOMATrHUTHBIX M3Jydareied Ha MOABMKHBIX MIaT(opMax, KOTOpbIE ITHPOKO
MPUMEHSIOTCS B aBTOMOOWJIIBHOM M KEJIE3HOJOPOKHOM TPAHCIIOPTE, MOXKHO
MOJIETTUPOBATH C HCIOIH30BAHUEM TIOCTPOCHHBIX 3/IECh PEIICHUN.
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Abstract: this article examines the rapid growth of online social networks and
their role in the proliferation of harmful and extremist content. Referencing the
Global Digital 2023 report, it highlights the increasing global use of social media,
with nearly 60% of the population actively engaged. While social media offers
many benefits, it has also become a platform for spreading dangerous ideologies,
including terrorism, cyberbullying, and extremist political movements. The article
explores how extremist groups exploit social media to spread propaganda, recruit
followers, and incite violence, often bypassing platform restrictions through tactics
like using trending hashtags or creating new usernames.

The article also addresses the challenges in identifying and categorizing extremist
content, pointing out issues such as unreliable datasets, the lack of automated
verification systems, and biases in research. It reviews the field of research focused
on detecting extremist material, including tools for analyzing violent videos and
extremist texts. Additionally, the article discusses the various forms of extremism
found in Kazakhstan—political, national, and religious—and how these ideologies
are amplified online. It notes the limitations of current extremism research, such as
data imbalances and methodological differences, which hinder accurate analysis.
Finally, the article advocates for the development of advanced software solutions
to more effectively identify and mitigate extremist content, thereby contributing to
global efforts to combat online extremism and enhance national security.
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AHHOTAIUSI: MaKaja JKeJlieri 9JIeyMeTTIK JKeNiJiepIiH KapKbIHbI OCYiH jKoHE
OJIapJIbIH 3USHIBI )KOHE SKCTPEMUCTIK Ma3MYH/IbI TaApaTyIarbl poJiiH KapacThIpabl.
Global Digital 2023 ecebine cinTeMe )xacaii OTBIPBII, 01 XaJIBIKTBIH 60%-Fa KYBIFbI
OeNCeH Il TypHe KaThICAThIH QJICYMETTIK MEIUaHbI KahaHIBIK KOIIaHyIbIH apTHIIT
KeJIe )KaTKaHbIH KepceTe . ©JIeyMETTiK JKelli KONTEreH apThIKIIbUIBIKTapAbl YChIHCA
Ja, ON KayilTi WACONOTHsJIapAbl, COHBIH ILIHIAE TEPPOPH3MII, KHOSpKOpIayabl
KOHE IKCTPEMHCTIK CasCH KO3FaJbICTap/Ibl TapaTy ajaHblHa aliHanAbl. Makanana
OKCTPEMHUCTIK TONTAP/IBIH YTiT-HACHXAT Tapary, i30acapiappl TapTy KOHE 30PIIbIK-
30MOBUIBIKKA [IAKBIPY YIIIH 9JI€YMETTIK MEIHaHbI KaJlail aijanaHaTblHbl, TPEH/ITI
X3IITErTepAl Maiiaanany HeMece XKaHa NaijaaHyIIbl aThIH )Kacay CHSKThI TAKTHKA
apKbLUIBI TUIATGOPMa MISKTEYIePiH K11 aifHAIIBIIT OTETIHI 3epTTeNe/Ii.

Makanaia coHIal-aK KCTPEMHUCTIK Ma3MYH[Ibl aHBIKTAy >KOHE CaHATTayldarbl
KHUBIHJBIKTAP, CEHIMCI3 JEPEKTEp JKUBIHTHIFBI, aBTOMATTAHIBIPBUIFAH TEKCEPY
KYHeNepiHiH KOKTBIFBI JKOHE 3epTTeylepleri OipKaKThUIBIK CHUSKTBI Maceselep
KapacTeIpbutFad. OJ OKCTPEMHCTIK MaTepHaIapibl, COHBIH IIMIHAC 30pPJIBIK-
30MOBUTBIK OelfHenmepi MeH OKCTPEMHCTIK MOTIHAEPAlI TaijayFa apHajFaH
KypajiiapAbl aHBIKTayFa OaFbITTaJIFaH 3epTTEy calachblH KapacThipansl. COHbIMEH
Katap, Makanaza KasakcTaHgarbl SKCTPEMHM3MHIH OpTYpil Typiepi — cascH,
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VITTHIK KOHE JIHM — JXKOHE OYJI WICONIOTHSUIAP/ABIH JKeJije Kamxai KyleHeTiHi
TajkpUtaHaabl. ON HAKTHI TajjayFa KeJepri KenTipeTiH AepeKTep TeHrepiMci3air
MEH OJliCHAMAJBIK albIPMAIIBUIBIKTAD CHSAKTHI Ka3ipri dKCTPEeMU3MIl 3epTTEYyIiH
IIeKTeyJepiH aram eTefi. Makaja 3KCTPEeMHCTIK Ma3MYH/IBI THIMJIIPEK aHBIKTay
JKOHE a3afTy YIIH O3BIK OaFmapiiaMajblK IMIENTiMACpAl 93ipieydi JKaKTaumIbl,
ochUIaiiIIa OHJIAMH SKCTPEMHU3MMEH KYpeCy KOHE YITTHIK KayilCi3AiKTI HbIFaUTy
OoMbIHINA KahaHBIK KYII-XKITepre yiec KOCabl.

Tyiiin ce3mep: 30pibIK-30MOBIIBIKTHL aHBIKTAy, KypecTi Tany, SVM, cascu
IKCTPEMH3M, MAIIUHAIIBIK OKBITY, HEHPOHIBIK XKEJiJiep, aKnapaTThlK Kayilnci3aik
TEXHOJIOTUSIIAPHI.
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AnHoTaums. B cTtathe paccmarpuBaeTcs OBICTPBIA POCT COITMATBHBIX CETEeH B
WHTEpPHETE U UX POIIb B PACIIPOCTPAHEHNH BPEIHOTO M IKCTPEMHUCTCKOTO KOHTEHTA.
Ccrnasices Ha otdeT Global Digital 2023, oH momdepKuBaeT poOCT TII00ATBHOTO
WCTIOJIb30BAHNS COLMATBHBIX CETEH, B KOTOPOM aKTHBHO 3a7[eiicTBOBaHO o4TH 60%
HaceseHus. XOTs COIMalIbHbIE CETH TPEAIaraloT MHOKECTBO ITPEUMYIIIECTB, OHU
TaKke CTaJH MIaTopMOid I pacIpOCTPaHEHUs OTACHBIX MICOJIOTHH, BKIIOUAS
Teppopr3M, KHOEpOYIITHHT 1 SKCTPEMHUCTCKIE TIOTUTUYECKNE IBIKEHNs. B cTarbe
paccMmarpuBaeTcs, Kak 9KCTPEMHUCTCKHE TPYIITHI UCTIONB3YIOT COITUATBHBIE CETH [T
pacipoCTpaHeHHs TPOTaran/bl, BEpOOBKU MOIMMCYNKOB U TOACTPEKATEIbCTBA K
HACHWJIMIO, 9aCTO 00XO/I OTPAaHWYCHHS TUTaT(OPMBI C TTIOMOIIBIO TAKUX TAaKTHK, KaK
WICTIOJT30BAHKE TOMYIISIPHBIX XAIITETOB MITH CO3[[aHNE HOBBIX MMEH ITOJIb30BaTEICH.

B crarpe Takke paccMaTpHBAIOTCS MPOOJIEMBI BBISIBICHUS W KaTETOPU3AIIUN
OKCTPEMHUCTCKOTO KOHTEHTA, yKa3blBas Ha TaKuWe MpoOJeMbl, KaK HEHa/eKHbIS
HaOOpBl JTAaHHBIX, OTCYTCTBHE AaBTOMAaTH3MPOBAaHHBIX CHCTEM TIPOBEPKA U
MIPEAB3ATOCTE B UCCIIEIOBAHUAX. B Hell paccMaTpuBaeTcst 00JaCTh UCCIICIOBAHUH,
cOoCpe/lloToueHHass Ha OOHAapyXeHHH OSKCTPEMHUCTCKHX MAaTepHajioB, BKIFOYAs
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WHCTPYMEHTHI JUIS aHaIh3a JKECTOKUX BHJICOPOJIUKOB W IKCTPEMHCTCKHX
TekcToB. Kpome Toro, B cTathe 00CYKMArOTCs pa3nudHble (GOPMBI IKCTPEMH3MA,
BcTpeyaromuecs: B Kazaxcrane — noiauTu4ecKre, HallMOHAIbHBIE U PETTUTHO3HBIC
— ® TO, KaK dTH WJICOJIIOTUU yCHJIMBAIOTCS B WHTEpHETe. B cTarbe oTMevaroTcs
OTPaHWYEHHs COBPEMEHHBIX HCCIIEJJOBAHMI IKCTpPEMHU3MA, TaKue Kak aucOaaHc
JAHHBIX W METOMIOJIOTUYECKUE PA3JINYHsl, KOTOPhIE MEIIal0oT TOYHOMY aHalU3y.
Taxoke B craThe mpezuiaraercs paspaboTka MepefoBBIX MPOTPAMMHBIX PEHICHUN
st Gonee A(GQGEKTHBHOTO BBUIBICHHS M HEHTPaIM3alUH SKCTPEMHUCTCKOTO
KOHTEHTa, TeM CaMbIM BHOCS BKJaJ B II0OaTbHBIC YCHIHS 10 O0phOe ¢ OHmaifH-
IKCTPEMHU3MOM M YKPETUICHHUIO HAIIMOHATBLHON 0e30MaCHOCTH.

KuaroueBble ciioBa: oOHapy)XeHHWe HACcWIHS, paclo3HaBaHUE Apak, SVM,
MOJTUTHYECKUN 3KCTPEeMH3M, MallIMHHOE 00ydeHue, HeHpOHHas CeTh, TEXHOJIOTUN
UHPOPMAILIMOHHOHN Oe301acHOCTH.

Introduction. Anew field of study, online social networks, also known as virtual
or online communities, will be spurred by the internet's and social services' quick
development and growth as well as the widespread notion of Web 2.0. Users' varied
behaviors, or a collection of distinct processes, comprise social media. Examples
include using email services, starting chat rooms and blogs, getting information
from homepages linked to links, altering and sharing images and videos through
the media exchange system, and so on. The primary findings of the Global Digital
2023 research state that:

- The population of the globe surpassed 8 billion on November 15, 2022, and
reached 8.01 billion at the start of 2023.

- 6.8% of the world's population, or 5.44 billion people, used mobile phones as
of the beginning of 2023.

- Additionally, 64.4% of people have internet access worldwide. Their number
rose by 1.9% throughout the course of the year.

- Nearly 60% of the global population, or 4.76 billion individuals, were active
on social networks as of the start of 2023.

These figures show that social media is increasingly being used as a
communication tool in many different nations, including as a handy venue for
individuals who disseminate extreme viewpoints.

There is no doubt that the most recent changes in the world will have an impact
on every aspect of life. Protecting our people from the harmful news, violent films,
and terrorist ideas that proliferate on social media is getting harder and harder.
Additionally, a large number of political strategists, advertisers, agitators, criminals,
radicals, and organizers of harmful groups are among the numerous professional
manipulators that work in social networks. Social media is a great instrument
for spreading propaganda, informing people about crimes, altering awareness,
advertising, extremist propaganda, and inciting riots.

Materials and methods. Social networks are becoming the primary medium
via which harmful ideas and phenomena are disseminated:
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1. Cyberbullying, harassment, and trolling;

2. Terrorism and extremism;

3. Politically charged destructive movements;

4. Drug addiction, pedophilia, and sexual promiscuity;

s. Risky Games and "challenges";

6. Dangerous Subcultures (the cult of school shooters, maniacs, and killers);

7. Consciousness manipulation;

s. SME content, etc.

Inciting social, racial, national, or religious animosity; elevating someone's sense
of superiority or inferiority according to their language, social, racial, national,
religious, or attitude toward religion are examples of extremism.

Behind each crime of an extremist (terrorist) nature are certain ideological views
and beliefs of the people who committed it. Moreover, the absolute majority of such
crimes are committed in a group, and the ideology inherent in its representatives
goes far beyond its borders and serves as the basis for the formation and functioning
of large-scale associations of extremist (terrorist) orientation. In this regard, it seems
possible to determine the main ideological directions of the above associations and
identify some of their features.

In addition to the international community's efforts to combat terrorism and
violent extremism, Kazakhstan has produced important publications in this regard.
It goes without saying that the strategy is extensive and has a wide range of hard
and soft components that take into account stakeholders, laws, and work areas.

According to the Republic of Kazakhstan's "on Combating Extremism" statute,
there are three different kinds of extremism in the country. They are:

- Political extremism - forcibly changing the constitutional order, violating
the sovereignty of the Republic of Kazakhstan, the integrity, inviolability and
inalienability of its territory, undermining the national security and defense
capability of the state, forcibly seizing power or forcibly retaining power, creating,
managing and participating in illegal paramilitary formations, organizing and
participating in an armed uprising, inciting social and class hatred;

- National extremism - inciting racial, national and tribal hatred, including the
incitement to violence or violence;

- Religious extremism - inciting religious hatred or Discord, including the use
of any religious practices associated with violence or calls for violence, as well as
threatening the safety, life, health, morality or rights and freedoms of citizens.

Based on the direction of political ideology in other countries, including
European ones, we can conditionally distinguish between "left" extremism (left
extremism) and "right extremism" (right extremism) (Chernyshev, 2021).

"Left" extremism takes on the ideas of revolutionism, anarchism, declares itself
the most consistent representative and defender of the working masses, all the
disadvantaged and the poor.

The objects of their criticism are social inequality, suppression of the individual,
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exploitation, bureaucratization in society. They are ready to eliminate these
phenomena by any means, including armed uprisings.

"Right-wing" extremists (fascist, neo-fascist, far-right, nationalist, racist
movements) criticize modern society for "lack of order", "dominance of plutocracy",
"decline of morality", selfishness. Right-wing extremists are often used to fight
progressive public organizations and political figures. Many of them work under
the guise of the state.

How social networks affect extremism. National security experts are concerned
about the connection between social media and political division, as they caution
about the persistent threat of extremism (terrorist) worldwide. The United States
Department of Homeland Security (DHS) declared 2022 to be a "high-risk
environment" because of internet activity that disseminated false information and
conspiracies.

Use of social networks in extremism (terrorism). Social media threats, in
addition to inciting political extremism, can also come from foreign and domestic
organizations that want to harm the United States. According to the DHS, these
"dangerous entities" often present or disseminate extremist messages to promote
beliefs that can trigger terrorism.

In addition, global terrorist organizations have tried to increase their level of
activity, attract new followers and cause panic through social networks using the
following tactics:

- We announce our plans;

- Involve social media users in online communication;

- Use of messages that attract a young audience;

- Show violent acts;

- Take responsibility for terrorist acts;

- Redirect social network users to their group sites;

- Find funding.

Social media platforms act to limit content, resulting in extremists using their
actions to their advantage. It is easy for such extremist groups to bypass the
prohibitions of social networking platforms by creating a new username. They also
use various algorithms to their advantage by adding trending words or hashtags to
increase their visibility.

Analysis of tools for identifying political extremist texts in online social
networks. Every kind of extremist literature and discourse, including radicalization,
propaganda, and engagement in their ideologies, has distinct traits and repercussions.
They are clarified as well (Gaikvad, and others, 2021). Because social networking
platforms are becoming more and more widespread, extremist groups utilize them
to spread propaganda, radicalize individuals, and recruit them for violent acts.
Therefore, it is necessary to develop methods of radicalization, propaganda, and
determination of attractiveness to their beliefs in order to limit the development
of extremism in social networks (Kennedy, 2020). The following challenges arise
when analyzing messages containing extremist information on social networks:
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1.There aren't many publicly accessible data sets on texts related to extremism.

2.The text on extremism lacks balanced and ideologically neutral data sets.

3.The absence of automated techniques for data verification to assess data
quality.

4.The absence of reliable automated techniques for identifying extremist texts
on the web.

5.Restraint in the effort to categorize extremist information into groups like
recruiting, promotion, and radicalization.

27,000 posts were gathered by Kennedy (Kennedy, 2020) from the social network
Gab. In an effort to protect the right to free speech, the social media platform Gab
has developed into a safe haven for the transmission of hate speech. The recordings
are categorized by the writers as verbal abuse (VO), calls for violence (CV), and
assaults on human dignity (HD).

13,369 anti-terrorist, 16,506 non-terrorist, and 38,617 random tweets were
gathered by Abrar et al. (Abrar, and others, 2019). However, the authors did not
apply data validation procedures to the gathered data collection, nor did they
disclose any primary accounts or keywords relevant to terrorism that were utilized
to collect tweets.

Asif and associates (Asif, and others, 2020) gathered extremist materials on
the Facebook accounts of news organizations including PTV News, Dawn, and
Geo. 19,497 posts in all were gathered. 109 randomly selected participants took the
questionnaire-based test that the authors used. The authors, however, may not have
included all the data because they only used 25 message samples.

The researchers collected data on the ideology of far-right white supremacy
from various sources and places. Jackie and De Smedt (Jaki, and others, 2019)
gathered fifty thousand tweets from around one hundred Twitter users who were
thought to be German far-right supporters. Also, the writers gathered fifty thousand
impartial tweets. The writers omitted all information regarding techniques for data
verification.

Problems in the network of existing extremism data. The text data collection on
extremism on the internet reveals a number of study gaps. The following issues are
noted in the internet extremism text data set:

Data imbalances and binary classification. One of the main issues with
extremism's internet datasets is data imbalance. It's challenging to compile a
balanced class dataset because extremism data makes just a small portion of all
social media data.

The binary, or at most three-class classification of extremism data is another issue
with data sets. Furthermore, extremism takes many different forms and evolves
throughout time. As a result, classifications based on the context of extremist
literature are required.

The binary, or at most three-class classification of extremism data is another issue
with data sets. Furthermore, extremism takes many different forms and evolves
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throughout time. As a result, classifications based on the context of extremist
literature are required.

Words. Extremism propagates across languages and across diverse ideologies.
As a result, defining an extremist literature gets harder. As a global language,
English is used by most scholars. The radical utilizes a lot of English to disseminate
his beliefs worldwide.

Conventional data sets are no longer relevant. Social networks' stringent data
exchange standards that prevent the updating of outdated data sets. One of the
reasons for the limited number of standard data sets is this stringent policy around
data sharing.

Verify. The manual verification of evaluators' agreement is a common practice
among researchers. A limited number of randomly selected samples are utilized
to verify the data because not all data can be verified by hand. Bias is thereby
unintentionally introduced.

Evaluation of the quality of the data. Researchers frequently gather their own
data while examining extremism on the internet (Berger, 2018; Fernandez, and
others, 2018). Legacy user data sets are not accessible to the general public due to
social media policies and other problems. Comparing data sets is therefore a major
issue in the internet research of extremism. This creates even another issue when
comparing the outcomes. It is challenging to compare the outcomes of studies on
online extremism detection that employ various techniques and methodologies as
no two studies use the same data set.

Accounts that are blocked. Social networking sites prohibit hate speech and
acts of violence (Bagitova, and others, 2023; Twitter, 2020). As a result, many
accounts with such extreme ideologies are blocked right away. Because there aren't
any blocked accounts, other researchers are unable to generate results even after
gathering data.

Analysis of tools for identifying political extremist content in graphic
resources of social networks. The identification of political extremist content
from the limited number of video resources available on internet social networks
is a significant issue. As a result, it was thought that visual resources enhanced
textual. As a result, numerous scientific articles and notes were read throughout
the investigation. This review's primary goal is to present a thorough, methodical
analysis of techniques for detecting video violence. A number of techniques have
been developed in the last ten years to recognize aggressive conduct and violent
videos. These techniques must be categorized, examined, and summarized. The
following is a description of this systematic review's primary scientific findings:

- An overview of contemporary techniques for recognizing violence,
emphasizing their uniqueness, salient characteristics, and limits;

- A study of the relative merits of several feature descriptors for detecting
violence in videos;

- An analysis of data sets and assessment standards for identifying violence in
videos;
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- A discussion of the shortcomings, challenges, and unanswered issues
surrounding video-based violence detection.

Acknowledge the action. A technology that can identify human actions is
called action recognition. Based on the number of body parts involved and the
complexity of the action, human activity is categorized into four divisions. Four
categories comprise gestures, actions, interactions, and group activities. A gesture
is a sequence of motions used to express a certain idea with the hands, head, or
other body parts. A single person's activities are made up of numerous gestures.
A group of human behaviors in which two or more individuals take part is called
an interaction. In a scenario involving two performers, one of them needs to be a
human, while the other can be either.

A group action consists of a mixture of gestures, actions, or interactions when
there are more than two players and one or more interacting objects (Ye, and others,
2018; Galassi, and others, 2021).

What constitutes violence. The wider subject of identifying activities includes
a distinct problem with the concept of violence. Finding out if violence happens
automatically and successfully in a brief amount of time is the goal of violence
detection. In the past few years, automatic video identification of human activity
has gained importance for applications such content-based video search, video
surveillance, and human-computer interaction (Rothman, 2022). Finding out if
violence happens automatically and successfully is the goal of violence detection.
In any case, because the concept of violence is subjective, it is challenging to
define it precisely. The definition of violence is a complicated issue both in terms of
application and study since it contains characteristics that set it apart from simple
acts.

Categorization of techniques for detecting violence. Violence in daily life is
characterized by unusual occurrences or behaviors. In the subject of activity
recognition, using computer vision to identify these kinds of actions in security
cameras has gained popularity (Naik, and others, 2018). Scientists have developed a
variety of methods and approaches to recognize violent or unusual events, pointing
to the steep increase in crime as proof that more accurate identification is required.
In the last few years, numerous methods for identifying violence have been created.
Depending on the classifier used, three categories are created: violence detection
by deep learning, violence detection by SVM, and violence detection by machine
learning (Omarov, and others, 2022; Mashechkin, and others, 2019). SVM and
deep learning are categorized separately because of their widespread applications
in computer vision. The features of each approach are explained in the tables.

Results and discussion. During the study of technologies for improving
competencies in the field of internet extremism prevention, the idea of developing
software for identifying political extremist texts and graphic resources in online
social networks was born. At the same time, long-term research was carried out, a
review of world-class software systems was carried out, and various models and
methods were used. Since the content in social networks is of several nature, the
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goal was to increase the accuracy of identifying the content of political extremism
from text and graphic resources.
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Figure 1. General model of the methodology for determining political extremism

As for the general model of the methodology for identifying political extremism,
first, text and graphic resources are taken from posts posted on social networks,
several processes are carried out, and then, in accordance with the conditions of
an integral assessment, it is determined whether the resources received contain
political extremist content. The following chapters provide a clear description of all
stages of the developed software (Kotzé, and others, 2020) We examine techniques
for detecting violence that make use of traditional machine learning techniques.
We provide a summary of the different classification approaches for identifying
violent video content in Fig. 2. The methods include definitions, feature extraction,
classification, application to various manifestations, and evaluation parameters for
different data sets.
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Figure 2. Different classification methods for detecting video violence
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Techniques for employing SVM to detect violence. Fig. 3 displays a collection of
techniques for identifying a violent incident based on SVM. SVM is a supervised
learning technique that addresses issues with classification. SVM is a well-liked
computer vision technique because it considers digitized and trustworthy data. It is
applied to jobs involving binary classification.
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Figure 3. Methods for detecting violence using SVM

Methods for identifying violence through deep learning. Research work on
the use of deep learning algorithms for detecting violence in graphic resources
is improving day by day. Convolutional neural networks (CNNs) and their
enhancements are widely used to detect violence in videos.
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Figure 4. Identifying violence using deep learning techniques
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A set of deep learning-based recognition techniques is displayed in Fig. 4. Deep
learning is based on neural networks. The technique is used to categorize forced
recognition according to the data set and the acquired capabilities by adding more
convolutional layers.

Conclusion

Social media sites have a significant impact on people's beliefs, attitudes, and
perceptions, which helps to propagate extremism. These platforms are being utilized
more and more to disseminate propaganda from extremist groups, radicalize youth,
and entice them to join them. Thus, studies on identifying extremism in social
networks are required to limit its impact and negative consequences. The concept
of extremism is constrained by a distinct ideology, a binary classification with a
narrow textual meaning of extremism, and manual data review techniques to ensure
data quality, according to a survey of the literature on the subject. Researchers
employed a data collection that was restricted to a specific ideology in earlier
experiments.

The following outcomes of this study's efforts to develop models and procedures
for spotting political extremism in online social network text and graphic resources
were attained:

1. for the first time, a method for the formation of a set of signs, taking into
account the peculiarities of the Kazakh language, was developed and a model for
identifying texts of political extremism in the Kazakh language was created in
online social networks;

2. for the first time, a corpus of texts on political extremism in the Kazakh lan-
guage was created to identify signs of political extremism in online social networks;

3. developed a neural method for detecting political extremism on online social
network graphic resources;

4. developed a model of processing online social network graphic resources and
neuronet analysis to identify political extremism;

5. software for identifying extremist texts and graphic resources in the Kazakh
language in online social networks has been created as a result of the developed
models and methods.

The novelty of this study is the development of a deep neural network model
for identifying extremist texts in the Kazakh language. Based on the application
of the TF-IDF method to bigrams, in which the preliminary stemming algorithm
was performed, a deep neural network model was built, and the results show the
effectiveness of the proposed model in identifying extremist texts in comparison
with classical machine learning methods with the highest accuracy for the task of
identifying texts of extremist orientation in the Kazakh language.
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Abstract. This paper provides a thorough comparative analysis of two
modern hybrid machine learning approaches, namely, Bidirectional Encoder
Representations from Transformers (BERT) combined with an autoencoder (AE)
and Term Frequency-Inverse Document Frequency (TF-IDF) combined with an
autoencoder. The study focuses on the task of keyword extraction using semantic
analysis methods of text data. The main goal of the work is to evaluate the
effectiveness of these methods in ensuring adequate keyword coverage in large text
corpora covering various subject areas. The authors study in detail the architecture
and operating principles of each of the considered methods. Particular attention is
paid to the features of integrating these methods with autoencoders, which allows
to significantly improve the semantic integrity and relevance of the extracted
keywords. The experimental part of the study includes a detailed analysis of the
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performance of both methods on various text datasets, demonstrating how the
structure and semantic richness of the original data affect the performance of each
method. The paper also describes in detail the applied methodology for assessing
the quality of keyword extraction, including such metrics as precision, recall, and
F1 score. The advantages and disadvantages of each approach, as well as their
suitability for specific types of text tasks, are analyzed. The results of the study
provide valuable data for the scientific community and can be used to select the
most appropriate text processing method in various applications that require a deep
understanding of semantic content and high accuracy of information extraction.
Key words: Machine learning, keywords, semantic analysis, BERT,
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3epTTey MOTIHJIK JepeKTepre CeMaHTHKAIBIK Tajliay 9iCTePiH KOJIaHa OTBIPHIIL,
KT Co3ep/i IbIFapy MiHIETiHe Ha3ap ayaapaabl. JKYMBICTBIH HETi3Ti MaKcaThl
— OPTYPJi TaKBIPBINTHIK ayMaKTap/Abl KAMTUTBIH YJIKSH MOTIHIEPre COHKEC KiNlT
ce3nep/i Taby bl KaMTaMachl3 €Ty/Ie OChI 9/IiCTEPIiH THIMILTITIH OaFasay. ABTopiap
KapacThIPBUIATHIH 9/IiICTEP/IiH OPKANCHICHIHBIH apXUTEKTypachl MEH )KYMBIC iCTEY
MPUHIIMTITEPIH TONBIK 3epTTelai. by omicrepni TaHmanraH TYHIHII ce3lepliH
MaFbIHAIBIK TYTACTHIFBI MEH ©3€KTIJITH alTapibIKTail KakcapTyFa MYMKIHIIK
OepeTiH aBTOKo/IEepIIepMEH OipIKTipy epeKIIeNiKTepiHe epeKIlie Ha3ap ay/lapbLIajbl.
3epTTeyiH 3KCHEpUMEHTTIK OeiliMi OacTamkbl AEPEKTEpIiH KYPBUIBIMBI MEH
CEMaHTHKAJIBIK OaMIIBIFBIHBIH OpOip O/ICTIH HOTHXKENEpiHe Kalald ocep eTeTiHiH
KOPCETETIH OpTYPJIi MOTIHAIK AEPEKTEP KUBIHAAPBIH/A €Ki OMICTIH JIe¢ THIMIUTITIH
erKe-Terkeitni Tanmayasl Kamtuapl. CoHail-ak Makanaga Tonfik, F1 chskTel
KOPCETKIITEP/Ii KOca, KT CO3/1 IIbIFapy camachlH Oaranay YIIiH KOJIJaHbUIaThIH
o/licTeMe erKeH-TerKeisli cunarTaiFal. Opoip TOCUIAIH apTHIKIIBUIBIKTAPhl MEH
KEMIIIITIKTePi, COH/Iali-aK oJapbIH CO3/IIK €CeNTep IiH HAKThI TypJIepiHe COMKeCTIri
TangaHabl. 3epTTey HOTIDKENEpl FhUIBIMU KOFAMJIACTBIK YIIIH KYHJBI JIepeKTep
Oepelli JKoHE CEMaHTHKAIIBIK Ma3MYHJIBI TepeH TYCIHY JKOHE aKIapaTrThl ailyIablH
JKOFapBI JIONITT KakeT OONaThIH opTYpili KoymaHOajapaa MOTIHAI eHACYNiH €H
KOJIAWJIBI O/IICIH TaHIay YIIiH MaialaHbLTybl MYMKIH.

Tyiiin ce3aep: MammHaIBIK OKBITY, KiNT CO37ep, CEMaHTHKAIBIK Tanaay, BERT,
aBtokozep, TF-IDF, ruGpunri Tocinmep, akmaparTsl ay.
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AHHoTaums. B 1aHHOI cTarbe OCyIECTBISIETCA TINATEIbHbBINA CPAaBHUTEIbHbBIN
aHaJIN3 JIByX COBPEMEHHBIX THOPUIHBIX MOJXOJ0B B MAITMHHOM OOYYEeHUH, TAKUE
kak Bidirectional Encoder Representations from Transformers (BERT) B coueranun
¢ aBrokomupoBiukoM (Autoencoder, AE) u Tepmuuo-YacrtorHoe OOparHOE
Hokymentnoe YactorHoe (Term Frequency-Inverse Document Frequency, TF-
IDF) B couetanuu ¢ aBTOKOAMPOBIIMKOM. KccienoBanue QOKycHUpyeTcs Ha
3a/1a4e M3BJICUCHUS KITFOUEBBIX CJIOB C NMPUMEHEHHEM METOIOB CEMaHTHYECKOTO
aHaJIM3a TEKCTOBBIX NaHHBIX. OCHOBHAs IeNIb PaOOTHI 3aKIIOYAETCS B OIEHKE
3¢ (EeKTUBHOCTH JaHHBIX METOAOB il OOecIleueHusl aJeKBaTHOTO OXBara
KIIFOUEBBIX CJIOB B OOJBIIMX TEKCTOBBIX KOPITyCaX, OXBATHIBAIOIIUX Pa3IMYHbIC
TeMaTuyeckue o0macTu. ABTOpPBI TOAPOOHO M3YYarOT apXUTEKTYPY U MPHHIIUIIBI
paboThl KaXKIOTO M3 paccMarpuBaeMbIXx MeTomoB. Ocoboe BHUMAHHE YIACISICTCS
OCOOCHHOCTSIM WHTETPAIlMH ATHX METOO0B C aBTOXHKOAEPAMH, YTO ITO3BOJISET
3HAYUTENBHO YIYYIIUTh CEMaHTHYECKYI0 IIEJIOCTHOCTh W PElIeBAHTHOCTh
BBIJICTICHHBIX ~KJIFOYEBBIX CJIOB. OKCIIEPUMEHTaJbHas 4YacTh HCCIIEJOBaHUS
BKJIFOYAET B Ce0s IeTabHbIN aHaIH3 (P (HEKTUBHOCTH 000X METO/IOB Ha Pa3TUIHBIX
Ha0oOpax TEKCTOBBIX JIAHHBIX, JIEMOHCTPHUPYS, KaK CTPYKTypa U CEMaHTHUYECCKas
HACBIIICHHOCTh MCXOJHBIX JaHHBIX BJIHUSIOT Ha PE3yJIbTaThbl PabOThl KaXIOTO M3
MeTofoB. B pabote Taxxke moapoOHO OMHCHIBaeTCS MPUMEHEHHAs METOMOJIOTHS
OIIEHKH Ka4eCTBa M3BJICUCHUS KIIFOYEBBIX CIIOB, BKIJIFOYAsl TAKHE IMOKA3aTe, KaK
TOYHOCTh, MOJAHOTAa U Mepa Fl. Ananusupyrorcs mpeumyInecTBa U HEJOCTATKU
KKJOTO MOAX0AA, a TAKXKE UX MPHUTOJHOCTH JJII KOHKPETHBIX THUIIOB TEKCTOBBIX
3amad. Pe3ynbrarel HccneqoBaHus MPEOCTABISIIOT IICHHBIC TaHHBIE I HAYYHOTO
COO0IIeCTBAa U MOTYT OBITh MCIIOJL30BAHBI IS BBIOOpa HanOOIee IMOAXOMSIIETO
MeToJIa 00pabOTKH TEKCTOB B PA3IUYHBIX IPHIIOKEHUAX, TIe TpeOyeTcs mTy0okoe
MMOHMMaHUE CEMaHTHYECKOTO COJEpXKaHWs M BBICOKAs TOYHOCTh W3BIICYCHUS
HHPOPMAIHH.

KiroueBble cjioBa: MalllmHHOE 00y4YEeHUE, KITFOUEBBIC CJIOBA, CEMAHTHUYCCKUIN aHa-
q3, BERT, Autoencoder, TF-IDF, ruGpuissie moaxo/pl, U3BjicYeHHe HHOPMAIIHH.

Kipicne

Kasipri motiaai erneyne (Canupmeroa, 2023; [Tono-branko, et al, 2024) kint
cesnepai weirapy Minaeti (Cysykw, et al, 2023; Tusapu, et al, 2023) Gapran caiiblH
MaHbI3IIBI Oona OacTalbl, aKmaparThl YWBIMAACTBIPYIA, i37ey[e KOHE Taljaynia
ey pej arkapass! (XyHr, et. al, 2023; [la#, et al, 2023). TuiMzai KiaT ce3nepai
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meirapy (Yuroy, et al, 2023; Xukwmas, et al, 2022) i3aey xy#enepiHiH, YChIHBICTAP
JKYHENepiHiH, COHIal-aKk aHAJIUTHKAIBIK JKOoHE OUTiM Oepy KypalgapbIHBIH
OHIMJIUTITIH apTThipaabl. COHABIKTAH OCHI IMPOLECTI aBTOMATTAHIBIPYFa JKOHE
OHTaWIaHIBIpPyFa KaOUIEeTTI MAaIIWHANBIK OKBITY OIICTEepiH o3ipiey JKoHe
CaJIBICTBIPY ©3€KTi 3epTTey MiHJAETI OOJBIN TaObLIalbl. ByJ sKyMbIC €Ki THOPUITI
TOCUINIH TepeH TanmayblH kyprizeni: Tpancdopmaropnapman Bidirectional
Encoder Representations from Transformers (BERT) + Asroxomep (AE) xone
Term Frequency-Inverse Document Frequency (TF-IDF) + aBroxogep. Exi omic
T€ MOTIHIIK IEPEKTEPHIiH YIKEH KOJIEMiH OHJCY YIIiH MAaITHHAIBIK OKBITYIaFbl
(Xaccann, et al, 2020) >xoHe TaOMFH TUIAI OHAEYIAETi 3aMaHayd KETiCTIKTEpAi
naiimananane! (Taxa, et al, 2023). Google azipnerer BERT monemni (Mroppeii, et
al, 2021) moTiHgeri ce3aep/iH CEMaHTHUKACBIH TYCIHYIIH O3bIK TEXHOJIOTHSICHIH
oingipeni, an TF-IDF (baiiep, et al, 2023) ce3aiH MaHBI3IBUIBIFBIH OaFamayablH
JOCTYPJT CTATUCTUKATIBIK 9J1iC1 OOJIBIT TaObLTA B,

Bi3niH 3epTTeyiMi3IiH MaKCaThI - SPTYPIIl MOTIHCPACH KUIT CO3EPIi JKETKITIKTI
TypZe KaMTy KaOineTiH Oaranay YIIiH KT CO3Iep/i MIbFapyaarbl OCHI €Ki oficTi
canblcThIpy. bi3 opOip oficTiH apXHUTEKTypachlH, KYMBIC iCTE€y NPUHIMIITEPiH
JKOHE aBTOKOJIEpJepMeH OIpiKTipy MYMKIHIIKTEpiH TajlalMbI3 KoHE OipHele
MOTIHJIIK IEPEKTEP JKUBIHBIH/A YKCIIEPUMEHTTIK CaJIBICTRIpYyIap Kyprizemi3. by
Oacramnkbl JepeKTep/iH KYPbUIBIMBI MEH CEMaHTHUKAChlHA OAiJIaHBICTBHI OJapIbIH
THIMAUTITIHACT] albIpMaIIBIIBIKTapIbl aHBIKTayFa MYMKIHIIK Oepemi. Jlommik, F1
OJIIIIEMIH KOCa ajiFaHja, KUIT Ce3Jep i LIbIFapy camachlH Oaranay o/iicTeMeciHe
epeKiie Hazap aymapbutafabl.  bi3miH  3epTTeyiMi3miH HOTHXKEJepi FBUIBIMHU
KaybIMJIACTBIKKA MaHBI3/IbI aKIapaT Oepejii )KOHE TePeH CEMAaHTUKAJIBIK TaJlIay/bl
JKOHE MOTIH/JII OHJICY/IC JKOFaphl JIIIKTI KaXeT eTeTiH HAKThl KOJiAaHOanap yIiH
€H KOJIAUJIBI 9JTICTI TaHIayFa KOMEKTECEIi.

gjicTep MeH MaTepuaJaap.

Byn 3eprreyme 013 eki rHOPUATI MalIMHANIBIK OKBITY 9JIICIHE Ha3ap aynap/bIK:
BERT+Autoencoder sxone TF-IDF+Autoencoder. OmnapiablH ceMaHTHKAIBIK
JepeKTepl 137ey apKbUIbl YJIKEH MOTIHJIK KOPIYCTaH KIAT CO3/AepHi HIBIFapy
TalcChpMachblHAAFel TUIMAUIITIH Oaranay. Eki omic Te TepeH OKBITY IKOHE
aBTOKOzIepyiep KoHIenmusuiapelH Oipiktipemi (Tamex, et al, 2023; benwurec-
Awnnpanec, et al, 2022). byn mortinaepni OeTki jaeHreine Tanaayra raHa emec,
COHBIMEH KaTap Cce37iep MEH o3 TipKeCTepiHiH apachlHAaFbl TEPEH CEMaHTHKAIBIK
JKOHE KOHTEKCTIK KaThIHACTapFa €Hyre MYMKIHIIK Oepeni jKoHe KiIT ce3uepli
LIBIFapy MPOLECciH OalbITaIbI.

bizgin 3epTTey JKYMBICBIMBI3IABIH anFamksl Kamgambl TF-IDF omicin xommany
Oonmel, OV KyKarTarbl opOip Cce3/liH OYKiI MOTIHIIK KOPIYCKa KaThICThI
MaHBBIBUIBIFBIH Oaranayra MyMkiazaik Oepeni. TF-IDF ce3 cammarbiH onmapsiH
KY)KaTTarbl JKUUIrT JKOHE ONlap OpBIH allFaH KOPITyCTaFbl KY)KaTTapblH Kepi
JKULITIT HeTi3iHae ecenrteri. by Tocin Genrini Oip MoTiHAEpre FaHa TOH cO3IepIi
OeJsiekTey apKbUIBI >KH1 KOJJAHBUIAJbI, OipaK akmaparchl3 Ce3IepliH ocepiH
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azaiTyra KeMeKTece/i. AJBIHFaH CO3/IepIliH BEKTOPJBIK KOpiHICTEepi aBTOKOAEp
OHJICY/IiH Kelleci Ke3eHi YIUiH Kipic IepeKTepi peTiHae KbI3MeT eTTi. by skymbicta
KOJIJIAaHBLJIATBIH aBTOKOJICP €Ki HEri3ri KOMIOHEHTTCH TYPajbl: KOATAYIIIbl JKOHE
nemugparop. Komep TF-IDF apkplibl anblHFaH MOTIHHIH BEKTOPJIBIK KOPIHICIH
THIFBI3BIPAK JKOHE aKIMaparThl ilTki KepiHicke Keicanbl. Comad kedin gpemudparop
aKIapaTTHIH KOFAIYbIH a3aiTyFa THIPBICHII, OCHI CHIFBUIFAH KOPIHICTEH OacTarKbl
BEKTOP/bI KaliTa KYpy YILUiH )KYMBbIC icTeiini. by ke3eHHIH MaKcaThl - aJbIHFaH KiJIT
CO3JIep/IiH carackl MEH JOJJIITIH KaKCAPTaThlH 0AaCTAlKbl MOTIHHEH €H MaHBI3JIbI
CEeMaHTHKAJIBIK MYMKIHIIKTEP/Ii IIBIFAPBII, CAKTal anaTblHAANH MOJEIbAl YHPETY.

Asroxoaepiepai TF-IDF koMmOuHamuscbiHAa KOJAAaHY TaHAAIFaH TYHIHII
ce3epAiH MarbIHAIBIK TYTACTBHIFBIH aUTapIIBIKTAN KaKCapTThl. byl oic MOTIHIIK
JepeKTepli TEePeHIPeK Tajay/lbl, JKAChIPHIH OaillaHBICTAPIBI JKOHE CO3IEPIiH
MarbIHACHIH KEH MaFbIHA/Ia allly/Ibl KaMTaMachkl3 eTe/i. Ochuiaiiiia, 0Chl TOCLIIEpIi
OipiKTipy MOTIHAI i3A€yNiH HEFYPIBIM KyaTThl >KOHE [Nl KypaslJapblH jKacayra
BIKIIAJ €Teli. ByJ1 KinT ce3aep/i anyibl aBTOMATTaHbIPYFa dKOHE aKIaparThl 13/ey
MEH YJIKEH IepeKTepHi OHICYyMl KaKcapTyFa MaHBI3IBI KamaM OOJIBIT TaObLIaIbI
(Cyp. ).
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Cyp. 1. TF-IDF + ABrokoaep ruOpuaTi SiCiHIH apXUTEKTYPachl
(Fig. 1. Architecture of the hybrid TF-IDF + Autoencoder method)

MoTiHAIK AepeKTep/Ii TaIIay/Ibl )KAaKCAPTY KOHE KUIT CO3ICPIl JIIIPEK IIBIFapy
yiurin Oy 3eprrey Oapsichinga BERT yaricin nainanansuiasl. BERT — motinaepai
Tangay YIIiH TpaHc(OpMaTopiblK Hazap ayaapy MEeXaHU3MISPiH KOJIaHATHIH
TaOUFU TUIII OHJCY CallaChIHIAFbl aJJBIHFBI Karapiibl omictepain Oipi. BERT
CPEeKILENIri OHBbIH MAOTIHJI €Ki YKAKThl OHJICY MYMKIHIIr OOJIbBIN TaObUIAbI, OV
MOJICJIbIC COJIJIaH OHFa Ja, OHHAH COJIFa Jia CO37CP/iH MarblHACKIH Oip yaKbITTa
Tajjayra MyMKIHIIK Oepei. Bysl eKi ykaKThl MOTIHJII TYCIHY MOJECJbIIH CO3Jep
apachIH/IaFbl CCMaHTHKAJIBIK KaPbIM-KaTbIHACTAP IbI TYCIPY KaO1IeTiH aiTapiibIKTai
JKaKcapTasbl, KOHTEKCTIK HIOAHCTAapiAbl TEPEH TYCIHYAI KaMTaMachl3 €TeJli JKOHE
KUIT co3/li IIbIFapy canachiH xakcapraibl. BERT kemeriMeH MoTiH/II ©HICTCHHEH
KeHiH KeJieci Ka/iaM HOTHIKECIH/Ie BEKTOPIIBIK KOPIHICTEeP/Ii KBICY YIIIiH aBTOKOAEPI
naiaanany oosael. Konep men nermdparopaan TypaTbiH aBTOKoCpIIep OacTankbl
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BEKTOPJIaH KBICBUTFAH OCHHemNeyre KoHe Kepi aybICKaHIa aKmapaTThlH JKOFATybIH
a3afTy MpUHIMIT OOWBIHIIA KYMBIC icTelml. bi3miH »kaFjaina KoATaylibl Ker
emmemai BERT BekTopnapblH ThIFBI3BIPAK BEKTOPIAPFA CHIFBIMAAJBI, COMAH
KeHiH JeKomep onapiabl KalTa KypyFa OpeKeT jkacaabl. Bys mporeaypaHbiH
MaKcaThl MOTIHJCTI C€H MaHBI3/Ibl AKIMapaTThl OOJICKTEY JKOHE CakTay, OChUIAMIIa
KUIT CO3ep/i IIbIFapyaa »OFapbl K TEH camaHbl KAMTAaMachi3 €Ty OOJIbI.
Byst Kbicy JepeKTepliH YIKeH KoJieMiH 0acKapy JKoHe Taijayibl KakcapTyra
KOMEKTECTI, KeHiHIpeK opTypil aKmapaTThl OHJEY KoJJaHOanmapblHIa MaiiianaHy
YIIiH MOTiHHIH €H MaHBI3/Ibl 2JIeMEHTTEPiH aHBIKTa bl (Cyp. 2).

4 N
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! ‘ ! L 1. Key word
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Textofarticle  [— : > — 3. Key word
oo i [—.],j Cousm) J_j 4, Key word
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\ J

Cyp. 2. BERT + Autoencoder ruOpuaTi oiCiHIH apXUTEKTypachl
(Fig. 2. Architecture of the hybrid BERT + Autoencoder method)

biznin 3eprreyimizne aBTokoaepiepmeH Oipikripinren BERT sxome TF-
IDF opmicrepin maiimanaHy KinT ce3AepAi IIbIFapy YIIiH MOTIHMOHIIK ©HJIEYIiH
MaHBI3JIBUTBIFBIH TOJBIK TYCiHYyre MyMKiHAIK Oepai. BEPT OepeTin MaFbiHaHBI €Ki
YKaKTBI TYCIHY €peKIlle MaHbI3/Ibl 0OJ/Ibl. Byl MOTIHHIH PETTUNIriH Tajjayra FaHa
eMecC, COHBIMEH Karap MOTIHJI KaObUIAayasl allTapiblkTail OalbITATBIH KONTEreH
KOHTEKCTIK TOYSIIUTIKTEp i ecKkepyre MyYMKIHIIK Oepeni. by TexHomorusmapast
aKIMaparThl THIMJII KbICATBIH aBTOKOAEPJIEPMEH OipikTipy Oy ocepii KymienTeni,
€H MAaHBI3/Ibl CEMAaHTHKAJBIK aTpuOyTTap/bl €pPeKIIeNeiili KOHe allbIHFaH KiJIT
CO3JIEep/IiH canachlH )KaKcapTaIbl. DKCIIEPUMEHTTIK HOTIKENIEP 9/IiCTEep IiH MYH Al
KeIIeH/I KOJIaHBLUTYbl KUIT CO3Jepi aHbIKTAYy IOIIIITIH apTTBIPBII KaHa KOMMai,
MOTIH/IEP/Ii TEPEHIPEK TayIayFa bIKIAJ eTETIHIH pacTaibl. AKIIapaTThl KbICY YIIiH
ABTOKOJICPJICP/Il Makanany JepeKTep/IiH MaMaaH ThIC XKYKTEIyiH OOoNapIpMayFa
KOMEKTECE/Il KOHEe JIePeKTepAl OHJeyli 0acKapbLIaThIH JKOHE THIMII eremi. by
opOip ce3 OEH OHBIH MaFbIHACHI TaJl/lay HOTIIKECiHE alTapibIKTail ocep eTeTiH
YJIKeH MOTIHJIK KOPITYCIIeH JKYMBIC iCTETeHJIe oTe MaHbI3Ibl. HoTmkecinae Oy
TOCLI KINT CO3MIEPIi aTyIbIH JISJIITIH HKaKCAPTHINT KaHa KOMMali Ibl, COHBIMEH KaTap
KONTereH cajanapia, COHbIH iMIiHAe FRUIBIMH 3epTTeynepae, Oimimai Oackapyna
JKOHE aKMaparThl 13/IeyJIe MaHBI3bl OOJBINT TAOBUIATBIH MOTIH KYPBUIBIMBI MEH
MaFrbIHACHIH TYCiHY/I OalbITaIbI.

Haru:xeliep KdHe 0J1apbl TAJIKbLIAY

3epTTey YIIiH OpTYpIli FBEUIBIMH caiaiapibl KAaMTHTHIH 182 FRUIBIME Makala
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naijgananeUIbl. byn camanmapra Owomorusi, WHpOpMaThKa, (U3NKA, XHUMUS,
TICUXOJIOTHS JKOHE JIMHI'BUCTHKA Kipeai. Op0ip canar Oeinrini 6ip OiniM canacklH
Oinpipeni xxoHe mamameH 20-25 KykaTTel KaMTuabl. CaHaTTapbiH OyJ1 9pTYpIimiri
YKaH-)KAKTBI TaJIay/lbl KAMTaMachl3 eTelli dKoHE SPTYPIi FRUIBIMH TTOHJEPET] KiJIT
ce3lep/li aly SiCTepiHiH THIMAUIITIH Oaranayra MyMKiHIIK Oepeni. Makamanap
opOip FBUIBIMH OAFBITTHI OIpKENKI KOPCETETIHACH eTill TaHIaIbl, OYJI TaHJAIFaH
OICTEpIiH OPTYPIi callanapia KOJNJaHBUIYbl Typajbl *KalbIaHFAaH KOPBITHIH/IBI
KacayFa MYMKIHIIK Oepemi.OKCepuMeHTTepAl Kypridy yumiH O0i3 oprypii
TaKBIPBITITAP MEH JKa3y CTUIIB/IEPiH KAMTUTBIH OPTYPIIi MOTIHIIIK IEPEKTEP KUBIHBIH
KOJJIaHABIK. baramay omicTepiHe KT co3/1i IIbIFapy canachklH Oaramay YIIiH JIIiK
xoHe F1 emmemuepin tanmay kipemi. Exi oficTi e KONIAHBI ajblHFaH TYHiHI
ce3llep BEKTOPIBIK KEHICTIKTET CO3MEp/IiH KIacTepleHYiH JKOHE CalIbICThIPMAaIIbI
opbiHAapbiH Tangay ymwin KMeans sxone PCA onicTepiHiH KeMeriMeH KepHeKi
Typae kepcetinmi. bynm omictep Herisri ce3iepliH CEeMaHTHKAIBIK JKAKbIH]IBIFbI
MEH TaKbBIPBIIIKA KaTHICTBUIBIFBI HETI31HJIE TOMTACTBIPBUITY JKOJBIH Oaralayra
KOMEKTECTI.

3-cypeTTe HYKTeNep apachblHIarbl KaThIHACTHI CEMAaHTHKAJBIK HeMece TYHiHIl
Ce3JIep apachIHIaFbl XKaKbIH/IBIK IOpPEKeCi peTiHe Tycinaipyre 0omaabl. Hykremepi
THIFBI3 TONTACTHIPBUIFAH KIACTEpIIEp JIEPEeKTepleri HaKThIpaK aHBIKTAIFaH
TaKBIPBIITAPABl HEMeCe YFBIMIAP/IbI KopceTyl MyMKiH. OH KaKTaFbl TYC IIKaJIAChI
KIIT ce37AepMeH OaiiaHBICTHl CaIMaKThI HEMece METPHUKaHbI Kepceremi, Oipak
OHBIH TaOWFATHIH KOCHIMIIIA CO3/IEPCi3 aHBIKTAY KHBIH. ByJ1 epeKTep KUBIHBIH IAFbI
KIJIT CO3/Iep/IiH MaHBI3IBUIBIFBI HEMECE JKUIMIT1 00ysl MyMKiH. TYHiHII ce3nepi
knacrepiaey KMeans xone PCA (Principal Component Analysis) osmicrepin
KoJJaHy apkpuibl eki rpadukre Oepinren. BERT ynriciHiH Bu3yamu3amusicel
CO3IIEep/IiH HEFYPIIBIM MOHEpJIl JKOHE capajiaHFaH BEKTOPJBIK KOPiHICIH KepceTe
OTBIPBII, KJIACTEePIIEP/IiH alKbIHBIPAK XKoHE alKBIHBIPAK TapalyblH KepceTemi. by
BERT tybIHABI BEKTOPIIAPHI KIIIT CO3/IEP apAChIHAFbI CEMAHTHUKAJIBIK YKCACTBIKTAP
MEH aWBIPMAIIBIIBIKTAPABI JKAKCHIPAK KOPCETETIHIH KepceTenmi, Oy KaKChl
KJIacTepJiey YIIiH MaHbI3bl. ¥ ceiHbUTFaH Tpaduk TF-IDF xoHe aBTOKOAEpIEpIiH
TipKeCiMiH TaijamaHa OTBIPBIN, KUIT CO3AEpAl KJIacTepiey HOTHKEIEPiH
KepceTei. Onmmemai a3aiTy xoHe KeHinri Buzyanuzauus ymin KMeans sxone PCA
omictepi KonmmaHbuTanpl. HoTwokenep eki enmiemMal KeHICTIKTe KOHIICHTPAIHSIChHI
MEH JIMCTIEPCUSCHIHBIH OPTYPIl Jopexenepi Oap KiacTepliepiiH KalbIITacyblH
KepceTei, OYJ1 ChIHAK JepPEeKTep KUHAFBIHAAFBI TYHIH/II CO3EPIiH CeMaHTHKAIBIK
YKaKBIH/IBIFBIHBIH HETI3T1 TeHACHIUSIIAPBIH KepceTeni. Tyc ImKamacel apoip KijiT
ce30eH 0alIaHbBICTHI KOCBHIMIIIA KOPCETKIMITEP Il KOPCETE aalbl.
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Visuahization of Text Data Clusters using TF-IDF | AE

9

Component 1

Component 2

Cyp. 3. TF-IDF + Autoencoder omici apKpUTBI TYHIH/I CO3AEPII KIIacTepiIey HOTHKEC]
(Fig. 3. Result of keyword clustering using TF-IDF + Autoencoder method)

4-cyperTe TYHIHI co3ep Ti3iMi KoHE OJap/IbIH COWKeC MalbI3napbl Oap MOTIH
HoTIkeci kepcerinreH. by nepekrep TF-IDF oniciH KonmaHsbIm, cunarTaiFalai
aBTOKOJIEPMEH Oipre FhUIBIMH MaKayiajap MOTiHiIHEH ajblHFaH. «KykaTTelH Kepi
Mep3imai xuimiriy gererni Oinmiperin TF-IDF >xuHaKThIH Hemece KOPITYCTBIH
Oeuiri OonbIm TaOBUIATHIH KY)KATTarbl CO3/IH MAaHBI3IABUIBIFBIH Oaranay YIIiH
MaianaHbUIaTPIH CTaTUCTHKAINBIK OJIIeM OOJBIT TaObuIaabl. ABTOKOAEpIEpIi
JepeKTep OJIIeMiH a3ailTy VINiH Maijananyra Oonafipl, Oyl €H MaHbBI3IbI
MOTIMETTEP/Ii aHBIKTayFa KOMEKTECE/I.

Cyp. 4. TF-IDF + Autoencoder omici apKpUTBI TYWIH/I CO3AEPII KIKTEYy HOTHKEC]
(Fig. 4. The result of keyword classification by TF-IDF + Autoencoder method)
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Ocpl Ti3iMre cylieHe OThIpHII, OyJI TYHIH/1 ce3/1ep abIHFaH FHUIBIMA MaKaJIaHBIH
MoTiHi Machine Learning canmaceiHa, aTam aifTKaH/a TePeH OKBITY (TEPEH OKBITY)
YKOHE HEUPOH/IBIK JKeiiep (HEHpOH/IBIK Kelliep) calachlHa )KaTa bl JIen OoJDKayFa
Oomapl. «JlepexTepy», «MaHbBI3IbD), «aydaH», KMALIHHA», KOHJIEY» KIHE «ECETITEY»
ce3/iepi TaJIKbIIayFa AEpPEeKTeplli OHAeyTe )KOHE MAIIMHAIBIK OKBITYIBIH €CernTey
ACTeKTUIEpiHe KATBICTHI TAaKBIPBIITAp OONyBl MYMKIH €KEHIH MOWBIHIANIBI.
«OKy» XoHE «TEpeH» €H JKOFapbl MalbI3abl MeleHy (akTtici Oysl yFeIMAapIbIH
KapacThIPBUIBIN OTBIPFaH MakajiaJga OpTaJbIK eKeHiH KepceTyl MyMKiH. COHbIMEH
Karap, «MallnHa», «OHICY» KOHE «eCeNTey» CHSAKTHI CO3ICpHIiH TCH IMaibI3bl
OJIap/IBbIH 3€PTTENIETIH TAKBIPHINTAFbI OaliIaHBICHIH KOPCETE alla/ibl.

5-cyperTe aBTOKOAEpMeH Oeiiimzenren Burt yiriciH mnaiganany apKbLIbl
CBIHAK JICPEKTEep KUHAFbIHAH allbIHFaH TYHIH/I co3lep/i KiacTepiiey HOTHKeIepi
KepcerinreH. HoTwkenepmi exi enmemzai KEHICTIKTE BHU3yalIH3alHsuiay YIIiH
KMeans xone PCA omictepi kKonmmansuinel. I'paduxre opOip HYKTE KiNT cesre
ColiKec KeJe/li, HYKTeJIepAiH TYCTepi KUIT o3 JKaTaThlH KIACTEeP/Ii KOpCceTe Il JKoHe
onapasiH opHbl PCA KeMeriMeH albIHFaH aJfalllKbl €Ki HeTri3ri KOMITOHEHTTIH
MOHJIEpIMEH aHBIKTATa bl

Visualization of Text Data Clusters using BERT + AE

Component |

=5 0 5 10 15
Component 2

Cyp. 5. BERT+Autoencoder aici apKbLIbl TYHIHAI cO3/1ep/i KiacTepiey HaTHKeC]
(Fig. 5. Result of keyword clustering using BERT+Autoencoder method)
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6-cypeTTe FRUIBIMH MaKalla MOTiHIHEeH bepT yirici MeH aBTOKonmep TipKeciMiH
NaiIanaHbI aJbIHFaH TYHIH/II CO3EpIiH Ti3iMi KOPCETUITeH, MyH 1a 9pOip TYHiHII
cesre Oenriymi Oip maiib13 Oepineni. On eHAenTeH MOTIHAETT opOip KiNT Cce3IiH
yiieciH Kkepcetedi. MallluHAIBIK OKBITY MEH >KACaHJIbl MHTEJUICKTKE KAThICTBI
ce3nep Ti3iMHIH OackiHna. bipinmn operHna 5,78% yiecneH «oKy» Ce3iHiH, o/laH
keiiin 4,33% yrecneH «TepeHy COo3iHiH OONMybI TaJaHAThIH MOTIHAE TePEH OKBITY
TaKbIPBIOBbIHA epeKIlle KOH1I OemHreHiH kepcereni. Kemeci «okemi», «Iepexrep»
KOHE «HEHPOHBIK» TEPMHUHICPI HEWPOHJBIK JKENijep MEH JepeKTepre Haszap
ayapy apKbUTbl MYHBI KOJai16l. MaKaIaHbIH MA3MYHBIHIA «MAHBI3IB), «ayIaH,
«MAINHAY, «OHJCY» KOHE «ecenTey» TYHWIHII coe3/epi /e MaHbI3Ibl POl aTKapa
aajel, OipaK HEeTi3ri TAKBIPHITITIICH CATBICTHIPFaH/Ia a3bIpaK KOChIMIIIA aCTIEKTLIePIi
HEMECEe CUMATTaAP/Ibl KOPCETE/].

processing:

Cyp. 6. BERT+ABTOKOIED 97iCi apKBUIBI JKIKTEY HOTHKEC]
(Fig.6. Classification result using BERT+Autoencoder method)

3eprrey HoTHRenepi AprokoaepmeH Oipikripinren BERT anicikint cesaimsirapy
TarceipMacekiHaa ABTokonepMer Oipiktipinren TF-IDF omiciMeH canmsicTBIpFaHa
JKAKChl HOTIKeNep KepcereTiHiH kepceredi. byn BERT+Autoencoder omiciHiH
TaOUFW TUIII TEPEHIpeK TYCiHy MYMKIiHIIriH kepcereni. On coHmaii-ak Kypmeni
MOTIHIIK JIEPEKTepre >Kakchipak OeiiMuenesai. MoaenbaepaiH OKBITY TapuXbl
OKBITY J)K9HE TECTJICY Ke31HAET1 KaTeNiKTepAiH e3repyiH KopceTeTiH rpaduKTepMeH
VCHIHBUIFAaH. YIITUTIK CIOJKETTEP OKBITY YKOHE TECTUICY Ke3CHIEPIHACTI KaTeIiKTIH
0apIbIK 0yipiep/e TYPaKThl )KOHE TYPaKThl TYple TOMEHIETeHIH KopceTeni. by
BERT MoneniHiH ®KOFaphl Kanmbliay KaOieTiH KepceTeli, O aKmaparThl apThIK
OpHATYIBIH aliKbIH OeNTijiepiHci3 ceHiM/I Typlie MeHrepyre Kabinerti. Kepiciniue,
TF-IDF ynrici Typansl fepeKkTep YChIHBUIMA/IbI, OipaK MalldHAIBIK OKBITYIaFbl
JKaNIbl TeHJeHIMsapra cyiiene oteipbin, TF-IDF nepexrtepmin Oenrimi 6ip
TYpPJIEpiHAE JKaKChI )KYMBIC icTel ananpl, Oipak kemenae BERT yaricinen temen
00JTyBI MYMKIH Aen OoiDKayFa 00J1abl. TAOMFH TII1 OHACY TarlChIpMaIaphbl.
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7-cyper TF-IDF >xoHe aBTOKOmEpNep/iH TipKeCiMiH MaljaiaHa OTBIPHII,
FBUTBIME MaKaJlaJapaH TYWIH/I1 CO3IeP/i aTyIbIH €Ki TYPJTi OiCiHIH CaTBICTHIPMATIBI
HOTHXeJepiH KepceTeTiH rpaduk. [ paduk exi »KoJabl KopceTei: «OKy KaTeci» XKoHe
«OKY KaTeCiH TeKCepy», MYHJIa X OC1 JIepeKTep >KHUHAFBI apKBUTBI OKY aJITOPUTMIiHIH
KaliTallaHy HEMece OTy CaHbIH KOPCETETIH «Idyipiep» aen oOenrineneni. ['paduk
HaKThl Ke3CHJIEP/IE OJIICHTEH JKOHE JKa3bUIFaH KATTHIFYy KATECiH JKOHE TeKcepy
KareciH kepcereni. Kecrere cyiieHcek, )KaTThIFy Kareci OacTamksl Ke3eHJe KYpT
TOMEHACHAl, OyJ1 MOJeNnb OKY AEpPEKTEpiHEH MaKCaTThl KUIT Ce3epl LIbIFapyaa
JKBUTIAM KaKcapaThIHBIH KepceTei. JlereHMeH, Bamuaamus Kareci OyKia mpoiecc
OapbIChIHA CANBICTBIPMAJIbl TYPIE TYPAaKThl OOJBIN Kajaabl, OYJI MIaManaH ThIC
OpHAaTyIbl HEeMece MOJIETIB/IIH KaHa, OeNTici3 AepeKTepe OHIMAITIKTI KaKkcapTyFa
KaOlIeTCi3miriH KepceTyl MyMKiH. byt eki kareHi e OaKbliayAblH MaHbI3IbLIbIFbIH
KepceTei, oTKeHI TeCTiIey KaTeiriH JKaKCapTyChl3 OKbITY KaTeJiriH alTapJIbIKTan
JKaKCcapTy OHBIH JKaIIBIIAHYBIH JKaKcapTy JKOHE TECTiIey VINiH 0acka IepeKTep
KHUBIHBIH PETTey Hemece aly YUIIH YAriHI HakKThUIdy KaKeTTIIriH KepceTyi
myMmKiH. CoHpaii-aK, rpaduK Kare MOHJEpl Typalibl akmapar OepMenTiHIH ecKepy
MaHBI3ABI, OUTKEHI Y 0Cl «CaHIBIK KaTe» JEN OeITICHTeH KoHe a0COMIOTTI Kare
MOHJIEpiH KepceTeTiH KockiMmmia Oenrinepciz 0-gen 0,2-re neiiHri mikamara we,
OyJ1 1o TyciHAipyai Ouaipesni. KaTeaep MeH OHIMIUTIK 9iCTEPi KOCHIMITIA MOTIH I
HeMece JIePeKTepAl KaKeT eTel.

Trainang and Validation Loss
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Cyp. 7. Karteiry ke3inze kare nuHamukacei kepcereTin TF-IDF + ABToKOnIep YIIiH KaTThIFY
JKOHE Banuuanus rpaduri
(Fig.7. Training and validation graph for TF-IDF + Autoencoder showing the error dynamics during
training)
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I'pacuxre TiKk ock (Y) «kaTamu3aTop Maccach) A€ OCNTiJICHE ] JKOHE HKOFapFhI
con kak Oypermrarsl «lel3» mpedukci apKpUIBI KOPIHETIH Tepic JOTapupMIiK
IKaiaga KepCeTUITeH KaTe MOHIH Ourmiperni, OyJl KaTeHiH TapalyblH KepHEKi
eTelli, ocipece MOHAEP/AIH YJIKEeH JUara3oHbIHAa. Eki KUCHIK Oipnel mimmiHre ue,
OYJ1 JKaTTHIFY KaTelliri MeH TeCTijiey KaTelliTiHiH KaTThIFy MPOoIeci Ke3iHAe THIFbI3
OaifmaHpICTa TOMEHJICHTIHIH Kepceredi. byl Mojens OKy JepeKkTepiH KaKChl
MEHTrepin KaHa KoiMaii, COHBIMEH KaTap allbIHFaH O1TiM/Ii OKY )KHBIHBIHA KIDMEHUTIH
JIEpEKTepre aleKBaTThl TYP/E JKAMBIIANTBIHBIHBIH OH Oemrici. Byl KMChIKTapIbiH
TPaCKTOPHSIIAPBIHBIH YKCACTBIFBI MOJICNBII OKBITY YICPICIHIH TYpaKThl OOJIFAHbBIH
JKOHE apTHIK COMKECTIK OOJIMaraHbIH KOPCETYi MYMKiH, OYJI TepeH OKBITyHa KHi
Ke3JIeCeTiH Macese, MYH/Ia MOJIENIb OKY JIePEKTePiHAe KAKCHI, OipaK OYPBIH-COHIBI
OonMaraH JepeKTep/ie Halap KYMBIC iCTEHII.
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Cyp. 8. BERT + Autoencoder yIIiH kaTTbIFy Tpaguri ’KaTThIFy OapbICBIH/IA YT CallaChIHBIH
JKaKcapybIH KopceTei
(Fig.8. Training graph for BERT + Autoencoder showing the improvement in model quality as
training progresses)

Exi omicTeH fe KiAT ce3ai WbIFapy HOTHXKENEpi eKi yiri ae Oipaeit TepMunaepi
MarblHAJbl JIeTl aHBIKTAWTBIHBIH KepceTeni. JlereHMeH, ce3 CeMaHTHKAChIH
TepeHipek Tyciny apkpuibl BERT HerypibIM HIOQHCTBI )KOHE KOHTEKCTIK TYPFbIAAH
CcoliKeC KINT ce3Aeplli aHbIKTail anaabl, Oy OHBI KYpAeli FBUIBIMH MOTiHACpACH
KUIT ce3lepAl WIbIFapy TancelpMaiapbiHa Konainel eremi. BERT wmotingepni
Tajnay KaOineTiMeH Kakchl OenTiii, OyJ1 OHBI KUIT CO3AEpi IbIFapyaa oTe THIMII
ereni. Opbip cesni xeke KapacTelparbiH TF-IDF-ten aiipipmambuieirsl, BERT
Ce3JIep apachIHAAFbl €Ki )KaKThl KaTbIHACTAP/IBI €CKEPEeal, Oy OnapablH MOTiHAET1
MaFrbIHACBIH JIQJIIPeK TYCIHyre MYMKIHZIK Oepeni. Byn FpUIBIMH Makaiamapasl
Tajnay Ke3iHae eTe MaHbI3/Ibl, MyHAa Oip TepMUHAEP SPTYPJi Kareropusuiapaa
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opTYpIi MaFbIHara ue 0onlybl MyMKiH. KOpBITHIHIBIIAN Keie, Tanjay HerisiHje,
FBUTBIMH MOTIHJIEPICH TYHIHIII CO3AEPl MIbIFAPy TalChIPMACHIHIA aBTOKOJICPMEH
BERT ogici aBrokogepmer TF-IDF-Ten acwin Tyceni AereH KOPBITHIHIBI JKacayFa
6omaner. BERT >xakchl kimactepieyi )koHe KT co3Iep/i MIBIFapyIbl KaMTaMachl3
eTiN KaHa KOMMAal/bl, COHBIMEH KaTap OKBITY JKOHE TECTijey Ke3iHae KaTrenepliH
TYpaKThl TOMEH/IeyiH kepceTei. KyITi ce3aepi YChIHY jKoHE TEPEeH CeMaH THKAIBIK
tanaay Mym™mkiaaikrepi 6ap BERT kypaeni FeuIsIMu MaTepuaiiapasl OHIALY YIIH
TaHJay/Ibl TaHAay OOJBIN TaOBUIAJBI, MYHJIA OpOip TEPMHUHHIH HAKThl MaFbIHACHI
MaHBI3/IbI.

KopbIThIHABI

Byn makana FbUIBIMM MOTIHAEPJCH KIUIT CO3ACpAl ajly YIIiH MalluHAIbIK
OKBITYaFbl €Ki 3aMaHayd THOPHATI TOCULACPHIH MYKHUST CalbICTBIPMAJbI
tangayelH yceiHamel: BERT (Tpancdhopmaropmapman eki OaFbITTBI KOATAYTIIBI
exinuikrepi) aBrokonepMmen xoHe TF-IDF (Tepmuik >kuinmik-kepi KyKaT KHIJIri)
KOMOMHAIUACHIH/IA. aBTOKoepMeH. JKYpri3iireH 3eprreynep Heri3iHae MbIHaman
KOPBITBIH/IBI JKacayFra 0oaibl.

bipiamrinen, wotmxkenmep BERT+Autoencoder kint ce3mi  mibiFapy
tarnceipmacekiga TF-IDF+Autoencoder kaparanma >XKakKChIpak OpPBIHIANTHIHBIH
kepceteni. byn BERT ynricinig TaOufu Tinai xakchl TYCIHY >KOHE Kypueli
MOTIHIIIK JIEPEKTepre JKaKCchIpak Oeiimmeny kabimerin kepceremi. BERT-TiH eki
JKAKThl MOTIHJII OHJCYl MOJIEIbIe CO3Jep apachIHJAFbl KapbIM-KAThIHACTAP/IbI
ecKepyre MYMKIHJIIK Oepei, OyJT alnbIHFaH KT CO3IEPIiH JSJIr MEH 03€KTLIIrH
alTapibIKTal JKakcapTabl.

Exinminen, rpaguxrep apkpuibl OepinreH yiarinepai okpiTy Tapuxsl, BERT
MOJIeTi YIIiH OKBITY JKoHE ChIHAY (ha3alaphIHIAFEl KAaTeTiK OapibIK Aoyipiiepiae
TYpaKThl TYp/E a3aliFaHbIH KepCeTeidl, OyJI OHBIH JKOFaphl *KaJlblUidy KaOiIeTiH
mamasaH Thic opHary Oenrinepinci3 kepcereni. TF-IDF ynrici sxarnaiisiaaa ykcac
TEHICHIIMS aHBIKTAIMAJIbI, OYJI OHBIH KYPJIEIl MOTIHIEPII OHACYAeTT THIMAUTITIHIH
TOMEH/ITH KOPCeTyl MyMKiH.

Ymriumigen, KMeans xxone PCA omictepid KommaHy apKbUTI TYHIHITI CO3Aepi
KJIacTepJiey HoTmkKelepiH Busyanusanusuiay BERT MopneniHiH apThIKIIBUTBIFBIH
pactansl. BERT xemerimMeH anplHFaH CO3IEPHiH BEKTOPJBIK OciHemepi TyHiHml
ce3liep apachiHJaFrbl CEMAHTHUKAJIBIK YKCACTBIKTAp MEH albIpMallbLIBIKTAP/Ibl
JKAKChIpaK KepceTenmi, OyJI JoNipeKk KiacTepieyldi >KOHE MOTIHII TepeHIeTyi
xkeHUTnereni. Ocplnaiiima, FRUIBIME MOTIHAEPACH TYHIHAI co3mepai aly MiHACTI
Ooitbiama asrokogepmer BERT anici aBrokonepmen TF-IDF onicinen sxorapbipax
JIETeH KOPBITBIHIBI kacayra Oonambl. BERT »kakcel kimactepreydi XoHe KiT
ce3liep/li MIbIFapy/Ibl KAMTaMachl3 €Tl KaHa KOWMaJbl, COHBIMEH Karap OKBITY
JKOHE TeCTiJiey Ke3iHIe KaTeleplliH TYpPaKThl TeMeHAeyiH kepceremi. Kymri
Ce3JIep/li YChIHY JKOHE TEPEH CEMaHTHKAIBIK Tanjgay MyMKiagikrepi 6ap BERT
KYPJIeJi FBUIBIMU MaTepHUasIap/ibl OHJICY YIIiH TaH1ayJIbl TAH 1y OOJIBIN TaObLIAIbI,
MyH/1a 9p0ip TEpMUHHIH HaKThl MaFrbIHACHl MaHBI3/IBI.
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Kazakh language. This article presents a comprehensive analysis and formalization
of the process of conducting pre-election debates the example of the Republic
of Kazakhstan, based on official rules and conditions. The study highlights the
interdisciplinary nature of political discourse analysis on social media, integrating
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debates, making it a valuable tool for optimizing political strategies and improving
the effectiveness of election campaigns in the future.
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AnHoramusa. Kazak TUIIHZET! QJICyMETTIK JKENJIeperi casCu JUCKYPCThI
TalaylblH  O3BIK OJiCTeMesiepiH  a3ipieyre OarbITTaliFaH Oyl 3epTTey
AP19679847 «Kazak casicu JNUCKYpPCBIH Tajjiay oSJICTEMECiH jacay» Ko0achl
OOMBIHINIA KapKbUTAH BIPBUTFAH. byJl Makanaga pecMu epexerep MEH Iaprrapra
cyiiene oteipbin, Kaszakcran PecmyOnukachlHBIH MbICANIBIHAA — Caiiayaiabl
mikipcalbIcTapAbl OTKI3y YHEpiCiH JKaH-KaKThl Tajjay koHe Qopmanaay
YCBIHBUIFaH. 3epTTey CasiCh KoHE dJIEyMETTIiK FhUIBIMIAp, COHal-aK HH(OpMaTHKa
cayanapblHIarbl OimimMIepai OipiKTipe OTBIPHIN, JJIEYMETTIK JKeJijepleri cascu
JMCKYPCTBI TaJIay/IblH ITOHAPAIIBIK CUTIATBIH KOPCETEI.

[Mikipranac Typansl OimiMal KypeutbiMzay yuriH Protégé sxone RDF sxyitecin
KOJIJJaHa OTBIPBIN, Ccaijayaliibl IiKIPTAIaCTap/bIH OHTOJOTHSIIBIK MOJICIIiH
Kypyra Oaca Hazap aymapbUiajbsl. byn Herisri cyOwbekTiiepai, onapiblH e3apa
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OaiimaHbICTapBIH aHBIKTayFa JKOHE caiylay TaKbIpbIITapbl OOWBIHIIA KOHII-KYH-
I Tajmay KypaigapblH jkacayFa Heri3 Kypyra MYMKIHIIK Oepxai. Mozens mikip-
TajacTapabl YHBIMAACTBIPYFa JKOHE ©TKi3yre OaillaHBICTBI HETI3ri cypakTapra
xayarn o6epyre OarbITTaiaFaH, OyJ1 OHBI CasicH CTpaTerusIapAbl OHTANIAHIBIPY KOHE
Oomamakra caiiay HayKaHJAapbIHBIH THIMJILUTITIH apTThIpy YIIIH KYHIBI Kypai
ere.
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AHHOTamus. DTO wHccienoBaHue, (UHAHCUPYEMOE B paMKax MPOCKTa
AP19679847 «Pa3paboTkaMeTOI0B aHATM3aKa3aXCKOTO IIOJIUTHIECKOTO TUCKYPCay,
¢dokycupyercs Ha pa3pabOTKe MEPEIOBBIX METOAMK aHaIN3a MOJIUTHYECKOTO
JHMCKypca B COLMAJIbHBIX CETSAX Ha Ka3aXCKOM sI13bIKe. B maHHoOM cTarhe npeacrasieH
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Oco0oe BHHMMaHUE yIeIsIeTCs CO3/IaHHI0  OHTOJIOTUYECKOH  MOJIeNH
MPEeIBLIOOPHBIX N1e0aTOB C HCIHOJb30BaHWEM cucteMbl Protégé m RDF  ams
CTPYKTYPHPOBaHUsI 3HaHWH O jgedarax. DTO TO3BOJMIO BBISBHTH KITFOUYEBHIE
CYOBEKTBI, UX B3aUMOCBS3M W CO3/IaTh OCHOBY Ui pa3pabOTKH HHCTPYMEHTOB
aHaJIM3a HACTPOCHMU TI0 TeMaM BhIOOpOB. Mojenb (pokycupyeTcsi Ha OTBETaxX Ha
KITFOUEBBIE BOTIPOCHI, CBS3aHHBIE C OpraHHW3alleldl W MpOBEeIeHUEM 1e0aToB, YTO
JIeNIaeT €€ [IEHHBIM WHCTPYMEHTOM TSI OIITUMHU3AINHY TIOJTUTUYSCKUX CTPATEeruid U
MOBBIIICHHUS P PEKTUBHOCTH U30MPATEITHFHBIX KAMITAHUH B OyTyIem.

KaroueBble ci10Ba: TONMTUYECKUH JUCKYpC, TPENBBIOOPHBIE e0aThl,
OHTOJIOTHYECKAsT MOJAEIb, CEHTUMEHT aHAIU3.

1. Introduction

The analysis of political discourse in social networks is interdisciplinary in
nature, attracting the attention of both political and social sciences and computer
science.

Pre-election debate is a format for public discussion and presentation of political
candidates before an election. They are held to provide voters with the opportunity
to familiarize themselves with the positions and arguments of the candidates, as
well as compare their knowledge, experience and leadership potential.

Article (Budzynska-Daca, 2024) focuses on the analysis of specific aspects
associated with two types of debates: competitive and pre-election, which are
distinguished by the participation of political leaders. The basic principles of the
genre are described and compared in the context of these two formats. There are
different approaches to debate structure: a “natural order” for competitive debates
and a “negotiated order” for pre-electoral debates. The Commission on Presidential
Debates (CPD) in the United States has established several key criteria for debate
participation, including requiring candidates to have the support of at least 15% of
the national electorate, as measured by five national opinion polls. These criteria
were developed to ensure objectivity and impartiality, giving candidates an equal
opportunity to participate in the debate. The Commission is committed to ensuring
that the debates promote voter education by providing an opportunity for voters to
become familiar with the leading candidates and their positions (The Commission
on Presidential Debates: An Overview, 2024).

In the UK, debates between party leaders were first televised during the 2010
general election. Since then, they have been carried out in subsequent campaigns.
However, despite their popularity among voters, especially young people, there
are no formal rules or legal requirements for their implementation. There were
discussions about creating an independent body that would ensure the conduct of
televised debates, but the government maintains the view that the organization of
debates should remain within the competence of political parties and broadcasters
(General election television debates, 2024).

The article (Haselmayer, 2017) presents a systematic review of more than 60
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studies devoted to the automatic analysis of sentiments, opinions and positions
expressed in parliamentary and legislative debates.

In addition, there are various interesting studies of election debates such as
opinion formation, which includes voter demographics and socio-economic factors
such as age, gender, ethnicity, education level, income and other measurable factors
such as behavior in previous elections (Diiring, et al, 2021), topic identification,
opinion analysis and emotion analysis (Belcastro, et al., 2022; Abercrombie, et al,
2020).

Research work (Chaudhry, et al., 2021) analyzes sentiments on Twitter to
determine public attitudes be-fore, during and after the 2020 US elections,
comparing these sentiments with actual election results. The results show that
election outcomes were generally consistent with sentiment expressed on social
media, demonstrating the potential of sentiment analysis in predicting election
outcomes. The study highlights the sentiment classifier's accuracy at 94.58% and
precision at 93.19%.

In (Ostapenko, et al., 2012), a model for optimizing strategies for any number
of political parties (companies) in election (advertising) campaigns is proposed.

In (Bekmanova, et al., 2023; Bekmanova, et al., 2023; Sairanbekova, et al.,
2024) presented methods for analyzing political discourse in social networks in the
Kazakh language in order to identify official and unofficial information sources of
political discourse.

This paper studies and formalizes the rules for conducting pre-election debates
in Kazakhstan according to the rules.

Pre-election debates in the Republic of Kazakhstan are regulated by “Law On
Elections in the Republic of Kazakhstan” (Law On Elections in the Republic of
Kazakhstan, 2024) and “Rules and Conditions for Campaign Debates” (Rules and
Conditions for Campaign Debates, 2024). In the field of organizing pre-election
debates, research focuses on developing objective criteria for selecting candidates
and formalizing the rules for conducting debates.

2. Formalization of the rules for conducting pre-election debates

To formalize and build an ontological model of election debates in accordance
with the rules and conditions for conducting election debates in the Republic of
Kazakhstan, the following aspects are taken into account:

General Terms

— Reviews the basic principles and objectives of pre-election debates as defined
in the rules.

— Requirements for debate participants, including candidates and political
parties, are analyzed.

Conditions

— The criteria and conditions for holding debates, such as format, time, and
location, have been studied.

— The rules for choosing and the responsibilities of a debate leader have been
studied.
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Procedure

— Describes the debate process, including candidate speeches, questions from
the moderator, and opportunities for debate between candidates.

— Mechanisms for monitoring the time of speeches and compliance with
regulations were analyzed.

Ethical Standards and Language of Debate

— Theneed to maintain ethical standards of discussion, including the prohibition
of insults and the spread of false information.

— The use of languages (Kazakh and Russian) in debates and their impact on
the availability of information for voters were taken into account.

Modeling the rules of pre-election debates in Kazakhstan will help create a
structured and meaningful study that will not only reflect the key points of the rules
of debates, but also provide a mathematical view of the process and its impact on
the pre-election campaign.

3. Ontological model of holding pre-election debates

Organization of knowledge related to the holding of pre-election debates in the
form of an ontology allows for later analysis of existing knowledge to obtain useful
information for the purpose of correctly defining political strategies (Guedea-
Noriega, et al, 2022). This ontology provides the necessary answers by extracting
the following elements of knowledge: debate participants, rules for conducting
them, time frames and evaluation criteria.

The ontology was created by the Protégé system, which is conceptualized as a
necessary tool for our knowledge-based system and aims to answer key questions
related to the conduct of pre-election debates that often arise during election
campaigns. Below are sample questions:

1. Who has the right to participate in pre-election debates organized by the
Central Election Commission of the Republic of Kazakhstan (hereinafter referred
to as the Central Election Commission)?

2. Who can participate in the pre-election debates that the relevant territorial
election commissions have the right to hold?

3. How many days does the Central Election Committee determine the format
of debates?

4. How will information about the date, time and place of the debate be notified?

s. How many days does the Territorial election commission determine the format
of debates?

6. To whom does the Territorial election commission inform about the holding
of debates?

7. What should TV channels consider when giving airtime?

s. How is air time determined for candidates' speeches?

o. Who approves the list of participants during the debate?

10. Who determines the premises for holding debates?

Based on such questions, we defined the concepts of the ontology, shown in
(Figure 1).
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Figure 1. Concepts of the ontology “Holding pre-election debates”

Construction of an ontology in the RDF language based on the text that describes
the rules and conditions for conducting election debates requires the definition of
classes, properties and instances corresponding to the described entities and their
relation-ships.

This ontology contains 8 main concepts: debate, candidates, organizers,
nominators, speech, television channels, framework of ethical standards and
airtime. There are other related concepts to cover the proposed terms and conditions
for conducting pre-election debates. These key concepts directly affect the research
questions and are defined as follows:

Debate: this class determines the date, time, place, and format of the debate. It
applies to political parties and candidates, as well as other people participating in
the debate.

Candidates: this class refers to an individual or party member who is elected to
public office.

Organizers: this class defines debate organizers and their main functions.

Nominators: this is a superclass that contains two subclasses, namely Person
and Political Party, for the purpose of determining the nomination of candidates.

Speech: this class is used to determine the relationship between Candidates and
Debate classes, that is, to determine the time and turn of candidates to speak in the
debate.

TV Channels: this class defines the tracking of airtime.

Framework of ethical standards: this class defines a set of ethical norms that
should be observed during the debate.

Airtime: this class shows the airtime allotted to the candidates.

Below is an example that demonstrates the initial structure of such an ontology
in RDF. This example includes base classes for candidates, political parties,
election debates, and laws governing these debates. Figure 2 shows the classes and
the relationships between them.
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Figure 2. Classes and their relationships in the ontology “Holding pre-election debates”.

Ontology allows us to establish hidden, implicitly specified dependencies
between entities. Figure 3 shows an example of a semantic search for a candidate
who will be able to participate in the debate of presidential candidates.

DL query-
iserted +  Query (class expression)

Kangugatrap and (kateicagsl value Mpe3nnerTTikke _KaHOMOaTTap_apacsiHOarsl_nikipcaiikic)

Execute | Add to ontology

Query results

Equivalert classes (0 of 0)

Superclasses (3 of 3)
@ owl:Thing
e Kangmparrap
) Calinay_anabiHaarsl_nikipcaibicTapabl_eTizy

Direct superclasses (1 of 1)

© Kanpuparap

Instances (1 of 1)

@ Hypnan_syectaes

Figure 3. Example of semantic search for a candidate

The ontology is available also as a web ontology and has performed favorable
evaluations across all aspects including its consistency, usability, structure, and
functionality.
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Such a model can take into account many factors, including the number of
participants, the length of speeches, the criteria for selecting participants, and how
these aspects can influence the outcome of the debate and the audience's perception
of it.

Future work and Conclusion

The article presents comprehensive work on formalizing and modeling the
process of conducting election debates using the example of the Republic of
Kazakhstan, based on official rules and conditions. By creating an ontology
model, the researchers were able to structure and systematize knowledge about the
debate, providing an in-depth analysis of the process and its key aspects, including
participants, rules of conduct, time frames and evaluation criteria.

The development of ontology in RDF has made it possible not only to accurately
identify the entities and their relationships associated with the election debates, but
can also be used to develop a tool for analyzing voter sentiment after the election
debates to assess the impact of the debates on public opinion. Such analysis helps
to understand how voters' perceptions of candidates are changing, which moments
of the debate caused the greatest resonance, and how this may affect the outcome
of the election.

As part of the project AP19679847 Development of methods for the analysis of
the Kazakh political discourse, the influence of speeches on voters will be further
studied and sentiment will be determined.

Based on an analysis of current debate practices in different countries and
research in the field of sentiment analysis and political discourse on social networks,
the article highlights the significance and potential of using information technology
to improve the efficiency and objectivity of election debates.

The ontological model offers a universal approach to analyzing and organizing
debates that can be adapted to different political systems and cultures.

In conclusion, this study makes a significant contribution to the development
of methodology in the study of election debates, providing a valuable tool for
researchers, debate organizers, and political strategists. It opens new perspectives
for further research in the field of political communication and election campaigns.
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Abstract. The article comprehensively examines the problems of detecting
and analyzing destructive messages on the Internet. The authors present effective
algorithms for automatic collection and labeling of text data with aggressive
content. This integrated approach focuses on balanced training of models through
collecting, processing and constructing target datasets. The study proved that the
proposed algorithms achieved high accuracy in F-measure and are effective in
solving the imbalance of the target class.

Destructive messages are divided into five main classes: bullying, racism, Nazism,
violent extremism. The study clearly emphasizes the importance of collecting this
content from various social networks (YouTube, VKontakte, Telegram). The need
for timely detection is emphasized in order to reduce the negative impact of such
information on society and national security. The authors note that the Internet has
become a tool for extremist and terrorist groups to spread ideology and organize
dangerous activities, and analyze ways to combat such content.

The article focuses on the importance of understanding and studying the
dynamics of the spread of aggressive information. The relevance of creating a
corpus for analyzing data obtained from open sources in the Kazakh language is
substantiated. Social networks and data collection are recommended as an effective
step towards strengthening security measures, improving the fight against extremism
and protecting the information space. The authors emphasize the importance of
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using modern data processing methods to effectively detect aggressive information
on the global network. This study presents effective tools aimed at preventing the
spread of aggressive content, strengthening national security and protecting the
information space. The results of the study are considered important for improving
analytical and security measures.

Keywords: destructive messages, bullying, racism, violent extremism, nazism,
Logistic Regression, SVM, Naive Bayes, Uni-bi-gram;
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AnHoTanus. Maxanana HHTEpHET KeJiCiHAeT] JeCTPYyKTHBTI XabapiraManapabl
AHBIKTAY OHE OJIap bl TANAAY Macesesepi )kaH-KaKThl KapacThIPbUIabl. ABTOpIAp
arpeccuBTI Ma3MyHJAAFbl MOTIHIOIK JEPEeKTepAl aBTOMATTAHJABIPBUIFAH TYpIe
KUHAY KOHE TaHOallay YIIiH THIMJI aJlTOPUTMIEp YChIHAIbL. by Kemeni Tocin
JepEeKTepli )KUHAY, OHJCY JKOHE MAKCaTThl JCPEKTEp >KUBIHTBHIFBIH KYPY apKbLIbI
MOJISNBIEPIi TEHTepiMIi TYpJe OKBITyFa OaFbITTalFaH. 3epTTey OapbIChIHIA
YCBIHBUTFaH aJTOPUTMIEPIiH F-e1mmemM OOHbIHIIIA JKOFaphI TANJTIKKE KOJI KETKi3reHi
YKOHE MaKCaTThl KJIacC TeHIePIMCI3IITIH MIeTTyIe THIMIUTIT] TOJIeI/ICHTeH.

HecTpykTuBTi Xabapiamanmap Oec Heri3ri Kiacka OeIiHINl TalJaHabl:
OyNJIMHI, pacu3M, HalU3M, 30DPJBIK-30MOBUIBIK 3KCTpeMu3Mi. byn MazmyHabl
oprypmi oneymertik skeminepnaeH (YouTube, BKonrakre, Telegram) >xuHaymbig
MaHBI3IBUTBIFBI 3EPTTEY/IC HAKTHI aTall KepceTinren. MyHaal akmapaTTblH KOFaMFa
JKOHE YIITTHIK KayilCi3[iKKe THUTI3eTiH Kepl ocepiH a3alTy YIIiH YyaKbITHLIbI
AHBIKTAY KXKETTLIIr 0aca alThUIalbl. ABTOpIAp MHTEPHETTIH IKCTPEMHUCTIK JKOHE
TEPPOPHUCTIK TONTApP YIIiH UICOIOTHS Tapary, KayilnTi opeKeTTep i YHBIMIaCThIPY
KypajblHa aiHaJFaHbIH aTam eTill, MyHJIall Ma3MyHMEH Kypecy >KOJIapblH
TanIanabl.

Makasaza arpeccuBTi aKnapaTThIH Tapaly IMHAMUKACBHIH TYCIHYAiH KOHE OHBI
3epTTEYAiH MaHbI3IBUIBIFBIHA epeKIle Ha3ap ayaapbliansl. Kaszax TimiHge ambik
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KO3JIep/ICH aJbIHFaH JEPEKTEep/l TajlayFa apHaJIFaH KOPIYC KYpPYIbIH ©3EKTLIIri
HeTi3JeNTeH. OJICyMEeTTIK JKeJIiIep MEH MAJIIMETTEp KHUHAY Kayilci3aiK mapaaapbiH
KYIIEHUTYTe, IKCTPEMHU3MTE KApChI KYPECTI KETUTAIPYTe KOHE aKMapaTThIK KeHICTIKTI
KOpFayFa OarbpITTaFaH THIMAI KaJaM PEeTiH/Ie YChIHBUIAAbI. ABTOpIap *kahaHmbIK
JKEJiJIeTi arpeccWBTi aKmapaTThl THIMJI aHBIKTAy YIIiH JEPEKTepAl OHJIEYIiH
3aMaHayM TOCUIIEpIH KOJNIAHYIBIH MaHBI3IBUIBIFBIH aram eTedi. bynm seprrey
arpecCcUBTI Ma3MYHHBIH TapaTyblH aJJIbIH TyFa, YITTHIK KayiIlCi3iKTi HBIFAUTYyFa
YKOHE aKIMapaTThIK KEHICTIKTI KOpFayFa OaFbITTaIFaH THIM/II KYpaJaapabl YCHIHAIBL.
3epTTeyaiH HOTHXKeNIepi aHAJTUTHUKAIBIK JKOHE KayilCi3IiK MapajapblH SKeTUIAIpY
YIIH MaHBI3IbI T TAaHBUIA/IBL.

Tyiiin ce3aep: necTpyTuBTi Xabapnamanap, OyJUIMHI, pacu3M, 30pJIbIK-
30MOBUIBIK 3KCTpeMu3Mi, Ham3Mm, Logistic Regression, SVM, Naive Bayes, Uni-
bi-gram.
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AHHOTanus. B craTbe KOMIIJIEKCHO pacCcMaTpUBAIOTCsl MPOOJIEMbI BBISIBICHHUS
W aHaJu3a AeCTPYKTUBHBIX COOOIICHUH B CETH MHTEPHET. ABTOPHI MIPEACTABIISIOT
3¢ PEeKTUBHBIC AJTOPUTMbI aBTOMAaTHYECKOTO cOOpa M MAapKHPOBKH TEKCTOBBIX
JaHHBIX ~ arpeCCHBHOIO  COIEPXKaHMs. OTOT  HMHTETPUPOBAHHBIM  MOAXO.
¢dokycupyercs Ha cOaTaHCUPOBAHHOM OOy4YEHHH MOJENeH MmocpeacTBoM coopa,
00paboTKM W TIOCTPOCHHMs LIeJeBBbIX HAOOpOB HaHHBIX. B xone mccrnenoBaHus
OBUIO JOKA3aHO, YTO MPEAIOKEHHBIC aJITOPUTMBI JJOCTUIIIN BHICOKOH TOUHOCTH T10
F-mepe n ahexTrBHbI pu perreHnn qucOanaHca LHeJIeBoro Kiacca.

JleCTpyKTHBHBIC  TOCJIAHHMS  JENATCS. Ha [T OCHOBHBIX  KJIACCOB!
W37eBaTeIbCTBA, PACH3M, HAIIM3M, HACUJILCTBEHHBIHN 3KCcTpeMu3M. B uccienoBannn
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YEeTKO TMOTYEPKHBACTCS BAXKHOCTH cOOpa 93TOr0 KOHTCHTA W3  Pa3IMYHBIX
commanpHbix cetet (YouTube, BKontakrte, Telegram). IloguepkuBaercs
HEOOXOMMOCTh CBOCBPEMEHHOTO OOHAPYIKEHHSI C IIENBIO CHIKCHUST HETaTUBHOTO
BO3/IeHCTBUS Takol MH(pOPMAITUK Ha OOIIECTBO M HAIIMOHATIBHYIO OE30MAaCHOCTS.
ABTOpBI OTMEUAIOT, YTO HWHTEPHET CTAl HWHCTPYMEHTOM OJKCTPEMHUCTCKHX U
TEPPOPHUCTHUECKUX MPYMITUPOBOK JTs PACTIPOCTPAHCHHUS UICOIOTHU U OPTaHU3AIHN
OTIACHOM JESITENBHOCTH, M aHATTM3UPYIOT CIIOCOOBI 6OPHOBI C TAKUM KOHTECHTOM.

B crathe akieHTHpyeTCs BHHMAHHWE HA BOKHOCTH MOHUMAHHUS W W3YUYCHUS
TUHAMHUKH ~ paclpOCTpaHEHUs  arpeccuBHOW  uHQpopmamuu. OOocHOBaHA
aKTyaJIbHOCTh CO3/IaHUSI KOpIyca JJIsl aHaju3a JAHHBIX, TOJYYCHHBIX W3
OTKPBITHIX UCTOYHUKOB Ha Ka3axCKOM si3bike. ColManbHbIE CETH U COOp NaHHBIX
pEKOMEHAYIOTCS Kak 3()()EKTHBHBIA MIar Ha MyTH YCUIICHHUS Mep Oe30MacHOCTH,
YAYYIICHUST 00PHOBI ¢ SKCTPEMU3MOM H 33U THI HHPOPMAIIMOHHOTO POCTPAHCTRA.
ABTOpBI TIOMYEPKUBAIOT BaXKHOCTh KCIOJB30BAHHUS COBPEMEHHBIX METOJOB
00paboTku MaHHBIX 15 3PPEKTHBHOTO OOHAPYKEHHS arpecCUBHOUN HH(pOpMAITUN
B TobanbHOW ceTH. B JaHHOM HCClenoBaHUM TpEACTaBlIeHb 3G PEKTUBHBIC
WHCTPYMCHTBI,  HAMpaBICHHBIC HA  TPEJOTBPALICHUE  PACIPOCTPAHCHUS
arpecCUBHOTO KOHTCHTA, YKpEIUICHHE HAI[MOHAILHONH OC30MacHOCTH W 3allUTy
HHPOPMAIIMOHHOTO ~ TIPOCTPAHCTBA. Pe3ynbTaThl  HCCICMOBAHUS  CUHUTAIOTCS
Ba)YKHBIMU JIJISI COBEPILICHCTBOBAHUS AaHATUTHUSCKUX MEp M Mep 0€30MacHOCTH.

KioueBble ciioBa: JCCTPYKTHBHBIC COOOIICHUsS, OYJUIMHI, pacusM,
HACWIJILCTBEHHBIN SKCTpeMu3M, Haiu3M, Logistic Regression, SVM, Naive Bayes,
Uni-bi-gram.

Kipicme.

1.1 [decTpyTHBTi BeO-KOHTEHT KJIACCH(PUKANMACHI

JlecTpyKTHBTI MOTIH 3HMSH HEMece Tepic calaap TyAbIPYbl MYMKIH Ke3 KelreH
kazdama Ma3MYHIIBI Oiipeni. byran koMmbroTep KyiienepiHe 3usH KeNTipeTiH
3USTHJIBI KOJT, Oipey/iH Oeenine HYKCaH KeNTipeTiH jkaja xaly, 30pIbIK-30MOBLIBIK
HeMece KeMCITYIIUTIKTI HAaCHXaTTaUThIH OIIIIeH IUTIK CO37Iepi, IaTacThIPHIIT HeMece
3USTH KEeNTIPETiH KaHBUIBICTBIPAThIH aKHapar, KOPKBITATHIH HeMece KylalalThIH
KHOCPKOPKBITY, )KEKe alaM/Iap bl KYITHSI aKITapaTThl alllaMbl3 JICT AJIIaFaH aJasKThIK
’KOHE apaHIaTyIIBLIBIK TIEH 3USHIbI 9PEKETTePre UTEPMEIIEHTIH 30 PITbIK-30MOBLTBIK
Kipemi. byraH Koca, o Kymnusi aKmapaTrThlH pPYKCATChI3 aIlbLTybIH KaMTaMachl3
eTemi, Oy KYNVSUTBUTBIKTBIH OY3bUTybIHA HEMece KayillCi3iKk Mocelenepine
okeneni (Okhapkin, et al, 2020).

JlecTpyKTHBTI BEO-KOHTEHT JKEKe a/laMIapFa, TONTapFa HeMece Kyiieaepre Tepic
ocep eTeTiH OHJIaH MaTepuai bl Oiipeni. byt Ma3MyH anasiKTHIKTHI, OIIITEeHILTIK
CO3/IEPiH JKOHE KHOCPKOPKBITY/IBI, JKaJlFaH aKIapar IeH JKaJlFaH KaHAJIBIKTap/Ibl,
OPBIHCBI3 HEMECE 3HSH/BI Ma3MYH/IbI, AePEKTepIi Oy3yabl dKoHE KYIMHSITBUIBIKTHI
Oy3yIbl Koca anmFaHfa, 9pTypii HeicaHmapia Oomysl mymKkiH (Iskhakova, et al,
2021).
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ANasKTBIK CeHIMII TYJIFaap peTiHae )Kachlpy apKbUIbI MaiilalaHyIIbl aTTaphbl,
KYIUSI CO3/Iep KOHE HECHe KapTachIHBIH MAIIMETTepi CHAKTBHI KYIHUS aKIaparThl
allyFa aNasKTBIK OpeKeTTepAl KaMTHIbl. VHTepHeTTer! anaskThlK — Oy aKIIaHbI
HeMece JKeKe aKaparThl Oepy YINIH axaMIapisl anjayFa apHaJFaH allaMIlbl
cxemarnap.

OmIreHiTK co3aepi KoHe KUOEPKOPKBITY — HOCUIIHE, JiHIHE, ITHUKAJBIK
TeriHe, XbIHBICBIHA HeMmece Oacka Oenrijepre HEri3lesreH agamjapra Hemece
TONTAapFa KaTBICTBl 30PJBIK-30MOBUIBIKTEI HEMeCe KEeMCITyli HacHUXaTTalThIH
JECTPYKTHBTI Ma3MYHHBIH TYpJiepi. OLINEHAUTIK ce3/1epi 30pIbIK-30MOBUIBIKKA
HeMece KeMCITYIITIKKe IaKbIPaIbl, a1 KHOSPOYIUTHHT A (PITBIK TIaTGOpMaIapIsl
nalganaHelll, agaMaapAbl  Kyaajgay, KOPKBITY HeMece YAITKa  KalIabIpy,
TICHXOJIOTUSUTBIK 3USTH KEATIpy/Ii KAMTHIBL.

CoHbIMeH Karap, IECTPYKTHUBTI BeO-KOHTEHT ACPEKTEpIiH OyiliHyiHe Hemece
ypJlaHybIHa OKellyli MYMKIH OaFjapiamMaliblK JKOHE almaparThlK KypasaapbH
OCAJIJIBIKTApbIH TMaiJanaHaThlH 3USHIBI OarmapiaManapabl  Koca, HGPIBIK
UHPaKyphUIbIMFA Tikeleld malybul peTiHae KepiHyl MyMmkiH. OfaH Koca, ol
KHOEPKOPKBITY MEH OHJIAiH Kynayiayabl KaMTHIbI, MYH/IAa MHTCPHET YCHIHATHIH
OaiilaHpIC TIeH AHOHUMIUTIK JKeKe TYJIFalapra MaKCaTThl TYPAE KOJJaHBLIBII,
eneyITi ICUXUKAIIBIK )KOHE SIMOLMOHAIIBIK 3USH KeNTipei.

1.2. lecTpyKTUBTI MITiH/EP KIHE 0JIAPJABbIH KEeH TAPaJIybl

JlecTpyKTHBTI BEO-KOHTEHT ocepi KeH ayKbIMIbL. Aamaap 3MOLIMOHAIIBIK
KyH3emicke, KapyKbUIBIK JKOFAJTyFa, )KeKe OachlH ypiayFa JXOHE ICHXUKAIIBIK
JICHCAYJIBIKKA KaTBICTBI Maceliesiepre Tan 0oiybl MYMKiH. OJEyMETTIK acepiepre
MOJISIPU3AIHS, KaJFaH aKIapaTThIH Tapaslybl )KOHE HHCTUTYTTapFa JIereH CeHIMHIH
KOMBUTYBI JKaTabl. DKOHOMHKAJIBIK TYPFBIIaH KMOCPKBIIMBIC €JICyii LIBIFbIHAAD
MEH KaJlblHA KeNTipy MIBIFBIHAAPBIH TyABIPYBl MyMKiH. Kayimncizaik ocepnepine
WITTHIK Kayilci3[ik KaTepiepi xoHe OY3bUIFaH Kyhenep MeH HH(paKypbUIbIM
Kipei.

JecTpyKTHBTI BeO-Ma3MYHHBIH aJIJIBIH a1y )KOHE a3aiTy Oi1iM Oepy MeH Xxabapaap
eTy/li, TEeXHUKAJBIK IIapanapibl, PETTey MEH CasiCaTThl )KOHE BIHTHIMAKTACTBHIKTHI
KamTuabl. bimiM xxone xabapaap 0oy amamaap/isl 3UsSH/IBI Ma3MYH/TbI TAHYFa JKOHE
OonmpipMayFa yipereni. TeXHUKAIBIK IIapanap aHTUBHPYCTBIK OaFmapiamMaibIK
KYpalpl, SKeNiapalblK KalKaHAapIbl JKOHE Kayilci3 Moy ToxkipuOeciH
naiaananynsl KaMTuael. Epexenep MeH casicartap 3UsTHIBI Ma3MYHIIBI Jkacay MEH
TapaTyasl JKazajanabl. 3USHIBI OHJIAHH OPEKEeTTEPMEH KYpecy YIIIH YKiMeTTep,
TEXHOJIOTHSUIBIK KOMITAaHUSUIAP JKOHE YHBIMIAP apachIHIAFbl BIHTBIMAKTACTHIK OTE
MaHBI3IbI.

Hudprelk 1oyipae AeCTpyKTHBTI MOTIHAEPIIH Tapaly MOCENECiH IIemry ce3
OocTaHABIFBI MEH MU PIBIK TUTAT(GOpPMAaIaP/IbIH JKayaKePIIUTITIHIH KyaTThUTBIFBIH
KaMTuabl. Bysr MoceneHi mienryre GarbITTaliFaH KyII-XKIirep jKeke TyJIFaixap/sl 1a,
ruiaropMasiap/Ibl 1a jkayanKeplIyliKKe TapTyFa OarbITTallFaH 3aHHAMAJIBIK JKOHE
peTTeyIIi mapanapabl, COHIal-aK XaJIbIKTHIH HU(PIIBIK cayaTThUIBIFBIH apTTHIPYFa
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OarpiTTanFaH OactamanapmaH Ttypazael. [lmardopmamap wmasmyHab OerceHmi
TYpAE MoJepauusulayFa I[IaKbIPbUIBII, KaybIMAACTBIKTBIH OH HOpMajapblH
XKoHE OeJICeHAl KaThICYIbl 1IrepijeTy 3WsSHAbBl Ma3MYHHBIH TapajyblH a3zaiiTyra
KOHE cajayaTThl OHJIAiH OpTaHbl JaMbITyFa KeMmekreceai. JKeke TysFamapibiH
ce3 OOCTaHIBIFBIH CaKTall OTBHIPBIN, OJApAbl 3USHHAH KOpFay —  YKIMeTTep,
TEXHOJIOTHUSIIBIK KOMITAaHUSTIAP, A3aMaTTHIK KOFaM jKoHE XKeKe TYJIFajiap apachlHIaFbl
BIHTBIMAKTACTHIKTBI KQXKET €TeTiH Y3/iKci3 Macene Oonbin Tabbutaas! (Nguyen, et
al, 2022).

1.3. Kinacrapra cunarrama

HectpyTuBTi XabapiaaManap/blH KIacTapblHa Kelecijiep/i )KaTKbI3a alaMbl3:

- Bynnunr;

. Pacuswm;

- 30pIIBIK-30MOBLIBIK 3KCTPEMHU3MI;

- ¥JITTBIK SKCTPEeMU3M (HAIH3M).

Bymnmuar-6enrini Oip agamfa HeMmece ajamaap TOOBIHA KATBICTHI KOpIay,
KOPKBITY HEMECE TICHUXOJIOTHSIIBIK JKOHE (DU3HKAIBIK 30PIIbIK-30MOBUTBIKTHIH Oacka
TypJiepiHe OaFbITTalnfaH JECTPYKTHBTI XaOapiamayiapibl KaMTHIbL. by3aKblIbIK
KeOiHece MEKTerTe koHe OiTiM Oepy OpTachIHIa OPBIH aNajbl, OipaKk HHTEpHETTE,
ocipece aIeyMeTTIK XKeJiiep/ie Ie OPbIH aTybl MyMKIiH.

Hocinmrinmik-keMCiTyIIilikke HeMece HOCUIMIK OeWIMIUTIKKe HeTri3enreH
JNECTPYKTHBTI XaOapiaManapapl KamTuibsl. byn Oenrimi Oip Hocinre Hemece
STHUKAJIBIK TOMKA JKAaTaThlH aJamjapra OaFbITTallFaH >KOHE HOCIIiHE Hemece
STHHUKAIIBIK TETiHe OaMIaHBICTHI JKEKKOPYIIUIK TeH KeMCITYIITIKTI OLiaiperin
ce3lep/Ii KaMTybl MYMKiH.

YATTHIK 9KCTpeMH3M (HAIM3M) YJITTHIK TEKTETi Hemece Oenrisi Oip yJITTarbl
OIITICH TITIKKE, KEMCITYIIITIKKE HeMeCce KBUIMBICTHIK KaTblHaCTapFa OaFbITTaIFaH
JNECTPYKTHBTI Xabapiapapl Oinmipeni. bynm marpuoTusmre Kapcehbl ceitneymi,
WITIIBUIABIKTEL HACUXATTay[bl HEMECE YITTHIK YCTEMIIKKE IIAKBIPYAbl KaMTYbl
MYMKiH.

30pIBIK-30MOBUIBIK ~ 3KCTPEMHU3MI-CasICH, TiHM HEMEece  HACOJOTHSIIBIK
MakcaTrTapra JKETy YIIiH 30pJIBIK-30MOBUIBIKTBI BIHTAJAHIBIPATBIH HEMece
aKTaMTBIH JECTPYKTUBTI xaOapnamanapisl KamTHIbel. Onapra Teppopu3Mre
IIaKBIPY, MA0YBLT jKacay Kaylli HeMece 30pIbIK-30MOBLTBIK SKCTPEMU3MIiHIH Oacka
TypJaepi Kipyli MYMKiH.

OJjeduerTepre Moy

(Toktarova, et al, 2023) wmakamaga aBTOpiap KOFAMHBIH aKMapaTThIK-
TICUXOJIOTHSUTBIK KayiICi3/IiriHe OHJIaH-0pTaaFbl JKaFbIMCHI3 CO3JIepIiH KoOetine
0aifmaHBICTHl YHEMI Kayill TOHIN TYpFaHBIH aTar oTTi. ATan aWTKaHAa, HOCLTiHe,
STHUKAIIBIK TeTiHEe, JKBIHBICBIHA, TEHICPNIK COWKeCTiriHe, [iHiHE, >KachIHa,
MYTEICKTIriHE KOHE 30PIIbIK-30MOBIUIBIKTEl HACHXATTay/Ibl KOCa alfaHaa OChIHAaN
canarrapra OexiHreH. [IpakTukanplk ToxipuOe, skacaHAbl WHTEIUICKTTIH SpTYpIIi
o/licTepiHiH apKackiHa OaaraT ce3/ep MEH CO3 TIPKECTEPIH 1311y KOHE aHBIKTAY

104



ISSN 1991-346X 4. 2024

OapbIChIH/IA SHJII aJTaMHBIH €H a3 KaTbICybIMEH JKY3€re achIpbUTybl MyMKiH €KeHIH
pacraiinpl. byman Oacka, 3eprrey Oamarar ce3iepAiH ILIBIFYy TETiH FaHa eMec,
COHBIMEH KaTap Till MeH KHOepOyIITMHTITI KOca aiFaHa, apaMm Co3Iep/IiH apTypi
KaTeropHsUTapbIH aXKbIpaTyFa MYMKIH/IIK OepeTiH YFhIMIap bl YCIHAIBL. ABTOpIIAp
QJIEYMETTIK JKelijepAeri OanaraT ce3leplli aBTOMATTAHABIPBUIFaH CY3y YIIiH
naiiananyra OOJaThIH JAEPEKTep KHUBIHTHIFBIHA KOJ JKETKI3y YIIiH MallMHAIBIK
OKBITY 9JIicTepiH KoJiIaHaabl. JKYMBIC MOTIHIIK IEPEKKOP/BI TaJIay MBICAIIBIH/IA
JKaFaH MONIMIEMENep/li aHBIKTAy KOHE JKIKTEY VIIiH JepeKTepli OHIIpyIi
nanaamanyIbl YChIHAIbL.

(Toktarova, et al, 2023) Makanmama oJ€yMETTIK JKeNijeple Ka3ak TiJiHaeri
Oanarar MiKipiep/ai aBTOMAaTTaHIBIPBUIFaH TYPJE XUHAY MYMKIHIIT 3epTTeme.
Kasipri yakpiTTa OHJaiH-OpTanapia Tepic KOMMEHTATopiiap CaHBIHBIH ©cCyi
Oaiikamyna, seprreynriep Kazakcranma YChIHBUTFAH TYPIIi 9JIEYMETTIK JKeNiep MeH
OyKapaJIbIK akIapar KypajJiapblHbIH OChIH/IAH MiKipiepi 0ap NepeKKOPIbI KHHAIHI.
ABTOpNIap/bIH 3€pTeyiHIe, MAIIMHAIBIK OKBITY OMICTEpiH KOJaHa OTBIPHIT,
QNIEYMETTIK MeIa TYCIHIKTEeMeNepiHAe KOJIAHBUIAThIH KOPIAUTHIH JIEKCUKAHBIH
MIBIFY TETiH Taljan KaHa KOWMai/bl, COHBIMEH Karap OpTYpil >KaFbIMCBHI3
MiKipIIepi XKIKTEeH 11 doHe opi Kapaii 3epTTey YIIIiH aBTOMATTaH IbIPBUTFAH JIEPEKTEP
YKUBIHTBIFBIHA KOJI )KETKI3yTe MYMKIHIIIK Oepei.

(Barakhnin, et al, 2019) makamama MHTepHeT opracklHIa NECTPYKTHUBTI
xabapiamanap/ipl aHBIKTAyJbl KaMTaMachl3 €TETiH OICTep KapacThIPbUIAMIbI.
Osapapl aHBIKTay YIIIH CHHTAKCHUCTIK 3aHJABUIBIKTApAbl TalAayFa HeTri3enreH
TOCUIACP KOPCETUIreH; MOTIHIC EHII3UINeH CEMaHTHUKAJIBIK aKIapaTThl Talaay
JKOHE OHBI MOTIHJIK KOPITYCIIeH OaiaHBICTBIPY; KPayACOPCUHT JIICTepi;
QNIEYMETTIK JKeJIeperi KOJMIaHyIIbUIApAbIH MiHE3-KYJIKBIHBIH 3aHIBUTBIKTapBIH
aHBIKTAy; KOCBIMINA aKMapaTrThl KapacThIpy KoHE T.0., KoiJgaHbUIFaH. JKaKchl
HOTIDKENIepre Oenrii Oip kaFmaiimapaa Ko JKeTkizyre Oomansl: Tpadukke Ko
KETKI3y QJISYMETTIK JKeJiJiep jkoHe Oacka jJa OHJIANH KaHAIBIKTap pecypcTapsl,
KpayJCOPCHHITI YHBIMAACTHIPY HEMECe HOTIDKE ally MYMKIHIIKTepi oHe T.0.,
OCHl INApTTapAa IIeKTeyJaep OONFaH Ke3le NeCTPYyKTUBTI Xabapiiamanapiibl
aHBIKTay )KaHaMa OeJriiep Heri3iHae KY3ere achlpa OTBIPHIIT )KAKChl HOTHKETe KOJI
XKeTKi3ire Oonmazpl neminreH. XKonene Oy Makanana Kazakcran pecimyOarKachIHBIH
CalTTapbIHa OPHAJIACTHIPBUIFAH OPBIC TUTIHACTT )KaHAJIBIKTAP PENOPTaKAAPBIHBIH
KOPITYCBIH/IA IECTPYKTUBTI )KaHAJIBIKTAP/Ibl aHBIKTAY HOTHIKEINIEpl KOPCETIIreH.

(Orlovsky, et al, 2020) 6yn Makamaga 9JI€yMETTIK >keniep OapraH cailblH
KOPKBITY, KOpJay, OanaraT ce3iep »OHE aJaM KapbIM-KaThIHACHIHBIH Oacka aa
JECTPYKTHBTI KOPiHICTEPiHIH Oipi eKeHiri aWTeuiaabl. ByTiHTi TaHIa KenTereH
amamaap OHJaH-TuIaTGopManapra KaTbICaibl JKOHE JKacajFaH Ma3MYHHBIH
KeJIeMi MEH OFaH peakuusuiap YHeMi peKOpATap/Abl )KaHAPTHIN OTHIPA/Ibl ACTiHTCH.
CoHIpIKTaH KOFaMFa jKaT 9cepiiepii aHbIKTay MEH oJlapfa Kapchl iC-KUMbBUIIBI
aBTOMATTaHJBIPYy KaXKETTUIrl TyBIHAAN OTHIp. MyHAall KBI3METTIH MaHBI3IbI
OaFpITTApBIHBIH Oipi-KOPKBITY, Kopiay, Oanarar ce3jiep, OacKamapabl MEHCIHOey
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JKOHE T.0. KAMTHTHIH YIbI TIKIpJIep/i aHbIKTay. bysr TancelpMaHbl OpBIHAAY YIIiH
3epTTEyIIiIep 9MIETTe HEHPOHMBIK JKEIUIep HETi3iHAe JKIKTEYyIll KYpacThIpPallbl.
A onapzpl OKBITY YLIIH OJap KMHAJIFaH HEMEce KaJIblFa KOJDKETIMAL AepeKTep
YKUHAFBIH Talijananapl. Makasaa eHri3ijreH MoTiMeTTep/ I aIbIH-aa O ISy IiH
OpTYpIMi JicTepi JKIKTEYIIITIH TYIKITIKTI JSJIriHE Kamaid ocep eTeTIHMIri
3eprrenreH. Ocbl OarbITTarbl aJIBIHFBI 3€PTTEYNICp HOTHIKEre acep eTyaiH Oap
eKeHJIIriH pacTaapl, Oipak THIMALIITI Typaiabl HAKThl KOPBITBIHIBI KacayFa
MYMKIHAIK 0epMesti. MoTiHIIK MaTIMETTEp/Ii allIbIH-aJIa OHJIEY SIICTEepiH 3epTTey
JECTPYKTHBTI Xabapramanap KikTeyilriHe acep eteni. benrini 6ip omicTiH acepi
JIepeKTep KUBIHBIHIAFbl Ma3MYHFa alTapIIbIKTall TOyeN i O0Iybl MyMKIH €KEeH/IIT1
kepcetinai. CoHbIMEH Karap, Kelae ocep mamaibl OOMybl MYMKiH, aj KerhoOip
YKaFainap/a TinTi HOTH)KEHIH HallapiayblHa OKellyl MYMKiH eKeH/IIT1 aTart oTille/i.
Conpnaii-ak, Oenrim Oip 9ICTIH ocepiHe TYCETiH AJIEMEHTTEP/iH Malbi3bl YIIiH
JIepeKTep KUBIHTHIFBIH aJIbIH-aJla TeKCepy KaKeTTiliri HerizaenreH. [epekrepmi
OHJIEY OICTepl AaFbUINIBIH JKOHE OpBIC TIIAEPIHMIErT MONIMETTEep >KUBIHTHIFBI
Herizigae OarajiaHaabl IEJIIHTEH.

(Salminen, et al, 2017) wmakamama VHTepHeTTETI oIEYMETTIK Meua
miaropmanap, oAeTTe, JKEKKOPINILTIKKE KaThICTBl CO3IepAl JKEHIIIeTyTe
THIPBICAJTBI, OUTKEHI OYJI MiKipep KOFAMHBIH JICHCAYJIBIFbIHA 3USH TUT13yl MYMKIH.
JlerenMeH, XKeK KOPETiH IiKipyiepiai aBTOMATThl TYpP/JAE aHBIKTay KHBIH OOITyBI
MyMKiH. ABropnap YouTube sxone Facebook-teri 6einenepae xapusinanran 5143
KEKKOPIHILITI co3IepAl MHTEPHETTEeri OyKapaiblK aKmapar KypaigapblHbiH 137
098 mikipiHEeH TypaTbIH JepeKTep KUHAFbIHA KOJIMEH JKUHAFaHbl Typajbl alTazbl.
ConaH keifiH aBropiap >KeK KepyLIUTIKTIH opTypil Typiiepi MEH MaKcaTTapbIHBIH
erKEeH-TerKeilli TAKCOHOMUSCHIH KacaFaH KOHE JKEK KOPETiH MIKipIepai TOIBIK
JIepEeKTEep KUHAFBIH/IA aBTOMATTHI TYPJIC aHBIKTAY YKOHE XKIKTEY YIIiH MAIIMHAIBIK
OKBITY YJATUIEPiH KOPCETKeH. ABTOpIApIbIH Yieci eKi kakThl: 1) KeKKOPiHIlITi
MiKIpJIepAiH TypiepiH e, MaKcarTapblH Ja KaMTHTBIH JKEKKOPIHIIITI OHIaWH
TYCIHIKTeMeTIep YIIiH erKeH-Ter ke TaKCOHOMUSTHEI KYPY YKOHE 2 ) JIOTUCTUKAIBIK
perpeccusiHbl, MIenriM KaObUIAAy aFalllblH, Ke34elcoK opmaHgbl, adaboost xoHe
CBI3BIKTBIK SVM-z1i Koca anfanaa, MallMHAIBIK OKBITYMEH ToXipubOe sxacay
JKOHE OHJIAH KAHANBIKTAp MEIUachl KOHTEKCTIHIE KEKKOPIHIMITI MiKiprepi
aBTOMATTHI TYPJE aHBIKTAHTHIH KOHE CAHATTANTHIH KOIl CHIHBINTHI, KO TaHOAJbI
xikrey moneni. Apropnap Tf-IDF mymkiHIiKTepiH MaiganaHa OTHIPBII, OpTalla
F1 ymaiier 0,79 bonatbiH ChI3BIKTHIK SVM eH THIMAI MOJEh CKeHIH aHBIKTaFaH
YKOHE MOJIEJIb/Ii OHBIH OOJDKay KaOUIETIH TeKCepy apKbUIbI pacTal bl )KOHE OChIFaH
0aiiIaHBICTBl QJIEYMETTIK KeJlijep/ae OOINBIN KaTKaH >KEKKOPYIIUTIKTIH opTypIi
TYpJIepi Typaibl TYCiHIK Oepei.

(Chikunov, etal, 2021) makanaa 1ecTpyKTHUBTI Xxabapiiamaapisl i371ey Maceseci
asICBIHJIA aBTOPJAp HHTEJUICKTYaJIbl MOJENBACPIl OKBITY YILIIH TaHOaJaHFaH
NepeKTep/IiH JKETICIICYNITri MOCENeCiH 3epTTel, MOTIHIIK MAIliMeTTep
KUBIHTBIFBIH aBTOMATTAHBIPBUIFAaH KUHAY JKOHE TaHOaslay ajJrOPUTMIH YCHIHIIBL.
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By Tocinm MoTiHIIK mepexTepai KHHAY, OHJIEY JKOHE NalbIHIAy alrOpUTMIEPiH,
COHJIal-aK JKIKTEYIIITI MOTIHAIK JePEeKTEP/iH COHFBI JKUBIHTHIFBIHJA MaKCATThHI
Kiacc OoiipiHIIA Oenriey MeH TEHIECTIPYMiH Keyeci MpOIEecCiH JKeHIIIeTyre
yiiperyni KaMmTuabl. HakTel nepekrep MbIcalbiHIa aBTopiap F-emmieMiH KonmgaHa
OTBHIPBIN JTAaWbIHJAIFAH KIKTEY MOJCNiHIH IOJMIriH Oaranajbl, OHBIH HETI3iHJe
KIKTEY MOCeNeCiH/Ie MaKCaTThI KJIACC TEHIePIMCI3IIT IONIeNACHTeH Ke3/1e MOTIHIIK
JepeKTep/li KMHAy MeH OeNTiJey[iH YCHIHBUIFaH alTOPUTMIHIH KOJIAHBLTYBI
JTONEIACH .

(Okhapkina, et al, 2020) wmakamaga Ka3ipri KOFaMJaFbl IITUEICHICTIH
JKOFaphl JICHTeHiHEe OailJTaHBICTBI OJIEYMETTIK JKEJIIIep aKMaparThlK KEHICTIKTi
NECTPYKTHBTI 0OacKapy YIIiH KeHIHEH KOJJAHBUIATHIHBI Typajbl aWTHUFaH.
ABTOpIap oIeyMETTIK KeNiiepai MmaianaHyiblH OyJI acrekTici oiemMie OOk
xarkaH oxuranapra (I'onkonr, Cupus, @paHuus >xoHe YKpauHa) OaiIaHBICTHI
epeKIlle MaHBI3IBUIBIFBIHA TOKTANBIN Kereli. CoHmail-ak Makanaaa KOFaMJIaFbl
KaKTBIFBICTApABIH OpINyi XKaHa KOJJAylIblIap MEH OJapAblH YHUBIMAAPBIH TapTy
MaKcaThIHa KATBICYIIBUIAPIBIH JKEIed, ayKbIMABl YHIECTIpyiH Tajlanm eTeTiH
NECTPYKTHBTI aKnaparThiK bIKnaiasH (DII) eH KayinTi Typi alThIIFaH. OJNEyMEeTTIiK
JKeJTijIep TONTapBIHBIH KaThICYIIbUTaphIHAaFk! xKarmai DII siknan ety dakrinepin
JKEJIeN aHBIKTay MOCEJIECIH YITBIKTHIP/IBI J)KOHE aneyMeTTik skemninepae DIl anpikray
oicTepl MEH KypalapblH d3ipiey MEH JKeTUIMIPYIiH MaHbI3/Ibl aJFbIIIapTTapPbIH
xacagpl. 3epTrey OapbIChIHIA aBTOpIap ICCTPYKTUBTI ANTBUIBIM YITLIECPiHIH
CO3JIIT1H Kacay TOCUTIH KapacThIPaIbl.

(Mussiraliyeva, et al, 2024) Oyn makanmaza BeO-pecypcTapiaH MOTiHAEPAl
KUHAyFa apHaIFaH TalJaylibl MOIYJTIH Kypy KapacThlpbLianbl. MHTEpHETTE
AKCTPEMHUCTIK Ma3MYH/IbI aHBIKTAY KOHE OHBIMEH KYpecy — KOFaM MEH MEMJICKETTiH
MaHBI3/IBI MOceNeNepiHiH 0ipi OO TaOBUTATBIHEIH Kopceredi. Kasipri yakpiTra
OyJ1 MoceneHIH e3eKTiliriH MHTepHeTTI naiananybuiapslH aHOHUMIUTIriMEH
Karap opTypil HHTEPHET-KOMMYHHUKAIUIIAD MEH QJIEYMETTIK JKEIIepIiH JKaJIbl
Tapairysl pacTaiiipl. Byl KbI3MeTTep CaHBIHBIH JKaMIai ecyi SpTYpili KbUIMBICTHIK
cXeMallap/IblH Taijaa OOoJybIHA BIKMAN eTeMi, ajaM3ar YIIiH BUPTYyaJjibl opTaja
0oy KayillCi3[OiriH KamMTamachl3 €Ty MoceleciH Tyaslpanbl. Kazak Timinmeri
AKCTPEMHUCTIK MOTIHAEP/l aHBIKTAy YIIiH MAIIWHAIBIK OKBITY OIIiCTEPiH OKBITY
JKOHE CBhIHAy YIIIH MOTIHAIK KOPITYC KYpyFa apHallFaH JEepeKTep >KHHAy MOy
YCBIHBUIFaH.

(Mussiraliyeva, et al, 2024) Oyn Makamaga aBTOpiap IPTYPJi AKCTPEMHUCTIK
YUBIMIApABIH 63 KhI3METIHJE SJCyMETTIK JKeJiIepli Kanaid TaiianaHaThIHbIHA
Hazap aygapajsl JKoHe BeO-pecypcTapiarbl Kas3akK TiTiHAET1 OSKCTPEMHUCTIK
MoTinaepai xkikreynin LSTM Heri3inzeri ynrinepid ycbiHaapl. MaKanaHbIH HETi3Ti
MakcaThl — OJIEYMETTIK JKeJIeplieri Ka3akK TUTIHJETT MOTIHJEp/i SKCTPEMHUCTIK
JKOHE SKCTPEMHCTIK eMec TomTapra Oemy. ABTopnap skcnepumeHTTepue Tf-
Idf, Word2Vec, Words Bag (BoW) xoHe n-grams CHSIKTBI 9IiCTepAl KOJIAHIIBI.
MamvHaiblK OKBITY OJICTepiH OKBITY JKOHE CBhIHAY VIIH Ka3ak TUTIHZIET]
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AKCTPEMHUCTIK HETI3Ti CO3JepAiH Ti3iMi JKOHE COWKeCiHIe Kas3ak TUTIHIeT]
OKCTPEMHUCTIK MOTIHICP KOPIMYChl KYPbUIAbL. HoTWkeciHae aBTopiap Kasak
TITHIET] SKCTPEMHUCTIK MOTIHACP/Il aHBIKTAyFa apHAIIFaH MAIIMHAJIBIK, OKBITYIaFbI
OapibIKk Oaramay KepceTKimTepi OOWBIHINA >KOFapbl OHIMAUIIKTI KOpPCEeTeTiH
YiriHi eHrizal. by 3epTTeyaiH TeopHsIIbIK MaHBI3IBLIIBIFRl OHBIH SKCTPEMHUCTIK
OpeKeTTep MEH YHBIMAAPIbI aHBIKTAY OMICTEpPi MEH ANTOPUTMJICPIH JKaH-)KAKTHI
3eprreyinae. Ochl 3epTTEyIeH allbIHFaH ipreii TYKBIphIMIap skahaHIbIK FRUTBIMU
KaybIM/IACTBIKKA KYHJIbI TYCIHIKTEPTre yJIeC KOca anajbl ISiHTCH.

KonpanbliaTelH d1icTep MeH MaTepuaJsjaap

JlecTpyKTHBTI MOTIHAEpAl aHBIKTAay VIIH MallMHAIBIK OKbITY (Machine
Learning, ML) Tocinaepin OipikTipeTiH opTYpii 9IicTep MEH Marepuaiaap
KOJIIAHBLUIAIBL.

MarmmHaiblK OKBITY — OyJI KOMIBIOTEpJIepre MoNIMETTep HeTi3iHae Ooinkam
HeMece MIenTiM KaObuIlayFa MyMKIHIIK OepeTiH anropuTMaIep MEH MOJEIbIepIi
KYPy/Abl KaMTHTBIH KAacaHAbl WHTEIUICKT cajachl. ApHaiibl TarchlpManap/isl
OpBIHJIAY YIIIIH HAKTHI OaFaapiamMananyIblH OPHBIHA, MAIIMHAIBIK OKBITY JKy#esepi
JepeKTep/IeTi YATUIEp/l aHBIKTAy KOHE YaKbIT ©Te Kelle OJNapHblH OHIMIUTITiH
YKaKCapTy YIIIiH CTAaTUCTHKAIBIK 9/1icTepi maaananansl (Xin Y, et al, 2018).

Logistic Regression — CTaTUCTUKAIBIK MOJIENb, O ©31HIH HET13T1 TYpiH/IE eKiIiK
TOYeIN/Ii AHBIMAITBIHBI MOJICNTBICY YIIIiH JIOTUCTUKANBIK (OYHKITHSHBI aii1aaHa b,
MammvHai bk OKBITY KOHTEKCTIHJE OJ eKUTIK JKIKTey TarchlpManapbl YIIiH
KOJIJTAaHBLIA b (MBICAITBI, HO/5KOK HOTHKETepl 00mKay). Byl CHI3BIKTHIK OOTiHETIH
caHarTap YIIiH KaparmaibiM, )KbUIaM JKOHE THIM/I.

SVM — CBIBBIKTHIK 9HE CHI3BIKTHIK €MEC AEPEKTEPe JKYMBIC ICTEHTIH KyaTThI
xiktey ofici. On chIHBINTApABl 0OJETIH €H JKaKChl MapKaHbl (CBI3BIK IEH TipeK
BEKTOPJAphl apachIHIAFbl KAIBIKTHIK) TabyFa ThIpbIcaubl. bys acipece kypueni,
Oipax marblH HEMECE OpTAallla OIIIEeM/Ii IEPEKTEeP KUBIHAAPHI YIIIiH JKAKCHI.

Naive Bayes xmaccudukatopmapbl — MYMKIHAIKTEp apachlHAAFbl KYIITI
TOYeNCI3AIK KopamasiapbiMeH baliec TeopemachlH KOJJaHyFa HETi3/eNreH
KaparaibIM BIKTHMAJJIBIK JKiKTeyirmTep ToObl. Onap KbUTAaM jKoHE THIM/I, ocipece
JKOFAPBI OIIIEM/Il ICPEKTEP HKHUBIHBI YIIIH KOTANIIbI.

HorTmixe

XKacasraH >KyMbIC HOTHXKECIHIC TOMEH/IET1 CypeTTeriiep/iei 1aTaceT KypPhUIIbL.
XKanmer kmacc caHel Oecey: pacu3M, OYJJIMHI, HAlM3M, 30PJIBIK-30MOBUIBIK
IKCTPEMHU3MI JKOHE HEHUTPAI/Ibl CUTIATTAFbl MOTIHIEP.

OpOip Kiacc YOIiH CaHIBIK MOHAEp TaraWbIHIAIBI, MbICANbl, racism — O,
bullying — 1, violent — 2, nazism — 3, neutral — 4. Knacrap OoiibiHIIa ocbutait
QKBIPATHUIBI JKa3bIIFaH.
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10783
10784
10785
10786

10787

label

message

violent GizaiH capbazgapeiMeiz 82 icTepiHiH aainairiMeH ..

violent Gi3aiH epkiH BoAfaHeIMEIZAbI ELUTEHE XEHe anMaiael ...

violent  6iz bapak obama mxopax ByWTLIK KacipeTTi Mypacs..

violent  M2pannbaiv arpeccUACEIHa KAPCh! KyH CalbIHFLl HAPa...

violent M3pannb CE3CI3 rasaHbiH XORBINYLIH 8iMI MeH Kalif...

Nazism  OHTYCTIK KOReAHE! aKlW NeH CanblCTIpyakl TOKTATEIHEL...

nazism OoNapfa AaFAbiNap XeTicneiai CoHABIKTaH WeTenaikT...

nazism OHAA XYMLIC opbiHAapsl Bap Bipak xyMbIcka pykearT a...

nazism  bizaiH npeanaeHT ayayna onepaumAckiHa Kapcul boa...

nazism YATTBIK KAYiNCi3aikke 3aHCsIZ MMMUTPAHTTap Kayin...

1 — cyper. /laraceT Memniepi koHE KypaMbl

Opbip KIacc YIIiH caHIBIK MOH/IEP TaFalbIHAAIIbI, MBIcANBI, racism — 0, bullying — 1, violent —

2, nazism — 3, neutral — 4. Kitacrap GoiibIHIIA OCBUTAN a)KBIPATBUIBII JKa3bLIFaH.

Temenneri kepcerinreH kectene uni-bi-gram(1,2)
Regression, SVM, Naive Bayes axicTepiHeH ajblHFaH HOTHIKEIEPIiH KHUBIHTHIFbI

kemeriMeH Logistic

KOpPCETUIreH.
Logistic Regression SVM Naive Bayes
Accuracy 86.852433 87.990581 77.590267
F1l score 86.655304 87.824154 75.568513
Recall 86.852433 87.990581 77.590267
Precision 86.852433 87.990581 77.590267

2 — cypert. Uni-bi-gram(1,2) keMeTiMeH CalbICTBIPy

Tanakpliay ’KoHe KOPbITHIH/IbI
HHTepHeTTE arpeccuBTi aKnapaTThIH Tapallybl KOFaMFa 1a, YITTHIK KayilCi3aiKKe
ne aitapipIKTail Kayinm TeHaipeai. byn Makama ocklHAail 3USHABI Ma3MYHIBI
aHBIKTAyJbIH MaHBI3Ibl KQXKETTUTIriHe Oaca Ha3ap ayaapa OTHIPHIIN, AECTPYKTHBTI
xabapiamanap/iblH TapaxyblH 3epTTei .
3eprreyre AecTpyKTHBTI XabapiaManap/sl aHbIKTay yiniH YouTube, Vkontakte
xoHe Telegram CHSAKTBI OJEYMETTIK JKENJIepACH aklapar >KWHay Kipai. by
JepeKTepi JKyheney jKOHE OHBI KOpJay, HOCUINIUIIIK, HAIM3M JKOHE 30pIIBIK-
30MOBUTBIK SKCTPEMHU3M CHSIKTHI CBIHBIIITApFa 00Ty arpecCHBTI OHJIAH Ma3MYHIbI
OaKbIIay/IbI )KOHE JKOJIBIH KECY/II KYIIeHTe .
3epTTeyaiH Heri3ri OarbIThl OPTYPIIl QJICYMETTIK JKEJIIJICpACH JePEKTEP i )KUHAY
’KoHe Tasaay OobIn TadbuIa kL. JKaH->KaKThI TaJlay apKbUIBI 36PTTEY SKCTPEMHUCTIK
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TONTAP/BIH JKeli/ie KOPCETKeH TeHICHIMSIIAphl MEH MiHE3-KYJIKbIH aHBIKTalIbl.
MarmHaIbIK OKBITY alTOPUTMJIEP] XKOHE KT CO3IEpIl Talnay CUSKTHI oIicTep i
KOJNJIaHy opTypii mardopmanapia, COHbIH immiHAae VHTepHEeTTe AeCTPYKTHBTI
xabapnapapl aHBIKTayJa JXOHE OJapMEH KYpecyle THIMIUIIIH KepceTTi. by
MPOAKTHBTI TACIUT JKEKe ajamjapra KarbIMCBI3 dCEepJli a3alThI KaHa KOWMaIbI,
COHBIMEH KaTap KOFaMHBIH MOPAJIbIbIK JKOHE STHKAJIBIK CTaHIaPTTapbIH KOJIAHIbI.

LudpabIk camamarsl SKCTPEMHCTIK JKOHE PaJUKaIIbl UICSsUIap/IblH KayTiHiH
KYIICIOIH eCKepe OTBIPBIN, MaKaiaga IeCTPYKTHBTI Xalapramanapibl aHBIKTAy
JKOHE OHBIMEH KYpPeCyHiH >KeTULMIPUITeH OiCTepiH o3ipiey JKOHE Y3MIIKCi3
3epTTeyiep KYprizy KaKeTTUIIr aran eTiie/i. by y31ikci3 Kyn-Kirep KOFaMHBIH
OapIBIK MYIIENEPiHiH Kayilci3Iiri MeH oJ-ayKaThlH KaMTaMachl3 €Ty YIIiH eTe
MaHBI3IbI.

Bepinren 3eprrey Kaszakcran PecmyOmukackl FeuThIM JkOHE KOFaphl Oiiim
MUHUCTPIITiHIH FBUIBIM KOMHTETI KapKbIIaHIbIpaTeiH “YKactap skcTpeMusMiH
aHBIKTAy JKOHE 3aMaHayW aKMapaTrThIK KEHICTIKTe >KacTapblH Kayilci3miriH
KaMTaMachl3 eTyre apHaJFaH MOACIbCP MEH dicTep i a3ipiey’” »o0achl asichIHAA
operHIANEI (TpanT AP19576868, xo00a xerekmrici bomardex M.A.).
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Abstract. The article presents the results of developing an online platform for
identifying tandem repeats in whole-genome sequencing, the detection of which
is critical for many areas of genetics, forensics, and medicine. The development
of specialized software for analyzing whole-genome sequencing data is of great
importance for biological and medical research, but identifying these repeats is an
extremely difficult task due to their high variability and complexity, and traditional
methods often encounter difficulties in analyzing tandem repeats. The study
provides an analysis and discussion of existing methods for identifying tandem
repeats, outlines their advantages and disadvantages, and considers prospects
and directions for further research in this area. Along with the description and
application of the traditional approach to processing sequencing data to search for
tandem repeats, the proposed software uses a specially developed algorithm that
allows identifying all types of short tandem repeats. The platform is implemented
using a client-server architecture, includes user authorization, pages for setting
parameters for calculating tandem repeats, displaying and saving the history of
results and viewing them in text and visualized formats.
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TYTac TEHOMIbl CEKBEHUpJEy Ke3iHIEe TaHIeMII KalTanaylapibl aHbIKTayFa
apHajfaH oOHJaiH 1aropMaHbl 93ipiey HOTIkenepi OepinreH. Tyrac
TeHOM/IBI CEKBEHHpIICY JCPEKTEPiH TajjiayFa apHajFaH apHaibl OarnapiaMabIK
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KaiTajayinapApl Tainjay Ke3iH[e >KWi KUBIHIBIKTapFa Tam Oonanbl. 3eprreyne
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JKY3€ere achlpblUIa/Ibl, Maiilananybl aBTOPU3AIMICHIH, KalTalaHaTbIH ecenTeyep
YIIIH TapaMeTpiepl OpHATyFa, HOTIDKENEp TAPUXbIH KOPCETETIH JKOHE CakKTayFa
JKOHE OJIapJbI MOTIHIIK YKOHE BHU3YaANIBI MIIIMIEpae KapayFa apHaJIFaH OeTTepi
KAMTH/IBL.
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aTgopma, CaTeIuTTep, MUKPOCATEIUTTED.
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AHHoTanusi. B crarbe mnpencTaBieHbl pe3yNabTaThl Pa3padOTKH OHJIANH-
m1aTGopMbl Al WACHTU(QHUKALMK TAaHAEMHBIX TOBTOPOB IPHU IOJIHOTEHOMHOM
CCKBCHHPOBAaHHMH, OOHAPY)KEHHE KOTOPBIX SIBISICTCS KPUTHYECKH Ba)KHBIM
JUI MHOTHX 00JacTel T€HETMKH, KPUMHUHAJINCTHKM M MeOuuuHbl. Pazpaborka
CHELUAIN3UPOBAHHOIO IPOTPAMMHOTO OOECreUeHus] Uil aHaJlnu3a JaHHBIX
MOJTHOTEHOMHOTO CEKBEHHUPOBAHUSI UMEET OTPOMHOE 3HAUCHHE 1151 OMOJIOTMYECKUX
1 MEAMLMHCKHUX HCCIICOBAHNH, OHAKO UIECHTU(UKAIMS STHX OBTOPOB SIBIISIETCS
KpaiflHe CIIOKHOM 3agadeldl M3-3a MX BBICOKOH BapHaOEIBHOCTH U CIIOXKHOCTH,
a TpPaIuIMOHHBIE METOAbl YacTO CTAJKHBAIOTCS C TPYAHOCTSAMH IIPH aHalU3e
TaHJAEMHBIX IOBTOPOB. B HccienoBaHuy NpuBEneHbl aHadM3 M OOCYXKICHHE
CYIICCTBYIOIIMX METOAOB WACHTHU(PHKALUN TaHJEMHBIX MOBTOPOB, 00O3HAYCHBI
WX TPEUMYIIECTBA W HENOCTaTKH, a TaKXXe PAaCCMOTPEHbI IEPCHEKTHBBI U
HanpaBJeHHs JaJIbHEHIINX MCCIe0BaHUM B 3Toi obmactu. Hapsany ¢ onucanunem
U IPUMEHEHUEM TPaJUIMOHHOTO MMOAX0Aa K 00paboTKe JaHHBIX CEKBEHUPOBAHMUS
JUISl TIOMCKA TaHJEMHBIX ITOBTOPOB B MPEIaraéMoM MPOrpaMMHOM 00eCIICUCHUN
UCTIOJIB3YETCSl  CIEUHUAJbHO  pa3paOOTaHHBIH  aNroOpuTM,  MO3BOJISIOLIMN
WACHTH(GHULIUPOBATH BCE TUIBI KOPOTKMX TaHAEMHBIX NOBTOpoB. [lmardopma
peanu3oBaHa C HCIOJIb30BaHUEM KIIHEHT-CEPBEPHOI apXUTEKTYpPBI, BKIIIOYACT B
ce0s1 aBTOPHU3ALMIO MOJIB30BATENsI, CTPAHUILIBI 33JaHUs TAPaMETPOB BBIYMCICHUI
MOBTOPOB, OTPAXXKCHUE M COXPAHEHHE HCTOPHU PE3YJIbTaTOB U UX NPOCMOTP B
TEKCTOBOM U BU3YaJIM3UPOBAHHOM (opMarax.
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KuaroueBbie cjioBa: TaHJAEMHBIE TIOBTOPHI, MMOJHOTEHOMHOE CEKBEHHUPOBAHHE,
OHJIaH-TUIaT(opMa, CaTeIUTUThI, MUKPOCATEITUTHI.

B kauecmee nanpasnenuili 6y0yuux uccied08anull NIAHUPYemcs OaibHeuuldst
paspabomra npeonoxcennou niamgpopmul. Hacmoswas paboma nposooumcs
npu @urancosol noodepicke Munucmepcmea HayKu U 8vicuie20 00pa308aHUS
Pecnyonuxu  Kazaxcman — (AP19678041  «Paspabomka  npoepammHo2o
obecneueruss 011 uOeHMupuUKayuu MaHOEeMHbIX NOBMOPO8 NPU NOTHOSEHOMHOM
CEKBEHUPOBAHUUY).

BBenenue. B mociegrne Tomel momHOTEHOMHOE cekBeHmpoBanue (Whole
Genome Sequencing — WGS) crano MOIIHBIM HHCTPYMEHTOM B 00JacTH
TeHOMHKH, MPEJOCTaBIIsAs ACTANbHYI0 HH(POPMALIMIO O TEHETHYECKOM Marepualie
opranu3MoB. OmHOW W3 KITIOUEBBIX 3amad aHaim3a AaHHBIX WGS sBusercs
uaeHTU(UKALUS TaHJIEMHBIX TTOBTOPOB (Anisimova, 2015), npencraBisromuecs
c000i#1 oCIeI0BaTeIHLHOCTH, KOTOPBIE COCTOST U3 HECKOIBKHX IT0CIIE0BATEIbHBIX
MOBTOPEHUIl OJHOTO W TOTO K€ TMaTTepHa B OJHOM HampaBieHuH. B
3aBHCHMOCTH OT JITUHBI ATOTO TOBTOPSIFOIIETOCS MaTTepHA TaHISMHBIE TTOBTOPHI
KJIACCU(PHUIMPYIOTCA Ha TPH THUIA: MUKPOCATEIUIUTHI (TIOBTOPSIIOIIMINACS TaTTepH
MeHee 6 map HyKJI€OTHAOB), Takxke n3BecTHble Kak Short Tandem Repeats — STR,
MHHHCATEIUIATHI (TIOBTOpSIOMHiicS marrepH or 7 mo 100 map HYKJICOTHIOB) H
caTeJUTUTHI (MOBTOPSIFOIIUiics nartepH 6osee 100 map HYKICOTHIOB). DTH MOBTOPHI
UTPAIOT BAYKHYIO POJIh B TEHETUYECKOH BapHaIliH, SBOIIIOIINN K MOTYT OBITh CBSI3aHBI
C pa3nUuHBIMU 3a0o0NeBaHUsIME. brarogapsi cioXHOW M3MEHUYMBOCTH M BBICOKOU
CHOCOOHOCTH K JTUCKPUMHHALMKM TAaHACMHBIC MOBTOPHI MIMPOKO HCIOJIB3YIOTCS
B TIONMYJSAIMOHHOM TeHeTHdeckoM anHanmmze (Wang, et al, 2016), cymeOHO-
meaunuHckor uneHTudukanuu (Chiu, et al, 2021) u cenekuuu (Eichler, 2019).
Kpowme Toro, nzBectHo, uro Bapuanuu STR cBs3aHbI ¢ HEPBHBIMH 3200JICBAaHHSIMH,
TakKMMH Kak OoJie3Hb AJbIreimMepa, O)KMPEHHE U pak, MOCPEICTBOM PETYISAINU
MIPOKCUMAIIBHOM dKcnpeccun reHoB (Bakhtiari, 2021). Kpome toro, TanmemHbIe
MTOBTOPHI SIBJISIFOTCSI OCHOBHBIMH MapKepaMy B KpUMHUHAIMCTHYECKHX MTPHIIOKEHHSIX
JIHK 1 ucronb3yroTcs MoYTH BO BCEX KpUMHUHATHCTHUECKUX 0a3ax manHbeix JJHK.

TanmeMHBIE TOBTOPHI MOTYT 3HAYUTEIFHO PA3JINYATHCS 110 ITTMHE U CTPYKTYPE,
YTO JIeJIAeT UX HICHTHU(PUKALIMIO CIIOKHOM 3a1aueil. TpaJiulinOHHbBIC METO bl aHAIN3a
MOCJIEZI0BATEILHOCTEH YaCcTO CTAKUBAIOTCS C MTPOOJIEeMaMHu ITPH 00pabOTKe TaKMX
MTOBTOPOB M3-32 MX BBICOKOW BaprabeIbHOCTH W CIOKHOCTH. B 3TOM KOHTEKcTe
pa3paboTKK MPOrpaMMHOrO obOecredeHus, CHENHMaIbHO IPEJHAa3HAYCHHOTO
IUTST WASHTH(UKANK TaHAEMHBIX TIOBTOPOB, SBISIOTCA aKTyalbHOW 3aadei.
CoBpeMeHHBIE TOXO0IbI K aHAIN3Y TaHIEMHBIX [TOBTOPOB BKJTIOYAIOT UCTIOIb30BaHNE
Pa3IMYHBIX AITOPUTMOB M METOJOB MAITMHHOTO OOYyYEHHs, KOTOPbhIE TTO3BOJISIOT
3 PexTuBHO 00padaThIBaTh OOJBIINE 00LEMBI JIAHHBIX, TOJTYYCHHBIE B PE3yJIbTaTe
WGS. Onnako pa3paboTka TaKuX HHCTPYMEHTOB TPeOyeT ITyOOKOro MOHUMAaHHUs
Kak OMOJIOTHYECKHX aclleKTOB, TAK U KOMITbIOTEPHBIX METOI0B 00Pa0OTKH IaHHBIX.
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Pa3paboTka cHenuamu3MpOBaHHOTO MPOTPaMMHOTO  OOECIIEYeHUs IS
aHaJIM3a JIaHHBIX TMTOJTHOTEHOMHOTO CEKBEHHPOBAaHHUS MMEET OIPOMHOE 3HaueHHUeE
JUiss  OMOJIOTMYECKWX W MEAWIMHCKUX HcchenoBanmid. WneHtudukanus
TaHJEMHBIX TIOBTOPOB MOXKET CIIOCOOCTBOBATH BBISBICHUIO T'eHETUYECKUX
MapKepoB 3a00JIeBaHU, TOHUMAHUIO HBOJIOIMOHHBIX TIPOIIECCOB U YIyUIICHUIO
METOZIOB JMAarHOCTUKHA. B JaHHOW cTarbe NpPEICTaBIEHBl MPOMEKYTOUHBIS
pe3yibTaThl pa3paboTKH MPOrpaMMHOTO 00ECTICUCHHS U OHJIAWH-TUIAT()OPMBI IS
UIACHTU()UKAINN TaHAEMHBIX MOBTOPOB TPU MOJTHOTCHOMHOM CEKBEHUPOBAHHH.
OO0cy)xaroTcsi CyIIECTBYIOIIME METOMbI, WX MPEUMYINECTBA W HEINOCTaTKH, a
TaKKe TIEPCIICKTUBBI U HATIPABIICHUS TATHHEUIITNX UCCIIETOBAHUHA B ATON O0JIACTH.

Bo MHOrmX wWcciemoBaHUSX W TPAKTHKAX HWCIOIB3YIOTCS JUTHHBI alielneit
TaHJEMHBIX TIOBTOPOB, TOTJa KakK MOAPOOHAs TOCIEeNOBATEIBHOCTh aJuIeie
WUTHOpHpPYETCS. DTO (PyHKIIMOHAIBHO OIpeesieHHoe 0003HaueHe 00YyCIOBICHO
OTPaHWYCHHUSIMHU TPAAUIMOHHBIX TEXHOJOTH, C TIOMOIIBIO KOTOPHIX BapHAHTHI
TaHJIEMHBIX IIOBTOPOB OOHAPYKUBAIOTCS C TOMOIIIBIO CEKBEHUPOBaHUS 110 CIHTEPY
WM myTeM usMepenus auH gparmentoB JJHK Bo BpeMs pas3neneHus ¢ moMOIIb0
KalTWJLISIPHOTO 3IeKTpodopesa. AJIIeNn TaHEMHBIX ITOBTOPOB OIMHAKOBOH JITHHBI
paccMaTpHuBarOTCA KaK OJHHM M T€ K€ alJIeNId, XOTS OHH MOTYT UMETh pa3HbIe
MoCJIeIoBaTeNIbHOCTHU. boltee BEICOKOE pa3pelieHue aienneil TaHAEMHBIX TOBTOPOB
MOKET OBITH Ba)KHO JJIsI IIMPOKOTO CIIEKTPa MPUMEHEHUH M B HACTOAIIEEe BpeMs
HE TIOJIHOCTBIO YYTEHO. AJUIENH TaHAEMHBIX TOBTOPOB MOXHO COOOIIATh Kak
BapHaHTHI ITOCJIEIOBATEILHOCTEW WIIH TalJIOTUIIBI C UCTIOIb30BAaHUEM TEXHOJIOTUN
CEKBEHUPOBAHUS CIEAYIOIETO MOKOJICHUs ¢ 0oJiee BHICOKOH JOCTOBEPHOCTHIO U
MEHBIIMMHU 3aTpaTaMu Ha Tapy OCHOBAaHWMN, YeM TPaJWIMOHHBIE MeTOAbl. Jlist
oOHapy>KeHHs] TaIUIOTUIIOB W3 HA0OPOB JAaHHBIX TMOCIENOBATEIBHOCTEH OBLITH
paspaboTanbl OMonH(OpMaTHUECKUEe MHCTPYMEHTHI, Takue kak STRait Razor (King,
etal, 2021), HipSTR (Willems, et al, 2017) u FDSTools (Hoogenboom, et al, 2017).
OTH TporpamMMbl MOTYT OOHapy)KHBaTh aJljielld Kak Ha OCHOBE JUIMHBI, TaK U Ha
OCHOBe nocienoBatenbHOCTH. Kaxkapiid rammotun STR (T.e. mocmenoBaTebHOCTD)
COZEPKUT WH(POPMAIIHIO, TAKyI0 KaK KOJIMYECTBO ITOBTOPOB OCHOBHOTO MOTHBA
W JIOTIONIHUTENbHBIE TOYEYHBIE MYTAllMHM, TaKhe KaK OJHOHYKJICOTHTHBIN
moMUMOpPGU3M M MHCEPIIMH/IEIEINH, €CITU OHU TPUCYTCTBYIOT. OIHAKO TIPSIMO
WIM BU3yaJbHO BBIIBUTH DPA3NUYHS MEXKAY TalJIOTUIIAMH CIIOKHO H3-32 WX
MTOBTOPSIIONIETOCS XapakTepa, OCOOEHHO Ui CIHOKHBIX TamioTUnoB. Kpome
TOTO, HEKOTOpHIE TOBTOPHBIC PACIIUPEHUS TaHIEMHBIX TIOBTOPOBI, CBSI3aHHBIX
¢ 3a0oJeBaHHEM, MOTYT OBITh OYEHBb JUIMHHBIMUA U COJIEP’KaTh HECKOJIIBKO THITOB
BapHaHTOB, YTO MOXKET eIle OOJbIIe YCIOKHUTh CpaBHeHHE. MHOXKECTBEHHBIC
WHCTPYMEHTHI BbIpaBHUBaHUS nocienoBarenbHocTel, Takue kak MAFFT, moryt
CpPaBHHBaTh OYEHb MOXOKHE MOCIEIOBATEIPHOCTH U BBISBISATH Pa3IIUIUAS MEXKITY
nocienoBarenbHoCcTsIMUA (Nakamura, et al, 2018). OgHako 3TH WHCTPYMEHTHI
0OBIYHO pa3padaThIBAOTCS /I OOIIHX TIeJIel CpaBHEHWSI.

C Jpyroii CTOpPOHBI, HEIAaBHHUE JOCTHXKEHHsS B O0OJAaCTH aJrOPUTMOB,
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pa3paboTaHHBIX CIENUAIbHO A TeHoTunupoBanuss STR, Takux Kak mHaker
nporpammHoro obecrieuennst ExpansionHunter (Dolzhenko, et al, 2020), TexSTRa
(Fearnley, et al, 2022), STRetch (Dashnow, et al, 2018) u superSTR (Tang, et
al, 2017) mokazamm, yt0 WGS MOKeT 00eCleduTh HalIe)KHOE OOHapy)KCHHE
TaH/IEMHBIX TOBTOPOB 110 BCEMY T€HOMY C BBICOKOH UyBCTBUTEIBHOCTHIO U BBICOKOH
cnermduuHocThro. Hampumep, WGS B couetannu ¢ ExpansionHunter BwissBHI
paHee HE AMArHOCTHPOBAaHHBIE HEBPOJIOTHYECKHE 3a00JIeBaHNs, OH OBLI MEPBBIM
WHCTPYMEHTOM, pa3paboTaHHBIM JUIS [TOMCKA IT0 BCEMY T€HOMY HOBBIX pacIIMpEHHUN
[IOBTOPOB B AAHHBIX KOPOTKOIO YTEHUS. DT MHCTPYMEHTHI MOTYT 00pabaThIBaTh
KaKk BBIPOBHEHHBIC, TaK M HEBBIPOBHEHHBIE UTEHHMs, YTOOBI MICHTUPHUINPOBATH
BO3MOJKHBIC TaHJIEMHbIC TIOBTOPBI B M3BECTHBIX U OXapAKTEPU30BAHHBIX JIOKYCaX.
Tarxxe coBcem HemaBHO Obu1 paspaboran STRling ¢ aHanmorumuyHOW HOBOU
BO3MOJKHOCTBIO OOHapyKeHMsI TaHAeMHBIX ToBTopoB (Dashnow, et al, 2022).

Hecmotps Ha ycnexu B uaeHTU(GHUKALNUU TaHAEMHBIX [IOBTOPOB, CYLIECTBYIOT
orpeeNIEHHbIC OTPAaHUYCHUS TEKYIHX MEeTO10B. OTHIM U3 OCHOBHBIX HEJTOCTATKOB
SIBISIETCS. X HECIIOCOOHOCTb YUUTBIBATh TOUHYIO MOCIIEIOBATEIbHOCTD ajlIelei,
(okycHupysCh BOCHOBHOM Ha JUTHHE TOBTOPOB. JTO IIPUBOJIUT K TOMY, YTO Pa3IHUHBIE
MOCIIeI0BAaTEIbHOCTH OAMHAKOBOM [UIMHBI PacCMaTpHBAIOTCS KaK HJICHTUYHBIE,
YTO HE IMO3BOJISET BBISBUTH IOTCHIMAIbHBIC OUOIOTHYECKHE PA3IUUUS MEKIY
HUMH. bojee TOro, cioXKHOCTH BO3HUKAIOT NMPU aHAIM3€ JAJIUHHBIX M CIIOMKHBIX
TaTuIOTHIIOB, YTO TpPeOyeT pa3paboTku Ooiee TOYHBIX W CHEIHATH3UPOBAHHBIX
WHCTPYMEHTOB JJISl UX UIACHTU(QHUKALUN U CPAaBHEHUSI.

CoBpeMeHHBIE ~ METOIbl, TakHUe KaK HCIOJIb30BaHUE  KallWJIISIPHOTO
anektpoope3a m cexBeHHpoBaHue 1Mo CoHrepy, OTpaHWYEHb B DPa3peHICHUN
W TOYHOCTH, YTO TpeOyeT BHEAPECHUS TEXHOJOTHH CIEAYIOIIEro IOKOJICHHUS.
CexBeHHPOBAaHUE C BHICOKUM Pa3peIIEeHUEM U HOBBIE aJITOPUTMBbI TCHOTUITUPOBAHUS
STR, Takme kak ExpansionHunter, neMOHCTpUpYIOT OONbIINE MNEPCIEKTHUBEI,
OZHAKO OHM TAKKE HYXKIAIOTCS B JaJbHEHIIMX YINYyYHICHUSIX Ul TOBBILICHUS
JOCTOBEPHOCTH M CHW)KEHHS 3aTpaTr BO BpeMEHH 00paboTku. Pa3zpaboTka HOBBIX
WHCTPYMEHTOB, CHOCOOHBIX 3(QEKTHBHO HUACHTU(PHULUPOBATL M aHAIU3UPOBAThH
TaHJIEMHbBIE TTOBTOPBI, OCTAETCS aKTyaJIbHOM 3a/iaucii B FTeHOMHUKE, YTO MO3BOJIHT
YIYYLIUTh IHATHOCTUKY W TIOHUMaHHUE TEHETUYECKHUX 3a00IeBaHHIA.

MarepuaJjbl 1 MeTOAbI. B MUpOBOI MpakTHke 001Iast cxeMa UACHTH(PUKAITAN
TaH/IEMHBIX TTOBTOPOB BBIIVISIUT CJICAYIOIIUM 00pa30M: dTarl NOATOTOBKHU JTaHHBIX
— (paii ¢ TeHOMHOM MOCIIeA0BaTEIFHOCTRIO (Hanpumep, B popmare FASTA); stan
OTIpeNieIeHNs] TIapaMeTPOB TOMCKa — 3a/laHue IapamMeTpOB, HEOOXOAWMBIX IS
UACHTHU(HUKALUK MOBTOPOB; JTall TOUCKA MOBTOPSIOUIMXCS MOTHBOB — IPOXOJ
0 IIOCJIEIOBATEILHOCTH € 33JJaHHBIM ITapaMeTpaMu; 3Tall aHHOTALMM U BBIBOJA
— OINUCAaHWE HaWJCHHBIX MOBTOPOB C YKa3aHUEM WX MECTOIOJOKEHHS, JJIUHBI,
quciaa KONUI M JPYTUX XapaKTEepUCTHK, a TAKKe COXPAaHEHHE WM OTOOpakeHHE
pe3ynbraTtoB B (opMare, HalleJIEHHOM Ha KOHEYHOTO Iojb3oBareis (Tabmuia,
oryer u T.11.) (Puc. 1).
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MoaroToBKa Onpegenexne AHHOTaLMA U

AOaHHbIX NnapaMeTpoB Noucka NOBTOPOB BbIBO/,

Pucynox 1. Tlponiecc nACHTU(PUKAINN TAHICMHBIX TIOBTOPOB

[Ipennaraemass 1uiaropMa OCHOBBIBACTCSI Ha  INPEICTaBJICHHOM  BBIIIE
METOAMKE U MIPEAHA3HauCHa AJIsl [IOMCKA TaHIEMHBIX ITOBTOPOB B OenkoBbix U JJHK
nocienoBarenbHOCTIX. O0MIas cxema BbIUYMCICHUN, pa0oThl OHJIaH-TI1aT()OpMBI, a
TaK)Ke B3aMMOJIECHCTBHS KIIMEHTCKON M CEPBEPHOI YacTH MpezcTaBieHa Ha Puc. 2.

3anpoc Ha
BblUMCNEHWNE

Moayne naeHTUGKUKaLUMK U

3anpoc / OtBeT

[Apyrve 3anpocsl

MeTopnpi MeToas! AP CoxpaHeHue
sanpocos API B 6azy
OaHHbIX

Pucynox 2. Ilponiecc HaeHTHHHUKAIMU TaHJIEMHBIX TIOBTOPOB

[Tnarpopma COCTOMT W3 JABYX OCHOBHBIX YacTeii — IOJb30BATEIBCKOTO
(kmenTckoro) uHTepdeiica u cepBepHoil yactu. CepBepHas 4acTh MPOU3BOIMUT
BBIYUCIICHHS TIO TIOUCKY TaHIEMHBIX MOBTOPOB ¢ (hOpMHUpPOBaHHEM 0a3bl TaHHBIX
pe3ynpTatoB. B ocHOBE cepBepHOil TOruKHU 3a0keHbl MeToabl Rest AP, kotopeie
MO3BOJISIFOT ~ YAJICHHBIM ~ KJIMEHTaM TPOM3BOIUTh BbIUMCIeHUs. [linardopma
peanu3oBaHa Ha 0a3e omnepanroHHON cuctembl Ubuntu v.22 ¢ HCIOIb30BaHHEM
SI3BIKOB MpOrpaMMupoBanust Java u php. 3anpockl U pe3ysabTaTsl POPMUPYIOTCS B
¢dopmare JSON.

KimeHrckast 4acTh MpeAcTaBisieT co00il OHIAiH cucTeMy, KOTopast TI03BOJISET
BECTH CTATHCTHKY pPACueTOB II0JIb30BaTElCi, KOTOphIE B JAJbHEUIIEM MOTYT
UCIIOJIb30BaThCsl JUISl CpaBHEHHMH pe3ynbraToB. OHIAMH CcHCTEeMa BPEMEHHO
pa3merieHa no axpecy https://gene.kkk.kz/. Jloctyn ocyiiecTBisieTcss TOJIbKO ¢
MOMOIIBIO BBI30Ba METOJIOB KaJIbKYJISILIUK, Yepe3 ABYX(aKTOPHYIO aBTOPH3ALIUIO U
MOJyYCHUEM TOKEeHA. TeXHHUYecKas peau3alusi Mojb30BaTelbckoro nHrepdeiica
npousBeneHa ¢ ucnoib3zoBanneM HTMLS, jQuery, Bootstrap u PHP8 n npyrux
Web-TeXHOJIOTHH.
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OmmceiBaemast uaropMa HUCIONB3YIOT MCXOIHBIH KOA WACHTU(DUKAMH U
BU3yaJIU3aLUH IEPEMEKAIOIINXCS U TAH/IEMHBIX TIOBTOPOB Ha YPOBHE BCEr'0 FeHOMa
(https://github.com/rkalendar/Repeater). Beraucienust npou3BoasTCs IyTEM BBOJIA
CIICIYIOIINX TapaMeTpOB, ONMUCAHHbIX B Tadmuie 1.

Tabmuua 1 — [Tapamerpsl 1 ananmza

Ne n/mt | [Mapamerp | Onmcanue

1 SSr AHanu3 ToabKo J0KycoB SSR/Tenomepon

2 kmer MunnmaibHas k-Mepa, JInHa MOJICTPOKH, COACPIKAIMECs B OHOIOTHYCCKON
HOCIIEI0BATEIbHOCTH

3 min HauanbHas [yinHa oBTopa

4 sln Jlnuna cTpoku

5 image PazmepHOCT M300pa)KeHUs Ha BBIXO/IC BHIYMCIICHHS

6 Flanks Pacumpenue ¢aHros noBTopa Ha COOTBETCTBYOLLYIO JIHHY

7 Mask DopmupoBaHre HOBOTO (haiiIa ¢ MACKUPYIOIIIMH TOBTOPAMHI

8 Seqshow | M3BreueHne nocneroBaTeIbHOCTEH TIOBTOPOB

9 Quick [MpuzHak OBICTPOrO aHANU3 TIOBTOPOB, O3 DIYOOKOTO aHajgm3a W UuX
KJIaCTepU3aluu

10 File Daiin U1 aHAMK3a B TEKCTOBOM (hopmarte

Juia mpoBeneHust KOPPEeKTHON HISHTH(HUKAIMKA TOBTOPOB KPUTHYHO BAKHO
3aaTh NPaBWIBHBIE IIapaMETpbl, KOTOpbIE IIO3BOJIAT C Hambosiee BBICOKOH
TOYHOCTBIO TPOU3BONUTE BBIYMCIECHHS U BBISIBIIATE TaHIEMHBbIE TIOBTOPBI. [Ipnmep
3aJaBaeMbIX ISl pacueTOB MapaMeTpOB IpeacTanieH B Tadnuie 2.

Tabmmma 2 — [Ipumepsl 3a1aBaeMBIX TapaMeTPOB JUTS aHAITH3a

Ne m/mt | [Ipumepsr mapameTpoB

kmer=21, min=30

ssr=true, seqshow=true, flanks=100

kmer=21, min=100, sIn=250, image=5000x3000, quick=false, mask=false, seqshow=true

WIN |~

Kax BugHO B IpeIcTaBICHHBIX IPUMEPAX, HE BCE MapaMEeTPhl AHAIN3A SIBJISTFOTCS
00s13aTeNbHBIMU TSI 33J]aHMsI UX TIOJB30BaTelIeM, OJHAKO IPH HCIIOJIB30BaHUU
0oyiee TOYHBIX HACTPOEK IUTaTGopMa IEMOHCTPHUPYET ITydIlWe Pe3yNbTaThl I10
CPaBHEHHIO C 3aIPOCaMHU C HEOIIPEIeIIEHHBIMA TapaMeTPaMHU.

OTu4uTebHON 0COOCHHOCTBIO TpeiaraeMoi miarOpMbl, OMPEICIITIONICH
€€ HOBH3HY, SIBJISICTCSI UCIOJIB30BaHUE CIEIHAILHO Pa3paO0TaHHOTO aJIrOPUTMA,
KOTOPBI  TO3BOJISIET ~ WACHTUQUIMPOBATH BCE  TUIBI  MTOBTOPSIOIIUXCS
MOCJIEZI0BATEFHOCTEH, BKJIIOYAast ~ COBEPIIEHHBIE W  HECOBEPIICHHBIC
MHKPOCATCIINIMTHBIC IIOBTOPbLI, a TaKXKeE JHOGBIG TUIIBI KOPOTKHUX TaHACMHBIX
MOBTOPOB. JTU TOBTOPHl MOTYT NPHUHAIJICKATH K IIUPOKOMY CIIEKTDY,
OpPraHW30BaHHOMY B TIOBTOPSIOIIMECS CTPYKTYPBl 0OJiee BBICOKOTO TIOPSIZIKA,
TaK¥e KaK KpyImHbIe CaTeJUITNTHBIE TIOCIIeI0OBATEeIbHOCTH U TeoMephl. [Iporpamma
MpeaACTaBIsACT coboi BBICOKO‘-IYBCTBI/ITSJII)HLII\/’I u aBTOMaTI/I?,I/IpOBaHHLII‘/‘I METO HJIsA
UIACHTU(DUKALINN TIOBTOPSIOIIMXCS MOCIIEA0BATEILHOCTEH.

119



NE WS of the National Academy of Sciences of the Republic of Kazakhstan

Pe3ynbrarel n ob6cyxnenue. OnnaifH-uiatgopma ObUIa MPOTECTHPOBaHA HA
XPOMOCOMaX JKUBOTHBIX, HACEKOMBIX, PACTEHHIA, a TAK)KE Ha IMOCIIET0BATEILHOCTSIX
TEHOMOB MPOKAapUOT M TUTAHTCKUX BUPYCOB. Pe3ynbrarhl mokaszaiu, 4yTO OHA
saBisieTcss ObICTPbIM, 3()(EKTHBHOM M MPOCTOH B HCIOJIB30BAHHHM, IMpeJiaras
ynoOHeIi nHTEpdeiic. Kpome Toro, mporpamma rmo3BosiseT HOITy4IuTh HHHOPMALIUIO
0 pacroiOKEHUH U paclpeielIeHHH dTUX MTOBTOPOB B TEHOME, YTO MOXKET MIOMOYb
WCCIIeIOBATEISIM BBISIBUTH MOTECHIMAIBHBIC PErYISTOPHBIC PErOHbI M 00JIACTH,
MOABEPKEHHBIC TEHETUYECKOM HECTAOMIBHOCTH.

OcHOBHBIE MOAYJIH, BXOAAIIME B (DyHKIMOHAN MiIarOpMbl HpPEACTaBICHBI
nwke. Ha Puc. 3 mpeacrasnen Monyinb (OpMUpPOBaHMS BHIYMCICHHH, B KOTOPOM
MOJIb30BaTEIb OMNpPEACIsieT MapaMeTphbl BBIYMCICHHS, paHee ONHMCAaHHBIE B
Tabmuue 1. [locne ompeneneHus BceX HEOOXOAMMBIX MapaMeTPOB MPOUCXOAUT
9Tall BBIYMCIICHHS, [TOCIIE KOTOPOTO MOJB30BaTeNlb MOXKET EPEXOANUTH B UCTOPHUIO
pesynbraroB (Puc. 4).

V) SEIFULLIN
UNIVERSITY

AN ANA AHATIUZA

BuiGepiTe chailn a1 3arpyaKN

Bo0epITe Gailn |33 e 3509

v Caopuposars srekrerve

Pucynox 3. Monyab GopMUPOBaHHS BBIYHCICHUN

SEIFULLIN
UNIVERSITY

Pucynox 4. Uctopus pe3yapratoB
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I/ICTOpI/IH PE3yJIbTaTOB OTO6pa)Ka€T BCC BBIYUCIICHUSA, TIPOU3BCACHHBIC
IMMOJIB30BATCJIEM, YTO MO3BOJIACT BECTU YUCT PACUCTOB. Kamz[aﬂ HUCTOpUSA COACPIKUT
ACTATIU3UPOBAHHBIC PE3YJIbTAThI, OT06pa)K6HHBIC Ha Puc. 5.

PesynsTarthl BbINUCNEHNA

10 vlentries per page Copy. csv Excel

Cluster . Start End
D position position tength s Saquence
1 2 126 125  ttaatacttoggeaatictggategeagetaagteccegagtgegacgttaag cag aatacttaggegattc
1 144 197 54  ttaatacttaggegattetggatege gtee aag
1 192231 -192172 60 ttaatacttaggegotietyg g gagtgtga
2 192334 -192197 138 cgagtgegacgttaatitcagactcggagaaagtitgtacttaggegatigttgategtagetaagteccogagtgeaacgtttagtgec
2 529001 -528864 138 cgagtgegacgttt taggegattcty gcagctaagtectegagtgegacgttgagtg
3 156299 156351 53  gegattetggatatgat
3 518716 -518664 53 gcgattelggatatgat
4 4953 5553 601 g acattgtg! aaageaatttgetgoageaaattgtcacacaaagte
4 12745 -12145 601 0 g acatgeacgtgg ooogeaatttgetgaageaaattgt
5 198 800 603  gtgttggtgaacattgtgtaaggacceacatgeacgtgggataaccag tget, Jcacaaagtet

showing 1 to 10 of 5,052 entries

3aKpums

Pucynox 5. Jleranuzanus pe3yibTaToB

ITomumo JCTaJIn3allii TEKCTOBOM 4YacTH BLI‘{I/ICJ'ICHI/II\/'I, npegjiaracmas
rmaT(bopMa JAa€T BO3MOXHOCTD ITOJTy4aTb BU3YyaJIbHOC OT06pa)KeHI/Ie PE3YyJIbTaTOB,
TAC HANIAAHO MOXXHO YBUJICTh, KaK U I'IC ObLIH I/I,[[eHTI/I(I)I/II_II/IpOBaHLI IOBTOPBI.

B

Pucynoxk 6. Buzyanuszanus pe3yabraTroB

Kak Bugno u3 Puc.6 onnaiin-ruiardopma mo3BossieT NOIyduTh HHOOPMALIUIO
O PAacIOJIOKEHUH U PACIIPE/IeNIeHNH TaH/IEMHBIX IOBTOPOB B T€HOME, YTO MOXKET
MOMOYb HCCIIEIOBATENSIM BBISIBUTH MOTEHLIUAIBHBIE PETyISTOPHBIE PETHOHBI WIIN
o0nacTu, MogBep>KeHHbIE TeHETHYECKO HEeCTaOMILHOCTH.
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BeiBoabl. B pabote mpeniokeHa OHIaWH-TUIaTGOpMa U WACHTU(UKAITUT
TaHJIEMHBIX ITOBTOPOB ITPH TIOJTHOT€HOMHOM CEKBEHHUPOBAHUU. TaHIeMHBIE TOBTOPBI
B OMOJIOTHY UTPAIOT 3HAUYNTEIBHYO POJIb TIPH BBISIBJICHUH TCHETHYECKUX MaPKEPOB
3a00JeBaHMiA, TIOHUMAHHH DBOJIOIMOHHBIX IPOLECCOB U YIYYIICHHH METOIOB
muarHoctuky. OHaiH-arGopmMa JiIs TOMCKa TaHAEMHBIX TOBTOPOB TTO3BOJISIET
00OHapYKUBATh IEMEHTHI ITPSIMOTO M HHBEPTHUPOBAHHOTO MTOBTOPA, COBEPIIICHHBIE U
HECOBEPIIICHHbIE MUKPOCATEIUTUTHBIE TIOBTOPHI, & TAKKE JTFOObIE TUTIBI KOPOTKUX U
JUTMHHBIX TaHIEMHBIX TOBTOPOB. CodeTast BRICOKYIO TOYHOCTh M YHUBEPCAITLHOCTb,
WHCTPYMEHT BHOCHT 3HAYHTENBHBIN BKIIAJ B IMOHMMAaHWE CIOXHOTO JaHamadra
TeHOMHBIX TIOBTOPOB. OH TO3BOJISIET MCCIIEAOBATEISIM JIETAIBHO aHAIU3HPOBATH
W BBIIBISAT PA3IMYHBIE THITBI TTOBTOPSIONIUXCS TOCIENIOBATEIBHOCTEH, YTO
crocoOcTByeT Oosiee TIIyOOKOMY TOHHMAHWIO TEHETHYECKUX MEXaHW3MOB U
YIYUYIICHUIO JUaTHOCTUKH T€HETHIECKIX 3a00IeBaHNH.
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Abstract. With the development of the Industrial Internet of Things (IloT),
human-machine interaction system automation has reached a higher level of
research, contributing to the integration of intelligent technologies in the industrial
sectors. Modern technological innovations, including edge computing and fog
computing, significantly accelerate the advancement of manufacturing processes.
This paper aims to thoroughly review the scientific literature related to a specific set
of terms derived from integrating IIoT and edge computing. The paper presents a
bibliometric analysis of edge computing and IIoT merging. It focuses on prevailing
trends, prominent authors, key publications, and research productivity over the past
5 years. The paper identifies notable patterns and trends by examining scientific
papers and using analytical tools such as bibliometrics, emphasizing the role of
advanced technologies like Al and blockchain in enhancing IIoT systems. The
data indicate a significant increase in research outcomes, highlighting the need
for effective use of edge computing to address data processing challenges and
improve system security. This bibliometric analysis reveals current research areas
and promising directions for the development of edge computing within the [IoT
framework.
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Annoramus. Ouipictik 3arrap uHTtepHeTiHiH (I[oT) maMmysIHBIH apKackiHIA
aJlaM MCH MalllMHAHBIH ©3apa OPeKeTTEeCY JKYHEeCiH aBTOMAaTTaHABIPYIbl 3ePTTEY
JICHIell KoFapbuUIaibl, OYJ1 63 Ke3€riHAe WHTEIUICKTYalJbl TEXHOIOTHSIIAP/IbIH
OHEPKACIN caiajapblHa WHTerpalusaHyblHa bIKNan erTi. Kasipri 3aMaHFbl
TEXHOJIOTHSIIBIK MHHOBAIUSUIAP, OHBIH IMTIHIE MIETKI €CemnTeynep MEH TYMaH[IbI
ecenTeynep, OH i piCTiK MPOIeCTEeP IiH XKbIIIaM JaMybIH Al TAPIIBIKT AN Ke e IeTe 1.
Maxananbry Makcatbl - [loT jkoHe mmieTki ecenteysiepai MHTErpausiiay apKblibl
TybIHJaFaH HAKThl TEPMUHJEPIe KATHICTBI FBUIBIMU JKapUsIaHBIMAAPABI JKaH-
JKaKThI Kapar 1y, Makanana metki ecenteyiep MeH [loT-Tiy Oipiryine apHaaraH
OMOIMOMETPHSUIBIK Tasifay YChIHBLIIbI. COHFBI 5 JKbUIAAFbl TAHBIMAI aBTOPJIAP/IBI,
MaHBI3BI KaAPUUTAHBIMIAPIBET JKOHE 3ePTTEy OHIMILTITI KapacTeIpsliasl. CoHmaii-
aK, FBUIBIMH MaKajaJap/iel 3epTTey MeH bibliometrix KypaiblH KOJIIaHy apKbLIbI
eJeyNi YATiIep MEH TEHACHIUsIAp aHBIKTAIbL. JKacaHIbl MHTEIIEKT 3aMaHayd
texHojorusiceiH 1loT xylenepin xetinaipyaeri pesi aran kepceTinai. Monimerrep
3epTTey HOTHXKEJCPiHIH alTapibIKTall ©CKeHIH KOPCETTi, Oyl JepeKTepai oHuey
MaceJeNepiH Menry MeH Kyie Kayirci3airia jkakcapTy YIIiH IIeTKi ecenTeynepal
TUIM/II TaliJanaHyablH KOKETTUTITiH KepceTeni. by 3eprreyae OndImoMeTpusiibIK
tanmay IloT koHTeKCiHeri MIeTKi ecenTeylepiH AaMybIHIAaFbl Ka3ipri 3eprrey
cayayapbl )KOHE IMEePCIIeKTUBAIBI OaFBITTAPBI KOPCETIII.

Tyiiin ce3nep: IloT, metki ecenrey, kuOep-PpU3NKAIIBIK XKyHeaep
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AnHoramusi. C pasButHeM mnpombiiieHHoro wuHTepHera Bemmed (1IoT)
aBTOMATH3allMsl CHUCTEM B3aUMOJCHCTBHS UEJIOBEKA W MAIIMHBI JOCTHUIJIA
HOBOTO YPOBHSI HCCIICIOBAHUI, CIIOCOOCTBYSl HMHTETPAllMM HHTEIJIEKTYaJbHbBIX
TEXHOJOIWH B TNPOMBIIIJICHHOCTh W SHepreTuueckuii cexrop. CoBpeMeHHBIC
TEXHOJOIMYECKHEe MHHOBALMM, BKIIOYAs T'PAHUYHbBIC BBIYMCICHUS U TyMaHHBIC
BBIYUCIICHNS, 3HAUUTEIBLHO YCKOPSIIOT Pa3BUTHE MPOU3BOJACTBEHHBIX IPOLIECCOB.
Lenp sTON PabOTHI — BCECTOPOHHUH 0030p HAYyYHOW JMTEPATyphI, CBI3aHHBIN
C ONpeAeeHHBIM Ha0OpOM TEPMUHOB, BO3HUKaromux u3 uHTerpamuu lloT u
IpaHUYHBIX BbIUUCIeHHH. B pabore mpeacraBieH OMOIMOMETpUYECKHN aHATU3
ciugHus rpaHuuHbIX BbaucieHnd u IloT. OcHOBHOe BHHMMaHHWe yaenseTcs
npeoOsIafaouMM TeHACHIMAM, BeIyLIUM aBTOpaM, KIIOYEBBIM MyOIMKaLUsAM U
MPOIYKTUBHOCTH MCCIICAOBAHUH 3a rocnennue 5 net. Pabora BeIABISIET 3aMeTHBIC
NaTTepHbl U TEHICHLWH, MCCIEAYS] HAay4YHbIE CTAaTbU M HCIONb3YS MHCTPYMEHT
bibliometrix, moguepkuBast poib NepeTOBbIX TEXHOJIOT U, Takux Kak W n 6roxueity,
B ynyumienuu cucteMm lloT. [laHHble NMOKA3bIBalOT 3HAYMTENIBHOE YBEIHMUCHHE
pe3yJIbTaTOB  MCCICIOBAHUM, IOJYEPKHBas HEOOXOOUMOCTH 3()(HEKTHBHOTO
WCTIOJIb30BAHUSl TPAHWYHBIX BBIUMCICHMH Ui peuieHust 3agad  oOpaboTku
JAHHBIX U YITy4LICHUS! 0E30MacCHOCTH CUCTEM. DTOT OMOIMOMETPHUUECKUI aHaTN3
pacKpbIBacT akTyalbHbIe 00JIACTH UCCIICIOBAHUM U NIEPCIIEKTHBHBIC HAlPaBICHHUS
Pa3BUTHS TPAaHUYHBIX BhIYUCICHUM B pamkax [1oT.

KuaroueBsie ciioBa: [10T, nepenoBeie BEIAncIeHus, KNOEPHUINIECKUE CUCTEMBI.
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Introduction

The IloT and edge computing have emerged as fundamental components
of contemporary industrial frameworks, significantly augmenting operational
efficiency, security, and data governance. Edge computing facilitates the processing
of data at the periphery of the network, thereby minimizing latency and enhancing
performance, a factor of paramount importance for industrial applications. The
advancement of IIoT and edge computing technologies culminates in substantial
enhancements in both efficiency and security.

Background studies

In the context of Industry 4.0, the IIoT assumes a pivotal role in facilitating
communication among machines while enabling the collection of real-time data.
Nonetheless, a significant challenge arises concerning device compatibility within
industrial IloT, primarily attributable to the heterogeneity of technologies and
the absence of standardized protocols. Addressing these challenges is imperative
for enhancing operational efficiency and minimizing expenditures. Variations in
compatibility, coupled with the advent of emerging technologies such as blockchain
and 5G, have the potential to augment data interchange and device integration
within the IloT framework (Hazra, et al, 2021). In recent years, lloT has evolved
into a fundamental component of intelligent systems; however, issues surrounding
data privacy and security persist as critical concerns due to the substantial quantities
of sensitive information being managed. Conventional cloud computing confronts
difficulties related to latency and bandwidth, thereby rendering edge computing a
viable alternative (Niu, et al, 2023). The IIoT landscape encompasses a multitude
of devices and sensors that engage in data exchange within a sophisticated network,
necessitating the deployment of contemporary edge computing solutions. Numerous
facets of edge computing are scrutinized, encompassing security, latency, resource
allocation, and energy efficiency (Bayar, et al, 2023).

Amidst the escalating energy consumption within the industrial sector, the
imperative to curtail costs has gained paramount importance. In this context, an
energy management architecture predicated on edge computing, which incorporates
this technology into energy management protocols, has evidenced a reduction in
electricity expenditures (Liu, et al, 2024). Data analytics within IloT is generally
executed within cloud environments; however, the emergence of edge computing
has facilitated data processing in proximity to the source, thereby diminishing
latency and expediting information retrieval. A comprehensive review of extant edge
analytics architectures (Platenius-Mohr, et al, 2021) elucidates critical architectural
dimensions and provides support for subsequent academic and industrial initiatives.

The merging of Al and blockchain technology fosters the efficient processing
of real-time data and bolsters security measures. Notable applications encompass
intelligent transportation systems and unmanned aerial vehicles. The utilization of
edge computing in conjunction with blockchain technology in smart manufacturing
serves to mitigate challenges related to data processing and security, thereby
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ensuring elevated productivity and the preservation of data integrity (Fortoul-Diaz,
et al, 2023; Alanhdi, et al, 2024; Shahbasi, et al, 2021).

The integration of IloT fosters manufacturing efficacy through the aggregation
of data and the application of sophisticated analytics via cloud and edge computing;
however, it concurrently necessitates the safeguarding of data against vulnerabilities
through the adoption of blockchain technologies and Al. When synergized
with lightweight intrusion detection frameworks and advanced cryptographic
algorithms, such as the Convivial Optimized Sprinter Neural Network (COSNN)
and Lightweight Consensus Proof-of-Work (LCPoW), these technologies ensure
elevated accuracy and efficiency within [IoT systems (Selvarajan, et al, 2022). To
facilitate efficacious data processing and real-time transmission at the network
edge, a blockchain-based machine learning framework (BML-ES) has been
proposed. This system employs smart contracts in conjunction with the SM2
cryptosystem to enhance both security and model accuracy (Tian, et al, 2021).
Analytical evaluations indicate that BML-ES substantially improves the accuracy
and security of edge services. Concurrently, safeguarding IoT and I1oT frameworks
from escalating vulnerabilities necessitates a multi-tiered architecture, which
encompasses physical, network, and application layers, thereby accentuating the
importance of cryptographic techniques, intrusion detection systems, and blockchain
technologies to bolster security measures (Yajalaxmi, et al, 2021). The merits of
edge computing encompass the alleviation of load on cloud servers by facilitating
the preprocessing of data at nodes proximal to end-users. This operational paradigm
diminishes latency and bandwidth expenditure, thereby enabling expedited
decision-making in real time. Furthermore, edge computing enhances mobility,
security, and system adaptability, particularly within domains such as smart cities,
transportation infrastructures, and healthcare, through its integration with artificial
intelligence and blockchain technologies. The examination of progressions and
contemporary inquiries regarding edge computing within the Industrial Internet of
Things (IIoT) underscores the necessity of incorporating these technologies into
security frameworks for IIoT to safeguard against emerging cyber adversities. To
substantiate the significance of this subject, the manuscript provides a bibliometric
assessment of research about edge computing in enhancing cybersecurity within
IIoT. Bibliometric methodologies are progressively being utilized across diverse
scientific domains (Aria, et al, 2017).

The objectives of the paper encompass evaluating the efficacy of scientific
investigations, ascertaining the present landscape of research concerning the
integration of edge computing in IloT, tracing its academic evolution, identifying
the predominant topics within scholarly publications, and delineating the foremost
contributors and nations in this discipline.

To fulfil these objectives, the study engages with several pivotal research
inquiries:

- Q1: What is the trajectory of scientific publications concerning edge computing
in [IoT?
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- Q2: Which principal networks of authors, resources, and nations engage in
collaboration?

- Q3: Which nations and authors demonstrate the highest productivity?

- Q4: What are the most impactful publications?

Research Contributions:

1. A bibliometric examination of the integration of edge computing within [IoT
is proposed.

2. The trajectory of scientific publications regarding edge computing in [IoT
over the preceding five years is delineated.

3. Prominent authors and pertinent research themes in the context of edge
computing integration for [loT are emphasized.

4. A comparative examination of the scientific contributions made by authors is
presented.

5. The most prolific nations and authors on the subject are identified.

6. Recommendations are proffered based on the findings.

Motivations

In an era of rapid technological advancement, the integration of the Industrial
Internet of Things (IloT) is transforming the industrial sector by enhancing
automation and driving the adoption of intelligent technologies across various
industries, including manufacturing and energy. With the implementation of
advanced technologies like edge and fog computing, the need to address emerging
security challenges associated with these innovations arises. Edge computing plays
a critical role in optimizing real-time data processing and reducing latency by
moving computing tasks closer to the data sources. Organizations can significantly
lower latency, improve real-time decision-making, and enhance overall system
efficiency by decentralizing data processing and utilizing edge devices. However,
this transition also introduces new security vulnerabilities that must be addressed
to protect sensitive industrial data and maintain system integrity. As the complexity
and scale of [IoT systems expand, ensuring robust cybersecurity measures becomes
crucial. Traditional security approaches often fail to address the unique challenges
posed by the vast and dynamic nature of IIoT networks.

The structure of the paper: Section 1 begins with the introduction, which
includes background studies, research questions, objectives, contributions, and the
paper motivation; Section 2 presents the research methodology with bibliometric
analysis; Section 3 covers the discussion; and Section 4 provides the conclusion.

Methodology

This section provides a detailed description of the paper methodology, which
includes the research selection algorithm, databases containing both quantitative
and qualitative data related to the implementation of edge computing in various
industrial sectors of I1oT, and the bibliometric analysis of the selected papers.

Bibliometric and Database Analysis
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A Dbibliometric analysis is the application of mathematical and statistical
techniques to examine scientific publications within a certain area of expertise
(Wang Y., et al, 2021). Scholarly citation analysis is a statistical approach used to
assess the influence and monitor the progress and patterns in a specific discipline by
analyzing published papers and their citations. This approach involves a quantitative
examination of current scientific findings to determine prevailing themes, patterns,
and trends, taking into account important aspects such as the sample size, the
geographical spread of the studies, and the methodology employed (Bovenizer,
et al, 2023). It partially characterizes, assesses, and predicts the present condition
and patterns in science and technology, while also reflecting recent research
accomplishments and prominent directions in this domain (Song Y., et al, 2021).
Through the implementation of this approach and the examination of the above-
described elements, one may discern noteworthy patterns that greatly contribute to
the field of edge computing in the Industrial Internet of Things (IIoT).

To choose pertinent research for the planned analysis, renowned academic
databases like Scopus. In numerous bibliometric analyses, Scopus, a renowned
citation database, is frequently employed as a reference repository (Donthu, et al,
2021). Primary emphasis was given to papers published within the past five years
to capture the most current trends.

Bibliometric analysis stages

The analyses and visualizations of the results were conducted using the
Bibliometrix (Aria, et al, 2017) in the R environment. Data collection typically
proceeds in three stages: firstly, data extraction; secondly, data loading and
transformation, during which researchers must format the data to ensure
compatibility with the bibliometric tools employed; and lastly, data cleaning. The
many phases of the bibliometric analysis for this work are depicted in Figure 1.

- Introduction: background studies,
motivation

- Methodology: bibliometric and
database analysis, bibl tric analysis
stages

- IToT and industrial digitalization need
advanced technologies: edge computing,
AL and blockchain

- These technologies enhance flexibility,
autonomy, and security in production

- Bibliometris analysis results: data - Bibliometric analysis: co-word, co- - Edge data processing reduces latency
review, data analysis, data visualization citation, co-author, country, author impact, and bandwidth load
- Discussion and recommendations most relevant sources - Improves interaction between cloud
- Conclusion - Bibliometrix services and IToT devices
Step 1: Step 2: Step 3: Step 4: Step 5: Step 6:
Research objective Research design Bibliometric data | | Methodology and Analysis and result Interpretation of
curtain software findinas

- Evaluate research performance

- Identify the current state of
edge computing in IToT

- Define scientific evelution in the
field

- Identifying key publications and
leading authors/countries

- Database: Scopus

- Keywords: IToT. Industrial internet of

things. edge computing

- Inclusion- duration - 2020-2024,
field of knowledge - computer sciences,

engineering

- Exclusion: not English

Tournal

- Keyword analysis trends: edge
[computing-IToT, computation offloading, AT

- Most cited authors: Wang X, Lin Y. Xu X

-h, gindex: Wang X, Lin Y, Xu X

- Most relevant sources: I[EEE
Transactions, IEEE Intemet of Things

- Most productive countries: China, India
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Data collection

The data selection process also consists of three stages. In the first stage,
a query was performed in the selected academic database Scopus using the
keywords "IloT" and "Edge computing." The query used to identify publications
is as follows: TITLE-ABS-KEY ((((iiot) OR ("Industrial internet of things")) AND
("edge computing"))) AND PUBYEAR > 2019 AND PUBYEAR < 2025. In the
second stage, 882 research documents matching the search criteria with the given
keywords were found for the period 2020-2024. In the final stage, research articles
were selected, as they were evaluated for originality and underwent rigorous peer
review, indicating a high level of scientific quality (Paul, et al, 2021). Complete
records and bibliographic data of these studies were exported as a dataset.

Data Analysis

This study uses a co-word analysis based on co-occurrence to provide a thorough
picture of the most studied themes in the integration of edge computing and IloT.
It also showcases the efficacy of keyword selection for the research. Co-authorship
analysis and author rating are additional techniques employed in bibliometric
analysis to accurately identify the most pertinent authors in the domain of edge
computing and IIoT. The application of Price's Law in bibliometrics enables the
identification of prominent writers within a specific research field (Wang, et al,
2021). Citation analysis is a widely used technique in bibliometrics that employs
citation counts to quantify the similarity present among papers, authors, and journals.
Bibliographic coupling refers to the establishment of a relationship between authors
of articles and co-citation, which is the identification of authors who cite the studied
documents. Bibliographic coupling is the analysis of citing documents, whereas
co-citation is the examination of cited papers. The technique of bibliographic
coupling is employed to chart the present state of the research frontier. An essential
measure for assessing scientific production, the h-index considers both the quantity
of publications and the influence of those articles within the scientific community.
To analyze countries and international collaboration networks to identify research
trends in this field, significant efforts were directed towards creating knowledge
that can be used to address issues encountered in practical IloT applications.

Data Visualisation

Visualization methods were used to present maps and results of various analyses,
such as co-citation analysis to assess collaboration networks between authors and
countries based on relevant articles. These networks facilitate the creation of new
research and the exchange of ideas. Additionally, a co-occurrence approach was
applied to analyze keywords, providing an overview of the topics most studied in
the integration of edge computing within IIoT.

Bibliometric Analysis Results

This section presents the results of the bibliometric analysis, from data overview
to publication analysis and visualization.

Data Overview

Figure 2 provides a detailed overview of the data collected from scientific
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publications covering the period from 2020 to 2024. The dataset includes 417
sources, such as journals and books, totalling 882 publications. The annual growth
rate of publications is 7.69%, with an average document age of 1.84 years. On
average, each document receives 15.42 citations, reflecting its scientific impact in
the field. The content of the articles includes 4,498 keywords and 1,948 author
keywords, highlighting the thematic diversity and main research directions. The
dataset comprises 2,448 authors, of which 27 wrote documents independently, and
34.69% of the publications involve co-authors from different countries. Publications
are categorized as follows: 515 articles, 281 conference papers, 6 books, 33 book
chapters, and 25 review articles. Other document types include editorial articles,
corrections, and conference reviews. This variety of document types indicates a
broad range of formats in which research results in this field are published.

2020:2024

Author's Keywords (DE)

1948

Figure 2. Overview of Data Collected from Scientific Publications

Data Analysis

Co-word analysis is the development of a conceptual framework by the
construction of a co-word network. This network is utilized to map and group
concepts that are taken from keywords, titles, or abstracts in bibliographic sources.
Figure 3 illustrates the emerging pattern of terms associated with the implementation
of contemporary technologies, including edge computing and artificial intelligence.

Tree

Figure 3. Tree Map of keywords
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The 882 papers on edge computing applications in the IIoT display the swift
progress in recent years. Between the years 2020 and 2022, research had a steady
growth rate, but a significant surge was noted in 2023. These findings demonstrate
the substantial influence of edge computing research on the IloT domain among the
scientific community (Figure 4).

Annual Scientific Production

250
200

150

Articles

100

50

o
2020 2021 2022 2023 2024

Year

Figure 4. Annual scientific production per 2020-2024 years

Based on Table 3, Wang and Zhang are the authors with the highest number
of publications in this field. This indicates that their work is recognized by many
researchers and has significant influence in the area of edge computing-IloT. While
counting the number of publications is one method, the total number of citations
is considered a more significant measure. Figure 3 shows a visualization of the
co-citation network density among authors, revealing that Wang X., Zhang H., and
Zhang X. have the highest number of citations and are frequently cited by each

other.
Table 3. Most cited authors

Authors Articles Articles Fractionalized
Wang X. 23 4,70
Zhang Y. 23 5,17
LiuY. 21 4,07
Xu X. 17 3,73
Wang J. 16 3,09
Zhang H. 16 3,21
Lil. 14 3,65
Wu J. 14 3,35
Liu X. 13 2,88
Wang Y. 13 2,44

Table 4 presents a comparative analysis of the scientific contributions of ten
authors based on various bibliometric indices, which allow for the assessment of their
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productivity and impact. Liu Y. ranks first in h-index (11) and total citations (562),
indicating his significant scientific contribution. His g-index (21) also confirms
the quality of his publications, while his M-index (2.750) points to a sustained
impact over several years. Wang X. and Xu X. have h-indexes of 10, demonstrating
similar levels of citation, but Wang X. surpasses Xu X. in total citations (644 vs.
512), indicating a more substantial contribution to the scientific community. Zhang
Y., with an h-index of 9 and a g-index of 19, shows good publication quality, but
his M-index (1.800) reflects slower citation growth, possibly due to the shorter
time since his first publication. Thus, the authors are distributed according to their
scientific impact indicators related to the research topic. The authors listed in Table
4 have achieved notable results, as evidenced by their h, g, and m-indices. Author
Liu Y. exerts a greater influence in his field, as his works are cited more frequently.

Table 4. Authors local impact

Author h index g index m_index TC NP PY start
LiuY. 11 21 2,75 562 21 2021
Wang X. 10 23 2,5 644 23 2021
Xu X. 10 17 2 512 17 2020
Zhang Y. 9 19 1,8 391 23 2020
Wang H. 8 10 2 476 10 2021
Wu l. 8 13 1,6 182 14 2020
LiuJ. 7 10 1,4 249 10 2020
Liu X. 7 13 1,4 322 13 2020
Wang J. 7 14 1,75 224 16 2021
Wang T. 7 10 1,4 527 10 2020

Figure 5 visualizes the scientific collaborations among authors on this topic.
Larger nodes represent authors with a higher number of joint publications. Zhang
H. forms a dense cluster with many interconnected researchers.
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Figure 5. Most mutually cited authors
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Figure 6 shows that China is the leading country in terms of productivity, with
931 publications, accounting for 34.5% of the total. India follows with 28.9% of
the publications. Other leading countries include Korea, Spain, the USA, Germany,
Italy, the UK, and Japan. This indicates that there are significant opportunities and
prospects for future development in the integration of edge computing with IloT.
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Figure 6. Countries of Corresponding Authors

The analysis of the distribution of the most important scientific sources,
considering their frequency of publication, indicates that IEEE Transactions is the
predominant source, representing 33.1% of the total publications. These findings
demonstrate the extensive utilization of IEEE Transactions for disseminating state-
of-the-artresearch. The IEEE Internet of Things Journal is ranked second, accounting
for 30.7% of the total sources (Figure 7). This suggests a notable emphasis on
research in I1oT, which aligns with the increasing significance and advancement of
IIoT technologies and their implementations in the industrial domain.
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Figure 7. Most relevant courses
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Data Visualization

Keywords are a crucial component of literature, and co-occurrence analysis of
keywords can effectively reflect the relevant topics in the field of study. By analyzing
keywords such as "lloT", "Industrial Internet of Things" and "edge computing," a
network was obtained to illustrate the conceptual structure. The visualization of the
keyword co-occurrence is shown in Figure 8.
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Figure 8. Keywords co-occurrence visualization

Discussion and Recommendations

The bibliometric analysis of keywords reveals patterns in the incorporation of
edge computing and IloT, with a specific emphasis on offloading computations
and artificial intelligence. Optimizing resource consumption, lowering latency,
and improving efficiency are key objectives of offloading calculations in industrial
edge computing (Zhou X., et al, 2022). Analysis of bibliometric data from the
last five years indicates a substantial rise in the number of publications on this
subject. The primary focus is on incorporating edge computing with technologies
such as blockchain, Al, and machine learning into [IoT. This integration greatly
boosts the efficiency and security of systems, decreases energy expenses, and
improves predictive maintenance. Additionally, it addresses concerns related
to data interoperability and protection. Wang X., Liu Y., and Xu X. are the most
often referenced authors, attaining high rankings in both the h-index and g-index
statistics. The countries of China and India exhibit the highest levels of productivity,
while IEEE Transactions and IEEE Internet of Things Journal serve as the primary
sources for edge-11oT developments.

The study focused on a limited set of terms, namely "edge computing" and "[1oT"
or "industrial internet of things," and exclusively utilized the Scopus academic
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database. Nevertheless, the bibliometric research reveals that the incorporation of
edge computing, and Al are necessary for the successful implementation of the
concept of lIoT and digitalization in the industry. To overcome the constraints of
conventional designs, these technologies enhance the flexibility, autonomy, and
security of production processes. The implementation of edge computing results
in a reduction of latency and bandwidth load, therefore improving the interaction
between cloud services and IIoT devices.

Conclusion

Based on the bibliometric analysis, the primary literary keywords, research,
authors, journals, academic institutions, and countries related to edge computing
and IIoT have been statistically examined. This method analyzed, evaluated, and
forecasted the current state and prospects of research on the integration of edge
computing with IIoT. The co-occurrence of published data by countries and the most
frequently used keywords was analyzed using the bibliometrix program algorithm.
Co-citation networks for journals and authors were constructed, allowing for visual
analysis of maps. Analyzing both qualitative and quantitative bibliometric data of
publications, such as keywords, literature studies, journals, authors, countries, and
their future trends, provides a comprehensive view of the future of IloT and edge
computing. The bibliometric analysis reviewed significant research papers from the
past five years and future research directions in edge computing and [IoT Cyber-
Physical Systems.
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Abstract: This work is dedicated to the development of a discone antenna
operating in the frequency range from 90 to 500 MHz. Broadband performance
and reliability are key requirements for modern antenna systems used in radio
communication, radar, and radio monitoring. However, traditional antenna designs
often fail to provide the necessary characteristics while maintaining simplicity
and affordability in manufacturing. The study presents research results on the
development of various discone antenna designs aimed at improving broadband
characteristics, voltage standing wave ratio (VSWR), and their application in
diverse fields, including communication systems and radars. To enhance broadband
characteristics and VSWR, a modified discone antenna design made of thin copper
wires is proposed in this work. A bimetallic material (copper and steel) was also
used to improve the mechanical strength and durability of the antenna. The main
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parameters of the antenna, such as VSWR, reflection coefficient (S11), and Smith
chart, were analyzed using a Rohde & Schwarz FPC1500 spectrum analyzer. The
antenna’s performance was tested in real-world conditions at the collective radio
station UN9GWA. The modification of the discone antenna design significantly
improves its operational characteristics while maintaining ease of manufacturing
and installation. Experimental measurements confirmed that the developed antenna
meets broadband requirements, and practical use demonstrated its efficiency
in radio communication systems. The developed antenna can be used in a wide
range of radio systems, including aerodrome and railway communication, radio
monitoring, and television. Its simplicity in manufacturing and installation makes
it suitable for rapid deployment, which is particularly important in conditions of
limited time and resources.

Key words: discone antenna, standing wave ratio, reflection coefficient S11, RF
band, collective radio station.
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Annotamus: by xymbic 90-500 MI ' skuilik Auana3oHbIHAA )KYMBIC 1CTEHTIH
JMCKOHYCTBIK aHTCHHAHBI o3ipyieyre apHairaH. Panmo0aiinaHblc, paauoioKaiys
KOHE PaJUOMOHUTOPUHITE KOJNJAHBUIATBIH 3aMaHayW aHTCHHANBIK Kylenepre
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KOWBIIATBIH HETI3Ti Tajanrtap — OJap/AblH KeH KOJIAKTHI JKOHE CEHIMIi OOIyBI.
JlereHMeH, A9CTYpIIi aHTEHHA KOHCTPYKIUSUIAPBI OHAIPIC KapanaibIMIbUIBIFBI MCH
KOJDKETIMJILTITIH CaKTall OTBIPHIIN, KAKETTI CUIIATTaMaIap/ibl XK1l KAMTaMachl3 €Te
anMaiizel. JKyMbIcTa IUCKOHYCTHIK aHTEHHAJIAP/IbIH KEH )KOJIAKThI CUTIaTTaMallapbiH,
KepHey OONBIHINA TYPFBUTBIKTHI TOJTKBIH KO GHUITHEHTIH JKaKcapTyFa OarbpITTaIFaH
OpTYPITi KOHCTPYKIUSIIAPABI 93ipiey OOMbIHIIA 3epTTey HOTHKENepl YChIHBUIFaH,
onap OaitiaHbIC )KYHeIepiH/e )KOHE paiapiap/a Ko AaHyFa )kapaM bl bymkymbicta
KEH JKOJIAaKThI CHITaTTaMallap MEH TYPFBUIBIKTHI TOJIKBIH KOA((HUIIUCHTIH KaKCcapTy
MaKCaThIHa )KYKa MBIC ChIMJIap/IaH kKacajlraH MoAn(UKaIMsIaHFaH TMCKOHYCThBIK
AHTEHHA KOHCTPYKIHUSACH YCHIHBUINBI. CoHOai-ak, MEXaHUKAIBIK OepiKTiri MeH
Y3aK MEP3IMIUTITIH apTTRIPY VINIH €Ki MeTaingaH (MBIC jkoHe OoJaT) jkacaimraH
MaTepuasl TaijanaHpuIIbl. AHTEHHAaHBIH HETi3Ti mapaMerpiiepi (TYPFBUIBIKTHI
TOJKBIH KOA(QQULHUEHTI, marbuibicy Koddduuuenti S11, CMuT nmarpaMmachl)
Rohde & Schwarz FPC1500 crextp aHamu3aTOpBIHBIH KOMETriMEH 3epTTesi.
AHTeHHaHBIH )KyMBICKa )kapaMAbLIBIFEI UN9G WA yKBIMIBIK PaIHOCTAHITASCHIHIA
NIBIHAWBI JKaFJaiinapna Tekcepiimi. JIMCKOHYCTBIK aHTEHHAa KOHCTPYKIIMSCHIH
MomuUKaIsIIay OHBIH TMaiilaTaHy CHUIMaTTaMalapblH alTapibIKTal jKaKcapTyFa
MYMKIHAIK Oep/ii, OYJ1 peTTe eHIIpic MeH OpHATY KaparmalbIMIbLIBIFBl CAKTaJJIb.
OKCIIEPUMEHTTIK OJIIIeyJep d3IpJICHTeH aHTCHHAHBIH KCH JKOJAKThl TajiarTapra
COMKECTITH pacTajpl, aj MpaKTUKAJIBIK MaiifanaHy OHBIH paanobaiiiaHbIC
XKyHenepinae THIMIUNTH KOpceTTi. O3IpIeHreH aHTeHHa adPOIpOMIIBIK KOHE
TEMIpPXKOJABIK ~ OaiilaHbIC, PATUOMOHHTOPHHT JKOHE TENEBUICHWE CHSKTHI
PaMOTEXHUKANBIK SKYHeNepaiH KeH ayKbIMBIHIA KOJIAHBUTYBl MYMKiH. OHBI
Kacay MEH OpPHATYIBIH KaparnalbIMIbUIBIFBl YAKBIT TIEH PEecypcTap MIEKTeyIi
XKaFaainapaa KeJel OpHalacThIpyFa MYMKIHIIK Oepeai, OyJl epeKiie MaHbI3Ibl
0OJIBII TAOBUTAEI.

Tyiiin ce3aep: IUCKOHYCTHIK AHTEHHA, TYPAKThl TOJKBIH Kod(duImeHTi,
marpuTbicy Kodddunmenti S11, XK nuama3oHbl, YKBIMIBIK PaIHoCTaHIINS.
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AnHotauusi: Jlannas pabora TmoOcBsAIIeHa pa3paboOTKe IUCKOHYCHOM
aHTEHHbI, (QyHKUMOHHUpYIOWEH B auamazone dvactor or 90 go 500 MIm.
upOoKOMONIOCHOCTh W HAJICKHOCTh SIBISIOTCSI KIIIOUEBBIMU TPEOOBAHUSMH IS
COBPEMEHHBIX aHTEHHBIX CHUCTEM, UCIOIb3YEeMbIX B PaaHOCBS3U, PAIHOIOKALINU
u paguoMoHuTOpHHTe. OIHAKO TpaJWIMOHHBIC KOHCTPYKIHMH aHTEHH 4acTo HE
o0ecreunBaroT HEOOXOAUMBIX XapaKTEePUCTUK TMPH COXPAHEHHU IPOCTOTHI U
JOCTYITHOCTH MPOU3BOACTBA. B paboTe mpencTaBieHsl pe3yabTraThl HCCIeI0BaHUN
Mo pa3paboTKe Pa3IMYHBIX KOHCTPYKUHUH JAWCKOHYCHBIX aHTEHH, HAlpaBJICHHBIX
Ha YAyYIICHHE IIUPOKOMOJIIOCHBIX XapaKTepUCTUK, Koadduimenta crosuen
BOJIHBI 110 HANpPSDKEHUIO M WX MPUMEHEHUS B PA3IUUYHBIX OONACTSX, BKIIOYAs
CHCTEMBI CBS3M W pajapbl. s yaydiieHns IMUPOKOTIOIOCHBIX XapaKTepUCTUK U
ko3¢ duIKeHTa cTosYel BOJHBI 10 HANPsDKEHHIO B JIaHHOH paboTe MpeioyKeHa
MoaudUIMpoBaHHass KOHCTPYKLHMSI JUCKOHYCHOW AaHTEHHBI, BBINOJHEHHAs W3
TOHKHX MEJTHBIX ITPOBOJIOK. TaksKe NCIIoIb30BaH OMMETaTNIeCKHA MaTepuall (Meab
W CTaJb) JJIsI TIOBBILICHUS] MEXaHUYECKOW MTPOYHOCTH U JIOJTOBEYHOCTH aHTCHHHBI.
OcHoOBHBIE TTapaMeTpbl aHTeHHBI (K03()(UIMEHT cTosuel BOJMHBI, KOIDOUIHEHT
orpaxenuss S11, nuarpamma CMUTTa) HCCIEIOBAHBl C HCHOIB30BAHHUEM
anaym3aropa criektpa Rohde & Schwarz FPC1500. PaGoTocrocoOHOCTE aHTEHHBI
MPOTECTUPOBaHA B PpEANbHBIX YCIOBHSX Ha KOJUICKTHBHOM paJnOCTaHIMU
UNIGWA. Moaudukanus KOHCTPYKIHH JUCKOHYCHOM AaHTEHHBI TO3BOJISIET
3HAQUUTETbHO YAYYIIUTH €€ OKCIUTyaTallHOHHBIE XapaKTePUCTHKH, COXPaHss
MPOCTOTY TPOM3BOJACTBA M YCTAHOBKH. OKCIEPUMEHTANbHbIE W3MEPEHUs
MOATBEPAMIN  COOTBETCTBHE pPa3pabOTaHHONW aHTEHHBl IIHPOKOIIOJIOCHBIM
TpeOOBaHUIM, a TPAKTHYECKOE HMCIOIb30BaHHE MOKazaio e 3((PEeKTHBHOCTH B
cucTeMax paauocBs3u. PaspaboranHast aHTEHHA MOXKET MPUMEHSTHCS B IIMPOKOM
CHEKTPE PalnOTEXHUYECKUX CUCTEM, BKIIFOUas a3POJIPOMHBIE U KETIE3HOJOPOKHBIE
CBSI3U, PAAMOMOHUTOPHHT U TeleBUAeHHE. [IpocToTa N3roTOBICHUS U YCTAHOBKH
nenaet e€ MOAXOISIIEH Al OTIePaTHBHOTO Pa3BepPTHIBAHMUS, YTO OCOOCHHO BaYKHO
B YCJIOBHSIX OTPAaHUYEHHOTO BPEMEHU U PECYPCOB.

KioueBble ciioBa: NUCKOHYCHas aHTEHHA, KOA(PQHUIUEHT CTOSUEH BOJIHBL,

k03 puuuent orpaxenus S, , BU quanaszon, KonIeKTUBHAs PaJHOCTaHIINS.
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BBenenue. B Hacrosiiiee BpeMsi, OAHUM U3 KITFOYEBBIX TPEOOBAHMIA, TPEIBSIB-
JIIEMBIX K QaHTCHHBIM CHCTEMaM B COBPEMEHHBIX PaJINOTEXHUYECKHUX YCTPOMCTBRAX,
sBIsieTcsl obecreueHne UX pabdoTOCIOCOOHOCTH B HIMPOKOM IHANa30HE YacToOT.
[lInpokoronocHbIe XapaKTepUCTHKH AHTEHHBI TTO3BOJIAIOT PAJUOTEXHUYECKUM
ycTpoicTBaM (PyHKIIMOHUPOBATH B MHOTOYACTOTHOM PEKHMME WM TOIACPKUBATh
HECKOJIbKO CTaHAapTOB CBsi3U. CyIecTBYET HECKOIBKO BUIOB IIMPOKOMOIOCHBIX
AQHTEHH, KOTOPbIE MOTYT OBITh MCIIOJIF30BaHBI IJIS1 PA3JIMYHBIX MPHIIOKEHHH, TAaKUe
Kak yJIpTpa-mupokomnoyocHsle anTeHHsl (UWB), mmpokononocHslie neyaTHble aH-
TEHHBI, CIUPAIIbHBIE aHTEHHBI, TUCKOHYCHBIE aHTEHHBI U ApyrHe. Kakiprii Tvm aH-
TEHHBI UMEET CBOU 0COOCHHOCTH ¥ TIPEMMYILIECTBA, U BEIOOP KOHKPETHOW aHTEHHBI
3aBHICHT OT TPeOOBaHUI KOHKPETHOTO MPHIIOKEHUS.

JIMCKOHYCHBIE aHTEHHBI MPEJCTABIAIOT COOOW THI AHTEHH, KOTOPBIN
MOXeT oOecneynBaTh IIMPOKYIO TOJIOCY MpomycKaHus. OHM OOBIYHO HMEIOT
KOHycooOpasHyI0 wWiIH Toiaycepuueckyto GopMy © 00mMamaT XOpOIICH
YHHUBEPCATBHOCTBIO U 9(Q(PEKTHBHOCTHIO B PA3THYHBIX TPUIIOKCHUSX.

B psane nccnenosanmii (Asthan, et al, 2023; Chen, et al, 2011; Zhu, et al, 2022;
Nagulpelli, et al, 2019; Zhao, et al, 2014; Munir, et al, 2022; Gongalves, et al, 2015;
Chapman, et al, 2020; Liu et al, 2022) 6pu1n H3y4eHbI KOHCTPYKIUH U IPUMEHEHUE
JTMCKOKOHYCHBIX aHTeHH. B pabotax (Asthan, et al, 2023 Chen, et al, 2044; Zhu, et
al, 2022;) npexncraBieHbl IUPOKOIIOJIOCHBIE CBOMCTBA TUCKOHYCHBIX aHTEHH JJIS
TIPUMEHEHUS B Pa3IMUHBIX MPUIIOKEHIIX. B padote (Asthan, et al, 2023) aBropamu
MpeJCTaBlIcHa pa3paboTKa IIUPOKOIOJOCHONH —KBaJpaTHYHOW IMPOBOJIOYHON
JMCKOKOHYCHOM aHTEHHBI, JUIsl TPUMEHEHHs B OONacTH JIIEKTPOMArHUTHON
coBmectuMocTH (OMC). Pe3ynbTaTsl H3MEpeHHI TTOKA3bIBAIOT, YTO aHTCHHA UMEET
IIUPOKYIO TOJI0CY YacToT Ha yactotax 2,14 I'T1 (ot 0,68 I'T' mo 2,92 I'T'n) u 4,28
I'Tr (ot 0,68 I'Tm mo 4,96 I'T'n) ¢ wacTuaHOM monocoii nporyckaausa 136,4% u
151,7% nnst pe3yapTaToB KOMIBIOTEPHOTO MOJIETHPOBAHUS U HKCIIEPUMEHTAIIBHBIX
WM3MEPEHHI COOTBETCTBEHHO.

HuskonpodunbHas 1mupoxomnoniocHass nuckonycHas antenHa OBY u YBY
Jana3oHa Uil NPUMEHEHHs B CHCTEMax CBS3M CaMOJIETOB IPEACTaBlICHA B
pabote (Chen, et al, 2011). B nanHo# paboTe aBTOpamu MpeIokeHa KOHCTPYKIIHS
AHTEHHBI, TO3BOJIAIONIAS PACIIUPUTH MOJIOCY MPOMYCKAHUS aHTEHHBI U YAYUIINTh
ee kod(ddumment crosuerr BomHBI 1Mo HampspkeHuto (KCBH). IlpemrtoskeHHas
KOHCTPYKIIMS JJUCOKOHYCHOM aHTEHHBI UMEET TPU OCHOBHBIX JIOTIOIHEHUS: 33 JHIOI0
MOJIOCTh, KOPOTKO3aMKHYTYI0 KOHCTPYKIIMIO M BEPXHIO KOHCTPYKIHIO W3 JIByX
macTuH. Pe3ynprarel n3mepennit mokassiBarot, uto KCBH cocrasnser menee 2,5 B
nuarnasoHe ot 200 1o 447 MI'1, 4TO COOTBETCTBYET IIMPOKOH MOJIOCE MPOIYCKaHUS
B 76%. [Ipyras KOHCTPYKIIHA HU3KOTPOPHUIEHON MTUPOKOMIOIOCHON AUCKOHYCHON
AHTCHHBI, TIpeJicTaBcHa B padote (Zhu, et.al, 2022), rie 1151 yMEHBIIICHUS BBICOTHI
AQHTEHHBI M PACIIMPEHHUS ITOJIOCHI TPOIYCKAaHUS UCTIONB3YIOTCS TPH METAJIINYECKUE
CTOMKH M METANINYECKOE KONbII0. Pe3ynbraTsl n3mMepenuil mokassiparot, yto KCBH
cocTanisieT MeHee 2 B nuana3one ot 0,93 no 1,6 I'T'1, 4To COOTBETCTBYET HIMPOKOM
rojioce npomnyckanus B 57%.
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B pabote (Nagulpelli, et al, 2019) aBropamu mpencTaBieHa JIUCKOKOHYCHAs
aatenHa CBY nmmamazona mis mpumenenust B pamapax FOPEN, roe tpeOyercs
s dexTuBHas pabora IIsi MPOHMKHOBEHHUS uepe3 mperpaabl. s ymaydmeHus
MIOJIOCHI TPOITYCKaHMsI aHTEHHBI B €€ JTMCKOBOM YacTW OBUIM CO3JaHbl MPOPE3H,
YTO MPHUBEJIO K CMEUICHUIO IIEHTPaJbHOM YacTOTHl B CTOPOHY OOjiee BBICOKOTO
JMara3oHa U yBEIIMYSHUIO IIMPUHBI TIOJIOCHI MPOITYCKaHMS aHTEHHBI.

KoHCTpykuMsi HOBOH JIMCKOKOHYCHOM AaHTEHHBI, COCTOALIEH W3 Tpex
KOMIIOHEHTOB, TAKMX KaK KPYIJIBI METaJUINYe CKUI INCK, HEOOJIb IO TepeBEpHY THIH
KOHYC W KapKaCHBIA KOHYC CO CIIeIHATbHBIM MPO(QUIeM TPeACTaBIeHa aBTOpaMu
B pabote (Zhao, et al, 2014). J/lanHas aHTeHHa criocoOHA paboTaTh B JUANa30HE
ygacTtoT oT 400 MI'y no 16,4 I'Tu ¢ KCBH menee 2,5, mpu 3TOM UMEET XOPOLIYIO
BCEHAIPABJICHHYIO JIarpaMMy HalpaBICHHOCTH.

B pabotax (Munir, et al, 2022) u (Gongalves, et al, 2015) ObuIH HCTIOTB30BAHBI
TexHonornn 3D-mewaty IS W3TOTOBICHWS IMCKOHYCHBIX aHTEHH, NpPUYEeM B
(Munir, et al, 2022) aBrop COCpPEIOTOUMIICS HA HIMPOKOIOIOCHOW YacTOTHOM
xapakrepuctuke ot 700 MI't to 6000 MI'n, a B (Gongalves, et al, 2015) ymanocs
JOOHTHCS COMTacoBaHHOM monockl mponyckanus or 380 MIm mo 3 ITn. B
padore (Chapman, et al, 2020) aBTOpoM HcCiIeZOBaHAa KOMIIAKTHAs MaTpHLa
JMICKOHYCHOW aHTEHHBI C pPE30HATOpPOM JJIsi TMPHMEHEHHsT B KOH()OPMHBIX
BCEHAIPABJICHHBIX aHTCHHAX C BEPTUKAIbHOW NOIApH3aLnneii, IpoJeMOHCTPHPOBAB
XOpOIlle BCEHANpaBICHHBIE TUArpaMMbl HAIPABICHHOCTH C pealn30BaHHBIM
kod¢p¢unreHToM ycuienus B quanasone ot 960 MI'n go 1215 MI'u. B (Liu et.al,
2022) npeniokeHa CBEpXITUPOKOIIOIOCHAs IUCKOHYCHAsI aHTEHHA C JHara30HOM
gactoT 1-18 I'Tm, xoTopast obecrmednBacT CTAOWIBHYIO BCEHAIPABICHHOCTh HA
paboumx yacTorax.

B manHOi#l pabGore mpencraBieHa NWCKOHYCHAas aHTEHHA, W3TOTOBJICHHAS W3
OuMeTasia, KOTopasi COCTOUT U3 COCTUHEHUH JIByX METPHAJIOB TaKUX KaK MeIb U
ctanb. Mcmons3oBanue Menn 00yCIIOBIEHO XOPOIIeH yIeTbHOW TPOBOAMMOCTHIO,
yro obecrieunBaeT J(PQPEKTUBHOE DIEKTPOMATHUTHOE W3IYYCHHUE U TPHEM
curHanos. B 1o ke Bpemsi, cTanb 100aBaseT NPOYHOCTH U YCTOWIMBOCTH aHTEHHBI
K pa3jMYHbIM MEXaHWYEeCKHM BO3JICHCTBHAM. TakuM 00pa3oMm, NpHUMEHEHHE
OuMeTamna B KOHCTPYKUMHM JaHHOW JUCKOHYCHOH aHTEHHbI IIOBBILIACT
€€ HaJeKHOCTh W JIOJITOBEYHOCTh B OKCIUTyaTallid, a TakKe YIydlIaeT ee
3¢ GEeKTUBHOCTD ITPpH PabOTe HAa Pa3IMYHBIX YACTOTAX.

Martepuaasl U MetToabl. CymecTBYeT HECKOIBKO BHJIOB KOHCTPYKITUI
JUCKOHYCHOM aHTeHHOMH. JlaHHas AMCKOHYCHas aHTEHHA COCTOMT U3 JUCKa U
KOHYyCa, KOTOPBIE MOTYT OBITh BBIMOJHEHBl M3 METAUIMYECKUX IPOBOJIOK WIIN
METAJTHIECKOTO JINCTa. B ompenereHHOM Anana3oHe 4acToT Takas KOHCTPYKIIUS
o0ecreunBaeT JIMHEHHYIO BEPTUKAIBHYIO MOJISPU3AIHIO 33 CUET JBUKEHHS BOJTHBI
MEXJIy TUCKOM W KOHycoM. Ha pucynke | mpezcraBiieHa KOHCTPYKIIUSI aHTEHHBI,
BBITTOJTHEHHOW B BHJIE CILIONIHOTO KOHYCa U CKEJIETHOTO. B OOJNBIIMHCTBE CiTydacB
B JICHMMETPOBOM JMana3oHe YacTOT HPUMEHSAETCS CIUIOIIHOM KOHYC, a Ha
JIeKaMeTPOBBIX U METPOBBIX BOJHAxX ckenerHas ¢popma (Liu et al, 2022).
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a) 0)

Pucynok 1. KoHCcTpyKIust IMCKOHYCHO# aHTEHHBI: a) CIUIOMIHON Gopmsl (Attps.//vashtehnik.
ru/radioapparatura/diskokonusnaya-antenna-svoimi-rukami.html?ysclid=Itgr887g21328306372),
0) ckenetHO# hopmbl (https://nsk.rusgeocom.ru/products/as3-86-priemo-peredayushchaya-
diskokonusnaya-antenna-0-5-2-5-ggts).

B naHHOl pa0oTe MpeACTaBICHO BBHIMOIHCHUE JUCKOHYCHOH aHTCHHBI, Y
KOTOPOH NMCKOBas W KOHYCOOOpasHas 4acTh BBIIOJHEHA W3 TOHKHUX MEIHBIX
MIPOBOJIOK, YTOOBI YMEHBIIUTH pacxol marepuana s m3rotoBieHus (Telewave
ANT280S Disc-cone antenna, 118-3000 MHz URL: https.//www.bbrc.ru/catalog/
item/telewave _ant280s_diskokonusnaya _antenna_118 3000 _mhz/).Pabounit
nuara3oH gactot coctasister 90 + 500 MI't. Ha pucynke 2 mpuBenieHbI pa3Mepsl
aHTeHHBI. J[mameTp mMamoro aucka cocrapiseT 320 MM, JUIMHA MEITHBIX TIPOBOJIOK
nucka 160 mMm. Jlmametrp ocHOBaHHS KoHyca 360 MM, UTMHA MEIHBIX MTPOBOJIOK
koHyca 505 mm: J{71s1 KpersieHns MEeIHBIX TPOBOIKOB KOHYCA U3TOTOBJICHA METHAS
mIacTuHa (M30JIAIMOHHAS TUTONIAIKA), KOTopas UMeeT pa3Mephl pazmepsl 70x70
MM. PaccrosHre MeXmy TUIacTHHON M TUCKOM cocTaBiseT 30 MM.

k 320 mm 4
30 »om,
120 v

990 mm 505 sne

360 nne

Pucynok 2. Pazmepbl TMCKOHYCHOM aHTEHHBI
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[luTanne aHTEHHBI OCYLICCTBISETCS KOAKCHAIBHBIM KaOeneM C BOJHOBBIM
conporuierneM 75 Om (Porxammens, 2005) 6e3 cormacyromero ycTpoHcTBa.
LentpanpHast xujga KaOeJsl MOJKIIOYAETCSl K BEPXHEH IUIACTHHE, T CXOASTCS
Jy4u KOHYCa, a OIUIETKA MpUIauBaeTCs K IUIACTUHE BEPIIMHBI KOHYyCA.

Madroii aHTeHHBI SIBIISICTCS UIACTUKOBAs TpyOa muamMeTpom 25+40 MM U THHON
1M, depe3 KOTOPBIM MPOXOAUT MUTArOMil kabenb (pucyHok 3). Ha pucynke 4
MIpeCTaBlIeHa UTOTOBasi KOHCTPYKIUSI AUCKOHYCHOW aHTEHHBI.

Pucynok 3. Ilutanue aHTeHHBI

Ilepexonnas |
TpybEa ]

Pucynoxk 4. MiToroBast KOHCTPYKLUSI JUCKOKOHYCHON aHTEHHBI

Jist  mpoBeieHHsT  9KCIIEPUMEHTAJbHBIX HM3MEPEHUH B JaHHOW pabore
Hcrojb3yercs: ananusarop crekrpa R&S®FPC1500 (pucynok 5). B tabmuue 1
MIPECTaBIIEHBI TEXHUYECKHE XapaKTePUCTHUKN aHATN3aTOpa CIEeKTpa.
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£ ROHDE& SCHWARZ  FPC1500 - Spmcirum Analysms

— —
—
Pucynok 5. Aranmuzarop criektpa R&S®FPC1500 (Rohde & Schwarz R&S®FPC1500

Spectrum analyzer URL: https://www.rohde-schwarz.com/products/test-and-measurement/benchtop-
analyzers/rs-fpc-spectrum-analyzer 63493-542324.html).

Tabmuma 1. TexHuueckne XapakTepUCTUKH aHAIN3aTOpa CIEeKTpa

JlnarnasoH 4acToT or Skl go 31T

Paspemienue no yacrore 1T

[Tonoca paspemeHus ot | I'm no 3 MI'ny ¢ marom 1/3

OHOMOPTOBBII BEKTOPHBIN aHAINU3aTOP | muana3oH yactot ot 2 MI' o 1/2/3 I'T', BeixoqHas

nenei MomHocTh —10 1bMBT

Crnensmuii reHeparop nuara3oH 9acTtoT oT 5 k[’ go 1/2/3 I'T'w, BeixogHas
morHocTh 0T —30 10 0 1tbMBT

HezaBrucumblii HCTOUHUK nuarnaszoH 9actoT oT 5 K[’ qo 3 I'T'1, BeIxomaHast
MouHocTbh oT —30 1o 0 ibMBT

Wi-Fi unrepeiic noaJepkuBaeMblil nocrasiaseMsM 110 mis

JUCTAHIITUOHHOTO YIIPAaBJICHUS

Hcnonp3oBanme ananmm3atopa crekrpa R&S®FPC1500 B manHO# pabore
MO3BOJIIET 00ECIIEUNTh BBICOKYIO TOUHOCTh M HaJEKHOCTh HKCIIEPUMEHTAIBHBIX
u3MepeHuid. bnaromapss MmMpPOKOMY YacTOTHOMY JAMANa3oHy M HaJeKHBIM
TEXHUYECKUX XapaKTEepPUCTUKaM, JaHHBIA aHAIU3aTOp OKa3ajcs HE3aMEHUMBIM
WHCTPYMEHTOM JUISI OLIEHKM XapaKTePHCTHUK pa3padOTaHHOW JAMCKOHYCHOU
AQHTEHHBI.

Pesyabrarsl. [[11 usmepenus ananuzaropa criekrpa FPC1500 6511 iepeBecH B
PEKUM BEKTOPHOTO aHanu3a ueneil. Jlajgee ycTpoiTcBo kaauOpyercs B 1uana3oHe
ot 90 MI'u mo 500 MI'u. Ha pucynke 6 mpencrasieHa OMOK cXeMma MPOBEACHUS
n3Mepennii. Ha BY Bxox ananmsaropa crnextpa (pazbem Tuna N) MOAKI0YaeTcs
NUTAIMUi Kabenb aHTEHHBI (pazbeM Tuma PL259), xoTopble COEOUHEHBI C
nomotsio nepexonuuka N Ha PL259.

Jist mpaBUIIBHOCTU Pa0OTHl U3MEPHUTENBHOTO MPUOOpPa M TONTYYEHHsI TOYHBIX
M3MepeHHid, Oblia MpoBeieHa NPOoleaAypa KATMOPOBKH aHaIK3aTopa CIEeKTpa.
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Spectrum Analyzer
Rohde & Schwartz
FPC1500

PI/ICyHOK 6. CxeMa MOJIKJIFOYCHUS aHaJin3aTopa CIEKTpa K aHTCHHE

Kospdument orpaxenus, wid TakKe HasbBaCMblil napamerp S, sBIseTCS
OJTHUM M3 KJIIOUEBBIX NapaMeTpOB B aHTEHHOM TexHHUKe. l3MmepeHHe TaHHOIO
rnapaMerpa BaKHO IIPH OINpPENEJIeHUH COINIACOBAaHMM AaHTEHHBl C MUTaroIen
JUHUEW, a TakKe OIpeNeleHNH PEe30HAHCHBIX XapaKTepUCTHK aHTeHHbl. Ha
pUcyHKe 7 TpeACTaBIeHBbl Pe3yNbTaThl M3MEPEHUI KOA(PPHUIHEHTa OTpaKEHHS.
Ha rpaguke 3nauenue napamerpa S  6epercs 1o yposHio -101b, uro 0o603HauaeT
YTO Ha yCTpoilcTBO mopmaercs He MeHee 90% BXOTHOW MOIIHOCTH M HE MEHee
10% cocraBisier oTpakeHHass MOIIHOCTb. COINIacHO PHUCYHKY, aHT€HHa HMeEeT
HECKOJIbKO PE30HAHCOB, YTO OOYCJIOBJICHO JUIMHOM MuUTaroliero kabems. JlnunHy
Kabesst HEoOXOJMMO YUYMTBIBaTh NPH H3MEPEHHH OCHOBHBIX XapaKTEPHCTHK
aHTeHH (koA PULHMEHTa OTpaKeHHs, KOA(PPHUIUEHTA CTOSUEH BOJIHBI, JHArPaMMbI
HaMpaBJIeHHOCTH | T.JI.) ¥ CTapaThCsl UCIONb30BaTh KaOeH, AJIMHA KOTOPBIX PaBHA
LEJIOMY YHCITY MOJIOBUH JJIMH BOJH JJIsi MUHHUMHU3AIHH PEAKTHBHBIX dYPPEKTOB U
notepsb. Ha pucynke 7, mapkepamu (M1, M2 1 M3) ormeueHbl Takie pe30HaHCHBIE
yacToThl Kak 130MTI'n, 157 MI'u u 465 MI'L.

130.236887 M

1-Port
Cabde Lot

Formst )

Calirate )

Pucynok 7. Pe3ynbraTsl n3mepenus ko3pduirenta oTpaxKxeHns
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[TapameTpom, ompenensonM COIIacOBaHUE aHTEHHBI C MUTAIOLICH JTHHHUEH,
siersieTcst ko duimeHt crostuelt BomHbl (KCB). [IpaBuiibHas HacTpoiika JaHHOTO
napameTrpa BaKHa JUIg oOecHedeHHs] MakCHMaJbHOW Mepelayd MOIIHOCTH OT
nepefaTyiKa K aHTCHHE M MHUHHMHU3alMK norepb. Ha mpakThke B maeanbHOM
ciryyae 3HaueHne KCB Haxogutces BONMM3M 3Ha4eHUs paboyeil 4acTOThI B peAeIax
ot 1,2 10 2, 4TO yKa3bIBaeT Ha MaJible OTPAXKEHUS M pruemiieMoe coriacoBanue. Kax
npenacrasineHo Ha pucyHke 8 3HaueHuss KCB B uccneayembix yactorax 130MI1,
157 MI'm ut 465 MI'11 coctasasert 1,53, 1,32 1 1,09 cooTBETCTBEHHO.

% Vector Network Ana

Return Loss

T30 IGRAT M . ] LE 157 FErabi2 M

Lemwith Chanrt

PucyHok 8. Pe3ynbraThl naMepeHus Ko3QdUIMeHTa CTOsUCH BOTHBI

Jpyrum, He MeHee BaXKHBIM ITapaMeTPOM ITPH MPOESKTUPOBAHUH U M3TOTOBJICHUT
aHTEHH sIBJIsieTcs aHaiu3 auarpammbl Cvutra. Jnarpamma CMHUTTa UCTIONB3YETCS
JUIE OTOOpaKEeHHsI HECKOJIBKUX TMapaMeTpoB, TaKWe Kak IOJIHOE COMPOTHUBICHHE
(axTHBHOE U peakTUBHOE), K0O3(PPHUIIMEHT OTpakeHHs, TapaMeTPhl paccestHUA U Jp.
Ha pucynke 9-10 npencraBieHsl pe3yasTaTsbl IOCTPOCHUS AuarpaMMbl CMUTTa Ha
gacrtotrax 130MI'tu 157 MI'ni, koTopas MOKa3bIBaeT YTO aKTUBHAS COCTABIIAIONIAS
COTIPOTHUBIIEHHUSI HA PE30HAHCHOM YacToTe sABjsieTcsa cormacoBanHou (49,47 OM u
53,96 Om), omHAKO ee peaKTHUBHAS YaCTh IMEET HEOOBITYIO MHIYKTUBHOCTS (+]9,74
n +j3,45), uyto TpeOyeT HEKOTOpPOH KOPPEKTUPOBKH AHTEHHBI JJISl JAOCTHIKEHUS
OTITUMAJIBHOTO COTJIACOBAHUSI.
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Vector Network Analyzer - Refle:

157.292724 MHz

Marker Mode >

130.236887 MHz

Pucynoxk 10. Pe3ynsrarsl moctpoerus auarpamMmmsl CmutTa Ha actote 130MI'g

B mensx mpakTHYeCKOW TPOBEPKH KOPPEKTHOCTH PaOOTBI MPOCKTHPYEMOM
AQHTCHHBI OBLIO IPOBEICHO WCIBITAHWE PAIWOCBI3M B nuamazoHe 145 MIT wm
430 MI'n Ha xomtektuBHOU paguoctaHiimu UNIGWA AO «MexiyHapoIHOTO
YHUBEpPCUTETa WH()OPMAIMOHHBIX TEXHOJIOTHI» C PaTuoMOOUTEIIMH TOpoaa
AnmaTel B ATMaTHHCKOH oOmactu. CortacHO TaONWIle paclpeaeiieHUs YacToT
Peciyomuke Kazaxcran (Tabmuma pacmpemeieHHs IOJ0C YacTOT  MEXKTy
paguociy:k6amu Pecyommku Kazaxcran B muamazone gactoT ot 3 kI mo 400
I'T st paarosIeKTpOHHBIX cpencTB BceX HaszHaueHuid URL: https.//adilet.zan.
kz/rus/docs/V1500010375), maHHBIA AHWAMTa30H SIBISCTCS PaTAOIIOOUTEIHCKAM
JIAara3oHOM.
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Taxkum oOpazomM, B pe3yiabTare pa3padOTKH JaHHOW aHTEHHBI, ObUIN MPOBEICHBI
SKCIIEPUMEHTAIIbHBIE M3MEPEHHUsS] C IMOMOIIBIO aHAJIM3aTopa CHEKTpa, a TaKxkKe
MPaKTHYECKas IPOBEPKa ee padoTOCMOCOOHOCTH Ha KOJUIEKTUBHOM paJinOCTaHIUH.
1o uroram NpoBeJEHHBIX NCTIBITAHNI N3TOTOBJICHHAS! AaHTCHHA [T0Ka3aJia XOPOLIHe
Pe3yNbTaThl Kak MIPH U3MEPEHHUSIX, TaK U IPU MPAKTUIECKON padoTe.

3axiouenne. B nmanHoil paboTte mpexacrtaBieHa pa3paboTKa KOHCTPYKIHMU
JMCKOHYCHOW aHTEHHBI U151 AMaa30Ha METPOBBIX M BEPXHEH 4aCTH AELUMETPOBOTO
nuana3oHa. J{MCKOHYCHBIC aHTEHHBI OCTAIOTCS AKTYaIbHBIMU U BOCTPEOOBaHHBIMU
B COBPEMEHHBIX PaJIUOTEXHUYECKHX CHCTEMaX M MOTYT HCIIOJIb30BaThCsl B
Pa3IMYHBIX CUCTEMaX, BKJIIOYas, paAHOMOHUTOPHHT, PaAXOIOKAIMS, TCICBUICHHE
u MHoOroe apyroe. Kpome Toro, JuckoHycHasi aHTEHHA MCIOJIb3YEeTCs B KauyecTBE
a’3pOAPOMHON aHTEHHBI, [UIsl CBS3U C caMoJieTaMu Ipu noasere (B Anamnazone 130
MTI'm), a TakKe Ha >KEJIC3HOJOPOKHOM TPAHCIIOPTE HA MAHEBPOBBIX JIOKOMOTHBAX,
a Takke y aAexypHoro monctanmuu (150-156 MI'm). Mx yHHBepcaibHOCTH
n 3(QEeKTUBHOCTh MAENAIOT MX MOAXOAALUIMMHU JUIS PA3IMYHBIX CIICHApUEB
UcToNIb30BaHus. [Ipy 3TOM JaHHBINA THII AHTEHHBI IOBOJIBHO MPOCT B U3TOTOBICHUN
W YCTAHOBKE, UTO JIEJIACT UX OCOOCHHO MPUBJIEKATEIbHBIMU B TE€X CIydasx, KOTna
TpeOyeTcst ObIcTpas pa3BepTKa M yCTAaHOBKA aHTEHHOM CHCTEMBI.
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Abstract. With the increasing use of voice assistants and conversational
language interfaces, serious concerns have arisen regarding the privacy of voice
data. In our work, we propose an x-vector-based identification and authentication
system to mitigate the risk of attacks on voice data. This method modifies the
speaker’s pitch and accent information from the original speech signal. In this work,
we present a voice recognition system that better supports the natural diversity
of voices than previous approaches. By maintaining this diversity and using a
generative model to learn and select properties of the x-vector space, we show
that this method better captures the distribution of similarities between pseudo-
vectors. In our work, we also propose to use a forced inequality that allows the
speaker to ensure that the anonymous voice they produce is not too similar to their
own voice. The proposed method allows to obtain a natural-sounding anonymous
voice in addition to the unidentified voice. However, it provides a relative EER
improvement of up to 19.30% for identified anonymous registration-test pairs. We
observed that anonymous words have adequate intelligibility and natural speech in
addition to good speaker identification. Our method can be easily integrated with
others as a matching component of the system and eliminates the need for voice
separation for use during matching.

Keywords: voice identification, voice privacy, x-vector
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AnHoTanus. JlaypICTRIK KOMEKIIJIEp MEH ceilyiecy TUTiHIH MHTEepdeicTepin
KOJIJITAaHYJIbIH apTybl JaybICTBIK JIEPEKTEPiH KYMUSUIBUIBIFbIHA KATBICTBHI YJIKCH
aTaHIayIIBUTBIK TYABIPABL. MaKaaaa 1aybICTHIK IepEeKTepre MIa0dyhll skacay KayIiH
a3aiiTy YIIIH X BEKTOpPbIHA HETI3ACITeH COWKECTEHAIPY KOHE ayTCHTH(HKALUs
JKyHeciH YehiHaMBbI3. byit onmic ceiyieyiHiH I6I0bIC IEHTei MEH EKITiH aKIapaThIH
Oacramkbl CeiJiey CHTHAJIBIHAH ©3TepTelli. 3epTTeyiae 0i3 allIbIHFBI TIciiuepre
KaparaHaa JaybICTapIbIH TaOWFU OPTYPJIUIITIH KAKCHIPAK KOJNIANWTBIH JayBICTHI
TaHy XKYWECiH YChiHaMbI3. OChl OPTYPIIUIIKTI CaKTall OTBIPHIN KOHE X-BEKTOPJIBIK
KEHICTIKTIH KACHETTEPiH 3epTTEY )KOHE TaHIay YIITiH TeHepaTUBTI MOJIEIThI1 KO TaHa
OTBIPBII, OYJI 9JIiC JKaJIFaH BEKTOPJIAP apachIHIarbl YKCACTBIKTAPABIH TapallyblH
TOMEHJCTETIHIHE KO3 JKeTKi3mik. CoHpai-ak IWHAMHUKKE OJlap IIbIFapaThiH
AQHOHUMJII JTAyBICTBIH ©3 JaybIChIHA THIM YKCac OOJIMayblH KaMTaMachl3 €Tyre
MYMKIHAIK OepeTiH MOyl TeHCI3AIKTI maiaanaHyabl YChIHAMbI3. ¥ CHIHBIIIFAH
omic Oenrici3 AaybICKa KOCHIMINA TaOWUFU JBIOBICTHI AaHOHHUMJI JaybICTBI allyFa
MYMKIiHAIK Oepeni. Anaiina, Oy aHBIKTaJIFaH aHOHUM/II TiPKEy-TeCTIIey KYNTaphl
YIIiH canbicThipMansl Typae 19,30% - ra neiiin jkakcapTyabl KAMTaMachl3 €TeIi.
AHOHMM/II CO3CP/IH COMICYIIiHI JKAaKChl COMKECTCHIIpPYACH 0Oacka, TYCIHIKTI
JKOHE TaOWFU CeIUIeHTIHIH Oalikaablk. Bi3miH ofic KyHeHiH coiikec Kypamjac
Oeutiri peringe OackamapMeH OHaW OIpIKTIPiIyl MYMKIH jKOHE COMKECTIK Ke3iHJe
naiganaHy YIiH JaybICThl 06Ty KaKETTUTITIH OO IbIpMaiIb.
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AHHOTAIIHA. C pocToM HCHOJB30BAaHUSI TOJOCOBBIX IIOMOIIHHKOB U
Pa3TOBOPHBIX  SI3BIKOBBIX ~ HMHTEP(EHCOB BO3HHUKIM CEPhE3HBIC  ONACCHHS
OTHOCHTEIHHO KOH(DHIEHIIMAILHOCTH TOJIOCOBBIX JIaHHBIX. B Hamrelr pabote Mbl
mpejyiaraeM CUCTeMY WICHTU(DUKAIMK W ayTCHTU(UKAIMU C HCIOJIh30BAHUEM
X-BEKTOpPOB, YTOOBI CHU3UTh PUCK aTaK Ha TOJOCOBBIC JaHHBIC. JTOT METOJ
M3MEHSET MHPOPMAIIMIO O TIOJE€ M aKIICHTE TOBOPSIIETO W3 MCXOJHOTO PEYCBOIO
curHaia. B aToit paboTe MbI IpeicTaBiIsieM CHCTEMY PAaCIIO3HABAHHS FOJIOCa, KOTOpast
Jy4IIe TOAJIEPKUBACT €CTECTBEHHOE Pa3HOOOpa3ue rojocoB, YeM TPEAbIAYIIHE
nogxofpl. [lognepkuBast 3To0 pasHOOOpa3Ue W HUCIONB3Yysl TCHEPATUBHYIO MOCIh
JUTSL U3yUYSHUSI U BBIOOpa CBOMCTB MPOCTPAHCTBA X-BEKTOPOB, TIOKA3bIBAsI, YTO 3TOT
METOJI JIydllle OTPa’kaeT pacIlpelesiecHue CXOACTB MEXAY IceBIOBEeKTOpamu. B
Harrel paboTe TakXke IpeJiaraeM HCIOIb30BaTh MPUHYAUTEIHPHOE HEPABEHCTRBO,
KOTOpPOE TIO3BOJISIET TOBOPSIIEMY TapaHTUPOBATh, YTO MPOU3BOJUMBIN UM
AHOHMMHBIH T'OJIOC HE CJIMIIIKOM II0X0K Ha €ro COOCTBEHHBIH T'0I0C.

[Ipennaraemplii  MeTOA TO3BOJISET MOIYYUTh €CTECTBEHHO 3BydYalluid
QHOHUMHBIA TOJIOC B JIOMOJHEHHWE K HEOMO3HAHHOMY Trojiocy. Tem He
MeHee, 3TO obecreunBaeT OTHOcuTenbHOe yayuiienne EER mo 19,30% mms
UACHTU(DUIIUPOBAHHBIX AHOHUMHBIX Iap PETUCTPANUSA-TECT. MBI 3aMETHIIH, YTO
AHOHUMHBIC CJI0Ba OONAJIAIOT a/IEKBATHOW Pa30OPUYUBOCTHIO M €CTECTBEHHOCTHIO
peuH B JIOTIOJIHEHUE K XOPOIIeH niaeHTu(UKauu ropopsimiero. Hamr MeTox MoxxHO
JIETKO UHTETPUPOBATH C APYTUMU B KQYECTBE COMTIACYIOIIETO KOMITIOHEHTA CUCTEMBbI
U YCTpaHSET HeOOXOJUMOCTh pa3JIelICHHUs TOJIOCOB JUIS UCIIOJIb30BaHUS BO BpeMs
comTacoOBaHMSI.

KaroueBbie c10Ba: roiocoBast HIeHTHPUKAIHS, KOHQHUIESHIINAILHOCTh roI0ca,
X-BeKTOp.

Introduction. Speech is widely used as a powerful form of communication
between humans and several automated systems. With the advancement and
ease of voice biometrics and voice assistants, people are using them for online
banking, security, meeting transcription, online shopping and more is used for
(Chen, et al, 2018). However, voice data may include passwords, age, gender,
health status, geographic origin and more, for example, the speaker has sensitive
and personal information that may threaten the privacy of the speaker (Liu, et al,
2018). Therefore, the General Data Protection Regulation pays special attention
to the protection of personal data, including speech data (Arik, et al, 2018). There
are several ways to protect the speaker data in the speech signal: cryptographic
methods, de-identification, pseudonymization and anonymization of speech (Arik,
et al, 2018) A system that includes this method is called a voice privacy system
(Tomashenko, et al, 2020). Speaker identification is the process of hiding or
changing the identity of the speaker so that the speech sounds as if it is spoken by
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another speaker (i.e., a pseudo-speaker) without affecting the linguistic content. The
unpublished voice of the user is fed to the system and the resulting speech signal
is called the test speech of the fake speaker. Some of these studies include methods
based on voice transformation, voice mask, voice path length normalization
based on voice transformation, and noise addition (i.e., pink noise). J.Qian et al.
proposed a de-identification approach using a dual-frequency distortion feature,
voice mask. Moreover, it was observed that the age and gender of the speaker
could be manipulated to anonymize the speech signal. To achieve this, J.Piribill
et al. varied the fundamental frequency (i.e., F ), the first four formant frequencies
(i.e., F, to F,), and the corresponding -3 dB bandwidth (i.e., B, to B,), which
carries speaker-specific information, especially the higher formant frequencies.
Fang et al. proposed that the speaker embedding (x-vector) is modified after it
is separated from the language content (i.e., F ). The modified x-vector is then
used with the source language features to generate anonymized voice using the
Neural Source Filter (NSF) model. This approach is presented as the basis of the
Voice Privacy Challenge organized during INTERSPEECH 2020. Recently, the
study by Mawalim et al. further improved this x-vector and NSF-based approach
by modifying the singular value of the x-vector. Both approaches require a pool
of x-vectors to obtain an anonymized x-vector. Generative Adversarial Networks
(GANSs) are mainly proposed to estimate the probability density function of the
underlying data. They have many variations that have proven effective in several
key areas. One such system is the DNN x&i vector, which is popular in voice
transformation. The translatability of DNN features from one domain to another
makes it a suitable candidate for the anonymization approach in our proposed study.
Therefore, we used the x-vector to adapt the features of male and female speakers.
We also studied the effect of combining the proposed approach with the underlying
system - identification and authentication.

Voice Identification. Speaker privacy is not a new concept, work on protecting
and encrypting voices has been around for decades, dating back to the analog
processing era (Cox, et al,1987). This physical anonymization has its uses, but
approaches that work at this level either do not mask the voice itself, such as by
adding a signal to existing audio (MawmbipOaes, et al, 2021), or make the audio
unintelligible without a decryption key, preventing other legitimate uses.

This work focuses specifically on identification, which suppresses personally
identifiable attributes of the speech signal but leaves all other aspects intact. Past
work in this area includes using voice mapping to transform voices into a specific
speaker identity (Mamyrbayev, 1.0., 2021), or using a convolutional neural network
(CNN) to transform each speaker into a new anonymized voice created as a function
of a set of mapping functions between the original voice and a database of voices
(Kalimoldayev, et al, 2020). The level of anonymity offered by previous work is
not immediately clear, so the Voice Identification and Authentication Framework
was created to evaluate systems with common data sets, protocols, and metrics
(Hashimoto, et al, 2016).
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The Voice Identification and Authentication Framework provides the foundation
for this work and defines a specific goal, data set, and metrics for evaluating and
comparing voice anonymization systems. The problem seeks a solution to a scenario
in which “speakers want to hide their identity while simultaneously achieving all
other subgoals” (Kalimoldayev, et al, 2020). This is done by turning the speaker
into a fake speaker, a new identity for the original speaker.

The following system requirements are imposed on the task to achieve the lower
goals: (a) the shape of the output speech waveform, (b) maximal concealment of the
speaker’s identity, (c) as little distortion of other speech characteristics as possible,
possibly (d) all test words from a given speaker spoken by a single pseudo-speaker
are guaranteed to appear, and test words from different speakers appear to be
spoken by different pseudo-speakers. The task provides a common set of permitted
data sets.

Attack Framework. The problem assumes that attackers have access to one
or more anonymous test words and possibly to the original or hidden registration
words for each speaker. The threat model states that the attacker cannot access
the identification system used by the user. Although our proposal works within
this threat model, we do not believe that this assumption is necessarily the most
appropriate for a voice recognition system. In fact, security assumes that the
attacker knows the details of the system (Kerkhoff’s principle).

Architecture of the x-vector model

Rationale. The design of our system is based on the same approach as in (Jin,
etal, 2009). F. Bahmaninezhad et al. proposed three methods for generating pseudo
x-vectors: nearest speakers, random sampling, and range sampling. The basic
identification and authentication system uses a variant of the last of these methods,
choosing the outermost x-vector and then averaging their random selection.
The rationale behind this work is that the above methods for generating pseudo
x-vectors introduce a bias that causes their distribution to differ from that of the
original x-vectors. In particular, we note that the cross-similarity properties of the
x-vector distribution should be preserved, i.e., the similarities between the forgeries
should have the same behavior.

We replace the base module identification x-vector with the method of the new
generation (shown in orange color in the diagram).

The similarity of the fake voice is higher than that of the original voice. Such
behavior is a consequence of averaging a set of x-vectors during the period of
pseudo-voting and leads to underutilization of the global space of x-vectors, which
leads to the following disadvantages:

* low entropy in the space of pseudo x-vectors: anonymous votes are more
similar to each other than a pair of original votes,

* Confidentiality is reduced, as it is possible to easily distinguish anonymous
voices from real ones.
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* The system requires a pool of x-vectors to receive at the anonymization stage,
which can lead to the leakage of confidential information, since this information
is sent together with the system. Next, we explain how our system improves the
generation of x-vectors to preserve the desired similarity properties (Figure 1).

We have a voice identification and authentication system similar to the one
described in (Tomashenko, et al, 2020). The generator 2-1-2D, described in
(Nautsch, et al, 2020), is used with some modifications to restore signs as close as
possible to real ones. Stepwise 2D-layer convolution with sample normalization
and valve linear unit (GLU) as an activation function were used for sampling the
two lower layers (F.Fang, et al, 2019). Six residual layers of 1D CNN with position
normalization and GLU were used for feature transformation. Instead of using
pixel-by-pixel interpolation, stepwise transposition layers are used as two layers
of upsampling to study the own sampling. The 1x1 1-D transformation is used to
adjust the size of objects when changing the shape, performed before and after the
residual layers. For voice transformation based on CycleGAN, instead of dividing
the data set by speakers, we created two classes depending on the gender of the
speakers, namely the female class and the male class. Using CycleGAN training,
we try to change male speech to female speech and vice versa.

Voice Datasets Extractor —>|  X-vector Pool PCA o GMM

Phase 2

- \

| |

IASR Acoustic Bottl% eck Speech Neural Synthesis
- Model Features gt

T

i-vector 8 {
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i |sample C GMM Pcy

e '

Figure 1. Architecture of voice identification and authentication system.

Let MCRDxT be the space of features of utterances of male speakers, and
let FCRDXT be the space of features of utterances of women. D is the size of
the feature vector used, and T corresponds to the number of speech frames. Our
goal is to transform meM into feF and vice versa. Using the CycleGAN network,
ten study functions mapping GM—F: M—F and GF—M:F—M. To improve the
performance of mapping these functions, they are trained on the opponent using the
discriminative functions DM:RDXT — (0,1) and DF:RDxT—(0,1).

Method. In our method, we focus on improving the generation of the false
x-vector base system. In the basic version, three types of characteristics are extracted
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for dynamics: fundamental frequency, bottleneck characteristics and x-vector. The
x-vector describes the personality of the speaker, while other features only encode
the speech content (E.Richardson, et al, 2018).

Taking into account the shortcomings, we improve the generation of the x-vector
in two stages. First, we study the properties of the 512-dimensional x-vector space
using principal component analysis (PCA) on a large set of x-vector data. Secondly,
we fit the generative model to the space reduced by PCA, and for sampling from it
we use the Gaussian mixture model (GMM). Using a generative model, we avoid
the systematic error introduced by the basic generation of false x-vectors, which
generates them by averaging subgroups of population vectors. Whenever a voice
needs to be identified, a vector of reduced dimension is randomly selected from
the GMM and then returned to the 512-dimensional x-vector space by applying
the inverse PCA transformation. We note that the generation of the x-vector can
be solved by training a generative-adversarial network, however, it has been
shown that GMMs better generalize the captured distributions (R.Shokri, et al,
2017) and do not suffer from membership inference (which can damage system
confidentiality guarantees) (A.Nagrani, et al, 2017). Loss of cycle consistency.
Since the job of generators is to transform an object from one class to another, we
need to recreate the original object using another generator. In other words, the two
mapping functions G, and G, must be inverse functions. This ensures that the
two comparisons are mutually exclusive (also included).

GF —M (Gyv —F (m)) = m. (1)
LCyC(GMﬁF: Gr_y) = EmNPM(m)(” GM —F (GM —F (M) —mll) + Er pp (f)( Gy
—r(Grom () =S 2

where ||. ||, represents L -norm, and E(.) represents expec- tation operator.

Experiments. Determination of optimal parameters

In order to evaluate the performance of generating pseudo x-vectors, we analyze
the cross-similarity distribution of the generated vectors, varying the number of
PCA and GMM components. We use the Kolmogorov-Smirnov test between two
distributions to check how close the cross-similarity distributions are between the
fake and original x-vectors. The Kolmogorov-Smirnov test quantifies the distance
between two empirical cumulative distribution functions, and low scores indicate
that these two distributions are similar. For PCA, we focus on three values of the
total amount of variance extracted, namely 90%, 95% and 99%.

We will set up the evaluation as follows: we extracted all x-vectors from
VoxCelebl, VoxCeleb2 (20 for men and 30 for women), performed a 50% split
of the training test for each gender and trained PCA+GMM. Then we sample
from the GMM and apply the inverse PCA transformation to obtain 512 dummy
x-vectors. Then we calculate the similarity distribution between pseudo x-vectors
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and cosines for the remaining 50% of the test distributions and calculate the statistic
KS between the distributions. For GMM, we study the diagonal covariance matrix,
set the maximum number of EM iterations to 1000 and the convergence resistance
to 10-16.
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Figure 2. KS statistics between distributions of cross-similarity of fake x-vectors and x-vectors of
the system for different stored variances of PCA and numbers of GMM. component floor.

Results
Figure 2 shows the results of three PCA models with an increase in the number

of components used to fit the GMM, and some examples of the obtained eCDF
are shown in Figure 4. The use of one or two components of the GMM provides a
relatively good fit with a tendency to decrease less pronounced for men, but not for
women. The components of GMM increase. Figure 2 shows how close our mock
x-vectors are to the cross-similarity distribution in the Vox-Celeb data compared
to the original mock x-vectors. Although increasing the number of components
usually leads to greater similarity between the distributions, in order to avoid
overestimation of the data, VoxCelebs decided to use 95% of the variance retained
by the components of PCA and 20 GMM. This allows us to better approximate the
512-dimensional space of x-vectors without requiring too complex a model.
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Conclusion

In this paper, we propose a voice recognition system that better supports the
natural diversity of voices than previous approaches. Using a generative model
to study and select the properties of the space of x-vectors, we support this
diversity, showing that this method better reflects the distribution of similarities
between fictitious vectors. Such an increase in the diversity of anonymous votes
distinguishes them from each other, which is evidenced by the improved results
in both registration scenarios and anonymous feedback scenarios. In our work, we
also propose to use a forced inequality, which allows the speaker to guarantee that
the anonymous voice produced by him is not too similar to his own voice.

We experimentally confirm that the proposed system gives more votes, and
evaluate our system using the base level. The results of our tests show a slight
decrease in the quality of anonymous voices compared to the original recorded
voices, but show a significant improvement when comparing two versions of the
same anonymous voice. Our results also show that women perform worse than
men, which is a result of the unbalanced data set used for training, and suggests the
potential to eliminate this systematic error.
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Abstract. This work is devoted to a comparative analysis of the effectiveness of
the neural networks CNN and RNN at a low SNR ratio. Research conducted within
the framework of this work showed that RNN convolutional neural networks
demonstrate higher efficiency in speech signal recognition tasks at a low SNR ratio.
Thus, the RNN neural network showed stable superiority over the CNN at low SNR
values. It was revealed that with a ratio of SNR = 6 dB, the recognition accuracy
using RNN was 82% for the Kazakh language, whereas CNN showed a result in
the region of 77%.

In addition, the results showed that the effectiveness of the CNN and RNN
depended on the language in which they were trained. Neural networks trained in
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Kazakh showed the best results in recognizing Kazakh speech but also successfully
coped with recognizing the Russian language. This highlights the importance of
considering language features when developing and training neural networks to
improve their performance in multilingual environments.

Within the framework of this study, it was found that different languages
demonstrated different results at a low SNR level. For example, despite the
kinship relationship between the Kazakh and Kyrgyz languages, the RNN was
more successful in recognizing the Russian language. This may indicate a greater
similarity in phonetic features between Kazakhs and Russians than between
Kazakhs and Kyrgyz. This result requires further detailed research and analysis
to identify phonetic features that affect the accuracy of speech signal recognition.

Keywords: artificial neural networks, convolutional neural network (CNN),
recurrent neural network (RNN), voice activity detector (VAD), signal-to-noise
ratio.
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AHHOTanmms. Byn KympIc CUTHaN/ITy KaThlHAChl TeMeH OonraH kesne CN
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xoHe RN HEHWpOHABIK JKENIEPiHIH THIMIUITIH CalbICTRIPMAIIBl  TayIayFa
apraasrrad. OChl )KYMBICTa XY pri3inred 3eprrey RNN KOHBOTIOIUSIIBIK HEHPOHIBIK
JKeJJepl CUTHAI/IIYbUT KAaThIHACHKI TOMEH JICHTEHIe Coiiey CUTHAJBIH TaHy
TarchIpMalapblHIa )KOFaphl THIMIUTIKTI KepceTeTiHiH qanenaeni. Cousimer, RNN
HEHPOHJIBIK JKEJIiCI CUTHAJI/INYbUT KaThIHACKIHBIH ToMeH MoHjepiniae CNN-meH
TYpPaKThl apTHIKIIBUIBIKTEI KepceTTi. CurHam/mybut = 6 nb kareiHackiHga RNN
maianafa OTBIPBINT TaHY JOJAITI Ka3ak Tl ymriH 82% KypaWThIHBI aHBIKTAJIEI,
an CNN 77% wnotmwxkecin kepcerti. ConbiMeH Katap, HoTmxenep CNN skoHe
RNN nHe#ftpoHIBIK JKeiIepiHiH THIMIUTITI oJlap OKBIFaH TUITe OaiIaHBICTHl eKeHIH
OaiikanblK. Kazak TUIIHJE OKBITBUIFAaH HEHPOHJBIK JKeJIIep Ka3ak TUIH TaHyja
Y3IIK HOTHIKEIlep KOPCETTi, COHBIMEH KaTap OpBIC TUTIH TaHY/Ia KYMBIC KacaJlbl.
Byt HelipoHBIK xKeminepi skodaay jKoHe OKBITY Ke3iHIe TUIIMIK epeKIIeTiKTepIi
€CKepYIiH MaHBI3IBUIBIFEIH HAKThUIANABI, OV OJNIapIbIH KONTUIII OpTaJarbl
OHIMIUTITIH KaKcapTa alajbl.

Ocpl 3epTTey asichlHAa 9PTYPJIi TIIEP CUTHAJ/IIYBUT JIeHrei ToMeH OonFaH
Ke3/1e OpPTYPJIi HOTIIKEJIEepPAl KOpCETeTiHI aHBIKTaIAbRl. MBIcallbl, Ka3ak JKOHE
KBIPFBI3 TUIJCPI apachIHIaFbl TYBICTHIK OailylaHbICKa KapamacTad, RNN HeHdpoHIbIK
JKEJTiCi OPBIC TUTIH TAHYMEH COTTI OpBIHAAIBL. byil Ka3ak jkoHe KBIPFbI3 TUIIEpiHe
KaparaHa Ka3ak )KoHEe OpBIC TUTAEPi apachIHIAFbI (HOHETHUKAIBIK OCTiNIEP IiH YIIKSH
YKCAaCTBIFbIH KOPCETyl MYMKiH. ByJ1 HOTHXe Coliiiey CUTHAIIBIH TaHy AQJIAIriHE ocep
eTeTIH (POHETHKAIIBIK EPEKIICITIKTep i aHBIKTAy VIIMIH OJaH Opi erKeH-Ter ke
3epTTEy MEH TallJay/lbl KaXKeT eTe/I.

Tyiiin ce3aep: >xacaHIbl HEHPOHIBIK XKeJiiep, KOHBOIOUUSIIBIK HEUPOHIBIK
JKeJll, KalTaaHaThlH HEHPOH/IBIK JKEi, Ay bICTIK OSJICEHAUIIK IETEKTOPbI, CUTHAJI/
ITYBLT KaThIHACHI.
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AnHotauusi: JlanHas paboTa MOCBAILICHA CPAaBHUTEIBHOMY aHAJIU3Y
s¢pexruBHOoCcTH HerpoHHBIX cereii CNN m RNN mnpu Hu3koM 3HaueHHMH
ornomenust C/IL. IlpoBeneHHOe wucclenoBaHWE B paMKax JaHHOW paOOThHI
MTOKa3aJ10, 9To CBepOYHbIe HeipoHHBIE ceTH RNN neMoHCTpUpYIOT 601ee BEICOKYIO
3¢ (eKTUBHOCTh B 3a/ladaX pacllO3HAaBaHUS PEYEBOTO CHUTHANA TPU HHU3IKOM
ypoBHe otHomrenus C/II. Tak, meiiponHas cetb RNN mokaszama crabuimbHOE
npeBocxoacTBo Hax CNN mpu Hu3kux 3HadeHmsX otHomeHus C/I. BwiasieHo,
yto nipu otHomeHnn C/III = 6 b, TOYHOCTH pacro3HaBaHUs C WCHOJIH30BAHUEM
RNN cocraBuna 82% nmns ka3axckoro si3bika, B To Bpems kak CNN mokazana
pesynbTar B paitone 77%.

Kpome Toro, pesynbrarsl mokaszaniu, 4to 3pGekTHBHOCTh HeHpoHHBIX ceTeit CNN
1 RNN 3aBucsT OT s13bIKa, Ha KOTOPOM OHHU 00y4anuchk. Heiiponnsie cetu, 00y4eHHbIC
Ha Ka3aXCKOM SI3bIKE, TOKa3aJIM JyYIlIie Pe3yJbTaThl IPH paclio3HaBaHUH Ka3aXxCKOn
peun, HO TaKkKe YCHEIIHO CIPABISUIMCH C PAaCO3HAaBaHUEM PYCCKOTO SI3bIKa. DTO
MOAYEPKHUBACT BaKHOCTh YdYeTa SI3BIKOBBIX OCOOEHHOCTEW mpH pa3paboTke u
00y4eHNH HEHPOHHBIX CETEH, YTO MOXKET YNYUIIUTh WX MPOU3BOJUTEIHHOCTD B
MHOTOSI3BIYHBIX Cpeax.

B pamkax [gaHHOTO WCCIENOBaHHS YCTAHOBJICHO, 4YTO PAa3HBIE S3BIKU
JIEMOHCTPUPYIOT pa3indHbIe pe3yibraTsl mpu HuU3koM ypoBHe C/III. Hampumep,
HECMOTPSI Ha POJICTBEHHYIO CBS3h MEXIY Ka3aXCKUM U KBIPTBI3CKUMH SI3BIKAMU,
HelipoHHast cetb RNN 0osee ycrnenrHo cripaBisiiach C paclio3HaBaHUEM PYCCKOTO
SI3BIKA. DTO MOXKET CBHJIETENECTBOBATH O OOJNBIIOM CXOJCTBE (HOHETHIECKUX
MPU3HAKOB MEXAY Ka3aXCKUM W PYCCKHM S3bIKAMH, Ye€M MEXIy Ka3aXCKUM W
KBIPTBI3CKUM. JIaHHBIH pe3ynbTar TpedyeT NalbHEeNIIero 1eTaJbHOT0 HCCIIEIOBAHUS
W aHaJIN3a JUIS BBISIBIICHHS (JOHETUYECKHX 0COOCHHOCTEMH, BIHSIONIMX HA TOYHOCTh
pacro3HaBaHus PEYeBOTO CUTHATIA.

KuaroueBnbie cioBa: uckyccrBenusle HeiponHsle cetu (MHC), cBepxrounas
meviponnast cetb (CNN), pekyppentHast HeiiponHas ceTh (RNN), merextop
ronocoBoit akTuBHOCTH (VAD), OTHOIIIEHUE CUTHAI/LITYM.

bnazooapnocmsp

Paboma evinoanena npu gpunancosoui noooepacxe KH MOH PK no npozpamme
2PAHMOB020 (DUHAHCUPOBAHUS HAVUHBIX ucciedoganull, epaum API19677321
«Paspabomxa yughpoguix sKkcnepuMeHmanvblx YCmaHo8oK OJis U3YUeHUs A61eHUl
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Quzuku 6 1aOOPAMOPHLIX YCIOGUAX YHEOHbIX 3A6E0CHUll C UCNONb308AHUEM
COBpPeMeHHbIX KoMNnbliomepHulx mexnonocuily (2023-20252).

Beenenue. Peub sBisieTCSI OCHOBHBIM CPEICTBOM YEJIOBEUECKOrO OOLICHMS U
UTpaeT BAKHYIO POJIb B MPOLIECCE B3aUMOJICHCTBHS MEXAY JIIoabMU. B mocnennue
rofbl HaOMIOAEeTCsl PACTyIIMH HHTEPEC K MCIOIb30BAHUIO PEUCBBIX TEXHOJIOTHM,
KOTOpPBIE MOT'YT OKa3arhcsi Oonee 3(h(heKTHBHBIMU 110 CPABHEHHIO C TPATUIIMOHHBIMU
crioco0amMu BBOZIa MHPOPMALMH, TAKUMH KaK KJIaBHaTypa U T.A. DTOT HHTEPEC CTal
OCHOBOI [UI51 aKTUBHBIX UCCIIEJOBAHHUH B 001aCTH aBTOMAaTUIECKOTO pacIIO3HABAHUS
peun (ASR, Automatic Speech Recognition). Tem He MeHee, KOppeKkTHas pabora
ASR B mrymHOH cpefie Bce emle SBISETCS aKTyalbHOH MpPOOIEMOH, IMOCKOJIBKY
CYIIECTBYET MHOXECTBO BO3MOXKHBIX HMCKKEHHH OKPYKAIOIICH Cpeibl, W HX
KOMIICHCAMsI TPEACTaBIsIeT COOOH TPYIHYIO 3ajady, KOTOPYIO TPYAHO TOYHO
KOMIIEHCUPOBATb.

lymomnonaBneHne 1 yaaaeHHE UCKKEHUN SBISIFOTCS BaKHBIMU TPYAHOCTSIMU
B pAaclo3HaBaHUHM PEUEBOI0 CHUrHajia, o0OpaboTke un300pakeHu#, pazaape,
THIPOJIOKATOpE M JIIOOOM APYroM NPUMEHEHHH, IJe CHTHallbl HE MOTYT OBITh
W30JIMPOBaHbl OT (POHOBOTO HIymMa M MCKakeHWH. LllyMm mpucyTCTByeT mouTH BO
BCEX aKyCTHUYECKUX Cpenax.

OcHOBHBIMH (haKTOPaMH, CIIOCOOCTBYIOLIMMYU CHUYKEHHUIO TPOU3BOAUTEIILHOCTH
CHCTEM PACIO3HABAHMS PEUEBOI0 CUTHAJIA, KAK IPaBHJIO, HEAOCTATOUHAs! OEIIOCTh
SI3bIKa y HE HOCUTEIICH SI3bIKa, a TAKOKE (DOHETHUECKUE PACXOXKICHUS MEKTY LEJIEBBIM
U POAHBIM S3bIKOM. D QeKTuBHasE 00padOTKa CUTHAIOB SIBISICTCS HEOOXOANMBIM
YCIIOBHEM MJIsl YCTIEITHOW paboThl CHCTEM pAcIO3HABAHUS PEUEBOTO cHUTHana. B
npolecce NpenBapuTeIbHON 00padOTKM HCIIOIB3YIOTCS ANTOPUTMBI OOHAPYKEHHUS
ronocoBoit aktuBHOCTH (VAD, Voice Activity Detection) u yiryqimeHus: peaeBoro
CHUTHaJa, KOTOPbIE CYIIECTBEHHO TMOBBIIIAIOT TOUHOCTH cucTteMbl ASR. IToatomy
ASR wuacro ucrionsizyercs BMecte ¢ cucteMoir VAD, 4To0b1 aktuBupoBath ASR
TOJIFKO Ha O3BYYEHHBIX aKyCTHYECKHX CHUTHAAX.

Jlutepatypusiii 0630p. AnroputMel VAD urpator ocoOyio poiib B KauecTBe
OJI0Ka TpeaBapUTEIHLHON 00paOOTKH B IIHMPOKOM CIEKTPE PEUEBHIX MPUIIOKCHHM.
OHM 3HAUUTEIBHO CIIOCOOCTBYIOT IOBBINICHUIO 3()()EKTUBHOCTH pPa3IMUHBIX
MPOIECCOB TaKWX Kak ymyumenue peun (Loizou, 2007), HasexHOE pacrio3HaBaHNE
peun (Ram’irez, et al, 2007), onpenenenue ropopsiuero (Avila, et al, 2014) u
cucTeMbl pedeBoro conpoBokaeHust (Sakai, et al, 2010). Taxxe VAD orBeuaer
3a (hUIBTpaAIMIO W yHaJeHHe 3alTyMJICHHBIX PEYeBBIX CHUTHAJOB, YTO MPHUBOAUT K
YIYYLICHUIO IPOU3BOAUTEIBHOCTH B 3TUX TPUIIOKECHUSIX.

CymecTByeT MHOXKECTBO MTPeIOKEeHHBIX anroputMoB VAD (Blum, et al, 2021),
1 OOJNBIIMHCTBO M3 HHUX JEMOHCTPHPYET BBICOKYIO 3(P(PEKTUBHOCTh B YCIOBHIX
YUCTOU OKpyxkatouieil cpeasl. OmHako mogend VAD 4acTo CTaJKUBAIOTCS C
TPYAHOCTSIMU P U3BJICUCHUN PEUEBBIX CHI'HAJIOB B yCIOBHUSIX HU3KOTO OTHOLLICHHUS
curHai/mrym (SNR). B ¢Bsi3u ¢ 3THM MOBBIIIIEHHE TOYHOCTH U HajiexkHOCTH VAD B
crieHaprsix ¢ HU3KkuM OCLL mpHuBIIeKIIO 3HAYUTENHPHOEC BHUMAHUE HCCIICTOBATEIICH.
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B peanbHBIX yCIIOBHSIX MOTYT BCTPEYaeTCss MHOXKECTBO THUIIOB IIYMOB, M TaKWe
WCTOYHHUKH MOTYT CYIIECTBEHHO 3aTpyIHATH BhimonHeHue 3aaa4 VAD. Ilostomy
JUISl YCTICIIHOTO MTPUMEHEHUS B MPAKTUYECKHUX CIIEHAPUSIX HEOOXOIUM HalleKHBIN
U aJlanTUBHBIN anroputm VAD.

ANTOpUTM DTyOOKOTO 00yUeHHS MPEACTABISIOT COOOH ONMH M3 COBPEMEHHBIX
MOIXOJI0B B oOnacTh ymydrieHus kadecTBa peun (Rownicka, et al, 2020),
KOTOPBI, KaK OBIJIO T0Ka3aHo, 00J1a/1aeT MPUEeMIIEMON POU3BOAUTEIHLHOCTHIO TIPU
00paboTKe pa3MYHBIX YPOBHEH LIyMa B YCJIOBHSX YIIyUYIICHHs] pEYH Ha OCHOBE
BBIYUCIIUTEIRHBIX TuTaTGopM. Anroput™Mbl VAD, ocHOBaHHBIE Ha TIIyOOKOM
ooyuenun (DL) (Sharma, et al, 2022), Hanpumep, OCHOBaHHBIE Ha TIIyOOKHX
HeliponHsix cetsax (DNN) (Wang, et al, 2017) cBepTOYHBIX HEWPOHHBIX CETSIX
(CNN) (Jia, et al, 2021) u nyimHHO# KparkoBpemeHHOH mamsiti (LSTM ) (Wilkinson,
et al, 2021), Kak KOHTPOJIUPYEMBbIE METO/IBI, TOKA3aJIH 3HAUUTEIbHOE YITyUlICHUE
YCTOMYMBOCTH K IMyMy Oiaromapss CBOEH BBICOKOW KJIacCHU(UKAITMOHHOMN
CIOCOOHOCTH.

B pab6ore (Takale, et al, 2024) m1st BOCCTaHOBICHUST OPUTHHAIBHBIX PEICBBIX
CUTHAJOB OT HMCKA)KEHHBIX AHAJOTOB HCIOJIH30BAJIM WHHOBALMOHHBIN MOAXOM,
BKITFOYAROIINH B CeOsl MCITONB30BaHKE JUCKPETHOTO MPEeoOpa3oBaHMs Ha OCHOBE
nonuHoMmoB [lapnuepa. JlaHHBIA alrOPUTM TMO3BOJISIET U3BJIEKaTh KOHTEKCTHYIO
WH(POPMALHIO U3 PEUEBBIX CUTHAJIOB, YTO CIIOCOOCTBYET K YJIYYLICHUIO KauecTBa U
paszbopunBocTH peun. B padore (Khattak, et al, 2022) npemmoskeH OqHOKaHATBHBII
QITOPUTM YIAYUIICHUS PEUd, OCHOBAHHBIA Ha TIyOOKOW HEUPOHHOU CeTH
(DNN). Pesynbrarhl ucciaenoBaHHs MOKA3bIBAIOT, YTO MpEAIaraeMblii aJrOpuTM
o0ecrieunBaeT JIy4lIyl0 pa30OpYMBOCTh M KauecTBO pedd. Tarkke OTMedaercs
CHIDKCHHE OCTaTOYHOTO INyMa W HCKOKCHWH PEYEBOTO CHUTHAJA. AJTOPUTM
MIPOIEMOHCTPUPOBAI YITydIIeHHEe pa300punBOCTH U KadecTBa Ha 14,61% n 42,11%
COOTBETCTBEHHO IO CPABHEHHUIO C IIIYMHOH pEyblo.

Matepuassl u MeToAbl. OOBEKTaMHU MCCIEIOBAHNS JAHHOHN PaOOTHI SBISIOTCS
pa3iryYHbIe NCKYCCTBEHHBIE HEHPOHHBIE CETH, UCTIONb3yeMbIe ISl PacliO3HABAHUA
YeJoBeueckoro rojoca. PaccmarpuBaercss uX crmocoOHOCTH  3(dexkTuBHO
pacro3HaBaTh YeNIOBEYECKHUH ToJ0C B HE3aBHUCHUMOCTH OT s3bIKa, 00ydasich Ha
HEOOIBIIOM KOJIMYECTBE TUKTOPOB B YCIOBHUSX IIyMa.

OcHOBHas THIIOTe3a MCCIIEIOBaHMS 3aKII0YaeTCsl B TOM, YTO HECMOTPS Ha TO
910 (POHETHKA PaA3HBIX SI3BIKOB OTIMYAETCS APYr OT JAPYra, OHH MMEIOT MHOTO
ob0mmx QoHeM, cieaoBaTeNbHO, OOyYeHHAss Ha KaKOM-TO sI3bIKE HeHpoHHas
CeTh JIOJDKHA PACIO3HaBaTh YeNIOBEYECKHE Tojioca Ha APYTHX S3bIKaxX ¢ TOH ke
s dexTuBHOCTRIO. Tarxke mpennonaranoch, 4To AJS JTOCTHIKEHHUS MPHEMIIEMON
TOYHOCTH PACIIO3HABAHUS YEIOBEYECKOTO TOJI0Ca HEHPOHHBIMHU CETAMHU UX MOYKHO
o0ydJaTh Ha OTPaHUYEHHOM KOJIMYECTBE AMKTOPOB, MPUMEPHO HECKOJIBKO COTEH,
OJTHAKO TTPU 3TOM HEOOXOAUMO COOIIOATh MAPUTET MYKCKHAX M KEHCKHX TOJIOCOB.

Jus mpoBeneHuss oOydeHHS W TECTHPOBAHUS HEHUPOHHBIX CeTell ObLIH
WCTIOJIh30BaHbI HA0OpHI JaHHBIX WMHCTHTYyTa YMHBIX CHCTEM U UCKYCCTBEHHOTO
natemiekra (Institute of Smart Systems and Artificial Intelligence, ISSAI)
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Hazap6aeB YuuBepcuTera, a IMEHHO KOpITyC Kazaxckoii peun (Mussakhojayeva, et
al, 2022), xopmyc pycckoii pean (Mussakhojayeva, et al, 2021), kopiyc Typenkoro
sa3bika (Mussakhojayeva, et al, 2023), xopnyc y30ekckoro si3bika (Musaev, et al,
2021). Tak>ke ObLJI HCTIOIB30BAH OIMH U3 KPYTHEHIINX OTKPBITHIX HAOOPOB TaHHBIX
Common Voice Dataset (Ardila, et al 2020), a UMEHHO KOPIYC KBIPTBI3CKOTO
S3bIKa M KOPITYC aHIJIMHCKOTO $3bIKa, KOpIyc (hpaHIly3cKoro si3blka. M3 kaxkmoro
Habopa JaHHbIX ObUTH BBIOpaHbl 20 MykcKuX 1 20 KEHCKUX TOJIOCOB H ITO100PaHbI
cHenuanbHeIM 00pa3oM, 4TOOBI rojoca ObUTH pa3HON MHTOHAIMHU, BBICOTHI TOHA,
Bo3pacta u T.1. Ctpykrypa cereit CNN u RNN npencrasiena Ha pucyHkax 1, 2.

Pucynoxk 1. Ctpykrypa cereit CNN

Pucynoxk 2. Ctpykrypa cereit RNN
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Takum oOpa3om, OOBEKTaMU HCCIEIOBaHUS B JaHHOM paboTe SBISIOTCS
nckyccteeHHble HelipoHHbIe ceT CNN 1 RNN. OcHoBHas runoresa necineoBaHus
3aKIII0YaeTcs B TOM, Kak JOOaBieHHE LIymMa K OOy4aroIlMM JaHHBIM BIMSET Ha
TOYHOCTb PaCllO3HAaBAHUS PeUeBOTo curHana HedpoHHbIMU ceTaMu CNN 1 RNN, u
OIIPEICTUTD KaKasi apXUTEKTypa HEMPOHHOH ceTH 0ojiee TOMEX0yCTOHYHBAsI.

Pesynabrarel. B nanHom wuccienoBaHuMu Ui OOyYeHHMS M TECTHPOBAHHUS
Heliponnsix cetell Takux kak CNN um RNN Obwuio ucnonb3oBaHo 40 AMKTOPOB.
Hnst oO0yueHHs MCIONB30BAJIMCh 3AMCH TUKTOPOB C MYKCKUMH U JKEHCKHMHU
ronocaMu. KaxkIplii TUKTOp MM CBOM OCOOCHHOCTH, TaKMe KaK HHTOHAIMSA,
BBICOT2 TOHA, BO3pPAcCT M JAPYIHE XapaKTEPUCTHKH PEUYH, 4YTO cHenajio Habop
JaHHBIX 17151 00y4YeHUsI HEHPOHHBIX ceTel pa3HooOpa3HbIM. OO0yueHre HeHPOHHBIX
cerei CNN u RNN npoBoAMJIMCh HCKIIOYUTENIBHO Ha Ka3aXCKOM SI3bIKE, YTO
MO3BOJIMJIO COCPENOTOUNTHCS Ha CrCM(UKE JAHHOTO S3bIKa U €r0 0COOEHHOCTSIX
B pacro3HaBaHUK pedd. DPPEKTUBHOCTH OOYUEHHBIX MOAEIEH OLEHMBAIACh
Ha JpPYIHX SI3bIKaX, TaKUX KaK, PYCCKUH, Y30€KCKHMH, KBIPIBI3CKHH, TypELKHH,
aHMIMHCKUN 1 QpaHIly3cKuid. B paMkax 1aHHOTO nMccieoBaHus ObIIIH MIPOBEICHBI
9KCTIEPUMEHTBHI, HAITPABJICHHBIC HA OLIEHKY () () eKTUBHOCTH Pa3IMUHBIX ADXUTEKTYP
Heriponnbix cetei CNN u RNN. OCHOBHOH LIENbIO HCCIECIOBAHUS SIBISETCA
OIIpEIeNICHNE TOTO, KaK Pas3inyMsl B apXUTEKTYpe HEHPOHHBIX CETeH M 3HAYCHUE
ypoBHs orHomeHust curHan/myM (C/IL) BAMSIOT Ha TOYHOCTH PAacHO3HABAHHUS
peun. [TomyueHHbIE pe3ynbTaThl MO3BOJIT ITy0Ke NOHATH BIMSHUE 3TUX (PaKTOPOB
Ha NMPOU3BOAUTEILHOCTh CUCTEM PACIIO3HABAHMS PEUM B MHOTOSI3BIYHOM Cpejie.

I[Ipu ornomenun C/L=6 nb, ycnoBus mnepegaun CcurHama KpaiiHe
HEONMaronpusTHEL, YTO 3HAYUTEILHO YCIOXKHSACT 337ady paclo3HaBaHUS PEUH.
Ha stom yposae myma RNN npomeMoHcTpupoBaia SBHOE MPEHMYLIECTBO IO
cpaBHeHHuIo ¢ CNN Ha Bcex si3p1kax. Hampumep, 1ist Ka3axcKoro si3blka TOYHOCTh
pacrno3HaBanus ¢ ucnonb3oBanueM RNN coctaBuna npumepHo 82%, torga kak
CNN mnokazana pe3ynbrar okojo 77%. AHanoruyHasi KapTuHa HaOmo#aIack U Ha
pycckoM s3bike, rae CNN nocturia 72%, B To Bpemst kak RNN — oxorno 74-75%.
OTH 1aHHBIE MOKHO YBUAETB HA PUCYHKE 3, I/I€ MOKAa3aHO TOYHOCTh PAclO3HABaHU
peun nipu C/I1=6 nb.

Tourocts Tectuporatis RNN npi SNR 6 15
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Tosnoets Tecrnposarst CNN npit SNR 6 15
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Pucynox 3. Tounocts pacniozHaBanust peun HeliponHbiMu cetssMd  CNN u RNN npu otrHomenun C/
[11=6 nb B 3aBUCUMOCTH OT KOJINYECTBA JUKTOPOB HA PA3IMYHbIX SI3bIKAX

Tax)ke WHTEpeCHO OTMETHTh, YTO Ha Y30€KCKOM M PYCCKOM SI3bIKaxX pa3pbIB
Mexay pesynbraramu CNN mw RNN Opi1 6omee 3amMeTHbIM. Tak, TOYHOCTH
pacnioznaBanusi RNN Obuta Ha 1-3% Bbimre, wem y CNN. Ha ¢paniry3ckom si3pike
pasHuna Obula MeHee 3HaYMTENbHON, ogHako RNN BcE paBHO mokazana mydrinee
pacrnio3HaBanue. Typenknii s3bIK, HECMOTpPSI Ha €ro OJM30CTh K Ka3aXCKOMY B
JIMHI'BUCTHYECKOM IIJIaHE, 0Ka3aJICs CaMbIM CJIOXKHBIM JUIsl 00enx cerei, e RNN
TaKke IEMOHCTPUPOBasIa HEOOIBIIOE, HO CTA0MIBHOE TPEUMYIIIECTRO.

Kpome TOrOo, cpaBHUTENBHBIM aHAJIN3 IPOM3BOAUTEIBHOCTH HEHPOHHBIX
cereit CNN u RNN mpu Huzkom 3Hadenun otHomeHus C/I1 mo3BosieT BEIIBUTH
BakHbIE pa3nnuus B uX 3ddexruBHOoCTH. [loMydeHHbIE B XO/ne TeCTUPOBAHUS U
pacrio3HaBaHUSI PEUYEBBIX CHTHAIOB HAa PA3JIMYHBIX S3BIKAX MPEACTABICHBI B
Tabnure 1.

Tabmuua 1 — CpaBHuTensHbIN aHann3 npoussogurensHocTd CNN 1 RNN npu HU3KOM ypOBHSIX

SNR
SNR=6 dB A nipu SNR=6dB| Amnpu
K RNN (%) | CNN (%) E’ng K| RNN (%) | CNN (%) ?EE
Pycckuit 80 77 3% Typeukwuii 77 75 1%
V30ekckuit 79 76 3% AHTIHCKUT 75 74 1%
Kbipreisckuii 71 76 1% DpaHIly3CKUi 74 74 0%

Taxum 00pazoM, MOXKHO YTBEP)KIaTh, UTO HeWpoHHAs ceTh RNN mokaspiBaeT
0oJiee BBICOKYIO TOUHOCTS 110 cpaBHeHUIO ¢ CNN mpu Hu3koM ypoBHE SNR 1 s
BCEX HCCIEYEMBIX S3BIKOB. 3aMeTHoe mpenMyiecTBo RNN Ha HU3KHX ypOBHSIX
SNR cBugeTenscTByeT O 00iiee BBICOKOW YCTOHYMBOCTH JTOH apXHUTEKTYPHI
K IyMaM W TOMeXaM. Tarkke MOKHO YTBEPXKAATh, YTO IMPOHU3BOAMTEIHHOCTH
HEHPOHHBIX CETEel 3aBUCHT OT S3bIKa OOYYEHHUS U TECTUPOBAHUS.

Oo0cy:xnenue. AHaan3 pe3yIbTaTOB IMOKA3aJI, YTO ApXUTEKTypa HEHPOHHOM
cett RNN obecrieunBaeT 0ojiee BBICOKYI0 TOYHOCTH PACIIO3HABAHUS PEYEBOIO
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curHana no cpasHeHnio ¢ CNN B yClnoBHsIX IIyma JUis BCEX MPOTECTUPOBAHHBIX
s3b6IKOB. OCOOEHHO 3TO NposBisieTcs pu Hu3koM otHoenuu C/11, koraa ycnoBus
Nepe/iaun CUTHANA SBISIOTCS HaMeHee OJaronpusTHBIMU. Tak, IpU OTHOIICHUN
C/IlI=6 nb pazuuna B Tounoctu pacrno3HaBanus Mexxy CNN u RNN nocrurana
npuMepHo 5%, 4TO yKa3pIBaeT Ha Jydmryto criocoOHocTh RNN amanTupoBarscs
K HEOmaronpuaTHbIM yciuoBusM. JlaHHBI pe3yabrar OOBSCHAETCS TEM, YTO
HeliponHast cetb RNN cmocoOHa u3BnekaTb Oosiee yCTOMUYMBBIC NPH3HAKH W3
LIYMHBIX JaHHBIX, 4TO fAenaeT e€ Oonee 3(PpeKkTUBHON B yCIOBUSX HU3KOTO
nokazarenst orHomenust C/1L.

B pamkax pngaHHOTO WCCIENOBaHHWS YCTAHOBJIEHO, YTO pAa3HBIE SI3BIKU
JNEeMOHCTPHUPYIOT pasziauyHble pe3yibTarel npu Hu3KoM ypoBHe C/IL. Hampumep,
HECMOTPSl Ha POACTBEHHYIO CBSI3b MEKAY Ka3aXCKUM U KbIPIBI3CKUMHM S3bIKAMH,
HeiponHast cetb RNN Gonee ycnemHo cnpasisijics ¢ pacro3HaBaHUEM PYCCKOTO
S3bIKa. DTO MOXET CBHJCTENHCTBOBATh O OOJBIIOM CXOACTBE (DOHETHUYECKUX
MPU3HAKOB MEXAY Ka3aXCKUM W PYCCKHM S3bIKAMM, Ye€M MEXAy Ka3aXCKUM WU
KBIPTBI3CKUM. JIaHHBIH pe3ynbTar TpedyeT NambHENIIero 1eTaJIbHOTO HCCIIEIOBAHUS
1 aHaAJIN3a JU1s BBISIBIICHUS (POHETHYECKUX OCOOEHHOCTEMH, BIMSAIOLINX HA TOYHOCTh
pacro3HaBaHUs PEYEBOTO CUTHAIIA.

3akarouenne. Ha ocHOBE MNpOBENEHHOIO HCCIEJOBAHUS MOXKHO CJIENaTh
ClIelyOLIH1E BBIBOABL. BBISBIEHO, UTO apXUTEKTypa HelpoHHOU cetu RNN siBisiercs
Oornee 3 PeKTUBHOMN TSI PACTIO3HABAHUS PEUEBOT0 CUTHAIIA, HE3aBUCHMO OT YPOBHS
orHomeHust C/III u s3pika. Takke MCIONB30BaHHME OIPAaHMYEHHOIO KOJIWYECTBA
JUKTOPOB AJ1s1 00yUYeHNs T0Ka3aJ10 BEICOKYO 3(hheKTHBHOCTH 1 aganTuBHOCTH RNN
K Pa3jIM4YHbIM PEUEBBIM YCIOBUSM. BbIsiBieHO, 4T0 3(p(heKTHBHOCTH HEHPOHHBIX
ceTed 3aBHCUT OT S3bIKa, Ha KOTOpPOM OHHM oOyyanuch. CeTH, oOydeHHbIE Ha
Ka3aXCKOM f3bIKE, ITOKa3aJIH JydIlne pe3ysbTaThl MPH paclOo3HABAHWHU Ka3axCKOH
pedn, HO TaKKe YCHENIHO CIPAaBISLIUCh C PACIO3HABAHHEM PYCCKOTO S3BIKA.
OT1oT (haKT TOTICPKUBACT HEOOXOMUMOCTh YUUTHIBATH SI3BIKOBBHIE OCOOCHHOCTH
npyu oOy4eHUH U NPUMEHEHUM HEHPOHHBIX CETEeH Ul paclio3HaBaHUsI PEUEBOIO
CUTHAaJa.
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Abstract. This article focuses on the study of predictive monitoring methods for
Local Area Networks (LANSs), emphasizing the comparative analysis and practical
application of Double Exponential Smoothing (DES) and Windowed Time Series
(WTC) methods. The research aims to identify the most effective approach to
predicting LAN failures through a detailed analysis of their key characteristics,
including principles of operation, advantages, limitations, and application areas.
The study highlights the importance of adapting these methods to specific network
operating conditions, which is a critical factor in improving forecast accuracy and
ensuring the stability of LAN operations.

DES and WTC were chosen for their distinct advantages: DES, as a time series
analysis method, demonstrates high efficiency in long-term trend forecasting, while
WTC provides deeper insights into local changes and short-term anomalies. The
comparative analysis revealed their strengths and weaknesses, as well as optimal
parameters for enhancing their effectiveness. The article offers recommendations
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for implementing these approaches in real-world network environments, enabling
early detection of potential faults and minimizing downtime.

Additionally, the research addresses the integration of predictive methods into
existing LAN monitoring systems, including their potential combination with
modern machine learning tools. This integration enables flexible solutions that can
be tailored to various operational scenarios and organizational needs.

The findings of this study are particularly relevant for organizations aiming
to modernize their network infrastructure and transition to proactive network
management. Such approaches not only enhance reliability but also improve cost
efficiency by optimizing maintenance and preventing unplanned outages. This
work contributes to the advancement of predictive analysis technologies and
demonstrates their practical value in the context of LAN operations.

Keywords: Local Area Networks (LANs); predictive monitoring; Double
Exponential Smoothing (DES); Windowed Time Series (WTC); anomaly detection;
trend forecasting; network reliability; network analytics; failure prediction; fault
detection.
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Annoranmus. by makamana skeprimikti ecenrey skeminiepin (LAN) Oomxkay
MOHHTOPHWHT1 ONICTEpiH 3epTTeyre Oaca Hazap ayAapbUIbII, €Ki 9MICTI — KOC
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skcnioneHImanael Terictey (DES) »xoHe yakwITThIK Tepesenep omicin (WTC)
CaNBICTBIPY MEH IMPaKTHKAIBIK KOJJIAaHy KapacThIPhUIaAbL. 3epTTey Makcarhbl
— LAN axkaynmapbiH Ooipkay YIIiH €H THIMAI TOCUIII aHBIKTAy, OJIAPIbIH HETi3Ti
CHUIMAaTTaMaJIapbIH, COHBIH IIITH/IE dKYMBIC 1CTEY KaFUIATTAPbIH, apTHIKIIBUTBIKTAPHI
MeEH IIeKTeYyJIepiH XKoHe KOJAaHy cajallapblH erKei-TerKkeiii Tanmay. 3epTTey oChl
oicTepIi KeINiHIH HAKThI JKYMBIC KaFainapbiHa Oedimaeynid Oomxkay JoiairiH
apTTBIPY JKOHE KEMiHIH TYPAKTHUIBIFBIH KAMTaMachi3 €TYIEri MaHbI3AbLIBIFBIH
KepceTesi.

DES xone WTC omictepi o3 epekmienikrepiMeH Tagmainran: DES yakbITThIK
Karapiappl Tajjay 9Jici peTiHIe y3aK Mep3iMIi YpHaicTepAl Ooipkayna »KOoFaphl
TriMaLTiKTI KepceTeni, an WTC kpicka Mep3iMIli aybITKylap MEH JKepriliKTi
e3repicTepii TepeH Tanaayapl KaMTamachi3 ere/ii. CaapICThIPMalbl TaIIay OJdapablH
apTHIKIIBUTBIKTAphl MEH KEeMIIUTIKTEPiH, COHJai-aK THIMIUTIIKTI apTThIPyAbIH
OHTaMJIBI TapaMeTpJIepiH aHBIKTayFa MYMKIH/IIK Oepai. Makanama ochl TocuIaepi
HaKTHI XKEITIK OpTaja icke achlpy OOMBIHINIA YCHIHBICTAp Oepinemi, Oy aneyerTi
aKayJIapJibl epTe aHBIKTAyFa J)KOHE TOKTAI Kaly/Ibl a3aiiTyra bIKIAN eTeIi.

CoHbIMeH Karap, 3epTTeyle OoipKay oAiCTepiH 3aMaHayW MAallWHAIIBIK OKBITY
KypalgapblMeH OipiKTipy MYMKIHIIKTEpiH KOCa OTBIPBIN, KOJJIaHBICTAFbI
LAN MOHUTOpHHT jKy#erepiHe WHTErpammsiay Mocesenepi KapacThIPbLIabl.
byn menrimaepai  opTypii  ONEpaIysiIbIK  ClCHAPHIATIepre KOHE YHBIMHBIH
KOKETTUTIKTEpiHe OediMIeyre MYMKIH/IIK Oeperi.
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AHHoTanus. [laHHas cTaTbsl TIOCBSILICHA  HCCICNOBAHUIO  METOAOB
MPEIUKTUBHOIO MOHHUTOPHMHIA JIOKAJIBHBIX BbruMciauTenbHbX cereil (JIBC), ¢
aKIEHTOM Ha CPaBHUTEJIbHBIM aHAIU3 M TMPAKTUYECKOE MPUMEHEHHE METONIOB
IBOMHOTO dKCIIOHEHIaNpHOTO criakuBanus (DES) u Bpemennbix okon (WTC).
[IpeameroM uccieqoBaHUs SIBISETCS MOMCK HanOonee 3(PQEeKTHBHOIO MOAXONA
K IIPOrHO3MPOBaHMUIO 0TKa30B B JIBC myTeM JeTaibHOrO aHauu3a MX KIFOYEBBIX
XapaKTePUCTHK, TAKUX KaK MPUHIMIIBI paboThl, MPEUMYIIECTBA, HEAOCTaTKU U
cdeprl npuMeHeHHs. B ctarbe moguepkuBaeTcs BaXKHOCTh afalTallui STHX METO/IOB
K CHenu(pUYECKUM YCIOBHSM ODKCIUTyaTallud CETH, YTO SIBJISETCS KIIFOUEBBIM
aCTIeKTOM TIOBBILICHUsS] TOYHOCTH TIPOTHO30B U oO0ecleueHHs CTaOWIbHOCTH
pabotsr JIBC.

Metonet DES u WTC Obutn BbeiOpanbl He ciydaiiHo: DES, kak meron
aHajM3a BPEMEHHBIX PSIOB, IEMOHCTPHUPYET BBICOKYIO 3()(EKTHBHOCTH B
MPOTHO3UPOBAHKH JIOJITOCPOYHBIX TPEHJOB, B TO BpeMsi kak WTC obecnieunBaer
Oonee TIyOOKHMH aHaNU3 JOKAJIBHBIX M3MEHEHMH M KPaTKOCPOUHBIX aHOMAJWH.
[IpoBeneHHbI CPaBHUTEIHHBIN aHAIN3 MTO3BOJIAI BBISIBUTH UX CHIIbHBIC U clla0bie
CTOpPOHBI, a TAaKXKe ONTHMAaJIbHBbIC MapaMeTphl AJISl MOBBILECHUST dPPEKTUBHOCTH.
B craree mpexncTaBieHbl PEKOMEHAALMUM I10 BHEAPCHMIO NAHHBIX IIOIXOLOB B
peasibHble YCIOBUS Pa0OTBI CeTel, 4TO CIIOCOOCTBYET paHHEMY OOHapy>KECHHIO
MOTCHIUAIBHBIX HEUCTIPABHOCTEH M MUHMMHU3ALH POCTOEB.

Kpome Toro, wuccnemoBaHue yaenseT BHUMaHHE BONpPOCAaM HWHTErpaIuu
MPEAMKTUBHBIX METOIOB B CYLIECTBYIOIIME cucTeMbl MOHUTOpHHTa JIBC, BKITIOUast
BO3MO)KHOCTH MX MCIIOJIb30BaHMS B COYETAaHUU C COBPEMEHHBIMU HHCTPYMEHTaMU
MAIIMHHOTO OOy4YeHHs. JTO MO3BOJSIET MPEIJIOKHUTh THOKHE PELICHUs, KOTOpbIe
MOTYT OBITh aJaNTHUPOBAHBI I0J PA3IMYHBIC SKCIUTyaTallMOHHBIE CLEHAPUH U
MOTPEOHOCTH OpraHU3AIHH.

BoeiBombl  WccnenoBaHMS  SBISIIOTCS  AKTyaJlbHBIMH IS OpraHU3alUid,
3aMHTEPECOBAHHBIX B MOJEPHU3AIMU CBOCH CETEBOM HHPPACTPYKTYPHI U [IEPEX0Ie
K MPOAKTHBHOMY YIPaBICHHUIO CETSIMHU. Takue MOJAXOAbI MOBBILAIOT HE TOJIBKO
Ha/eKHOCTh, HO M 3KOHOMHUYECKYIO 3(QEKTHBHOCTh 3a CYET ONTHMH3ALMU
0OCITy)KMBaHUSI M TPEJOTBPAICHNs] BHEIIAHOBBIX MPOCTOEB. TakuM 00pazom,
paboTra BHOCHT BKJIaJ B pa3BUTHE TEXHOJOTMH MPEIUKTUBHOIO aHalu3a u
JEMOHCTPHPYET UX MPAKTHUECKYIO IIEHHOCTb.
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KuaroueBbie ciioBa: nokansHbie Beraucnutenbubie ceTr (JIBC), npeaukTuBHbII
MOHHTOPHHT, IBOIHOE SKCTIOHEHITHaNbHOE crtakuBanue (DES), meTon BpeMeHHBIX
oxoH (WTC), oOHapykeHHe aHOMaIHH, MPOTHO3UPOBAHUE TPEHIOB, HATECKHOCTh
CeTeil, ceTeBast aHAINTHKA, IIPOTHO3UPOBAHKE COOEB, BHISIBIICHUE ITOJIOMOK.

BBenenue. Jlokanbuble Beranciautenabubie cetr (JIBC) 3annMaror BaxkHOE MECTO
B COBPEMEHHBIX MH(POPMAIIMOHHBIX CUCTEMAaX, 00ecIeunBast HQICKHYIO Tiepeady
JAHHBIX M TIOAJEPKKY KPUTHYECKH Ba)KHBIX OW3HEC-NpoleccoB. B ycnmoBusx
pacrymieil 3aBUCHMOCTH OT CETEBBIX TEXHOJIOTUH, o0ecrieueHue decrepedoitHoro
¢yukmonnposanus JIBC ctaHOBUTCS PUOPHUTETHOH 3afavyeil Ui opraHu3anui
pa3nn4HbIX MacTaboB. OJHUM U3 KIIFOUEBBIX aCTIEKTOB IMOBBIIICHUS HAIC)KHOCTH
ceTed SBISIETCS BHEAPCHHE NPEIUKTHBHBIX CHUCTEM MOHHUTOPHHIA, CIIOCOOHBIX
CBOEBPEMEHHO OOHAPY>KUBATh MOTCHIMAIbHBIC TTOJIOMKH U COOH.

ITpenvKTUBHBIM MOHUTOPHHT, ONIMPAIOIIUICS HA aHAJIU3 UCTOPUUYECKHUX JAHHBIX
U TEKyIUX I[I0Ka3arenei, IpeJOCTaBISIET BO3MOXKHOCTU JUIS IPEACKa3aHUs
HEHCIIPAaBHOCTEH JI0 HMX BO3HUKHOBeHMs. Cpeau pa3HOOOpa3HBIX METOAOB
aHaJln3a BpPEMEHHBIX pSAJOB 0C000€ BHHMAHHE YAESeTCs METoJAaM JIBOHHOIOo
9KCHOHEHIMAJIBHOTO CIVIAKUBAHUS M BPEMEHHBIX OKOH. ODTH METOJbI LIMPOKO
MIPUMEHSIOTCS JUISL BBISIBIICHUS! aHOMAJIUI U IPOTHO3UPOBAHMS TPEHJIOB B IAHHBIX
JIBC, neMOHCTpHpYS BBICOKYIO SPPEKTUBHOCTD B PA3IMYHBIX CIICHAPHUSX.

Ilenpr0 HACTOAIIEH CTATBU SIBISETCS IPOBEACHUE CPAaBHUTEIBHOIO aHAIM3a
METOJI0OB JIBOMHOI'O 3KCIIOHEHLHAJIBHOIO CIVIAKUBAaHUS U BPEMEHHBIX OKOH B
KOHTEKCTEe MpeauKTUBHOro MoHHuTOopuHra JIBC wu BeIGOpa Hawitydiero s
JanbHEeHIIero NpuMeHeHus B pa3paboTke npeaukTuBHON cucteMsl JIBC. B pamkax
UCCIeIOBaHUsl OyAyT PacCMOTPEHBI OCHOBHBIC MPHHLMUIBI (PyHKIMOHUPOBAHUS
KOKJIOTO0 METOAA, MX IMPEUMYLIECTBA U HEJIOCTAaTKU, a TAKXKE PE3YJIbTaThl
[IPUMEHEHUSI B Pa3JIMYHBIX yCJIOBUSAX. [loiydeHHBIE NAaHHBIE MO3BOJIST CHIEIATh
BBIBOJIBI O 11€7IECO00Pa3HOCTH MCIIOIB30BAaHHS KKI0T0 METO/A IS IPEICKa3aHuUs
nojiomok B JIBC u Oyner BhiOpaHa HauOojiee MOAXOASINAS JUIsl JaJIbHEHIIIEro
HCCIIEI0BAHUSI.

MarepuaJbl 1 METObI:

1.1 IlpeAuKTHBHBIE CHCTEMBI

[loHsiTHE MPOTHO3MPOBaHMSI HE WUMEET YHUBEPCAIBHOIO HIU (POPMATBHOTO
OIIpe/IeNIeHNs1, HO B OOJIBIIIMHCTBE KOHTEKCTOB €T0 MOYKHO IIOHUMATh, KaK 00bsIBJICHUE
WK JTOTaJIKy 0 OyayIieM cOOBITHH, OCHOBaHHYIO Ha TEKYIIMX U MPOILIBIX 3HAHUIX
niu oneite. OCHOBHOM aclieKT OyAyIero — ero HeonpeaeaEHHOCTh; TAKKMM 00pa3oM,
nro0oe pelieHue, MpeAaokeHHoe Al MpoOieMbl IPOrHO3UPOBAaHHS, HUKOI/IA He
OyZieT COBEpIIEHHO TOYHBIM, a Oy[eT IpeACTaBIATh cO00M NpHOIIKeHNe Hanbonee
BeposITHOrO ucxona. Kpome Toro, KparkocpouHsle IPOrHO3bL, KaK IpaBuilo, bonee
JOCTHKHUMBI, YEM JIOJITOCPOUHBIE.

Jnst co3maHusi MPOTHO3HBIX Mojeield HeoOXOAMMO HaIM4KMe HCTOPHYECKUX
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JaHHBIX JUISI aHanM3a W OOydeHHMsI MOJeNu. XapakTep O3THX JaHHBIX Oyder
pa3nuyaTbcs B 3aBUCHMOCTH OT KOHKPETHOM oOmacTh MNpHUMEHEHHus, W,
CJIeIOBATENIFHO, IPOTHO3UpYEMas 1IeiIb Takxke OyzeT pasHooOpa3Hoi. B menuunne
MPOTHO3BI MOTYT TOMOTaTh crenuanucraMm B nuarHoctuke (Chen, et al, 2017)
WIA B OLECHKE PHUCKOB, CBS3aHHBIX C OIpeleleHHbIMU JieueHusMu (Weng,
et al, 2017). Ilpornocrnyeckue BO3MOKHOCTH MAIIMHHOTO OOYy4eHHUs! ObLTH
WCTIOJIb30BaHbl B 3KOHOMHYECKOW cdepe Al OLEHKU JI0XOJOB OT PEKJIAMHBIX
WHBECTULUHA WJIM JJIs1 MOJIEIMPOBAHUS BOZHHKAIOUINX SKOHOMHYECKHX JHHAMHK
(Athey, 2018). Pa3nuuHple TEOJOTHYECKHUE WCCIEAOBAHUS HWCIOIH30BAIN
MIPOTHO3MPOBAHKE B MOIBITKAX MpEIBUACTH 3emierpscenus (Asim, et al, 2017;
Kong, et al, 2019). B obnactsix, 6osiee TECHO CBS3aHHBIX ¢ MH(POPMAIIMOHHBIMU
TEXHOJIOTHUSMH, MAIIMHHOE OOy4YeHHE HCIOJB30BAIOCH ISl HMPOTHO3WPOBAHHUS
cOoeB B TeNEKOMMYHHMKAaIMOHHBIX HH(ppacTpykTypax (Sasisekharan, et al, 1996),
BbIsIBIICHUsT 1e(ekToB B mporpamMmHoM obecnedenuu (Challagulla, et al, 2008),
MIPOTHO3MPOBAHMS CETEBBIX W MaMATHBIX cOoeB B cynepkomnbiorepax (Liang, et
al, 2006, June) wu oOHapyXeHHsI MOIIEHHUYeCcTBa B BeO-Tuarexax (Lima, et al,
2015). Emé omHOl 00BIYHON TIPOOIEMOH, KaK MPaBUIIO, CBI3aHHOM C MOCIeIHeH
00J1acThIO, SIBISICTCS NPOTrHO3UPOBaHKUE cOOEB.

[IporHo3upoBanue cOOEB COCPEIOTOUCHO Ha pa3paboTKe MOAEseH, KOTOphIe
MOTYT MPEABUICTh HEUCTIPABHOCTh WJIM MOJIOMKY B KOMIIOHEHTaX MPOrpaMMHOTO
WM anmapatHoro obecreueHus. Ha OCHOBE BCECTOPOHHEIO HW3y4YeHHs
cymiecTBylomel mureparypsl, Salfner u ap. (Salfner, et al, 2010) pazbsicHsOT TpH
KITIOUEBBIX MOHATHSI B 3TOM 00JIaCTH:

1) cOoii: 3TO OTHOCUTCA K COOBITHIO, KOTOpOE TPOUCXOIUT, KOTIIa
MPEAOCTABICHHAS YCIIyra OTKJIOHSACTCS OT NPABHIIBHON MITH OKUIA€MOH YCIyTH;

2) omuOKa: OHa COCTaBISIeT 4YacTh OOIIErO COCTOSIHHMS CHUCTEMBI, KOTOpas
MOXET BBI3BaTh €€ MoCIeqyIOMHid cO0i B 00CTyKHBaHUH;

3) nedexT: OHM CUUTAIOTCS WM MPEINONIaraloTcsl KaK HCTOKM OIIMOKH,
npeacTaBisis co00il GpyHIaMeHTalbHYI0 IPUYMHY CaMOi OIIHMOKH.

CymiecTByeT MHOXKECTBO HCCIEJOBAaHMH [0 MNPOTHO3WPOBaHHIO cOOEB B
pasinuHBIX O0ONAcTAX, BKJIIOYas NPOTHO3UPOBaHHE COOEB JKECTKUX AHMCKOB
(Hamerly, et al, 2001), cboeB cynepkommbioTepoB (Pelaez, et al, M. 2014,
December), cboer anmmapatabix kommoneHToB (Chigurupati, et al, 2016), cboeB
TEJIEeKOMMYHHUKAITMOHHBIX cucTeM (Weiss, 2002) u cOoeB pactipeiei€HHBIX CUCTEM
(Shatnawi, et al, 2015).

B  koHTekcTe  pacmpenen€HHBIX ~CHCTEM  MPOTHO3MPOBAaHHE  OOBIYHO
OCHOBBIBACTCS Ha JAaHHBIX, COOPAHHBIX MyTEM MOHUTOPUHIA CETH CUCTEMBI. DTH
MOHUTOPUHIOBBIE JaHHBIE OOBIYHO BKIIOYAIOT OTYETHI 00 OmMOKaxX, cOObITHS
MOHHUTOPUHTA WK Aaxke cOOBITUS 00HapyxeHHst cOoeB. [IporHo3ucTh HCTIONB3YIOT
9Ty MH(OPMALHNIO VIS BBISIBICHUS IA0IOHOB aKTHUBHOCTH, KOTOPBIC MPEABELIAIOT
coou (Weiss, et al, 1998; Agarwal, et al, 2009; Borkowski, et al, 2019).
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1.2 MeToa ABOWHOTO IKCIOHEHIIUAJIBHOTO CIVIA’KUBAHUSI H BPEMEHHBIX
OKOH.

MeTton aBOiHOTO >KcnMOHeHHHadAbHOro criaxuBanusa (DES) (Gardner,
1998; Gardner, 2006), Tak)e U3BECTHBIN KaKk MeTOJ| X0JTa, ObLT pa3paboTaH Jjist
yAYYIIEHUS TPOTHO3UPOBAHMS BPEMEHHBIX PSIIOB, YUUTHIBAIOIIUX TPEHJIbL. JTOT
METO SABJIACTCA paCHII/IpCHI/IeM HpOCTOFO OKCIIOHCHIIMAJIbBHOT'O CIJIa’KWBaHUs,
KOTOpPOE CIIPABJISICTCS TOJBKO C BPEMEHHBIMU psijiaMu Oe3 TpeHua. Paspurue
MeEToJa ﬂBOﬁHOFO OKCIIOHCHIIUAJIBHOT'O CIJIa)KUBAaHUS cmrpano Ba)KHYIO pOJ'IL B
YIpaBJIEHUH 3allacaMy U IJIAHUPOBAHWM MPOU3BOJACTBA B PA3IMYHBIX OTPACIAX,
BKJIFO4YAsA BOCHHBIC U KOMMep‘ICCKI/Ie HpI/IMeHCHI/Iﬂ.

MCTOIL ILBOI\/'IHOFO OKCIIOHCHIIMAJILHOI'O CIVIa)KHMBAaHHWS OCHOBBLIBACTCS Ha HUJACC
HCIIOJIB30BaAHUA ABYX ypaBHCHI/Iﬁ JJISL O6HOBHCHI/IH OLCHKU ypOBHﬂ n TpeHHa
BPEMEHHOTO psifia. DTU YPaBHEHUS MOYXHO BBIPA3UTh CIIEAYIONIMM 00pa3oM:

P = a¥, + (1 - a)S) (1.1a)

$P = as®P + (1 - a)s?, (1.1b)

@opmyna 1.1b mpencraBnser BTOpPOW KOMIIOHEHT (KOMITIOHEHT TPEHJIA)
anroputMa J[BoitHoro DkcnionennuansHoro CrinaxkuBanus (DES). Onucanne »toit
(hopMyITEI crieayromee:

1. S — DroT TepMmH IIpeNCTABNSET OLECHOYHBI KOMIIOHEHT TPEH/a
BPEMEHHOTO psiJla HA MOMEHT BpeMeHH t. DTO pe3yasTar 3Toi 4acTu (pOpMyIIbI,
YKa3bIBAIOIIUN HA CIVIA’KEHHYIO OLICHKY TPEHAA Ha TEKyIIeM BPEMEHHOM Ilare.

2. a: DTO mapaMeTp CIIa)KWBaHUS JJI1 KOMIIOHEHTa TpEeHJa. DTO 3HaueHUe
mexay 0 u 1, KoTopoe ompesernsieT, CKOIbKO Beca OTAaéTcsl Hanbosee HeJJaBHEMY
HaOMIOICHUIO B BpEeMEHHOM psiny. bonbinee 3HaueHne a npuaaér Oonblie Beca
HEJaBHUM HM3MEHEHUSM B TPEHJIE, JeNlas alrOpUTM Oojiee UyBCTBUTEIBHBIM K
HOBBIM TPEHJIaM.

3. St(l) DTOT TEPMHUH SBIACTCA OICHOYHBIM YPOBHEBBIM KOMIIOHEHTOM
BPEMEHHOTO psila Ha MOMEHT BPEMEHH t, TIOJIyYEHHBIM M3 TEPBOTO YpaBHEHHUS
anroputMa DES. OH mpezacraBisier CIIaKEHHYIO OLIEHKY 3HA4YeHHWS CEpHH Ha
TEKyIlleM BPEMEHHOM LIare.

4. (1—a): Ora yactb GopMynbl TpUAAET BeC MpeAbLAYIICH olleHKe Tpera. Ona
JONOJIHACT IapaMeTp CIVIAKMBAHUS a TaK, YTO CyMMa BECOB cocTaBisieT 1. D10
obecrieunBaeT y4€T BCEro auana3oHa MPOLUIBIX JaHHBIX C aKIIEHTOM Ha Hanbosee
MOCIIETHUNA TPEH/I.

2 o
5. §;27: DTO OLEHOYHBII KOMIIOHEHT TPEH/IA C IPE/IbIAYIIEr0 BPEMEHHOTO
mara. OH IepeHOCHUT paHee OLIEHEHHBIN TPEH/ B TEKyIINi pacuéT, oOecreunBas
HENPEPBIBHOCTH B OIIEHKE TPEHIA.

n  ¢®@ . v
S m S MCTIONB3YIOTCS IS pacuéTa MPOTHO3UPYEMOTO 3HAYEHHs Yt+T Ha
MOMEHT BpeMmenH ¢+ 7 cornacHo ypaBHeHUsM (1.1a)-(1.1¢)
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Yoisr =a;+ b, *T (1.2a)
a, = 25 — s (1.2b)
b, = = (St(l) - St(z)) (1.2¢)

1-a

B »Tom YpaBHCHUHN a, PaCCYUTBIBACTCA C HCIIOJIB30BAHUEM TCKanCﬁ OLCHKHA

YPOBHS :St(l) U TpeHAA St(z) Ha MOMEHT BpeMeHH t. OTa (opmyna KOPPEKTHPYET
YPOBHEBBII KOMIIOHEHT, YUUThIBasi TEKYILUH TPEH.

b, ABJIAETCA KOMIOHEHTOM TPEH/Ia HA MOMEHT BpeMeHH t. OH paccuMThIBAETCS
Kak (YHKIHS Pa3HUIBI MEXKIY YPOBHEBBHIM M TPEHIOBBIM KOMIIOHEHTAMH, Mac-
mrabupyemas CIiIaKMBAIOLIUM TapaMeTpoM a. Ita hopmyiia (GUKCHPYET CKOPOCTh
M3MEHEHMS YPOBHEBOIO KOMIIOHEHTA, YTO SIBISETCS UHAUKATOPOM TPEHA.

EcTbTakkenBapranunypaBHEHUH JUIs pa3IMYHBIX METOA0BIKCIIOHEHIIMATIBHOTO
CTIIaKUBaHMA. Pa3znuuus Mexx 1y STHMU METOJaMH 3aKJII0Yar0TCsl B UX CIOCOOHOCTH
YUMTBIBATh PA3JIUYHbIE XaPAKTEPUCTUKU BPEMEHHBIX PSI0B, TAKUE KaK HAJTMYUE WIH
OTCYTCTBUE TPEH/IA U CE30HHOCTH, & TAKXKE aJAUTUBHbIC WJIX MYJIbTUIIIIMKATUBHBIC
n3MeHenus. [IpaBuibHBIN BEIOOP METO/IA 3aBUCHUT OT CTPYKTYPBl BDEMEHHOT'O Psizia
U uenedl mporHosupoBaHus. Vcronb3oBaHME NPaBUIBHOIO METOAA IMO3BOJISET
MOJTY4UTh OoJiee TOYHBIE MPOTHO3bI M JyYIle MOHITh JUHAMHUKY JaHHBIX. Huke
MIPECTaBIIEHbl YPAaBHEHHUS METO/Ia IBOMHOIO SKCIIOHEHIIUAIBHOTO CIVIa’KUBAHUS:

B nmpuBenenHo# Hrxe Tadauue onucansl Gpopmynsl MetonoB DES b npoueccst
B KOTOPBIX MOXKHO IMOTEHIIMAIBHO IPUMEHUTH JUI IPEIUKTUBHOMN cucteMsl JIBC:

Tabmuma 1: nmpumepst metonoB DES 1 nx npumMenenus B npequktuBHOH cucteme JIBC:

Metoasl DES u ux popmyasr | 3agaun
be3 Tpenna u cesonnoctu (N-N)
PexypcuBHas dopma:_
Si=a¥y+(1—a)S;_4
dopma KOppeKIuH OMINOO0K:

St = St—l + aet

IIpumepbl IpuMeHeHUst

[IporuosupoBanue koau4ecTna
MOJIOMOK Ha OCHOBE CTaOMIIb-
HBIX JTaHHBIX O MPEABITYIINX
MOJIOMKAX.

AHanu3 BpeMEHHBIX PsIoB 0e3
SIBHBIX TPEH/IOB M CE30HHBIX
KosebaHuil.

IIporno3uposanue uncna no-
JIOMOK B HEOOJIBIINX CTAOMIIL-
HBIX CETSIX.

AHaju3 JaHHBIX O TOJIOMKaX
B CErMEHTaX CceTH 0e3 3Hauu-
TEJIBHBIX U3MEHEHHH B DKC-
TUTyaTaluu.

AnauTuBHbIi TpeHa (A-N)
PexypcuBHas popma:
St=a¥e+ (1 —a)(Se—y +Tey)
Ty = B(St — St—1) + (1 = BT, 4
®dopma KOppeKInH OMINOO0K:
Se =S¢ +Tpoq + e

Te =T + e

HpOFHO3I/Ip0BaHI/Ie qyuciia
IIOJIOMOK C YYETOM JIMHEWHOTO
YBEJIIMYCHUS W YMCHBUICHUS
ITIOJIOMOK.

Ananus JJAHHBIX C [IOCTOAHHBIM
YBEIIMYCHUCM U
YMEHBIICHUEM YK CJia ITOJIOMOK.

TIporuo3upoBaHue pocra Yuc-
JIa TIOJIOMOK B CETH C YBEJIH-
YHBAIOIMMCSI TPA(QUKOM.
AHasnu3 yMEHBICHUsI Ynciia
IIOJIOMOK B CETH II0CJIE 00-
HOBJICHUSI 000PYIOBAHHUST HITH
110.

MyJbTHIVIMKATHBHBINH TPEHJ

(M-N)

PexypcuBHas Gopma:

Se = al_t + (A —a)(Si-1 +Ter)
t-p

IIporno3upoBanue uncna
MOJIOMOK C SKCTIOHEHIHATIbHBIM
POCTOM MM CHAJIOM.

IIporno3upoBanue noIOMOK
B CETH C 9KCIIOHEHIHAIBHO
pactyiuei Harpy3kou.
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Ty = B(St — Se—1) + (1 = BT AHaiu3 IaHHBIX, I1e AHanu3 1aHHBIX O MOJIOMKaX
DopMa KOPPEKIIHH OMIHGOK: M3MEHEHHS YUCIIa TIOJIOMOK B CETSIX, I7Ie TOJIOMKH BO3-
S, = (Sy—q + Ti_1)(1 + ae,) | IPONOPUHOHAIBHE TEKYIIEMY | PACTAIOT SKCIOHCHINATLHO
T, =T,_, + Be, YPOBHIO MOJIOMOK. POCTOM Harpys3KH.
AIUTHBHASL Ce30HHOCTh IIporuo3upoBanue uucia IIporno3upoBanue uucia
(N-A) HOJIOMOK C a/INTHBHBIMA [I0JIOMOK B CETH, IJI¢ UK I0-
PexypcuBHas popma: CE30HHBIMU KOJICOaHUSIMU. JIOMOK IIPUXOZIUTCS Ha OIIpe-
S = a(Yt - It_p) + (1 — a)S;_1 | AHanM3 TaHHBIX, [JI¢ CC30HHbBIC | ACJICHHBIC IIEPUOJIBI (HAIIPHU-
L=y =S)+ A -y KoJIeOaHUSI YHCIIa MOJIOMOK Mep, epes KBapTaTbHBIMU
DopMa KOPPEKIIHH OLIHGOK: UMEIOT (PMKCHPOBAHHYIO OTYCTAMH).
S, =S4 + ae; AMIDTATY/Y. AHann3 TaHHBIX O ToTOMKaxX
I =1 +ve B MIEPHOJIB! MAKCHMATTLHOH 2K-
TUBHOCTH I10JIb30BATEIICH.
MyabTHIIMKATHBHAS [IporuosupoBanue uucna noio- | IIpornosupoBanue yucia mo-
ce30HHOCTH (N-M) MOK C MYJBTHUITMKATHBHBIMU JIOMOK B CE€TSX, IIC CE30HHBIE
PexypcuBHas dpopma: CE30HHBIMH KOJICOaHUSIMU. KomeOaHus yBETMINBAIOTCSA C

AHanu3 JaHHBIX, TJ€ AMIUTUTY- | POCTOM Harpy3ku (Hampumep,

Ve
=a—+(1- .
Se=a I +( @)St-1 JIa CE30HHBIX KOJICOAHMH YKCia | BO BPEMS CE30HHBIX PACIIpo-

P HOJIOMOK 3aBHCHUT OT YPOBHS JIaXK MJIM JIPYTHX KPYIHBIX
Y, MIOJIOMOK. MEPONPHATHH).
Iy=vy S + 1=y t-p AHanu3 TaHHBIX O TTOJIOMKaX
¢ B CETAX C H3MCHSIOLIUMCS
Dopma KOPPEKLUH OLIHOOK: YPOBHEM CE30HHBIX HAarpy30K.

St = St—l + aet

Iy =1y +ve,

Meton Bpemennbix okoH (Window-based Time Series Feature Extraction,
WTC) (Lewin, et al, 1994; Katircioglu—Oztﬁrk, et al, 2017) npencrasusier coboi
MOIIHBI WHCTPYMEHT IS aHaju3a BPEMEHHBIX PSIOB, OCOOCHHO TOJIE3HBIN
B KOHTEKCTE TUIOTHBIX W KPYIHBIX HAOOpPOB NaHHBIX. DTOT METOJ| TO3BOJISIET
BBIJICTISITh BaXKHBIE JIOKABHBIE MPU3HAKA BPEMEHHOTO psla U HCIIOIB30BaTh MX
JUTS KITAaCCH(MKAIIMY U TIPOTHO3A.

OcnoBHbIe Tanbl MeToga WTC

1. IIpexo0paGorka naHHbIX: Peructpauusi BpeMEHHBIX PSIOB 3aKII0UAECTCS
B BBHIPAaBHUBAaHUHM BPEMEHHBIX CepUd TO (UKCUPOBAHHOMY M H3BECTHOMY
MTOJIOKEHUIO, HAllpUMEp, MOMEHTY BPEMEHHU, KOTJa OXKUIAETCs ONpeAelieHHOe
coObITHE. DTO TMO3BOJISIET YHU(DHUIIMPOBATH BPEMEHHBIC DPSIBI U OOJNErdUTh WX
NaJIbHEUIINN aHaIn3.

2. Omnpenesienne JOKAJIbHBIX BpeMEHHbIX OKOH: BpeMeHHbIE psIbI AeTATCS
Ha HeTepPEeKPHIBAIOIINECS U CMEXHBIE BpeMEHHbIE OKHa (PMKCHPOBAHHOW JUIWHBI.
DTOT 1Iar MOMOTaeT BBIICIHUTD JIOKaJIbHbIE 0COOCHHOCTH BPEMEHHBIX PSJIOB.

3. OueHka CX0ICTBAa HA OCHOBE PACCTOSIHUSI: Bblumcisercs €BKIMIIOBO
paccTosiHAEe MEXIy 3K3eMIUIIpaMH BPEMEHHOTO psiia W CpeIHel BPEeMEHHOH
cepuell s KaKAO0ro OKHA. DTO PACCTOSHUE MCIOIB3YETCs ISl OIIEHKH CXOJACTBA
BPEMEHHBIX PSIJIOB.
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4. OwneHka cxoAcTBA Ha OCHOBe TpaekTopumii: lcnone3yrorcs
JIOBEPUTEIbHBIE MHTEPBAIIBI [Tl CPETHEH BPEMEHHON CephH, YTOOBI OIPEIeIINTh
TPAeKTOPHH CXOACTBA. DTO TOMOTAaeT yYWTHIBATh BapHallid BHYTPH Kilacca H
YIAYUYIIATH TOYHOCTH MOJIEIIH.

Kax u B MeTone DES, WTC nmeet HECKOIBKO METOJIOB MO Pa3IUUHbIC 3aa4u:

Cronvsawee oxkno (Sliding Window): Ckomb3slliee OKHO TepeMeliaercs o
BPEMEHHOHN cepur ¢ (UKCHUPOBAHHBIM MIaroM. [ Ka)KA0ro MOJOXKEHUs OKHa
BBIYHCIISIFOTCS] CTATHCTUKH WIIH BBHITIONHSCTCS aHAIIN3.

Veenuuusaroweecs oxno (Expanding Window): HauuHaeT ¢ HA9aJIbHOW JITHHBI U
YBEIIMYUBACTCS, BKITFOUAst BCE OOJIBIIE TaHHBIX.

Toxpuvisarowee oxno (Covering Window): BpeMEeHHOH DAL JACIMTCS Ha
HEeNepeKPHIBAIONUECS OKHA (DMKCUPOBAHHOH JITTHHBI.

AnantuBHOe OkHO (Adaptive Window): n3MeHsIeT CBOIO JUIMHY U TIOJIOXKEHHUE B

3aBUCUMOCTHU OT XapaKTECPUCTUK BPEMCHHOI'O pAaa.

Tabnuya 2: npumepsr memooos WTC u ux npumenenus 6 npeduxmueroi cucmeme JIBC:

[Ipumep pacuera cpenHei:

BPEMCHHBIX PsJI0B C
BBICOKHUM YPOBHEM
JUHAMHWKH.

MeTob1 BpeMEeHHBIX OKOH M HX opmy.isl | 3agaun IIpumepbl NpUMeHeHust
Cxouab3suree okHo (Sliding Window)
Jlnst BpemeHHoro psia X={X1,X2,...,Xn } IporHo3upoBaHue Tpa-
o O6HapykxeHue
1 OKHO JJTHHON W: ¢uka B ceTn: AHanmM3 Kpa-
W.= KPATKOCPOTHbIX TKOCPOUYHBIX U3MEHEHUN U
t {xf’ Xe+1r00) xt+W—1} aHOMAJIMIA B JAHHEIX. P

_ BCIUIECKOB Tpaduka. Mo-

rae t=1,2,...,n-w+1. IIpornosupoBanue

HUTOPUHT MTPOU3BOANTENb-
HocTH cepBepoB: OOHa-
py’KeHHEe KPaTKOCPOUHBIX
AHOMAJIMH U TEPETPy30K.

YBeauuuBaruieecsi okHo (Expanding
Window)

Jlist BpeMeHHOTO psima X={ X1, X2, . .
Wt:{xt, Xy .,xt}

rae t=1,2,...,n.

[Ipumep patclqua CpenHei:

— 1

i=1

»Xn}

AHaIN3 TPEHIOB 1
JIOJITOCPOYHBIX 3aBH-
cumocren. [Toctpo-
CHHE KYMYIISITHBHBIX
METpHUK 1 00001Iaro-
X XapaKTePHCTHK
BPEMEHHBIX PSJIOB.

AHanu3 101roBpeMeH-
HBIX TPEH/IOB B JAHHBIX O
nonomkax JIBC. ITporso-
3upoBaHKe (PUHAHCOBBIX
HoKasareseil Ha OCHOBE
BCEH IOCTYITHOH MCTOPHU
JTaHHBIX.

[oxpriBaromee okHo (Covering Window)
Jnst BpeMeHHoTo psina X={X1, Xy, ..., Xy}
1 OKHO JIJTHHOM W:

Wi={X(k—Dw+1 X(k=D)w+27 -+ +» Xew }

rue k:1,2,...,|£
w

[Ipumep pacuera cpeHei:
kw
X, =~
= — X;
k w i
i=(k—-1)w+1

OO0HapyxeHue
CEe30HHBIX MATTEPHOB
M UKITHYECKAX
H3MEHEHUN. AHanu3
BPEMEHHBIX PSIZIOB C
MTOBTOPSIFOLLIUMHCS
CTPYKTypaMH.

OO0HapyxeHue
CE30HHBIX KoJeOaHui

B MICTONTb30BaHUH

ceTu. AHanus
MOTPEOICHUS PECypcoB
B CETH C IUKIMYECKIMHU
MaTTepHaMH.
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AnantuHoe okHo (Adaptive Window)
Jlns BpemenHoro psjga X={X1,X2,...,Xn}
JUTMHA OKHO W, M TIOJIO’KEHHE OKHa t
W3MEHSIOTCSI B 3aBUCHUMOCTH OT YCIIOBHIA:
We={xe, Xe 41+ o) Xerwe—1})

rie t 1 W, BhIOMPAIOTCS B 3aBUCMMOCTH OT
TEKYILEero cOCTOsI psifa (Harpumep, Jucnep-
CHUH, CPEIHUX 3HAYEHH U T.1.).

[Mpumep aganTUBHOE OKHO HAa OCHOBE

JIACTICPCHH:
Mycrs O-tZ JWCTIEPCHs HA HHTEpBAIE OO0HapyxeHue § O6Hapy>1<euHHe pe3kux
(Xt Xeats oo Xebwy—1}) PE3KUX M3MEHEHMUI W3MCHEHHH B TpauKe
U TIEPEXO/IOB B CETH, CBA3aHHBIX C aTaKaMU
t+we—1 JTaHHBIX. AHAIH3 WITH HEUCTIPABHOCTSIMH.
2 i Z Y BPEMEHHBIX PSJIOB AHanu3 JaHHBIX
ot = W, (xi t) C HeperyIapHbIMU 0 TIONIOMKAX, TJIe
i=1 U CITyqaiiHbIMU BPEMEHHBIE PSIIbl UMEIOT
e X_t _1 ZFtWt_l ' HU3MEHEHUSAMHU. HEPETYIISIPHBIC U3MCHEHHS.
w, “i=t L.

JinuHa OKHO W, MOXET a/lanTHPOBATLCS
B 3aBHCHMOCTH OT YPOBHS AUCIICPCHH,
Hanpumep:

) C
Wi = MIN | Wingy, MAx | Winin,—5

Ot

rie C — xoHCTaHTa, Wiagx U Whnin
MaKCHMaJIbHAsl 1 MUHUMAJIbHAS JUIMHA OKHA

1.3 CpaBHeHHe MeTO10B

MeTooI0THsI OKOHHBIX JIAHHBIX OTHOCHTCSI K IPOIIECCY 3aXBaTa COCTOSHUS
CHUCTeMbl MyTEM HaOMIONEHUs 3a €€ COCTOSHHEM B TEUEHHE OIpEeeIeHHOIO
nepuojia BPeMEHH, Ha3biBaeMoro BpeMeHHbIM okHOM (Akidau, T., Chernyak, S., &
Lax, R., 2018). BpemeHHO€ OKHO XapaKTEepHU3yeTCsl CBOEH MPOAOIIKUTEIHLHOCTHIO.
Ora NpoA0ILKUTEIIEHOCTh 00BIYHO U3MEPSETCSI BO BpEMEHH (HApUMeEp, 5 MUHYT,
1 gac wm 1 pa3 B neHs). B HEKOTOPBIX cirydasx, KOrJa JaHHbBIE MPEICTaBICHBI B
BHJIE IVICKPETHBIX COOBITHH, UIMHA WM BMECTHMOCTh OKHA MOXKET M3MEpPATHCS
B KoimdecTBe oOpas3mnoB (Gwadera, R., Atallah, M. J., & Szpankowski, W., 2005)
(HarmpuMep, MOCHEIHUE CTO MPOU3OMUISIIINX COOBITHI B CUCTEME MOHWUTOPHHTA
WJIH TIOCJICHNE ABAIIATh 00pa3I0B, MOTYUYSHHBIX JATYHKOM).

JanHple, coOpaHHbIe BO BpPEMEHHOM HWHTEpBajie, OOBEAMHSIOTCS U
MIPEJICTABIISIIOTCS B BUJIE YHCICHHBIX MEPEMECHHBIX. THIT arperamuu, KOTOPBIH
MIPUMEHSICTCS, 3aBUCUT OT MPOOJIeMbl. B HEKOTOPBIX CIydasiXx 3TO MOXET OBITh
OJICUET COOBITHH, CKOB3SIIAs CPETHSS WK APYTUE CHICIU(PUUSCKHE IS 001acTh
TUNBI arperanuu. B 3amadax MOpOTrHO3MPOBAHMSI OKHO, C IMOMOIIBI0 KOTOPOTO
(dbopmupyercss BXO MOjENCH, M3BECTHO, KaK «OKHO HaOmrofmeHus». B atmx
CUTYyalMsIX HEOOXOAMMO OINPENEIUTh OKHO, KOTOPOE ONPEACISCT BpeMs ICHCTBHS
MPOTHO3a WX BBIBOAA. JTO BTOPOE OKHO HA3BIBAETCS OKHOM IPOTHO3a WIH
BpemeHeM mporuosa (Salfner, F., Lenk, M., & Malek, M., 2010).
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B onnaitH-niporHo3upoBaHuy cOOEB TEKYIIMH MOMEHT 00O3HadaeTcs Kak f.
C6on MpOrHO3UPYIOTCSA C HEKOTOPHIM 3allaCcoM BPEMEHM #, KOTOPBIA JIOJDKEH
OBITH GOJIbIIE MUHMMAIIBHOTO BPEMEHH Mpenynpexaenus ¢ . [Ipornos cunraercs
NEHCTBUTENBHBIM B TEUEHHE OIPEJICIEHHOr0 MEepHoJia BPEMEHH, Ha3bIBAEMOIO
TEPHONOM TPOTHO3a, £ . JIIs OCYIIECTBICHHS MPOrHO3a MCIIONb3YIOTCS JaHHBIC
BILIOTh JI0 BPDEMEHHOTO TOPU30HTA £ , KOTOPBIN HA3BIBAETCS PA3MEPOM OKHA JJAHHBIX

(pucynok 1.1) (Salfner, F., Lenk, M., & Malek, M., 2010).

A
=2 = =
A » A
ta Aty tp

P time

Pucynoxk 1.1 — Cxema oHaliH-IPOrHO3a

OKHO HAONIONEHUST UTPACT KITIOUEBYIO POJIb B CIIOCOOHOCTU MOZCIH H3y4aTh
CUCTEMY JIJIS OTIPEJIeNIeHN s BEIXOAHBIX TaHHBIX. PasMep (uirHa) OKHA yKa3bIBaeT Ha
KOJIMYECTBO UH(POPMAIIUU, KOTOPOE OHO MOXKET COJEPIKaTh, U HAMIPSIMYIO CBS3aHO
C XapaKTepOM JaHHBIX, KOTOPEI MOXKET BaphHpOBaThCs OT cekyHn (Sahoo, R. K.,
Oliner, A. J., Rish, 1., Gupta, M., Moreira, J. E., Ma, S., ... & Sivasubramaniam, A.,
2003, August) mo gacoB 26 (Fu, S., & Xu, C. Z., 2007, November) u gaxe
nueit (Li, J., Stones, R. J., Wang, G., Liu, X., Li, Z., & Xu, M., 2017). BeisiBnenue
ONTUMAJIBHOTO pa3Mepa Ui KaKIO0ro MPOEKTa SBISETCS HEPEIEHHBIM BOIIPOCOM
B HAYYHOU JTUTEpAType, XOTS ObLITO MPEITIOKEHO Pa3IMIHbIe METObI. B HEKOTOPBIX
CJly4asix aBTOPBI CaMH BBIOMPAIOT pa3Mep OKHa 0e3 OOCYKIEHHS €ro BIUSHUS
(Chuah, E., Jhumka, A., Narasimhamurthy, S., Hammond, J., Browne, J. C., &
Barth, B., 2013, September)). [Ipyrue ucnonb3yroT MOUCK MO CETKE I N3yYeHHUs
BJIMSIHYSI JITTMHBI OKHA Ha Tipou3BoauTebHocTh Mojeu (Fulp, E. W., Fink, G. A., &
Haack, J. N., 2008); Li, J., Ji, X., Jia, Y., Zhu, B., Wang, G., Li, Z., & Liu, X., 2014,
June). Takxe mpUMEHSIOTCSL OOJIee CIIOXKHBIE METOJIbI, TAKHE KaK HCIOJIh30BAHUE
TCHETHYECKOTO aJTOPUTMa IS OTPEACIICHUS ONTHMAIBHOTO pa3Mepa OKHa, Kak
MOKa3aHo B McclienoBanmsx Baiica u ap. B Heckolbkux crarbsix (Weiss, G., 2002;
Weiss, G. M., 1999, July; Weiss, G. M., & Hirsh, H., 2000, July).

Uro kxacaetcs pa3Mepa OKHa NMPOTHO3MPOBAHUS, OH MEHSETCS B 3aBUCUMOCTH
OT M3y4aeMOH IPOOJIEMbI K MOXKET BapbUPOBATHCSI OT MUHYT JI0 JIHEH WU OOJIbIIIE.
[Iporuo3sl, CBA3aHHBIE C OTKa3aMH KECTKHUX TMCKOB MIIM KOMITOHEHTOB aIllapaTHOro
oOecrnieueHus, MOTYT UMETh OKHa B Heckoibko uacoB (Chuah, E., Jhumka, A.,
Narasimhamurthy, S., Hammond, J., Browne, J. C., & Barth, B., 2013, September;
Yang, W., Hu, D., Liu, Y., Wang, S., & Jiang, T., 2015, September), B TO Bpems
KaK TPOTHO3bI, CBSI3aHHBIC ¢ OOHAPY)KCHUEM BTOPXKCHHU B OOJAYHBIX CHCTEMaXx,
MoryT morpeboBare okHO B MuHyTax (Kholidy, H. A., Erradi, A., Abdelwahed,
S., Yousof, A. M., & Ali, H. A., 2014, November). MHoria 0KHO MOXET OBITh
OTIPEJICIICHO KOJIMYECTBOM HCIIOIL30BaHUM, a HE BPEMEHHBIM N3MEpPEHNEM, KaK B
MIPOTHO3aX, CBsI3aHHBIX ¢ Pu3nueckumu komrnoneHtamu (Dangut, M. D., Skaf, Z.,
& Jennions, 1. K., 2021). B (Yu, L., Zheng, Z., Lan, Z., & Coghlan, S., 2011, June)
OBLT MIPEUIOKEH allbTEePHATUBHBIN ITOJIXO0]], U3BECTHBIN KaK MPOTHO3HUPOBAHHUE Ha
OCHOBE COOBITHI (B OTIIMYHE OT TPAJAWIIMOHHOTO OKOHHOTO MPOTHO3UPOBAHMS).
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DTOT METOJ] yCTpaHSeT OKHO IPOTHO3MPOBAHUS, IOITBEPKAAas TPOTHO3BI B
OJIMH MOMEHT BPEMEHH, KOTOPBIH OT/EINSETCS OT OKHA HAaONIOJICHHUS BPEMEHEM,
Ha3bIBaeMbIM BpeMs Habera.

JpyruM MeTo oM NpPOTHO3UPOBAHHS BO BPEMEHHOM IPOMEXKYTKE SIBISETCS
METOJl JBOWHOTO OSKCIIOHEeHIHadbHOro criaxkuBanuss (Double Exponential
Smoothing (DES)), mmpoko mnpuMeHsieMblii B aHalu3€ BPEMEHHBIX PSIO0B.
Jansbplii Meron paspaboraH s Ooliee TOYHOTO IPOTHO3MPOBAHUS IaHHBIX,
cojiepKaIuX Kak ypoBHH (Wi 0a30BbIe 3HAYCHHS), TAK U TPEHIBL. DTOT METOJ
SIBIIIETCS PACHIMPEHUEM MTPOCTOTO IKCIIOHEHIINAIBHOTO CIIA)KUBAaHUS U 0COOSHHO
¢ dexkTuBeH B Ciydasx, KOrJa JaHHbIE JIEeMOHCTPHUPYIOT TPEHIOBYIO COC-
TaBISIONIYI0. DTO MOXET BKIFOYATh IMPOTHO3MPOBAHUE MPOJIAXK, TOTObI, (PUHAH-
COBBIX UHJIMKATOPOB U, B BAIlIEM ClIy4ae, 0TKa30B 00opynoBanus B cucremax JIBC.

[IpumepoM HCIIONB30BaHMUSI 3TOr0 METOAA MOXHO YKazaThb Pe3yJbTaThl
uccinenosanus (Wang, Z., Zhang, M., Wang, D., Song, C., Liu, M., Li, J., ... &
Liu, Z., 2017) rme rpymnma wucciemoBaresiell CMOIIM KOMOMHHMPOBAaTb METO.
DES ¢ anroputmMoM MO, HCHONB3YIOIIMM METOJ OIMNOPHBIX BEKTOPOB. B aToMm
WCCIIEZIOBAHUU 0CO00€ BHUMAHHE YICISACTCS MOJCISIM, YYUTHIBAIOUINM PHUCKU
B ONTHYECKHX CETAX, W HCCIENYyeTCs, KaK CIPOrHO3UPOBaTh PHCK OTKa3a
oOopymoBaHusi. Pe3ynbTarbl HKCIEPUMEHTOB IIOKa3aJdd CPEAHIOI TOYHOCTh
MIPOTHO3UPOBAHUS COCTOSIHUSL 0TKa3a OMTUYECKOTO 00opymoBanus 95%.

Jpyrue uccnenoBaHus Takke U3ydain d3PPEeKTUBHOCTh UCIIOJIL30BAHUS METOJA
DES B pa3nuyHBIX KOHTEKCTaX NpPOTHO3WMpOBaHWs. Hampumep, B UCIUICIOBaHHUU
(Wiyanti, W.,2023) ouenuBaeTcs 3 (peKTUBHOCTb SKCIIOHEHINAIBHOTO CITIaXKUBaHUS
JUTSL TIPOTHO3UPOBAHHUS JaHHBIX BPEMEHHBIX PSJIOB C TCH/ICHIIUSAMU M HECE30HHBIMU
XapaKTePUCTHKAMHU, OOHAPY)KWB, YTO METOBI SKCIIOHCHIMAIHLHOTO CIJIaKUBAHUS
3 PEeKTUBHBI [T TakuX NaHHBIX. B npyrom uccnenoBanuu (Shabir, F., Abdullah,
A. 1L, & Nur, S. A. A, 2022, December) npuMeHsieTCsI ABOHHOE 3KCIIOHSHIIUAIBHOE
CIIIa)KMBaHKUE JUIS TIPOTHO3UPOBAHUS (DAKTOPOB OKPYKAIOIICH Cpelbl, TAKHX Kak
ocagku u temreparypa. B pabore (Yousuf, M. U., Al-Bahadly, 1., & Avci, E.,
2022) uccnenoBaresy NpeACcTaBUiId THOPHIHYIO MOJIEIb, OCHOBaHHYIO Ha JBOHOM
OKCIIOHCHITUAILHOM ~ CIJIQ)KWBAaHWUM, JIIsl TIPOTHO3UPOBAHUS CKOPOCTH BETpa,
MOAYEPKUBAIOIINN IPEUMYIIIECTBA STONH MOJIEIHU [0 CPABHEHHIO C TPATUIIMOHHBIMU
mozensimu MO. Tarxoke meton DES npumensiicst B uccienosannu (Sabarina, A. M.,
Rustamaji, H. C., & Himawan, H., 2021) mis nporHo3upoBaHus MPoIax JEKapCTB.

Ecnu cpaBHUTBH 3TH JBa METOJ]a, METOJ] OKOHHBIX JaHHBIX U METO]| JIBOWHOIO
SKCIIOHEHIMAJILHOTO  CIVIA)KMBAaHUS, MOXKHO BBIJICIUTH IPEHMYIIECTBA U
HEJIOCTaTKH KaXKIO0Tro 13 MeTo/0B (Tabmnuma 1.3).

Tabnuua 1.3 — CpaBHEHHE METOI0B OKOHHBIX JAHHBIX U JIBOMHOTO SKCIIOHEHIIUAIBLHOTO
CIIXKUBAHUS

CpaBHe- MeTon ABOWHOTO SKCIIOHEHIIUATBHOTO
MeTo/1 OKOHHBIX JaHHBIX

HHUE crinaxxuanust (DES)

[Ipeumy- | Cocpel0TOUCHHOCTb Ha NOCICIHUX OcgenomiiénHoCTb 0 TeHaeHIwsx: DES a¢-

mecrBa | TeHaeHIMAX: COCpeIoTOYNB BHUMaHHE | PEKTHBHO (UKCHPYET KaK YPOBEHb, TaK U
Ha IOCJIEIHUX JAHHBIX, UCIIOJIb30BAaHUE | TEHAECHLMIO JAHHBIX, YTO MOXXET UMETh pe-
METO/Ia OKOHHBIX JaHHBIX MOKET CEJAaTh | IIAI0IIee 3HaYE€HUE UL IPOrHO3UPOBAHU
Moyielib OoJiee 4yBCTBHTEIBHON K HElaB- | cO0eB, KOTOPbIE BO3HUKAIOT IIOCTEIIEHHO
HUM U3MEHEHUSIM 1 aHOMAJIMSIM.
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T'HOKOCTB: pa3Mep OKHA MOKHO PeryJu-
poBarb, 4TOOBI cOaTaHCHPOBATh aKTY-
aIBHOCTb M 00BEM paccMaTprBaeMbIX
JIAHHBIX.

D deKT craKuBaHMs: CIIIAKABACT
KPaTKOCPOYHBIE KOJIEOAHMS, YTO MOXKET
OBITh [OJIE3HO JUTS YMEHBIICHHS IIyMa B
HPOTHO3E.

VMeHbLIEHHAS CII0OKHOCTD: aHAJIN3 MEHb-
11ero Habopa JaHHBIX MOXKET CHH3UTh
CIIOKHOCTH BBIYMCIICHUH U MOBBICUTh
CKOPOCTh 00paOOTKH.

Hcrnonbayet Gosee noIHbII HAOOP JaHHBIX
I co3AaHust Oonee 000CHOBaHHBIX
HPOTHO30B.

Heno-
CTaTKH

Tlomeps ucmopuuecko2o konmexcma.
CocpenoToueHre BHIMaHUS Ha MEHBIIIEM
OKHE JIaHHBIX MOXKET IIPUBECTH K IIOTepe
BaKHBIX UCTOPUUYECKUX TEHACHIIUHN U
3aKOHOMEPHOCTEM.

3aodeporcka peaxyuu: DES MoxeT He pearu-
pOBaTh OBICTPO HA BHE3AITHBIC U3MCHEHUS
WIT QHOMAUTUH, TTOCKOJIBKY TT0 CBOCH CyTH
OH CIVIa)KMBaeT HefaBHUe HaOmoaeHus. Ho
9TOT HEA0CTATOK MOXKHO HUBEJIHPOBATH,
UCTIONB3ys apyrue anroputmsl MO mapain-
nensHO ¢ DES.

Yyscmeumenvrocms napamempa:
Br160p pa3smepa okHa MOXKET
CYILIECTBEHHO MOBJIHATh Ha
TIPON3BOAUTENBEHOCTD MOJIEIH.

Jonywenue nunetinocmu: DES nipenmona-
raet JIMHEHHBII TPeH], KOTOPBII He Bceraa
MOAXOIUT AJIS CJIOJKHBIX, HEJIMHEHHBIX 3a-
KOHOMEp HOCTEH B JTaHHBIX 00 OTKa3ax

HO):[BOI[H UTOor CpaBHeHI/IH ABYX METOOOB, XOUYCTCA 3aMCTUTH, UTO, €CJIIN xapaKTep
c00eB B KOMMYyTaropax JIOKAJIbHOH CETH JECMOHCTPHUPYET YETKYIO TCHIACHIIMIO C
TeueHreM BpemeHH, DES moxkeT okazarbest Oosiee moaxomsmmM. OHAKO, ecin
cOou Oollee pe3KHe WM HEJIaBHUE JIaHHBIe 0OJiee yKa3bIBaloT Ha Oymyinue cOou,
OKOHHOE YIIPaBIICHUE MOXKET OBITh JIyYIIIE.

Urto kacaercs BBIUMCIUTENBHBIX PECYPCOB TO JUISl KPYITHOMACHITaOHBIX ceTeil
BeranciuTenbHas ddhdekrnBHocTs WTC MoxeT ObITh O0niee npakTnaaoi. OqHaKo
9TO TpeOyeT MaTbHEUITNX NCCIICMOBAaHUH, TaK-KakK TOT ke Metox DES coBMecTHO ¢
npyrumu anroputMamu MO MOTyT 1aTh He MeHee S QEeKTUBHBIN pe3yIbTaT.

[locne ananm3a MHOXkecTBa padOT MPOBEICHHON B paszzaene «Marepuaibl U
METOAbI», a TAKIKE yLH/ITI)IBaSI OCO6CHHOCTI/I I/ICCHCI[yeMOFO O6’I)CKT3, OIIMCAaHHBIX B
pabote aBTopoB (Rzayeva, L., Myrzatay, A., Abitova, G., Sarinova, A., Kulniyazova,
K., Saoud, B., & Shayea, 1., 2023), 6511 BEIOpan meTox DES kax 6o1ee mprueMiieMbIii
METOJ ISl PEIICHUs MMOCTABICHHBIX 3a1a4 MPH (GOPMHPOBAHUU MPEIUKTUBHON
cucteMbl. bonee mompodHo 06 ucrnons3oBannu metoaa DES coBMecTHO ¢ ipyruMu
anroputmamu MO omucansl B Apyrux padorax aBropoB (Rzayeva, L., Myrzatay,
A., Abitova, G., Sarinova, A., Kulniyazova, K., Saoud, B., & Shayea, 1., 2023;
Myrzatay, A., Rzayeva, L., Bandini, S., Shayea, I., Saoud, B., Colak, 1., & Kayisli,
K., 2024).

3. Pesyanbrarsl u o0cyxnenue: [Ipumenne merona DES B nporuocruveckoit
MOJ1eJIH:

Kak rosopmiock B pazmenax «Marepuaibl M METOIBD», a Takke, Kak
OINKCHIBAJIOCH B ApPYyrux paborax aBTopoB (Rzayeva, L., Myrzatay, A., Abitova,
G., Sarinova, A., Kulniyazova, K., Saoud, B., & Shayea, 1., 2023; Myrzatay, A.,
Rzayeva, L., Bandini, S., Shayea, 1., Saoud, B., Colak, 1., & Kayisli, K., 2024),
JUIsl IPOTHO3UPOBaHUs TpeHAa napamerpoB (Myrzatay, A., Rzayeva, L., Bandini,
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S., Shayea, 1., Saoud, B., Colak, I., & Kayisli, K., 2024) nanubix Ha MomenT (V7 1)
OBUT IPIMEHEH METOJl ABOWHOTO AKCIIOHEHIIMAIFHOTO CTIIAKUBaHUA. Pe3ymbrarst
MPOTHO3a TPEHa OBLIN CIEMYIOIIMMU: TIPU TOIBITKE BBIIBUTH TPEH]I TIapaMeTpa
«Temperature» (pucynok 3.1), merox DES mnoxkasan, 4To pa3HOCTh 3Ha4YCHUI
MEXIy MpeAcKa3aHHBIMU M HAOII0aeMbIMU 3HAYCHUSIMH HE BEJIHK, U KOJIeOIeTcs
or 1(min) go 10 (max)3Hauenuii. KpacHast TMHUS TIOKa3bIBACT CIIAKSHHBIN TPEH]I,
KOTOPBIN OTpakaeT 00IIIee HapaBIeHUE U TMHAMHUKY U3MCHEHUH TeMIiepaTypsl. U3
rpaduka BUIHO, 9T0 Momeias DES a3 ekTHBHO BHISBISCT OCHOBHBIC TCHICHIINH B
JAHHBIX, TIO3BOJISIS JIyUIIe TOHATH 00IIlee HApaBIeHNEe N3MEHEHU TeMITepaTyphl.
Cpennuii abcomoTHbI nporieHT omubok (MAPE) paBen npumepro 5.25%. D10
yKa3blBaeT Ha TO, YTO B CPEIHEM IPEICKAa3aHUsI OTKIOHSIOTCS OT (PaKTHUECKUX
3HaYeHUH Ha 5.25%.

Cpennuii abcomoTHEIN TporieHT omuook (MAPE) u3MepsieT OTHOCHUTETHHYIO
TOYHOCTH MOJIEIM W PACCUMTHIBACTCS KaK CpeaHee aOCOIIOTHBIX IPOILEHTOB
OIMOOK MO0 BCeM HaONFOJCHUSIM 1 BBICYMTHIBACTCS CIIEAYIONUM 00pa30oM:

100% Vi—Vi

MAPE = ?=1| i 3.1)
n Yi

I[JIC N-3TO KOJMYECTBO HAOJIONCHUN;

yi-(haKTHIeCKUe 3HAUCHUS:

V; — npeAcKa3aHHbIC 3HAYCHHUSI.

Double Exponential Smoothing for Temperature Data with Residuals

50 — Actual Temperature
= DES Predictions
—=- Residuals

401

30r

20¢

Temperature

10
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.
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Pucynoxk 3.1 — [Ipornos nokazareneii mapamerpa «Temperature» metonom DES

RMSE, ninu CpennexBaaparuunas omnoka (Root Mean Square Error), usmepsier
cpezHee 3HaYeHHE KBapaToB OLIMOOK, TO €CTh Pa3HOCTH MEXIY ITPEICKa3aHHBIMU
3HAUEHUSAMHU MOJIENIN U (PAaKTHUECKUMH 3HAUYCHUSMH JTaHHBIX U ero ¢opmyna (3.2):
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RMSE = |51, (v = 9 (3:2)

B nmamnom cmydae, mokazarenr RMSE mpubmmsurensHo paBHa 2.56. D10
TOBOPUT O TOM, YTO B CpPEIHEM TpEeACKa3aHMs TaHHOW MOJIEIH OTKJIOHSIOTCS OT
(hakTHUeCcKMX 3HaYeHWH Ha 2.56 eAWHHUIII TeMIIepPaTyphl, YTO SIBIISETCS O4YCHBb
HEIUTOXUM Pe3yJbTaTOM B JIAHHOM CITydae.

Hanee DES 0v11 mpumenén Ha mapametp «CPU Load» mis rogudHON 3amucu
(365 3ammceii), m kak mokassiBaeT rpacduk, DES ycmemmHo cmpasuseTcs ¢
MIPOTHO3UPOBAHUEM TPEHAOBATOTrO MapameTpa (pucynok 3.2). CpeiHeKkBapaTHIHasS
ommboka (RMSE) B maHHOM city4ae B CpeaHEM, OTKJIOHSIOTCS OT (PaKTHUECKUX
3HaueHni Ha 0.2486 enuannbl. CpenHuid aOCOMOTHEIN TporieHT omnook (MAPE)
paBen 1.1490%. Jlpyrumu cnoBamu, meton DES mms mapamerpa «CPU Load»
MTOKA3bIBAJl OYECHb HETIOXHE PEe3YIIbTaThI.

Double Exponential Smoothing of Updated CPU Load Data

—— Original CPU Load
95 — DES

9.0

8.5

CPU Load

7.5

h

0 50 100 150 200 250 300 350

Pucynok 3.2 — [Ipornos noka3zareneii mapamerpa «CPU Load» metomom DES

Hanee npexacraBiieHbl pe3yibraTsl npuMeHeHus meroga DES Ha mapamerpsl
«Traffic index» u «Response time index» Ha pucynkax 3.3 u 3.4 COOTBETCTBEHHO.

Double Exponential Smoothing for Traffic Index Data with Residuals

100 Actual Traffic Index

= DES Predictions
—-—- Residuals
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Pucynoxk 3.3 — I[Iporno3 nokazareneii mapamerpa «Traffic index» metomom DES.
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Response Time Index (365 Days): DES Prediction and Residuals [New Data]

—— Original Response Time Index
—— DES Prediction
3001 —— Residuals

| (
oL drbnar i

100 150 200 250 300 350
Day

Response Time Index

o
w
o

Pucynoxk 3.4 — [Iporno3 moka3areneit mapametpa «Response time index» metogom DES

3akiaouenue:

Kax BumHO w3 mpencraBieHHbIX (pucyHku 3.1, 3.2, 3.3, 3.4) Busyanuzanuu
paboThI IBOITHOTO YKCIIOHCHITMAILHOTO CTIAYKUBAHUS T10 KAXKIOMY U3 TPUBEACHHBIX
B TIpUMEp TapaMeTpoOB, IPH IIAaBHOM HW3MCHCHHH IApaMeTpPOB, pE3yibTar
MIPOTHO3UPOBAHMSI UMEET BHICOKYIO TOYHOCTh. OJHAKO, MPU PE3KOM H3MCHCHHUH
MOKa3areseil, TOYHOCTh MaHHBIX Ha KOPOTKOEe BpeMms cHIKaeTcs. OCHOBHOM
MIPUIHHON ATOTO SIBISIETCS] HEOCTATOYHOE KOJIMYECTBO TOUCK NAHHBIX, M3-3a YETO
AJTOPUTM HE MOXKET TJIaJIKO COOTBETCTBOBATh M3MeHEHUsIM. Tem He MeHnee, DES
BCE )K€ IEMOHCTPHUPYET BBICOKYIO TOUHOCTH Mpeackazannid. A mokazarenu MAPE
u RMSE s atux mapamerpoB ObIIM HE CTOJIb BBICOKH, YTO CBUJCTEIHLCTBYET
0 TOM, YTO MOJIEJb B II€JIOM XOPOIIO CIpPAaBIAETCS C MPOTHO3UPOBAHUEM, XOTS
M C HEKOTOPBIMH OTKJIOHEHHUSIMHU OT (haKTHUYEeCKMX 3Ha4eHuiH. B apyrux padorax
aBTopoB (Rzayeva, et al, 2023; Myrzatay, et al, 2024) merox DES komOuHMpOBacs
¢ aniroputMamu MO u1st KiTacCU(UKAIIMK TI0JIOMOK, U COIIACHO UTOraM TeX padorT,
KOMOMHHMPOBaHHBIN MeTO1 HAa 0cHOBE DES mosyuunsics B BBICOKOH CTEIICHH TOYHBIM
1 OBICTPOJICHCTBEHHBIM.
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Abstarct. Different cities of the world are facing heavy metal pollution in soils
at different levels. Previous studies have found that heavy metal concentrations in
urban soils tend to increase with increasing levels of urbanization, indicating a link
between heavy metal content in soils and urban expansion. Thus, understanding
this relationship and considering factors related to urbanization to create reliable
predictions of heavy metal distribution in soils can contribute to effective
management of urban health. This study examines the sources, distribution, and
environmental effects of heavy metals. These elements accumulate in soil due to
vehicle emissions, tire and brake wear, and abrasion of road surfaces, which carry
significant environmental and health risks. The presence of heavy metals in road
soil can detrimentally affect plant growth, enter the food chain, and pose a direct
threat to human health when contaminated soil is ingested, or dust particles are
inhaled. In this study, a random forest (RF) machine learning model was applied
to predict the extent of heavy metals in soil along highways. The results showed
that the RF model has high accuracy in predicting the spatial distribution of heavy
metals in soil.

Keywords: Urban highways; heavy metals in soil; data analysis; pollution
source identification; environmental risk, RF.
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AHHoTanms. JlyHue )Ky3iHeri 9pTypJii Kanajaap TONBIPAKThIH OPTYPJIi ICHI el 1e
ayblp MeTajjlapMeH JacTaHybIMeH Oerre-OerT Kenemi. AJIBIHFBI 3epTTeyiep
KaJIaJIbIK TOTBIPAKTAFbl ayblp METaIJapiAblH KOHIICHTPALUACHI YypOaHU3aIUs
JICHIeHIHIH apTybIMEH »OFapbLIANTHIHBIH aHBIKTAJbl, OYJI TOMBIPAKTAFbl aybIp
MeTaJul JISHreiaepi MeH KaJlaHbIH KEHE01 apachIHJarbl OailIaHbICThI KOPCETEII.
Ocbutaiia, ochl OalJIaHBICTBI TYCIHY JKOHE TONBIPAKTa ayblp MeTajiap/blH
TapaybIHbIH CEHIM/II OOJDKaMAaphIH Kacay YIIiH ypOaHU3alusMeH OaiIaHbICThI
(daxTopiapapl KOCy KalajiblK TOMBIPAKTHI THIMJI OackapyFra BIKHANl €Te aiajpbl.
Byt 3eprrey ayblp MeTammapiblH Ke3JepiH, TapalyblH JKOHE KOpIIaraH opTara
ocepiH 3epTTeiai. bysl ajeMeHTTep TONbIpakTa KOJIKTEp/iH IIbIFAPbIHIABLIAPHI,
HIMHAIAP MEH TEXKETIITEePIiH TO3YbI, )KOJ KaMbUIFbIIAPBIHBIH a0pa3uBTi OY3bUTYBI
caJJlapblHaH JKUHAA/IbI, OYJ1 KOpIIaFaH OpTara jKOHE JICHCAYIBIKKA aiTapibIKTai
Kayin TeHipeai. Koy TombIparbiHa ayblp METaIAapAbIH OOIYbl ©CIMIIKTEPIiH
ecyiHe Kepl acep eTil, KOPEKTIK Ti30eKKe €Hil, JacTaHFaH TOMBIPAKTHI JKYTY
HeMece IIaH OeJIIIeKTEePiH MHTaNSIUsIap apKblIbl ajaM JICHCAYJIbIFbIHA TIKeJIeH
Kayiln TeHIipyl MYMKiH. Byn 3eprreyme Tac skosmap OOMBIHAAFbl TOIBIPAKTAFBI
ayplp MeETaJNJIap/blH JopexeciH Oospkay yiniH ke3uericok opmaH (RF) omicin
KOJIJTaHAThIH MAIIMHAJIBIK OKBITY MO Kojaanbuiasl. Hotmxenep PXK moneninix
TOTBIPAKTAFbI AybIP METAJIAP/IbIH KEHICTIKTE TapalyblH OOJKay/1a 6Te J2J1 CKeHIH
KOPCETTI.

Tyiiin ce3aep: KananblK >KOJAApP, TONMBIPAKTAFBI ayblp METaNap, JACpeKTep/i
Tajuay, JacTay Ke3/lepiH aHbIKTay, SKOJOTHsIIBIK Kayir, RF.
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AHHOTauus. PaznuunHble Topona Mupa CTaJKUBAIOTCS C 3arpsi3HEHHUEM IOYB
TSOKENTBIMA METallaMi Ha pa3HBIX YpOBHSAX. PaHee mpoBe/eHHBIE HCCIETOBAHUS
BbIABWJIM, YTO KOHULCHTpALUWA TAKEIBIX METAJIOB B TOPOACKHUX IIOYBaAXx, KakK
MIPaBUIIO, BO3PACTAET C YBEIIMYCHUEM YPOBHS ypOaHU3AI[NH, YTO yKA3bIBACT HA CBSI3b
MCXKAY COACPKAHHUEM TAXKCIIBIX MCTAJUIOB B IMOYBAX M MNPOLECCOM paCIIMPCHUA
roponoB. Takum 00pa3oMm, MOHMMAaHHWE STOW B3aMMOCBS3M M Y4eT (PakTOpOB,
CBSI3aHHBIX C ypOaHMW3aueH, sl CO3AAHNS HAIeKHBIX TPOTHO30B pacipeesieH s
TSDKEJIBIX METAJIOB B IIOYBaX MOTYT CIIOCOOCTBOBATh A3()()EKTUBHOMY yIIPABJICHUIO
COCTOSIHHEM TOPOJICKMX T0YB. B JTaHHOM WCCIIeZIOBaHUM pPacCcMaTpPUBAIOTCS
HUCTOYHUKH, pACTIPEICTICHUE U BIUSHNC HA OKPY>KAIOIITYIO CPEy TSHKEIBIX METAIITIOB.
OTH 3JIeMEHThI HAKAIUIMBAIOTCS B TIOYBE BCIISCTBHIE BEIOPOCOB TPAHCIIOPTA, U3HOCA
IIFMH ¥ TOPMO30B, a Takke aOpasMBHOTO pa3pyIICHUS TOPOKHOTO TMOKPBITHS, YTO
HECET 3HAYUTENIbHBIC DKOJIOTHUECKUE U MEIUIMHCKUE PUCKU. Hamuune TsaxKenbIx
METAJJIOB B IOPOYKHOW TTOYBE MOJKET MAryOHO BIHSITH HA POCT PacTEHUH, OMaaaTh
B IHIIEBYIO LENb U IPEACTABIATH NPAMYIO YIrpo3y 340POBLIO YEJIOBEKA IIPU
MPOTJIaThIBAHUH 3arpsA3HEHHON TTOYBHI WM BIBIXaHWU IBUICBBIX YacTUIl. B aTom
HCCICAOBAHUHN JJIA IIPOTHO3UPOBAHUA CTCIICHU TAXKEJIBIX METAJUIOB B ITOYBE BIOJIb
aBTOJIOPOT ObLIA TPUMEHEHA MOJICNIb MAIIMHHOTO OOyYEHUS C UCIOJIb30BaHUEM
Metofa cirygaitHoro neca (RF). Pesynwsrars! mokaszanu, aro Mmonens RF otimmaaercs
BBICOKOM TOYHOCTBIO TPOTHO3ZUPOBAHUS MPOCTPAHCTBEHHOTO pACTIpPEACIICHUS
TSDKEITBIX METAJUIOB B TIOYBE.

KutoueBble c10Ba: ropojicKie aBTOJJOPOTH, TSKEIJIIE METAJUIbI B TOYBE, AaHAJIN3
JTAHHBIX, UACHTU(UKAIUS ICTOYHIKOB 3arPs3HEHUS, SKOJIOTHIECKH puck, RF.

Introduction. Urban areas are often considered more polluted than other
regions, and many studies on heavy metal soil contamination have been conducted
in urban areas (Ahmad, 2010). However, soils in peri-urban areas not only contain
exogenous heavy metal pollutants that migrate from urban areas to their entry points,

196



ISSN 1991-346X 4. 2024

but also overlap with increasingly heavy metal emissions from human activities and
industrial production in urban fringes, resulting in the deterioration of soil heavy
metal pollution in urban fringes (Bignal, 2007). Thus, soil heavy metal pollution in
urban roadways is more serious and complex than in suburban areas (Chen, 2010).
Motor vehicles are characterized by highly diverse and that leads to simultaneous
exposure to several emission sources (Chen, 2016). The study and prediction of
heavy metal contamination of soil is important for the implementation of strategies
to protect the environmental health and safety of residents (Feng, 2019).

Machine learning has become an important tool in environmental research,
especially foranalyzing and predicting complex processes such as soil contamination.
In recent years, various machine learning models have been successfully applied to
estimate soil characteristics such as particle size distribution (Frohlichova, 2018;
Gu, 2014) and erosion rate (Hasnaoui, 2020). However, the use of machine learning
to predict soil contamination, especially in urban areas, remains understudied
(Jankowski, 2015). This is because data in such settings are subject to many factors,
including transportation emissions, industrial pollution, and landscape features (Li,
2022).

Among the machine learning methods used to analyze environmental data,
Random Forest (RF) stands out (Mazur, 2013). Studies have shown that RF
provides high accuracy in predicting pollution parameters due to its ability to detect
nonlinear dependencies and to handle emissions and missing values in the data in a
stable manner (Mohammed, 2016, Nabulo, 2006).

Ensemble methods such as random forest and gradient boosting have become
particularly popular for soil and water contamination assessment. For example,
random forest has been used to predict the concentration of heavy metals in
soil and identify key factors affecting the level of contamination (Radziemska,
2015; Rodriguez-Flores, 2020. In a recent study, the random forest method was
successfully applied to assess the determinants of nitrate concentration in water
bodies, highlighting its ability to analyze complex interactions between variables
(Shi, 2008).

Random Forest (RF) machine learning method was applied in this study. This
method, which is one of the most popular ensemble techniques, allows efficient
processing of large amounts of data and reveals complex dependencies between
variables. The application of RF in this study aims to improve the accuracy of
predicting soil pollution parameters in complex urban landscapes.

Methods and materials.

To achieve the research objectives, Random Forest (RF) method was chosen as
the main machine learning model for predicting soil contamination level (Xu, 2014;
Yu, 2016). Several machine learning methods such as Support Vector Machine
(SVM) and Extreme Gradient Boosting (XGBoost) were used for comparison (Wu,
2019).

The city of Almaty, an urban area with high population density and intensive

197



NE WS of the National Academy of Sciences of the Republic of Kazakhstan

transportation and industrial activity, was selected for this study. The choice of this
area is due to the significant level of anthropogenic impact on the environment,
which makes it suitable for analyzing factors affecting soil contamination. Soil
samples and environmental data were collected at key points throughout the
study area to account for spatial variations in pollutant concentrations. Data on
soil contamination parameters were taken from the Institute of Plant Biology and
Biotechnology. The elements Cd, As, Pb were selected as a dataset for predicting
heavy metal pollution in soils near highways. Interpolation and normalization
techniques were used to equalize the data and improve the quality of analysis. The
data were divided into training (70%) and test (30%) samples to verify the quality
of the model.

Metrics such as root mean square error (RMSE), coefficient of determination
(R?) and mean absolute error (MAE) were used to assess the accuracy of the model.
These metrics were used to determine how well the model predicts the level of
soil contamination in the test sample. The methods applied in the study provide an
integrated approach to predicting soil pollution and allow for a deeper understanding
of the impact of various factors on the ecological state of the urban environment.

The Random Forest model is a versatile tool that performs well on classification
and regression tasks. Its high accuracy and robustness to overfitting has made it a
popular choice for data analysts and engineers, especially for working with large
and complex data. Initially, the algorithm randomly creates several subsamples
of data from the original set using the bootstrap (random sampling with return)
method. This means that some objects may be present in a subsample multiple
times and some objects may be absent. For the classification task, each tree “votes”
for one of the classes, and the final prediction is chosen by majority vote. The
prediction formula for RF in a regression problem looks like this:

K

y = argmax y I(Tj(z) = y), ()
k=1

where Tk(x) is the k-th tree’s prediction for object x, and I is an indicator
function equal to 1 if the tree voted for classy, and 0 otherwise. Figure-1 shows the
structure of the RF model.
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Figure 1. Structure of the RF model

The process of predicting the spatial distribution of heavy metals using Random
Forest (RF) model includes the following steps: data collection, modeling, spatial
visualization and analysis of results. Figure 2 shows the detailed workflow.

Heavy metal
elements
l
Laboratory
analysis
l
Random stratified
partioning

I

Training
dataset
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(30%)

i

Feature selection by RF

!

Heavy Metals Modeling
by RF

1
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Figure 2. Workflow of analysis of heavy metal elements based on RF model.
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Analytical precision, expressed as relative standard deviation, is usually less
than 5%. The main statistical indicators of heavy metal test results are presented in

Table 1.

Tab. 1. Statistics of heavy metals concentration

Heavy metals (mg kg) | Mean Standart deviation | Min Max | Coefficient of variation.
Cd 0.76 0.32 0.51 1.55 |27
As 5.03 3.61 3.61 16.63 |56
Pb 12.94 12.94 1191 |44.12 |30

Results and discussion.

Several samples of Cd, As and Pb concentrations were evenly divided into
training and test samples. 30% of the training samples were used to train different
heavy metal models using SVM, RF and XGBoost algorithms. After optimizing
a few parameters, test samples were added to the optimized model, on which the
accuracy of the model was tested and evaluated.

The R2, RMSE and MSE statistics for each model are presented in Table 2.
Moreover, RF and XgBoost are better than SVM. Comprehensive analysis of the
three evaluation metrics, RF prediction has good performance.

Table 2- Models statistics

Models Heavy metals Pb Cd As
r? -0.529 0.901 0.716
MAE 2,032 0.039 4,668
XGBoost FMSE 17.026 0,049 5.681
R -0,868 -0.282 -0,169
MAE 0,061 0,053 0,077
SVM RMSE 0.081 0.076 0.139
R? -0.236 -0,065 -0.077
MAFE 7.196 0,103 3.517
RF FEMSE 11,072 0,076 8.348

0.0

—0.6

Metric
Az
. MAE
. AMSE

1 1
Pb Cd As
Element

Figure 3. The coefficient of determination and error of SVM s model
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Calculations of evaluation metrics including RMSE, MAE and R? as well as
several rounds of parameter tuning showed that the RF model exhibits the best
performance. Therefore, it was selected as the most stable for this task. Table 2
notes the key points: The coefficient of determination R? of the RF model for the
validation set is close to the R? of the training set, indicating the high stability of the
model and its ability to avoid overfitting. The ranking of prediction performance
based on prediction performance is as follows (from highest to lowest): As, Pb,
Cd,. This indicates that the model most accurately predicts As and Pb content. The
stability and generalizability of the model in predicting the heavy metal content of
As, Pb and Cd is confirmed by the high value of R* small difference between the
R? of the training and validation sets. This indicates good stability and reliability
of the model. Analysis of MAE and RMSE errors shows that the values of these
indicators for the training set are lower than for the test set, which indicates a high
level of forecast accuracy.

Conclusion

The conducted study of models for predicting heavy metal content in soil showed
that the R* model provides the best accuracy and reliability compared to SVM
and XGBoost. This advantage can be attributed to its ability to effectively capture
complex dependencies and robustness to anomalous values, which is particularly
important when dealing with environmental data. The R? model not only performed
better on key metrics, but also proved easier to interpret, making it valuable for
use in ecological monitoring and management decisions. Future research may
benefit from further tuning the model and exploring additional attributes to further
improve its performance. Thus, the R?> model is recommended for long-term use in
the task of analyzing heavy metal content in soil, in order to maintain soil quality
and protect the environment.
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Abstract. This article examines the factors that affect students’ activity and
willingness to learn in the distance learning environment. Multivariate analysis,
logistic regression, and decision tree methods were used in the analysis of the results
of an online survey of 35,950 distance learning students during the pandemic.
Using IBM SPSS Statistics version 23 software, statistical models were created to
determine the main factors affecting learning activity.

The purpose of this study is to predict student engagement and learning propensity
based on the analysis of responses to survey questions using machine learning.
The main results of the work include the creation of a summary table showing
the percentage of correctly classified cases and the questions selected by each
of the forecasting methods considered. The results show that logistic regression,
multidiscriminant analysis and decision trees effectively identify different aspects
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of learning activity that contribute to the optimization of the distance learning
process.

Keywords: Big data, Covid-19 data, big data processing, experimental data,
emergency distance learning, contingency table, data analysis, regression analysis,
multiple discriminant analysis, decision tree
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AHHoTanus. bys1 Makanaia KalbIKTHIKTaH OKBITY JKaFIaibIH A OKYIITBIIAPABIH
OenceHmiiiri MeH oKyra OeHiMIUTITIHE ocep eTeTiH (akTopiap KapacThIPbLIAIbL.
Tannay G6apbichiHIA TAaHAEMUS Ke31H/Ie KAIIBIKTHIKTaH OKbIFaH 35950 OKyIIBIHBIH
KaTBICYBIMEH KYPTi31ITeH OHJIAH-3ePTTEY/IiH HOTHKEJIEPiHE KO TUCKPUMHHAHTTHI
Tanay, IOTUCTHKAIIBIK PETPECCHS KOHE IICIITIM aFalliTapbl 9/IiCTepi KOJNAaHBUFaH.
IBM SPSS Statistics 23 Hyckachl 0aFapiaMalibiK dKacaKkTaMachIHBIH KOMETIMEeH OKY
OeNCeHIiIiriHe ocep eTeTiH Heri3ri (pakToprap/apl aHBIKTAy YIIiH CTaTUCTHKAIBIK
MOJIENBJIEP KACAIBIHFaH.

Byn 3eprreymiH MakcaThl - MallMHANBIK OKBITY OJiCiH KOJJaHa OTBIPHIIL,
cayallHamMa CypaKTapblHA JKayalTap/Abl TajjayFa HeTi3[eNreH OKYIIbLIapAbIH
OenceHmiiri MeH OKyFa OeHiMIiNiriH Ooimkay Oonbim TadbLIambl. JKYMBICTHIH
HET13T1 HOTHXKeJepi KapacThIPhUIFAH OOJDKAay O/iCTEPiHIH OpPKANCBICHI TaHIaFaH
CYpaKkTapJbsl JKOHE IIYPhIC JKIKTENTEH >KarIaiiaplblH TaibI3bIH KOpPCETeTiH
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KHUBIHTBIK KECTeHI KYpPYAbl KaMTHJIbL. HOTWXeNep JIOTHCTHKATBIK PErpeccus,
KOIIUCKPUMHUHAHTTBI TaJJlay JKOHE IICHIIM aramTapbl KAIIBIKTBIKTAH OKBITY
MPOIECiH OHTAWIaHIBIPYFa BIKNAN ETeTIH OKy OCJNCEHIUNriHIH opTypii
ACTIEKTUIEPiH THIM/II TYp/I€ aHBIKTAUTHIHBIH KOPCETE/T.

Tyiiin ce3nep: yiaken aepexrep, Covid-19 nepekrepi, yiikeH qepeKTepi oHIeY,
OKCIEPUMEHTTIK JICPEKTEp, TOTEHINE KaFAaia KallbIKTBIKTAH OKBITY, KYTIEreH
KaFaannap Kecteci, IepeKTep i Tan/ay, perpeccHs Taiiaybl, KOMAUCKPUMUHAHTTHI
Tajay, MeHIM ararbl
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AHHoTanus. B nanHON cTathe paccMmaTpuBaroTcsi (HaKTOPbI, BIHSIOIIME Ha
aKTMBHOCTb M >KellaHWe 00ydarolIuxcs o0y4yaTbCsl B YCIOBHSX AWCTAHLMOHHOTO
oOydeHust. MHOTOMEpHBIM aHann3, JJOTHCTHUECKasi PErpeccus U METONbl JepeBa
pemieHUi OBUIM HMCIIONB30BaHBl NPU aHAJHM3€ PE3yJbTaToOB OHJIaWH-ompoca 35
950 cTyneHTOB OMCTAaHIMOHHOrO OOy4eHHus BO Bpems mnaHaemuu. C MOMOIIbIO
nporpamMmmHoro obecrieuenuss IBM SPSS Craructuka Bepcuu 23 ObIIM CO3/1aHBI
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CTaTUCTUYECKUE MO JUIsl ONPEeTICHUs] OCHOBHBIX (DAaKTOPOB, BIUSIONIMX HA
Y4eOHYIO e TebHOCTD.

Llenpr0 JAaHHOTO MCCIEIOBAHUS SIBISETCS MPOTHO3UPOBAHHUE BOBJICYCHHOCTH
CTY/ICHTOB ¥ CKJIOHHOCTH K OOyYeHMIO Ha OCHOBE aHAJM3a OTBETOB Ha BOIPOCHI
OIpoca € HCIOIb30BAaHHEM MalIMHHOTO 0OydeHus. K OCHOBHBIM pesynbTaram
pabOTBl OTHOCHUTCS CO3JaHWE CBOJHOM TAONHWIIBI, IOKA3bIBAIOIICH IPOIEHT
NPaBHIBHO KJIACCH(DUIIMPOBAHHBIX CIIy4YaeB M BHIOPAHHBIX BOIIPOCOB TI0 KAXKIOMY
U3 PAacCMOTPECHHBIX METOJOB IPOTHO3UPOBAHMS. Pe3ynabTarhl IMOKa3bIBAIOT,
9TO JIOTUCTUYECKAs PErpeccusi, MYIbTHANCKPUMHHAHTHBIA aHAIN3 W JEepPEeBbs
petieHuit 3(h(HEKTUBHO BBISIBIISIOT Pa3IUYHbIC aCIEKThl YUeOHOW JIEATEIIbHOCTH,
9TO CIIOCOOCTBYET ONTHMHU3AINH MIPOLIECCa AUCTAHIIMOHHOTO 00yYeHUSL.

KioueBsbie cioBa: Oonbmne nanneie, Covid-19 data, oO6paboTka OonbIIMX
JIaHHBIX,  OKCIIEPUMCEHTAlbHbIE  JaHHbIE, OKCTPEHHOE  JIHMCTAHIIMOHHOE
o0yueHue, TabiauIa CONMPSHKEHHOCTH, aHAJIM3 IAHHBIX, PETPECCHOHHBIN aHAIN3,
MHO)KECTBCHHBII JTUCKPUMHHAHTHBII aHAJIH3, IEPEBO PEIICHUIA.

Kipicne. COVID-19 nannemusicbl 0ykisanem OoiibIHIIa 0151iM Oepy yaepicTepine
eJIeyIli @3repicTep SKein, MEKTENTep MEH YHUBEPCUTETTEPAl TOTCHIIIE )KaFaaiinapaa
KAIIBIKTHIKTAH OKBITYFa Kolryre MokOyp erti. OchlHal xaraaiia OKybuIapIbiH
OKY ic-opeKeTiHe acep eTeTiH (aKTopIapbl 3epTTey Ke3eK KYTTIpPMENUTIH Mocernere
aiiHanael. Ocbl (axropiapipl TYCIHY KaIUBIKTBIKTaH OKBITY >KarIaiiblHIA OKY
MOTHUBAIIMSICHIH JKOHE OHIM/IUTIKTI apTTHIPYIBIH THIMJI CTpaTerusuIapbiH a3ipieyre
MYMKIHIIK Oepeni. byn 3eprrey MekTen OKyLIBUIApBIHBIH OHJIAWH cayalHaMachl
apKBUIBI JKUHAIIFAH JIEPEeKTep/i TaljlayFa >KOHE KOINJUCKPUMHHAHTTHI Talljiay,
JIOTHCTUKAJIBIK PErpeccHs JKOHE MICHIIM aFamuTapbl 9ICTEPiH KOJJaHa OTBIPHII,
KAIIBIKTBIKTaH OKBITYZla OKYIIBUTAPABIH OCJICEHIUTITIH aHBIKTAWUTBIH HETi3Ti
¢axropnapas! anpikTayra 6arsitTanran (UNESCO, 2020).

Ocwel Makcatka »xeTy yiriH bl AnTeiHCapuH aTbiHAarbl YATTHIK OiiM
aKaJleMUSICHIHBIH YUBIMIACTBIPYBIMEH OHJIAMH cayalHama JKYprisimim, oraH 35
950 crynent KarbicThl. CayajqHama KalIbIKTaH OKBITYIBIH OPTYPJi aclekTiiepine
KaTeICTHl 32 cypakThl KaMThiael (MouuTopuHr HoTmkenepi, 2020). IBM SPSS
Statistics 23 HycKachklH HaiiganaHa OTHIPBII, OKYLIbl OEJICEHAUTITiHE acep eTeTiH
MaHB3IBl (haKTOpIIApIbl aHBIKTayFa MYMKIHIIK OepeTiH perpeccust yiariiepi
KYPaCTBIPBUIIBL.

Byn 3eprreymiH MakcaThl MAaIIMHAJBIK OKBITYIABIH YII OAICIH KOJJIAHY
apKbUIBI cayajHaMaJarbl 32 cypakka »ayanTapibl Taljay HeTi3iHAe MEKTen
OKYIIBUIAPBIHBIH, OCJICEHIIUIIrT MEH OKyFa OeHiMuiinirin Oopkay. JKyMBICTBIH
HETI3T1 HOTIKeJepi 0orKay ofici OOMBIHINA TaHIATFaH CYPAKTapIbl JKOHE TYPHIC
KIKTEJTeH JKaraalIapIblH NalbI3bIH KOPCETETIH KUBIHTBIK KECTEH1 KYpacThIPY/Ibl
KaMTHIbl. HoTmxesnep JOTMCTHKAIBIK perpeccHs, KONIUCKPUMHUHAHTTHI Talaay
YKOHE IIEIM aralTapbl KallbIKTBIKTaH OKBITY YCPICIH OHTAMIaHIBIPYFa BIKIAI
€TETiH OKY 9PEKEeTIHIH opTYPl aCHEKTiJepiH THIM/II aHBIKTaUTBIHBIH KOPCETEI.

3epTTey MAaIIMHAJBIK OKBITY QJITOPUTMJEpPi OKYLIBUIAPABIH OKyFa JAereH
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KO3KapachlH KOPCETETiH OUTiM Oepy JepeKTepiHeri yarijaepiai aHbIKTail anaibl
JICTCH THIOTE3aHbl KOJJAWIbl. Byl MeKTen OKyImIbUIapbIHBIH OiTiM  adybiH
TUIMAIPEK Tajjay >KoHe OopKay YIUiH jKaHa MYMKIHIIKTEp amajbl, KallbIKTaH
OKBITY QJIICTEPiH OKYIIBUIAPJIBIH JKeKe KaKeTTUTIKTepiHe Oeifimieyre MyMKiHIIK
oepeni.

Oneouerrepre moJy. COHFBI JKBUIIAPHI 3EPTTEYIIUICP OKYIIBUIAPABIH OKY
OeNCeH IiTIrt MeH OHIMILIITIH 00JpKay YIIiH MAaIlIMHAJIBIK OKBITY KoHE OiniM Oepy
TIEPEKTEPiH Tanmay omicTepin OenceHmi Typae nmainaranyna. KeiGip i3menymrisep
Oimim Oepyzeri kacaH bl MHTEJUIEKT IeH KOMIIBIOTEp JeMEYIITiK eTeTiH OipieckeH
OKBITY XOHE OKY TaJjlaybl CHUSKTHI Oacka TOCUIAEp apachIHIArbl IeKapaiapiibl
3eprren, OOKaMJIBIK OHIMIUIIKTI KakcapTy YIIIH OChI O/IiCTep apachIHIAFbl
yitnectipy kaxeTtinirin kepcereni (Rienties, et al, 2020).

JlorucTukanelK perpeccusi, OipHeIe AUCKPUMHHAHTTHI Talaay JKOHE IIEIIiM
aFalTapbl CHSKTHl MAaIlMHAJBIK OKBITY alTOPUTMIEpP] CTYACHTTEPIiH KYMBICHIH
Ooipkay ymIiH coTTi Konmaupuiael. bacraybim OimiM Oepyne poOOTOTeXHHKA MEH
OaraapiiaMmasiay bl KOJIaHyjIbl TAJIKbLUIAI, UH(QOpMATHKa O1TIMIHE epTe apanacyablH
MaHBI3ABUIBIFBIH aTan aiiTyra Oomanel (Alam, 2022). Osre 3eprrey Oinim Oepy
JICPEKTEPIH 13/Iey KOHE OKY aHAIMTHKACKHIH IMaijiaiaHa OTBIPHIT, OKYIIbIIAPIIBIH
OHIMAUIITiH OoKayFa apHaiFaH oJeOueTTepre >KyWeni I[IOdyIdbl YCHIHAIbI,
HOTIKETE o9Cep €TeTiH Herisri ¢akropiapasl kepcetedi (Dhankhar, et al, 2021).

CoHFBl KBUIAPBl KAUIBIKTHIKTAH OKBITY CajachlHIAarbl 3epTTeyiep ocipece
COVID-19 mamgemusicel Ke3iHmae ©3ekTi Ooma Oacramel. byn TakeipbinTa
Kazakcranna OipHelie MaHbI3/bl 3€PTTEYIIEP KYPIi3ial.

«COVID-19 mnanpmemusicel Ke3iHAe OHIAWH OuTiM OepyliH aKaJIeMUSIIBIK
JKeTicTikrepre ocepi: KazakcTaHHBIH >KaFmaiibl» aTThl JKYMBICTa KAIlIBIKTaH
OKBITYFa Keuly OigiM Oepy yAepiciHAE KOHE aKaJeMHUSUIBIK KOPCETKIlITepie
aliTapJIBIKTall ©3repicTep TYFBI3FaHBIH aTall ©Tel. MEKTell OKyIIbUIaphl. Omapasiy
3epTTeyl KAIIBIKTBIKTAH OKBITYJABIH OH JXOHE TEpPiC aCMEKTUIEPIH alllblll, OKY
OarzapiaManapbl MEH OKBITY 9IICTEPiH jKaHa KaFaalnapra OeiiMaey KaKeTTiriH
aramn eTkeH (Kemenbaesa sxone 1.0. 2022).

Kazakcrannplk aBTOpiap MyFaimiMIepAl OKbITYAa >KacaHIbl HHTEIJICKTKE
Heri3enreH OKydenepiai mMaimamaHyIblH MYMKIHIIKTEpI MEH cajIapblH
KapacTeip/bl. Onap o3 )KyMbICTapbIHJIa MYH Al )KYHenepai eHrizy )KeKeleHAipiIreH
OiiM Oepy TpaeKTOpHSIIAPhIH KAMTaMachl3 €Ty JKOHE MYFaliMAepAiH KyHICTIKTi
TarchlpMaliapblH  aBTOMATTAHJBIPY AapKbUIBl OLTIM  camachlH  alTapIibIKTan
KakcapTyra 00JaThIHBIH aTar oTTi. JlereHMeH, oJap STHKaJbIK aCIeKTiIepre xKoHe
TEXHOJIOTHSITBIK TOYENIIIIK MYMKIHIITIHE OalIaHBICTHI BIKTUMAJ TOYCKEIISP I ¢
aran eTkeH (AOBIKaHOBA6 KoHE T.0., 2024). Tarbl Oip )KYMBICTA KAIIBIKTAaH OKBITYFa
KOIy Ke3iH/e CTyACHTTep MEH MyFalliMiep Ke3IeCeTiH Heri3ri mpobiemanapisl
3epTTelii. ABTOp €3 €HOCTIHAE OKY IMPOIECIHE 9Cep €TETIH TEXHHUKAJIbIK JKOHE
MICUXOJIOTHSUTBIK ACTIEKTiIepre TOKTAJbII, OIap/bl eHCEPy OOMBIHINA MPAKTUKAIIBIK
ycoiabicTap ycbiHaas! (Ilanzabek, 2020).
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Byn seprreynep OimiM Oepyae 3aMaHayd TEXHOJOTHSIAPAbI KOJIAHYIbIH
MAaHBI3IBUTBIFBIH JKOHE OJIAPJbl MAHICMHS CHSKTHI KahaHJBIK e3repicTepieH
TybIH/IaFaH KaFfaiiapra OeiiMaey KakeTTurniriH kepceremi. CoHmaii-ak omap
TEXHUKAIBIK OHE OJICYMETTIK ACHEKTiJIep/li €CKepe OTBIPHIN, WHHOBAIUSIAP/IBI
EHTI3yTre KelIeH i Ko3Kapac KaXeTTIriH aTan KepceTe/l.

binimM O6epy aHAIUTHKACKHI JKOHE MAIUHAIBIK OKBITY CANACBIHIAFbl 3aMaHayn
3epTTeyiep CTYISHTTEPAIH OKY OCJICEHMIINIri MEH YITepiMiH Jolipex Oornkay
YIIH aHa MYMKiHgikTep amaabl. KeiOip skymbicTap OimiM Oepy karmaibIHia
OKY/IbI JKOHE IIEIiM KaObIIIayIbl ®aKcapTy YIIiH AepeKTepIl Taaay KypaiaapbiH
naiananynblH apThIKIIBUIBIKTAPBIH KepceTedi. by OeliMenreH »*oHE KeKe-
JICHTIPUITeH OKY OpTalapblHA MYMKIHJIIK Oepei, OYIT ©3 Ke3eTiHe OKY/IbIH KaKChI
HOTIDKENEpiHe JKOHE CTYICHTTepAIH KaHaraTTaHybIHa okenesi (Salihoun, 2020).

Marepuangap MeH dficTep. 3epTTey MaHBI3IBUIBIFBIH HAKTHUIAY VIIIH Keyeci
CypaK MakKCarThl TOyeli allHbIMAIbl PETIHAC aHBIKTAbI: «KaIIBIKTHIKTaH OKBITY
Ke3iHJIe OeNceHipeK OOMIBIHBI3 JIETT OITalichI3 0a? jkayar HyCKaIaphl: a) no; 0) *OK.

Bacrankpiia MakcaTThl alHBIMANbl MEH cayalHamaJaFbl OapiiblK KaJlFaH
31 cypakThlH apachiHia OailaHbic Oap->KOFBIH aHBIKTAy YVINiH XH-KBaJpar
CTATUCTUKANIBIK TECTI KOJIAHBUIIBI. BYJT KafiaM perpeccusIbiK Tanaay yiriiepine
KaHJall aifHBIMAIbUIApBl KOCYyFa OOJIAaTBIHBIH TYCiHyre MyMKiHmiK Oepmi. Tect
HOTIKEIepl MaKcaTThl alfHbIMAJBI MCH cayalTHaMaJarbl 0apiblK Oacka cypakrap
apachlHJIa CTAaTHUCTHKANBIK MaHBI3NBI OailmaHbic O0ap ekeHiH kepcerTi. OckiFaH
0aifIaHpICTBI, OJAP/ABIH KAHCHICHI OKYIIBIHBIH OCJICEHIITIriHe jKayarm OepeTiH
alfHBIMAJIBIFa IIBIH MOHIHE 9Cep STETIHIH XKOHE KalChICHI dcep CTIEHTIHIH o/laH
opi aHBIKTAy YIIIiH OAPIBIK CypaKTap MoOfeIbre (hakTopliap peTiH/e eHTi31Ii.

Kecrte 1. «KambIKTBIKTaH OKBITY Ke3iHAE OeNCeHIIpeK OONIBIHBI3 Jel oimaiice3 0a? skoHe
KAIIBIKTaH OKBITY Ke3iHae OeNCEHIUTIK TaHBITCAaHBI3, OHJa MYHBIH ceOebi Henme?» alHBIMabLIAp
apachIHAaFbl KHBLIBICY KeCTeCl

Xu-KBajpaT KpuTepui

ACUMITOTHKAIBIK
MaHi epKiHJIIK 1opeskeci |  MoH (2 )KaKTbhl)
IIupcon xu-kBaapars 1079,357a 6 ,000
blxkrumanapix ko3¢ ¢punuentrepi | 1017,726 6 ,000
ChBI3BIKTBI-CHI3LIKTEI OaliIaHbIC 44,989 1 ,000
JKapampl OakbLIaysiap caHbl 35950

a. Ysusikrap cansl 0 (0,0%) yurin 5-ten a3 MoH KaObuiaanansl. EH a3 6ommkamuanras can 704,62.

[Tupcon Xm-KBaapaT MOHI alHBIMAIBLIIAP apachlHIa MaHBI3ABI OaliaHbIC Oap
ekeHiH kepceremi. JKorapel Xm-kBaapaT MoHI koHe 0,001-meH TeMeH p-MoHi
OKYIIIBUTAPABIH KAIIBIKTEIKTaH OKBITYIa ©3IepiH OelCeHIipeK men KaObuimay
JIopekeci MEH OJapIblH OCJICEHIUTITIHE BIKMAI €TeTiH (aKTopiap apachIHIarbl
Oepik OalIaHBICTHI KOPCETE/Ii.

EKki cypakThIH TaFbl Oip KABUIBICKIH KapacThIpalbIK (2-KecTe).
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Kecre 2. «KambIKTHIKTaH OKBITY Ke3iHJe OelceH/ipex OONABIHBI3 jaen oimaiicer3 6a? *
KambIKThIKTaH OKBITYFa OeHiM/IeITy Ci3re KaHIIAIBIKTBI KHBIH OO0J/IbI?» alHbBIMAIIBLIAD apachIHAAFEI
KHBLIBICY KecTecl

Xu-KBagpaT KpuTepui

ACHUMIITOTUKAJBIK
MoHi EPKIHIIK JopeKeci MOH (2 JKaKTHI)
IIupcon xu-kBaapars 3299,617a | 6 ,000
blxrumangsik koappunuentrepi | 3080,864 6 ,000
ChBI3BIKTBI-CHI3LIKTEI OaiaaHbIC 2573,603 1 ,000
JKapampr Gaxpuiaynap caHbl 35950

a. ¥Ysmeikrap canbl 0 (0,0%) yurin 5-ten a3 MoH KaObuinananbl. EH a3 Gomkamaanaras caH 450,77.

[Mupcon xu-kBaaparsl (3299,617), pikTuMangsik kodpduuuenti (3080,864)
xoHe p-MoHi 0,001-11eH TOMEH ChI3BIKTBIK-ChI3BIKTHIK KaThIHAC (2573,603) MoHzepi
CTYISHTTEPJIIH KAIllLIKTaH OKBITY/IaFbl OCJICEHIUNIrH Kajail OarajalThIHBI MEH
KHMBIHJIBIK apachIH/IaFrbl MaHBI3/IbI OaiJIaHBICTBI KOPCETEi. oFaH OeiMeny. by
KPUTEPUIJIEPIIH JKOFapbl MOHJEPl OKYIIbLUIAPIBIH OCJICEHAUIIKTI KaObUIIay bl
oJap/IbIH JKaHa OKY JKarJaiiapbiHa OedimMzeny KaOiJIeTIMEH ThIFbI3 OalIaHbICThI
CKEHIH pacTaiIbl.

Ocputaiiia, XW-KBaJpar Tangay HOTIDKeNnepi OOHBIHIIA aiHBIMATbUIAPABI
TaHnaayra Oomanel. KemTereH cypakrapjaa ojap OKYIIbUIAPJBIH KAIlIbIKTaH
OKBITY/IaFbl OCJICEHIUIINH KaObLIIaybl MEH OChl OpPEKETKE BIKIAl eTeTiH
(daxTopiapIplH apachlHIA aWTapibIKTail OalimaHeic 0ap €KeHIH KepceTemi.
Byn HoTkenepii KalIBIKTBIKTaH OKBITY/Ia OKYIIBUIAPIBIH OKY O€JICeHITIriH
apTThIpyFa OaFbITTAIFAH CTPATETUsIapAbl OJlaH dpl TEpeH Talijay JKOHE d3ipiey
YIIiH naiiananyra 0osabl.

OxymbutapaslH OUTiM ayaarsl OeJICeHAUTIriHe ocep eTKeH (akTopiapabl api
Kapail aHbIKTAay YIIiH €H TaHbIMaJl YII CTaTHCTUKAJIBIK KYpal TaHJaJIbl: Kell
JUCKPUMUHAHTTHI TaJIZAy, JIOTUCTUKAJIBIK PErPeCcCHs )KOHE IISIIiM aFallTapbl.

Haruxenep. 3-kectene Oakpuiayaapibl JKIKTEyre HEMece OKYIIbUIapAbl eKi
TOITBIH OipiHE OpHANACTHIPYFa CTATHUCTHKAIBIK MAHBI3/IbI SCEP €TKEH aifHbIMAaJTBLIAD
KOPCETIITeH.

MBpicanbl, OacTankbl OKbITY Tii (q4 alHBIMAJIBICHI) OKYIIBUIAP/IBIH KAIIBIKTAH
OKY Ke3iHjie Oencenai 0onraH-00IMaraHIbIFbIHA 9CEP €TKeHI Typalibl KOPBITHIHIBI
xacayra Oomanpl. Ocpliaiiina, Ka3zak TUIIHAE OKUTHIH OKYLIBUIAD OpBIC TiTiHAE
OKHUTBIH OKYIIbUIApFa KaparaHja OCJICeHIIUIIK TaHBITKAH OUTKEHI OJapblH OPbIC
TUTIH/IC OKUTHIH OKYIIBUIAPMEH CAJIBICTBIPFaH]Ia OH perpeccus Ko PUIeHTi 0ap.

Kecte 3. daxropnapasiH xkoHEe os1apAblH K0P OUINEHTTEPIHIH )KUBIHTBIK KecTecl

Aiinbl- | Katero- | Tun | ®akropaap | Kareropusiiap Jloructu- | Inckpu- | llemim
Maabl | pusi Ne KAJBIK MHHAHT | aFalibl
4 Koncranra 2,15561 -0,29705

q2 Hom. |Mekren Tumi
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Kamnanbeig

-0,12057

-0,08632

AybUIIBIK

0,05709

q3 Per.

OKymIEI cTaTy!

CbI

0,13092

0,06902

EaCTayI)IHI MCKTEIT

Opra MeKTer

)Koraprm MCKTCIT

q4 Howm.

Oky Tim

Kazak

0,40218

Opsic

-0,63337

-0,62057

qs Per.

KanmbIKThIKTaH OKBITY Ke31HIe Yii
TaICBIPMAChIH OPBIH/AY YIIIH YiIe

JKYMBIC OPHBI

Gap ma?

s 6ap

Uo, xe3ekneH

Kok

q6 Howm.

KambIKTHIKTaH OKBITY Kajai

KYPriziami?

Beiine koHpIpaymnap,
Teneauaap
cabaxTapsl

0,16147

OKBITYIIBI JIEKTPOH-
JIbl TYPJIE YCBIHFaH
Marepuaiap, npe-
3eHTalUsIap He-
ri3iHge

-0,08610

-0,06032

03 OeTiHIIe OimiM
Oepy nopTasiapbHIa

0,03456

bacna marepuan-
JTapbIH 63 OeTiHIIe
naianany

q7 Per.

KalbIKTHIKTaH OKBITYFa JeiiiH
KaH/al JeHreiae 00aabIHbI3?

-0,08455

-0,05027

Bapnbik nonnepaen
JKAKChI

Kenreren monmepae
JKAKCBI

Keii6ip nmonaepaex
HKAKCBI

OpKalan opTypii

XKayam 6epyre
KHHAJIaMbIH

q31 Per.

Ci3miH  MeKTeOIHi3Ie  KAIIBIKTHIKTAH
Oitiv Gepy/Ii eHri3y carachiH OaragaHpI3
(MyHza 1 TeMeH oHe 5 JKOFapbl)

0,11075

0,11833

1 Gamn

2 Gamn
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3 3 Gar
4 4 Oann
5 5 6amn
q32 Howm. |bonamaxTa KalIbIKTBIKTaH

OKBITYIBI OLTiM Oepy MaKcaTbIHAa
Mai1aJaHFbIHbI3 Keje Me?

1 56 0,20510
2 Kox -0,10665 [-0,09914
3 JKayan Gepyre

KHHAJIAMbIH

3-KecTee KabIKTBIKTaH OKBITY CayaTHaMachIHBIH CTaTHCTHKAJIBIK TaJ1ay bIHBIH
HoTHXemepi Oepinren. Oran apTypini cypakrap (ql, q2, T.6.), mkana Typiepi, skayar
KaTeropusuiapbl koHe (pakTopimapMeH OailTlaHBICTHI KOA(PQPHUIMEHTTEP Kipesi.
TonbIFbIpak KapacThIpalbK.

AUHBIMaNBUIAD THINI CypaKTa IIKaJaHbIH KaHAal Typi KOJIIaHBUIATBIHBIH
KepceTesi:

— HomuHanmer: peti )oK KaTeropusuiap (MbICAIbI, MEKTEII TYPi);

— Perrik: peti 6ap kareropusiap (MbICaNbl, KAIIBIKTHIKTAH OKBITY aJlIbIHIAFbI
JeHreiepi).

daxTopnap GakTOpIBIK Tajay HOTIKenepiH Ounmipemi. byn cypak meH
aHbIKTaJFaH (Qakroprap apacblHIaFbl OalJIaHBICTBI  KOPCETETIH  CaHMABIK
MoHzep. DaxkTOpNbIK Tanfay JEpeKTep KYpPbUIBIMBIH TYCIHAIPETIH >KachbIpbIH
aifHpIMANBLTAPET ((haKTOpIIap/Ibl) aHBIKTayFa KOMEKTECE/I.

CypaxTap MeH ’KachIpbIH (haKTOpIIap HeMece MOJCIbAIK HOTHKEIIEP apachIHAAFbl
OalIaHBICTBl AHBIKTAY YLIH (DaKTOPJIBIK >KYKTEMeNIep HEMEeCe PEerpecCHsIbIK
Tajaynap Kypri3iire karnaiaa kodddunuentrep 6ap. Erep xoaddunuentrep
HaKThl CaHATTap YOIiH Oepince (MbICAllbl, KallaNbIK, aybUIIBIK MEKTeI), Oyl
opOip ’kayar HYCKAaCBHIHBIH aHBIKTaJFaH (pakTopiapra KaTbICTBUIBIFBIH KOPCETeIi.
Koadduumentrep oK >xarnainapaa canartap alTapibIKTai ocep eTrereH Hemece
OJIapIIbIH dcepi OCHI TalAay asChIHa aHBIKTAIMaFraH 00JTybl MYMKIH.

HotwxkeciHae KallbIKTaH OKBITY HOTHIKECIHIE CTYISHTTIH OeiceHii 0oy
BIKTUMAJIJIBIFBIH  €CENTeY YIIIH KeJeCl JIOTUCTHKAIBIK (QYyHKIMS (OpPMYITachlH
KoJlany¥a 0ojabl:

logit =B+ Y k*qn (D)

MYHJa:

B— koHcTanTa,

k — noructukansik perpeccust kKo3pPuIreHTTepi,

q — xayarnka OataneicTel ) Hemece | MOHIH KaOBUITANTHIH aifHBIMANBLIAP
(>kayar HycKaapsl).,

n — aifHPIMAJIBIHBIH PETTIK HOMIPI.

AJJIBIMEH JIOTUT MOHIH eCerTel, TaObUIFaH MOH/II Kelleci popMyliara aybICTBIPY
KQXKET, OJ1 HOTHIKE PETIH/IE KAXKETTI BIKTUMAIIBIKTHI Oepe/ti.
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PL(VY) = 5w )

MYHJIa:

PI(VI.) — OKYTIBIHBIH OCJICeH I 00Ty BIKTUMAJIIBIFBI,

logit - (1) bopMyma apKbIUTBI €CENTENTSH MOH,

e — HaTypau Jorapudm Heri3i (mamamen 2,71828 Ten).

Con CHSKTHI, JUCKPUMUHAHTTBHI TallJidy HOTHXKeJepl OOMBIHINA OKYIIBIHBIH
KAIIIBIKTBIKTAH OKBITY HOTIDKECIHIe OeIICeH I 00Ty BIKTUMAIIBIFBIH €CENTEY YIIiH
MOHJIEPIi KeJIeCl TUCKPUMUHAHT (QYHKITHSACHIHA ayBICTBIPY KaXKET.

KommanusaeiH eki TonThIH OipiHe MyIie OONYBIHBIH OODKaMBI TOYENCi3
alfHBIMAJIBUIAP/IBIH COMKEeC MOHJEPIH perpeccusi TCHICYIHE aybICThIPY apKbLIbI
JMCKPUMHHAIHS (QYHKIHSCHIHBIH MOHJICPIH €cenTey apKbuTbl aHbIKTanaabl. Comxan
KCWiH albIHFaH MOH €Ki IEHTPOMITHIH OpTalla MOHIMEH CabICTHIPBUIANbI, OVIT
MOJIETbI€ EHTI3UITeH TOyeJCi3 aWHBIMAIBUIAPABIH OpTalia MOHACpi OOWBIHIIA

€CETITETCH €Ki OPTABIKTHIH KOOPAUHATACHIH OUTIIpeni.

Kecre 4. TonTbIK eHTpOUATAPAAFbI (PYHKIUSAIAP

Status chH;(LU/Iﬂ
0 1,486
1 0,223

Ocpl exi HEeHTPOUITHIH apuMeTukanbik opracs! — (-1,486 + 0,223)/2 =-0,631

Erep cTymeHT YIIIH eCenTeNreH JTUCKPUMHHAIMSUIBIK (YHKIUSHBIH MOHI
-0,631-nen a3 Ooica, OHJA CTYICHT KAIIBIKTHIKTaH OKBITY Ke3iHJe OelCeHIiTiK
TaHBITIIAFaH CTYACHTTEp TOOBIHA KATaJbl JKOHE KEepiCiHIe, erep CTYASHT YIIiH
€CeNTeNITeH MOH OChl MOHHEH JKOFaphbl 00Jica , OH/Ia OHBI OCJICEH[IUTIK TaHBITKAH
OKYIIBIJIAp TOOBIHA JKATKBI3yFa OOIATIBI.

OpOip HBICAaH YIIiH OHBIH AWHBIMAIBIIAPABIH KOIOIIeM I KOOPAWHATAIBIK
KEHICTITIHJeTI OpHAaJlaCy KAIIBIKTBIFBI, IIEHTPOUITAPIBIH OPKANCHICBIHA JEHIHTI
KBaj[paT MaxalaHOOWC KalllbIKTBIFBl apKbUTB oeHe . OChl KallbIKTHIKTAP IbIH
MOH/IEpiHE CYHeHe OTBHIPBIN, OOBEKTiHI O TaralbIHIAIFaH €Ki TONTHIH OipiHe
TaralbIHAAY BIKTUMAIJBIFBI ecenTene/i. SIFHU, TUCKPUMHHAHT (YHKIHSICHIHBIH
OarachlH ecenTey HOTHKECiH/Ie OOBEKTiHIH OJ1 TaFaifbIH/IaJIFaH TOTIKA KaTaThIHIBIFbI
VIIH BIKTUMAIIBIK ecenreneni. Erep o0OBeKT OelceHIi emec CTyIeHTTEp
TOOBIHA TaralbIHIAIFaH OOJIca, OH/IAa OHBIH OCHI TOMKA MYIIEIITi YIIiH KaXKeTTi
BIKTUMAJIIBIK €CeMTeNIell JKoHe KepiciHime, erep OOBEKT OeNCeH/i CTYIEeHTTEp
TOOBIHA TaralbIHAANFaH 00JIca, OH/Ia KAKETT] BIKTUMAJIBIK OHBIH MYIIETIT1 YIITiH
ecenTenesi. OeICeH i CTyAeHTTep TOObIH .

Bemimiiie eH BIKTHMal TONTHIH EHTPOUIBIHA IEHIHT1 KalIBIKTHIKTHI KOPCeTe ],
a OeJITinT eKi EHTPOUIKA TeHIHT1 KAIIBIKTHIKTapABIH KOCHIH/IBICHIH KOPCeTe i, ajl
Oy1 GemimMHIH OemiHmici 00BEKT TaFaWbIHIAIFAH TOMKA JKAaTaThIH OOy BIKTUMAI-
JIBIFBI OOJTBITT TaObLIa bl bIKTUMaNABUTBIKTEL ecenTey (GOopMyIIachl Keleciien:

e—O,S*ueHTpouga Jeiinri BamplBTeIATEIE KBagpaTh!

P, = 3)

— — 5
e—0,5%1 LeHTponAla feinri kaapaTThiZ Bambi Ao +e~0,5%2 LeHTpouAla ferinri kBaapaTTeil HambIZThIE
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CoHplHIa, 5-KecTe MozenbAep OOWBIHIIA TYPHIC HeMece Kare OoynKaraH
HaKThl ICTepAiH CaHBIH JKOHE MYPBIC XKIKTENTeH ICTepAiH TMaibI3bIH KOpPCETeIi.
Jloructukanslk Mozmens eH Joa Oommkay MyMkiHzirine we (89,1%), omaH keifiH
JTUCKPUMUHAHTTHI Mozienhb (81,1%).

Kecre 5. Jlyppic KiKTeIreH HAKTHI OKUFaIApIbIH KHUBIHTHIK KeCTecl, MaifbI30eH

Bbakpuianapl Bomxkamas

Kok o Jlypsic xayan
JIorucTUKabIK 1425 2928 32,7%
692 28270 97,6%
89,1%
JIMCKPUMHUHAHTTBIK 3079 1274 70,7%
5048 23914 82,6%
81,1%
Ilemim aranisl 740 4122 15,2%
382 30705 98,8%
87,5%

Ocpbuiaiiina, JOTUCTHKATBIK PErpeccus MOJENi CTYACHTTePIiH €Ki Tom
CTYIEHTTEpiHiH OipiHEe KaTaThIHABIFEIH 00JDKAy/Ia €H NI HOTHKE KOPCETTI.

bi3 enai mremntiM aramrapbeiHBIH O00KaMIIBIK KacueTTepiH kepceremis. Llenrim
arallibl 9flici KIacCU(PUKAIUSITBIK MOJICTBACP/Il KYpyFa FaHa eMec, COHBIMEH Karap
allHBIMAJIBUIAD apACBhIHAAFbl JIOTHKANBIK OaiaHbIcTappl BU3yalIH3alUsIIayFa
MYMKIiHAIK Oepeni. AFfamTelH opOip MAEHTreWiHIeri HOTHKENepAi TYCIHAIpY
MYMKIHZITT MaHBI3bI aCTeKT OO TaObLIAIbI, O OKYIIBIHBIH O€JICeHIITIriHe
ocep eTeTiH HeTi3Ti (haKTopyiapbl aHBIKTayFa KOMEKTECEe/Ii.

KaK Bel cuvTaTe, Bel CTanK aKTvisHEe NpK

AMCTAHLWOHHOM QDye HMN?

: Vaen o !

i| _Kateropua % n |
,,,,, i = Her 135 486z
| mHeT | | ma 86.5 31087 [}
| = ha ! Hcero 100.0 35943 [
-ttt T T =

q18=0pn paz
Grop, PranasmHE=0 000, Yo
Keaapat=418.105, cr.ce.=1

1000 0 n‘nn
Vaen 1 Vaen 2
Kateropwa % n Kareropua % n
B Her 95 1573 B Her 169 3289
= fa a05 14843 = fa 831 16144
Beero 159 16516 Brern 641 19433
=l [ =l
22=10 ANERTROH HO Y Y4 eBHHKY a18=acne Kaaor0 weBHRTo SaHATA
ap. P-3HaueHme=0.000, Xi- Kap. P-3HAUeHMe=D.000, Xi-
KBanpaT=28.193, c1.06.=1 nsa,upawsn 264, oT.08=1
[ n‘nn 1 n‘nn 0 n‘nu 1 u‘nn
veen3 vaen 4 vaen 5 vaen &
Kateropua % n Karteropua % n Kateropua % n Kaeropua % n
= Her 59 1504 = Her 53 69 = Her 206 7084 B Her 75 a5
=fa 90.1 13711 =la 947 1232 =0a 79.4 11118 =g 825 5025
Beero 42315215 Beero 36 130 Brero 39.0 14003 Brero 1516430
= T = T =
422=1gp3 oHnaii sBuskye ¢ puTonoH ntEenes i s ata SanaTH 22=10 INEKTPOHHO MY WEEHM
op. P-anaue ie=0 002, Xin-keagpar=3 P-3hauermne=0.000, Hu- Cxop. Pranaueimec D08, K xeappar=T
780, cr.ca=1 Kea,uparzzﬁ 648, cT.cB =1 800, creo=1
nnlnn m‘nn nn‘nn m‘nn nn‘nn 1 n‘nn
Vaen7 Vaens Vaen g Vaen 10 Vaen 11 Vaen 12
Kateropua % n Kateropna % n Kateropua % n Kateropua % n Kateropua % n Kateropua % n
B Her 102 1271 | | Her 83 333 = Her 225 2668 | | Her 93 26| [®Her 77 388 | |@Her 10 17
" ja 69811135 | |mMa @17 2578 =1a 771 gagl | |wfa 90,8 2138( |mfa 923 4630 | |Wfa 96.0 405
Hoero 345 12406 Beero 78 2808 Brero 32.4 11643 Brero 65 2354 Brero 139 5008 Boer 12 42

Cyper 1. KambIKTBIKTaH OKBITY Ke31HJET] CTYICHTTEepAIH OeJICeHIUIINH JKIKTeyTe apHaJFaH eniM
araribl
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[HemiM aramIbIHBIH BU3YaJIN3aLMsIChl OKYIIBUIAPABIH SPTYPII >Kargaiiaapsl
MEH KaJlayJIapbl OJIAPABIH OKY iC-OpeKEeTIHE Kajail ocep eTETiHIH aifKbIH KopCceTei,
COHBIMEH Karap Tajjiay HOTIKeJepiH HaKThIpaKk KepceTyre MYMKIHIIK Oepemi.
JlerenMeH, onap JIOTMCTUKAJIBIK PErpeccus XOHE AUCKPUMHUHAHTTBI Tajjay
CHSIKTBI TEHJIeyJiep HeMece QYyHKIMsIapAbl KypMmaiasl. Onap menrimM aramblHbIH
OyTakTapbl MEH >KalbIpaKTapblH KaJbINTACTBIPYABIH 9pOip Ke3€HIHAE >Xy3ere
aCBIPBUTATRIH XW-KBaApaT TECTIHIH KOMETIMEH XikTey memiMine skereni. CHAID
OJIiCiH KOJNJaHy apKbLIbI KeJIeCi CypeTTe KOPCETUIreH IeIiM aFambl KYpbUIIbL.

Hotmxeneri mentiM arambsIHBIH 3 aeHTedi Oap. JleHreinep MaHBI3ABIPAKTaH
MaHbI3JIBIpakKa Kapail uepapxusulblk KypbuibiMFa ue (l-cyper). Conm »xakra
opHayNackaH GWIMaIIbIH OipiHII JeHreili « MeH THMHACTHKAIBIK KATThIFyIap/abl
TaHepTeH Oip peT KacaliMbIH» KaTeropusiChl OOMBIHINA KaJbINTACThI, COHIBIKTaH
OJl €H MaHBI3/IBl perpeccop Oombln TaObuIaAbl. ExiHIN TYHiIH TaHEpTeH Oip peT
KbI3/IBIPY KacaWThIHAAP apachbiHAa KajblnTacanpl. Oyap 31€KTPOHIBl OKYJBIKThI
KOJIJIAaHYJIbI YHATY Ma, OK I1a, COFaH Kapail OeitiHeAl. YIIIHIII TYHiH 3JIEKTPOH/IBI
OKYJIBIKTBI IIalJalaHFBICHl KEIMEUTIHAEP apachlHAa Kajublnracaabl. ©3 Ke3erinue
oJlap MYFaJliMMEH OHJIalH OaiylaHbIC apKBUIBI OKYFa bIHFAMIIbI O0JIBIT O6JIiHE .

Tajnkpliay :koHe KOPBITHIHABLIAY. AHBIKTaNFaH (akKTopiap, MbICAJb,
MEKTeNTIH TYpi, OKBITY TUT, >XYMBIC KEHICTITiHIH OOIyBl, KaIIBIKTHIKTaH
OKBITY ojicTepi oHe OacKajapbl CTYACHTTEPHIiH OKY OEJCEeHIIUIriH apTThIpy
VIIiH KaKeTTi Imapajap Typaibl KOPBITBIHIBI jkKacayFa MYMKIHIIK Oepermi. by
MOJIIMETTEP/Ii KAIIBIKTHIKTaH OKBITY CalachlH KaKcapTyFa JKOHE CTYICHTTEp/iH
BIHTACBIH apTThIPyFa OaFbITTalIFaH YCHIHBICTAp MEH CTpaTerusIapasl 93ipIey yIiH
nalgananyra 00assl.

KopbIThIHABUIAH Kelle, 3epTTey KalIbIKTaH OKBITYABIH OPTYpIl achekTiyiepi
MEH CTYIEHTTEPIH KaTbICybl apachIHIAaFbl MaHbI3Abl OAMIaHBICTBI KOPCETTI. XU-
KBaJpaT CTAaTHCTHKAJBIK TECTiH KOJIJaHy KaHAad cayalHama alHbIMalblIapbl
MaKcaTThl allHBIMAJIBIMEH alTapsIbIKTal OaliIaHbICThI EKEHIH aHbIKTayFa MYMKIHIIK
Oepai, OYJI olapiabl perpeccHsUIbIK Tajiay yirijaepiHe KOCyFa MYMKIHIIK Oepi.
Tect HoTHXKENEpI MaKcaTThl alHBIMAIBI MEH cayajlHaMaJarbl OapIiblK cypakTap
apachlHa CTATHCTHKAIBIK MaHBI3IBI OaiIaHBIC Oap €KeHIH KOPCETTi, OYII 0apIIbIK
CYpaKTap/Ibl OAaH 9pi Tajjay KaKeTTLTIriH pacTaiibl.

Jloructukanslk perpeccust OKyIIbIIapAbIH OeICEHAUTITIH 00 Kaynarsl eH YIIKeH
JOIJIIKTI KOPCETTi. OPTYPIl alHbIMaNIbLIAp YIIIH K03()(UIMEHTTEepre Heri3e/reH
JIOTHCTHUKAJIBIK PErPECCHs MOJAENI CTYACHTTIH KalUBIKTBIKTaH OKbITyAa OesiceHIi
00Ty BIKTUMAJIJIBIFBIH JIJI aHBIKTa/Abl. ByJl OKyIIBUIAPIABIH OKY OCJICEHUTIrH
apTThIpyFa OarpITTanFaH Oargapiamanap MEeH o/IiCTep/i )Kacay YIIiH MaHbI3/bI.

JIMCKpUMWHAHTTBI Tajljay Ja OHBIH THIMIUITIH pacTaabl, JETCHMEH OHBIH
JOIIIT JIOTUCTUKANBIK PErpeccHsMeH CajbICThIpFaHaa OiplramMa TOMEH OOJIbI.
Byn omic oxymismapapl cayasiHamara OepreH jKayarTapbl HETi3iHae KiKTeyre,
oJap/blH KAaIlIbIKTaH OKBITYFa KaThICyblHa KaHpaail (akropiap kebOipek acep
CTETiHIH aHBIKTayFa MYMKIHIIK Oepi.

CHAID opici apKbUIbl jKacalfaH LICHIIM aFaluTapbl dpTYpJli alHBIMAabLIap
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MEH OKYHIbl OJICeH[IUTIrT apachIHIaFrbl OailaHBICTAP/BIH WHTYHUTHBTI KOPiHICIH
KaMTaMmachl3 €TTi. By o/lic MakcaTThl apaiacy/bl d3ipiey VIIiH MaiganaHbuTybl
MYMKIH KYpIeNi KapbIM-KaThIHACTAP/bI BU3yaM3alMsiiay >KOHE Taijay YIIiH
mangansl OOJIbI.

By 3epTTey oKy opekeTiH TanaaynblH KeNIeH i TOCITIHIH MaHbI3IbIIBIFBIH aTal
KepceTel kKoHe OYJ1 MOCENeHI IMIeNTy YIIH OpTYpJi CTaTUCTHKAIBIK omicTepIi
KOJJIJaHy MYMKIHAITIH KepceTemi. bomamakra aHbBIKTaIFaH —(GaKToOpiIapIbIH
e3apa OpPEKETTeCyIH TePEHJETIN 3ePTTEeY/l KYPri3y *KOHE KAIIBIKTHIKTAH OKBITY
KaFJaibIHAa CTYICHTTEPAIH OKY OpEKeTiH OOInKayablH HEFYPIBIM JI9J YITiIepiH
a3ipiey KocrmapiaHy/a.
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Abstract. The research topic is devoted to approaches to penetration testing using
the vulnerability management utility OpenVAS (Open Vulnerability Assessment
System). OpenVAS is a powerful tool for conducting automated analysis of
information systems for vulnerabilities. The article discusses the basic principles
of the utility, its functionality, as well as the stages of preparation and execution
of penetration tests. Special attention is paid to comparing OpenVAS with other
popular tools in the field of pentesting, analyzing the effectiveness of its use in
various scenarios, as well as the advantages and limitations of OpenVAS when
performing vulnerability management tasks. The work highlights the importance
of integrating OpenVAS into information security processes and demonstrates
how automating vulnerability detection processes contributes to improving the
reliability of organizations’ security mechanisms. Currently, the issues of security
of information systems of critical information infrastructure facilities are becoming
relevant. At the same time, the current tasks of information security audit (IS) of
critical information infrastructure facilities, as a rule, are reduced to checking them
for compliance with IS requirements. However, with this approach to auditing, the
resilience of these objects to real attacks by intruders often remains unclear. To
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test such stability, objects are subjected to a testing procedure, namely penetration
testing. An analysis of domestic publications in this area shows that there is no
systematic approach to penetration testing in domestic practice. In this regard,
it is important to analyze the best foreign approaches and practices to testing.
The aim is a comparative analysis of existing foreign and domestic penetration
testing methods and standards. The elements of novelty are the identified features,
advantages, disadvantages and the scope of applicability of existing standards and
methods of penetration testing. This article will cover the OpenVAS vulnerability
scanner. Readers will get acquainted with the advanced features of the program, its
settings depend on the functions and capabilities.

Keywords: Penetration testing, information security, testing, OpenVAS,
vulnerability, Kali linux.
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AHHoTanus. 3eprrey TakplpslObl openvas (Open Vulnerability Assessment
system) OCaJIbIFBIH Oackapy YTHJIHMTAChIH KOJJIaHa OTBHIPBIN, €HYII TecTiiey
Tocinaepine Oarbitranrad. OpenVAS-ocanaslkrap YIIiH aKmaparThIK >KyHeiaepai
aBTOMATTaH/IBIPBUTFAH TaJIaybl )Ky3ere achbIpy[blH KyaTThl Kypaibl. Makamana
KBI3METTIK Oar/apiamMaHblH HETi3Ti NPUHIUNTEPi, OHBIH (YHKIIMOHAJIBIFBI,
COHJIali-aK eHy ChIHAKTapPBIH JaibIH/Iay KOHE OPBIH/IAY Ke3eHIepi KapacThIPbLUIA/IBL.
Openvas-Tbl ~ TMEHTECTWHI  cajachlHIAFbl 0acka TaHbIMAJI  KypajaapMeH
CaNBICTBIPYFa, OHBI OPTYPJi CIICHApWiiNiep/ie KOJJaHy THIMIUICIH TajayFa
KOHE OcCalAbIKTap/Abl Oackapy TarchlpMaliapelH OpbiHAAy Kesinge OpenVAS
apTHIKIIBUIBIKTAPEl MEH INEKTEyJepiHe epekile Haszap ayaapbuiafsl. JKymbic
OpenVAS-TbI akImaparThIK Kayilci3IiK mporecTepine OipiKTipyIiH MaHbI3bLIBIFBIH
KOpceTelli JKOHE OCAJIBIKTap/bl AHBIKTAay TPOIECTEpiH aBTOMATTaHIBIPY
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YUBIMIApBIH KOPFAHBIC MEXaHU3MJIEPiHIH CEHIMIILTITIH apTThIpyFa KaJlail bIKIa
eTeTiHIH KepceTenmi. Kazipri yakbITTa MaHBI3IBl aKMapaTTHIK WHPPaAKYPHUIBIM
OOBEKTUIEPiHIH aKIMapaTThIK KYHENepiHiH Kayinci3miri Macenenepi e3ekti Oona
tycyne. CoHblMeH Oipre, CbIHM aKHaparThlK HHQPaKYpbUIbIM OOBEKTiIEpiHiH
aKmaparThIK Kayinci3mik ayautinig (AK) arsIMaarsl MiHIETTEpI, 9€TTe, OJTapAbIH
AK TamanTtapbIHa COMKECTIriH TeKCepyTe AeHiH a3asabl. Allaiia, aynuTKe OChIHIAN
Ke3KapacrneH Oyl oObeKTUIepiH MmalybulaaybuIapslH HaKThl M1a0ybUTIapbIHa
TO3IMIUTITT KU1 TYCiHIKCI3 OONBIN Kanmaabl. MyHIall TYpakTBUIBIKTHI TEKCEpY
YIIiH OOBEKTINIEp TECTiey MpOoIeAypachkiHaH OTEei, aTal alTKaHJa €HY CHIHAFBI.
Ocpl cananarbl OTaHABIK OachUIBIMAAPABI Taldy OTAHJBIK TOKipuOene eHymi
TecTijeyre Kyieli Ke3Kapac KoK eKeHiH kepceTeli. JKYMBICTBIH MaKCaThl — EHyTe
TeCTiIeY/iH KOJIAAHBICTAFbI METEIIK KOHE OTaH IBIK 9/IiCTePl MEH CTaHIapTTaphIH
CaNBICTRIpMaNbl Tannay. JKYMBICTHIH >KaHAIBIFBIHBIH 3JEMEHTTEPl aHBIKTAIFaH
ePeKILEeNIKTep, AapTHIKIIBIIBIKTAD, KEMIIUTIKTep JKOHE eHyHl TecTileydiH
KOJIJITAaHBICTAFbI CTAHAAPTTAPBI MEH SJICTEPIHIH KOJTAHBLTY asChI OOJIBIT TA0BLIA b,
[IpakTrKanbiKk MaHbI3bl. Makana MaTepuaibl 0acTamnKbl JepeKTepi, Ke3eHAepIiH
PETTUIITIH JKOHE OJIAapIbIH Ma3MYHBIH KaJNBINTACTHIPY VIIiH, WHQWIBTpAIUSIFa
TECTiJiey apKbpUIbl MaHBI3IbI WHPPAKYPHUIBIM  OOBEKTUIEPIHIH aKmapaTThIK
KYWENepiHiH KayilcCi3miriH MpakTHKAIbIK aylIuTTey Ke3iHAe TailalaHbLTybl
MyMKiH. byr Mmakanamga OpenVAS ocanplk ckaHepi KapacTeIpbluiaasl. OKbIpMaHap
OaFgapiiaMaHbIH HET13T1 JKOHE KETIIIpUIreH PyHKIUIIapbIMEH TaHBICA b, OHBIH
napaMeTpiiepi *Kyhe MeH MyMKIHIIKTepre 0aiaHbICTHI.

Tyiiin ce3mep: eHy TecTineyi, aKknaparThK Kayincizmik, Tectiney, OpenVAS,
ocamaplk, Kali linux.
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AnHoTanusi. Tema HcciaeqOBaHMS IOCBSIIEHA MOAXONAM K TECTUPOBAHHUIO
Ha TMPOHHKHOBCHHE C WCIIOJIb30BAHMEM YTHIIHMTHI YIPABICHUS YSI3BUMOCTSIMU
OpenVAS (Open Vulnerability Assessment System). OpenVAS sBisieTcsi MOITHBIM
HMHCTPYMEHTOM AJISl IPOBEACHUS ABTOMAaTHU3UPOBAHHOT'0 aHAJIN3a HH(OPMALIIOHHBIX
CHCTEM Ha HaJW4Me Yys3BUMOcTell. B crarbe paccmarpuBaroTcs OCHOBHBIE
MPUHLUIEI paOOThl YyTUINTHL, €€ (PyHKINOHAIbHBIE BO3SMOKHOCTH, a TAK)XKE ATAIlbI
MOATOTOBKY U BBIIOJIHEHHS TECTOB Ha IPOHUKHOBeHHE. Oco00e BHUMAHNUE Y/IeNICHO
cpaBHeHnio OpenVAS ¢ ApyruMu THOOYJISPHBIMA WHCTPYMEHTaMH B 00JacTH
[IEHTECTHHIa, aHAIU3y 3(PPEKTUBHOCTH €€ IPUMEHEHUS B Pa3/IMYHbIX CLIEHAPUSIX,
a TaKke NpeuMyinecrtsaM M orpaHudeHussM OpenVAS mpu BBINOIHEHHHU 3ajad
yIOpaBlieHUs YS3BUMOCTSMH. PaboTa akIEeHTHpYeT BaKHOCTb HWHTErpalyn
OpenVAS B mporneccsl obecniedeHnsi HHGOOPMAIMOHHOW OE€30MacHOCTH U
JEMOHCTPHUPYET, KaKk aBTOMAaTHU3alUsl IPOLECCOB BBISBICHUS YSI3BUMOCTEH
CIIOCOOCTBYET IOBBIILICHUIO HAJEKHOCTU 3ALIUTHBIX MEXaHW3MOB OpraHU3aLUH.
B nacrosiiee Bpemst BOpockl 6€30macHOCTH HH(POPMAIMOHHBIX CHCTEM 00BEKTOB
KPUTHYECKOW MH(POPMALMOHHON MH(PACTPYKTYpbl IPHUOOPETAIOT aKTYalbHOCTb.
B 10 xe Bpems Tekymiue 3ajaud ayauta nHpopMmanuoHHoi 6ezomacHoctH (MB)
OOBEKTOB KPUTHYECKOM HH(OPMALMOHHONW HHQPACTPYKTYpHl, KakK IPaBUIIO,
CBOJIATCS K IPOBEpPKE UX HA cooTBeTcTBUE TpeOoBaHusM MbB. OnHako npu Takom
MOAXONE K ayAuTy 4YacTO OCTaeTcs HESICHOW YCTOWYMBOCTBH 3THX OOBEKTOB K
peaspHBIM aTakaM 3J10yMBIIIJICHHUKOB. UTOOBI MPOBEPUTH TAKYIO YCTOMYMBOCTD,
OOBEKTHl MOABEPTAIOTCS MPOLEAYype TECTUPOBAHUS, @ UMEHHO TECTHPOBAHHIO
Ha TPOHUKHOBEHHME. AHAIN3 OTEYECTBEHHBIX NyONIMKaLWii B 3TOM oOmactu
MOKAa3bIBAET, YTO B OTEUECTBEHHOW MPAKTUKE OTCYTCTBYET CUCTEMHBIH MOAXOJ K
TECTHUPOBAHHIO HA IPOHUKHOBEHHUE. B CBS3M € 9TUM aKkTyajbHO MPOaHaIM3UPOBAThH
Jydige 3apyOeKHbIe MOAXOIbl M MPAKTUKU K TecTupoBaHuio. Llenbio sBisiercs
CPaBHHUTENBHBINA aHATIN3 CYIECTBYIOIINX 3apyOSKHBIX U OTEUECTBEHHBIX METO/IOB
U CTaHJApTOB TECTUPOBAHNUS HA IPOHUKHOBEHHE. DJIEMEHTaMHU HOBU3HBI SBJISIFOTCS
BBISIBIICHHBIE 0COOCHHOCTH, ITPEUMYIIIECTBA, HEIOCTATKU U chepa MPUMEHUMOCTH
CYIIECTBYIOIIMX CTAHAAPTOB U METOAOB TECTUPOBAHMS Ha IPOHUKHOBEHKE. B 3TOI
cTaThe OyZIeT pacCMOTpEH cKaHep ysa3BuMocTeit OpenVAS. Uurtatenn 03HAKOMSTCS
C pacIMpeHHbIMH QYHKIUSAMH IPOTPAMMBI, €€ HACTPOHKH 3aBUCAT OT QYHKIHNA U
BO3MOXHOCTEH.

KioueBble ciioBa: TecTHpOBaHHE HA TPOHUKHOBEHHUE, WH(POPMAIMOHHAS
Oe3omacHocTh, TectTupoBanue, OpenVAS, ys3sumocts, Kali linux.

Introduction

Recently, the number of cyber attacks on the external and internal perimeter
of Kaznet has increased. According to JSC State Technical Service, about
20 million cyber attacks were repelled over the past month. One of the current
methods of counteracting cyberattacks is penetration testing (Pentest) of your
own infrastructure, for the timely detection and closing of vulnerabilities. In
Kazakhstan, there is a shortage of qualified specialists who search for and exploit
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vulnerabilities. University graduates often lack the practical skills they should have
after graduation. This is due to the emphasis on teaching theoretical material. To
solve this problem, it is necessary to develop classes on modern equipment and
software focused on the practical aspects of information security. The creation
of such tasks is associated with large expenditures of labor, time and resources.
Checking the results of practical skills is associated with the same costs. A hardware
simulator would help to save time, on which practical skills in penetration testing
(Pentest) would be practiced (Aryanti, 2012).

This article will focus on the OpenVAS vulnerability scanner. Readers will
get acquainted with the basic and advanced functions of the program, its unique
features and useful options (Aryanti, 2021).

The OpenVAS Vulnerability Scanner from Greenbone Vulnerability Management
(GVM) is used for Greenbone Security Manager appliances and is a full featured
scanning engine. It is capable of performing a constantly updated and extended
system of Network Vulnerability Tests (NVTs).

OpenVAS (Open Vulnerability Assessment System, Open Vulnerability
Assessment System, originally called GNessUs) is a framework consisting of several
services and utilities that allows you to scan network nodes for vulnerabilities and
manage vulnerabilities (Astriani, 2021).

The OpenVAS project, under the name GNessUs, began as a fork of Tenable
Network Security’s Nessus open source vulnerability scanner, after the company
decided in October 2005 to close the source code of the application and make it
proprietary. All OpenVAS products are open source and released under the GPL
license. About 2 years have passed between the previous and current releases.

Materials and methods

One of the important factors that affect the success of a penetration test is the usual
testing methodology. The lack of conventional penetration testing techniques means
a lack of uniformity. In a penetration test methodology, the plan for conducting the
test is primarily determined. This plan provides not only the objectives of testing,
but also the impact that must be performed to assess the current state of security of
the network, applications, systems, or any combination of them.

When assessing the state of security of the information infrastructure, it may be
necessary to conduct penetration testing. Penetration testing (penetration testing,
pentest, pentest) is a method for assessing the security of computer systems or
networks, in which a specialist uses simulation of the actions performed by an
attacker when trying to hack. There are several types of tests, such as the white box
method, the black box method, the gray box method (Cisar, 2019).

White box methods. In this group of tests, the tester knows the system under test
well and has full access to all its components. Testers work with a client and have
access to sensitive information, servers, running software, network diagrams, and
sometimes even credentials. This type of testing is typically performed to validate
new applications before they go live, as well as to regularly validate a system as
part of its Systems Development Life Cycle (SDLC). Such activities allow you
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to identify and eliminate vulnerabilities before they can get into the system and
harm it. “White box™ - testing is carried out in the conditions of having complete
information about the information infrastructure of the company and the internal
organization of the network. Before testing, the company provides network diagrams
or a list of operating systems and applications used. Although this situation has a
low probability in real life, the method is the most effective and accurate, as it is the
worst-case scenario in which the attacker has complete knowledge of the network
(Darojat, 2022).

Black box methods. This group of tests is applicable when the tester does not
know anything about the system under test. This type of testing is most similar to
real attacks by an attacker. The tester must obtain all the information, creatively
applying the methods and tools at his disposal, but not going beyond the agreement
concluded with the client. But this method also has its drawbacks: although it
simulates a real attack on the system or applications, the tester, using only it, may
miss some vulnerabilities (Heiding, 2023). This is a very expensive test as it takes
a lot of time. Performing it, the tester will study all possible directions of attack and
only after that will report the results. In addition, in order not to damage the system
under test and cause a failure, the tester must be very careful. “Black box” - testing
is carried out in the absence of information about the information infrastructure of
the enterprise at the time of testing. For example, if it is external black-box testing,
only the website address is disclosed to the researcher, and the task then is to carry
out a hack as if the specialist were a real attacker (Kyei, 2020).

Gray box methods. The test takes into account all the advantages and
disadvantages of the first two tests. In this case, only limited information is available
to the tester, allowing an external attack on the system. Tests are usually performed
in a limited scope where the tester knows little about the system. “Grey box” -
during testing, the specialist imitates the actions of an employee of the organization.
This means that he receives an account for accessing the internal network and has
standard access rights and partial knowledge of the organization of the company’s
internal infrastructure, which is necessary for the employee to perform his job
duties (Laksmiati, 2023). Thanks to this method, it is possible to assess the internal
threats that come from the company’s employees.

To ensure the best test results, regardless of the penetration tests used, the tester
must follow the testing methodology. In the following, we will discuss some of the
more popular standard test methods in more detail (Melladia, 2022).

To simplify the definition of the sequence of actions with an attacker, Lockheed
Martin Corporation proposed the Cyber Kill-Chain model. It determines what
actions an attacker must take in order to achieve their goals by attacking the network,
extracting data, and maintaining a presence in the organization (Mira Orisa, 2021)

Let’s describe the steps of penetration testing:

The first stage is reconnaissance. At this stage, as much information as possible
is collected from various, both closed and open, sources about the chosen target
(Nur, 2020). Reconnaissance can be: 1-active - the security researcher uses special
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tools to explore the target network and devices, for example, to determine the range
of IP addresses and open ports, to determine the services running on the target
devices (Paramita, 2019);

2- passive - the security researcher uses information available to any Internet
user in order to find out and analyze information related to the technologies used in
the organization under study (Sahtyawan, 2019).

The second stage - scanning and ‘“weaponization” (Weaponization). After
discovering the services, the researcher determines whether there are vulnerabilities
on the target devices. To pass this stage, specialists use the Nmap software product to
detect open ports, services and their versions for further analysis for vulnerabilities
and the possibility of obtaining unauthorized access (Seema, 2019).

The third stage is delivery. If access to the device can only be obtained through
the use of a written malicious program (virus), then the virus is “delivered” through
e-mail, electronic resources, etc.

The fourth stage is exploitation (Exploit). The delivered virus must be invoked in
some way (with or without the user of the target device) to exploit the vulnerability
(Sikumbang, 2018).

Each paragraph should start with an indentation of 4 spaces or 0.20”.

No Line breaks between paragraphs belonging to the same section. (Wibowo
F., 2019)

Results and discussion

Let’s take an example, scanning a host using OpenVAS, i.e. Greenbone Security
Manager. 1. Host scan. We will use Greenbone Security Manager (OpenVAS) for
scanning. In the Scans menu, the Tasks tab, create a new scan task (Fig. 1).

Task Wizard
Quick start: Immediately scan an IP address
IP address or hostname: | 10.10.111.1 |
The default address is either your computer or your network gateway.
As a short-cut the following steps will be done for you:

1. Create a new Target
2. Create a new Task
3. Start this scan task right away

As soon as the scan progress is beyond 1%, you can already jump to the scan report by clicking on the progress bar
in the "Status” column and review the results collected so far.

! The Target and Task will be created using the defaults as configured in "My Settings™.

By clicking the New Task icon [’f you can create a new Task yourself.

oo )

7

Figure. 1. New task window

Specify the IP of the scanned host or network. Then we press Start Scan and wait,
after the scan result comes out, that is, in Fig. 2 we will see a list of applications.
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@ Report:Wed, Jan 18, 2023 5:52 AM UTC s 0: 0 4170-8459-89d8668984 1 Modified: Wed, Jan 18, 202 Owner: kanat
Information Results Hosts Ports Applications Operating Systems CVEs  Closed CVEs TLS Certificates Error Messages User Tags
(230f148) (10f1) (70f16) (70f7) (10f1) (1007 10) (00f0) (30f3) (1of1) (©
1-70f7
Application CPE Hosts Occurrences Severity ¥
) cpe:/a:postgresql:postgresql 1 1
@ cpe:/a:openbsd:openssh:7.4 1 1
cpe:/azmongodb:mongodb:3.4.19 1 1 /A
cpez/a:nginx:nginx:1.20.1 1 3
cpe:/a:fSinginx:1.20.1 1 3
cpe:/aprometheus:prometheus:2.2.1 1 1
pe:/a:wso2:enterprise_integrator:6.3.0 1 1 /A
(Applied fiter: apply_overrdes=0 levels=h min_qod=70 first=1 sort- 1-70f7

Figure. 2. List of applications

In Fig. 3, you can see a list of vulnerabilities with an indication of criticality.

Information | Results Hosts Ports  Applications Operating Systems ~CVEs  Closed CVEs TLS Certificates Error Messages User Tags
@3of143) _(or1) | (rot16) Gor) G or ) oot 10) ot o) Gora) ot ©

1o230r23
Host

Vulnerability M severity v Qo o Name Location Created

WS02 Enterprise Integrator <= 6.6.0 Multiple Vulnerabilities & EECECXCTTME 0%  10.223.56.19 0443/tcp Wed, Jan 18, 2023 6:08 AM UTC
SSL/TLS: Report Vulnerable Cipher Suites for HTTPS. B 98%  10.223.56.19 a43/tcp Wed, Jan 18, 2023 6:03 AM UTC
SSL/TLS: Report Vulnerable Cipher Suites for HTTPS B 98%  10.223.56.19 8243/tcp Wed, Jan 18, 2023 6:03 AM UTC
HITP Brute Force Logins With Default Credentials Reporting S EEEEICTONEN 95%  10.223.56.19 oasa/tcp Wed, Jan 18, 2023 6:09 AM UTC
WS02 Enterprise Integrator <= 6.4.0 XXE Vulnerability 3 80%  10223.56.19 0443/tcp Wed, Jan 18, 2023 6:08 AM UTC
WS02 Enterprise Integrator <= 6.6.0 XXE Vulnerability £ 80%  10.223.56.19 9443/tcp Wed, Jan 18, 2023 6:08 AM UTC
WS502 Enterprise Integrator 6.2.0, 6.3.0 XXE Vulnerability 2 50%  10.223.56.19 2443/tcp Wed, Jan 18, 2023 6:08 AM UTC
Prometheus < 2.7.1 XSS Vulnerability TOSMN 99%  10.223.56.19 9000/tcp Wed, Jan 18, 2023 6:07 AM UTC
WS02 Enterprise Integrator <= 6.6.0 XSS Vulnerability fNDEN 0%  10.223.56.19 0443/tcp Wed, Jan 18, 2023 6:08 AM UTC
Weak Key Exchange (KEX) Algorithm(s) Supported (S5H) IUDEN  s0%  10.223.56.19 22/tcp Wed, Jan 18, 2023 6:02 AM UTC
SSL/TLS: Renegotiation DoS Vulnerability (CVE-2011-1473, CVE-2011-5094) 2 IO 0% 10.223.56.19 5243/tcp Wed, Jan 18, 2023 6:12 AM UTC
Prometheus Information Disclosure Vulnerability - Active Check A SOTSEE 100 %  10.223.56.19 0000/tep Wed, Jan 18, 2023 6:07 AM UTC
SSL/TLS: Known Untrusted / Dangerous Certificate Authority (CA) Detection = TSN 9%  10.223.56.19 2443/tcp Wed, Jan 18, 2023 6:03 AM UTC
SSL/TLS: Known Untrusted / Dangerous Certificate Authority (CA) Detection = TTEE 9%  10.223.56.19 8243/tcp Wed, Jan 18, 2023 6:03 AM UTC
Cleartext Transmission of Sensitive Information via HTTP ® TITTEE s0%  10.225.56.19 8280/tcp Wed, Jan 18, 2023 6:05 AM UTC
Cleartext Transmission of Sensitive Information via HTTP TITIM socs  10223.56.19 0444/tep Wed, Jan 18, 2023 6:05 AM UTC
SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection TEITIEE  98%  10.223.56.19 8243/tcp Wed, Jan 18, 2023 6:03 AM UTC
SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection TN 98%  10.223.56.19 aa3/tep Wed, Jan 18, 2023 6:03 AM UTC
Wesk Encrvotion Alaorithm(s) Supnorted (SSH) = TTSEE 05%  10.223.56.19 R R— 1. 2023 i

Figure. 3. List of vulnerabilities with criticality

As a result of the scan, it is determined that the application with a high level of
criticality WSO2 enterprise Integrator version 6.3.0. (Fig. 4)

« > C A He saumwero | hitpsy/* 9443 /carbon/product/about.html

Help

Version 6.3.0

About WSO2

‘WSO2 El is a unified distribution of WSO2 Enterprise Service Bus and Data Services Server, which works as a single runtime (Integrator) along with optional runtimes
includes a shared component directory, with profile-based management capabilities for each runtime. WSO2 El distribution contains another lightweight integration

WSO2 EI 6.3.0 is developed on top of the revolutionary carbon platform (Middleware ' la carte), and is based on the OSGi framework to achieve the better modulari
optional components to customize the behavior of the server. Further, if you do not want any of the built in features, you can uninstall those features without any tt

Need more help

Online Documentation
Read articles

Ask questions on Stackoverflow
Subscribe to the mailing_list
Report an Issue

Get commercial support

Figure. 4. Highly critical WSO2 enterprise Integrator version 6.3.0 application

Next, we check for vulnerabilities and exploits on https://vulners.com/ and
google.com. The Vulners website is a very large and continuously updated database
of information security (information security) content[16]. The site allows you to
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search for vulnerabilities, exploits, patches. We find information about the presence
of a vulnerability with a high level of criticality of 9.8. WSO2 RCE (CVE-2022-
29464) (https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-29464).

The attack can be initiated remotely. There is an exploit for Metasploit (https://
packetstormsecurity.com/files/166921/WSO-Arbitrary-File-Upload-Remote-
Code-Execution.html). For operation, we use Kali linux (Linux distribution for
security testing). Let’s run metasploit.

$ sudo msfdb init && msfconsole
Running metasploit and looking for an exploit for wso2. msf6 > search wso2

P a_

kali@kali: ~ - O X

Let’s choose to use it. use 0
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DEPLOY_DELAY 20

LHOST

LPORT 4444

You need to specify the target ip (RHOSTS) and specify the ip address of Kali
linux (LHOST), and other parameters. In this case, it is enough for us to specify
both ip, the rest is left by default. Specified via the set RHOSTS ta.rg.et.ip and set
LHOST ka.li.i.p commands, where ta.rg.et.ip is the target’s ip address and ka.li.i.p
is the Kali Linux ip.

Re-check the settings with the show options command, if everything is correct,
run the exploit.
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Exploit was successful, the reverse shell was launched. We look at information
about the remote system with the sysinfo command. Information from whom the
getuid process is running.

The /etc/shadow file.
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You can upload an ssh key to get full access to the system.

To do this, we will create a key on Kali linux ssh using the ssh-keygen
command. The key pair id_rsa and id_rsa.pub will be created, rename id_rsa.pub to
authorized_keys. After that authorized keys you need to copy this file to the remote
computer in the directory /root/.ssh/

cd /root/.ssh/

upload authorized keys.

Checking access with Kali Linux.

$ ssh root@ ta.rg.et.ip -i .ssh/id rsa

Two different types of styles can be used: In-line style, and Display style.

Conclusion

In conclusion, high-level vulnerabilities were discovered, they were successfully
exploited, and their ssh key was set for further connection. Thus, it can be noted
that vulnerability scanning is an important phase of penetration testing. A timely
updated vulnerability scanner can play an important role and help detect previously
overlooked vulnerabilities. Using a tool like OpenVAS can identify misconfigured
hosts, out-of-date software, and help departmental security technicians make their
infrastructure more secure.
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Abstract. This review article presents modern approaches to analyzing
information flow in social media using deep machine learning. Particular attention
is paid to deep recurrent neural networks used for emotion and sentiment analysis
using artificial intelligence, as well as natural language understanding methods. In
addition, new methods for identifying fake news are considered, based on analysis
of their dissemination on social networks. Convolutional neural networks (CNN),
deep neural networks (DNN) and long short-term memory (LSTM) are used for
this purpose, which can effectively detect false news. The results of recent research
in this area and their significance for the modern information space in social
media are discussed. This overview analysis examines the main machine learning
approaches that are based on the analysis of a domain map of bibliometric data.
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The research carried out using the Bibliometrix tool for bibliometric analysis and
scientific mapping made it possible to cover the current state and main directions
of development in the field of machine learning. Key research trends identified
in bibliometric data are discussed, as well as the relevance and promise of these
methods for further progress in the field of machine learning. In the final analysis,
it was found that the main focus of researchers in the field of modern approaches
to studying the dynamics of information flow in social media, based on machine
learning methods, is focused on the following areas: deep learning, recurrent neural
networks, text sentiment analysis, classification and convolutional neural networks.

Keywords: information dissemination, machine learning, artificial intelligence,
neural networks, recurrent neural network, deep learning algorithms, social
networks.
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HEUPOHJIBIK KeJijiepre epekiine Hasap aynapbuiajibl. COHBIMEH Kartap, OJap/IbIH
QNIEYMETTIK JKEIiJepae TapalyblH Talnay HETi3IHIAE J>KalFaH IKaHAIBIKTapIIbI
AHBIKTAy[IbIH JKaHAa odICTepl KapacTeIpbUIaAbl. byl Makcarra KajaFaH
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YKAHAJBIKTApAbl THIMII aHBIKTAal alaThlH KOHBOJIIOIIMOH/IBI HEHPOHIIBIK Keliiaep
(CNN), tepen netiponaslk xeminiep (DNN) jkoHe y3ak KbICKa MEp3iMIIi KaJIbl
(LSTM) xonmanbutansl. OChl canaiarbl COHFBI 3epTTEYIACPAIH HOTHKEINEpi KOHE
ONapbIH SJISYMETTIK JKelliJepAeri 3aMaHay! aKnapaTThIK KeHICTIK YIIiH MaHBI3bI
TanKpIaHaAbl. by momy Tamgayel OMOMTMOMETPUSIIBIK JEPEeKTEP/IiH ITOMEHIIK
KapTachblH TajjiayFa HETI3/eNreH MAaIIMHAJBIK OKBITYIBIH HETi3Ti TocilaepiH
KapacThIpajibl. bHOMMOMETPHSITBIK Talfay >KOHE FBUIBIMH KapTara TYCIpy YIIiH
Bibliometrix KypaiablH KOJNJaHY apKbUIbI KYPTi3UITeH 3epTTEeyJep MAallnHAIBIK
OKBITY CaJIaCHIHJIAFbI Ka3ipri JKarJail MeH IaMy/bIH HETi3Ti OarbITTapblH KaMTyFa
MYMKIHAIK Oepzi. buOIMOMEeTpusIIbIK JepeKTep/ie aHBIKTAJIFaH HETi3ri 3eprrey
TEHICHIIUSIIAPHI, COHJIal-aK MaIlTMHAJIBIK OKBITY CaJaChIHIIAFbI OfIaH dpi Lrepiney
VIIH OCHI OMICTEpIiH ©3eKTiTiri MeH Oomaliarbl TajJKbUIaHa/bl. KOPBITHIHIIBI
Tanjayna MallMHAIBIK OKBITY OIICTEepiHEe HETI3NeNTeH QJIEyMETTIK JKeliep/eri
aKIapar arbIHBIHBIH JMHAMUKACKHIH 3€PTTEY/IiH 3aMaHayd TOCUIJEpPi CalachIHaFbl
3epTTEYyNIIep/IiH HEeTi3ri Ha3zapbl KeJjeci OarbITTapFa HETi3/IeNreHi aHBIKTAIIbI:
TEPeH OKBITY, KalTallaHaThIH HEWPOHIBIK JKeNijgep, MOTIHMIK ce3iMai Taijay,
KIKTEY JKOHE KOHBOIIOITMOHIBI HEHPOHIBIK JKEILIIED.

Tyiiin ce3aep: akmaparThl TapaTy, MaIIMHAIBIK OKBITY, KacaHIbl WHTEIICKT,
HEHPOH/IBIK JKeTiep, KalTaaHaThIH HeHPOHIBIK XKeJli, TEPEeH OKBITY aITOPHTMIEPI,
QJIEYMETTIK JKeJiep.
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AnnoTtauus. [lanHas 0030pHast CTaThsl MPEACTABISET COBPEMEHHBIE MOIAXO/IBI
K aHanu3y MH()OPMALMOHHOTO IOTOKAa B COLMAIBHBIX MEAWA C TPUMEHEHHEM
IyOOKOT0 MamuHHOro oOydeHus. Oco0oe BHUMaHHE yAesIeTcs TIIyOOKUM
PEKYPPEHTHBIM HEMPOHHBIM CETSM, HCHOJb3YeMbIM JUIS aHalu3a SMOLMH U
HACTPOCHUH C MCIOJIb30BAHUEM HMCKYCCTBEHHOTO MHTEIUICKTa, a TaKKe METOAaM
MOHUMAaHUS €CTECTBEHHOTO A3bIKa. Kpome Toro, paccMaTprBatoTCsl HOBBIE METO/IbI
BBISIBIICHUST (PEHKOBBIX HOBOCTEH, OCHOBaHHBIE HA aHAIN3€ UX PACIPOCTPAHEHHS B
COLIMANIBHBIX CceTsiX. J[yis 3Tol e MpUMEHSIOTCS] CBEPTOUHbIC HEHPOHHBIE CETH
(CNN), myookue neliponnbsie cet (DNN) u monaroBpeMeHHass KpaTKoCpOUHast
namsite (LSTM), uro mo3BomsieT 3p¢GEeKTUBHO OOHAPYKUBATh JOKHBIE HOBOCTH.
OO6cyxnatoTcst pe3yabraThl MOCIEAHUX MCCIEeOBaHUM B JaHHOW 0ONacTh M HX
3HAUUMOCTb JUIsI COBPEMEHHOTO HH(POPMAIIMOHHOTO MPOCTPAHCTBA B COLIMATIBHBIX
Menua. B naHHOM 0030pHOM aHalM3e PaccMaTPUBAIOTCS OCHOBHBIC TOAXOIBI
MAIIMHHOTO OOYy4YeHHsI, KOTOpble 0a3MpyIOTCS Ha aHaIW3€ KapThl MPEeIMETHON
obnactu 6nbImoMeTpruuecKuX NaHHbIX. [IpoBejeHHOE Hecne0BaHKe ITPU TTOMOIIU
uHCTpyMeHTa Bibliometrix ans OuOIMOMETpPHYECKOTO aHalu3a M HAy4YHOTO
KapTorpadupoBaHus, IMO3BOJIMIO OXBAaTHTh TEKYIEE COCTOSIHUE M OCHOBHBIC
HanpasJeHHs pa3BUTHA B 00JIACTH MaIMHHOTO 00y4eHus1. OOCYKJar0TCsl KITOUEBbIC
TEH/ICHIINU MCCIIC0BAaHHUH, BBISIBIICHHBIC B OMOMMOMETPHYECKUX JaHHBIX, a TAaKKe
3HAUUMOCTb M MIEPCIIEKTHBBI 3TUX METOJIOB JUIS JallbHEHUIIIero mporpecca B 001acTu
MAaIIMHHOTO 00y4yeHus. B uTOroBoM anammse ObUIO OOHApY>KEHO, YTO OCHOBHOE
BHUMAaHHUE HCCIeoBaTeNiel B 00NacTH COBPEMEHHBIX IMOAXOAO0B K H3YUYCHHUIO
JUHAMHUKA WHQOPMAIMOHHOTO TOTOKA B COIMAJbHBIX MEAHMA, OCHOBAaHHBIX Ha
METOJlaX MAIIMHHOTO OOYYEHHS, COCPEOTOYCHO Ha CIEAYIOMINX HANpPaBICHHUSIX:
1yOoKoe OoOydeHHe, PEeKyppEeHTHbIE HEHpOHHBIE CETH, aHaJM3 TOHAIBHOCTU
TEKCTa, KINacCU(HUKALU U CBEPTOYHbIC HEHPOHHBIE CETH.

KioueBble ciioBa: pacnpocTpaHeHre HH()OpMalWHU, MAallMHHOE OOydeHHE,
WCKYCCTBEHHBI WHTEJICKT, HEHPOHHbBIC CETH, PEKyppeHTHas HEHpOHHas CeTb,
QJITOPUTMBI TITYOOKOTO 00Y4eHHSsI, COLIMAIbHBIC CETH.

Beenenue. B coBpeMeHHOM MH(OPMALMOHHOM OOILECTBE COLMATIbHBIC MEIHa
CTAJINHEOThEMIIEMON YaCThIO HAIIIEW TOBCETHEBHOM JKU3HHU, OKa3bIBasi 3HAUUTEIbHOE
BJIMsIHUE Ha GOPMUPOBaHUE O0IECTBEHHOTO MHEHHS, PACIIPOCTPaHEHNE HOBOCTEH
U CO3[aHME COLMOKYJBTYPHBIX TpeHA0B. CTpeMHTENbHOE pa3BUTHE HU(PPOBBIX
TEXHOJOTMH W JOCTYNHOCTh MHTEPHETa NMPHUBEIH K B3PBIBHOMY pOCTy OOBeMa
WHpOPMAIMH, MOCTYMAIOMIEH Yepe3 couuanbHble taTdopmbl. OmHAKO, 33 3THM
MOTOKOM JIaHHBIX CKpPBIBACTCS CIIOKHAs JAWHAMHKa, TpeOyromas TryOoKoro
aHaJM3a Jj1si TOHUMaHHS €T0 CTPYKTYPBI, TeHACHIMH 1 BIMSHUS Ha OOLIECTBEHHBIE
nporecchl. AHaMW3 JAWHAMHKA HH()OPMAalMOHHOTO IIOTOKa Ha OCHOBE 3THX
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METOJIOB TO3BOJISICT BBISIBISTH AHOMAJIMM, HICHTU(HUIMPOBATH MOTCHIHAILHO
JOXKHYI0 MHPOpPMAlMi0O ¥ OOHApyXHMBaThb NATTEPHBI, CBUACTEILCTBYIOIINE O
pacrpocTpaHeHHH (EeHKOBBIX HOBOCTEH.

OnHo w3 ompeneneHuil  (HEHKOBBIX HOBOCTEW OBLIO TIPEACTABICHO B
cratbe (Bahad, 2019) CornacHo naHHOMY omperneseHHIo, (eHKOBbIE HOBOCTH
MPEACTABISAIOT COOOW «BBIIYMaHHBIE MCTOPHH, CO3JIAHHBIC C LEJBIO BBEICHHUS
B 3a0yy’KA€HUE», TIE BaKHEE HE JOCTOBEPHOCTh MH(OPMAIMH, & COOTBETCTBHE
TeMe, IPUBJICKATEIBHOCTH AJIsl ayTUTOpuH. Bo3HUKHOBEHMIO (DEHKOBBIX HOBOCTEH
crocoOCTBOBaM  (PaKkTOpBI, KOTOpbIE MOAOPBAIM JOBEPHE K KIACCHUECKOMN
XKYPHAIHUCTHKE; KPOME TOTO, UX LEIbIO SBISIETCS 3apad0TOK HA TPAHCIISLHH.

Taxxe cormacno (Junaid Ali Reshi, 2023) ¢eiikoBble HOBOCTH MPEACTABISIOT
co00Hi sIBIICHKE, KOTOPOE HECET 3a COOOM MOTEHINAIBHO CEPbe3HbIC TIOCIEACTBUS,
KaK Ha JIMYHOM, TaK M Ha OOILEHAIMOHAIBHOM MJIHM AaXe INI00AJILHOM YpPOBHE.
HccnenoBanusi NOKA3bIBAalOT, 4YTO HEAOCTOBEpHas HMH(OpMamus  MOXKET
pacrpocTpaHsIThCs ropas3ao OblcTpee, YeM MPOoBEepeHHbIC (HAKTHI, U €€ BO3ACHCTBHE
W3y4yalloCch B PAa3IMYHBIX KOHTEKCTaX, OCOOCHHO BIMSHUM Ha IOJUTHYECKHE
BbIOOpPHI. BrIcTpOe pacnpocTpaHeHue JOKHBIX HOBOCTEH MOXKET UMETh CEPbe3HBIC
MOCTIECTBHSA, BKJIIOYAsl TMOAPBHIB JOBEpUS K JEMOKPAaTHYECKHUM MpoueccaMm u
CO3JJaHUIO OOIIECTBEHHOTO Xa0ca.

DeiikoBas WHPOpPMAIMS, LUPKYIUPYIOMIAas B COLUAIBHBIX MEAHA, MOXKET
OKa3bIBaTh 3HAYMTEIILHOE BO3JEiCTBHE Ha OOIIECTBCHHOE MHEHHE W TPUHITHE
BOXHBIX PEIICHHH Ha Pa3IMYHBIX YPOBHSAX — OT JIMYHOTO JI0 II0OAJIbHOTO.
BBenenue B naHHYIO TeMy MOTYEPKHBAET HE TOJNBKO CEPHE3HOCTH MPOOIEMBI,
HO W €€ MOTEHIMAaJbHbIE MOCIEACTBUS JUII JAEMOKPAaTUYECKHX IPOLECCOB U
CcTa0OMIBHOCTH OOIEeCTBA.

Cornacuo (Junaid Ali Reshi, 2023) st oOHapyxeHus (EHKOBBIX HOBOCTEH B
COBPEMEHHBIX MHTEJUICKTYAIbHBIX MPUIOKEHUAX YacTO HCIONB3YIOT MAIIMHHOE
oOydyenne u TiryOokoe oOyueHue. Pa3zpaboTka (GpyHKIMI UTpaeT KIFOYEBYIO POIh
B 3TOM IIpolecce, MOCKOJNbKY YyIydlleHHe (YHKUUH CyIIECTBEHHO MOBBIIIACT
MIPOU3BOANTENILHOCTH MOJIENEH. B poutoM 115 3T0# 3a1a41 4acTO NCIIOIB30BATHCH
pyuHble QYHKIUH, pad0oTa HaJl KOTOPHIMHU OblJIa BaXKHBIM ATAIlOM HCCIICIOBaHHH.

Kpome Ttoro, mist obHapyxkeHus (eHKOBBIX HOBOCTEH YacTO HPUMEHSIINCH
QJITOPUTMBI MALLIMHHOTO 00yueHHs, Takue Kak «Cirydaitnslii tecy» (Random Forest),
“Marmmnbl OonOpHBIX BeKTOpoB” (Support Vector Machines) u «Hausnsiii baiiecy
(Naive Bayes).

Taroke cornmacHo crarbe (Bohra, et al., 2018) HekOTOpBIE METOABI U METOIOIOTHH
WCTIONIB3YIOT MCKycTBeHHBIH uHTemekT (MUM) mns oOHapykeHust abeppaHTHON
MOJICTIH JUCIICPCUH TIepeadn (PeHKOBBIX HOBOCTEH.

MHoOro4HcIeHHbIC UCCIE0BAHMS 110 U3YUYEeHUIO HH(pOpMaLKU ¢ TPUMEHEHHEM
MAIIMHHOTO OOy4YCHMS MPEACTABISIIOT Pa3iIWYHbIC ONpPEAETICHUsT U MeTonsl. s
MPOBEJICHNS] BCECTOPOHHETO OMOIMOMETPUYECKOrO aHaIN3a M CO3AaHUs HayqdHOU
KapTorpaduu STUX padoT ObLT 3a/ieiicTBOBaH HHCTpyMeHT Bibliometrix.
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Bibliometrix mnpeacraBiaser co0oOi Ha0Op WHCTPYMEHTOB JUIS  SI3BIKa
MPOrpaMMHUpPOBaHusl R, KOTOpBIM mNpeaHasHayeH Uil KadyeCTBEHHOTO aHalu3a
B 00J]acTH HAyKOMETPUH M OMOIMOMETpUH. DTOT MakKeT MO3BOJSET NMPOBOAUTH
KOJJMYECTBEHHBI aHAIM3 M CTaTUCTUYECKHE HCCIEIOBAaHUS B OTHOLICHUU
Pa3IMYHBIX BUJOB MyOIMKaLMi, TAKUX KaK KypHaJIbHbBIE CTaThH, & TAKXKE MTOJCYET
UX OUTHPOBAHUSI.

[lomy4yeHHBIE KOMTUYECTBEHHBIC OLICHKH JAHHBIX MyOJIMKALUN W HUTHPOBAHUS
WCTIONIB3YIOTCS YISl aHAJIM3a POCTa, 3PENIOCTH, BEIYIINX aBTOPOB, (OPMUPOBAHHUS
KOHLENTYaJ bHBIX U MHTEIJICKTYyaJbHBIX KapT, a TakKe ONpelesiCHHUs TEHACHIMN
B HAyyHOM co0OOIIecTBe 10 BceM oOmactsm Hayku. Bibliometrix Ttaxoke
LIIMPOKO HCHONB3YeTCsl IJIsi OLEHKM PE3yJabTaToB HCCICAOBAaHUH, OCOOECHHO
B YHHMBEPCHUTETCKMX M TOCYAApPCTBEHHBIX J1a0OpaTopHsx, PYKOBOIUTEISIMU U
aJIMUHHUCTPATOPaMH MCCIICAOBAHNH, CIICIMAIMCTaMH 110 WHGOPMALMM U CAMHUMHU
YYCHBIMHU.

B nanHoli cratbe mpencTaBieH 0030p UCCIICAOBAHNH, MOCBSAIICHHBIX aHATU3Y
WHPOPMALIIOHHOTO TOTOKA ITPH ITOMOIIN METOI0B MAIIMHHOTO 00Y4EHHUsI, a TAaKKe
OCHOBHBIE MTPUHIIMIIBI K METO/IBI, UCTIONB3YEMBIE B 3TOM IpoIecce.

OcHOBHBIE TOAXO/bI MALIMHHOTO OOYyYeHHs JJIsi H3Y4YeHUsl AUHAMUKH
noroka uHpopmamuu. Jng aHanuza uHPOpPMAIMUM B COLHMAJIBHBIX MeAna
MPUMEHSIIOTCS. PA3JIMUHBIE METOBI M aJITOPUTMBI MAIIMHHOTO 00yYEeHHs1, KOTOpPBIE
MOMOTAlOT H3BJEKATh TOJIC3HBIC 3HAHUS M ITOHMMATh IUHAMHUKY ITOBEICHHUS
nojb3oBareield. BOT HECKOIBKO KITFOYEBBIX METOAOB U AJITOPUTMOB:

Heiiponnsie cetn: I[myOokne HEHWpOHHBIE CETH, TAaKHE KaK CBEPTOYHBIC
ueiiponnsie cetn (CNN) u pexyppenTtHbie HeiiponHble ceTn (RNN), ncrnonssyrores
JUISL pa3IMYHbBIX 33734, TAKUX KaK Kiaccu(uKauus TeKCTa, aHaJu3 TOHAJIbHOCTH,
reHepanyst TeKCTa U MPOTHO3UPOBAHHUE TPEH/IOB.

Metonbel 06paboTku ecrectBeHHOro sizbika (NLP): NLP-amroputmel, Takue
kak Word2Vec, GloVe, BERT u LSTM, npumenstoTcst uis aHamn3a TEKCTOBOU
nHpOpMAMM B COUMaIbHBIX Meaua. OHM IMOMOTAarOT B HW3BJICUCHUH CMBICIA
U3 TEKCTOB, OMNPEAEICHUH TOHAJIBHOCTH, BBISIBICHHM TEMaTHK W BBIJCICHUN
KITFOUEBBIX (hpa3s.

AnroputMmbl  knactepuzaumu:  Knacrepusamumst  ucmonesyercss  JUis
IPYIIIUPOBKH MOJIb30BaTENICH MM CONEPKUMOTO COLHAIBHBIX MEAHA 10 CXOKHUM
XapaKTEPUCTHKaM. DTO MOXKET OBITh IOJIE3HO JUIS BBISABICHUS COOOIIECTB U
HWHTEPECOB MOJIb30BaATEIICH.

Merozp! 00y4enus ¢ yuureneM: K anropurmam 00ydeHus ¢ yIUTEIIEM OTHOCSTCS
knaccuukanus u perpeccus. OHM HCIONB3YIOTCS, HAPUMED, IS ONpeAeIeHNUs
TOHAJIBHOCTU TEKCTOB, KJIaCCU(PHUKALUU TEMaTUK COOOLICHUI MM MpeacKa3aHus
MOBEACHUS MOJIb30BaTEICH.

Merozap! o0ydeHust 6e3 yuurens: AJITOPUTMBI 00y4deHHs: Oe3 yduTessl, TaKue
Kak MeTo raBHbIX KoMITOHEeHT (PCA) u t-SNE, mpuMeHstoTCs [UIsl BU3yain3aiuu
W aHaJM3a JaHHBIX, BBISBICHUS CKPBITHIX ATTEPHOB U CTPYKTYP B MH(OPMALIUH.
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AJNTOPUTMBI aHaNHM3a COLHWANBHBIX cered: [lig w3ydeHHs CTPYKTypbl U
B3aMIMOJICHCTBUI B COIMABHBIX METa UCTIOIB3YIOTCS allTOPUTMBI aHATN3a rpadoB,
TakWe KakK IEHTPaJbHOCTh Y3JI0B, MOWCK COOOIIECTB, aHAIU3 paclpe/IeicHHs
CTETIeHEeH Y3II0B H JIp.

MeTonbl BpeMeHHBIX psiioB: [IpuMeHstoTcs uIs aHa3a AMHAMUKA H3MEHEHU I
AKTUBHOCTU TIOJB30BaTEeIed BO BPEMEHH, IPOTHO3UPOBAHMS TOIMYISPHOCTH
KOHTEHTA W BBISBIICHUSI CE30HHBIX TPEHJIOB.

AJNTOPUTMBI ~ aHaNU3a OMOIMI: OTH aJTOPUTMBI  HCIIONB3YIOTCS IS
OTIpENeICHNsT SMOIIMOHAIBHON OKPacKH TEKCTOBOW MH(MOpPMAIMH B COIMAILHBIX
Menra. OHM TIOMOTAIOT BBISIBIISITh TOHATBHOCTH KOMMEHTAPHEB, TIOCTOB U peaKIui
MOJI30BAaTEIICH.

Mertonbl oOHapykeHUs aHOMaHiA: [ [pUMEHSIOTCS [T BBISIBICHHS HEOOBIYHOTO
WM TIOJIO3PUTENBHOTO ITOBEICHUS TIONB30BaTeliell B COIUANBHBIX Menua. ITo
MOJKET BKJIFOYATh B ce0s 0OHapykeHHe (eHKOBBIX aKKayHTOB, PAaCIPOCTpPaHEHUE
ne3nH(pOopMaIiK WIH JPyTrue aHOMallbHbIC JCHCTBUS.

l'enernyeckue anrOpUTMBI U ONTHMH3AIMSL: ITH METOABI UCTIOIB3YIOTCS IS
ONITUMU3AITIH MTPOIECCOB B COIMAIBHBIX MEIMA, TAKMX KaK PEKJIIAMHbIE KaMITaHHUH,
MepCOHANIN3AlMs KOHTEHTAa WM YIydlIeHHe pekoMeHmarwii. OHU TOMOTaroT
VIYUYIIATB [TOJIE30BATEIBCKUH OIBIT K 3()(DEKTUBHOCTH MApPKETUHTOBBIX CTPATETHIA.

Mertonb! ananu3a nzoopakeHuit: [IpuMeHstoTCs A1 aHanM3a U Ki1acCu(UKaIuu
M300pakeHUH, pa3MeNIaeMbIX B COIMAIBHBIX MeIHa. JTO MOXKET BKIIFOYATh B ceOs
pacrnio3HaBaHue OOBEKTOB, JIMII, CIEH W JCHCTBHH Ha HM300paKEHUSAX, a TaKKe
OIIEHKY WX SMOIMOHAIBHON OKpPaCcKH.

AJNTOPUTMBI aHalIM3a TeoNOKaIuu: VIcmonb3yloTes ans aHaim3a JaHHBIX O
MECTOIIOI0KEHUH IT0Ib30BaTeIeH B COLMAIbHBIX Meara. OHU ITO3BOJISIIOT BEISBIISTE
reorpaduvecKkie TeHACHIINH, TOBEICHYECKUE 0COOCHHOCTH PA3INYHBIX PETHOHOB
Y B3aUMOCBSI3U MEX/Iy MECTOIIOIOKEHHEM U aKTHBHOCTBIO TIOJIh30BATENCH.

Kaxxaprit u3 5THX METOZOB HMEET CBOM MPEUMYIIIECTBA U OTPAaHUYEHUS, U BRIOOP
KOHKPETHOTO METOJIa 3aBUCUT OT KOHKPETHBIX IIeJIeH U 3a71a4 HCCIIeIOBAHNS.

B crarbe (Anezi, F.Y.A) paccmarpuBaetcs aJropuT™M TyOOKOTO MAlldiHHOTO
oOy4eHHs Ui aBTOMAaTUYECKON KiIacCUpUKAIMK W OOHAPYKEHHUS MPOBOKAI[UU
HETaTUBHBIX YMOIINI Ha apaOCKoM s13bIke. MccenoBanue pa3paboTano yHUKaIbHBIN
HaOop maHHBIX U3 4203 KOMMEHTapUEB, B3STHIE C PA3IMYHBIX Menua rmiarhopM u
OXBATHIBAIOIINX PA3IMYHBIC aCTIEKTHl KOHTEHTA.

OTu naHHBIE OBUIM THIATENEHO 00pabOTaHBl M KIACCUPUITMPOBAHBI IS
WCTIOIh30BaHUS B 00yUYEHHH TTYOOKHX PEeKyppPEHTHBIX HeHpoHHBIX ceTeil (RNN)
JUTSI aBTOMATH Y€ CKOM KiTacCH(DMKAITUU BPaXKIeOHBIX HACTPOSHUH C NCTIOIh30BAHUEM
apabckoro si3bika. Mogens RDNN-2 ¢ 10 cmostmu 1 RDNN-1 ¢ 5 cnossmu mocturmu
BBICOKMX YypOBHEH pacmosHaBanus: 99,73% nna OunHapHO# Kiaccudukanum,
95,38% nns Tpex kiaccoB U 84,14% a1 ceMu KJIaccoB, MPEB30U I aHAIOTUYHBIE
METOBI U3 JINTEPATYPHI.

B craree (Akash Goel, 2022) paccmarpuBaercsi pojib HCKYCCTBEHHON
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HEHPOHHOW CETH M MAaIIMHHOTO OOy4YeHHUsS B WCIOIH30BAHWU TIPOCTPAHCTBEHHON
nH(pOpMAIINH, HO HE OMTUCHIBAIOTCSI KOHKPETHBIC TIPUHITUITB H METOJBI MAITHHHOTO
oOydyenns. Bmecto 3T0T0, OH MOKa3bIBaeT MPUMEHEHNE MAIIMHHOTO OOydYeHHS B
000N OONACTH JUIS PENISHHs PealbHBIX 3a/1a4 U MPOTHO3UPOBAHUS BO3MOXKHBIX
PE3yIBTATOB.

B nccnenosanuu (Pushpendu Kar, 2023) aBrops! onuceIBaloT MOJIEINb TITyOOKOTO
oOy4eHHs ISl PaHHETO BBIABICHHS TBUTOB C MOJICTHHBIMH H300pakeHUSIMU
B COLMAIBHBIX CETSIX IyTeM KIACCH(PHKAIMA HMX PACIpPOCTPaHEHUS. ABTOPHI
WCTIOB3YIOT HA0Op TMOIB30BATENBCKIX M TBUT-(OYHKIUN IS TIOCTPOCHUS CXEMBI
pacripocTpaHeHUs MOIETBHBIX n300pakeHnH, a RNN nmpuMeHsroTes it aHamm3a
I100JIBHBIX U3MEHEHUN B 3TUX (PYHKITUSX B MIPOIECCE PACTIPOCTPAHEHUS.

CormtacHO TPOBEJCHHOMY OJKCIEpUMEHTy C HabopoMm maHHBIX Weibo
MOKa3bIBaJIO, YTO JaHHAs MOJENb IPEBOCXOAUT CYIICCTBYIOIIHE METOIbI
KJIACCU(DUKAIIMH TOJCIFHBIX W300paKEHUH M HEKOTOpPhIE pPacIpOCTpaHEHHBIS
METOIbI OOHApY)eHHs CIyX0B. Kpome Toro, 3Ta Mojens oOHapysxeHus 3 pexTrBHa
Ha paHHEH CTaJuW PaclpOCTPaHEHHS, YTO TIOMOTAaeT MHHHMHU3HPOBATh BPEIHBIC
MTOCIICACTBHS OT MOJICTHHBIX N300paKeHUH.

B craree (Ubilluset al., 2023) aBropamu ObUTIO ITPOBEACHO WCCIIECAOBAaHUE Ha
peaMeT OOHAPYKEHUS U TIPeAO0TBpaIeHns (HaabIInBON HHPOPMAIIUN KacaTelbHO
Covid-19 ¢ momMomIpI0 HEKOTOPBIX METOIOB MCKYCCTBEHHOTO MHTEIUICKTA, TaKUe
KaK HEHpOHHBIE CETH, aHAJIN3 HACTPOCHHIA, MallTMHHOE 00ydeHue. /[t mpoBeneHus
WCCIIEZIOBAaHUSI aBTOPBI HCIIONB30BAM U TPEUIOKUAIN MEXaHU3M OOHapyKeHUs
CIIaMEpOB, OCHOBAHHBIH Ha COBMECTHBIX HeHpoHHBIX ceTsx (Co-Spam) B
COILIMAJIBHBIX CETAX W MpHIokKeHHUsX. [lo mpoBeneHHOMY HCCIIEIOBAaHHIO aBTOPHI
C/IeTIaNI BBIBOJBI, COITACHO KOTOPOMY METOJII, TPUMEHSIEMBIE C UCTIONB30BaHUEM
HCKYCCTBEHHOTO MHTEJUIEKTa, He CMOIJIM TITyOOKO MICHTU(UIIMPOBATH BBOJISIINE
B 3a0ITy’KJICHHE HOBOCTH.

DT UCTIONB3yeMbIe METOJIBI HE SIBISIFOTCS IPUIIOKEHUSIMHU PEAIbHOTO BPEMEHH,
MTOCKOJIBKY KXKIBIH METOJ MCKYCCTBEHHOTO WHTEIJICKTa OTAEIHHO H3BJICKAET
NMaHHbIE W3 WHGOpPMAIMH COIMAIFHBIX CETeH, TeHepHpyeT IuarHo3bl 0e3
OTIOBEIICHUH B peasibHOM BpeMmeHH. B crarbe (Kietzmann et al., 2018; Rubin et al.,
2016) ObLT TPOBEICH aHAIN3 SMOIUK U HACTPOCHUH C TIOMOIIBIO UCKYCCTBEHHOTO
naTentekra (M), EnuHuna aHamy3a B 3TOM HCCIICIOBAHHHM BKIIFOYACT B CeOs
TEKCT, HAIMCAHHBIA B OCHOBHOM TEKCTE, M 3arojOBKM HOBOCTHBIX CTaTred B
Habope maHHbIX. Crenys npemnoxeHnto XopHa u Axamu (2017), B HacTosmeM
WCCIIEZIOBAaHUU OCHOBHOW TEKCT M 3arojlOBKH PEaNbHBIX HOBOCTEH M (heHKOBBIX
HOBOCTEH aHATU3UPYIOTCS OTACIBHO.

[lepBplii mar B aHanmu3e JaHHBIX BKJIOYAN aHaNW3 Ha0opa JaHHBIX C
nucnonb3oBanneM npuioxkenus IBM Watson Al Cuctemsl HCKYCCTBEHHOTO
WHTEIIeKTa, Takue kKak [IBM Watson, Mcnosip3yloT MOHMMaHHE €CTECTBEHHOTO
SI3pIKa, YTOOBI TPHABaTh 3HAUECHHE 4YEIIOBEUECKOMY SI3BIKY, ITOBCETHEBHOMY
YeIIOBEUECKOMY SI3BIKY, a TAK)KE O0OHAPYKUBATh IMHTBUCTUYECKIE 3aKOHOMEPHOCTH,
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aKTyaJIbHOCTb, HACTPOCHHSI U IPyTUe IMHIBUCTHYECKHE OCOOCHHOCTH.

CoBpemMeHHbIEe MeTOIbI MAIIMHHOIO O0y4YeHHs] B aHa/M3e JAUHAMUKH
HH(OPMALMOHHOI0 IOTOKA

B craree (Jung et al., 2023), onuceiBaetcst Moaenb TSNN s BbISIBICHUS
(eKOBBIX HOBOCTEH Ha OCHOBE aHANM3a UX PACIPOCTPAHCHHS B COLMAIBHBIX
cersax. OHM HCTIOJIB3YIOT NOAXO/ CYTEpy3ia U ABYX3TaHY0 rpad)oByI0 HEHPOHHYIO
CeTb, IOCTUTasl BBICOKOW TOYHOCTH Ha Habopax manHbIX PolitiFact u GossipCop.
Mopzenb MoKa3bIBacT 3HAUUTEIBHOE MPEBOCXOJCTBO HAJ APYTMMH METOJaMH U
MIPOXOIUT TECTHI A0JSILMH, TOATBEPXKAast 3PPEKTUBHOCTH €€ KOMIIOHEHTOB.

B crarpe (Laith Abualigah, 2023) npuBeseH HOBBIN METO/, KOTOPBIHA yIydIlIaeT
cucTeMy OOHapy:KEHHS JIOKHBIX HOBOCTEH 3a cueT npuMeHneHust anropurma Glove
JUISL TIPEIBAPUTEIBHON 00pabOTKM TEKCTa. DTOT METOJ HCIOJIB3YeT CBEPTOYHBIC
Heiiponnsie cetn (CNN), rmy6okue Heriponnsie cetr (DNN) 1 moiaroBpeMeHHyo
kparkocpounyto namsate (LSTM). Ilpumenenne RNN c¢ GloVe na »stame
npeaBapuTenbHOl 00paboTKM Ha Habope AaHHBIX Curpos MPHUBENO K BBICOKOH
TOYHOCTH Kiaccuuranuu - 98,974%.

B craree (Alshahrani, 2023) aBrops! npeanaratot HoBbIi axroputm HPOHDL-
FND, koTOpblil MO3BONSET paclo3HaBaTh W KIACCU(PHUUUPOBATH BBOASALINE B
320y KJIeHMEe HOBOCTH TIOCJIE€ MHOTOKPATHOIO aHajiHu3a OOJIBIIOTO KOJIWYEeCTBA
JTaHHBIX ¢ ToMoIkio moaxona LSTM-RNN, xoTs fuist moBeimeHus 3pGEeKTHBHOCTH
OH JIOJDKEH BKJIIOYATh BBIOOP (pyHKUIMH.

B cBoem nccnenoBannu (Katz et al., 2015) mpeutoskunu HoBbI MeTon ConSent,
B KOTOPOM OHHM NPUMEHWINM MOAXOIBl W3 00NacTH MOMCKa WHPOpPMALMK IS
BBISIBJICHUS KITIOUEBBIX ()pa3, CBUACTEIbCTBYIOIINX O HACTPOCHHSIX.

ABTOpBI MCIOJB30BAIN CJIOBa KOHTEKCTa U OTOOpa)KeHUS B3aMMOCBS3EH
MEXIY KITIOYeBBIMH TEPMHUHAMH, BBISIBICHHBIMH B TIPOLIECCE, YTOOBI ONMPEACIUTH
HanOoJee COOTBETCTBYIOIIMH KOHTEKCT Uil KaXIOW LEHTpaibHOW Tembl. Mx
MOZIeTIb YCTOHYMBA K IIYMYy M TOKaszana ceds 3QQPEeKTUBHON 0 CPaBHEHHUIO C
COBPEMEHHBIMH MOJICIISIMH.

B cratne (Leo et al., 2020) aBTOpsI pa3paboTaid HOBYIO apXUTEKTYpY, coueTast
ckpeiTbie ypoBHH BERT ¢ BcTpaunBanueM cioB, Takumu kak ELMo, npu nomoiu
GRU. OHu n3yyanu JMHTBUCTHUECKYIO HH)OPMALINIO, COAEPIKAILYIOCS B CKPBITHIX
cnosix BERT, u crapanuch ucnonb3oBaTh 3TOT aCHEKT.

JanHast MoJenb MOXKET ObITh MPUMEHEHA K JIPYyTUM MOJEISIM, OCHOBAHHBIM
Ha BERT, takum kak Roberta. Jlns mpemoTBpamieHust mepeoOydeHrs MOJeNn
WCTIOJIB30BaJN KJIacCU(UKATOP ¢ paHHEH OCTAaHOBKOW M MEXaHH3M T'OJI0COBAHUSI.

B cBoeit crarbe (Vaswani et al., 2017) mpeacrtaBwin HOBYIO apXUTEKTypy
HEHPOHHON CETH, M3BECTHYIO Kak TpaHc()opMaTop, OCHOBAaHHYIO Ha MEXaHH3ME
CaMOBHUMAaHHUSI.

[lpyHIMIT BHUMaHUS CTal KIFOYEBOW KOHIICTIIMEH, CIOCOOCTBYOMIESH
VAYUIICHUIO  TPOM3BOAMTEIBHOCTH  NPWIOKEHWH  MAIIMHHOTO  IEPeBOJA.
Tpanchopmep - 3TO Mozaenb, KOTOpas HCIOJIB3YyEeT BHUMAHHE Ul yCKOPEHHS
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00y4eHHs TAKUX MOAECTICH.

OTa apXuTEeKTypa MPOAEMOHCTPUpOBaja Oojee BBICOKHE pPE3YJAbTaTbl 10
CPaBHEHHUIO C PEKYPPEHTHBIMU M CBEPTOYHBIMU MOJAECISIMHU B 33/1a4aX S3BIKOBOTO
MOHUMAaHUS, BKIIIOYAs IEPEBOJI C AaHIIIMICKOTO Ha HEMELIKHUH.

B crarbe (Boukobza et al, 2022) aBropel pa3zpaOoTand HOBBIH METOM,
WCTIONIB3YIOIMH TIIyOOKHE HEHWPOHHBIE CETH, Ui OJHOBPEMEHHOIO aHalu3a
OOILECTBEHHBIX TEM M HACTPOCHUH, 1 IPUMEHWIIN €T0 K TBUTaM, OIIyOJIMKOBaHHBIM
HETIOCPEACTBEHHO IO ciIe 00bsIBICHNS BceMupHO opranu3anuei 31paBooXpaHeHns
(BO3) o mannemnu COVID-19.

B cBoem wmccnenoBaHMH aBTOPHl OOBETUHMIM JICKCMKOHBI C CBEPTOYHBIMU
HEHPOHHBIMH CETAMH IS YAYUIICHUS IPOrHO3UPOBaHUs HacTpoeHui. O0yueHHas
MOZIeTIb JOCTUIIIA oOeld ToyHOCTH B 81% W yCHEUIHO BbLAENsIIA B3BELICHHBIC
CJIOBA, CBSI3aHHBIC C TPEICKAa3bIBAEMOM OLIEHKOM MHTEHCHBHOCTH HACTPOCHHUH.
3areM 3TH pe3ynpTaTbl ObUIM BHU3YaJIM3UPOBAHBl 4YEpe3 WHTEPAKTUBHBIA U
HacTpanBaeMblii BeO-uHTep(elic, oCHOBaHHBIM Ha oOnake cioB. Ilyrem aHanmu3za
o0Jaka CJIOB MCCIIEJ0OBATEIN BBIACIHIN OCHOBHBIC TEMBI, ITOTYUYHBIINE KaK KpaHe
MOJOKUTEIbHBIE, TAK U OTPULATEIbHBIC OLCHKH HWHTEHCUBHOCTH HACTPOCHHH.

OTOT MOAXO0A, UCTIONB3YIOLINN IITyOOKHE HEHPOHHBIE CETH AJIs1 OTHOBPEMEHHOTO
W3BJCUCHUS! MyONMYHBIX TEM M HACTPOCHHWH M3 TBHUTOB, MPEACTABISET cOOOH
LEHHBIM WHCTPYMEHT [UIi MOHHUTOPHMHIA OOIIECTBEHHOTO MHEHMS B TEPHOIBI
KPHU3HCOB, TAKMX KaK MaHICMUHU.

B cBoeii craree (Chalehchaleh et al, 2024) aBropsl mpeacTaBisIIOT HOBYIO
rUOpUAHYI0 W MHOTO(YHKUMOHAIBHYIO CHCTEMY OOHapyKeHHs (EeHKOBBIX
HOBOCTEH, KOTOpasi oObenuHsET B cebe Kak aHalu3 COoAep)kaHus (Harpumep,
TEKCTa), TaK M KOHTEKCTa (Hampumep, npoduieil mosnp3oBareneii u rpadukn
pacrpoctpanenusi) HoBocted. Ilpemnoxkennas crpykrypa BRaG wucnombssyer
KOMOWHAIIMIO TIPEABAPUTEIFHO OOYYEeHHBIX Mojened, Takux kak BERT mms
00paboTKH TeKCTa HOBOCTEH, peKyppeHTHYI0 HelipoHHYto ceTh (RNN) miis ananmsa
MOCIIeI0BAaTEeIbHOCTH MOJIb30BaTesel u rpadoByto HeilponHyto cetb (GNN) st
aHanm3a rpada pacupocTpaHeHUs] HOBOCTEH. DTO MO3BOJISET (POPMUPOBATH BEKTOP
MPEACTABICHUS Il OKOHYATEIIbHON OLIEHKH HOBOCTEH.

Kpome TOro, B moaxome YYMTBHIBAIOTCS TEKCTOBBIE 3HAYCHHUS CMaiiioB,
9TOOBl y4YeCTh KOHTEKCTHYIO HH(OpMAaNWio, KOTOPYIO OHH MOTYT IEpeaaBaThb.
D¢ deKTUBHOCTD MPEATIOKEHHONH CHCTEMbI MOATBEPIKAACTCS Ha ABYX PEalbHBIX
Habopax NaHHBIX, TI€ OHA TOKAa3bIBAaeT JIyUIIHE PE3yJbTaThbl MO CPaBHEHHUIO C
0a30BBIMH TOKa3aTeIIMU M COBPEMEHHBIMU MOJACISIMU OOHApYKeHHsI (peHKOBBIX
HOBOCTEH.

HcTouHuKkH JaHHBIX OCHOBHBIX METO/I0B M IPUHIINIIOB PACHPOCTPAHEeHUs
uHpopMalMU B COLMAJBbHBIX CeTAX HA OCHOBe AJITOPUTMOB MAIIMHHOIO
o0yyenusi. B naHHOM wHccieoBaHMM JUIA TONy4YeHHs HHGOpManuu Obuia
WCTOh30BaHa OuOnmorpaduueckass 0a3a JTaHHBIX HaydHbIX crareii Web of
Science. bbut mpoBeneH paciinpeHHbIH TOUCK, B X0€ KOTOPOTo ObLIO 00HAPYKEHO
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50 DOKyMEHTOB, OITyOJIMKOBaHHBIX 3a MOCJIEIHNE TpU rona B meproxa ¢ 2021 mo
2024 rom. DTO OBUIO BBITIOTHEHO C IIEJBIO MPOBEJCHHUS aHaIN3a COBPEMEHHBIX
MoJIeNiel pacipoCTpaHeHusT HH(POPMAIlUU B COIMAIILHBIX MeJMa, OCHOBaHHBIE Ha
QITOPUTMAaX MAIlTMHHOTO O0YUYEeHWSI.

[epssiit pucyHok (PucyHOK 1) 0TOOpakaeT KOIMUYECTBO HAYYHBIX MTyOIUKaIit
B OOJaCTH WCCIIEMOBaHMs PACIPOCTpPaHEeHUsT HWH()OPMAIUH B COIUAIBHBIX
ceTsix 3a mepuog ¢ 2021 mo 2024 ron. HaGmriomaercsi cTraOWiIbHBIN pocT Yucia
myOJIMKanuii co BpeMEHEeM, YTO CBHUJICTEIBCTBYET O BAXHOCTH M aKTyaJbHOCTH
po0JIeM, CBSI3aHHBIX C PacIpOCTpaHeHHEeM HH(OPMAIMN B COIMATBHBIX MEIHa.
Ot mpoOIeMbl OXBATHIBAIOT TaKWE aCTIeKThI, KaK (pUIIBTpaIiysl KOHTEHTa, 00prda ¢
ne3nH(popMarfel, aHaliu3 BO3/ICUCTBUS B COITUANBHBIX CETSIX U IPyTHE.

Plot Table

@

Articles

2021
2023

Year
Pucynoxk 1. KonnuectBo crarbeii B 06acTi ANHAMUKNA HHPOPMALIIOHHOTO TIOTOKA B COLIMAJIBHBIX

menua 3a nepuon 2021-2024 rr.

B nmanHO# cTaThe paccMaTpUBAIOTCS COBPEMEHHBIE TEHICHIIMHA B JTWHAMHUKE
WH()OPMAIMOHHOTO TIOTOKA B COIHMAJBHBIX MeIna. JTO OCHOBAHO Ha TIIyOOKOM
aHaJ M3e C WCITOJIb30BaHWEM HHCTpyMeHTa Bibliometrix, KOTOpBIH TO3BOJISIET
BBISIBUTH BEIYIIUX HAyYHBIX [EATENCeH, 3aHMMAIONIUXCS NaHHOW TeMaTHKOH, a
TaKke MPEACTaBUTHh B3aWMOCBSI3M MEXKIy HAyYHBIMH TPYNIAMH W3 PAa3IAIHBIX
CTpaH.

Jlst mpoBeneHus moncka mureparypsl B mepuona ¢ 2021 mo 2024 ronsr Ha 6asze
Web of Science ObUTH HCITONB30BAHBI CIACAYIONINE KITFOUEBEIC CIIOBA: COITHATBHBIC
CeTH, TMHAMHKAa WH(OPMAIMOHHBIX ITOTOKOB, paclpocTpaHeHWe WH(OpPMAaINH,
MamuHHOEe OOydeHWe, WCKYCCTBEHHBIM wuHTewIekT, MW, HelpoHHble ceTH,
peKyppeHTHBIC HEHPOHHBIE CETH, allTOPUTMBI TIIyOOKOTO 00ydeHUs M (DEHKOBEHIC
HOBOCTH. OTH KJIIOUEBBIC CJIOBAa OBUIM HWCIIONB30BAHBI I (POPMHUPOBAHUS
KJIACTEpOB, MPE/ICTaBIEHHBIX Ha Pucynke 2.

Pe3ynbraTe! ananmsa, mpeacTaBiIcHHBIC ¢ TIOMOIIBIO MporpamMmel Bibliometrix,
OTpPaXaloT TEKyIlee COCTOSHHWE W HalpaBJIeHUS WCCIEIOBaHUN B 00IacTH
TUHAMHAKH PacTpoCTpaHeHHs] WH(OPMAIMM B COIMANBHBIX CETAX, HCIOIB3YS
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METOAbI MAILIMHHOT'O OGy‘lGHI/ISI. Kak BHUIHO Ha PI/ICYHKC 2, OCHOBHOC BHHMMAHHUEC
HCCJ'ICI[OBaTeJ'ICfI YACIIACTCA MCTOAAM FJ'IY6OKOI‘O 06yLICHI/IH " aHaJIn3y TOHAJIbHOCTH
TCKCTA.

e fatural language processing

artificial m{elhger\ce sernﬁm;m -4
e —_— vaﬁ. e
> g *su_ua\nemnging;nmine) el ~_DeUral RENQIK
= g R

e
& recuffent nedral etworks

by sentimen% analysis

Zo

- —
deep learning

PPICYHOK 2. Cerpb aHanmm3a KJIaCTepu3aliu KIHYEBBIX CJIOB

Kaxnas Touka Ha AuarpaMMe MpecTaBisieT OTASNbHYI0 TyOIHKaIHio, a UMeHa
HanboJIee BBIJAIOIIUXCS aBTOPOB TAKXKE 0TOOpaKEHBI Ha TpaduKe.

Ha Pucynke 3 mokaszaH Juamna3oH CJIOB, KOTOpBIE Yallle BCETO BCTPEUAIOTCS B
uaTarax.

\
\
\
\

\

\
\
\

Cumulate occurrences
\
\
\

2021
022
2023

B
Year

Term —— Al —— CLASSIFICATION —— EVENTDETECTION —— MEDIA —— MODEL —— NEURALNETWORKS —— PREDICTION —— SENTIMENTANALYSIS —— SOCIALMEDIA —— TWITTER

Pucynoxk 3. CiioBa, KOTOpBIE Yallle BCETO BCTPEYAIOTCS B IUTATAX

[IporpammHuoe obecrieuenne Bibliometrix MCHoOnNbp30Banoch ISl BBIIACICHUS
KIIFOYEBBIX CIIOB ITyTeM aHallu3a HanOojee dYacTo IMTHPYeMBbIX cioB. Ha
rpaduke TpeacTaBlIeHa BPeMEHHas IIKaja, OTpakaromias Mepros HauOOIbIIero
LUTHUPOBAHMS KaXJOr0 KIOYEBOro ciioBa B TeueHue nepuona ¢ 2021 mo 2024
roasl. O4eBUAHO, YTO “‘colaIbHbIe MeUA’ SBISETCS JOMUHUPYIOIIUM KIIOUEBbIM
CJIOBOM, TaK KaK OHO OBLIO IIUTUPOBAHO HAUOOIBIIIEe KOJTUIECTBO pa3 U B TEUEHUE
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caMoro AJUTENbHOro mnepuona. llomoOHble BBIBOABI MOTYT OBITH CHETAaHBI U
OTHOCHUTEIILHO JIPyTUX CJIOB, MPEACTaBICHHBIX Ha Pucynke 3.

Wzyuns 3anmcu Ha Pucynke 4, cTOMT oOpaTuTh BHMMAHHE Ha aKTyalbHBIC
TEPMHHBI, KOTOPBIE MOJIB3YIOTCS MOMYJIIPHOCTBIO B HacTosmee Bpemst. Cpenn HuX
0COOCHHO BBIICTISIOTCS “TiTy0OKO€e 00ydeHne”, “peKyppeHTHbIC HEWPOHHBIE CETH ,
“aHaNM3 TOHAJBHOCTH TeKcTa”, “kiaccuuranus’ ¥ “CBEPTOYHBIC HEHPOHHBIC
ceTn’”.

goel a, 2023, spat inf res 6 47
. abualigah I, 2024, soc netw anal min 5

deep learning - conf 75 ahumoud so, 2022, artif intell rev 1.92
recurrent neural network - coifbouarara ha, 2021, int j softw sci comput intell 1.57

P s parveen n, 2023, | big data 1.18
sentlmen_t_ana}lysm - conf 2 sharaf al-deen hs, 2021, appl syst innov 0.81
classification - conf 40 al anezi fy, 2022, appl sci-basel 0 64

convolutional neural network - dkumara, 2023, inf syst front 0.59
dong h, 2021, ieee trans neural netw learn syst 0.58
amin s, 2022, soft comput 0.53

Pucynoxk 4. Kiacrepuzaius myTeM CBA3bIBaHHS KIIOYEBBIX CIIOB C padoTamMu

W3 nociaenHux LUTAaT KIIOYEBBIX CJIOB Mbl MOXKEM BBIIENUTH HAaydHBIE
TEHJICHIIMU 1 HalpaBJICHUS PAa3BUTHUS JaHHOW IPOOJIEMBI.

Ha Pucynke 5 npencraBieHsl HanOoJee 9acTo MATHPYEMble HaydHbIE paOOTHI,
BbIJICJICHHbIE HHCTPYMEHTOM aHAJIN3a KIIFOYEBbIX CIIOB.

ZHANG Z, 2021, EXPERT SYST APPL e
TAN KL, 2022, IEEE ACCESS e

YANG CC, 2022, J HEALTHC INFORM RES e

KUSHWAHA AK, 2021, INF SYST FRONT

Documents

VARSHA PS, 2021, 1 GLOB INF MANAG

EBCUARARA HA, 2021, INT 1 SOFTW SCI COMPUT INTELL e

OLAN F, 2021, IEEE TRANS ENG MANAGE e

FENG CM, 2021, AUSTRALAS MARK J e

ALHUMOUD S0, 2022, ARTIF INTELL REV @

SHARAF AL-DEEN HS, 2021, APPLSYSTINNOV =~ ————————————— ()
0 10 20 30 40
Global Citations

Pucynok 5. Haubonee uutupyembie JOKYMEHTBI 110 BCEMY MUPY

C TOukM 3peHus HAy4YHOTO PA3BUTHA, MEXIYHAPOTHOE COTPYAHUYECTBO B
W3yYeHUH KOHKPETHOW MpoOJieMbl UTpaeT KioueByro poiib. CoBMecTHas pabora
MEXIy CTpaHaMH, HAyYHBIMA MHCTUTYTaMU M YYEHBIMH BEPOSTHO CIOCOOCTBYET
[IPOrpeccy He TOJbKO B CaMOM MPOOIEMHON 001aCTH, HO U B CMEXHBIX Hay4HBIX
JUCIUIIIIMHAX.
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PI/ICyHOK 6. KonmuectBo miurar mo MPpEeACTaBUTEIIO CTPAHbL

PucyHok 6 neMOHCTpHUpPYET CTPaHBbL, YbH HCCIIEA0BATENH TPOSIBIIN HAUOOIBIIYIO
AKTMBHOCTb B LIMTHPOBAaHMM PabOT B 00JAaCTH HCCIENOBaHUs PAacIpOCTPaHEHUS
uHpopmanmu. M3 rpaduka BUAHO, 4TO HAanOoIee LUTHPYEMbIe paOOThI, Kacalomuecs
mmdpoBanusa n300paKeHUH, OblIM OmyOnuKoBaHbl NpeacTaButexsiMu Kutas (90
LUTAT), @ TAKKe HanOOJNBIIYI0 aKTUBHOCTh MPOSBWIM MCClenoBaTeny u3 Muaun
(77 murar), CaynoBckoit Apasum (38 nurar), Kanaas! u Manaiizuu (32 nuratsl), a
taxke CIHIA (30 nurar).

3akaouenmne

B 3akmtoueHne MOXKHO HOAYEPKHYTh, YTO HA CETONHSIIHUHA JCHb CYIIECTBYET
MHO)KECTBO Pa3IMYHbIX METONOB MAIIMHHOTO OOy4YeHHUs, KOTOPbIE YCIEIIHO
MPUMEHSIFOTCS U151 KCCIIEIOBAHUS M MOAETMPOBAHUS IPOLIECCOB PACIIPOCTPAHEHHUS
WHPOPMAIIMK B COLMAIBHBIX CETAX. DTH METOIBI BKIIOYAIOT B cebsi, HalpuMep,
QJITOPUTMBI KJIACCH(DUKALIMH, KITaCTEPU3alNH, IPECKa3aTeIbHOr0 MOJETUPOBAHUS
1 TITy0OKOTro 00y4eHusI.

Kaxnp1ii 13 3TUX METOI0B UMEET CBOM MMPEUMYILIECTBA M OTPAHUYCHUS U MOKET
ObITb 3()(hEeKTUBHBIM B Pa3TUYHBIX KOHTEKCTaX M JUIS Pa3IMYHbIX THUIOB JaHHBIX.
Hanpumep, anroputmbl kinaccuuKalMd MOTYT OBITH IOJIE3HBI ISl aHAIW3a
KOHTEHTA M OTpeeNICHHsI €ro BIUSHUS Ha MIPOLECC PaCIpOCTPAaHEHUs, B TO BpeMs
KaK aJrOpUTMBI MPEICKa3aTeIbHOTO MOJCIMPOBAHUS MOTYT MCIIOJIB30BATHCS IS
MPOTHO3UPOBAHMS JMHAMHUKH PacpOCTpaHEeHUs] HH()OPMALUK BO BPEMEHH.

OnHako Ba)KHO OTMETHUTh, YTO BBIOOP KOHKPETHOTO METOJA 3aBUCHT OT LiesIei
WCCIIeIOBaHUs, JOCTYMHBIX JaHHBIX M OCOOCHHOCTEH H3y4aeMOW COLMaIbHON
ceTr. DKCIIEPUMEHTHI U UCCIICIOBAHUS B 9TOM 00JIACTH MPOJOIDKAIOT PACILUPATH
Hallle TTOHHMaHKE MPOLECCOB pacnpocTpaHeHHus MH(OpMAalUu U CIOCOOCTBYIOT
Pa3BUTHIO HOBBIX METOIOB M MOAXO0B B MAIIMHHOM OOYyUEHHH JJISl UX aHAJIN3a.

Takum o00pa3om, COBpEeMEHHBIE METOAbl MANIMHHOTO OOYYeHHUsS HWIparoT
KIIIOYEBYIO pOJb B TIOHUMaHUM W aHAJIW3€ PaclpoCTpaHeHHs HWHQOpMaun
B COLMAJbHBIX CETSIX, W AajbHEHIINE HCCIeNoBaHUS B 3TOH oOmactu OyayT
MPOJOJKATh PAa3BUBATh ATOT ACMEKT 3HAHUH U TEXHOJIOTHH.

244



ISSN 1991-346X 4. 2024

C nmpumeHeHuneM HHCTpyMeHTa Bibliometrix Obul  mpoBeneH aHaiu3
COBPEMEHHBIX TEHJCHIMI B HAy4YHOU JHTeparype. beuim BhIIBHICHBI Hamboiee
YacTO yIIOMHUHAEMbIe KITIOUEBBIC CIIOBA B JAHHOW O0JIACTH MCCIICIOBAaHHH, a TAKKe
UICHTU(UIIUPOBAHBI 3HAYUMbIC Hay4YHbIE MyOIuKauu. Tabmuna coTpyJHIYecTBa
noKaszajia, 4YTo MCCIEO0BaTe U3 26 pasiMuHBIX CTPaH aKTHBHO yYacTBYIOT B
HCCIIeIOBaHUsX 110 pacnpocTpaneHuio nHdpopmannu. Ocodboe BHUMaHUE YAeICHO
UTUPYEMBIM paboTam, aBTOPaMH KOTOPBIX SBISFOTCS MccieaoBareny u3 Kurast.

Kpome Toro, B KOHTEKCTE COBPEMEHHBIX HCCIEIOBAaHUI aKTUBHO M3y4alOTCS
METO/IbI aHaJH3a IrpadoB, KOTOPHIE MTO3BOJISTIOT MOJICIIUPOBATE CBSI3H MEXKTY y3JIaMU
COIMAJIEHBIX CETEHl M BBISBIISATH BIMSATEIbHBIC TPYIIBI MM KIIOUYEBBIC HIPOKH B
Ipolecce pacpoCTpaHeHHsT HH(POPMAIIUH.

Takke Ba)KHBIM HaIlPaBICHUEM SIBIISIETCS pa3paboTkKa aJropuTMOB MAITHHHOTO
00y4eHus, CIIOCOOHBIX YYUTHIBATh TUHAMHYECKYIO TPUPOJY COIMAIBHBIX CETeH U
aJlaNTHPOBATHCS K M3MEHSIOIIMMCS YCIOBHSAM OKPYKAIOIIEH Cpe/ibl.

OTH HCCleOBaHUSI HE TOJNBKO PACIIUPSIOT Halle MOHMMaHHE MEXaHH3MOB
pacnpocTpaHeHust ”HGOpPMaIY, HO ¥ IOMOTAIOT pa3padaThiBaTh HHHOBAIIMOHHEIC
TIO/IXO/IbI K aHAJIN3Y ¥ TPOTHO3UPOBAHMIO IIOBEACHHS ITOJIb30BATEIICH B COIIMAIBHBIX
CeTsIX.
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