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Abstract. There is a high probability of various attacks coming from unknown
network devices, in this regard, ensuring the security and confidentiality of data
is relevant and one of the main problems today. It is important to note that IoT
has a number of limitations in terms of power supply, memory and dimensions.
Thus, it is necessary to define more resource-optimized and security-related
inferences to solve the problems generated in the network. Along with this, device
resources are consumed at a higher rate due to complex cryptographic maintenance
algorithms, so it is necessary to determine an appropriate encryption procedure for
an automated [oT network, taking into account data integrity. This article presents
an analysis of lightweight algorithms for hardware and software implementation,
the levels of various data flow architectures in the IoT network are considered, an
overview of scientific papers is given that notes the relevance of ensuring security
in the interaction of IoT devices and the development of lightweight cryptography
for 2022-2023. As a result, the results of a comparative analysis of lightweight
algorithms in terms of several indicators for hardware implementation are given;
when implemented in software, relative to the amount of memory and time delay.
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AHHOTamusA. benriciz >Keminik KypbUIFbLIApIaH KeNeTiH OopTypii malybpui-
JapAblH  YJAKCH BIKTUMAJJIBIFBl  0ap, OCBIFAaH OAalNaHBICTBI  JIEPEKTEPAiH
Kayilci3[iri MEH KYIWSUIBUIBIFBIH KaMTaMmachl3 €Ty ©3eKTi jKoHe OYTiHTi KyHi
Heri3ri Macenenepaiy Oipi 6ompin Tadbuiaapl. loT-Te Kyart, skamael koHe Oipkarap
enmIeM iep OOMBIHINA IIEKTeyaep Oap eKeHiH eckepy MaHbI31bl. OchUTai1Ia, JKeliae
TYBIHJAFAH MOCEIIENIEp/i MUy VIIH PeCcypCcTapiblH OHTAWTaHABIPBIIFAH KOHE
Kayilci3[liKKke KaThICTBI KOPBITHIHABUIAPIBI aHBIKTay KakeT. COHBIMEH Katap,
KypZeni KpUnTorpadusuiblK KbI3MET alTOPUTMICPIHE OalIaHBICTBl KYPBUIFBI
pecypcTapbl  JKOFapbl KBUITAMIBIKIICH KOJJAHAIbI, COHIBIKTAH JEPEKTEPIiH
TYTACTBIFBIH €CKEpPE OTBIPHIT, aBTOMATTAHABIpbIIFaH [0T *emici yuriH Komaimsl
mudpray MporeaypachlH aHBIKTAy KaKeT. byl Makanana anmaparThlK JKOHE
OaFrgapiaMaiblK KaMTaMachl3 €Tyl iCKe achIpyIarkl JKEHIJ calMak alTOpUTMAEPiH
tanmay, loT skemiciHmeri opTypii JEpeKTep aFbIHBIHBIH aApPXUTEKTYPalapbIHbIH
JeHrelnepi KapacTeipbutrad, [0T KypbUIFBUIAPBIHBIH ©3apa dpeKeTTeCyiHeri
Kayilci3MiKTI KaMTaMmachl3 eTy[iH e3eKTumriH >koHe 20222023 euimapaarsl
MKEHIT calMak KpUNTOrpadUsChIHBIH JaMYbIH aTal OTeTiH FhUIBIMH KYMBICTApFa
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mony OepinreH. Hotmkenep peTiHae ammaparThiK iCKe achlpy KesiHie OipHere
KepceTKilTep OOWBIHINA >KEHUI CaJMakTarbl aJrOpUTMICPHAl CajbICTHIPMAaIbl
Tajnay HOTWXKENEPl KeNTIpUIreH; OHBIMEH KOCa JKaJbl KeJEeMiHE >KOHE YaKbIT
KizipiciHe KaThICThI OaFqapiaMalbIK iCKe aChIpy KOPBITHIHIBLIAPEI KOPCETIITEH.

Tyiiin ce3nep: UnTepHeT 3arTap, Kayirnci3mik, KYMUSIbUIBIK, )KeHUT mudpiay,
XKEHLUT Kpurrorpadus
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Ne BR10262555).
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peanu3anyy, pacCCMOTPEHBI YPOBHH Pa3IMYHbBIX APXUTEKTYP TOTOKA JAHHBIX B CETH
IoT, npuBenensr 0630p HayyHBIX PaOOT OTMEUAIOLINX aKTyaJIbHOCTh 00eCIeyeHns
Oe3omacHocTd Tpu B3auMojeicTBun [oT ycTpolcTB u pa3BUTHE JETKOBECHOM
kpuntorpagpuu 3a 2022-2023 roma. B kauecTBe pe3ynbTaTOB IMPHUBEICHBI
Pe3yNbTaThl CPABHUTENBHOTO aHAN3a JIETKOBECHBIX AITOPUTMOB 110 HECKOIBKUM
MOKa3aTeNsiM TpH ammapaTHOM pealu3aluy; MpH NPOrpaMMHON peanu3aluu
OTHOCHUTEILHO 00beMa MaMsATH U 33A€P>KKHU 110 BPEMEHHU.

KiroueBble cioBa: MHTepHeT Bemieid, 6e30macHOCTb, KOH(GHUACHINAIBHOCTD,
JIETKOBECHOE IU(POBaHUE, JIETKOBECHAs KpunTorpadus

dunancupoBanue: JlanHoe wuccnenoBaHue (QuUHAHCHPOBaIOCH Komurerom
HayKl MuUHHCTEpCTBa HayKd M Bbicuiero oOpa3zoBaHusi PecrmyOnukn Kazaxcran
(I'paat Ne BR10262555).

KoH(uMKT uHTepecoB: aBTOpHl 3asBISIOT 00 OTCYTCTBUM KOH(IHMKTa
HWHTEPECOB.

Introduction

The Internet of Things (IoT) is an intelligent infrastructure formed using several
self-organizing devices. Currently, the “loT” can be defined as an intelligent
infrastructure of interacting physical objects in the form of sensors and actuators
with the digital world (Vermesan et al., 2009: 52), which transmits information
using a network. There are many applications where systems are deployed using
[oT. In everyday life, people use many devices, which include sensors to detect
problems, transmit information, monitor, control, and so on. The information is
provided in real time and can be used to make a decision; therefore, the security and
confidentiality of information is a very important aspect. It is also important that the
IoT has a number of limitations in terms of power supply, memory and dimensions.
Along with this, it is important to determine suitable encryption methods for the
IoT network in order to ensure data integrity (Eryk et al., 2022: 18).

According to Statista, the number of attacks on the Internet of Things in 2022
exceeded 10.54 million. Ensuring security in IoT interaction is one of the important
tasks of the present time. One of the current methods for ensuring the security
and confidentiality of transmitted data in a network of IoT devices is lightweight
cryptography algorithms. The National Institute of Standards and Technology
NIST conducts research in this area and scientists around the world in search of
optimally suitable lightweight algorithms used in IoT devices. So scientists from
Graz Technology University (Austria), chip manufacturing company Infineon
Technologies (Germany), Lamarr Security Research (Austria) and Radboud
University (Netherlands) are working on security and privacy issues,

Encryption is an effective solution to ensure the confidentiality of information
and its integrity. Today, loT applies encryption to touch devices in environments with
various restrictions, such as limited memory, low computing power, small physical
area, devices with limited power consumption, and at the same time, processes must
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take place in real time,that have not previously been encrypted. When designing
IoTthere are a number of risks directly related to energy consumption and data
security. If standard cryptography methods are applied to IoT devices, they may not
support the given performance and not only, respectively, for these problems, the
solution can be - lightweight cryptography (Nurlan et al., 2021: 19).

This article consists of two sections, which discusses the IoT architecture,
development stages, parameters, lightweight cryptography standards, an overview
of the work, and also provides an analysis of the numerical characterstics of the
hardware and software implementation of lightweight algorithms.

1oT architecture

There are several types of IoT architecture, such as three-, four-, five-layer
architectures (Figure 1). Table 1 shows scientists - whose research is carried out on
various architectures. To determine the relevance and degree of resolution of the
issue under consideration, a search and review of scientific papers in the databases
of digital libraries "Web Of Science", "Google Scholar", "IEEE Xplore" was carried
out.The review paper (Muhammad et al., 2022: 12) discusses the importance of
IoT network security, considers various threats depending on the IoT architectural
model. The paper also presents lightweight cryptographic algorithms and protocols
for data protection in the IoT environment. S.L. Keoh et al presented an overview of
the IEFT (Internet Engineering Task Force) requirements for standardizing security
solutions in the IoT network (Keoh, et al., 2014: 10). P. Gaikweid et al presented
the IoT architecture associated with the attack model. As mentioned above, IoT
is used in various applications, for example, a smart home network can control
home devices and appliances, controlling and remotely controlling through various
connection methods. The paper also presents some problems in the mode and real
time (Gaikwad et al., 2015: 6). It is important to note that depending on the IoT
architecture and the level under consideration, various security solutions can be
selected for the interaction of [oT devices.

o e Pk #

B gl L
ety i Bppdcuo Layat

Py O L

Al Ly
Proce eng Lisee

Pt Lt L

e e L s iy
| g

citicns Lt LR PR

Fig. 1. Layers of different loT data flow architectures
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Consider a three-layer architecture:

- The level of sensors is the physical level, which consists of sensors and sensors
responsible for collecting information about the surrounding world. At the sensor
level, the IEEE 802.15.4 standard is used as a specification. It's an affordable
solution that provides security, but still needs to address existing threat protection
loopholes. For example, RFID, various sensors for location, motion, voice, etc.
Possible attacks at the sensor level — jamming, tampering, radio interference,
unfairness, exhaustion, collisions (Singh et al., 2020: 12);

- Network layer - serves to communicate with other network objects, such as
servers, network devices, etc. Here we can note the method of interaction with each
other — a wireless sensor network or Internet protocols. The network layer works
with the physical layer data. It is also used to disseminate and analyze sensor data.
At the network level, the message is divided into packets in order to route packages
from source to destination using IPv6. With IoT networks growing rapidly, IPv4
address space has an advantage over IPv6 with more address spaces. Built-in
cryptographic conventions such as AES and DES can be updated with [Psec at
this level. Attacks possible at the network level — Sinkhole, blackhole, wormhole,
misdirection, homing (Singh et al., 2020: 12);

- Application level — the level of applications that provide a special service
for working with data and managing them. The application layer is responsible for
providing the user with resources regarding the application being used. This layer
supports services for client and programmatic functions. As an example, various
classes of IoT solutions can be noted: Smart city, smarthome, digital factories,
precision farming oil, etc. Attacks possible at the application level — Reprogram,
Overwhelm (Singh et al., 2020: 12).

Table - 1. IoT architecture

Type of Year | Authors Name of the Journal
Architecture
Three-layer 2015 | 1. Mashal et al. Ad Hoc Networks Journal
architecture |2022 | Aguru, A.D. et al. | Algorithms
2022 | B. Paul Lecture Notes in Networks and Systems
2020 | M. Parto Procedia Manufacturing
2016 | F. Bing 2016 2nd International Conference on Cloud Computing
and [oT
2022 | B. Paul ICT Analysis and Applications
Four-layer |2017 | C. Zhong et al. 16th International Symposium on Distributed Computing
architecture and Applications to Business, Engineering and Science
2013 | J. Gubbi et al. Future Generation Computer Systems Journal
2022 | Denner Silva et al. | Journal of Network & Systems Management
2019 |J. Lietal. IEEE Access
2017 [ S. Singh et al. Journal of Ambient Intelligence and Humanized
Computing
2018 | C. Kejun Journal of Hardware and Systems Security
2015 | D. Darwish International Journal of Computing Academic Research

10
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Five-layer |2022 | Raja Gopal, S. International Journal of System Assurance Engineering
architecture et al. and Management

2017 | P. Sethi et al. Journal of Electrical and Computer Engineering

2022 | Jinyuan Xu et al. | Artificial Intelligence in Agriculture

2013 | S. Omar et al. International Journal of Computer Networks

2022 | A. Khaled et al. Journal of Cloud Computing

2021 | M. Yildirim et al. | European Journal of Science and Technology

IoT device security concerns arise in a variety of situations that include
technological, ethical, and privacy issues. [oT devices will be considered secure
if the following security requirements are met, such as secure authentication,
secure download and data transfer, [oT data security, secure access to data by an
authorized person. Figure 2 shows the threats and security requirements of a three-
layer architecture. The sensor layer is the perception layer and is responsible for
identifying devices and collecting information from them. The sensors are selected
according to the requirements of the applications. Information that is collected at
the level of sensors can be information about location, changes in the air, about
the environment, about movement, about vibration, etc. At the same time, this
information is the main goal of attackers who want to use them to achieve their own
goals. Therefore, most threats are related to the level of sensors and lightweight
encryption methods have a special role.
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Fig. 2. Threats and security requirements based on a three-layer architecture

Lightweight cryptography in loT

Lightweight cryptography is divided into two ciphers: a symmetric cipher and
an asymmetric cipher. If a symmetric cipher uses the same key for both encryption
and decryption, an asymmetric cipher uses the public key for encryption and the
private key for decryption. Symmetric encryption provides security and high
speed, along with this, an asymmetric cipher is complex and relatively slow, but at
the same time, it ensures the confidentiality and integrity of data. The symmetric
cipher is divided into three groups: the lightweight block cipher, the lightweight
hash function, and the lightweight stream cipher. The classification of lightweight
cryptography, the most common algorithms and attacks is shown in Figure 3.
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Fig. 3. Classification of algorithms by structure

Research in the direction of lightweight cryptography was started in 2004.
In 2007, the PRESENT block cipher was developed and published, which was
registered in the ISO / IEC 29192 standard. The US National Security Agency
published the SIMON / SPECK lightweight block cipher with a small ROM size
and implemented it on a microprocessor (2014). The main stages in the development
of lightweight cryptography are shown in Figure 4.
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Fig. 4. Stages of development of lightweight cryptography

Lightweight Cryptography Options

One of the important properties of lightweight algorithms is the non-linearity of
the coordinate functions of the round transformation (Poschmann, 2009: 516). The
nonlinearity of the coordinate function of the output block is determined using the
minimum number of rounds.

There are randomly selected options. For these parameters x,x',p € S,,p # 0

12
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, vectors are encrypted x,x’,x +p,x"+p. The transformation is non-linear if the
condition is satisfied f(x) + f(x +p) # f(x") + f(x' + D).
The superposition of non-linear functions produces a system of linear equations:

Y)=x@yDxy
f2(x,y) =x @ xy

When setting functions instead of , the following system of equations is obtained:

LU0, L00y) =xDy @ xy

When learning lightweight cryptography, you need to consider the main criteria
for security, cost and performance. In the case of block ciphers, the key length
provides a trade-off between security and cost, the number of rounds is a trade-off
between security and performance, and the hardware is a trade-off between cost
and performance (Figure 5). Considering all three trade-offs at the same time is
challenging, and two design goals are mainly considered — safety and low cost,
safety and productivity, or low cost and productivity. For example, a secure and
high performance hardware implementation can be achieved with a pipelined
architecture that also includes many side-channel attack countermeasures. The
resulting structure will occupy a large area, which is correlated with high costs.
On the other hand, it is possible to develop a secure and inexpensive hardware
implementation with the disadvantage of limited performance.
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Fig. 5. Lightweight Cryptography Options

Table 2 summarizes the main challenges of implementing cryptographic algorithms in IoT devices
and lightweight cryptography solutions.
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Table 2. Lightweight Cryptography Options

Implementation challenges in IoT devices

Lightweight Cryptography Solutions

limited memory (registers, RAM, ROM)

small block size (64-bit or less)

low processing power

small key size (80-bit or less)

small physical area

simple logic and simple calculations

low battery (no battery)

simple key planning

work in real time

reliable structure (SPN or FN) [5]

Shannon in his work proposed to use several stages of replacement and
permutation, thereby creating a reliable block cipher (Shannon E., et al, 1949:59).
Such a scheme is called an SP or FN network. SP- processes the data through
a series of substitutions (S-box) and permutations (table), changing the data and
finalizing it for the next round. FN is a multi-round cipher that divides the input
message into two parts and operates on only one part in each round of encryption

or decryption.

ISO/IEC 29192 "Lightweight Cryptography" is an eight-part standard that defines

lightweight

cryptographic

algorithms  for  privacy, authentication,

identification, security, and key exchange (Table-3) (https://webstore.iec.ch).

Table - 3. Lightweight Cryptography Standards

29192-4:2013

using asymmetric
methods

Standard Description Summary
ISO/IEC General Terms and Definitions; Safety requirements, Classification
29192-1:2012 | Information requirements; Implementation requirements for mechanisms
ISO/IEC Block Encryption | Three block ciphers are described that are suitable
29192-2:2019 for applications requiring lightweight cryptographic
implementations:
- PRESENT: simplified block cipher / block size 64 bits / key
size 80/128 bits;
- CLEFIA: lightweight block cipher / block size 128 bits / key
size 128/192/256 bits;
- LEA: Lightweight block cipher/block size 128 bits/key size
128/192/256 bits
ISO/IEC Stream Ciphers | Defines keystream generators for lightweight stream ciphers:
29192-3:2012 - Enocoro: lightweight keystream generator with 80/128 bit
key size;
- Trivium: lightweight keystream generator with 80 bit key size
ISO/IEC Mechanisms Defines lightweight mechanisms that use asymmetric methods:

- one-way authentication mechanism based on discrete
logarithms on elliptic curves;

- Authenticated Lightweight Key Exchange (ALIKE)
mechanism for one-way authentication and session key
establishment;

- identification-based signature mechanism

ISO/IEC
29192-4:2013/
AMDI1:2016

Mechanisms
using asymmetric
methods

Updated version

14
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ISO/IEC
29192-5:2016

hash function

Defines hash functions suitable for applications requiring
lightweight cryptographic implementations.

- PHOTON: lightweight hash function/permutation
size  100/144/196/256/288  bits/calculated hash codes
80/128/160/224/256 bits.

- SPONGENT: lightweight hash function/permutation
size  88/136/176/240/272  bits/calculated hash  codes
88/128/160/224/256 bits.

- Lesamnta-LW: lightweight hash function/permutation size
384 bits/computed hash code 256 bits

ISO/IEC Message MAC algorithms suitable for applications requiring lightweight
29192-6:2019 | Authentication | cryptographic mechanisms have been defined:

Code (MACs) - a mechanism for ensuring data integrity;

- message authentication mechanism

ISO/IEC Broadcast Defines broadcast authentication protocols, which are
29192-7:2019 | Authentication | protocols that provide data integrity and entity authentication

Protocols in a broadcast setting
ISO/IEC Authenticated An authenticated encryption method suitable for applications
29192-8:2022 | Encryption requiring lightweight cryptographic mechanisms is described.

The method processes the data string with the following
security objectives:

- data confidentiality;

- data integrity

In the table-4 presents scientific papers published in 2022-2023 devoted to the
problems of cryptography and security in the context of the Internet of things (IoT).
The table lists the titles of articles, authors, year of publication, and a brief abstract
for each article.

Table - 4. Review of works on lightweight IoT encryption for 2022-2023.

Year Annotation

2022

Authors
P. Prakasam et al.

The paper proposes and implements a hybrid lightweight cryptographic
authentication scheme with low latency, area and optimal power, which
uses the 8-bit keying principle.

S. Blank et al. 2022 | The paper presents the practical results of research of 12 cryptographic
algorithms on a test bench

The paper presents a literature review of post-quantum cryptography for
IoT networks, discusses the problems and directions of research in real-
time applications.

The paper investigates well-known lightweight cryptographic algorithms
and their architecture. The analysis of security algorithms, architecture
and hardware limitations in healthcare applications is given.

The paper proposes an attribute-based access control scheme for IoT
using the Hyperledger Fabric blockchain to solve security problems.
Performance metrics are measured based on latency, throughput, and
storage overhead,

The paper presents the results of hardware implementation of PRESENT,
AES, ECDH, DH and RSA cryptography algorithms.

A.Kumaretal. |2022

K. Tsantikidou
et al.

2022

S. Alshehri et al. | 2022

T. Goyal et al. 2022
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Sheeja S. et al. 2022 | The paper presents approaches to authentication in the IoT-Cloud

architecture.

M. Jammula 2022 | The paper presents the LWC-ABE method for improving security
et al.

performance against various attacks in the IoT environment.

A.Ahmedetal. | 2023 | The paper investigates integration systems between authentication and

encryption to preserve confidentiality when passing messages between
IoT devices.

J. Chauhan et al. | 2023 | This paper presents a comparison of their memory performance, latency

and throughput, area (GE), key and block size, and other parameters of
hardware and software efficient lightweight algorithms.

Lightweight algorithms are designed to protect the transmitted information during
the interaction of the Internet of things, at the same time, lightweight algorithms are
used in miniature devices where a limited amount of electronic resources is used
to ensure security. Today, many researchers from different countries continue to
search for weaknesses and identify reliable and efficient algorithms for lightweight
cryptography. The choice of the optimal cryptographic algorithm depends on the
specific requirements and constraints of the system, including hardware resources,
power, power consumption, and performance requirements.

The hardware implementation of lightweight algorithms is determined by the
following parameters (Figure 6):

i

key size;

block size;

logical process;
Energy consumption;
throughput;

hardware performance.

Fig. 6. Numerical characteristics of the hardware implementation of lightweight algorithms

The diagram shows the number of gates in hardware implementation and you
can see that the high throughput is achieved by the “PRINCE” algorithm with a

16



ISSN 1991-346X 2. 2023

minimum power consumption indicator (Figure 6). Various FPGA families are used
as a platform for implementing lightweight algorithms.

The software implementation of lightweight algorithms is described using
parameters (Figure 7):

* key size;

¢ block size;

¢  RAM size;

*  Energy consumption;

* throughput;

* software performance;

Additionally, diagrams are given with the dimensions of the read-only memory
and the time delay.

kbl

Fig.7. Numerical characteristics of software implementation of lightweight algorithms

-

The diagram shows several lightweight algorithms such as SPN and FN.
According to the diagram, in software implementation, the “PRESENT” algorithm
dominates in terms of bandwidth, the “MIBS” algorithm in terms of power
consumption and memory space occupied in ROM, and the lowest time delay is
demonstrated by the “PRINCE” algorithm (Figure 7).

Conclusion

The Internet of Things (IoT) is rapidly finding its way into our modern lives,
seeking to improve the quality of life by connecting various smart devices,
technologies and applications. In general, if you choose the right lightweight
security algorithm, then IoT will automate everything that surrounds us. The
wide range of loT applications in various fields creates a demand for lightweight
cryptographic algorithms with different requirements. Smart home appliances
such as smart TV, smart refrigerator, smart kettle, smart light bulbs, etc. require
little memory and little processing power. Lightweight algorithms must support
simple hardware and software implementation for fast execution, so that it can be
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easily embedded in software for encryption, protection transmission and storage
data in real applications. When using loT, an organization faces the challenge of
managing, monitoring and securing huge amounts of data and connections from
disparate devices.

The paper presents the architecture of [oT devices, an overview of lightweight
cryptographic algorithms, threats and security requirements based on a three-
layer architecture, lightweight cryptography primitives regarding key size, block
length, number of rounds and structure, as well as classification and parameters of
lightweight cryptography. Descriptions of sections of ISO/IEC 29192 "Lightweight
cryptography" were presented. The works of the authors, who in their studies
considered various types of architectures in relation to the tasks to be solved, are
summarized. The security problems of IoT devices are considered, as well as a
review of works on lightweight IoT encryption for 2022-2023.

This article provides an overview of various studies about layered IoT
architectures. Along with the exponential growth in the number of connected
devices, every thing in the IoT transmits data packets that require reliable
connectivity, storage, and security. The hardware and software implementation of
lightweight algorithms is analyzed in terms of such parameters as key size, block
size, logical process, power consumption, bandwidth, hardware performance, RAM
size, software. Taking into account the growth of attacks and threats on the loT
infrastructure, the discussed issues of lightweight cryptography need to be further
studied and developed to ensure sufficient security.
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Abstract. Rapid development and widespread use of information technologies
and the Internet have many benefits, it is important not to ignore the negative
situations that occur there. One of these negative situations is the proliferation and
development of malicious programs, which lead to the failure of many devices
and software equipment, and the disclosure of confidential information. Malware
is the vehicle for many computer attacks and security breaches. Malware analysis
uses techniques from several different fields, such as program analysis and network
analysis, to study malicious patterns to gain a deeper understanding of several
aspects, including their behavior and how they evolve over time. The day-by-day
development of malicious software equipment, the increase in types and complexity
of their structure has greatly complicated the work of identifying and classifying
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them. For this reason, the importance of using artificial intelligence systems,
including machine learning algorithms, is increasing in the field of information
protection. Machine learning is a branch of artificial intelligence that involves
algorithms and processes that "learn" and can generalize past data and insights
to predict future outcomes. Basically, machine learning is a set of mathematical
methods implemented in computer systems that provide the process of obtaining
information, identifying patterns, and drawing conclusions from data. The article
analyzes the type of malicious software in a certain format and classifies it with the
help of a machine learning algorithm based on specific selected features. Here, the
role of the selection of received features for training is very important. Machine
learning works well when the input data is good.

Keywords: information security, malware analysis, machine learning, feature
selection, KNN
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AHHOTANUSA. AKNApaTThlK TEXHONOTHSANIAD MEH HHTEPHET IKETiCiHIH
KApKBIHABI JaMybl MEH KCHIHCH KOJJAHBUTYBIHBIH THIMJII TYCTapbl KeIl
OOJIFaHBIMEH, OHJAFbl OPBIH AaJaThIH KEJICHCI3 JKaFfaliapabl HasaplaH ThIC
KanapipmMay kKepek. OChIHZAW KeNeHCI3 JKarmaimapaplH Oipi  —  3USHABI
OarmapiaManapplH KeOeri XKoHe
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JAaMybl, OyJ1 KenTereH KYPBUIFbIIap MEH OaraapiaMaliblk Kypall->KaOIbIKTapablH
ICTEH INBIFYbIHA, KYIUS aKmapaTTblH allbulyblHa OKENINl COFyda. 3HSHABI
OaFmapiaMa KeNTEeTeH KOMITBIOTEpIiK malypurmap MeH Kayilci3mikTi Oy3ymbiH
Kypaibl Oonbln TaObUTaApl. 3USHABI OarmapiaManblk Kypajabl Tajjnay OipHere
ACTEKTUIep i, COHBIH IIIH/E ONapIblH MIHE3-KYJIKBIH XOHE YaKbIT eTe Kele
KaJlaii JaMbII J)KaTKaHBIH TEPEHIPEK TYCIHY YIIH 3USHABI YATLIEpIi 3epTTey YIIiH
OaFrgapaManapbl Tajliay )KoHe KelliHi Talaay CHSIKTBI OipHelle Typali cajanapiarsl
onicTepai naigananaabl. 3USHIBI OaFapiIaManblK >KaOABIKTHIH KYH CaHall JaMysbl,
OJIapZbIH TYPJIEPiHIH YIFAIOBI )KOHE KYPBUIBIMBIHBIH KYPACIILTIr] OJIap/Iibl aHBIKTAY
XKOHE JKIKTEY J>KYMBICHIH alTapiblkrail KublHIatagsl. Ocel ceOenTi akmaparThl
KOpFay cajlachlHa )KacaH/bl HHTEIUICKT KYHeNepiH, COHBIH IMIHEe MalIMHAIBIK
OKBITY aJITOPUTMEPIH MaiJaany/IbIH MaHbI3IBUIBIFBI apTHII Kesle1i. MammHaIbIK
OKBITYy — OYJl «YHpEHeTIH» alrOpUTMAEP MEH IpPOIeCcTeplli KaAMTHTBIH JKOHE
Ooamiak HOTHKeIepAi OoIDKay YIIIiH OTKeH AepeKTep MEH TYCIHIKTEp/Ii ®Kabuiai
alaThlH JKacaH/bl MHTEIUISKT cayiachl. HerisiHze, MallMHAJBIK OKBITY — Oy
aKmapar aiy, 3aHIbLUIBIKTap bl aHBIKTAY JKOHE JIepeKTepAeH KOPBITHIHBLIAP jKacay
NPOLECIH KaMTaMachl3 €TETiH KOMIBIOTEPIIK JKyHenepae Ky3ere achbIpbUIaThIH
MaTeMaTUKaIbIK OMICTEpAiH JKUBIHTBIFBL. Makanaga HakTel Oip 3HSHIBI
OarJapraMalbIK )KacaKTaMaHbIH TYPiHE Taj/ay KacallbIH/Ibl )KOHE TaHJIaIl ATbIHFaH
Oenrinepre HETi3NENIN MaIIWHANBIK OKBITY alTOPUTMIHIH KOMETIMEH JKiKTeJell.
MyHa OKBITY YIIiH allbIHFaH OeNTuiepii TaHAayablH peni ete MaHbp3abl. Kipic
JepeKTepi caraibl OOJIFaH Ke3/ie MaIlINHAJIBIK OKBITY KaKChI )KYMBIC 1CTEH/II.

Tyiiin ce3mep: akmaparThIK KayillCi3IiK, 3USAHIBI OarqapiaManapisl Tainay,
MaIlIMHAJBIK OKBITY, Oenrinepi Tanaay, kNN
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AnHoTauus. bricTpoe pa3BUTHE U IIUPOKOE UCTIONB30BaHNEe HH()OPMALUOHHBIX
TexHoJOrud W UHTepHeTa HMEIOT MHOXECTBO NPEUMYIIECTB, BaKHO HE
WTHOPUPOBATh BO3HUKAIOIIME TaM HeraTuBHble cuTyaunu. OTHOH M3 TakuX
HETAaTHBHBIX CUTYyallUd SBISETCS PAaclpOCTPAHEHHWE M PAa3BHTHE BPEIOHOCHBIX
MPOTrpaMM, MPUBOASIINX K BBIXOAY U3 CTPOSI MHOTHX YCTPOWCTB M MPOrPaMMHOTO
000pyIOBaHMsA, pa3lIalleHUuI0 KoHpuAeHInansHoH nH(popmanuu. Bpenonocuoe
IO sBnsieTcsi cpeAcTBOM Ui MHOTHMX KOMITBIOTEPHBIX aTaKk W HapyleHHH
0e30macHOCTH. AHAJIN3 BPEAOHOCHBIX TPOTPaMM HCIIOIb3YET METOIbI 13 HECKOIBKHX
pa3NUYHBIX 00JacTei, TaKMX Kak aHaju3 MpOrpaMM M CETEeBOW aHaiu3 JUis
W3yYEeHHUS BPEIOHOCHBIX A0I0HOB, YTOOBI MOJTYYUTh OOjiee ITy0OKOe MOHUMaHHe
HECKOJIBKUX AacCIEeKTOB, BKIIOYAs WX IMOBEJCHUWE M TO, KAK OHM Pa3BUBAIOTCS C
TeueHHeM BpeMeHH. ExxeTHeBHOE pa3BUTHE BPEJOHOCHBIX IPOTPAMMHBIX CPEJICTB,
YBEJMUCHHUE THIIOB M CIOKHOCTH MX CTPYKTYPBI 3HAYUTENBHO YCIOKHUINA PaboTy
MO WX BBIABICHUIO U Kiaccupukanmu. [1o 3TOH mpuunHe Bo3pacTaeT BaXKHOCTh
WCTIOJIb30BAHUSI CUCTEM MCKYCCTBEHHOTO MHTEIUIEKTa, B TOM YHUCIE aITOPUTMOB
MaIIMHHOTO O00yuYeHHs, B cdepe 3aumThl MHpopMaunu. MammHHOE O0yueHHe
— 9TO 00J7acTh UCKYCCTBEHHOIO HMHTEIUIEKTa, KOTOpasi BKIIIOYAET alTOPUTMBI U
MPOILIECCHI, KOTOPBIE «00YyYaIOTCs» U MOTYT 0000IIATh POLLIBIC TaHHBIE U WACU
JUIsL TIPOTHO3UPOBaHUs Oyaymux pesynsTatoB. [lo cyTH, MammHHOE OOyudeHHE
— 9TO HabOp MareMaTHYeCKUX METOJOB, PEalu30BaHHBIX B KOMITBIOTEPHBIX
cHCTeMax, KOTOpble 00eCIIeYNBAIOT MPOLECC MOTyUYeHHU HH)OPMAaLluH, BBISBICHUS
3aKOHOMEPHOCTEH 1 BBIBOJIa M3 IaHHBIX. B cTaThe aHamM3upyeTCsi TUT BPeJOHOCHOTO
1O B ompeneneHHOM QopMare W KIACCUPHULIUPYETCS C IMOMOINBIO alrophUTMa
MAIIMHHOTO OOy4YeHHs Ha OCHOBE KOHKPETHBIX BBIOpPaHHBIX NPHU3HAKOB. 3/1eCh
OYeHb Ba)KHA POJb OTOOpA MOMYYCHHBIX MPU3HAKOB Ui OOyueHHs. MalimHHOE
o0ydeHHe padoTaeT XOpOIIOo, KOTAa BXOJHbIE JaHHBIE XOPOIIH.

KioueBbie ciioBa: nHdopMannoHHas 0€30MacHOCTb, aHANM3 BPEIOHOCHBIX
MporpaMM, MalinHHOE 00y4YeHue, BEI0op nmpu3HakoB, KNN

Introduction

Malware is program that harms a user, computer or network and includes viruses,
trojans, worms, rootkits, spyware, adware, etc. Studying the behavior of malicious
programs remains an urgent problem in the field of information security. Since
the appearance of the first malware, the variety of malware, its complexity, the
number of new models and the speed with which they appear, as well as the range
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of threats, have increased. The number of malicious programs in existing databases
is huge, and new malicious programs appear every day. For example, the German
laboratory AV-TEST registers more than 450,000 new malicious programs per day.
Traditional anti-virus (reactive protection) based on checking signatures against
a database of malicious codes cannot cope with emerging, previously unknown
threats supplemented by an expert analyst. Therefore, tools for static analysis of a
portable executable (PE) file and dynamic analysis of malware are emerging that
can study pattern behavior that is not stored in a signature database. In addition,
methods of working with anti-virus scanners by malicious programs are becoming
more complicated (AV-TEST, 2022).

Malware analysis is the process of taking programs apart to understand how
they work, and how to detect, disable, and remove them. There are millions of
malwares on the Internet and this number is growing every day, so analyzing them
is very important for everyone responsible for computer security. There are two
main approaches to malware analysis: static and dynamic. Static analysis is the
study of malware without running it. During dynamic analysis, the malware must
be running. Both categories include basic and advanced techniques (Egele et al.,
2012). The malware analysis process can often be sped up by making an educated
guess about the malware's target and then confirming it. Of course, the accuracy of
your predictions will depend on your knowledge of what malware typically does.

Methods and materials

Machine learning is a class of artificial intelligence methods, the characteristic
feature of which is not the direct solution of a problem but learning by applying
solutions to many similar problems. From the point of view of the application
of machine learning in the field of information security, it can be classified into
two main categories: pattern recognition and anomaly detection. It is not always
possible to distinguish between pattern recognition and anomaly detection, but there
is a well-defined task for each specific problem. In pattern recognition, we try to
find obvious or undefined characteristics hidden in the data. These characteristics,
labeled and combined into a set of features, can be used to train an algorithm that
identifies the type of data with the same set of characteristics. Anomaly detection is
the exact opposite of the task of obtaining data (Clarence Chio et al., 2018; Michael
Sikorski et al., 2018). The main goal here is to determine the concept of normality
that describes most of the data in the studied set instead of learning the characteristic
patterns in the actual data set. After that, a deviation from the established normality
is considered an anomaly.

A common misconception is that anomaly detection is the process of recognizing
a set of "normal” patterns and distinguishing them from a set of "abnormal" patterns.
The patterns obtained by the pattern recognition method must, of course, be taken
from the studied data used to pre-train (train) the algorithm. On the other hand,
when using the anomaly detection methodology, there may be an infinite number
of anomalous samples with characteristics that match the given description of the
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errors (outliers), even from hypothetical data that do not actually exist in the study
(Ucci et al., 2017).

Malicious code detection by machine learning consists of several stages (figure
1):

— Obtaining information from the operating system about the files, processes,
and software in use. All the data required for this machine learning can be obtained
using Process Monitor and Process Hacker utilities for Windows operating system.

— Preparation of data for machine learning.

— Normalization of data received during work with files, registry, deletion of
unnecessary settings (feature selection).

— Using machine learning methods.

— Output of results. Issuing the results of determining whether the process is
harmful or not harmful.
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Fig. 1. Stages of detecting malicious code using machine learning

Malware can inject itself into different binary file formats that work in
completely different ways. For example, PE files (extensions exe., dll., efi, i.e.
portable executable files) in the Windows operating system, which we will discuss
in our experiments throughout this article, have completely different internal file
structures and require different execution contexts. Of course, the specific additional
requirements for parsing each class of executables also differ significantly. Also
note that malware can come in forms other than standalone executable binaries.
There are common malicious components that infiltrate doc, pdf and rtf document
files and use macros and dynamic executables in the document structure to perform
malicious actions. Malware can also take the form of extensions and plug-ins for
common software platforms, such as web browsers and complex web environments
(Dilhara, 2021; Damin Moon et al., 2021).

The reverse engineering method is used to use the data with malicious program
codes during machine learning, and since it is a large and extensive work, we
preferred to work with a ready-made database. Open access malware databases:

- MalwareTrafficAnalysis.net website contains comprehensive, fully researched
600 samples of malicious code.

- VirusShare.com site 30 million provides an integrated database of malicious
code patterns;
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- VX Heaven team collected 270,000 malicious code samples for scientific use;

-In 2015, Kaggle and Microsoft managed to collect more than 10,000 malicious
code samples into a single database by organizing the Malware Classification
Challenge project.

In most cases, mindlessly loading a huge number of features into machine
learning algorithms creates unnecessary noise and detrimentally affects the
accuracy and efficiency of the model. Therefore, it is important to select only the
most important and significant features for use in learning algorithms. This process
is commonly known as feature selection. Feature selection can be done manually,
based on domain expertise and information gained from the data mining phase.
Features can be selected automatically using statistical methods and algorithms. In
addition, there are unsupervised machine learning techniques often used for deep
learning. (Malware Traffic Analysis, 2022).

One of the widely used methods of feature selection is the use of human practical
experience. Human experts can provide a process for guiding machine learning
models, which manifests itself primarily in the form of manually mined features,
which are considered the most important pieces of information used in the human
learning process. (VirusShare, 2022).

Classification of features depending on a specific model (model-specific feature
ranking): when machine learning algorithms are applied to a certain set of data, the
model of the final assessment can sometimes be expressed in the form of symbolic
combinations of input features. (VX Heaven, 2010). For example, for a linear
regression model, in which the value of Y is predicted based on a three-dimensional
data set (in which the features are designated as , , and ), the regression model can
be represented by the following formula (without accounting for deviations):

Y = Wyxq + Wyxp + Wex, Y (1)

After the training phase, the coefficients (weights) and will be assigned some
values, for example:

Y =3,72x, + 1,94x;, + 0,138x, @)

Even in this simplest example, it can be clearly seen that features and have higher
weights than feature . Assuming that these features are appropriately normalized
(their values are comparable values), you can eliminate the feature , knowing that it
will not significantly affect the performance of the regression model.

Table 1. Features

Ne Feature name Ne Feature name
1 sha256 26 minor operating_system version name
2 appeared 27 major_subsystem_version
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3 label 28 minor subsystem_version
4 file size 29 sizeof code

5 vsize 30 sizeof headers

6 has debug 31 sizeof heap commit
7 exports 32 imports

8 imports 33 exports

9 has relocations 34 entry

10 has_resources 35 name of section
11 has_signature 36 size_of section
12 has_tls 37 vsize_of section
13 symbols 38 entropy

14 header 39 props

15 timestamp 40 histogram

16 machine 41 byte entropy

17 characteristics 42 strings

18 subsystem 43 num_strings

19 dll_characteristics 44 avlength

20 magic 45 printabledist

21 major_image version 46 printables

22 minor_image version 47 paths

23 major_linker version 48 urls

24 minor_linker version 49 registry

25 major_operating_system_version 50 MZ

For example, let's say we have the following symbols describing a file in the PE
format:

— histogram of byte values — a histogram of the distribution of byte values in a
binary file;

— byte entropy histogram — a two-dimensional histogram of byte entropy
approximating “the combined probability of containing a value in a byte and local
entropy”’;

— strings: an array of string statistics extracted from the original byte stream,
defined by five or more consecutive characters with ASCII values between 0x20
(space) and 0x7f (del), or special strings such as C:\, HKEY , http://, and contains
characteristics such as number of lines, average line length, number of C:\ paths,
URL instances, registry keys, and a character distribution histogram;

— some “syntactically parsed characteristics”, for example:

* general information about the file - high-level details about the PE file, such
as whether it was compiled with debug symbols, number of functions exported/
imported, etc.;

» file header information - details that can be obtained from the header section of
a PE file related to the computer, architecture, OS, linker, etc.;

« information about sections of a binary file - names, sizes, entropy;

* import information — information about imported libraries and functions that
can be used in the analyzed PE file;
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* export information — information about functions exported from the analyzed
PE file.

From among the above-mentioned signs, we further sort out the signs we need
and prepare the data necessary for machine learning.

We will use these sets of extracted features (table 1) to classify files into
malicious or benign types. To do this, we use the k-nearest neighbor algorithm.

The k-nearest neighbors (kNN) algorithm is the most widely known example of
a lazy learning technique. Due to its simplicity, the kNN method is often used as
a practical example to introduce machine learning concepts. This type of machine
learning technique defers most of the computation to classification time instead
of doing the work during training. (Kaggle and Microsoft, 2018). Lazy learning
models do not learn data generalizations during the training phase. Instead, they
capture (record) all the training data points that are passed to them and use this
information to create local generalizations on the test set during classification.
(Benjamin Bengfort et al., 2019).

The k nearest neighbors method is one of the simplest machine learning
algorithms with the following characteristics: (Hyrum et al., 2018):

- the training stage consists of a simple recording (fixation) of all feature vectors
and corresponding label elements in this model;

- the classification prediction is simply the most frequently occurring label
among the k nearest neighbors in the test sample (according to the name of the
technique).

Distance metrics for determining how “close” points are to each other in an
n-dimensional feature space (where n is the size of the feature vectors) are typically
the Euclidean metric (distance) for continuous variables and the Hamming distance
for discrete variables. (Henrik Brink et al., 2017).

Results

The classification report is presented in Table 2.

Table 2. Classification report

Precision Recall Fl1-score Support
0 0.90 0.78 0.83 7458
1 0.84 0.94 0.89 9711
avg/total 0.87 0.87 0.86 17169

Accuracy is our most common evaluation metric and is easy to understand,
i.e. the number of samples to be matched divided by the number of all samples. In
general, the higher the accuracy, the better the classifier. The degree of accuracy
is indeed a very good and intuitive measure of the estimate, but sometimes a high
degree of accuracy does not reflect the algorithm. The accuracy of the model was
0.866620071058.
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Precision is for the results of our predictions and shows how many samples
whose predictions are positive are correct. Then there are two possibilities to predict
the positive class, one is to predict the positive class as class positive (TP) and the
other is to predict the negative class as class positive (FP).

Recall is for our original sample and indicates how many positive examples
in the sample are predicted correctly. There are also two possibilities, one is to
predict the original positive class as class positive (TP) and the other is to predict
the original positive class as class negative (FN). The recall rate is a measure of
coverage.

Fl-score. Indicators Precision and Recall sometimes have contradictions,
so they need to be considered comprehensively. The most common method is
F-Measure (also known as F-Score). F-Measure is the weighted harmonic mean of
precision and recall.

Support is the number of instances of each class.

Conclusion

This article provides information on how high the level of distribution of
malicious software equipment is at the present time and the importance of their
detection using machine learning algorithms, as well as data obtained from practical
work. The classifier model is trained on data normalized by feature importance. The
trained model takes only external observation data (on the end user's machine) as
input. Based on these data, the model tries to reconstruct the complete pattern of
events. Model training and training is an independent study. The machine learning
module is constantly trained on the results of running the suspicious software, and
the model on end-user machines is updated in a continuous integration mode.
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Abstract. Chatbots are applications that can conduct conversations with users
in natural language. In the medical field, chatbots have been developed and used
for various purposes. They provide patients with timely information that can be
crucial in some scenarios. This study was aimed at developing a chatbot in the
medical field. The chatbot is configured to convert natural language queries into
corresponding SQL queries. SQL queries are executed using the knowledge base,
and the results are returned to the user in a natural dialog box. The chatbot was
designed to solve common template queries. Methods of knowledge output were
used to generate responses to queries. As a result of the development of the chatbot,
an approbation work was carried out to test the service.

Keywords: chatbot, medicine, Python, variables, Framework, telegram
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MEJUIUHAJIA YAT-BOTTAPIbI KOJIJAHY NMEPCIEKTUBAJIAPDBI

AnHotanus. Yar-60TTap-Oy1 KojjaHylIbUIApMEH TaOuWFHM TinAe ceinece
aJlaThlH KOChIMIIajap. MenuIUHANBIK calafa 4aT-00TTap aypydsl angblH-aiy,
MICUXUKAIIBIK JKaFJaipl aHBIKTAy CHAKTBI OPTYpPJIl MakcaTTapia >KacallbIHFaH.
Omnap narueHTTepre Keioip creHapuiiepie MaHbI3Ibl 00JTybl MyMKiH OOJIaThIH A
yakTbUIBI akmapar Oepeni. byn makanana Python GarnmapiamachiHBIH KeMETiMEH
MeINIMHA CaJIaChIHAAFbl YaT-00TThI 93ipJiey KapacThIpbUIFaH. YaT 00T TaOUFH TiAET1
cypanbicTapabl THicTi SQL cypaynapeiHa TYpiaeHIipy YIIiH KOHQUTYpaluusIaHFaH.
SQL cypaynapsl OiiiM 0a3achlH KOJJIaHa OTBIPBI Kacallajbl )KOHE HOTIDKEIICP
TaOUFU TIJIKATBICY TEpe3eCiHie KONJIaHyIIbiFa KahTapbuiaapl. Yar -00T Kallbl
maONOHABIK CYpaHbICTapAbl Inemyre apHanraH. Cypaynapra skayan Oepy YIIiH
Oumimai any oamicrepi KomgaHbuiabl. Yar-O0TTHI 93ipiey HOTHXKECIHAE CEPBHCTI
TECTiJIey YIIiH anpoOalusUIbIK XKYMBICTap Ti30eT )Kypri3iii.

Tyiiin ce3mep: wuyar-Oor, meauuunHa, Python, ailiHbIManel, @OpelMBOPK,
TeJNerpamMm
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HEPCHEKTHUBbI UCITOJIB3OBAHUS YAT-5OTOB B MEJIMITUHE

AnHoTamus. Yar-00Thl — 3TO MPUIIOKEHHUS, KOTOPbIE MOTYT BECTH Oeceibl
C TONB30BaTEeNsIMH Ha €CTECTBEHHOM si3blke. B MenunuHckod ob6iactu yar-
00TBl ObUIM pa3paboTaHbl M WCIOJIB30BATKMCH JUIsl PasIUuHBIX Ienei. OHu
MPEAOCTABISIOT MAIIEHTAM CBOEBPEMEHHYIO HH(OPMAIIUIO, KOTOPast MOXKET UMETh
pelaroiiee 3HaYeHWE B HEKOTOPHIX cleHapusax. JlaHHoe uccienoBaHue OBLIO
HampaBieHO Ha pa3paboTKy yar-00Ta B MEIUIMHCKOH cdepe. Yar-00T HAcCTpoeH
Uil Tipeo0pa3oBaHus 3allpOCOB HA E€CTECTBEHHOM S3bIKE B COOTBETCTBYIOLIHE
SQL-3ampockl. SQL-3anpochl BEIMONHAIOTCS C UCIOIB30BaHUEM 0a3bl 3HAHMIA, U
pe3yNbTaThl BO3BPAIIAIOTCS MOJNB30BATENI0 B €CTECTBEHHOM JHAIOTOBOM OKHE.
Yat-60T ObLJT pa3zpaboTaH AJIs pelieHHs PacpOCTPAaHEHHBIX MA0JIOHHBIX 3aIIPOCOB.
Mertozp! BBIBO/IA 3HAHH OBLIIM MPUMEHEHBI AJISl TeHEPallii OTBETOB Ha 3allpPOCHL.
B pesynwrare pa3zpaboTku yar-60Ta OblIa MPOBEACHA anpoOaMoOHHast paboTa s
TECTHUPOBaHUSI CEPBHCA.
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Beenenne

Yar-00TbI — 3TO CHCTEMBI, CIOCOOHBIE OOIATHCS C IIOIL30BAaTENIMH Ha
€CTECTBEHHOM S3bIKE TaKMM OOpa3oM, KOTOPBIH HWMUTHPYET B3aUMOJCHCTBHE
C peaJbHBIM 4eloBeKoM. Pa3paboTka 4ar-O00TOB JaBHO NpHBICKala BHUMaHHE
uccnenonareneil. Eliza Obuta 01HO# U3 MEPBBIX MOMBITOK pa3pabOTKU Pa3roBOPHON
cucremsl. B 1966 rony npodeccop MaccauyceTckoro TeXHOJIOTHYECKOTO HHCTUTYTa
Ixozed Belinenbaym paspaboran KOMIBIOTEPHYIO HpOrpaMMy MOA Ha3BaHHEM
Onuza. CynuTaeTcs, YTO 3TO NMEPBBIA 4aT-OOT B UCTOPUHU. Din3a ObLIa MPOCTHIM
4ar-00TOM Ha OCHOBE KIIIOYEBBIX CJIOB, MMUTHPYIOIIUM YeEIOBEKa-MCHUXHATPA.
[IporpamMma oOImanace, CONMOCTABISAS BOMPOCHI IMONb30BaTeNIel CO CLEHAPHSIMU
OTBETOB, BBEJCHHBIMU B e¢ 0a3zy naHHbIX. C Tex mop pa3paborka 4ar-00TOB
cTajla HeOThEMJIEMOM YacThl0 MHOTHX objacTteid mpuMeHeHusi. Hanbonee sipkum
MPUMEPOM SIBIISIETCS UCTIONB30BaHUE YaT-00TOB B KAY€CTBE JIMYHBIX TOMOLIHUKOB,
takux kak Apple Siri u Google Assistant. Yar-060Tbl Taxke ObUTH pa3paboTaHbl
W WCTOJIB3YIOTCS B Pa3iMYHBIX OONACTIX MPUMEHEHUS, TAKMX KaK MapKeTUHT U
MPEAOCTaBICHUE PA3IHYHBIX BUIOB YCIYT.

C mepBBIX JIET CBOETO pa3BUTHA JIIOOM HPUMCEHSIH Pa3IHYHbIC METOABI
MPOEKTHPOBaHUA U Pa3paboTku 4aT-00TOB. B mocneanue rofpl, ¢ pacTyluM
BHEJIPCHUEM METOAOB MAIIMHHOTO OOy4eHHUS M HCKYCCTBEHHOTO HMHTEJUICKTa B
Pa3NUYHBIX 00MACTSIX MPUMEHEHHUS, COBPEMEHHBIC METOIBI CO3AaHUs JUAJIOTOB U
yIpaBieHUsl THAIOTaMH BCE Yalle MCIOIb3YIOT METOIbI MAIMHHOTO OOY4YeHUs U
DIyOOKOTO 00y4EHHUSI.

MenuurHa — 3T0 00J1aCTh IPUMEHEHHS, T/IE YaT-00ThI BCE Yallle UCTIOIB3YIOTCS
B KaueCTBE MHCTPYMEHTa Ui OOJNerueHus JOCTyNa K WHPOPMAIMHU CO CTOPOHBI
MalMeHTa U CHIDKEHUSl Harpy3KH Ha Bpaua. MHOTME KOMMEpUECKUE MPUIIOKEHNUS
U151 4aT-00TOB, AOCTYITHEIE B BU/IE BEO-TIPHIIOKEHUH MIIM MOOWITBHBIX TPHIIOKEHHIH,
ObLTH pa3padoTaHbl 7151 B3aMMOJCHCTBUS ¢ MaleHTaMu. HekoTopbeIMu MpuMepaMu
4ar-00TOB Ui 3IpaBooxpaHeHus sBisoTcs OneRemissionl, KOTOpbI ObLT
paspaboTaH, 4TOOBI MOMOYB BBDKMBLIMM HoOcie paka; Babylon Health, mporpamma
JUISl IPOBEPKU CUMIITOMOB; U Wysa, 4aT-00T AJ1s1 ICUXHYECKOTO 3J0POBbSI, KOTOPBIN
B3aMMOZCUCTBYET C MOJIH30BATEIEM, YTOOBI TIOMOYL C MPU3HAKAMU OeCIIOKOICcTBa
u penpeccun. [loaToMy wLenblo 3Toil paboTHl SBISETCS YIyYlICHHE KadecTBa
00CITy)KMBaHUS KIIMEHTOB MyTeM pa3paboTKa 4aT-00Ta B cepe MEIULUHBI.

MarepuaJibl 1 OCHOBHbIE METOABI

[To MHOTMM IpUYMHAM BaKHO 3HATH TEKYILEE COCTOSHHUE PAa3IMYHBIX METOAOB
W TEXHUK, UCIOJIb3yeMBIX MpPU pa3paboTKe 4aT-00TOB B MEIUIMHCKOH cdepe.
[IpoBeneHue Takoro ompoca MOMOXKET HCCIECIOBATEIsIM B OyIylIeM ONpPEACIHTh
pa3u4HbIe METOJBI, KOTOPHIE MCIIOJIL30BAICh, H UCIOIB30BaTh CYLIECTBYIOLINE
MOJXOABl JUIsl Pa3pabOTKK Oojiee WHTEIUICKTYyallbHBIX 4ar-O00TOB, KOTOPBIC
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obecrieynBaloT OoJiee €CTECTBEHHBIH OIBIT JUIS IMOJB30BaTeNs. Takke BaKHO
BUJICTh, KAKOBO TEKYyILEEe COCTOSHHE Pa3padOTKH 4ar-OOTOB IO OTHOIICHUIO K
pa3paboTKe 4aT-00TOB IUIsi Ipyrux NpuiokeHui. [loaTromy B aTol padore MBI
MPOBENN MPEIBAPUTENBHBI 0030p JOCTYITHOW JHTEpaTyphl MO pa3paboTKe daT-
00TOB B 00JAaCTH MEIUIMHBI, TOCTPOWIIM U OINPEACIIMIN OCHOBHBIC KOMITOHEHTBI,
y4YacTBYIOIIUE B pa3pabOTKe yaT-00TOB, a TAKKE OMTHCAHHE METOJI0B, UCTIOIb3YEMBIX
npH pa3pabOTKe KayKI0TO U3 BBISBICHHBIX KOMITOHCHTOB.

Kak mpaBuio, 4aT-60THl COCTOST W3 7 KOMIIOHEHTOB M MMEIOT CIECAYIOLIYIO
cTpykTypy (Pucynok 1):

O6paboTka ecrecTBeHHOro s3blka. (OpaboTka €CTECTBEHHOTO  SI3BbIKA
(NLP) mo3Bossier yar-60tamM IpeoOpa3oBbIBaTh TEKCT M PEdb IIOJIH30BATENCH B
CTPYKTypHpOBaHHBIC JaHHBIC, TOHATHBIE MammHe. NLP cocrout u3 ciemyrommx
I1aroB:

TokeHM3aMs: TaKKe Ha3bIBacMasl JICKCHYECKUM aHAJM30M, HPEICTABISET
co00ii Tporiecc pa3aeneHusl CTPOKU CIOB, 00pa3yIoINX MpeaIoKeHne, Ha Ooree
MEIIKHE YacTH «TOKCHBD) HAa OCHOBE €€ 3HAYCHHS U €€ OTHOLICHHUS KO BCEMY
TPEIUIOKEHHIO.

Hopmanusanus: Takyke Ha3blBaeMasi CHHTAKCHYECKHM aHAJIM30M, PE/ICTABISET
co00ii Tpolecc MPOBEPKU CIIOB HAa HAJIMYUE OINEYAaTOK M TPHBEACHHS HX K
cranapTHoi popme. Hanmpumep, ciioBo «tmrwy OyzeT npeoOpa3oBaHO B «3aBTPay.

Pacrio3HaBaHne 00BEKTOB: MPOIIECC MTOMCKA KITFOYEBBIX CIIOB JISL OTIPEACTCHHS
TEMBI Pa3roBopa.

CemaHTHYECKHH aHAJIM3: IPOLIECC ONPEACICHUS 3HAUCHUS IPEITIOKCHHS ITyTEM
MOHMMAaHMS 3HAUYSHHUS KaXKJIOTO CJIOBA M €T0 OTHOLICHHS K 00IIel CTPyKType.
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Pucynok 1. Ctpykrypa 4at 6oTa.

ITonumanue ectecTBeHHOTO s13b1Ka. [loHuManue ecrecTBeHHOTO s13b1Ka (NLU) —
ato moxpaznen HJIIL, kotopsiii pokycupyeTcs Ha TOHUMaHUY CMBICIIA YeTTOBEYe CKON
peuH ImyTeM paclo3HaBaHUs 3aKOHOMEPHOCTEH B HECTPYKTYPUPOBAHHOM PEYEBOM
BBoze. Pemennsa NLU coctosiT U3 3 KOMIOHEHTOB:

-CioBapb U151 ONIPEAEIICHUS 3HAYCHUS CII0BA;

-ITapcep, 4ToOBI ONpeneINTh, COOTBETCTBYET JIM CUHTAKCUC TEKCTA IPaBUIIaM
SI3BIKA;
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-I'paMmmarnueckue mpaBuia Ans pa3OMBKKM BBOAA HAa OCHOBE CTPYKTYpBI
NPEASIOKEHUS U yHKTyaluy.

NLU mno3Bossier yaT-00TaM kiaccu(UIMPOBaTh HaMEPEHUs MONb30BaTesei 1
TeHEpUPOBATh OTBET HA OCHOBE 00YYAaIOLINX JAaHHBIX.

bazaznanuii. bazaznannii—3to 6nbaroTekanHpopmManrm, HaKOTOPYIO OLTpaeTCs
4ar-00T Ul MOJTYYEHHUs] NAHHBIX, WCIHOJIB3YEMBIX U OTBETA MOJIb30BATEIISIM.
Ba3bl 3HaHMi pa3nuyaioTcs B 3aBUCUMOCTH OT oTpeOHOcTel Onsneca. Hampumep,
0a3a 3HaHUi yaT-00Ta I BeO-caiiTa 3IEKTPOHHOM KOMMEpLUH OyJIeT coaepKaTh
nHPOPMALMIO O NPOAYKTaX, QYHKUIUIX U [IeHaX, Toraa Kak 0a3za 3HaHWK 4dar-0oTa
IUIsL 3IpaBOOXpaHeHHsI OyaeT coiepkaTb WHPOPMAIMIO O KaJeHAApsX Bpayew,
gacax paboThl OOMBHUIL M 00sI3aHHOCTAX anTeK. KpoMe Toro, HEKOTOpbIe 4aT-00ThI
WHTETPUPOBAHBI C BEO-CKpanepaMu JUIsl W3BJICUECHUS JaHHBIX U3 OHJIAHH-PEeCypcoB
1 OTOOpaKeHHUs MX IOJIb30BATEISIM.

Xpanunuine AaHHbIX. PazpaboTurkn 4aT-00TOB MOTYT COXPaHATH Pa3TOBOPHI
Uil 00CIyKMBaHUs KIMEHTOB, a TakXe IJs1 O0yuyeHHsS M TECTUPOBaHUs OOTOB.
PasroBops! yar-60ta MoryT xpanutscs B hopme SQL s1okansHO Wi B o0JIake.

Hucneryep auanoros. Jlucneryep AUATOTOB — 3TO KOMIIOHEHT, OTBEYAIOLIHH 32
XOJ1 pa3roBopa MeXIy MoJib30BaTeeM 1 4aT-00ToM. OH BeAET yueT B3auMOACHCTBUI
B paMKax OHOTO pa3roBoOpa, YTOObI PeLINTh, KaKk pearnpoBarb. Hampumep, ecnu
MOJIB30BaTENb TOBOPUT «Sl Xouy 3akas3aTh KIyOHHYHOE MOPOKEHOE», a 3aTeM
B Pa3roBope TOBOPHUT «V3MEHHTH MOH 3aKa3 Ha IIOKOJAIHOE MOPOKEHOE,
JMaJIOTOBBI MEHEDKEP TO3BOJIUT 00Ty OOHAPYKUTh U3MEHEHUE «KJIyOHHYHOTO»
Ha «IIOKOJIaHOE.

Ienepanust ectecTBeHHOTO si3bIKa. [eHepamms ectectBeHHOTO sizbika (NLG)
— 93TO mpouecc Npeodpa3oBaHMUsl MAIIMHHBIX CTPYKTYPHPOBAaHHBIX JAHHBIX B
yaobountaemelii TekcT. [locne moHumMaHuss HamepeHHH monb3oBateneid y NLG
ecTb 6 mara Jisl CO34aHus OTBETA!

Omnpenenenne copepkaHus: (UIbBTpalMsa CYIIECTBYIOIIMX NOaHHBIX B 0a3ze
3HAHHH, YTOOBI BEIOPATH, YTO BKIIIOUYUTH B OTBET.

WuTepnperaius JaHHBIX: MOHUMaHUE M1a0JIOHOB U OTBETOB, IOCTYIIHBIX B 0aze
3HaHUM.

[InmanupoBaHue JOKyMEHTa: CTPYKTYpUPOBAHUE OTBETA B IIOBECTBOBATEILHON
MaHepe.

Arperanys TpPEASIOKEHUH: COCTABICHUE BBIPAKECHUM W CIIOB JUIA Ka)IIOTO
MPEATIOKEHHSI B OTBETE.

I'pammaru3anys: npUMEHEHHE NMPaBUI IPaMMAaTHKH, TAKUX KaK IyHKTyalus 1
mpoBepka opdorpaduu.

Peanuzanum s3pIka: BBOA JAHHBIX B SI3BIKOBBIC IIAOIOHBI ISl oOecneyeHus
€CTECTBEHHOTO MPE/ACTABICHHS OTBETA.

[Tonp30Barenbckue uuTEpdeiicsl. Jnanorosele mojap30BarTenbckue HHTEpQEnch
— 9TO BHemHUWI wuHTepdeiic uar-00Ta, KOTOpHIH obecrmedynBaeT (U3NYECKOe
npeAcTaBieHre pasroBopa. OHHM JAETSITCS Ha TEKCTOBBIE WJIM TOJIOCOBBIC

36



ISSN 1991-346X 2. 2023

MOMOIIHUKHA. M WX MOXKHO WMHTErpHpOBaTh B pa3Hble IUIaTPOPMBI, TaKHEe Kak
Facebook Messenger, WhatsApp, Slack, Google Teams u T. a.

Jlnst co3nanus 4aT-00Ta Mpeskae Bcero ycraHoBnuBaeM (peiimBopk Telegram
Bot. [Iys1 ero peanusanuy HCHoNb3yeM KOMaHIHYIO CTPOKY:

$ pip install python-telegram-bot

JInst BBISBIIGHHSI KaKHX-THOO OHIMOOK B Ipolecce paboThl YCTaHABIMBAEM
(peiiMBopk Tenerpam peructpanuu Python(PucyHok 2).

calsgram._ FxL Opdacer, Commapiflacdier, Messsgedardier, Tiltwrw, Dispatchec
v
=egadng

AWTELT A epgang REETE

ar = loging.qeilogges| sase |

spilann
cpdit4s & Dpdatidc
= B, UER COTCRETE 5

SPEAANER. FLAFE PALLLVER

PucyHok 2- YcranoBka (GppeiiMBOPKOB.

B kone mepemennas Updater siBissercs mioOaidbHBIM mepeMeHHbIM. OH
o0ecrieuynBaeT JICTKUH MepeIHUi KOHeI[ JUIs pa0oThl ¢ OOTOM W 3allyCTHTh HAIl
HOBBIH 00T ¢ momomsio Updater. [lepemennas UPDATATER.START POLLING
() 3amyckaeT 00T ¥ HAYMHAET OIMPOC JIJIs JIFOOBIX OOHOBJICHUI YaTa 1Mo TelerpaMMme.
Bor HauHeT onpoc B CBOMX OTAENBHBIX MOTOKAX, YTOOBI HE OCTAHOBUTH CLEHAPHI
Python.

Komana UPDATER.IDLE () ucnons3yeTcst Ajisi TOro, YTOObI 3a0JOKHPOBaTh
CKpHIIT, TIOKa TI0JIb30BATENb HE OTIPABUT KOMaHIy, YTOOBI BEIPBATHCS U3 CKPHIITA
Python.

[Ipu 3amycke 3TOro cueHapus Bl CMOXKETE YBHIETH COOOIIEHHS, KOTOpHIC
3alyCTHIIN OOT M OOHOBJICHHUSI, a TAKXKE 3aMyIIeHO psiJ MOoTOKOB(PucyHok 3).

- formt (TOMEH) ; mastoda=|

ardale = REEedies, Dpdabhe. B SrEn i Creen el geh_ i ki [elbies 1o Wi
ERNT_LE = LSpsliEE mSpEspE_chat.id

mag 1a = ._".:".T'??:_‘.'.T"‘?.‘.:'_'—ﬁ

EEaE = pedAste, Bessese, Sae® pRSddn i 1 EmEeAR ]

Lot . sedieinn e | ahat _dd=alial dd, Leat=bal_welosss, ieply Lo Seseeje ddemsqy Ll

Eotr.seedfiacojchan_sdd-chaz id; pghose—arl; repiy =o

, (—

T LR T E Y

T IREGT 1aTmEg Ldl

L TS L AR T Eoral_ L8, TERTS 4", FeBdYy i RacE_ L A=EAE_id}

Pucynok 3 - 3amyck nporpaMmsl
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Pesysabrarsl

MHTYUTUBHO TIOHATHBIN CIIOCOO 3aCTaBUTH 3Ty (DYHKIHIO pabOTaTh COCTOUT B
TOM, YTO MbI Oy/IEM BBI3bIBATh €€ KaXIyI0 CEKyH]Ty, YTOOBI OHA IIPOBEPsIa, IPUIILIO
71 HOBOe cooOrieHue(PucyHok 4).

¥
Ll a
%" War-Fou elanaig

Pucynok 4 — IlepBast cTpaHuna peann3anuy 4aT-0oT.

Cucrema coOupaeT CUMITOMBI, HCTOPUIO OOJIE3HN W MOATOTABINBACT AaHHBIE
st Bpada. TakuMm oOpa3zoM, BO BpeMs MpHEMa JTOKTOP MOXKET COCPEAOTOUYUTHCS
Ha TUarHOCTHKE U JieueHnu. Bes nHopMmanms o nanueHTe coopana 3apaHee.

Oocy:xnenue

Hnst mpoBepku paboTacnocoOHOCTH 4YaT-00Ta ObUIa IpOBENEHa TecToBas
pabora. B obmieii cnokHocTH 87 y4acTHHKOB TPHUHSIIM y4acTue. BospactHoit
nuarnaszoH 18—55 rona, cpemuuii Bo3pact 36 siet. [1o utoram TecTOBOM paboThI, OBLT
nposezieH onpoc(Tadnuma 1).

Ta6mmna 1
Pe3ynbrar aHKeTHPOBAHHUS
Ne Hasganue Bompoca Ha(%) Hert (%)
1 Vno0HO JI1 UCTIOIB3BATh 4aT 00T? 86 14
2 [IpenmyiecTBa: 5JKOHOMHUS BpEMEHU 70 30
3 IIpenmymiecTBa: JOCTYIHOCTb 100 0
4 [IpenmymiectBa: a3 dexruBHOE BepOoBaHIe HHPpOpMAIUU 100 0
5 Db dexTrBHOE 00pabOTKA TaHHBIX 85 15

Kak MbI BunuM B Tabnuile, 86 % pecrnosaeHTaM ynoOHO HCIIOIb30BaTh CEPBUC,
a Taxke 70 % CcYMTAOT, YTO MOKHO COKPATUTh BpEMS Ha KOHCYJIBTAINIO, TaK KaK
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coop nndopmaruu 3aauMaet 60 % BpeMeHH KOHCYIBTallUU U JUIUTCS A0 15 MUHYT.
AJNTOpUTMBI COKpamaroT BpeMsi cOopa B HECKONBKO Pa3 M MO3BOJSIOT CHU3UTH
BeposiTHOCTh omuOku. [loctymHocTs cepBuca u 3ddexkTuBHOE BepOOBaHHE
nHpopmaruu cocrasisier 100 %. Takum oOpa3om, Hair yar-00T:

AHanu3upyer >kanoObl NallMeHTa U YTOUHSET AeTald CHMIITOMOB;

CrpammBaet npo HanOoJee BEpOATHBIC U BaKHBIE CUMIITOMBI U UX YTOYHCHUS;

CTpyKTypHpOBaHHO COOMpaeT aHaMHe3 KU3HH U IpyTrue GpakTopsl;

3.1 CrpykrypupoBaHHas HH(GOPMALHS 10 aHAMHE3Y MIPEAOCTABISIETCS Bpady;

B 3aBuCHMMOCTH OT TOCTaBICHHOM 3aJa4M BBIJAET PE3yNbTar.

3akiaouenmne

U Tak B 3aKiII04eHNH, LeJIb HAIIETO YaT-00Ta COCTOUT B:

CokpalieHny BpeMEHHU, KOTOpOe MALUEeHT U JOKTOP TPaTAT Ha KOHCYIBTALHIO.
Cepsuc coOupaet aHamHe3 3a 1—3 MUHYTBI, YTO HAMHOTO OBICTpEE, YeM OTBEYATh
Ha aHAJIOTUYHBIE BOIIPOCH! Bpady.

[loBpimenus kauectBa. CucTeMa 3alaeT MHOXECTBO BOIIPOCOB, arperupys
Oounp1110# 00beM MH(GOPMALIUK M CHUKAsl PUCK TOTO, YTO JOKTOP YTO-TO IPOITYCTHUT.

CTpyKTypUpOBaHHBIN cOOp JaHHBIX O kaynobax M cumnroMax. Ecnm paHbiie
OHU COOHMpANUCh B TEKCTOBOM BHJIE B CBOOOAHOH (hopme, To Omaromaps 60Ty OHU
coOuparoTcsi CTPYKTYPHUPOBAaHHO M HUMEIOT KOHTEKCT, TaK KaK MO OOJBIINHCTBY
CHMIITOMOB HallUEHT OTBEYAET Ha JOMOIHUTEIBHBIE BOIIPOCHI.
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Abstract. The protection of agricultural crops from pests in Northern Kazakhstan,
such as the striped bread flea (Phyllotreta vittula) occupies an important place in
crop production, allowing not only to preserve the harvest, but also to strengthen
food security. Early detection of the pest to find solutions remains a challenge in
the field of sustainable agriculture. The most promising way to protect plants from
pests is the use of new technologies, such as machine learning, neural network.
We investigate the factors for the identification of the striped bread flea, in order to
obtain versatile information: the collection and processing of data characterizing
the species composition, distribution and development of the pest is organized,
we collect data for the last ten years in Northern Kazakhstan. Machine learning
methods will use numerical data to identify the pest of plants. The use of machine
learning in agriculture makes it possible to increase the efficiency and accuracy of
farming with less labor and high quality products. The next stage of the research is
to normalize all the collected data using data normalization in the Python program
and further use them in neural network training. The normalization process enters
the initial stage, after data collection during forecasting in machine learning.
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bread striped flea
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Anpgarna. Conrycrik Kasakcranaarsl aybul MIapyallbUIbIFel JaKbUIJapbIHHAH
xonaktel Oypre (Phyllotreta vittula) cusikTel 3uMsHKecCTEpIeH KOpFay OCIMJIIK
HIapyalbUIBIFBIHA MaHBI3bI OPBIH aNaibl, Oy eTiHAl caKTam KaHa KoiiMai, a3bIK-
TYJK KayilCi3OiriH HeIFaiiTyra MyMKIiHIIK Oepexmi. 3usSHKeCTEpIi epTe aHBIKTay
aybul IIApyallbUIBIFBl cajlachlHAa wiemrimiaepai Taly yImiH ami e mpobiema
Ooubill TaObUIAABI. OCIMAIKTEPl 3USHKECTEPJCH KOPFayAblH €H MEPCIeKTHBAIBI
KOJIBI MAIIUHAJIBIK OKBITY, HEHPOHIBIK JKENi CHSKTBI JKaHa TEXHOIOTHSIIAp.IbI
naiinanany. HaHHbIH >KonakTel Oyprecin aHbIKTay (akTopiaapblH 3epTTEHMI3, KaH-
KaKThI aKnapar ajy YIIiH: 3UusTHKECTEPIiH TYPIiK KYpaMbIH, Tapalybl MEH 1aMybIH
CUMATTAUTBIH JEPEKTEepHi >KUHAY XOHE OHACY YHWbIMAacThIpbuiaabl, CONTYCTIK
Kasakcranna COHFBI OH JKbUINAFBI ACPEKTEpAl )KUHAMMBI3. MalluHANBIK OKBITY
ozmictepi ©CIMIOIK 3HMSHKECTEpiH aHBIKTAyFa apHajfaH CaHIBIK JAepeKTepai
nainanaHanel. Ayl MIapyallbUIBIFBIHAA MAaIlIMHAIBIK OKBITYIbl KOJIJaHy €HOEK
IIBIFBIHAAPBIH  a3aMTHIN KOHE OHIM camachlH apTThIpyFa MYMKIHIIK Oepei.
3eprreyain keneci ke3eHi-Python OarmapnamachlHAarel JepeKTEpi KajblKa
KeNTipyAl KoJaHa OTHIPBII, OapIbIK KUHAIFaH IePEKTePAl KAJIbINKA KETIpY *KoHE
OHBI HEHPOHJIBIK KEJIiHI OKBITYHa Of1aH opi KoyigaHy. Kamnbika kenTipy nporieci
MAaIllMHAJIBIK OKBITYa OOJKay Ke3iHJe NepeKTepAi KUHAaFaHHaH KeiliH OacTamnkbl
KE3€HIe CHEII.

Tyiiin ce3nep: nepexTepli KalblllKa KENTipy, MallMHaJBIK OKBITY, OOJDKay,
aybUI HIAPyallbUIBIFB, )KONAKTHl HAaH Oypreci

Kap:xblianasipy: 3epTrey aBTOpiapablH KeKe Kap>KbIChIHAH KYPTi3iii.

Mynaesep KakThIFbICHI: ABTOpIIap OCBI MaKajaia MYJAeiep KaKThIFBICHI JKOK
e MAJIIMAEH 1.
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AHHOTanus. 3alIUTa CEIbCKOXO3SHCTBEHHBIX KYIBTYp OT BpeauTeNeid B
CesepnomM Kazaxcrane, Takux kak xyieOHas nonocaras onomika (Phyllotreta vittula)
3aHUMAaeT BaKHEHIlIee MECTO B paCTEHUEBO/ICTBE, TIO3BOJISISI HE TOJIBKO COXPAHUTh
ypoXail, HO U YKpPEeNnuTh NPOJOBOJIBCTBEHHYIO 0€30MIaCHOCTh. PaHHee BbISBICHHE
BpEOUTENS AJISl MIOMCKA PElICHUH MOo-TPeXXHEMY OcTaeTcs mpobneMol B obmacTu
YCTOWYHMBOTO CEJIBbCKOTO Xo3siiicTBa. Hamboiee mnepcneKTUBHBIM cHocoOoM
3alIUThl PACTEHUH OT BPEOUTENsl SIBISETCS MCIOJIB30BaHUE HOBBIX TEXHOJIOTHUH,
TakuX Kak MalmnHHOe oOydeHue, HEHpOHHas ceTh. McciemyeM (akTopsl 1o
BBISIBJICHUIO XJIEOHOM MOJI0CaTOH ONOIIKH, C LENbI0 MONyYeHHsT pa3HOCTOPOHHEH
nH(pOpMaIMK: OpraHu3yeTcs cOOp W 00paboTKa NaHHBIX, XapaKTEPH3YIOIIUX
BUZOBOW COCTaB, pacpOCTpaHEHUE U pa3BUTHE BPEAMTEIs, cCOOMpaeM JaHHBIC 3a
nocnenuue aecsats JeT B CeBepHom Kazaxcrane. MeToapl MatmHHOTO 00y4YEHUS
OyIyT MCIIOIB30BaTh YUCIOBBIEC JaHHBIE 10 HACHTU(DUKAIIMN BPEAUTEIIST PACTCHUH.
[IpuMeHeHne MamMHHOTO 00YYECHHUS B CEITLCKOM XO35HCTBE MO3BOJISIET TOBBICHTH
3G PEKTUBHOCT U TOYHOCTH BEJICHUS CEITLCKOT0 XO3IHCTBA C MEHBIIMMHU 3aTpaTaMu
Tpyda U BBICOKMM KaueCTBOM MpoxyKuuu. CIenylomuM 3TaloM HCCIeAOBaHUS
SBJISICTCS. HOPMaJIM30BaTh BCE COOpaHHBIC NAHHBIC, HCIIONB3YS HOPMAaIH3aLUI0
JaHHBIX B mporpamMe Python u B manpHelilmieM npuMeHeHHE MX B OOyueHHH
HelipoHHOU certd. IIponecc HopManu3auuu BXOAMT B HayalbHBIA 3Tall, IIOCIE
cOopa IaHHBIX NPH MPOTHO3MPOBAHHH B MALTMHHOM OOyUYCHHHU.

KiwoueBble ciaoBa: HopMmanu3alus JaHHBIX, MAalIdHHOE OOydYeHHe,
MPOTHO3UPOBAHKE, CETBCKOE X035 CTBO, XJIeOHas monocaras Onomka

dunancupoBanue: VccnenoBanue MpoBOAMIOCH U3 TMYHBIX CPEJICTB aBTOPOB.

Konduukr wuHTEepecoB: ABTOpHI 3asBISAIOT 00 OTCYTCTBHM KOH(IHKTa
HWHTEPECOB.
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Introduction

Agricultural productivity makes a significant contribution to the economy of
Kazakhstan. Pests of grain crops seriously affect the main production and cause
great damage to the economy. One of such permanent pests of grain crops is the
bread striped flea.

Health monitoring and early diagnosis of pests of grain crops is the most
important task of sustainable agriculture. Information about the early diagnosis of
certain plant diseases can facilitate pest control by choosing the right methods of
combating them to increase grain yield. Manual identification of disturbances in
grain crops can lead to inaccurate measurements of pesticides.

This work is carried out manually by agronomists, the above problem requires
the intervention of the latest technologies for predicting the appearance of plant
pests. Therefore, a method for recognizing pests of agricultural crops based on a
modified capsule network has been proposed in world science (Zhang, 2022). The
modified capsule network is used to improve the traditional convolutional neural
network, and the attention module is introduced to capture the most important
classification features and accelerate network learning. The results of experiments
with a set of images of pests confirm that the proposed method is effective and
feasible in classifying various insect species in field crops and can be applied in the
agricultural sector for plant protection.

Currently, machine learning is very widely used in agronomic research. The use
of machine learning in agricultural data processing makes it possible to increase
the efficiency and accuracy of farming with less labor and high product quality.
Machine learning has emerged together with big data technologies and high-
performance computing to create new opportunities for analyzing, quantifying and
understanding processes that require large amounts of data in agricultural operating
environments.

A comprehensive review of the research of foreign scientists on the application
of machine learning in agricultural production systems is presented. The filtering
and classification of the submitted articles demonstrate how agriculture will benefit
from machine learning technologies. By applying machine learning to sensor data,
farm management systems are transformed into real-time Al-enabled programs that
provide detailed recommendations and analytical information to support farmers'
decision-making and actions (Liakos, 2018).

Modern technologies, such as the Internet of Things (IoT), lay the foundation
for precision farming, which minimizes human labor and costs, as well as increases
agricultural productivity. The Internet of Things generates large amounts of
data that can be used for practices such as crop monitoring or disease detection.
The analysis and interpretation of these data make it possible to understand the
relationships between various agricultural factors, such as soil characteristics and
climatic variables. This contributes to timely and informed decision-making and
planning. Machine learning plays a central role in these decision support systems
by modeling complex patterns that may exist in the data (Condran, 2022).
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The data generated in modern agricultural operations is provided by a variety
of different sensors that allow a better understanding of the working environment
(interaction of dynamic crops, soil, and weather conditions) and the operation itself
(equipment data), which leads to more accurate and faster decision-making.

Tasks are usually divided into various broad categories depending on the type
of training (supervised/unsupervised), learning models (classification, regression,
clustering and dimensionality reduction) or learning models used to implement the
selected task.

In general, the effectiveness of a machine learning solution depends on the nature
and characteristics of the data and the performance of the learning algorithms. In
the field of machine learning algorithms, classification analysis, regression, data
clustering, foreign economic activity - for the effective construction of data-driven
systems, there are methods of structure design and dimensionality reduction, the
study of associative rules or reinforcement learning (Sarker, 2021).

Machine learning, including neural networks, prompted the processing and
analysis of big data obtained in the research of the agricultural sector. To carry
out machine learning, you need to perform a number of actions that include:
preparation of reliable data, normalization of data suitable for machine learning
algorithms, data transformation, method selection (neural network architecture),
re-sampling, building a neural network model and training a neural network. The
main and initial stage in data training is the normalization of the data itself.

Data normalization is a fundamental preprocessing step for data mining and data-
based learning. However, finding a suitable method for normalizing time series is
not an easy task. This is due to the fact that most traditional normalization methods
make assumptions that are not valid for most time series. The first assumption is
that all time series are stationary, i.e. their statistical properties, such as mean and
standard deviation, do not change over time. The second assumption is that the
time series is considered uniform. None of the methods currently available in the
literature solves these problems. Therefore, a new method of normalization of time
series is proposed in world science. The method, called Adaptive Normalization,
was tested together with an artificial neural network in three prediction tasks. The
results were compared with the other four traditional normalization methods and
showed an increase in accuracy in both short- and long-term forecasts (Ogasawara,
2010).

The use of satellite images for monitoring drought in agriculture, both regionally
and globally, is attracting increasing attention of researchers. Since agricultural
drought is one of the most destructive agricultural threats worldwide, which can
lead to significant losses in agriculture and water shortages. Foreign scientists first
analyzed the correlation between the temperature of the earth's surface and the
normalized difference vegetation index using time series under different vegetation
growth conditions, the data obtained showed that the index of the temperature
regime of vegetation can be used only in the warm season (late spring and summer
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periods), when negative correlations are observed between the temperature of the
earth's surface and the normalized difference vegetation index (Hu, 2019).

Thanks to the capabilities of nonlinear modeling, prediction networks with deep
learning have become widely used for intelligent agriculture. Since sensor data
contains noise and complex nonlinearity, and it was necessary to increase their
performance, scientists proposed a reversible network for automatic normalization
of selection. Integrating the level of normalization and renormalization for evaluation
and selection of the normalization module of the forecasting model. Prediction
accuracy has been effectively improved by scaling and transforming input data
using trainable parameters. The results of the forecasting application showed that
the model has a good forecasting ability and adaptability for greenhouses in the
system of intelligent agriculture (Shi, 2022).

Plant diseases are one of the problems that can lead to losses in the production
and economy of the agricultural sector. Early detection of this disease to find
solutions and treatments remains a challenge in the field of sustainable agriculture.
Currently, image processing methods and machine learning methods are used to
successfully detect plant diseases. In order to increase efficiency in the multiclass
classification of plant diseases, automatic diagnostics of leaf diseases is proposed.
This is the development of a system for a convolutional neural network with a
deep learning approach based on batch normalization for the classification of plant
diseases. The importance of using deep learning technology is to make the system
end-to-end, automatic, accurate, less expensive, and more convenient to detect
plant diseases by their leaves (Fahad, 2021).

In the research conducted by, a total of 50 indicators from the categories of
productivity, stability, efficiency, durability, compatibility and equity in agriculture
are used to find out which normalization method is most suitable for further
mathematical analysis to develop a final composite indicator. In order to understand
the consistency and quality of normalization measurement methods and compare
the advantages and disadvantages of various selected normalization processes,
indicators of agricultural sustainability were considered (Talukder, 2017). Each of
the different normalization methods had its advantages and disadvantages. This
research showed that the rules of proportional normalization and hybrid aggregation
of the arithmetic mean and geometric mean are suitable for the selected data set and
that this method has wider application for the development of composite indicators
for assessing the sustainability of agriculture.

In machine learning tasks, the source data is often set in different units of
measurement and types of scales. Such data should be transformed into a single
representation by normalizing or standardizing them. The paper shows the
difference between these operations. The main types of scales, operations on the
data presented in these scales, and the main options for normalization of functions
are systematized. The rules for separating the features of tree classifiers are invariant
to the scales of quantitative features. They only use the comparison operation.
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Perhaps due to this property, the classifier of the "random forest" type as a result
of numerous experiments is recognized as one of the best when analyzing data of
different nature (Starovoitov, 2021).

Thus, it can be seen from the studied scientific works of world scientists that
the following methods have been studied and proposed: the influence of adaptive
normalization on the prediction of time series using artificial neural networks;
the use of satellite images to monitor drought in agriculture; reversible automatic
normalization network for greenhouses in the intelligent agriculture system;
development of a system based on batch normalization for the classification of plant
diseases; rules of proportional normalization and hybrid aggregation for assessing
the sustainability of agriculture; a classifier of the "random forest" type transformed
into a single representation by normalizing them. But the studied scientific sources
do not provide complete information about the factors and normalization of input
data on agricultural pests, including the striped bread flea, for training in a neural
network. Analysis of literature sources has shown that the normalization of data
regarding the processing of data on pests in the agricultural sector, such as the bread-
striped flea, remains poorly studied. This area requires a more thorough analysis,
taking into account statistical data on factors affecting the growth of agricultural
pests, in particular the bread striped flea, and obtaining normalized data for further
training in the neural network.

The purpose of this research is to determine the factors and indicators for the
normalization of input data used in predicting the growth dynamics of the main pest
based on an analytical system to improve yields. To achieve the goal, the following
tasks were set: a) determination of factors for the identification of plant pests
(numerical data of which will be data for machine learning) and data collection
b) normalization of the collected data for further use in neural network training.
The normalization process enters the initial stage, after data collection during
forecasting in machine learning and affects the learning outcome. Therefore, it is
important to consider this stage more carefully.

Methods and materials

Data normalization is an important step in data preparation before training
the neural network. The result of training depends on correctly normalized data.
And also, before data normalization, by analyzing previously researched data on
pest population growth, factors were selected that reflect the dependence of pest
population growth.

There are many ways to normalize and scale feature values to a common range for
use in various machine learning models. They can be divided into two large groups:
linear and nonlinear, depending on the function used. Nonlinear normalization uses
logistic sigmoids or hyperbolic tangent functions with calculated ratios. With linear
normalization, changes in variables are carried out proportionally according to a
linear law.

The need to normalize data sampling is the very nature of the variables used
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in neural network models. Because they differ in a physical sense, their absolute
values are often very different from each other. For example, a sample may contain
concentrations measured in tenths or hundredths of a percent, as well as a pressure
of hundreds of thousands of pascals. Data normalization allows you to move all
numeric values of the variables used to the same change area.

To perform data normalization, it is necessary to know exactly the limits of
change (theoretically possible minimum and maximum values) of the values of
the corresponding variables. Then they will correspond to the boundaries of the
normalization interval. If the limits of variable variation cannot be set precisely,
they are set taking into account the minimum and maximum available data samples.

Forecasting methods in machine learning, including: review and analysis of
the state of the number of pests of grain crops in Kazakhstan; analysis of existing
and promising methods of accounting and forecasting the current state of crops.
The general methodology of the research was the application of a systematic
approach. The following methods were used to solve the problems: analysis,
scientific generalization, comparison, experimental research. During the analysis,
a comprehensive analysis of the state of forecasting the yield of grain crops for
the nth number of years. With the help of scientific generalization, the results of
existing experiments in the field of research will be reviewed and summarized.

To obtain normalized data, first of all, factors for identifying plant pests were
determined (numerical indicators of pest characteristics, the data of which will be
data for machine learning) and data collection: exit from wintering sites on grasses,
abundance, migration to crops, damage to the leaf surface, mating, hatching of
larvae, the emergence of a new generation, going to wintering grounds.

The bread striped flea is a permanent pest of grain crops. Under the condition
of a warm and humid spring, and also taking into account the accumulated stock of
the population due to successful overwintering, a widespread increase in the pest
population is expected. Its harmfulness is largely manifested in dry, hot weather
in the initial period of growth and development. At this time, the first leaf suffers
most from the bread flea. Young plants are noticeably depressed, turn yellow and
dry up. Early crops are damaged more than later ones. Another factor contributing
to the development of the pest is the severe damage of plants by root rot. To a
greater extent, barley and spring wheat are damaged, to a lesser extent — oats,
corn. The harm caused by the phytophagus can be reduced by using insecticidal
mordants, observing agricultural cultivation techniques, and, if necessary (due to
their peculiarities of populating fields) — carrying out local edge treatments (band
width — 50-100 m) with insecticides.

For the future, the forecast of the number of growth of the bread striped flea
is associated with the phenophase of culture development suitable for the insect
(1-2 leaves), as well as with the weather conditions of the year. The authors have
revealed a direct dependence of the bread flea on temperature and the reverse on
precipitation in the year of sowing (Kozulina, 2021).
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Key aspects of the development include knowledge of system dynamics
based on data from several seasons. An alternative approach was to construct
models parameterized on the basis of independent controlled experiments aimed
at identifying the response of organisms to a number of environmental factors.
The two most popular examples are the phenological models of insect pests and
infection models (Welch, 1978, Magarey, 2005). Such models can be used to
determine how climate change may affect the frequency of pesticide use. In some
cases, it is possible to assess the impact on the crop by converting pest intensity
forecasts into crop loss forecasts.

The development and spread of the pest of agricultural crops are influenced
by the weather and climatic conditions of the growing season. Accounting of all
data was carried out on warm windless days in the ear phases from germination to
tillering, and for normalization, data obtained only on windless days were taken.
Thus, objective data were obtained, which are presented in Table 1 since 2011.

Table 1. Factors influencing the number of development of the bread striped flea (Northern
Kazakhstan)

North.Kaz. | 2011 [2012 |2013 |2014 | 2015 2016 [2017 |2018 [2019 |2020 |2021
Exit from |14 10-21 [16-22 |21- |20-29 |11-19|15-20|20 10-25 |15 Ap- | 17-23
wintering | April- | April | April |25 April | April |April |Ap- |April |ril-5 | April

grounds on | 5 May Ap- ril- 5 May
grasses ril May
Number 1-50 |0,5-18 |0,4- |1-80 |0,5-70 |1-60 |0,5- |1,0- |10 1,0- 1,0-
(ex/m2) 1,0 50 50 -38,3 140,0 |50
Migration |I May [28-31 [24- |25-29 |15-20|25-28 |2-4 |24-26|20 29
to crops decade May |28 May May |(May |[June |May |May |May
of May |to 2-4
June June
Number 1,0- 2,0- 2,0- (2,0- |1,0-150|1,0- |1,0- [2,0- |1,0- |1,0- 2,0-
(ex/m2) 300 300 300 |25 300 [150 |300 |100 |100 200
Damage|6-22 |0,3- 2-8to [0,1- |0,5- 5-23 (0,5- |04- |3- 1,0- 6-22
to the leaf 22,0 20-25 (5,0 |25,0 25,0 22,0 25,0 |50,0

surface (%)
Mating 5-18 |26 5-21 |9-16 |12-19 |5-20 |7-17 |28 2-20 |28 15-18
June |May June |June |June June |June |May-|June |May |June

-6 June 7
June
Hatching |from |28 25-26 |late |18-22 |25 27 25 20 3-23 15-28
of larvae |28 June June |June |July June |[June |[June |June |June |June
June |-29

July
The 14-29 | until 17-24 | 17- | until 20-25|18-28 | 18- |until |9-24 |15-25
emergence |July |mid- |July |23 mid- July [July |25 mid- | July July
of a new August July | August July | Au-
generation gust

number To 50 |to 47 1-35 [2-35 |2-40 to 50 [to 40 [to 40 [to 40 |5,0-51 | to 40
(ex/m2)
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Goingto |10 Au-|3-24 17-20 | 18- |15-20 |18-22|10-25|18- |10-22|14-25 |25
wintering | gust- | Au- Au- |21 August |Au- |Au- |25 Au- | Au- Au-
grounds I gust gust | Au- gust |gust |Au- |gust |gust gust
decade —1st | gust- gust -7-10 |-5
Sep- half |1 Sep- | Sep-
tember of de- tem- |tem-
Sep- |cade ber ber
tem- |of
ber Sep-
tem-
ber

Thus, 10 factors were considered, the normalization results of which are shown
in Table 1. To build a specialized normalization model, data from such factors as air
temperature, relative humidity and leaf moisture, soil temperature, radiation, wind
speed were included. This data is needed to reduce uncertainties during calibration
and evaluation.

Other datasets at a lower level of detail may be collected from real fields to
validate the model development and calibration performed using the detailed
dataset.

Table 1 presents data in such units of measurement and ranges of values as
in months, ex/m2, percentages, degrees. The measurement data was used in a
numerical format, since the numerical format allows us to compare and normalize
the data. And in such a way that none of them has any advantages over others. the
main condition for proper normalization is that all signs should be equal in the
possibilities of their influence.

After normalization, all numeric values of input features will be reduced to the
same area of their change — some narrow range. Data normalization will allow
us to prepare input data for machine learning and ensure the correct operation of
computational algorithms (Peshawa, 2014).

Table 2. Lower pest data (initial stage) from Table 1

Exit from | Number | Migra- | Number | Damage | Mating | Hatching | The | Number |Going
wintering |(ex/m2) |tion to |(ex/m2) |to the of larvae |emer- |(ex/m2) |to win-
grounds crops leaf gence tering
on surface ofa grounds
grasses (%) new

gene-

ration
14.04 20 01.06 |100 6 05.06 |28.06 14.07 |20 10.08
10.04 9 10.05 | 100 1 26.05 |28.06 10.08 |15 03.08
16.04 0.4 28.05 | 100 8 05.06 |25.06 17.07 |7 17.08
21.04 30 24.05 |2 1 09.06 |30.06 17.07 |7 18.08
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20.04 15 25.05 |50 5 12.06 |18.07 10.08 |8 15.08
11.04 20 15.05 |90 5 05.06 |55 06 20.07 |10 18.08
15.04 20 25.05 |45 2 07.06 |57 06 18.07 |8 10.08
20.04 18 02.06 |35 3 28.05 15506 18.07 |8 18.08
10.04 10 24.05 |10 3 02.06 |50 06 10.08 |8 10.08
15.04 15 20.05 |10 7 28.05 |03.06 09.07 |11 14.08
17.04 17 29.05 |33 6 15.06 |15.06 15.07 |9 25.08
Table 3. Upper data from Table 1
Exit from Number Migra- Number Damage Ma-  Hatch- The Number | Going to
winter-  (ex/m2) tionto (ex/m2) to the ting  ingof emer- (ex/m2) |winter-
ing crops leaf larvae  gence of ing
grounds surface anew grounds
on (%) genera-
grasses tion
05.05 50 10.06 |300 22 18.06 |30.06 |29.07 50 20.09
21.04 18 20.05 |300 22 06.06 (29.07 |15.08 47 24.08
22.04 1 31.05 |300 20 21.06 |26.06 |24.07 35 15.09
25.04 80 28.05 |25 5 16.06 [30.06 |23.07 35 20.09
29.04 70 02.06 |150 25 19.06 [22.07 |15.08 40 20.08
19.04 60 20.05 [300 23 20.06 |25.06 |25.07 50 22.08
20.04 50 28.05 | 150 25 17.06 [27.06 |28.07 40 25.08
05.05 50 04.06 |300 22 07.06 |25.06 |25.07 40 25.08
25.04 38 26.05 |100 25 20.06 [20.06 |15.08 40 22.08
05.05 40 20.05 |[100 50 28.05 [23.06 |[24.07 51 10.09
23.04 50 29.05 [200 22 18.06 |28.06 |25.07 40 05.09

Data normalization in Python is used to make the machine have to process a
smaller range of data. The results depend on the choice of the correct normalization
method. The popular sklearn method was chosen to normalize the data in this
research. The work uses the NumPy and sklearn libraries for machine learning of
the Python programming language. The preprocessing class is imported from the
sklearn library. The preprocessing class allows access to the normalize() function.
That is why this method is called the normalization method of the sklearn library.
Next, a NumPy array is created with unique integer values, then the normalize()
method from preprocessing is called and numpy_array is passed as a parameter. All
integer data is normalized between zero and one.

Results

As a result of the research, more than 1000 input data were considered, taking
into account the upper and lower bounds.

To begin with, we take the lower data in the form presented in Table 2 and
normalize the data in the Python program, at the end we get the normalized data
presented in Table 4.
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Table 4. Normalized lower data from Table 2

0123456789

00.127390 0.181468 0.009618 0.907339 0.054440 0.045911 0.254599 0.127663 0.181468
0.091460
10.091326 0.081866 0.091417 0.909622 0.009096 0.236957 0.255240 0.091690 0.136443
0.028016
20.144079 0.003593 0.251958 0.898245 0.071860 0.045451 0.225100 0.153330 0.062877
0.153420
30.351692 0.501462 0.402005 0.033431 0.016715 0.151441 0.502465 0.285332 0.117008
0.302214
40.294068 0.220111 0.367585 0.733702 0.073370 0.176969 0.265160 0.147914 0.117392
0.221285
50.108482 0.196526 0.147886 0.884366 0.049131 0.049721 0.246247 0.197214 0.098263
0.177659
60.222798 0.296274 0.371084 0.666617 0.029627 0.104585 0.400859 0.267684 0.118510
0.149322
70.313123 0.281248 0.032187 0.546871 0.046875 0.438278 0.391560 0.282342 0.124999
0.282498
80.254030 0.253018 0.608507 0.253018 0.075905 0.052122 0.507553 0.255042 0.202414
0.255042
90.320663 0.319810 0.427479 0.213206 0.149245 0.598044 0.065241 0.193378 0.234527
0.300195

Next, we take the upper data from Table 3, we also run it through the Python program and get the
normalized data in Table 5.

Table 5. Normalized upper data from Table 3

0123456789

00.016124 0.159647 0.032121 0.957879 0.070244 0.057664 0.095980 0.092819 0.159647
0.064146

1 0.068066 0.058231 0.064863 0.970519 0.071171 0.019604 0.094043 0.048785 0.152048
0.077900

20.071505 0.003244 0.100737 0.973300 0.064887 0.068326 0.084547 0.078091 0.113552
0.048957

30.230647 0.736892 0.258373 0.230279 0.046056 0.147931 0.276887 0.212501 0.322390
0.185052

40.162456 0.391596 0.011524 0.839135 0.139856 0.106626 0.123465 0.084361 0.223769
0.112332

50.060349 0.190175 0.063550 0.950873 0.072900 0.063582 0.079430 0.079461 0.158479
0.069984

6 0.114089 0.284654 0.159691 0.853961 0.142327 0.097124 0.154055 0.159805 0.227723
0.142782

7 0.016251 0.160905 0.013065 0.965427 0.070798 0.022720 0.080645 0.080678 0.128724
0.080710

8 0.194970 0.295880 0.202834 0.778632 0.194658 0.156194 0.156194 0.117418 0.311453
0.171922
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90.036514 0.289216 0.144970 0.723040 0.361520 0.202813 0.166733 0.174036 0.368751
0.072955

A specialized normalization model is presented in Table 6, where data from such factors as
air temperature, relative humidity and leaf moisture, soil temperature, radiation, wind speed were
included.

Table 6. Custom Model

0123456789101112131415

00.016124 0.159647 0.032121 0.957879 0.070244 0.057664 0.095980 0.092819 0.159647
0.064146 0.018750 0.082031 0.017578 0.019922 0.996088 0.004687

1 0.068066 0.058231 0.064863 0.970519 0.071171 0.019604 0.094043 0.048785 0.152048
0.077900 0.013054 0.054520 0.012286 0.013822 0.998249 0.003839

20.071505 0.003244 0.100737 0.973300 0.064887 0.068326 0.084547 0.078091 0.113552
0.048957 0.023159 0.083372 0.017369 0.022001 0.995831 0.006948

30.230647 0.736892 0.258373 0.230279 0.046056 0.147931 0.276887 0.212501 0.322390
0.185052 0.021014 0.088482 0.017696 0.022121 0.995423 0.007742

40.162456 0.391596 0.011524 0.839135 0.139856 0.106626 0.123465 0.084361 0.223769
0.1123320.023722 0.077097 0.016605 0.021350 0.996329 0.009489

50.060349 0.190175 0.063550 0.950873 0.072900 0.063582 0.079430 0.079461 0.158479
0.069984 0.019278 0.082466 0.016065 0.020349 0.996023 0.009639

60.114089 0.284654 0.159691 0.853961 0.142327 0.097124 0.154055 0.159805 0.227723
0.142782 0.021261 0.083926 0.014547 0.020142 0.995920 0.005595

7 0.016251 0.160905 0.013065 0.965427 0.070798 0.022720 0.080645 0.080678 0.128724
0.080710 0.023261 0.069784 0.015508 0.021046 0.996918 0.007754

80.194970 0.295880 0.202834 0.778632 0.194658 0.156194 0.156194 0.117418 0.311453
0.171922 0.018402 0.084431 0.017319 0.021649 0.995852 0.006495

90.036514 0.289216 0.144970 0.723040 0.361520 0.202813 0.166733 0.174036 0.368751
0.072955 0.019710 0.077745 0.016425 0.018615 0.996454 0.005475

Normalized data for the striped bread flea obtained by using the normalize()
function. This data is already ready for training. The training of the obtained data
will be carried out in the next research. Thus, we have obtained the results of
normalization.

After normalization, all numeric values in the input features are moved to the
same area of change (a certain narrow range). This combines them into one machine
learning model and guarantees the correct operation of computational algorithms.
For clarity, Figure 1 shows a graph of normalized upper and lower data of a bread
striped flea.
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Fig.1. Normalized data in the range [0..1]

Discussion

When applying the lower bounds from Table 2, the normalized data from Table
4 is larger than from Table 3, where we took the upper data and got the normalized
data from Table 5. That is, the lower the input data, we get a larger normalized data.

Normalization plays an important role for further research in network training.
All pest detection data is ready, that is, it is normalized and ready for training in
a neural network. Data normalization generally speeds up training and results in
faster convergence. Normalizing the input data according to certain criteria before
the training process is crucial for getting good results, as well as for significantly
speeding up calculations. Agricultural research has profited from technological
advances such as data mining, automation.

Conclusion

So, to achieve the goal is to determine the factors and indicators for the
normalization of input data, for use in predicting the growth dynamics of the striped
flea on the basis of an analytical system to increase productivity. Such tasks were
implemented as in the first task: identifying factors and collecting numerical data to
identify the pest, which will serve as data for machine learning. We collected data,
identified the main factors for the detection of the striped bread flea. The fields of
Northern Kazakhstan were studied from 2011 to 2021 and the results are shown
in Table 1. The second task was to normalize the collected data for use in neural
network training. Of all the collected data, the normalization indicated in Tables 3-6
was described and carried out.

As a result, the goal of the research was achieved and optimal normalized
data were obtained for further training data in a neural network to predict the pest
population. The continuation of this research will be work on creating a neural
network model.
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Abstract. This article examines the integration of information systems into
technical methods of soil improvement. It explores how modern technologies and
data-based approaches can improve the efficiency of soil reclamation processes.
The study contains an in-depth analysis of the various methodologies used, the
benefits derived from their implementation, and potential problems that may arise.
By studying the existing literature and case studies, this study aims to highlight the
importance of information systems in improving soil conditions and to give an idea
of future developments in this area.
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AnnoTtauus. by Makanana akmapatThIK )KyHenepaiH TOMBIPaKThI )KaKcapTyAbIH
TEXHUKAIBIK 9JIiCTepiHe MHTerpauusichl 3eprreneai. On 3aMaHayd TEXHOJIOTHSIIAD
MEH JepEKTepre HeTi3eNTeH TOCUIAEP TONBIPAKThI KANIBIHA KEITiPY MPOLECTEPiHIH
TUIMAUTICIH Kajail apTThipa alaTblHBIH 3epTTelai. 3epTreyiae KOJJaHbUIaThIH
OpTYPJIL QIICTEMENEPiH TepeH Tayjaybl, OJapibl XKYy3ere achipyJaH allbIHFaH
apTHIKIIBUIBIKTAD JKOHE TYBIHAAybl MYMKIH Maceneiep Oap. Kompmanbictarbl
omebueTTep MEH >KaFdaijIbIK 3epTTeyiepAi 3epTTed OThIpbIN, Oyl 3eprTey
aKnaparThIK >KYHeNepHiH TONBIPaK >KaFdallblH >KakcapTydarbl MaHBI3ABUIBIFBIH
aram eTyre »OHE OChl cajajarbl Oonamiak o3ipjeMenep Typajbl TYCiHIK Oepyre
OaFrbITTaJIFaH.
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AnHoTauus. B naHHO# cTartee mccnenyercs MHTErpanus HHGOOPMALUOHHBIX
CUCTEM B TEXHHUYCCKHUC MCTOJbl YIYUIICHHUA ITOYBLI. B mem HCCIICAYCTCA, KaK
COBPEMCHHBIC TEXHOJIOTUU U MMOAXO0Abl, OCHOBAHHBIC HA NaHHBIX, MOTYT INIOBBICUTH
3¢ (EKTUBHOCTD IPOLIECCOB MEJIUOpAIK TMOYB. B HCCIIC0BaHUM COACPIKUTCS
yIIyOJIEHHBIA aHaNNU3 Pa3INYHBIX HCIONb3YEMBIX METOJOJOTHM, MPEeUMYILECTB,
MOJIy4aeMbIX OT HUX BHCAPCHUSA, U MOTCHIUAJIBbHBIX HpO6HCM, KOTOpPLIC MOTYT
BO3HUKHYTb. M3yyas Cyl1eCcTBYIOLIYIO IUTEPATYPy U TEMATUUECKUE UCCIIEN0BAHUA,
JTAHHOE HCCIICJIOBAHNE HAMPABICHO HA TO, YTOOBI MOAYEPKHYTh BAXKHOCTH
I/IH(I)OpMaL[I/IOHHI)IX CHUCTCM B YIIYUYHICHUU COCTOSAHUA IIOYB U IaTh MPEACTABICHUC
0 Oyayumx pa3paboTKax B 3TOH 00JACTH.

KiwoueBble cjoBa: UHPOpPMAMOHHBIE CHCTEMBI, YIy4llIEHHE IIOYB,
TEXHUYECKasi MEJMOopallysi, MOJX0bl, OCHOBAHHbIC HA JIaHHBIX, 3(()EKTUBHOCTD
MEJIHOpalUn

Kipicne

Tombipak canachl KONTETEeH calanap/ia, COHBIH ilIiHAEe aybUT IapyallbUIbIFIHAA,
KYpPBUIBICTa JKOHE TaOWFaTThl YTHIMJBI HaijanaHyga ISyl pesl arKapasbl.
Tombipak >xarJaiibIH XKaKcapTy HEMece MEIHOPALHs Jel aTajlaThlH TONBIPAKTHIH
KacHeTTepi MEH cUllaTTamMaslapbiH )KaKCcapTy OHTANIIbI OHIMILTIK TEH TYPaKThIIBIKTHI
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KaMTaMachl3 €TYIiH MaHBI3IbI MIiHJETI OONBIN TaOBUTAIBI. AKMApaTTHIK XKYyHenep
MEH O3bIK TEXHOJOTWSUIapIABbIH TMaiina OOMybIMEH JepeKTepre HerisnenrexH
TOCIIAEPHAl €HTi3y TONBIPAKTHI >KAKCAPTYIBIH IOCTYPIi SIIiCTEpiH aWTapibIKTan
e3repTTi. MemnopanusHbIH TEXHUKAIBIK OMICTePIHAC aKMapaTThIK XYHeIepaiH
KOJIIAHBUIYBIH 3€PTTEH OTBIPHII, OJapAbIH apTHIKUIBUIBIKTAPBIH 06l KepceTyre
XKOHE OJapbl Hri3yre OalIaHbBICTBI MACceNeNepli KapacThIpyFa Oomazpl.

JKan-xakTel Tannmay >Kyprisy YILIH Oyl 3epTTey FBUIBIMU >KypHAlJapAbl,
KOoH(epeHIMs MaTepHajlapblH >KoHe Oenenii OHIalH-IepeKKopiapasl Koca
aJFaH/a, TUICTI ofieOueTTepre Xyhenl 1oiyra cyiieneni. Tannanran makaiaiap
TONBIPAKTHl JKAaKCapTy OJICTEpiHAe AKMapaTTHIK JKyHellep MEH IepeKTepre
HETI3MENTeH TocUImepai KoNMJaHyFa apHaiFaH. AKNaparThK IKYHeIepiH
MeJIHOpanus dAICTePiHIH THIMIUTITIHE dcepiH TYCIHY YIIiH opTYpIi dmicTeMenep
MEH JKaFIaibIK 3epTTeynep Tanganaasl. [llomy npoueci xanmsl TeHISHIHIAPIBI,
APTHIKIIBUIBIKTAD MEH IIEKTEYNepli aHbIKTay MakcaThlHAa OpTYpJl KesdepaeH
QIIBIHFaH HOTHIKENEPIi JKaNIbLIay MEH CaBICTHIPYIBI KAMTHIBI.

9jicTep MeH MaTepuajiap

TombIpakThl >KaKCapTyIblH TEXHHUKAJIBIK OAICTEpiHE aKMapaTThIK >KyHenepui
OipIKTipy, TONMBIPAKTH ChIHAY KOHE Tajay, T€OKEeHICTIKTIK JiepeKTepi OipiKTipy,
mienrMaepal  Kongay oKydenepi, Oakpuiay skoHe Oaraniay CHSKTBI QpTYpIi
ACTEKTUIEep/ Il KaMTUIBI. AKIapaTThIK KYHeIep/i naiianany TOMbIpaKKa KaTbICThI
JepeKTeplli THIMJI JKWHAYNbI, CaKTaylbl >XOHE Taljaylbl KaMTaMmachl3 eTei,
TONET menriMaep KaObuIIayabl )KoHe HaKThI apajiacymbl xkeHurmereni. CoHbIMEH
Karap, Oy xyienep HaKThl yaKbITTarbl Kepi OaillaHbIC TIEH alanTHBTI Oackapy
CTpaTerusuiapblH KaMTaMachl3 €Ty apKblibl OakpuUlay jkoHE Oaranay HpoLecTepiH
KakcapTajbl.

AKMaparThIK Kyienepai OipiKTipy[ieH allbIHFaH apTHIKIIBUIBIKTAPFa TOMBIPAK
JNepeKTepiHiH ASJAIriT MEH CEHIMJIUITiH apTThIPY, MEIHOpauus OIICTepPiHIH
THIMIUTITI MEH pEHTA0CITbIUTITIH apTTHIPY, OHIMIIIIK IIEH TYPaKTHUIBIKTEI apTTHIPY
XKOHE pecypcTapisl Oernymi OHTalmaHaplpy Kipemi. JlereHMeH, IepeKTepliH
KYNUAJBUIBIFEI  MEH Kayilci3Airi, TEXHUKANbIK IIEKTeylIep JKoHEe OUmIKTi
KbI3METKEpJIep MEH HH(paKypbUIbIMFa JETreH KaXCTTUIIK CHSKTBl MaceJelep
AHBIKTAJIBII, TAJTKbIIAHAIbI.

TombIpakThl KaKCapTYIbIH TEXHUKAIBIK OIICTEPiHIIC aKMapaTTHIK >Kyheraepii
KOJITaHy ©31H MEJTHOPAMSTHBIH AOCTYPIIi OAICTEPiH ©3TepTETIH TPaHCHOPMAITHSITBIK
Tocin perige kepcerTi. Ochl 3epTTeyae XKYpri3iired Tauiay IIemiM Kadbuiaay
MPOLECIH JKaKCapTyAbl, THIMIUIIK IIEH TYPaKTBUIBIKTHI apTTHIPYAbl KOca alFaHiaa,
aKnaparThIK >Kyhenepai OipiKTipydiH MaHBI3Ibl apTHIKIIBUIBIKTAPBIH KOPCETEIi.
Jerenmen, Oy JKyienepii eHri3yre OaiylaHbICTBI MoceNesepil HazapiaH ThIC
Kajaplpyra Oonmainsl. TombIpakThl JKakcapTy CalachlHAAFbl aKMapaTThIK
KYWENEepAiH oNeyeTiH TONBIK iCKe achlpy YIIiH OCBHI MaceJeNepii IIemry >KoHe
JepeKTep KayilCi3miriH, (QYHKIMOHAJABIK YHISCIMAUTIKTI JKOHE BIHFAUIIBI
uHTEepQeNcTepAl KaMTamachl3 €TeTiH CeHIMII KypbhUIBIMAApAbl 3ipiey YIIiH
KocbIMIa 3epTreynep Kaxer (Myctadaes, 2007).
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Bipinmrinen, nepekrephiH KYNWSIIBUIBIFBI MEH KayilCi3miriHe KaTbICTHI
MoceneNepi MIenryre Kyl cany Kepek. AKNapaTThIK KYHelepaiH HHTerpauuschl
TOTBIPAKKA KATBICTHI KYITHS IEPEKTEeP/I1 dKIUHAY/IBI )KOHE CAKTay bl KAMTHUTHIH/IBIKTAH,
OyJ1 IepeKTepiH KYHSIIbUIBIFBl MEH TYTACTHIFBIH KAMTaMAachl3 €Ty 6T€ MaHBI3/IbI.
Cenimai mmmdpraay omicTepiH o3ipiey, IepekTepai OacKapyaslH KOpFajaFaH
XaTTamMallapblH €HTI3y KoHE KYMISUIBUIBIK epekeNepiH cakTay OCBI KYHelepiH
ceHiMiHe ue 00y KoHEe KeHIHEeH eHTi3y YIIiH MaHbI3AbI O0Iabl.

ExiHnmiieH, Tomblpak >KaraalblH JKaKcapTy Ke3iHAC aKmapaTThIK JKyHelnepiH
THIMALIITIH apTTHIPY YIIIH TEXHHUKAJBIK HIEKTEYJIep/i KO KakeT. bys Tombipak
CEHCOpJIapbl MEH EePEKTEP/i KUHAY KYPBUTFBUIAPBIHBIH JAJIIITT MEH CEHIMIUTITIH
apTTBIPYOBI, NEPEKTEPIi OHACY aJTOPUTMICPIH JKETUIMIPYIdI JKOHE OpTYpIi
JepeKTep Ko3IepiH OipkeiKi OipikTipyai KaMTHAbL. TOmbIpaKTaHy, TeOKEHICTIKTIK
TEXHOJIOTUSJIAp JKOHE aKMapaTThIK IKYHWelep CallachlHIAFbl  caparnimibuiap
apacelHAaFbl  OipJiecKeH 3epTTeyliep MeH o3ipieMenep OChl TEXHUKAJbIK
KHUBIHIBIKTAP/IbI XKEeHYyTe bIKMan eredi (Mycradaes, 2012).

ConbIMeH KaTap, TONBIPaK KaFJaiibIH )KaKcapTy KoHE OacKapy YIIIiH aKIapaTThIK
XKyhenepai THIMAI Taiimamanyra KaOimeTTi OLTIKTI MepcoHANIBIH OONyBIH
KaMTaMachl3 €Ty VIIIH OoJIEyeTTi apTThIpyFa >KOHE OKBITYy OaraapiaMarapbiHa
WHBECTUIMS cally KaxerT. byran nepekrepmi tammay, [AXK (reorpadusuibik
aKnaparThIK JKyie) oHEe TOIBIPaKThl Oackapyra apHajFaH HICHIMIEepAl KoJxay
JKYHesIepiH KojjaHy OOWbIHINIA MaMaHaap naspiay kipemi. JKeke Ttynramapra
KKETTi JarapiiapAbl Oepe OTHIPHII, YHBIMAAp MEeH MYIEI TapanTap TOIBIPaKThI
KaJlbIHA KeJNTIpy YVINH aKmaparThlK KYHEeNepHAiH oJeyeTiH TOJNBIK Taiianana
aJaJpl.

OmnepauusniblK Kylenep MEH CTaHapTTajlfaH JepeKTep MilmiMAepiH a3ipiey
TOIBIPAKKA KATBICTBl JAEPEKTEpIl Y3AIKci3 OIpiKTipy >KoHE oOJapAbl JpTypi
mwiargpopManap MEH MyAJeNi TapanTap apachiHia OeJicy YIIiH eTe MaHbI3JIbI.
JepekrepMeH anMacy xaTrTamMalapblH Kypy, JepeKTepiH >Kajmbl MOJIeNbIepiH
KYpYy oHE alllbIK JepeKTep OacTaManapblH UITepiieTy bIHTHIMAKTACTHIKKA BIKITAI
eTelli )KOHE TONBIPAK JKarlalblH KaKcapTyFa OarbITTallFaH KYII-XKIrep aschiHIa
AKIaPATTHIK KYUEICPAiH ayKbIMIBUIBIFbIH KCHUIICTE/I.

AKIapaTThIK XKYHelepai TONBIPAKTHI KAKCAPTYABIH TEXHUKAJIBIK 9JICTEpiHe
OIpiKTIpy  TOMBIPAKTHIH MEIHOPALMACHIHBIH ~ THIMIUITIH — apTTBIpy  YIIiH
aliTapipIKTall oJieyeT allaThIHBIH aTam ©TKeH JkeH. Jlepexkrepre HerizmenreH
ToCIepi KoJaHa OTHIPHIN, IIeNIiM KaOBUIAAyIIbIIap CaHaJbl TaHIAy Kaca
anagpl, pecypcrapiasl Oeilyli OHTaWIaHIABIPaAbl >KOHE >KepAl OacKapyablH
TYpaKThl ONICTEpPiH HacuxaTTail anmaapl. Auaiifa, OChl apTHIKIIBUIBIKTAPIbI
TOJIBIFBIMEH KY3€re achlpy YINIH JAEPeKTEpAiH KYMUSIIBLUIBIFbIHA, TEXHHKAJBIK
MIEKTEYJIepre JkKoHe OUTIKTI KbI3METKEpIIEPIiH O0JIysIHa OalIaHBICTE MOCETIENIEPi
eIy MaHBI3ABl. 3epTTeyNepli JKaIFacThIPy, BIHTHIMAKTACTHIK JKOHE TOIBIPAK
KaFJaimapelH  JKakcapTy VIIIH —aKmaparTelK Okyienepre MHBectunumsiap
0i3/1iH TONBIPAKTAPBIMBI3IBIH TYPaKTHl JaMybl MEH CaKTalyblHa BIKIAJl €TeTiH
WHHOBAIIMSUIIBIK IIemimMzaepre o amans! (Kupetiuesa, 2017).
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Tompipak >karmailbIH jKaKcapTyFa apHajJFaH aKMapaTThIK Kyienepai 3epTrey
COHBIMEH KaTap >KacaHIbl WHTEJIEKT, MAIIMHAJBIK OKBITY JKOHE KAIIBIKTBIKTAH
30HIATAYy CHSIKTBI O3BIK TEXHOJOTHSUIAPIBIH WHTETPAMSICHIH 3€pTTEyi Kepek.
Xacanapl MHTEIUIEKT TIEH MAlIWHAIBIK OKBITY ajJTOPHTMAEP] VIIKEH JIepeKTep
KUBIHTBIFBIH TalAall amafpl >KOHE TONBIPAKTBIH MIHE3-KYJIKBI MEH KOPEKTIK
3arTapsl 6acKapynblH O0KaMIb! YATUIEPiH jKacayFa MyMKIHIIK OepeTiH yurinepi
aHBIKTall anafgpl. byn Monenpaep TOMbIpaK MEH THIHANTKBILTapAbl O3repTyadi
OHTalNaHIBIpyFa KOMEKTece i, OWI JaKpUIIapAbIH OHIMIUIITH apTThIpyFa KoHE
KOpILIaFaH OpTara dCcep/Ii a3aiTyFra oKeJe.

KambIKThIKTaH 30HTay TEXHOJIOTHSIIAPBI, COHBIH IIIiH/IE CITyTHUKTIK CYpeTTep
MEH YUIKBIIICHI3 YIIy anmaparTapbl YJIKEH ayMakTapAarbl TONbIPAK >XardaiblH
Oaranay YIUIH KYHIBl Kypanmapiel ycbiHanpl. JKorapbl a)KblpaThbIMABUIBIKTAFbI
KECKIHZEp MEH CIEKTPIIiK JepeKTep/i Maiaanana OThIPHII, aKMapaTThIK XKyiienep
BUTFaJI, OPTaHUKAJIBIK 3aTTap KOHE KOPEKTIK 3aTTap CHAKTHI TOMBIPAK KACUETTEPiHiH
erKel-Ter ke KapramapelH ycbiHa ajansl. byn KeHicTikTik erked-Terkeii
JepeKTep JKUBIHTHIFBI (pepMmeprep MeH JKep MeHemkepiepine Oenrimi Oip
MpoOIEeMAaITBIK aifMaKTapApl MISTTyTe JKOHE PecypcTapasl 0oyl OHTalIaHABIpYFa
MYMKIHIIK Oepy apKbUIbl TOMBIPAKTHI KAaKCapTy ic-IIapajapblHbIH MakKcaTTapblH
JI9J1 aHBIKTayFa KOMEKTECe .

CoHbIMEH Karap, aknaparThIK XKYHelepai Joi eTiHIIUTK 9ficTepiMeH OipiKTipy
TOIIBIPAK, JKaFJAWbIH KaKCAPTy SAICTEPIH JKETUAIpyTre MEepCIeKTUBANIAp alllajIbl.
HakTpl yakpITTarbl CEHCOPJBIK IEPEKTEePIi, TCOKCHICTIKTIK aKImapaTThl JKOHE
MaIIMHaJIapAbl Oackapy KyHenepiH OipiKTipe OTBHIPHII, I eTiHIIUTIK Oenrim 6ip
yuackere OaillaHBICTBI TOBIPAKKA ©3repicTep eHri3yre, cyapyra skoHe OacKapyIblH
Oacka smicTepine MyMKiHIIK 6epeni. Byi Tocin pecypcTapabiH )KOFalybIH a3aiiTa b,
KOpIIaFraH OpTara oceplli a3alTajbl )KOHE TOIBIPAKTHI KaKCapTy HIapajapbIHbIH
THIMUTITIH apTTHIPAJIBL.

bonamrak 3eprTeynmepmiH Tarel Oip caiackl TaimallaHyIIBIFAa BIHFARIBI
nHTepdelicTep MEH IennMIepai Kounay KypallapblH o3ipieyre OarbITTarybl
MYMKiH. AKNaparTbIK >KyHeJaep KON KeTiMAlI XKOHE HMHTYUTHBTI OonareiHAan
eTIN Kacalybl KEpPeK, OyJI opTYypJli JIEHreheri TeXHUKaIbIK OutiMi Oap myjieni
TapanTapra KyHeHi OHali OackapyFa jKoHEe TNalJanaHyra MYMKIiHIIK Oepeni.
lemiMaepni Komjay Kypannapbl maiifalaHymbuiapra TONBIPAK IKarIalbiH
KaKcapTy CTpaTerusiapsl Typasbl HET131eNIeH MelimMaep KaObulaayra KOMEKTeCcy
apKbUIBl TONBIPAK JEpeKTepiHe, MKEPriliKTi Karjaiyiapra >XoHE alIblH ana
OenrineHreH MakcarTapra Heri3[eNreH YChIHBICTap Oepe anabl.

AKMapaTThIK JKYHellep apKbUIbl JKy3ere achIpbUIaTBIH TOIBIPAK JKardalbIH
KakcapTy KeHIHJIeT1 ic-IIapanap/bl y3aK Mep3iM/Ii OaKpLiay skoHe Oaramnay oJapIbiH
THIMAUTITIH Oaranay »KoHe »KaKcapTy OarbITTaphlH aHBIKTAY YIIIH ©TE MaHBI3IbL.
HakTbl yakpITTarbl CEHCOPIBIK JKENiIep MEH JepeKTepli TipKey KyHemnepiH
OipikTipy amanTuBTi Oackapy CTpaTerusuiapblH >KCHIJIIETY JKOHE TOIBIPAKTHI
KaKcapTy oAicTepiHiH THIMIUTIr Typalisl Kepi OaitnaHbic Oepy apKbLIbl TOMBIPAK
napaMeTpIiepiH Y3/iKci3 OaKpUIayIsl KaMmTaMachi3 ete anaabl (Kupeituesa, 2010).

60



ISSN 1991-346X 2. 2023

Tombipak kaFmalblH XKaKcapTyFa apHAJFaH aKMmapaTThIK JKYHelep KacaHbl
WHTEJUICKT, MAIIMHAIBIK OKBITY JKOHE KAIIBIKTHIKTAH 30HATAY CHSKTBI O3BIK
TEXHOJIOTUSIIApABIH, HWHTETPAIVSICBIH 3epTTeyre OarbITTanybl Kepek. COHBIMEH
Karap, TNaiiajJaHyIIblFa BIHFAMIBI WHTEpdeNcTep i, ToNI eTiHIIUNK JiCTepiH
KOHE MICHIMACPAl KONJay KYpalJapblH 93ipiiey TOIMBIPAKTH MEIHOPAIUsIAY
CaaChIHJIAFbI aKIMAPATTHIK XKYHWEIepAiH MPaKTUKAIBIK )KOHE TUIMILUIITIH O/laH api
apTThIpanbl. lc-MapanapasiH y3aK Mep3iMIi MOHUTOPUHTI MEH Oaraliaybl JoJeli
omicTeplli KONJaHyFa XOHE TOMBIPAKThI OacKapymbl YHEMi JKETUIIipyre BIKITaI
erexi. Ochl cananapra cinreme jkacail OTBIPBII, 3€PTTEYLIIEp MEH TIXipuOeminep
TOTIBIPAK, JKaF JAMbIH )KaKCAPTYIBIH TYPAKThI 9IICTEPiH KOJAay/Ia XKOHE TOMBIPAKTHIH
y3aK Mep3iMIi JeHCaylIbIFbl MEH OHIMIUIIH KaMTaMachl3 €Tyle aKmapaTThIK
KYHETepAiH TONBIK JICYSTIiH allla anajbl.

AKMaparThIK JKyHelep IaMblll, KeTiaipiie OepreH/e, TONBIPaKThIH Ooammak
XKakcapyblHa yonie OepeTiH OipHele kaHa TEHICHIMSAJIAD MEH 9JNeyeTTi 3epTTey
OarprTTapsl maiina 6onanel (Kupeitaera 2009).

OcwiHmail  TeHmeHIUMsUIapaeiH ~ Oipi-MIHTEpHEeT 3aTTapel  TEXHOJIOTHSICHIH
TOMBIPAKTHI  KAJNMbIHA  KENTIpyre  apHalFaH  akmaparThlK  oKylenepre
OipikTipy. TONBIpaKTHIH BUIFANIBUIBIK JATYUKTEPi, METEOCTAHIMSIAD JKOHE
ABTOMATTaH/IBIPBUIFAH Cyapy XKyienepi CHSIKThI HHTEPHET 3aTTaphbl KYPhUIFbLIAPHI
HAKThl YaKbIT PSKUMIHJIC TOMBIPAK KaFaailbl MEH KOpIIaraH opTa (hakTopiaapsl
Typaisl iepekTepi Oepe anaasl. bysl KypbUTFbLIApABI AKIAPaTTHIK Kyienepre Kocy
apKBUTBI MYJICITI TApAITap ACPEKTEpre KAIbIKTaH KO KETKi3e alla/ibl KIHE OJIapbl
Tanmai anmanbl, Oy OenceHni memiMaep KaObUiaayFa jKoHE yaKTBUIBI apajacyra
MYMKiHIIK Oepemi. 3artap MHTEpHETI MEH aKMapaTTHIK JXYHENepAiH MyHAan
Y3IIKCI3 MHTETpanusChl Y3IIKCi3 OaKpLIaymbl, JepeKTep/li aBTOMATTaHABIPEUIFaH
KUHAYIBl JKOHE HKeMlI OacKapy CTpaTerusiapblH KaMTaMachl3 €Ty apKbLIbI
TOTBIPAK JKaFIalbIH )KaKCAPTy TOKIPUOECIHIEC TOHKEPIC JKacal anaibl.

KBI3BIFYIIBUTBIKTBIH TaFbl Oip jkaHa OaFbITHI-TOMBIPAK JKAFIaWbIH JKAKCApPTy
KE3iHJIC YJIKEH JepeKTep aHATUTHUKAChl MEH OOJKaMIbl MOACTBIACYIl KOJIaHYy.
Y KeH AepeKTep KUBIHBIHBIH MYMKIHIKTEPiH MaiiianaHa OThIPbII, aHATUTHKAHBIH
03BIK 9IICTEP1 TOMBIPAK JCPEKTEPIHICTI KACBIPBIH YITLISD MEH KOPPENAIUIIApIbI
aHBIKTAM anmajabl, OV TOMBIPAKTHIH MIHE3-KYJIKbI MeH Menuopanus oficTepine
PEaKIMSHBIH IATipEK O0KaM TapbIHAdKeNe 1. BOmKaMIBIKMOIETTBACP TOMBIPAKTHIH
HaKTHI TYpJIEpiHe, KIIMMATTHIK KaFaaiiiapra skoHe aybUTIIapyaliblUIbIK )KyHenepine
apHAJIFaH TOMBIPAK JKaFIalbIH KaKCAPTYIbIH OHTANIIBI CTPATETHSIIAPBIH aHBIKTAyFa
KOMEKTECE/Ii, OChUIANINA ic-TIIapaNapIblH THIMALIITIH apTThIPaIb.

CoHbIMEH  KaTap, TEOKEHICTIKTIK  aKmapaT TeH  KapTorpadusuibIK
TEXHOJIOTUSJIApABl  €HTI3y TOMBIPAKTHIH O3TePTrillTiriH KEHICTIKTIK TYCiHymi
kKakcapTra anajpl )KOHE TOMBIPAK KarmaiblH jkakcapTy OOMBIHIIA MaKCaTThI ic-
nrapanapibl OKyprizyre KkeMmekrecemi. leorpadusiuiblk akKmaparThiK IKyiienep
TOMBIPAK, JIEPEKTEPiH EMKEH-TEr kel TOMBIPaK KapTanapblH JKacay >KOHE oI
Oackapy TocUIAepiH J>KEHIIeTy YIIiH Ttomorpadus, >XepAl mNaiijanaHy >KoHE
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JAKBUTAAPABIH JKapaMIIbUTBIFBI CUSKTHI 0acka KEeHICTIKTIK KabaTTapMmeH OipikTipe
anaznpl. byn KeHicTikTik erskeif-Terkeini aknapar memim Kadbsiaay npouecTepin
Oackapa anajel, 0enrii O1p CalT YIIIiH TOMBIPAKKa ©3repicTep CHIi3yIl KaMTaMachI3
€Te/l JKOHE KePAl TYPaKTHI MalaJaHyabl KO CTIapIIayIbl KO Ibl.

TonbIpakTHI CayBIKTHIPY JKOHE KAJIITBIHA KENTIPETIH eTiHIIUTIK TYKBIPBIMIaMachl
KapKbIH ajy/ia )KoHe aKmapaTThIK KyHelep OChl ToKipruOenepai Konaayaa Menryri
pen arkapa anaapl. TonbIpak canachlHBIH KEIIEHAl KOPCETKIIITepiHe Heri3neNreH
TOMBIPAK JKaFJaiiblH Oaranay Kypasijapbl TOIIPAK >KaFdalbl Typasbl TYTac
TYCIHIKTEp/i KAMTaMacChI3 €Ty )KOHE TOTBIPAK JKaFJalbIH )KaKCapTy CTpaTerHsUIapbiH
Oackapy YIIiH aKmapaTThIK Xyienepre OipikTipiiTyl MyMKiH. AKIapaTThIK XKyHenep
COHBIMEH Karap TYpPaKTHI )KoHE TYPaKTHI aybUIIIApYaIIbUIBIK KYHenepiHe BIKITal
€Te OTBIPHIN, ETIHNIUTIK, aybICTIaibl €ric JKOHe OpPraHUKANBIK e3repicTep eHrizy
CHUSIKTBI KaJIlIbIHA KENTipy SAICTEpiH KyKarTayAbl *oHE OaKbuUiayabl KEHLIIETYl
MYMKIiH.

[ToHapanblK BIHTHIMAKTACTHIK TIEH CEPIKTECTIK TOTMBIPAK KaraaiblH jKaKCapTy
CaJachIHIAFBl aKMapaTTHIK JKYHelep[iH Oojamiarel  VIIIH ©T€ MaHBI3IBL.
TombIpakTaHy, arpoOHOMHS, aKmaparTak >KYHelepli >KOHE JepeKTepii Tajaay
CUSKTBI cayajapfarbl CapariibUIapIblH Oipiryl WHHOBAIWSUIBIK TOCUIIEpP MEH
uAesyIapIblH alkac TOo3aHAaHYblHA BIKMall €Tyl MYMKiH. bipineckeH 3eprrey
KYIITEpi AepEeKTepIiH YieciMainiri, MacitabTanysl )KoHE CTaHAAPTTay CHUSKTHI
aKnaparThIK JKyHenepre KaTbICThI KOIl KbIPIIbl MOceeNepi menryre KoMeKTecei
JKOHE O3IpJeHTeH MEeNTMACPIiH COHFBl TaiJaaHyIIBIIAPABIH PAKTHKAIBIK
KOKETTUTIKTEpiHe Colikec KemyiH Kamramachi3 ereni ([1labanos, 1982).

AliTa KeTy KepeK, TOIBIPAKTHI )KaKCaPTY CAIAChIH/IAFbI AKIAPATTHIK KYHEIepIiH
Oonamarbl YJIKEH oneyeTke ue. VHTepHeT 3arTap TeXHOJOTHSIAPBIH, YIIKEH
JepeKTep/li Tajiay/bl, TCOKCHICTIKTIK aKMaparThl KOHE KaJbIHA KEJTIPETiH
eTIHIIUTIK oJicTepiH OipiKTIpy TOMBIPAK MEIHOPANUSACHIHBIH THIMILTIIT MeH
TYPaKTBUIBIFBIH OJaH dpi apTThipa anaapl. [loHapanblK BIHTHIMAKTACTHIK TICH
CEpIKTEeCTIK MHHOBAIMIIAPIBI BIHTAIAHABIPYIBIH OHE aKIaparThIK JKyHerepre
KaTBICTHI KYPIEIl MacemeNep/li MenryaiH KinTi 6omaasl. OChl %aHa TEHACHIUIAD
MeH 3epTTey OaFbpITTapblH TNailijanaHa OTBHIPBIN, MYAJENi Tapanrtap TOIbIpaK
JKaFaibIH KaKCAPTYAbIH THIMIIPEK, IEPEKTEPre HET13IEITreH KOHE IKOJOTUSIIBIK
CaHaJIbI 9ICTEepiHE JKOJ allybl MYMKIH.

TompIpakThl >KaKcapTy cCajachblHAAFbl aKIaparThIK JKyHenep, Tarbl Oip
3epTTey calachl OJIOKYEHH TEXHOJOTHSCHIHAA JKaTblp. bJIOKYeHH e3iHiH
OpTaJIbIKTAaHABIPBUIMAFaH JKOHE ©3TePMEHTIH TaOMFaThIMEH JIepeKTepAi Oackapy
MEH TOIBIPAKTHl >KaKCapTy OIICTEPiHIH AaIUBIKTBIFBIH ©3TepTy MYMKIiHIIriHEe
ue. brokueiitHni maiijanaHa OTBHIPBIN, TOIMBIPAK CHIHAFBI HOTHXKEJEpi, KOPEKTIK
3arTapabl 0ackapy JKocmapiapbl jKoHE TOIBIPAKKa ©3TepicTep EHTI3y jka3daiapsl
CHUSKTBI TOTIBIPAKKa KaTBICTHI JAEPEKTEpl CEHIMII TypAe TipKeyre >KoHe MYIaemi
Tapantapra Oepyre Ooianbl. byl TEXHOIIOTHS CEHIM MEH €CENTUIIKTI apTThIpa
aNajpl, KETKi3y Ti30eriH OaKbUIayJbl XCHUIACTEIl JKOHE TOIBIPAKKA KATBICTHI
aKIapaTThIH TYTACTHIFBIH KAMTaMachI3 eTe/Ii.
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CoHbIMeH Karap, a3aMaTThIK FRUTBIM MEH KEH KaTbICYFa HEeTi3/IeNTeH ToCaepIi
aKIMapaTThIK KyHenepre OipiKTipy TOMBIPAK NEPEKTEPiH KUHAYIBIH JIIITT MeH
KOJIEMiH OJIaH dpi apTThIpa anajbl. A3aMaTThIK FRUTBIMH OacTaManap JKYPTIIbITBIKTHI
JCPEKTEepIl JKUHAY, Tayijay d>KOHE INelliM KaOblamay MpoIecTepiHe TapTy/bl
Ke3zeini. MoOMIIbIi KOChIMITAIap Ik, KPayJICOPCUHTTIK IardopManapabl )KoHe
a3aMaTThIK FBUTBIMH eI Il KOJIJIaHA OTBIPHIT, aKMAPATTHIK KyHeaep a3aMaTThIK
FAITBIMAAP/IBIH Y)KBIMABIK KYIIIiH KOJIIaHa anajbl, OYJI olapra dpTypiii xKepiepaAcH
JKOHE KepJli Maiananyaad KyH/Ibl TOMBIPaK IePeKTepiH Oepyre MyMKIHIIK Oepeti.
A3zamarTtapiaH adbIHFaH OYJI JAEPEKTEp JOCTYPIIi JepEKTep KO3MEpPiH TONBIKTHIpa
anajpl JKOHE TOTMBIPAK >KAaFMaiapblH TONBIK TYCIHYII KamMTaMachl3 eTeni, Oy
TOTBIPAK, KAFMANBIH KAKCAPTYIBIH HEFYPJBIM HETI3IENIeH CTpaTerHsuiapbiH
xacayra okeneni (lyxosnsri, 2015).

KambIKThIKTaH ~ 30HATAY  TEXHONOTHSUIAPBI MEH  MAIIMHANBIK — OKBITY
QITOPUTMJICPIH JAMBITY COHBIMEH KaTap TOMBIPAK IKAFMAWbIH JKAKCapTy
cayachlHIarbl bomamiak akmaparTeiK skyienepain OonamarbiH amazabl. JKorapbl
KBIPATBIMIIBUTBIKTAFBl CITYTHUKTIK CYPETTEp, THIEPCICKTPIIK JaTYUKTEpP KOHE
JKApBIKThl AHBIKTAY KOHE JMANa30HAbl AHBIKTAY JKYHECi TOMBIPAK MEH OCIMIIK
JKaMBUTFBICBIHBIH KaCHETTepl TYpalibl eMKei-Ter kel jkoHe HaKThI akmapar oepe
anajpl. MalluHaIBIK OKBITY aJITOPUTMIEPI OCHI IEPEKTEep KO3MEPiH TaNAal anaabl
JKOHE TOMBIPAKTHIH KBUIJAM JKOHE YHEMJi KapTorpausichl MCH MOHHUTOPUHTIH
KaMTaMachI3 €Te OTHIPBIIN, KYHbI aKIapaTThl ajia anaasl. by skeTicTikTep, acipece
KEH ayKbIMJIbI HEMeCe JKeTy KHBIH JKepiep/ie, TOIMbIpaK >KarJaiblH JKakcapTy
IIapaxapblHbIH THIMALUTIITT MEH ASIITIH aTapIIbIKTal JKaKcapTa aiajbl.

KnuMaTThIH 63repyi TOMBIPaKThl 0aCKapyaa KUBIHIBIKTAP TYFBI3Y/IbI dKAIFACTHIPA
OTBIPBIT, aKMAPATTHIK KYHelep KIMMATThIH 63repyiH €CKepe OTHIPHIT, TOMBIPAKTHI
KaKCAPTy 9ICTEPiH KONay YIIiH KIMMATTHIK JIEPEKTep MEH MOJIeTIbACY/i OipiKTipe
anaapl. TemrepaTypa MEH IKaybIH-IIANIBIHHBIH ©3TePyl CHSAKTHI KIUMATTBIK
OomKaMIapbl €CKepe OTBIPBIN, AaKMapaTThIK JKyHWenep KIMMATTBIH e3repyiH
a3aiiTy VIIIH TONBIPAKTHI JKAKCAPTy CTPATETHsUIapbIH OciiMIeyre KOMEKTeCeTi.
Byt cyapy kectenepin Ty3eTy/i, KJIMMaTKa Te3iMIi JaKbUIIAPAbl TaHIAyAbl XKOHE
TOTBIPAKTHIH BUTFAJ CakTay KaOiNeTiH apTTBIPY YIIiH TOMBIPAKKA OPraHUKAJIBIK
THIHAWTKBIIITAP/IBI €HT13Y/li KAMTYBI MYMKIiH.

BiloKuellH  TeXHONOTWACHIHAH, Aa3aMarThIK  FBUIGIMHAH, KAIIBIKTBIKTAH
30HATAyNaH, MAIIMHAIBIK OKBITY[aH, KIUMATTHIK JEPEeKTepAi OipiKTipyneH
JKOHE alllbIK JCPEKTEp MPHUHIUITEPIHCH TYBIHAAUTHIH MYMKIHIIKTEPMEH, OCBHI
KETICTIKTEP/II EHTI3y JKOHE MOHAPAJBIK BIHTHIMAKTACTBIKTHI JAMBITY TOMBIPAKTHI
OacKapynblH TYPaKThI 9IiCTepiHe KOJ JKETKi3y/le aKNapaTThIK JKyHerepIiH 0apibiK
oJieyeTiH NMaiaanaHy yIriH MaHbI3b! 0omanbl. OChl TEXHOIOTHUSIIAP MEH TOCLITIepIi
KOJIZIaHa OTBIPBIT, MYJIENI TapanTap Heri3JeNreH IennMiaep Kadbuiaai anamusl,
pecypcTapapl 0oyl OHTalIaHIbIPaAbl JKoHE Oi3/iH TOMBIPAKTHIH y3aK Mep3imii
JICHCAyITBIFBI MEH OHIMIIUTITIHE YIIeC Koca ajabl.

Bonamakra TOMBIpAK JKaFJaiiblH JKaKCapTy YIIIH akKmaparThlK >Ky#derepmi
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o3ipIey JoHe eHTi3y Ke3iHJe TYBIHIaybl MYMKiH KeiOip BIKTHMal Mocelenep MeH
oinapabl KapacTbIpailbIK:

Jepexrepliiy canacbkl MEH CTaHAAPTTAIYBl: TONBIPAKKA KATBICTHI IEPEKTEPAiH
TOIJIITIH, CEHIMILIITIH KOHE JOUWEKTLIIriH KaMTaMachl3 €Ty THIMJIi aKmapaTThIK
XKyHenep YIIiH eTe MaHbI3Abl. TONMBIPAKTHI 3epTTEY 3ePTXaHANAPb], KAIIBIKTHIKTaH
30HITAy TEXHOJOTHSAIAPHI ’KOHE a3aMaTThIK FUIBIMU OacTaManap CUSKTHI SpTYpIi
Ke3JIepCH KUHAIIFaH JIEPEKTep carmachl MEH MINIMIHIe opTypii OOIybl MYMKIH.
Hepexrepai kuHay, caKkTay >KoHe OeJjicy YIIiH CTaHAapTTalFaH XaTrTamajiap MEH
camaHbl Oakpulay MIapanapblH KYpy AEPEKTepAiH TYTACTHIFBIH JKOHE OJIAPIBIH
(YHKIIMOHAIBIK, YIIIECIMIIUTITIH caKTay YIIiH MaHBI3IbI OOJIATbI.

Macuira0Tay >koHe HHOPaKYPhUIBIM TAJIANTAPbI: TOMBIPAK JKaF JaibIH )KaKCapTy
YIUiH aKmapaTThIK JKyHeJep JaMblFaH CalblH MaciuTabTay MaHbI3Ibl (akTopra
aifHanagbl. AyKeIMIBI €HTi3y AEPEKTEpAl CaKTay, OHILY KOHE KEJIiK KOChUTBIMABI
KOcCa aJiFaH/ia, CeHIM/Ii )KoHE ayKbIMIbI HHPPAKYPBUIBIMIIBI KAXKET eTelli. Tompipakka
KATBICTBI AEPEKTEPIiH OCiM Kele JKaTKaH KeJeMiH KoHE aKIapaTThIK JKyienepain
ecCiIl KeJe KaTKaH MaiJaraHylibl 0a3acklH KOJAAy YIIiH THICTI pecypcTap MeH
WHBECTULIUSIIAD KAXKET.

Kon sxetiMainik koHe UMQPIBIK alIaKTHIK: aKMapaTThIK Kyienepre TeH
KOJI JKETIMJIUTIKTI KaMTaMachl3 €Ty 0ap TEHCI3AIKTIH HamapiayblHa KOl OepMmey
YIIiH eTe MaHb3Abl. VHTepHET OaillaHbICHl HEMece TEXHOJIIOTHSUIBIK PecypcTaphl
LIEKTEYN1 aiMakTapAa aklmapaTThIK >KyHemepre KOl KETIMAUIIK JKOHE Olapibl
naiinanany mekreyni Oomybl MyMKiH. L[MQPUBIK aNmiakTBIKTBI >KOIOFa KOHE
TOTIBIPAK XaFAalbIH )KaKcapTy OacTamasiapblHa HHKIIIO3UBTI KaThICY/Ibl KAMTaMachl3
€Ty YIIiH a3 KaMTBUIFaH KaybIMJIACTBIKTApAbl OKBITYFa JKOHE KOJAayFa KYLI calry
KEpeK.

Jepekrepnin KYNMSUTBUTBIFBI  MEH  KayilCi3fmiri, akmaparTelK IKyHenep
XKepli mainanaHy cxeMmajaapblH, TONBIPAK CHIHAKTAPHIHBIH HOTIDKEJIECPIH KOHE
arpOHOMMSUTBIK, 9ICTepAl Koca alFaH/Aa, TONbIpaKKa KaTbICThl KYIHS AEPEKTepi
eHAeWal. Bynm akmapaTTblH KYNUSUIBUTBIFBI MEH TYTACTBIFBIH KOpFay YILUiH
JepeKTep/IiH KYIMUSUTBUIBIFEI MEH KayilCi3[iriH KaMTaMachl3 €Ty YIIiH CEeHiMIi
mapanap KaObULZaHybl Kepek. JlepekTepii Kopray epekesepiH cakTay »MXoHe
JepekTepi 6ackapyIblH Kayilci3 9iCTepiH eHri3y MYIeNl TapanTapabliH CeHIMIH
cakTay YIIiH 6Te MaHbI3/bI.

WuTerpanus xoHe WHTeporepabenpIiTiK: aKnapaTThIK KYHEIepIiH oleyeTiH
TONBIK TaifanaHy YIIH opTypii miargopManap, MamiMerrep Oa3achl XKoHE
nepekrep ¢opMarTtapbl apachblHIAFbl HMHTEPONEpadeNbIiTiK ©Te MAaHBI3IBL.
CrangapTTay apeKeTTepi opTypili Kyienep apachlHaa Y3OIKCi3 AepeKTep aIMacyabl
KOHE MHTETpalUsiHbl KaMTaMmachl3 €Ty VIOIH S>KaJIbl JAEPeKTep YrilIepiH,
OHTOJIOTHSIIAPIIBI KOHE KONIaHOabl OariapinaMarnay UHTepdeicTepin a3ipieyre
OarbITTaYBl KepeK. barjapiamansik xKacakrama xacayIibuiap, 3epTTeyLIiep jKoHe
TOIIBIPAKTHI OacKapy MPaKTUKTEPi apachIHAAFbl BIHTBIMAKTACTHIK (DYHKIIMOHAIIIBIK
YIUTeCIMITUTIKKE KOJ JKETKI3y YIIH 6T€ MaHBI3/IbL.
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OKOHOMHKAJIBIK THUIMAUTIK )9OHE TYPAaKTBUIBIK: aKMapaTThIK KyHeaepaiH y3aK
Mep3iMJIi eMIpIISHIITT MEH TYPaKThI JaMYbI OJIapAbIH SKOHOMUKAIBIK THIMILTITiHEe
0aifIaHBICTHI ANAPATTHIK KOHE OaFJapiIaMalblK )KacaKTaMaHBIH KOJI KEeTiMIILTIT1,
TEXHHKAJIBIK KbI3MET KOPCETY JKOHE )KaHAPTY IIBIFBIHIAPHI, COHIaNH-aK TEXHUKAIIBIK
KOJIIay/IbIH OOJyBI CHSKTHI Oiylap/ibl eckepy KaxeT. KapiKbulaHIbIpy TETIKTEpiH,
MEMJIEKETTIK-)KEeKEeMEHIIIK OPINTECTIKTI KOHE IIBIFBICTAPIBI Oipiiecinm arkapy
MOJICNIBACPIH 3epiesiey TONBIPAKTBIH KaWH-KYHIH JKaKcapTy YIIIH aKMapaTrThIK
KYHEeNepaiH Kap KbUIBIK TYPaKThUTBIFBIHA BIKMAT eTyi MyMKiH (yxoBHbIH, 2015).

AKnaparThIK KyHelep TOIBIPaK >KarJaibIH JKaKcapTy ONIICTEpiH iirepinery
YIIH YIKeH oyeyeTke ue OoNFaHbIMEH, OipHemle MoceneNepii ey Kaxer.
Jepekrep camackl MEH CTaHAApPTTay, MAacIuTa0Tay, KOJDKETIMIITIK, MYIIeli
Tapanrtapbl TapTy, IePEKTEePAiH KYITUSUTBUIBIFBI MEH KayiICi3/iri, pyHKIIMOHAIIBIK
YHIIeCIMITUTIK, SKOHOMHUKAIBIK THIMALUTIK JKOHE TYPAaKTHUIBIK MICEJEINEPiH eIy,
aKIMapaTTBIK JKYHEeJNepai COTTI eHri3y JKOHE TOIBIPAKTHI JKaKCapTy OpeKeTTepiHe
y3aK Mep3iMJi ocep eTy VIIH eTe MaHb3Ibl 0onanbl. OChl MiHAETTEP/l IIeIe
OTBIPBII, MYJUICINI TapanTap OChI XKYHeIep/IiH TONBIK 9JICYeTiH alllbll, TOMBIPAKTHI
TYpaKTHI 0acKapyFa *oHe OHIMIIUTIKTI apTThIpyFa 63 YJIECTEPiH Koca aajbl.

HaTukenep :xoHe o1apabl TAIKBLIAY

TonbIpakThl JKakcapTy cajlachlHAa aKMaparThIK >KYHeNepai COTTi eHTi3y
MY TapanTapAblH JKaHAa TEXHOJIOTHSUIApIbl KOJJAHyFa JXOHE ©3IepiHiH
TIOCTYpPIIi  SICTepiH ©3repTyre NaibIHABIFBIHA OaiimanbicTel. Depmeprepmi,
Kep MEHEKEpIepiH JKoHE IMIeINiM KaObUIIaylibuiapisl TONBIPAK KaFIaibIH
KaKCapTy KOHE OHIMIIUIIKTI apTThIPy YIIIH aKmapaTTHIK JKYyHelepIiH oieyerTi
apTHIKIIBUIBIKTAPEl  Typajibl TapTy JKOHE OKBITY ©T€ MaHbI3IBL. [IMIOTTHIK
kobamap MeH >KaFJaliIbIK 3epTTeyJiep apKbUIBl OCBI JKYHENEepIiH MpPaKTHKAIIBIK,
naiaananyIslH KapanaibIMIbUIBIFBI MEH OH HOTIDKEJIEPIH KOpCceTy e3repicrepre
TO3IMJILTIKTI )KEHYTe )KoHE KEHIPEK €HT13yre BIKMa eTell.

CoHbIMEH KaTap, aknaparThIK XKyHenep Typajbl bIKTUMall Macelenepai Hemece
KaTe TYCIHIKTEP/i JKOK ©T€ MaHBI3/IbI, MBICAJbI, TEXHOJOTHUS ajgaM TIKipuOeciH
aNIMacThIpabl JIeTT KOPKYy HEMece ICKe achIpyAblH OomKamMabl KypAeIiiiri,
aKMapaTThIK JKyHenepl maimanaHyaslH KOCHIMINA KYHIBUIBIFBIHA, THIMILTITiHE
’KOHE y3aK Mep3imi maiiaceiHa 6aca Hazap aynapy olapibl Hri3yre OH Ko3KapacThl
KaJIBINTACTHIPAIbI )KIHE MiHE3-KYJIBIKTBIH ©3repyiHe BIKIal eTe/Ii.

Bimimai triMzai Gepymi *oHE oJieyeTTi apTTHIPYAbl KaMTaMachi3 €Ty, COHIai-
aK MIiHE3-KYWIBIKTBI €HTi3y MEH e3repTyre OaiJIaHBICTBl MOceNeNepAl IMIenry
TOIBIPAKTHI JKaKCapTy CallaChIHAAFbl aKMapaTThIK JKyWHelepaiH Oojaliarbl yIIiH
MaHBI3/IBI Oyap OOkl TaObLIaABl. MyIerni TapanTtapra KaXeTTi JaFrabliap MeH
OinmiM Oepy KoHe e3repicTepre KONaiIbl JKaFIai jkacay apKbUIBI OCHI JKyHenepi
KEHIHEH EHTI3yTre JKOHEe COTTI EHTi3yre KoJ JKeTKizyre Oomansl. bynm e3 keserinme
TONBIPAKTHI TYPAKTHI 0AaCKapyFa, aybUTIIapyalIbuIbIK OHIMIUTITIH apTTHIpyFa )KoHE
KOpILIaFaH OPTaHbI KOPFayFa BIKIaJ eTe/.

[enrim kaObuIIAy TPOIECIH JKaKCcapTy: AKIMAparThIK >KyHemep Myaeri
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TapanTtapra TONBIPAKKa KaTBICTHI )KaH-)KaKThl JIEPEKTepre, Tajaay KypaigapblHa
JKOHE IIeNTMIep/li KOoJiuay TEeTIKTepiHe KON JKeTKi3yre MYMKiHIiKk Oepemi. by
oJlapFa TOTBIPAKTHl JKAaKCapTy CTpaTerHsuIapbl, KOPEKTIK 3aTTapbl YTHIMIBI
naianaHy »OKOHE aybUINIApyallbUIBIK —TXKIpHOenepi Typaibl HeTi3IeireH
memiMaep KaOblUiaayra MYMKIHIIK Oepemi. HakThl yakpITTarbl AepeKTepi jKoHe
OoypKamMIbpl MOZEJNBIACPIl KONJaHy apKbUIBl aKMapaTThIK JKYHelep aigblH-ania
meniM KaobuIiayFa MYMKIHIIK Oepemi, OyJ1 JollipeKk >KoHEe YaKThUIbl apajacyra
OKeJIei.

TonbIpak >karaaiibl MEH OHIMIUTITIH JKaKCcapTy, aKMapaTThIK KYHelep TOMbIPaK
JCHCAYIIBIFBIHA KATBICTBI MCEINeNIep/li aHBIKTayAbl JKOHE TOIBIPAK IKaFIaibIH
’KakcapTy OOWBIHIIA MaKCaTThl IIapaiapibl Ky3ere achIpyabl JKEHUIACTEIl.
TonbIpak AepexTepi MEH TapuXH TCHICHIMSIIAPIbI Talgaid OTBIPBIN, MYIIEINi
Taparnrap TOIbIPAKKa, TRIHANTKBIIITapFa )KOHE Cyapy d/IiCTepiHe e3repicTep eHTi3yai
OHTAWIAHIBIPYbl MYMKiH. Byl TOIBIpaK KyHapJIBUIBIFBIHBIH JKOFapbUIaybIHA,
KOPEKTIK  3aTTapiblH alHAJIBIMBIHBIH JKaKCapyblHa JKOHE JaKbUINApABbIH
OHIMIUTITIHIH KOFapbliayblHa OKele/di, OYJI Cailblll KeNreH Ie ayblIapyallbuTbiK
OHJIIpic XKylerepiHe maiaa oKeme.

AKMaparThIK xy#enep Oenrini 0ip caliTka OaliIaHBICTHI TOMBIPAKKA, CYFa JKOHE
0acka pecypcrapra HaKThI ©3repicTep eHri3yre MyMKiHik Oepeni. TombIpak, aya-
paiibl )KoHE eTiH XKUHAY TallanTapbl Typallbl AepeKTep i OipiKTipy apKbUTBI MY
Tapanrtap KaJIbIKTapasl a3aiTy jKOHE THIMALTIKTI apTTHIPY apKbUIBI pecypcTap/bl
Oenyni OHTalIaHIBIpa anajabl. Byl MIBIFBIHAAPAB YHEMACYTE, KOPIIaFraH OopTara
ocep/i a3alTyFra )KOHE TONBIPAKTHI OacKapy d1iCTEePiHiH TYPaKThUIBIFBIH apTTHIPYFa
OKeJIei.

Kopiaran opranbl KOpray, aklapaTThIK Kylelep KopIlaraH opTara Tepic acepi
OapbIHIIA a3alTaTBIH JKep PecypcTapbiH OacKapyablH TYPaKThl ICTEPiH SHTi3yre
BIKITJ eTeli. KopekTik 3aTTap/ip1 KoIIaHy bl )KOHE Cyapy 9JiCTepiH OHTaIaHAbIPY
apKbUTBI AKIApaTTHIK XKYieaep KOPEKTIK 3aTTapAblH aFyblH, TOIBIPAK dPO3HIACHIH
’KOHE JKep acThl CYJapbIHBIH JACTaHYbIH OONbIpMayra Kemekrecenmi. bym cy
pecypcTapblH  CakTayFa, OSKOXYHelepAi KOprayFa JKOHE arpOXHMHKATTap/bl
naiaamanyIbl a3alTyFa bIKIAN eTe.

Kimmarka Te3iMainik: AKNapaTThIK JKYHeJaep aybUlapyambuIbK Kyldenepine
KJIMMATThIH 03repyiHe OeiiMaenyre )koHe OHbIH dCepiH a3aliTyFa KOMEKTeCy apKbLTbI
KJIMMATTBIK JKaFdaiylapAbl €CKepe OTBIPBIN, TONBIPAKTHI JKaKcapTy oAiCTEpiH
KoJait anaapl. KinuMarThIK epekTepi, 00mKaM bl MOZIENTbACPAl XKIHE KITMMATTHIK
KaFJaimapael €CKepe OTHIPBII, aybUIIIApyallbUIbIK TaKipuOenepin OipikTipe
OTBIPBIN, MYZJIEIN TapanTap TONBIPAKTHIH BUIFal ycTay KaOUIETIH apTTHIPAThHIH,
TONBIPAK APO3HSCHIH a3aliTaThIH )KOHE KOMIPTEKTi OaiIaHBICTBIPY/IbI )KaKCapTaThIH
TOIBIPAKTHI OacKapy CTpaTerHsuIapblH €HTi3e anaabl. byl KiIMMarThiH e3repyiHe
OailyIaHBICTHI ayBUTIIAPYAIIBIIBIK JKYHEIePiHiH TYPaKThUIBIFBIH apTTHIPaIbI.

AKnapaTThIKKyHenepMyaIeri TapanTap apachlHIa TOIBIPaKKa, 03bIK TOXxKiproere
’KOHE allbIHFaH ca0aKTapra KaTbICTHI JIEPEKTEPMEH ajaMacylbl KeHimueTemi. by
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3eprreyiiep, pepmepnep, KeHEHTy KbI3METTEpl MEH casicaTKepiiep apachbIHIaFbl
BIHTBIMAKTACTBIK II€H OuliM anMacyisl BIHTanaHAablpaabl. bIHTEIMaKTacTHIK
arMocepacblH Kypyfa BIKHAJl €Te OTBIPBIN, aKMapaTThIK >XYHesep Y3mIiKci3
OKBITYFa, HMHHOBAlMsJapfa >KOHE TOIBIPAK >KaFJalblH KaKCapTyAbIH THIMIL
omictepiH Taparyra biknan ereai (Macnos, 2009).

Tompipak »karmaliblH KakcapTy cajachblHIa aKmapaTThIK JKyHenepli KeHiHeH
€HT13y %oHe TaOBICTHI iCKe achIpy KONTEreH Naiiia MEeH OH calapra oKelryi MyMKiH
CKeHIH aral ©TKEH JXeH. AKMapaTThIK >KyHeJep TONbIpakThl Oackapy oaicTepiH
©3repTy MYMKIH/IITiHE He - IeTTiM KaObLTIay POIeCiH JKaKcapTyAaH )KoHE TOIIPaK
KaFIaibIH )KaKcapTylaH pecypcTapiibl OHTaHIaHABIPYFa JKOHE KOpIIaraH OpTaHb
cakTayfa IeHiH. Jlepekrep, TeXHOIOTusAIap K9HE bIHTBIMAaKTaCThIK MYMKIHIIIKTEpiH
naijganaHa OTBIPBIN, MYIENi TapanTap Oi3[iH TONBIPaKTapbIMBI3IBIH Oonamak
YpIIaK YIIiH y3aK Mep3iM/Ii ICHCAYIIBIFbI MEH OHIMILTITiH KAMTaMachI3 €T€ OTHIPHITI,
TYPaKTHI KOHE OMIpILeH aybUIIIapyalbUIbIK XKYHeIepiH Kypy YIIiH )KYMBIC icTel
anajpl.

AKMapaTThlK JKYHeJep TONBIPAKTHl JKaKcapTy TaKipuOeciHe KaThICaThbIH
MYIAETl TapanTapra aiTapibIKTall SKOHOMHUKAIBIK Maiaa okesryl MyMKiH. HakTel
YaKbITTaFbl JIepeKTepi, O0OMmKaMIbl MOACTBACYl XKoHE JoN OacKapy TOCUIIEpiH
KOJIJaHA OTBIPBIN, MYIJENI TapanTap pecypcrapibl Oeiydi OHTaiaHIBIpabl,
KipiC IIBIFBEIHIAPBIH a3aiTa bl dKOHE KAITHI KiPICTITIKTI apTThIpasl. AKIapaTThIK
XKyHenep COHBIMEH Karap ¢epmepliepre TYpakThl OHIIpUIETIH AaKbUAap MEH
OHIMJIEpTe HApPBIKTBIK CYPAHBICTBI KaHAFAaTTAHIBIPYFa MYMKIHAIK OepeTiH
TOTIBIPAKTHI 0acCKapy TOXIpUOECIHIH KaJaFraJaHybl MEH KYXKaTTaTybIH KAMTaMachl3
€Ty apKbLJIbl HAPBIKKA KOJI JKETKI3Y KoHe cepTuuKarTay OaraapaamManapblH KoJaaai
ananpl. COHBIMEH KaTap, TONBIPAKTHIH ICHCAYJBIFbI MEH OHIMIUIIMIH akcapTy
apKbUIBl aKMapaTThIK KYHEJIep aybUIIapyallblIbIK KYHenepiHiH y3aKk Mep3iMai
OMIPIICHIITT MEH SKOHOMHUKABIK TYPAKTHUIBIFBIHA BIKIIAT €TEII.

KopbIThIHABI

¥3aKk Mep3iMAl AKOJNOTHSUIBIK TYPAKTBUIBIK: TOMBIPAK >KaFIaiibIH KakcapTyaa
aKnaparThIK )KyHeJIepi eHri3y y3aK Mep3iM/ii 3KOJIOTUsIIBIK TYPaKTBUIBIKKA BIKITAJ
eteni. JKaObIK eriHIIIIIK, TaOMFATTHI KOPFay JXOHE arpoopMaH IIapyallbUIBIFBI
CUSIKTBI MAaKCaTThl TONBIPAKTBl OacKapy CTpaTerusulapblH €HIi3y apKbLIbI
MYJIEINi TapanTap TOMBIPAKTaFbl OPraHUKAIBIK 3aTTapAbl, OMOSPTYPIILTIKTI )KoHE
9KOXKYHE KbI3METTEpiH apTThipa anansl. CanayaTThl TOIBIpaKTap arMocdepanaH
KOMIPKBILIKBII Ta3blH ally apKbUIbl KIUMATTHIH ©3TepyiH a3aiTyFa KOMEKTeCeTiH
KOMIPTEKTI CiHiprim peTinae apekeT eteni. CoHbIMEH KaTtap, aknapaTThIK xKyiienep
TOTIBIPAKTHI JKAaKCapTy OMICTEPiHIH KOpIIaFaH OpTara oCepiH OaKbplIayFa MXoHE
Oaramayra MYMKiHJIIK Oepeni, aganTuBTI OacKapyFa >KOHE TOIBIPAKTHI TYPaKThI
Oackapy OarbITBIH/IA YHEMI )KETUINIPYTe BIKIAN ETEI.

Tombipak xar JaiibIH KaKcapTydarbl aKIapaTTHIK KYHeIepAiH AP THIKIIBUIBIKTaPBI
MEH acepi KOHTEKCTKE, allMaKKa JKoHEe HaKThI €HI'13y CTpaTerusiapblHa OaiIaHbICThI
e3repyi MYMKiH eKeHIH ecKepy MaHbBI3Ibl. AKIapaTThIK JKyHelepi a3ipiey jkoHe
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€HTi3y Ke3iHJe TOMBIPAaK Typiepi, KIMMATTHIK KaFfaiyap XOHE JJIEyMETTiK-
SKOHOMUKAJIBIK OWJIap CUSAKTHI )KEPTLTiKTI (hakropiapisl eckepy KaxeT. COHbIMEH
Karap, YakbIT 6T€ KeJie OChI )KYHeIepAiH TUIMILTIr MeH OeriMIeIyiH Oaraiay yIiH
yHeMi Oakpliay, Oaranay *oHe Kepi OaiilaHbIC MEXaHU3M/IEPi KaXKeET.

KopwITEIHABIIAN Kejle, TOMBIpaK >KaFmaibIH JKaKcapTy Ke3iHAe aKmapaTThIK
KYWENepAi eHrizy JKoHe TMaifalaHy OSKOHOMHKANBIK, OHKOJOTHSIBIK >KOHE
QJIEYMETTIK aiia oKkeNyi MyMKiH €KeHiH aTal eTKeH XeH. J{epekrepre HerizaenreH
ToCIIEP/Ii KOJIJaHa OTBIPBIT, MY IS TapanTap HeTi3/IeNIreH MeiMep KaObuiaai
anajpl, pecypcrapapl MaiaiaHyiabl OHTAMIAHIBIPaIbl JKOHE aybUIIapyanIbUIbIK
KYHeNepiHiH y3aK Mep3iMIi TYpaKTBUIBIFBIH apTThIpaabl. [lereHmMeH, TaOBICTHI
iCKe achIpy BIHTEIMAKTACTHIKTHI, QJICYETTi apTTHIPYIBI )KOHE OeNTiT Oip KOHTEKCTKE
KATBICTHI JKEPTUTIKTI OLTIM MEH oimapibl eckepyli KaKeT eTeTiHIH MOWBIHIAy
MaHbBIBL. OCBI KYII JKITepAiH apKachlHIa AKNApaTTHIK JKYHelep TOMBIPaKThI
0ackapy 9MiCTEpiH ©3repTyre YyJec Koca aliajbl KOHE aybll IIapyallbUIBIFBIHBIH
TYPaKThI )KOHE TYPaKThl OOJallaFbIHa JKOJ allabl.
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Abstract. Security is one of the extensive relations in assorted Wireless Sensor
Network (WSN employment. A no of cryptanalytic rules area been developed to
acknowledge safe keeping utility in WSNs. However, in an energy-efficient and
jackanapes nonbeing is a difficult engagement due care to imagination restricted
disposition of device excrescences. Systematic exploration of cryptanalytic rules
is, accordingly, requisite to acknowledge an admirable sympathetic of the trade-off
between safekeeping about and operation charge. In this idea, we've contemplated
cardinal shaft nonentities: Skipjack, Corrected Obstruct Tiny Encryption Algorithm
(XXTEA, RC5, Advanced Encryption Standard (AES, and Chaotic-Map and
Genetic-Operations supported Encryption Algorithm (CGEA. The about of these
ciphers is assessed on Arduino Pro and Mica2 device particles. Then the memory
practice, operation spell, and computational cost are compared. Finally, any
exhortations are provided on assessed shaft ciphers and implementation platforms.

Key words: Block ciphers, memory and energy utilization -efficiency,
performance evaluation, wireless sensor networks
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AnHoramus. Kayinci3mik kemnrtereH CbIMChI3 ceHCopiblK okem  (WSN)
KOCBIMIIIAJIAPBIHAAFBl HEri3ri Macesenepain Oipi Oonbin Tabbutagbpl. WSNS-Te
KayiMci3liK KbI3METTEPiH YChIHY YIIiH OipKaTap KpUNTOrpaUsUIbIK allrOPUTMIEP
xacayjpl. JlereHMeH, SHeprusiHbl YHEMJCUTIH KOHE KCHLT MU(PIsl TaHaay
CEHCOPJIBIK TYHIH pecypCTapbIHbIH IICKTEYIi 00IybIHA OalIaHBICTBI KMBIH MIHJIET
Ooubin TabbuIaab1. OChUTalIna, KpUNTOrpadUsUIBIK aITOPUTMISPII Kyiie Oaranay
Kayilci3mik Imapajapbl MEH ONEpalysUIbIK INBIFBIHAAD apachlHAAFbl POMaHBI
KaKchl TYCIHYII KaMTaMmachl3 €Ty YIIiH KaxeT. bynm makamanga 6i3 O6ec OJIOKTBHIK
umdpael Kapactelpablk: Skipjack, tyserinren Block tiny mmdpnay anropurmi
(XTEA), RCS5, xeneiitinren mudpnay cranaaptsl (AES) jkoHe XaoTHKaJbIK KapTa
MEH TeHETHKaJIBIK ollepauusiapra Heriznenrer mudpuay aaroputmi (CGEA). byn
umdpnapasiH eHimainiri Arduino Pro xone Mica2 ceHcopiapblHbIH KOMETiMeH
Oaranananpl. ComaH KeiiH KaAThl NaigalaHy, KYMBIC YaKbITBI KOHE €CEeITey
WIBIFBIHAAPB! calbICThIpbIanel. CoHbIHAA, OaranaHaThlH ONOK MmMGpiIapsl MEH
icke acwIpy IaTgopManapsl OOWBIHIIA KeOip YChIHBICTap Oepijei.

Tyiiin ce3nep: brokThIK Mg piap, )xaja meH SHEPTUSHBI Naijanany THIMILTIT,
OHIMJIUTIKTI Oarasay, ChIMChI3 CCHCOPJIBIK Kelliiep
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AHHOTanus. be30macHOCTh SIBISETCS OJTHON U3 OCHOBHBIX MTPOOJIEM BO MHOTHX
npuwiokeHusax OecnpoBopHol ceHcopHoit cetn (WSN). ns mpemocTaBieHus
ycayr OezomacHoctd B WSNS Obl1 pa3zpaboTaH psifi KpHUIITOrpaguyecKux
anroputMoB. OmHaKo BBIOOpP 3HEProdp@eKTUBHOrO W JIETKOro mmdpa sBisgeTcs
CJIOKHOM 3a7adeil u3-3a OrpaHUYEHHOCTH PECYPCOB CEHCOPHBIX Y3J0B. Takum
00pazoM, cHcTeMaTHYeCcKast OLICHKa KPUIITOrpaMueCcKUX alropuTMOB HEOOX0ANMA
JUIsL obecreueHus XOopouero mOHMMAaHUSA KOMIIPOMHUCCA MCEKAY IIOKa3aTCIsIMU
0€301aCHOCTH M 9KCIUTyaTallMOHHBIMHU PacxoiaMu. B 3Toli cTaTtke MBI paccMOTpenu
nsTh OnouHbIX mWUdpos: Skipjack, ucnpasneHHbId anroput™ mudposanus Block
Tiny (XTEA), RCS, pacmmpennsiii crannapt mudposanust (AES) u anroputm
mudpoBaHHs Ha OCHOBE Xa0THYECKoW KapThl 1 reHeTndeckux onepauuii (CGEA).
[Tpon3BOAUTENHFHOCTE 3TUX MH(POB OLIEHUBAETCS C MOMOIIBIO 1AaTYMKOB Arduino
Pro u Mica2. 3arem cpaBHHBalOTCSl MCIIONb30BaHHE MaMSTH, BpeMs paboThl U
BbIYUCIUTCIIBHBIC 3aTpPaThl. HaKOHGH, OAar0TCd HCEKOTOPLIC PEKOMEHAAIUU 110
OLIeHMBAaEMbIM OJIOYHBIM MM (paM U mIaThopMaM pean3aliH.

KiroueBsle cioBa: 61ounbie IUQPHL, 3PPEKTUBHOCTD UCTIOIB30BAHUS AMSITH
" DOHEPIruu, OLCHKA ITPOU3BOAUTCIILHOCTH, 6eCHpOBOHHLIG CCHCOPHLBIC CCTU

Kipicne

ChIMCBI3 CEHCOPIIBIK JKeNijiep IYIIMAaHABIK OpTaja Ke3AeHCOK OpHaiac-
THIPBUIATBHIH KONTEreH ap3aH CeHCOpIbIK TyhinaepacH (SNS) typansl (Mojisola,
2022). barapesimeH >xyMbIc icTelTiH Oys1 SNS-TepiH *aabIChl a3, IPoLeccopiIapbl
QJICI3 JKOHE OailylaHBIC MYMKIHIIKTEPI MEKTeyai00mbIn Kenei. COHBIKTaH COHFbI
Oipuerre xpura WSNs-Te sHeprusi THIMIUIINIHE KON KETKi3y YiiH Oipkarap
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KayiIci3 »oHe XKEeHUT ONOKTBHIK MIH(prap YCHHBUIAL. Anaiiia, SKCIIEPHUMEHTTIK
HOTIDKENep OyJ1 I pIiap IbIH KOIIIUTIT i HIH 9IeTTeT1 U pIapMeH CalbICTRIpFaH/1a
OHIMILTITT TOMEH eKeHiH kepcerei (Soni, 2019) Ocpuraiinia, eHIMIUTIKTI Oaranay
OpTYpIi KpHUNTOrpadysUIBIK CXEMalapAblH STAJOHBIH KaMTaMachl3 €Ty YIIiH
MaHBI3/bI.

Kayincizmik casicaTblH €HTi3y INBIFBIHAAP MEH OHIMIUTIKTIH CaKTallyblH
KaMTaMachl3 eTyi kepek. Mbicaisl, kentereH WSN KOChIMINIANaphl Kayirci3MiKTiH
KOFapbUIayblH KAMTaMachl3 €Ty YLIIH KYpAesi KpUNTorpadsuIbIK aJropuTMACPIi
KaXeT ereni. Aunaiia, KpUNTOXYHEHI icke acelpy ymiH KyarThl SNS Kaxer
OoNFaHABIKTaH, MIBIFBIHAAP apTaasl. COHIBIKTAH iCKE achlpy WIBIFBIHIAPH MEH
TUIMJIUTIK apachlHAaFbl OaWIaHBICTBI HAKTHI TYCiHY KaxeT. l-kecTene KeHiHEH
KOJIIAHBIIATBIH CEHCOPIIBIK KYPBUIFbIIAPABIH OipKaTap ®aOAbIKTapbIHBIH KYHBI MEH
TEXHUKAJIBIK CHIMATTaMajapbl TYpajbl CaNbICTBIPMAlbl MAJIMETTEp KEJTIpiireH.
Kecrenen EZ430-RF2500 »xone Arduino Pro motes ap3aHbIpak ekeHiH Kepyre
Oonazpl, Oipak onapablH >kanpl Aa a3. Jemek, ap3an SNS-Te Kpunrorpadusibik
cXeMallap/JIblH OHIMIIIITiH Oaranay SKOHOMHUKAIBIK THIMII Tuargopmanap Kypy
MYMKIHITiH 3€pTTeY YIIiH KaXeT.

By mMakanaga HaKTBl CEHCOPINBIK KaOIbIKKA HETi3AEITreH KPUIITOrpa(HsIbIK
ANTOPUTMEPl IKCIIEPUMEHTTIK Oaranay YCHIHBUIFaH. JKax THIMALIITIH, ecenTey
LIBIFBIHAAPBIH JKOHE JKYMBIC YaKbITBIH CaJbICTBIPY YIIiH Mica2 xone Arduino Pro
mote miardopManapbeiHaa Oipkarap ONMOKTHIK mmpnap enrizinred. CoHbIHAA,
SKCIIEPUMEHT HOTIDKEJIEpiHE CYHEHE OTBIPHIN, €H JKaKChl KPUOTOTPadUsIIBIK
QITOPUTM MEH iCKe achlpy IUIaTGOpPMachlH TaHJAay YINiH Maiaansl OoiaThIH
KelOip MaHBI3ABI TYXKBIpeIMIap Oepinemi. KykarTeiH kanraH Oemiri keiecimeit
yUBIMIACTHIpbUTFaH: 2-0eliMe COWKECIHIe CHIATTAllFaH KYMBIC iCTEHIi.
3-6enimae WSNs-Te OaranaHaTbIH OJOKTHIK MM (pIapFa Moty oepinreH. 4-6emimae
€HT13y TuTaThopMalaphl erKeH-Ter ke cunarrtainFal. THIMALTIKTI OaFaiay JkoHe
Tannay S-0exiMae yChIHBUIFaH. 6-0emimMae KyKaT TaJKblIaHAAbl XKOHE asKTallabl.

Araysl Barace! | [Takeri | Muxpo- XKomnsl | VaxsiTel | RAM | XKbuipam- | EEPRO

(USD) |(incl.) KOHTpPOJLIEp (bits) |(MHz) |(KB) |merrst M (KB)
(KB)

SHIMMER | 226 2 boards | MSP430F1611 |16 4-8 10 48 None

Waspmote 168 4 sensors | ATmegal281 |8 14 8 128 4

TelosB 102 3 sensors | MSP430F1611 | 16 4-8 10 48 1024

Mica2 99 N/Av. ATmegal28L |8 8 4 128 512

EZ430- 40 Board MSP430F2274 | 16 16 1 32 None

RF2500 only

Arduino Pro |25 nrf24L.01 | ATmega328 8 8-16 2 32 1

(328) radio

Kecme 1. YKaOnbIKTBIH KYHBI KOHE TEXHUKAJIBIK CHUIIATTaMalIapbl
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Odebuemmepae wlony

WSNss yiH Kayinci3aik KacHeTTepiH ae, xaj neH OnokTeIK Lndp snepruscein
naijanaHy THIMIUICIH A€ ecKepeTiH >Xyhemi Oaramay >XYHECiH YCBIHAIBI
Apropnap rijndael cipher-ai Kayinci3mik meH 3HEprusl THIMAUITIH KaMTaMachl3
eTy YLIiH maiganaHydbl YChbIHAbI, ayl mistyl Aepexkrephi cakray >KOHE DHEPrust
TUIMALTITIH apTTRIPY YIIiH YCHIHBIIA b

Kpunrorpadusneik xam ¢ysHkuusmapeieie (MDS sxone SHAL) enimainiris,
coHpaii-ak mu¢piaay anropurmid (AES) tangay yuiiH cblHaK CTEHIIH MaiaanaHy
kKaxeT. Hotmwxenep kpunrorpadusuiblk anroputm 1 Kb maccusi 6ap 6ip AES
ornepanusichl YIiH 1,67 ¢ CHSKTBI Y3aK )KYMBIC YaKbITHIH KQKET €TETiHiH KopceTei.

CansicTeipManbsroHIMILTIK TAAAY B (Sun, 2007)rc6, AES xoHe MaciTadTanaTeiH
umpnay anroputmi (SEA) sea AES xone RC6 mmdpnapeiMeH canbicThIpFrania a3
XKaJIThI KAKET eTeTiHiH kepcereni, at AES sxone RC6 colikeciHIe )KyMBIC yaKbIThI
MEH OTKi3y KaOlJeTTiNirH naianany TYPFBICBIHAH €H >KaKChl OHIMIUTIKKE KOI
KETKI3el.

Cummerpusanbl KinTrepi Oap mmdprapra apHaaFaH >HEPrUSHBIH €CENTey
LWIBIFBIHAAPBEL Op TYPil OJIOK esmieMaepi MeH Maiaajbl JKYKTeMelepAl eckepe
OTBIPBIN ecenTeneni jkoHe camiblcThippliansl (Segar, 2013) CoHblMeH Katap,
aBTOpIAp KayiICi3OiKTi e, SHePTUs THIMALIITIH J¢ KaMTaMachl3 €Ty YIIiH OaiT-
OarzmapiaHfaH aybICTBIPY-aybICTBIPY Jkenimik mudpeiH (SPN) malimamanynst
ycoiHaapl. CUMMETpHUSUIBIK 070K 1udpiapbiHely WSN eHIMIUIrT MeH MiHe3-
KYJIKbIHA OCEepl JKeNiHIH MaHBI3Ibl MapaMeTpiepiH aHBIKTAy YIIiH TalJaaHaibl
(Babenko, 1999). AES, RC5 xone Skipjack mmdpnaper MicaZ xone TelosB
YUIITEPiH/E KY3€Tre achIpbliaibl, COHBIMEH KaTap calalblK )KOHE CaH/IBbIK )KaFbIHaH
MaHbI3/Ibl KOMIIaFa KeJei

Mica2 cencopnapsiablH mansiHaarsl AES, RC5 sxone RC6 anropurmaepinin
XaJ THIMIUIITH, KYMBIC YaKbITBIH KOHE KyaT TYTHIHYBIH ©JIILEI, CaJIbICTBIP/IBL.
OkcnepuMeHTTepaiH HoTvkenepi RCS yakpIT eH HEprus THIMALTIT TYPFBICBIHAH
eH Komaitnel Onoktelk ludp exeHin kepcereni. Komimri kpunrorpadusibix
anroputMmuepaeH ©Oacka, Mica2 motes-te HIGH ( Schneier, 2002) Simple
Lightweight Encryption (Scheme Koo, 2008) »xone Lightweight Security Protocol
(Biswas, 2014) cuskThel OipHelle >XeHiT ONOKTHIK mudpiap eHriziireH. byn
QITOPUTMJIEP DHEPTUSHBI YHeMiewni >xoHe WSNS-Te Kayinci3miKTiH >KaKChl
JeHrelliH KamMTaMachl3 eTedi. by jKyMmbIc eki Typil ammaparThlK Iuiardopmana
Oipkarap OJOKTHIK IU(PIApIbI )KY3€Te achpaabl XKoHE KayilCi3miK KepceTKimTepi
MeH Iaiianany MbIFEIHAAPBIH 3ePTTEH 1. DKCIIEPUMEHTTIK HOTHXeJep OaraiaHFaH
ONOKTHIK MH(PIAPIBIH THIMILIITIH KOPCETEIi.

BrokTeik mudpnap | ¥3eIHIBIK KinTi (OUTTEp) Paynnrap | BrokTeIH y3eiHABIFE (OUTTED)
Skipjack 80 32 64

XXTEA 128 14 64

RCS5 128 14 64

AES-128 128 10 128
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AES-256 256 14 128
CGEA 256 N/Av. 128

Kecre 2. DxcniepuMeHTTEpAE KOJIAAHBUIATHIH IU(P mapaMeTpiepi

Marepuajgap MeH dictep

Byn ©Oemimme skipjack, XXTEA, RC5, AES xone CGEA wmm¢prapst
cumartairad. 2-kectefne Oi3fiH ToxipuOenepimizaeri opOip ONOK mUdpHl yuIiH
KaOBbUIJaHFaH NapaMeTpiiep KeaTipiireH.

Skipjack 64 6utTik gepekrep OmokTaps! yuriH 80 OUTTIK KiNTTiI maidganaHaspl.
Omnpna 32 payHITBIK TEHrepiMci3 ¢eiictens xenici 6ap. buxam xoHe Gackanap 32-
neH 3 1-re kapcwl madybi xkacapl MyMKiH emec AuddepeHIraIbl KpUMToaHATH3 T
KosjaHateiH payHarap (Biswas, 2014). CoHbIMEH Katap, KUITTIH KbICKa Y3bIH IBIFBI
Skipjack-Ti TONBIK KiNT i371eyMeH 1a0ybuUIAapFa Oca eTel.

XXTEA 64 Outtik OnoK Y3bIHIBIFbIHA JKoHE 128 OWTTIK KINT Y3bIHJBIFBIHA
ne. OHJa payHITapbIH aybiCHalibl caHbl 0ap (6-maH 32-re JCHiH TONBIK ITHKI)
TeHrepimciz DelicTens Kemicli Ky3ere achlpbUialibl. TONBIK (DYHKIIMOHAJIBI
xxtea-Fa COHFBI TipKelNTeH Malybpul-Oy1 259 CypaHBICTBI KOJNJaHa OTBIPHIIL,
T GEepeHITUaIbl  KPUMITOAHAIM3TE HETI3/IereH TaHJAaJdFaH allblK MOTIHIIK
[Ta6ys1 (Biham, 2005).

RC5-atinpiManbr mapaMerpiiepi O0ap ukemi 0ok mugpbl: 0ok emmiemi (32,
64 nemece 128 6ur), xint enmemi (0-neH 2040 OuTke neiin) )xoHE payHATAp CaHbI
(0-men 255-xe neitin). byn WSNs-Te KeHiIHEH KOJJaHBUIATBIH OJIOKTHIK HIH)P.
Anaiina, 64 OuTTiK OsokTapsl 0ap 12 payHateik RCS tannanran 244 anibik MOTIHIT
KOJIJIaHa OTBIPBIN, quddepeniuansl madysurra ocan ( Yarrkov, 1998).

AES-0yJ1 aybICTBIpY-ayBICTBIPY JKEITiCIHE HETI3ICNITeH KoHe 128 OUTTIK OJIOKTHIH
OekiTinreH enmeMi 0ap KalTanaHaTelH OJOK mUGphL. On 4 X 4 GaiiT MaccHBiMEH
xymbIc icteini. Colikecinme 128, 192 xone 256 6utTik kintrep ymin 10, 12 xone
14 paynnrapna sxxymeic icteidtid AES ocan (Polley, 2004).

CGIAR-xanraH ke3neiicok ouTTep Ti30eriH jkacay YIIiH XaOTHKAaJIbIK KapTaHbl
naianaHaTeiH skeHis OMOKTHIK mudp ( Wu) 256 OutTik peTtiyik Omokraps! 128
OUTTIK JepeKTep OMOKTapbiH MU(piIay HeMece MHU(PHIH ally YIIiH KT peTiHae
nainananpiIagpl. ANTOPUTM MUQpranFaH MOTiHAI Kypy ymiH XOR, myranums
JKOHE alllbIK MOTIHII KUBUIBICY OTEpalysuIapblH Ky3ere acelpaisl. PayHarapast
naianaHynslH OpHBIHA 071 9pOip JepeKkTep OalThl YIlIiH KUBUIBICY SPEKETIH allbIK
MOTIH PETIH/IC OPBIHIANIBL.

Kabovikmoly cunammamacst

Arduino Pro-atmegal68/328 Heri3iHaeri MUKpOKOHTpoJuIep TakTackl ( Biswas,
2013) Toxipubenep keneci konpurypanusiapaa USB KyaTbIMeH KyMBIC ICTEHTIH
Arduino Pro (328) unnTepin KoimaHIbl: KYMbIC KepHeyi - 3,3 B, carar xwimiri
- MI', xenen xanel - 2 K6, ®JIDMI-xaner - 32 K6, EEPROM - 1 K6, paauo
KYpBUTFBICH - nrf24L.01 sxoHe aepektep *Kbpuimamasirsl - 19,2 Kout/c Mica2 - 6yn
atmegal 28l mporeccopblHa Heri3enreH ToeMeH Kyartsl Mote cencopsl ( Cazorla,
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2013). Toxipubenep keineci koHpurypauusuiapaa USB kyars! 6ap Mica2 yunrepin
naiaanaHabl: )KYMBIC KepHeyi - 3,3 B, carar xwuiniri - 8 MI'n, sxenen xansl - 4 Kb,
¢mm-xanet - 128 K6, EEPROM - 512 K0, paano xypsuirbicel - CC1000 sxone
JepeKTep KbIaaMIabFsl - 19,2 Kout/c.

basgoapramanvix scacakmamanviy cunammamacol

Op 610kTHIK HdpabH 6actankel konbl Arduino IDE-ne Arduino Promotions-
Ka KYpacThIpy JXoHe JXYKTEy VIIH »a3puiaapl. bi3miH ToxipuOenepiMizne exi
KipikTipinren kitanxana ¢yHkouscel (microsecondsToClockCycles() xone
Serial xonmawbugsl. print()) mpomeccop LHMKIAapsl MeH Mu(piay yaKbIThIH
ay JoHe OAachIll IIBIFApy YIIiH KOJMaHbLIanbl. Mica2 wumrepinae mudprapabt
€HTI3y YIIIiH KOMIIOHEHTTEPTe HEeTi3[eNTeH KOFaphl ACHTeii Oarmapiamanay Tiji
(nesC) xonmmanbuiansl ( Young Adam and Moti Yung, 2005)..XKeprimikri YakpIT
Oynkuusapsl.get() skone printf () )KyMbIC yaKBITHIH ally VIIiH Taii1aJaHbLIa b,
an npoueccop uukiagapsl ATEMU [20] apKbuUibl anbIHAIBL.

Cyper. 1. DxcriepumenTTik opHary: (a) USB kyats1 6ap Mica2 mote, (6) Arduino Pro
OarmapiaManaymsl Takracel 6ap USB Kyatsr 6ap mote, (c) 6aTapesMeH KyMBbIC icTeiTiH Arduino
Promote

Conpiaga, AVR-size xone AVR-objdump yrunmuranapsr colikecinie Arduino
Pro xone Mica2 motes KypbUIFBUIAPBIHIA KaIThl MaijaiaHyabl eJliey YIIiH
KOJIJIaHbLIaIbl. Byt exi yTunura kepcereai

HbICaH (alapblHBIH TAKBIPBINTAPEl Typaslbl akmapar. AKnapar MOTIHTe,
nepekrepre xoHe bss OesTiMiHe KaThICTHI JkeIen xal meH ROM ejiiieMiH KaMTHIbI.

TuiMaiaikTi 0aranay skoHe Tajagay

Bnokteik mudpaap Mica2 Arduino Pro
Skipjack 9820 12672
XXTEA 24064 30464
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RC5 53014 61504
AES-128 37525 43200
AES-256 80344 88896
CGEA 67786 76212

Byn 6Gemimme Mica2 xome Arduino Promotions OarmapmamanapbiHaa icke
acwIppuTFad oHTaimanaeIpeiIFad skipjack, XXTEA, RCS, AES xone CGEA 6mox
MUQPIAPBIHBIH CANBICTRIPMAJIBl OHIMAUTIT] Tanaaysl 6epinren. CanpICThIpy YIIiH
YII MaHBI3/bI TApaMeTp TaHJANJBL: JKaAThl TYTHIHY, €CENTey IIBIFBIHAAPHI KOHE
JKYMBIC YaKBITHI.

broxTeIk mudpap Mica2 Arduino Pro
RAM ROM RAM ROM

Skipjack 3096 8658 398 4952
XXTEA 542 6312 226 4112
RCS 682 6110 350 3184
AES-128 1074 6296 814 3692
AES-256 1822 7932 1014 4190
CGEA 664 6268 548 3228

JKaomvr mymuiny

XKanTe! TYTRIHY -0y a3 5KaaThI K pIay alropUTMICPiH TaHAay YIIIH KOJTaHyFa
0OJIaTBIH MaHBI3Bl OHIMAUIIK KepceTkimi. 3-kectene Mica2 xone Arduino Pro
miatrgopmManapeiaga apOip Onok mudpsl TYTHIHATHIH Kaa KeJIeMi KepCEeTiIreH.
Skipjack >xone AES-256 6acka anropuTMIepMeH cajlbICThIpFaHaa KeOipeK sKaaThl
KaXXeT eTeTiHiH kepyre Oonanbl. AES-128 sxansina kolibutateiH Tajantap AES-
256-MeH caNbICThIpFaHaa coy ToeMeH, al RCS GapibIK anroputMaepIiy imiHaeri
€H XKCHLMI.

Cemmap - Skipjack xone AES ekeyi ne 256 OaWTThI YIKEH S-OJOKTHI
naianaHanel, HOTHXKECIHIE AJTOPUTMACP alTapibIKTail *KaaThl ajmanel. Xxtea,
RC5 xone CGEA opwiHaay yIIiH a3 5KaaThl K&KET eTefi, coHnbikTad Arduino Pro
CHSIKTHI LIeKTeyni xanel 6ap SNS ymrin konaitnel. bip MmaHbI3ab!1 Oaiikay-Arduino
Promote-te AES-256 eHrizy Koi JKeTiMIi JXaAThIH KETiCIEYIIUTri Typajbl
xabaprnamaHbl Kkepcerelni. JleMeK, apThiK >KaAThl KOJJaHATBIH KPUITOTPa(UsIIBIK
Anropurmaep Arduino Pro mnardopmaceiHaa TYpaKTBUIBIK MOcelesiepiHe Tarl
00ITybl MYMKIH.

Ecenmey wwievinoaput

AJNTOPUTMHIH 3HEPreTHKajblK THIMAUIITIH OHBIH €CENTey KypAeliliriHe
Kapail ecenteyre Oonansl. [Ipoueccop MK YUIIH SHEPTHSHBI TYTHIHY TYPaKThI
JIeTl ecenTeceK, OHbIH Meimiepi Oip baliT ymIiH TYTHIHBUIATBIH SHEPTUSHBI Oip
BaiiT ambik MOTIHAI €HIEYyre KaXKeTTi MPOLEeCccOp HMKIAAPBIHBIH CaHBIH OJIIley
apKbLUIBI ecenreyre 0oabl. Anaiina, 4-KecTeie )Kalbl CaHbl KopceTiareH 32 0anT
JepexTepli mudpay YIIiH op alfOPUTM Tajall eTeTiH MPoIeccop HUKIJAPbIHBIH
canbl. Skipjack-Oyn sneprusiael yaemaenTin onox-1udp, an AES-256 enimuainiri
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OapIBIK anTOpUTMIEPIIH IMIiHAETI €H Halap eKeHiH kepyre Oonansl. CoHmaii-ak,
AES 128 AES-256-1aH eki ece ®aKchl )KYMBIC ICTEHTiHI aTar oTuIl.

CBIH-KINTTIH eIeMi MEH payHITap CaHbl ecenTey KYPACIUTIriHAEC MaHBI3IbI
pen arkapanel. AES-128 Onok mm@pbiH eHrily KUITTIH KilIiripiM esmemi
MEH payHATapAbIH a3abiFbiHa OainmanbicTel AES-256 Tamanm eretin ecentey
IIBIFBIHAAPBIHBIH JKapTHICEIHAH KO0iH azaiiTaapl. Connaii-ak, RCS 6ipueit emmem/ti
KIITTiH OonmybiHa KapamactaH, AES-128-MeH cablcThIpFaHia IPOLECCOPABIH KOl
nukiiH TyTeiHanel. Cebebi, RCS 14 paynnrer opeiHgains, an AES-128 tek 10
payHITHI Naiiiananaibl.

Cyper. 2. llIudpnay yaksIThI

mhfica2 o Arduing Pro .

J:. 1 AT
E o
= i
E
g 1y A28
g :
e 1
e | 1.} I “-\.

{¥

‘1L:;|||-|I.. YATEA AFS-118  AESI% TGEEA

[Talinanany MIBIFBIHAAPHI

JKyMBIC KBUITAMIBIFBI YaKBITTBl TMaimajaHy THIMIUNTIH KOPCETenl IKoHe
mudpray yakpIThl MEH OaillaHbIC yaKbIThl OoOWbIHINA aHbIKTanmaabl. Lludpmay
YaKbITHI-alIBIK MOTIHAI IMpprayFa KETETiH yakpIT MeJmepi, an mudpranran
MOTiHAI mH]prayFa ®KoHE COTTI )KiOepyTre KeTeTiH yakpIT baiianbic yaKkbITH peTiHIe
anbIKTanmaapl. [mkip. 2 32 GalTThl nepexrepal mmdpray YIIiH KaKeTTi KYMBIC
yakpITel kKepcerinreH. Skipjack coiikecinme AES sxome CGEA mmudpmapeimer
canpICTBIpFaHAa 7 JkoHe 6 ece JKbUIJaM JKYMBIC ICTEWTIHIH Kepyre Ooajpl.
ConsiMen Katap, AES-128 mmdpsr AES-256-meH canmbicThipranga mudpiaay
YaKbITBIH KapTHICBIHAH acTaMfa KbICKapTaabl. J{om oChIHAAN HOTIKENEp CypeTTe
KOpCeTiITreHAeH OaiylaHbIC YaKbITHI 3KCIIEPUMEHT] YIIiH aJbIHFaH.
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Cyper. 3. baitnansic yaKkbITbI

) mhlical ™ Anduimo Pro 4|4 2830
E 34 2b3s
| 211 2
- oy 1943
.i a0 - g jEAT -
- -
= L %K
E 15
-
L.
= L
E
I
a

[0}

Shiplack  XXTEA AESIH  AES 1N CGEA
KopbIThIHABI

OKCIEpUMEHT HOTHXKeIEepiHe catikec, RCS ska TYpFhICBIHAH €H THIMI1 OJIOKTHIK
[udp 6omabin TabbLIanbl. Xxtea skone CGEA conbiMen katap Arduino Pro cusikTsI
xanel mekreym SNS yoriH oneyerti ymitkepiaep Oonmbinm TaObuiagsl. ExiHImmi
*arbiHaH, Skipjack >kyMBIC YaKbITHl MEH €CENTEeY IIBIFBIHAPbI OONWBIHIIIA €H KAKChI
OHIMALTIKTI Kepcereni. Xxtea xoHe AES-128 mmdpnaps! aa a3 KyaT TYTHIHAJIBL.
Amaiina, Kayinci3mik TyprbicbiHaH Skipjack-Oys1 KiNTTiH KbICKA Y3BIHABIFBIHA
OaiimaHbICTHI J)KOFaphl Toyeken anroputMi. Coi cuskTel, XX TEA sxone RC5 yakpiT
11a0ybUTbI )KOHE TAHIAJIFaH alllbIK MOTIHAI KOJIIaHATHIH MA0ybUT CUSKTHI OipKaTap
Kayincizaik malysuigapeina ocasl. CoHbIMEH Kartap, 128 OWTTIK KIIT KBAaHTTHIK
malybuian KopranMaiasl. KBaHTTHIK ecenrey skyhenepi 264 cekynara 128
ouTTiK KinTTi 0y3yFra kaoinerti ( Somsuk Kritsanapong, 2021). lereamen, AES256
xoHe CGEA 256 OuTTIK KUNTTIH apKacklHAa 91l Jie TOJBIK i37IeyIeH KOpFallFaH
Oomael y3biHAbIFEI. COHIBIKTAH Kayilci3mik OackIMIbIKKa ue OonraH ke3ne AES-
256 nemece CGEA Onok mudpiapeia nainananyasl yeeiHambiz. RC5, XXTEA
xoHe AES-128 mmdpnapbin Kayinci3aikTiH MUHUMAJIBI JCHICHIH KaXKeT eTETiH
KOCBIMILIAJIAp YIIIiH naiananyra 0oaibl.

Bynmakananaskipjack, XXTEA,RC5,AESxone CGEAGnOKTHIK M pIapbIHbIH
CaJILICTBIPMANIBI OHIMINITT Tangayel OepinreH. Alita keTy kepek, Arduino Pro
mica2-Te KaparaH/ia cojl y3arbIpaK KYMBIC YaKbIThl MEH OalIaHbICThI KAJKET €Tel,
Oy mamanbl. OchUTaiIna, Kl yakbIT IeH JKaaThl K&KET eTeTiH KoJiqaHOa apabiy
OpHBIHA KOpLIaFraH OpTaHbl OaKpUIay CUSAKTHI skaimbl WSN konganOanapsl yuiiH
Arduino Pro maiinanany yHemui Oonasnsl. Bonaiak xyMbIChIMBI3a 013 aFbIHIBIK
mudprapAbH OHIMALTITH OaranaiiMbI3 )KoHE HOTHXeJep i OJIOKTHIK U pIapMeH
CaJILICTBIPAMBI3.
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Abstract. With the rise of social media, cyberterrorism has become an
international problem threatening world peace. At a time when the Internet is
becoming more widespread in all areas, interested users or organizations can use
anonymity to terrorize citizens, communities, specific groups and entire countries,
without physical contact. The analysis of social networks plays a key role in
identifying various groups in the cyberterrorist network. Community discovery
is one of the most important and interesting tasks in social network analysis. In
general, we use machine learning methods to solve the problem of countering
terrorism and extremism using information from the Internet. This task involves
extracting messages from social networks, web resources potentially containing
information of a terrorist or extremist nature, identifying the structure of user
groups and Internet communities distributing this information, monitoring and
modeling information flows in these communities, as well as threat assessment,
risk prediction based on monitoring results. Within the framework of this article,
the development of ExWeb software was considered. The architecture design was
designed, including the development of the application structure, an analysis of
the appropriate infrastructure for software placement was carried out. The front
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and back-end parts of the web application were implemented. UML schemes were
considered, programming languages HTML, CSS, JavaScript, and web frameworks
Bootstrap and Django, JavaScript libraries such as jQuery, Chart were used.js and
d3.js An experimental environment was developed to study the effectiveness of the
developed models and algorithms.

Keywords: social network, social network analysis, cyberterrorism, influencers,
machine learning
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AHHOTanus. OJEyMETTIK MEIWaHbIH ©CYyiMEH KHOEepTEeppOpH3M oIeMIiK
OerOITIITIKKE Kayill TOHIIIPETIH XaJIbIKapallblK MpodiieMara aifHamupl. HTepHeT
0apnplk afiMakTapa KEeH TaparaH Ke3ae MyAeli MaiifanaHymsiiap HeMece
yibIMaap QU3MKaNBIK OaillaHBICCHI3 a3aMaTTapiAbl, KaybIMIACTBIKTAP/IbI, OeNrimi
Oip TomTapipl JKoHE OYKiN enaeplai KOPKBITY YIIiH aHOHMMILUTIKTI makjanaHa
anaapl. OJICYMETTIK XKeJiHi Tanaay KHOepTeppOpIIbIK JKeMigeri spTypili TONTapAbl
aHBIKTAy/la ISy pes arkapaabl. KaybIMIacThIKTEI Ta0y — SNEYMETTIK JKeTiHi
Tanjaynarbl €H MaHBI3/Bl KOHE KBI3BIKTHI TarchlpManapisiy Oipi. JKammsl, 6i3
03 KYMBICHIMBI3ZIa HMHTEPHETTCH aJbIHFAH aKmaparThl MaijaigaHa OTBIPHII,
TEPPOPHU3M MEH SKCTPEMH3MIE KApChl TYPY MACENECIH IIENTy YIIiH MalTHHATBIK
OKBITY 9JICTEepiH KONJaHaMbI3. byJl MIHIET TEPPOPHUCTIK HEMEcCe IKCTPEMHUCTIK
CHUINATTaFbl aKMapaTThl KAMTHTBIH OJCyMETTIK KeJiNepiieH, Beb-pecypcTapian
xabapnamanapapl  anmymbl, OChl  aKMapaTThl TapaTaThlH  MalJalaHyIIbLIap
TONTapbl MEH HHTEPHET-KAYBIMAACTHIKTAPBIH KYPBUIBIMBIH aHBIKTAyIbl, OCHI
KaybIM/IACTBIKTAP/IAFbl aKMAPATTHIK aFbIHIAPABI OaKbLIAYIbl KOHE MOJICIBICY/II,
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COHmai-aK Kayin-karepiepii Oaranayapl KaMTHIbl, MOHUTOPHUHI HOTHXKeJIepi
OotipiHIIa Toyekenaepai O6omkay. Ockl Makamna asceiHna ExWeb Oarmapmamaibik
KaMTaMachl3 €Tyl 93ipiey KapacThIPbULAbL. ApXUTEKTypaHbIH AU3alHBI 931pJIeH ],
OHBIH IIIiHAE KOMAAaHOANbl KYPBUIBIMABI d3ipiey, OarmapiaMalblK KaMTamachl3
eTyAl OpHAJacTBIPy YIUiH KoNailiel MHQPaKypbUIBIMFAa Tajjay »acaiabl. BeO-
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AnHoTamuss. C pPOCTOM COLMANBHBIX CETEH KHOEepTEeppopH3M  CTal
MeXIyHapoIHOW TIpoOiIeMo, yrpoxatomieir Mupy. B To Bpems, korga MHTepHET
CTaHOBHTCS Bce OoJiee pacrpoCTpaHeHHBIM BO BCeX 00JIacTsX, 3aMHTEPECOBaHHBIE
MOJB30BATEIM WM OpTraHU3allid MOTYT HCIOJIb30BaTb AHOHWMHOCTH IS
TEPPOPHU3UPOBAHMS TPaXKAaH, COOOIIECTB, KOHKPETHBIX TPYNI W LENbIX CTpaH
0e3 (pu3MUecKkoro KOHTakTa. AHAJIM3 COLMANBHBIX CETeH UrpaeT KIIOUEBYIO POJb
B BBISBJICHUH Pa3IUYHBIX TPYyNN B KuOepTeppopucTudeckoi cetu. OOHapyxeHHe
cooOIIecCTB — OfHA W3 CaMblX BaXHBIX M MHTEPECHBIX 33/ad B aHalU3e
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couuansHbIX ceredl. B memoMm B pabore MBI MpHUMEHSIEM METOIbl MAIIMHHOTO
oOydeHMs IJIsl pelieHHus 3aJadd MPOTHBOICHCTBUS TEPPOPU3MY U SKCTPEMHU3MY
C UCTIOJIb30BaHMEM MH(oOpManuu U3 ceTu MHTepHeT. DTa 3amada mpeamnoiaraet
W3BJE€UEHUE COOOIIEHUI M3 COIMAaIbHBIX CETeH, BeO-pecypcoB, MOTEHIHAILHO
copepKamux  HMHOOPMALMIO  TEPPOPUCTHUECKOI0  WJIH  SKCTPEMHCTCKOTO
XapakTepa, BBISIBIICHHE CTPYKTYPBI TPYIIII OIb30BaTesIei U HHTEPHET-COOOIIECTB,
pacmpoCTpaHsIomuX 3Ty HMHOOPMALWIO, MOHUTOPUHT M MOAEIHPOBaHHE
WHGOPMALIMOHHBIX IIOTOKOB B 3THX COOOLIECTBaX, a TakXKe OLEHKY YIpo3,
MPOTHO3UPOBAHKE PUCKOB HA OCHOBE PE3YJIHTATOB MOHUTOPHHTA. B pamkax qanHoH
crathy ObUIa paccMoTpeHa paspabotka [10 ExWeb. bein cnipoextrupoBan anzaitH
ApXHUTEKTYPhI, B TOM YHCIIE pa3paboTKa CTPYKTYpPbl MPUIOKEHHMS, OBl IPOBEIEH
aHanu3 nomxoasauied mHppacTpykTyphl s pasmemenus 110. beuta nmposenena
peanu3anys JULEBON U CEpPBEPHON YacTH BEO-IpUIIOKEHHS. PaccMOTpeHbI cxeMbl
UML, 6butn uctions3oBansl si361ku iporpamMmuposanust HTML, CSS, JavaScript, n
BeO-(ppetimBopku Bootstrap u Django, bubnuorexu JavaScript, Takue kak jQuery,
Chart.js u d3.js. beina pa3paborana sSkciepuMeHTalbHast CpeAa A7l HCCIEI0BaHUs
3¢ PEeKTUBHOCTH pa3padOTaHHBIX MOJECH U alTOPUTMOB.

KiroueBble ciioBa: couuanpHas CceTh, aHAJIW3 COLMAIBHBIX CETEH,
KuOepTeppopu3M, HH(ITIOCHCEPHI, MALTMHHOE 00y4YeHHE

Paboma evinonnena 6 pamxax npoexkma AP15473408 «Paspabomka moodeneti u
Memo008 GbIsIGNIEHUS IKCMPEMUCTICKO20 KOHMEHMA 8 COYUANbHBIX CETAX».

BBenenmne

TeppopucTuieckie aTaKumo BCeMy MUPY ITOCTABIITU IO COMHEHHE CIOCOOHOCTh
MMOHUMATh SIBJICHHE PaJUKaIU3alid ¥, 9TO OoJiee BaKHO, MPHUOOpeTaTs 3HAHHUS,
HeOoOXOAMMEBIE U TIOHUMaHHS W TPENOTBpAIlCHUs] TaKWX akToB. VHTepHET u
COLIMAJBHBIE CETH MOTYT UTPATh ONPEACIICHHYIO POJIh B IPOIECCE HACHIBLCTBEHHOM
paauKaTu3aIum, TIIaBHBIM 00pa3oM MTOCPEACTBOM PacIpOCTpaHeHHs HH(OpMAITHH
Y TIpomaraHpl, a TAaKXKe YKpeTUIeH!s, HISHTH()UKAIIMA U BOBICUCHUS BRIOpAHHON
ayIUTOpUH, KOTOpas 3aWHTEPEeCOBaHA B pPAJUKAIBHBIX W HACHIBCTBEHHBIX
coobmieHmsix. MccnenoBanus CTaiad MOIIHBIM HWHCTPYMEHTOM JJIsi TIOHUMaHUS
pajuKaTu3alui, CO3aHUsl KOJJICKTHBHOTO pa3yMa M TMPHHSTHAS MPaKTHYECKUX
Mep Juis oOMeHa OTBITOM 10 3Toi Teme. OMHOHN M3 TaKuX O0NacTell HaKOTUICHHUS
3HAHUH ABIsETCS N3ydeHue poiu MHTepHeTa 1, B YaCTHOCTH, CONMAIBHBIX CETEH B
MpoIeccax HACHIIbCTBEHHON paiKaIn3aiui U TeppOpr3Ma.

Teppopuctudeckass ceTh TPEACTABISET CEPhE3HYH  OMACHOCTh  JUIA
Pa3IMYHBIX TIOJH30BATENICH COLMATBHBIX CETeH, B OCHOBHOM JUIS OpTaHH3alliH
TEPPOPUCTHUECKHUX AKTOB M JOOABIECHHUS HOBBIX YYaCTHUKOB B CBOHM COOOIIECTBA,
OCOOCHHO TpHUBIIEKAas MOJOAEKb. TakuMm oOpa3oM, HamOoiee TOJNEe3HBIM
HCTIOJIh3yEMBbIM METOJIOM SIBIISIETCSI aHATN3 COITUANTBHBIX ceTelt (SNA) fuis aHanmm3a
COLIMAJTBHBIX CETeH W OOHApyKEHHUSI CKPBITOH CTPYKTYPHI; paslelieHHs CeTH Ha
rpymmbl. OOBIMHO colManbHas CeTh MPECTaBlIeHa B BUe Tpaduka, rae rpaduku
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Jal0T MHTYUTHUBHOE IIPEACTABICHHUE O CTPYKTYpe ceTH. SNA MOXKET HCIIOIb30BaThCs
MO-Pa3HOMY B COLMAILHON CETH, HAlPUMeED:

* AHanu3 THQOPMALIMOHHOTO MOTOKA.

* OTcexuBaHue paclpoCcTpaHeHUsI HHPOpMALMU U ONpeAeIeHUE TPOHASHHOTO
MyTH.

* OnpeneneHue MpaBUIBHOTO Pa3Ae’eHuUs ISl COLUAIBHON CETH.

* OnpezeneHue OTHOIEHNH MEXIy CyOBeKTaMu (IIPSIMBIX MJIM KOCBEHHBIX).

BrisiBnenne mpoONEeMHOTO KOHTEHTA SBISETCS CIOKHOW M NPHOPUTETHOU
3ajadei 1y J1I000r0 TOCYAapCTBEHHOTO YyupexkaeHus. Llenpro mor Obl cTarh
aBTOMAaTHU3HMPOBAHHBIA MOMCK M KiacCU(UKAIUs SKCTPEMHCTCKOIO KOHTEHTA, C
WCTIOJIb30BAHUEM MAIIMHHOTO 00y4deHus: u uckycctBeHHoro uHTesviekra (Chen,
2011). B craThe aHANMM3HPYIOTCS MCIAMHUCTCKHE MPOMAraHANCTCKUE MaTepUabl
(TeKCTBI, BUAEO), HOCTHI M OOIIEHHUE B YaTe, HA OCHOBE, KOTOPBIX OBUIN pa3paboTaHbl
KaTerOpuH U aJITOPUTMBI. )

AXuHOOPO U Ap. pacCMaTpUBAIOT MPOOIEMY YHU3UTEIBHBIX H OCKOPOUTEIBHBIX
MOCTOB Ha MIaT(opMax COUUAIBHBIX CeTell U 00CYKIaI0T METOABI, KOTOPBIE MOTYT
OBITh HCIIONL30BaHbI /ISl OOHApY)eHus 3Toro KoHTeHTa (Akinboro u ap., 2021).
IToaxomnel, onricaHHBIE B ’TOM HCCIIEI0BAaHUH, BKIIOUAIOT 00pa0OTKY €CTECTBEHHOTO
s3pika (NLP), momxon rirybokoro oOy4deHHs, MHOTOYPOBHEBYIO KIIACCH(HKAIIHIO,
rUOPUAHBIEC TIOAXOAB! ¥ IOAXOABI ISl PACTIO3HABAHHUS MHOTOSI3bIYHBIX KOHTEKCTOB,
KOTOpBIE CTAHOBSTCA BCe 00jIee BaKHBIMHU.

OmuboyHo moONaratb, 4YTO «TEPPOPUCTBD ICHUXUYECKH OOJIBHBI, T.C.
«cyMmacmenmmuey. [loutn Bce nccnenoBanus o paAnKaIu3alul U ICUXONaTOIOTUH
MOKAa3aJik, YTO TEPPOPUCTHI — 32 HCKIIIOYEHHEM TaK HA3bIBAEMBIX "OJMHOKHX
BOJIKOB" — IICUXHUYECKH HEHOPMAaJIbHBI HE OOJbIIe M HE MEHbBILE, YeM OCTajbHas
gacTh HaceneHus. llouTw Bcerma OMMOOYHBIMHU SBISIIOTCA HPEATNOTIOKEHHMS,
OOBSCHSIOINE PpAAMKAIU3ALUI0 OIHOM-eIMHCTBEHHOHM npuunHOH. «He Bce
TEPPOPHUCTHI CHPOTHI, HEOOPA30BaHHB! WM OEIHBI, U HE BCETAa OHM MPOUCXOAAT
W3 MHOTOAETHBIX CEMel, NMEIOT JOKTOPCKYIO CTETIEHb WM OOraThIX pOAMTENeid
(Neumann, 2016).

CymectByeT MHOXeCTBO (opM HacmiIbCTBeHHOH pagukanuzanmu (Types de
Radicalisation, 2021), Takue Kak yiasTpanpaBble (CBs3aHHBIC C (DaIIMCTCKUMH,
PaCHCTCKUMU/PACUCTCKUMH, YABTPaHALIMOHATHCTHYECKUMH MOTHBaMH),
MOJUTUKO-PEIIUTHO3HBIE (CBS3aHHBIC C MOJIMTHYECKUM MPOYTEHHUEM PEIUTHU U
3alIUTON PEIUTHO3HON HASHTHYHOCTH, KAKOH ObI HU Oblia peJIUTHS ), YABTPa-JIEBbIC
(apTUKyTHpOBaHHbIE BOKPYT aHTHKAIMTAIN3Ma U TpaHcHopManruy NOMUTHYECKON
CHCTEMBI, BOCIPHHUMAaeMOW KaK TEHEeparop COLHaJbHOIO HEPaBEHCTBA),
YHHKaJIbHbIE TPUYHMHBI (HAIPUMED, SKOJIOTHUECKHUE, TPaBa )KUBOTHBIX, MPOTUBHUKU
abopToB, ToM0(oObI, aHTUPEMUHUCTKU U T.A.). CyIIECTBYIOT TaKKe Pa3IHyHbIC
CpeacTBa MaccoBOM WMHGOPMAIMM, B KOTOPHIX PaJAUKAIbHBIC JIIONM BBIPAXKAIOT
ce0s: conranbHble ceTy, BeO 2.0, onpeneieHHbIe ra3eThl, YaThl, HOpYMBbI Ha Pa3HBIX
A3BIKaX MM JUaNeKTax (KaXI0e CPEICTBO MAacCOBOW MH(OpMAINU TaKKe UMEET
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CBOIO 0coOyI0 (hopMy BBIpaKEHHs, HapuUMep, TBUTHI WM Ta3eTsl). MHTEepHET
W COLHANbHBIC CETH HPHUBICKATENbHBI U SKCTPEMUCTCKUX TPYII IO Pa3HBIM
npruunHam (MDR.DE., 2021, Holbrook, 2015):

* lHTepHET 1 COLIMaIbHBIE CETH NPEACTABISIOT COOOH HIeaIbHYIO BO3MOXKHOCTb
IUIS1 CAMOBBIPXKEHUS U OOILICHHUS.

* VlHTepHeT M couuanbHbIe CETH MOTYT 332 OYE€Hb KOPOTKOE BPEMs OXBaTUTh
MUJITHOHBI aJJpecaToB 110 BCEMY MHUPY.

* MlHTEpHEeT M COLMabHbIC CETH MPEAJIaraloT HICAIbHYI0 BO3MOXXHOCTD JUIS
OOIIEHHS ¢ €AUHOMBIIUICHHUKAMH.

* B lHTepHeTe M COLUMANBHBIX CETSAX COLHUAIBHBIA KOHTPOJIb HE TOJBKO
CO CTOpPOHBI OpraHoB O€30MacHOCTH, HO M CO CTOPOHBI COLMAJIBHON Cpeabl
3HAUUTEIIBHO 3aTPyAHEH.

Lenp mannoit padotrsl — paszpadorka [10 ExWeb, npoBeaenue KOMIIEKCHOTO
WCCIIEIOBaHUSI W pa3pabdOTKa aJroOpuTMOB HIACHTU(HUKALWK BOBIICUECHHBIX
MOJIb30BaTeNIel U METOAOB IpapUUuecKoil BU3yanu3anuu cBszeil. s gocTikeHns
MOCTABJICHHBIX LeJIe ObUIN ONPEAETICHBI CIEAYIOIINE 3aJauH:

- aHaNM3 KOHTEHTa COLMaNIbHBIX ceTeil BkoHTakTe, Youtube, Twitter ¢ moMoripro
MPEABAPUTEIEHO 00YUEHHON MOJEN MAIIMHHOTO 00yYeHus,

- OIIpeZIeTICHUE CBI3M MEXXIY ITOJIb30BATEIISIMU CETH U MX CBSI3H C ONIPEACTICHHBIMHU
rpynnamy. JlparpaMMa mociaeoBaTelbHOCTH aHajlu3a KOHTEHTa NpHBEICHa Ha
pucyske 1,

- OmpelnesieHHe JHepa cooOIIecTBa.

luzatin apxumexmypol

APXHUTEKTYpa CUCTEMBI ONMCHIBAET €€ OCHOBHBIC KOMIIOHEHTHI, UX OTHOILICHHUS
(cTPYKTYpBI) B TO, KaK OHH B3aUMOACHCTBYIOT JIpYT C APYrOM. ApXHUTEKTypa U
IU3aiiH TPOrPaMMHOTO OOECHEeYeHHsl BKIIOYAIOT B Ce0sl HECKONBKO (PaKTOpOB,
TaKdX Kak Ou3Hec-cTparerus, aTpuOyThl KauecTBa, TUHAMHUKA YEIOBEKa, JU3aiH
u UT-cpema. Ilo mpoekTy HaM HYXHO CO3[aTh NPOrpaMMHOE OOecreueHHe,
KOTOpOE aHaJM3UpYeT COLMajbHble ceTH. Pa3paboTka BeO-MIPUIOKEHHUS COCTOHUT
13 HECKOJIBKUX ATAIOB:

oIpeZieNIeHNe 1eJIel 1 3a1ad MpoeKTa (CO3AaHne TEXHUUECKOTO 3aJaHus),

pa3paboTKa CTPYKTYPBI IPHIIOKEHUS,

CO3JIaHNE MAKETOB U3aiiHa,

BEPCTKa,

MPOrpaMMHUPOBAHUE U pa3padOTKa JIOTHKH MPUIIOKEHHUS,

TECTHUPOBAHHE U OTIAIKA.

Ha »srane mnpoextupoBanus (GopMyTUpyrOTCsS OH3HEC-LENIH CO31aBaeMOTr0
MPOCKTA, OMNPEACIAIOTCS TPeOOBaHHS, KOTOPBIM OH JOJDKEH YIOBIETBOPSTD,
paspabarbiBaeTcss oOmast koHuenuus. [lorpemHocTy 34ech HENOMYyCTUMBI, TaK
Kak OHM MOTYT TPOSIBUTBCA Ha JIFOOOM 3Tare U B UTOre OTOPOCUTDH MPOEKT JaJIEKO
Hazaj.
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Pucynok 1 — JlnarpamMma mocinenoBaTenbHOCTEH aHaTN3a KOHTEHTA

B UML cxemax wyalie BCEro BCTpPEYAIOTCSl CIEAYIOIINE OCHOBHBIE THIIbI
0003HaYCHHI OTHOIIICHUH MEX Ty KlaccaMHu:

accomnmanys TMOKa3bIBAET, YTO OOBEKTHl ONHON CYIIHOCTH (KJIacca) CBSI3aHBI
¢ 00BeKTaMH JAPYTO¥ CYNTHOCTH TaKWM OOpa3oM, YTO MOXHO TEepPEeMEeNarbcs OT
00BEKTOB OTHOTO KJIacca K IPyroMy,

peanu3anus — OTHOIICHWE MEXIY IBYMS dJIEMEHTaMH MOJENH, B KOTOPOM
OJIMH AJIEMEHT pean3yeT MOoBeIeHNe, 3aJaHHOE APYTHM,

arperaiusi — 3TO Pa3HOBHIHOCTH ACCOLUAIMH MPH OTHOMICHUH MEXKIY HEIBIM
1 €T0 YacTsIMH,

KOMITO3UIIMSI HMMeeT JKECTKYI0 3aBUCHMOCTb BpPEMEHH CYIIECTBOBAHUS
JK3EMITISIPOB KiIacca KOHTEHHepa M SK3eMIUISIPOB CoepsKariuxcs kimaccos. Eciun
KOHTEHHEp OyJIeT YHUYTOXKEH, TO BCE €T0 COAEPKIUMOE OyIeT Takke YHHITOXKEHO.
JmarpaMmMa kiraccoB conmanbHOM ceTn Vkontakte mpuBeneHa Ha puCyHKE 2.

PazpaboTka CTpPyKTYpsl TPWIOKEHHS BKIIOYaeT BCE, YTO KacaeTcsl ero
cofepkaHug U WHOOPMAITMOHHONW CTpaTeTHH, OTPEAEIAIONIeH, KaK TOKHA OBITh
OopraHu30BaHa mogada WHQOpMAIUH, YTOOK OyIyIIHe MOCETUTEH TPHIIOKCHUS
MOTJIH OBICTPO W JieTKO € Haith. [lepBoodepenHol 3amadeld Ha JaHHOM 3Tare
SIBIISIETCSl CO3ZIAHWE KapThl IPIJIOKEHHS, OTPAKAIOMIEH B3aMMOCBSA3HM THIIOBBIX
CTpaHUI] ¥ UX HanOoJee 3HauNMble (DyHKIIHOHAIBHBIE BOSMOYKHOCTH.

87



NE WS of the National Academy of Sciences of the Republic of Kazakhstan

Va Situd
[T |
gophamn; fing
CRagory. Sleng
damen: Sring .
wtniribery ] .
Busscripions: | -~-..‘l
prabii ShiFasy | L
Figtid] | .\'1 Post
L
1 s |seat iseg
Y dale: Dale
Balout int
| oGt il
LHet l_" g oent inl
[ i pomTeniy: ]
nane S.erl‘ Il’
FUTETE ST I
D it P
addrass: Siring i
T ] Caamamend
Bubgerpreng: [ . il
bl 4P == === === -[Aiexk inrg
[F 0] Blhor L isr
b | dabe Diale
o] )
COTITHITL

Pucynok 2 — Jluarpamma kiiaccoB conuanbaoii cetn Vkontakte

Pa3paboTka CTpYKTYpbl IPHIOKEHHS

Ha mnaBHOW cTpanmie pasmerieHa oOmas mH(oOpManus O 3alpenieHHBIX B
CTpaHe PEUTMO3HBIX OPraHU3alMsgX U Ka3axCTaHIaX, KOTOPbIE MOKUHYIN CTPAHY
1 oty Ha BoiHy B Cupun u Upake (pucyHok 3).

S CEOMED ENRISCTAHLLCT HEGIATOA I TEPDATODHH CApu W Fpaist
5 s
T -

L SETE R T
B -

[5} emiss s
. T—
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Pucynok 3 — I'maBHast cTpaHulla IPUIIOKEHUS
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MpbI MOKeM aHaTM3HpOBaTh COOOLIECTBA M TPyNnbl BKOHTakTe Ha CTpaHUIE
aHanu3a. 3amnoiHseM (opMy CICIYIOIIMMH JAQHHBIMH: Ha3BaHHE TPYIIbI U
MEepHOJ], B TCUCHHE KOTOPOro ObUTM OmMyOIMKoBaHbI 3anucu. OTnpasisieM Gopmy
3anpoca. CepBep IpUHHMAET 3alpoc KiveHTa mo ykazanHomy URL-aapecy u
nepeaeT ero COOTBETCTBYIONICH QYyHKIMU-00paboTUnKy AJ1si 00paboTKH 3ampoca.
®Oyskuus-00padoTunK odpamaercs K 6a3e JaHHBIX U MBITACTCS MOIYYUTh 3aHCH
¢ mapaMeTpamu (UMs TPYNIbl M Jara MyOJHKaIlMy), YKa3aHHBIMH B 3ampoce.
[MTonyyeHHbIE NaHHBIC MPEABAPUTEIBHO 00pabaThIBAIOTCS Ui KJIACCU(PHUKAIIMN
Tekcra.  Vcmomp3yst — NpeaBapuUTENbHO — OOY4YEeHHYH  MOIeNnb,  (DyHKIHS
KJIacCH(DUIMPYET 3alKiCH KaK 3KCTPEMUCTCKUE U HEdKCTpeMucTckue. M BepHer
MPOLICHT SKCTPEMUCTCKOTO KOHTEHTa (PUCYHOK 4).
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Pucynok 4 — JleMoHCTpanus aHanu3a COOOIIECTB U rpymil BkoHTakTe

Bmyammzanus rpada Oputa BeITonHEHa B Qopmare BeO-mpruioxkeHus. Beo-
MpIIIoKEeHWe Hcrmons3yeT html, css m javascript anms orpucoBku rpada. s
BH3yaJIM3allii ObLTa HCIoNb30BaHa OubOnmoreka d3.js. B kauectBe dopmara
oroOpakeHust Tpada ObLT BBIOpaH SVE, TaK Kak OH IIO3BOJIAET MPHUONIKATh U
OTAAJISITH U300paKEHNE BO CKOJIBKO YTOIHO pa3, IPH 3TOM HE Tepsis B KauecTse. B
KauecTBe 03KIHMAA BeO-NPHIOKEHUS HcHonb3yercs: GppeiimBopk Django Ha s3bi1ke
Python.

Ha html-ctpanuue Obu1 pa3MmemieH 31eMEHT Svg, B KOTOPOM 3aTeM
OTPHUCOBBIBAJICS Tpad C MOMOIIBIO CKpUNITA javascript ¢ ucrions3oBanueM d3.js. Eme
Ha sTane popmupoBanus html-crparnibl Django nepenaet He0OXoAUMBIE TaHHBIE,
KOTOpbIE MBI C(HOPMHUPOBANIHN TIOCIIE MOTYYECHHUS JAHHBIX. 3aTeM KaKIbIH IEMEHT
3aI0JIHACTCS] COOTBETCTBYIOLIMMHU €My AaHHBIMU M MOXKHO 3aJaTh IJIS1 DJIEMEHTOB
JOTIOTHUTENbHBIE apaMeTpsl. Hanpumep, MOXXHO 3aJaTh paanyc BepIinH rpada
uny TomuuHy pedep rpada. B pesynabrare 3THX 3TAnoB MOXKHO OyZeT HOCTPOHUTH
BH3YaJIN3aIIMIO CBS3EH MOJIb30BaTeNnel (PUCYHOK 5).
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Pucynok 5 — Busyanusanus cBs3eil noab3oBareneil

C6op nauubix. [Tpu BBOJIE CITUCKA TPYIIT Yepe3 3aMATYIO H YKa3aHUU BPEMEHHOTO
OTpe3Ka, B KOTOPOM COAEPIKATCS HYKHBIC MOCTHI U3 3TUX TPYII, MOYKHO MOJTYUUTh
rpad mocToB. 31ech Mpu cOOpe NaHHBIX COOMPATNCH MOCTHI YKA3aHHBIX TPYITIHI B
OTIPE/ICJICHHOM BPEMEHHOM MPOMEXKYTKE, a TAK)Ke WHPOPMAIIHS O MOIB30BATEIISIX,
OCTaBHBIIINX KOMMEHTAPUM U JIailki. B 4acTHOCTH, A KaXTOW TPYMIBl B
CTIHMCKE 3amycKacs MeTon get posts. TTocie momyueHus BceX MOCTOB, IS KaXI0TO0
MOCTa MOJYYAIOTCS BCE €r0 KOMMEHTApHH HITH JIAlKK MeToZIoM get post weights.
3areM Ha OCHOBE 3THX MaHHBIX CTpouTcs rpad. [maHHpyeTcs HWCMONIb30BaHHE
0a3bl TaHHBIX JJIS1 TOTO, YTOOBI 3aMpoC BU3yalu3aIiu rpada He 3aHUMAaT MHOTO
BpPEMEHH MPH TTOBTOPHOM BBI30BE.

Cocrasienue rpada u3 gaHHbIx. I[T0CT 371€Ch IBISIETCSA BEPIIMHOM, a CYMMapHOe
KOJIMYECTBO KOMMEHTAPHEB MIIH JIAHKOB TIO/T HUM €0 BecoM. Becom pebdep Mex Iy
BEPIIHHAMH SBIIAETCS KOJTUUECTBO OJJMHAKOBBIX MOJIh30BaTENEH y IIOCTOB, KOTOPHIE
JAWKHYIM 3aMHCh WK OCTaBWIN KoMMeHTapuil. COOTBETCTBEHHO, €CIIU OOIIUX
MOJIL30BATENICH y MOCTOB HETY, TO pedpa He OyneT (PUCYHOK 6).
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Pucynok 6 — Busyanu3zauus rpada mocros

B pasnene crarnctukm otobpaxkarorcs Takme MeTpuku, kak WordCloud,
ourpammel, Tpurpammsbl, tf-idf u liwc Hamero xopmyca. Word Cloud — 310
pecypc, MO3BOJSIONIMN CO31aTh BHU3YaJIBHBIH 00pa3 KIIOYEBHIX CIIOB, TEKCTA B
mpuBlekarensHON Gopme. Hambomnee gacTo ncnosp3yeMbie ClIOBa 0TOOpaKatoTCs
KPymHBIM mpH(TOM. BaXHOCTH Ka)kIOro KIIOYEBOTO CJoBa 00O3HA4aeTcs
pasMepoMm mpudTa I BeTOM. Takoe mpeacTaBieHHe YAOOHO sl OBICTPOTO
BOCIIpHUATHUS (PUCYHOK 7).
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Pucynok 7 — O61ako cj0B o0yyaroniero kopmyca
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N-rpaMmMa — 3TO TPOCTO TOCIEIOBATEIFHOCTh M3 N 3JIEMEHTOB, WIYIIHX
B KaKOM-TO TeKCTe moxpsa. Ha mpakTuke yaimie MMEIOT B BUAY PSJI CIOB (pexe
— cuMBoJIoB). [locienoBaTeIbHOCTh U3 IBYX JJIEMEHTOB HA3bIBAIOT OWUTpaMma,
u3 TPEX JIEMEHTOB — TpUTpaMMa. BEUHCINB 4acToTy BXOKAEHHS N-TpamMMm B
TEKCTaxX KOpIyca, Mbl MOXKEM J00aBUTH OMTpaMMBbl MM TPUTPAMMBI B Ka4eCTBE
GyHKUMI A1 TpeICTaBICHUS] HANIMX JOKYMEHTOB B 3ajadaxX KiacCH(pUKAIUU
TekcTa (pucyHku 8-9).

Pucynok 8 — Tabnuua 6urpamm u Tpurpamm
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Pucynok 9 — JlemoHcTpamus OurpaMM ¥ TPUTPaMM

92



ISSN 1991-346X 2. 2023

TF-IDF (ot anmn. term frequency u inverse document frequency — dactora
cloBa M oOpaTHas 4acToTa JOKYMEHTa) — 3TO IT0Ka3aTesb, KOTOPBIH UCIIONb3YeTCs
JUTSL OLICHKH BaKHOCTH CJIOBA B JIOKYMEHTE.

TF (gactoTa clI0B) XapaKTepH3yeT OTHOIICHHE YHCIa BXOKACHHH KOHKPETHOTO
cioBa K oOmemy Habopy cioB B gokymeHte. Uem Bbime TF, Tem Becomee
KOHKPETHOE CJIOBO B paMKaX JIOKYMEHTA.

IDF (oOparHas yactoTa JOKyMEHTa) XapaKTepU3yeT WHBEPCHIO YaCTOTHOCTH,
C KOTOPOH KOHKPETHOE CJIOBO HCIIOJb3yeTcs B TeKcTe. C MOMOIIBIO 3TOH METPUKH
MO>XHO CHH3HTh BaKHOCTB CJIOB, HAIIPHMEDP, COI030B HJIH MPEIOroB (pucyHoK 10).

..

Pucynok 10 — TF-IDF nokazarens kopmyca

Busyanuzanwsi Opl1a BEITIOHEHA B hopMaTe BeO-TpriioxeHus . BeO-mprmokeHne
rcronb3yeT html, css u javascript mis oTpucoBku rpada. [ Busyanm3auu Opura
HcIoNib3oBaHa omnommoreka d3.js. B kauecTBe dopmara otoOpaskeHus rpada ObuT
BBIOpaH SVE, TaK KaK OH ITO3BOJISIET MPHOMMXKATh M OTHATATH H300paKECHUE BO
CKOJILKO YTOIIHO pa3, IIPH 3TOM He Tepsis B KadecTBe (pUCyHKH 11).

Pucynok 11 — Busyanusanus rpaga noctos
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CepBep 1 IHLeBas 4aCcTh B3aUMOJEMCTBYIOT ApYT ¢ ApyroM no nporokoiry HTTP.
HTTP pacmudpoBsiBaeTcs Kak MPOTOKOJ Mepeiaddl TUIIEPTEKCTa U UCIOIb3YeTC s
JUIsl CTPYKTYPHUpPOBaHUS 3ampocoB U oTBeToB uepe3 Uurtepuer. [Iporokon HTTP
TpeOyeT nepeaayr JaHHBIX U3 OJHOHM TOUKH B IpyTyIo o ceTh. [lepenada pecypcos
npoucxoaut ¢ ucrnonbzoBanueM TCP. TCP ynpasnseT kananaMu Mexxay Opay3epoM
u cepBepoM. [Ipotokon TCP ucmonesyercst 1y ynpapieHHsS MHOTUMH THUIaMU
WHTEPHET-COCTUHEHUH, PU KOTOPBIX OJMH KOMIIBIOTED WJIM YCTPOWCTBO XOYET
OTHPABUTh YTO-THOO APYTOMY.

Beb6-nmpuioxxennio HyxHa 0a3a HaHHBIX AJIS yIpaBieHUs Bcel MH(pOpPMaIUe.
baza nmaHHBIX XpaHUT KOHTEHT BeO-caliTa B CTPYKType, KOTOpas ymOpouiaeT
W3BJICUCHUE, OPraHU3aLHIO0, PEIAKTUPOBAHUE U COXpaHeHue JaHHbIX. OH paboTaeT
Ha YJAJEHHOM KOMIIBIOTEpE, KOTOpPBIH Ha3biBaeTcsi cepBepoM. CymiecTByeT
MHOKECTBO IIUPOKO MCHONB3YyeMbIX 0a3 AaHHBIX, Takux kak MySQL, SQL Server,
PostgresSQL u Oracle. Mb1 ucnonezyem 6a3y nannsix PostgresSQL. Crpykrypa
WCTIOJIb30BAHHOM 0a3bl TaHHBIX (PUCYHOK 12):
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Pucynoxk 12 — Cxema 6a3bl JaHHBIX

rge - 00O03Ha4yaeT OTHOLICHHUS OIUH KO MHOTHMM, a = OTHOIICHHUS
MHOTHE KO MHOTHM.

3akaouenune

Paccmotpenst stambl  paspaborku I10 ExWeb, mnpennasnaueHnoit s
BBINOJTHEHNSI MOHUTOPUHIA COLMAJIBHBIX CeTel, Takux Kak BkoHTakre, Youtube,
Twitter ¢ nenpi0 0OHAPYKEHUSI IKCTPEMHUCTCKOTO KOHTEHTA, OBbUI CIIPOEKTUPOBAH
IM3aiiH apXUTEKTYPbI, B TOM YUCIIe pa3paboTKa CTPYKTYPHI IPUIIOKEHHS, TOKa3aHa
peanu3anys NocTaBleHHOH 3aaaun. [Ipy 3TOM HCHONB3YIOTCS METOABI MAIIMHHOTO
0OydeHUsI AJIsl PEeLICHUS 3aJa4y NPOTHUBOACHCTBUS TEPPOPU3MY U SKCTPEMHU3MY C
ucnoss3oBaHueM uHpopmanuu u3 cetu Murepuert. B 110 peannzoBaHbl aaroputMsl
rpaduuecKoil BU3yaln3alnu CBI3eH B COOOIIECTBAX.
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Abstract. This article provides an overview of ways and methods to prevent
pirates from copying, processing, distributing and making digital resources public,
and using digital creations for personal gain. To improve the quality of research
and analysis, the steganography method is set as the goal. Finally, this review
contains discussion, Research, Critical Analysis and a detailed summary, so that
you can easily understand the development of steganography of media information
such as image, video, audio. Steganography is a method of hiding data in a file,
such as an image, audio, video, etc. and this data is reliably transmitted from the
sender to the recipient. This method serves as a better way to protect the message
than cryptography, which hides the content of the message. The original message
is hidden so that the changes that occurred in the file are not noticed. To hide
confidential information, you can use reliable steganography methods that are more
complex than others, they all have their strengths and weaknesses. The absolute
invisibility of confidential information is supported by various applications,
while others require a large secret message to be hidden. This article discusses an
overview of video, image, audio steganography, its use and methods to meet the
need for privacy on the internet.

Key words: steganography, cryptography, confidential information, digital
image, video, audio
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AnHoTanus. by Makanaga KapakIIbUIapIslH CaHABIK pecypcTapibl Kelipy,
OHJICY, TapaTry >KOHE KOIILTIKKEe JKapHsl €Ty, CaHABIK TYBIHABLIAP/IBI JKeKe Taiia
Taly YIIiH MaiiiamaHy/IbIH aJlIbIH Ty JKOJIAapbl MEH dIiCTEPiHE IOy JKacaaibl.
3epTrTey MeH TanjayAblH CalachlH jKaKcapTy YIUiH creraHorpadus oIiCiH ajra
Makcar eTin Koibuiaapl. CoHbIHAA, OYII MIOTyaa TaJKblIay, 3epTTeY, CHIHH Tajaay
KOHE erKei-Terkein TyHinaeme 0ap, OChbUIAHIa CypeT, BUACO, ayHO CHSAKTHI
MeIH aKnaparTapiblH CTEeraHOrpadusCHIHBIH JaMyblH OHail TyciHyre Ooiaipbl.
Creranorpadus — Oy Qaiianarbl AepeKTepAl >Kachlpy 9MicCi, MbICAJbl, CYDET,
ayaro, BUICO JKOHE T.0. KoHe Oy JepekTep JKiOepymIliieH amyliblFa CEeHiMIi
Typae oepineni. by omic xabapimaMaHbIH Ma3MYHBIH JKaChIpaThbliH KpUITOTpadusFa
KaparaHa xabapiiaMaHbl KOpPFayJIbIH JKaKChI 9/1ici peTiHe KbI3MeT eTeni. bactamkel
xabapnama ¢aiinma OonFaH esrepicTep OalKaIMaNTBHIHAAW €TIM KACBIPBLIAIBL.
Kymust akmaparTsl skacklpy YIIiH Oackajapra KaparaHaa Kypaedl Ooubim
TaOBIIATHIH CEHIMII cTeraHorpadus oJicTepiH KONJaHyFa OONajabl, OJapIbIH
OapIBIFBIHBIH KYIITI K9HE 9JIci3 jkakTapwel Oap. Kymus axmapaTTeiH aOcomOTTi
KOpIHOSHTIHIITIHE SPTYPIIi KOChIMINIANAp KONy KepCceTei, all bacKanapsl YIKeH
Kynusi XxabapiraMaHbl KackIpy/bl Tajan eteii. by Makanana BUaeo, Cyper, aynmuo
creraHorpausChiHa IIONTy, OHBI TaiJajaHy XOHE WHTEPHETTETl KYIHSUIBLIBIK
KOKETTUTITIH KaHAFaTTaHABIPY 9JIiCTePi KapacThIPBLIAIEI.

Tyiiin ce3nep: creranorpadus, kpunrorpadus, Kyrnus aknapar, CaHIbIK CypeT,
BUJICO, ayIHO

Myaaenep KaKTBIFBICHI: ABTOpJIap OCBI MaKajaja Myiieiep KaKThIFBICHI )KOK
JIETT MAITIMIOEME .
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AHHoTanmus. B jaHHOW cTarke mpencTaBieH 0030p CIIOCOOOB W CPEICTB
NpPeAOTBpAIlleHHS OT aTaK 3JI0YMBIIIICHHUKA: KOMMPOBAHUS, pPeJaKTHPOBAHHMSA,
pacmpocTpaHeHHsT W TyOnMKauuu LUQPOBBIX PECYpPCOB  OOIIECTBEHHOCTH,
a TaKKe NpPEAOTBpAILCHHE HCIOJIB30BAHUS LU(PPOBOTO KOHTEHTA B JIMYHBIX
uensix. /s TOBBIMICHHWS KadecTBAa HCCIEAOBAHUS M aHajlM3a B KadyecTBE
LEeJM BBIABUTaeTcd METOA creraHorpaduu. JlaHHbI 0030p BKiIOYaeT B ceds
00CyXJICHUE, UCCIICI0OBAaHUE, KPUTUUCCKUI aHAJIM3 ¥ NOAPOOHBIM 0030p, YTOOBI
MOXHO OBIJIO JIETKO MOHATH pa3BUTHE CTeraHorpaduu sl MeauanH(pOpPMaIHH,
TakoH Kak M300paskeHus1, BUeo 1 ayauo. CreraHorpadusi — 3T0 METO COKPBITHS
JaHHBIX B (paiine, TakuX Kak M300pa)KeHue, ayuo-, BUAEO-, KOTopble Oe30macHo
nepeAaoTcs OT OTIPAaBHUTENS K Monyyareinto. JlanHblid MeTox sBIsieTCsl Hanbosiee
3alIMIICHHBIM JUIS IEPEeAadn COOOLICHUS, YeM KpUnTorpadus, KoTopas KoIupyeT
uHpopmanuio. M3MeHeHnus B Qaiine He JOCTYIHBI, TaK KaK UCXOAHOE COOOIICHHE
CKpbITO. {7151 COKpBITHS KOHQUACHINATBEHON HHPOPMAIIH MOT'YT HCIIONB30BaThCS
pasHble METOJBI CTeraHorpaduu, KOTOphle UMEIOT CHUIIbHBIC U CIa0ble CTOPOHEL.
AOcoroTHas HEBUAMMOCTh KOH(QHICHIUANbHOW WH(OpMAIMK TONACPKUBACTCS
Pa3NIUYHBIMUA TPWIOKCHUSMH, B TO BpeMs Kak Apyrue TpeOyloT CKpPBITHS
OOJIBIIOTO CEKpPEeTHOro cooOIeHus. B 3Toil crarbe mpeacTaBiieH 0030p METOIOB
creraHorpaduu Ans 3amuThl KoH(QUAeHIHMaIbHON uHpopMmaunu B WHTepHETE
Takux (haiyioB, KaKk BUIEO, ayIu0 U U300pasKeHNH.

KioueBble cioBa: creraHorpadus, Kpunrtorpadus, KoH(QHUACHIHAIbHAS
uHpopmalys, TUhpoBOe U300paKESHUE, BUIICO, AYTHO

Kipicne

LHudpnblk TeXHONOTHAJIAP MEH HHTEPHETTIH IaMYybIMEH MYJIBTUMEIHSIIBIK
XKOHE UUQPIBIK TYBIHABUIAD KECKIHIEP, ayAHO, BHIACO XoHE OacKa Ja HUQPIBIK
(dopmarrTap TYpiHIe UHTEPHETTE JKapUsJIaHa bl )KOHE OJIApFa aBTOPJIBIK KYKBIKTHI
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KOpFay JKOHE aKITapaTThIH TYTACTHIFBIH KAMTaMAachI3 €Ty OipTiHAe MIenTiTyi Kepek
©3eKTi Macenere aitHamyna (Ycarosa, 2022). CaHIBIK TyBIHABLIAPIEI KOLITIPY, OHJIEY,
Tapary JKoHe KOIIIIIKKe JKapus €Ty OHall OOJFaHIbIKTaH, KapaKIIbLIap IHQPITBIK
TYBIHABUIAPIBIH OCHI CHUTIATTaMaJIapbIH XKEKe TMaia Taly YIIiH aBTOPIBIK KYKBIK
veNepiHiy 3aHIbl KYKBIKTApbIH Oy3y YIIiH MalianaHaibl.

bi3 e3 3eprreyimizne creraHorpadusAIBIK OmiCTEpIiH KeOCriMeH Katap,
Makajanapia Cyper, BHmeo T.0. Memua akmaparThlH KEHICTIKTIK alMaKThIH
creraHorpaduschiHa KeOipek OarbITTaNFaHbIH OalKajblK. OJeOHETTIK IOy
JKAJTBI CTeraHOTpa(UIHBI KaH-KAKThl TAKBUIAHTBHIH 9P SJIICTI €HTi3y MpoleciHe
OaFpITTaNFaH. OJICTEPAl SHAIPY MPOIECiHAe eH KOPHEKTI ulesl HeTi3iHe OipHeme
caHatka Oemyre Oonajapl; COHABIKTAH JKaHAa KiacCH(PUKANUsS YCHIHBLIAIBL.
Y CBHIHBUTFAH XKIKTEY ayquocTeraHorpadusaia eH Kem KOJJaHBUIATHIH TICUIIepIi
XKaJmbUlayFa ’oHe TyciHyre MyMKinaik Oepeni. Coman keifin Oy 3eprrey opOip
OMICTIH KYIIITI )KOHE 9JICi3 YKaKTaphIH OHBIH i1CKE aChIPy MiHE3-KYJIKbIHA HET13/1eTeH
CBIHU TYPFBIIaH KapacTelpajsl. EHIIpY, Meaua Typiepi xoHe Oaranay opTaliapbl
caachIHIIaFbl 0acKa Mocelenep Jie TAIKbUTaHA b

Bipuenre >xaHa omicTep MaHBI3IBI aCIEKT PETiHAE CEHIMIUTIKTI apTTHIPajbl.
Byn creranorpadusnbik omicTepiH 1aMyblH 9p TYPIi €Telll )KOHE 9[IETTe 9/iCTiH
MakcaThIH Oip HeMece eKi acriekTke OarbITTai 1. Ka3ipri yakeiTta creranorpadus
Typajibl MakKajanap, acipece IIONmyiap, creraHorpadusHbl OHBIH MaKcaTTapblHA
Kapail cupek okikteWmi. Ocpulaiima, Oyn ImIonmynap CTeraHoOrpaduUsIIbIK
3epTTeyep/AiH MaKCaTTapbIHA BIKIA €Tefi. 3epTTey KYMBICHBIMBI3NBI IEpEeKTepIi
X)UHaynaH Oactay amapl. O aneMIIik IeHrenaeri 0ec 1epeKKopapl KaMTHIBI, aTarl
aiitkanna Web of Science, IEEE Xplore, ScienceDirect, Scopus xone Springer,
HOTIDKECiHAE OapnbIFbl 57 Makama KapacThIPBUIABL. ONEOHETTIK IIolyaa op
OMICTI €Hri3y mpoleciHe OarpITTAllFaH SIFHU TOKIPOMENEH OTKI3UIreH. OmicTepi
eHIipy Ipolecin OipHemie canatka 6emyre 6onanpl. CreroHarpdus 9Iicid 3epTTey
OapbICBIHIIA CYpET, BHICO, aynno T.0 MeaWa akmaparTapibsl KOpFayra apHaiFaH
OipHelIe aBTOPIAPABIH XKYMBICTApBIH KapacThipaiiblk. Onmap YCHIHFAH €H Kol
KOJIJTAaHBLIATHIH TOCUIEP/Ii JKamblIayFa jKoHe TYCiHyre MyMKiHik Oepeni. Coman
KeliH OyJ1 3epTTey opOip SMICTiH KYIITI )KOHE QIICI3 KaKTaphIH OHBIH iCKE achIpy
MiHe3-KYJIKbIHA HETI3/IeNITeH ChIHU TYPFBIJIAaH KapacThIPaIbI.

O/1e0NeTTIK 1MoLy

J. Bai Tarel Oackamapsl (Jiawang, 2022) 3 3epTrey XKYMBICTapbIHAA
aBTOpNap BHUIECO JEPEKTepAiH KOpFay[IblH XaHa ofjiciH yceiHFaH. Universal
attack 1maOybpUIMAapBIHBIH ocepiHeH OOJaThIH 3USHABI BHIEO JIepeKTepin
JKUHAYBIH OOIpIpMay YIIIiH BHUICOHBI TEPEH X3INTEY oMiCiH a3ipimemdi. byn omicti
CIICHapHillepre JepeKTepci3 Taparaibl SIFHU BHIEONapAbl TYMHYCKAChI3 Ja
KOpFay/ibl KaMTaMachI3 eTelli. OJICTepiH )Ky3€ere achlpyaa SIKCIIEPUMEHTTED AKacall,
€Ki JIepeKTep >KUBIHTHIFBI KOJIaHFaH OHBIH Oipi aK JKoIIiK mapaMeTpiepiHe Je,
Kapa JKOIIK TapaMeTpliepiH/ie KapacTelpFaH. byn ogic mHTepHeTTe Oemicyre
00JIaThIH BUACOHBIH KYTTHSUTBUIBIFBIH KOPFAUTHIH]IBIFBIHA €PEKIIIe Ha3ap ayJdapraH.
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Tpane3nukoB E.B. (Tpane3nukos, 2023) e3 eHOeTiHAE BUIEO0 Ma3MYHBIH alllbIK
XKellijepae KOoprayAblH Oip ofici peTiHIe JIOTUKAJbIK KHHAKTAyIbl KOJJaHFaH,
Ke3llelicoK OerikTepe BHAEO JEepeKTepiHe cy TaHOamapblH €Hri3y oIici
YCHIHBUIFaH. ¥ CBIHBUIFAH 9JIiC BUACO aKNapaTThl OypMalnayiaH KoprayFa apHaJIFaH
OarmapiaManbIK eHIM Jen curarTaraH. barnapnamansik enim C # TimiHIE Ky3ere
achIpbIIaIBbL.

Ala Abu-Zahra (Ala Abu-Zahra, 2012) tarbl Oackanapel ©3 XYMBICTapbIHAA
CAVLC xone CABAC =erizinzeri SVC-ne opTypii pykcarTapra Toyenciz Koi
KETKI3yre apHajfaH kaHa TulaTgopma ycblHFaH. YCBIHBUIFAH cxeMmajaa Kadar
apanblKk Oorpkamiel KoipanraH. llludprnay cxemachlHOa HAaKTBl yaKbITTaFbl
reTeporeHi Me[ua arbIHBIHBIH CLEHApHHIepl YIIIH KOJaijabl Aen ecemnTeii.
ABTOpIap SKCIEpUMEHT Ke3iHae Oipaei pykcarTapabl Oepy apKbUIBI dpOip
PYKcaTThl JepOec Koprayabpl KaMTaMachl3 €Te ajlaThIHBIH KOPCETKEH.

Aynuo-creraHorpagus calacblHIa KONTETeH 0Ty MaKajlaaapsl )KapHsIaHFaH.
A. Das o3 opinrtectepimen ( Das, 2012) creoranorpadusiHpl OyKapamblK akmapar
KYpallJapbIHEIH OipHEIe TypiHe OaFbITTaFaH. MpICabl, MOTiH, CYPET, ay[Ho KoHe
BHJIEO CHUSKTHI OPTYpJi Meaua TypiepiHaeri cTeraHorpadus omicTepiHe MIoiy
xacar, conblH iminae LSB koxray, cnekTpai TapaTy ’KoHe KaHFBIPBIKTHI JKachIpy,
OHJIa TIAKET aliMaFbIHJAFbI NEPEKTEP/i KachIPpyAbIH OipHeIe o/iCTepiH YChIHFaH.
3eprreyne creraHorpadus XoHE CypeTTepli, aynuonsl sxoHe HTML Oerrepin
CTEroaHaJIM3/ey 9JicTepi KapacThIPbUIFaH.

Trivikram M. Backanaper ( Assaf Cohena, 2022) m3eprreynepiHae KecKiH,
cypeT (QaiinapblHBIH KEH KOJAAHBUIYBIHA JKOHE KOJIEMIHIH CalbICTBIPMAJIbI
alpIpMaIIbUIBIKTapbIHA OaMIaHBICTBI KECKiHAI CTeraHorpadusiayIslH 3aMaHayd
omictepiHe OarbITTanFaH. byn Makanaga CcaHIOBIK CypeTTepre apHajFaH
creraHorpadusi cajackl MeH crteraHorpadus oxictepi KapacTelpbuiFad. COHFBI
KBUIIaphl creraHorpadus OacTel Hazapma OONabI, ©MTKeHi cTeraHorpadusMeH
OaiimaHpICTBl ~ KHOEpIIMUOHABIK  Ialybuimap  keberie  Oactagel.  Cyper
cTeraHorpausCBIHBIH Ma3MYHBIH (CTeraHOTpadUsHbIH Ke3 KEJITeH TYPiH) aHBIKTay
YIUiH >KaHaMa apHara Iadybul jkacay oJyiJeKaiga Kell AKCIIEPUMEHTTEp MEH
WHHOBANIUSIIAPABI KAXKET €Tel KoHE 3epPTTEYdiH TaFbl Oip alKbIH OaFrbITHI OOJBII
TaOBUIAIEI.

ojicTep MeH MaTepHaJIap

AnaM3aT TapUXBIHBIH OapiiblK YakKbpITTapblHAA aKmaparTbl OypMmanaHyaH
JKOHE PYKCATChI3 KOJ KETKi3ylleH KOpFay Moceleci ©3eKTi OONbIn TaObLIajbl
(Kopxkuk, 2017). Exenri omemae Oyl MoceleHi WICUTYMiH €Ki HEri3ri OarbIThl
epekuIeneHi, onap: kpunrorpagusi sxoHe creraHorpa¢us. Creranorpadus
omerTe KpunrtorpadusMeH Karap JIepeKTepli Kopray oficTepi peTiHae KiKTeme.
Kpunrorpadust kynus xabapramMaHbl MaFbIHACBHI3 JKOHE OKBUIMAWTBIH Typre
aliHaJIpIpabl, COHABIKTAH OHBl  MMAOybUINAYIIBLIAp TYCIHE anMaiimel, ai
creraHorpadusi Kynusi xabapiamanap MEH OJIapAblH Ka3bIKCHI3 OpTaga OOmybIH
Kynus Typae acelpansl. CreraHorpadus OepeKTepli *KachlpblH TYpAe xidepy
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omicTepi FaHa eMec (KIaCCUKAJBIK cTeraHorpadus e atanajbl), COHBIMEH Karap
LIyBUIFAa TO3IMA1I ayTeHTH(UKAlMs, aKnaparThl PYKCaTChI3 KOIUipyIeH Kopray,
OaiimaHbIC JKeNiJiepi apKbUIbl aKMapaTThIH TapalyblH Oakbliay, MYIbTHMEAUSIIBIK
MamiMerTep 0a3achlHAa aKmaparTel i3nmey skoHe T.0. JKarmaiimapma — mocTypii
KOJIIAHBICTAFbl aKMapaTThIK aFblHAap HEMEce aKMapaTThIK opTa IIeHOepiHe
MYMKIiHAIK Oepesi >koHe op calaHblH p KOJNAAHOANBl aKMmapaTblH KOPFayIbIH
MaHbIBI Macenenepin memesi (ILemyxun, 2018).

MynbsTUMEIUSUIBIK ~ TEXHOJIOTUSIIApAbIH, ~ TaHbManaeirel  MP3, MPEG-4,
JPEG2000 cranmaprTapeiHia Maiianany YLIH aqropuTMaepid o3ipieyre, DVD
JUCKIIEPiH KeIIipyJeH KOprayFa OaiaaHbICTBl KONTETeH 3epTTEYNiep TYBIHIAIbI.
Creronarpausi TEXHOJOTUSCHIH KOJAAHYABIH HETi3ri OarbITTapblH TOPT TOMKA
OipikTipyre Oonaapl: KelmipyneH Kopray (malijganaHy), KyXKaTTapblH KachIPbIH
AQHHOTALMSCHI, AKNAPATTHIH TYMHYCKAJIBIFBIH JIQJIENCY KOHE )KaChIPbIH OaiIaHblc

Clropmr e fanmana goanmny oo
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Cyp.1. CreranorpadusiHbl KOJIaHy cajaiapsl
(Fig.1. Areas of application of steganography)

CmezoocytieHiy MamemMamuKkaivblk MOOenin Kapacmulpauvlk

Creroxyiieni 6aitnansic xytieci peringe CCB (Canaplk cy Oenrici).

Hudpneix creranorpadus anrTOpUTMIH SHAIPY YII HETi3T1 Ke3eHHEH TYPaJIbl:

1)CCB renepanusitanaibl,

2) xonepre CCB ennipy

3) nerextopaa CCh anbikTay

CCBb wmywmkin OomareiH W*, K*, I* B* kinrrep OOJCBIH, COWKECiHIIE
KOHTEHepiep MeH >KachlpblH xabapnamanapeiMeH. Onnma CCBb renepanusiiay
MBIHA TYPiH/I€ YCBIHBUTYBI MYMKIH

F: I*K xB*— W*  W=F(LK,B),

Myugarsl W, K, I, B -THicTi )XubIHIAPBIH oKiiaepi. JKanmsl aiiTkana,

byukms FepikTi 00iysl MYMKiH, Oipak ic Ky3iHJe KOWJIATBIH Tanantapia
HIeKTey Oap.

Conbimed kemn xarmaiina F(LK,B) = F(I + ¢, K, B) arau mamainbl
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esreprinrex koHreitnep CCh e3repyine oskenmeiini. F dynkuusce! sanerre

Kypama OOJIBIN TaObIIa bl

F=To G, mynoa G:K*x B*¥*— C* scone T:C*x [* >W

srHu, CCB koHTelHepiH Kacuertepide OaimanbicThl. Oynknmst G OacTamkpl
MOHJIEp PeTiHe Kayilci3 *allFaH Ke3IeHCOK PETTLIIK TeHepaTOPBIHBIH KOMETiMEH
XKY3€ere achbIpblIybl MYMKiH.

T onepatopsr C* KONTHIK CO31H ©3repTe OTHIPHII, HaTkeciHae W* CCh amazpl.
by pynkunsra mexrey Koiimacakra 6onaznpl, cededi G kenin 6epeni F hynyuumscet
KaHTBIMCBI3 eKeHiHe. T QyHKIMACH TaHAATybl KEPEK TONTHIpbUIMaraH [ KonTeinep,
TONTHIPBLTFaH | | KOHTelHep jkoHe mamasl I’ TonTeIpbLIFaH KOHTelHepep 6ipaeit
HOpCEHI TyIBIPaBbl.

T(CI)=T(C1)=T(C1I)

HaTukenep :koHe o1apabl TAIKBLIAY
Buneo daiinaet enney ymrin avifil32.DLL gyskusiiap kongaseumaasl. by

tocinme C # KaOBIKIIaTaphl KOJ JKETIMALTIK (QYHKIUSIIAPHI YIIIH KOJJaHBLIA IbI
opi avifil32.dll -ne konm >xerimui Oonma amanel. JKyieHi Kypy yimiH 4 MOmyib
KOJIIaHbLIa IbI:

*  Buzeo xanpnapp 6eiry xoHe reHepanusiiay TEXHOJIOTUSICHI

*  baiiT-xon pabpukacse

*  Kpunrorpagusuibik 3aybiT

*  Creranorpadus gpadprkacs

CTEIAHH BAaDHH BARPHEACR

Cyp.2. Creranorpdus (padpHKachIHBIH CyI0ackl
(Fig.2. outline of Steganogrphia factory)

3eprTTey KYprisy YIIiH IepeKTepAin 4 Typi KaxeT Oonaibl:
Kint daitnsr,
Kynus ces;
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Menua;

Xabapmama.

Menuna daiin enmemi KOJJaHBUIATBIH OiCKe OalIaHBICTBI MPOMOPLUIAA
xabapiama eIIeMiHeH achlll KeTyl Kepek.

Kymusa ce3: maponbs xaOapnamanbl Meauma daiiiara eHrizep aufblHAA OHBI
muQpray yiliH KOJIJaHbUIFaH.

Kint Qaiiner: kinT (aiiapl KackIpblH XabapiiaMaHBIH KayilCi3diriH jxkakcapTy
YIIH KOJmaHbIaabl. JKeke mapoipaepili opTypii TociaiepMeH TaOyFa Ooialbl.
KinT ¢aiiner kynus ce3ni 6omxayra ol OepMeiiii, COHIBIKTaH dJIiC KayincCi3Airin
apTTHIPAJbI.

Tacemvannaymer @aiin: Oyn 3eprreyne memua daiin perinze Bumeo (aiin
KoyaHblanel. Buneo daiin mimmimi - AV

Xabapama: Xabapama Meua ¢aiin enmeMiHeH Kilripek Buaeo daiin 6omasl.

Jepekrepi xacsIpy MpoIecinie BU3ya sl (aiin TachiMangaybl (haiin OoibIn
Tabbutaapl. Buneo kampnapasl Oeiy skoHe reHepaumsiay ¢GaOpHKacklH KONJaHa
OTBIPBIN, Kaapiap Menua (ain ymiH >kacanmaabl. XaOapapl OalT KOABI 3aybITHI
OaiiT xogbIHa TypaeHaipeni. Cogan keiin xabapaamaHblH OaliT Koabl cryptography
factory kemerimen mudpnanaasl. Cryptography factory ymrin 2 kipic Kaxket: KinT
(aiinbl xoHe Kymus ce3. byl KayilCi3miKTiH KoFapbliayblHa OKellemdi, eWTKeHi
KYITUS CO3/1i TeK OOIDKay apKbLIbI JKacayFa Oonaabl. byn mudpranran xabapiama
steganographic factory momymiameri Menua (haiin jkakTaymapblHAa JKaChIPBLIFaH.
Hotmxecinae keckiH 0Chl KaApaapAblH KOMETIMEH KaiiTa xKacanabl.

byn mmdpnay omici XOR eki snemeHTi naiijanaHbuiafpl. 3 CypeTTe OCHI
muQpiay YIIiH JIOTUKAJIbIK AJIEMEHTTIH Kallail )KYMBIC iCTEHTIHIH Kepceremi. A
KinT Qaiineiy, an B kynus ce3ni Oinnipeni. Kymums cesniy enmemi Kint GaiibiHBIH
OIIIeMiHEH Killli OOJNFaHMABIKTaH, Kymus ce3 KalTtamaHansl. C xabaprmamaHbl

oinmipeni.
F-y - T
D
B >—' - ey
Qa L

Cyp.3. llludpnay YIIiH JOTUKAIBIK HIEMEHTTIH KYMBICEHI
(Fig.3. operation of the logical element for encryption)

4 cypetTe muQpbI Aty YIIiH JIOTUKAIBIK 3JIEMEHTTIH KaJlail )KYMBIC ICTEHTIHIH
kepceteni. Q mmdpnanran xabapmamansl Oinmipeni. R nmexonranran nereHmi
Oinaipeni

C xaceIpblH Xxabapnamacel mudpnanrad Q xabapnamacblHa TeH OOJaTHIHBIH
Kepe alampbl3.
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Q
. .
Cyp.4. llludpas! anry yIiH JOTHKAIBIK SIEMEHTTIH HKYMBICHI
(Fig.4. operation of the logical element to decrypt)

TaxkipOueni icke acbipy

Byn xpunrtorpadusHbIH OpHBIHA CcTeraHOrpadUsIHB KONAAHYIBIH OacThbl
apTHIKIIBUTEIFEL. Ochlnaiiia, xabapaamMaHbl IelNaifaH >KachIpyAbIH THIMILUTITIH
Oaramay MaHBI3IBI. XabapiaMaHBl JKACBIPYIBIH THIMIUIITIH ©JIIey VIIH Kipic-
TipUITeH BHUAEONAp 3epTTEeylIre xadapiaMaHBIH Oap-)KOFBIH aHBIKTAy VIIiH
kioepinmemi. O ymin 17 eHmipinren xoHe 17 eHmipiiMereH Bumeo ¢aiin Koimna-
HBUTAABI. 3epTTeymIire OyJ1 BUIEOoNIapabl ChIHAIl KOpY JKOHE ONapabl KipiCTipireH
xabapiamanap MEH KoiMIi BUAeoNap peTiHe KiKTey YChIHbIaAbl. Hotmkenepmi
KeJeciiel xxikTeyre Oonaapl. 3epTTEYII BUACOHBI KeJeciaen KiKTen i

*  KipicTipiiareH Buaeo koHe eHaipinrex Buaeo (TP)

*  KipiCTipiaTeH BHIEO JKoHE KipicTipiaMmereH Bumeo (FP)

*  BHIEO KipiKTipinMmreHe skoHe Buaeo eHaipiareH (FN)

*  BHIEO CHIIpiIIMETEH koHe BUaeo KipicTipinmereH (TN)

Byn canarrapmbsl YCRIHBUIFAH S[IICTIH OHIMIUIITIH TEKCepy YIIiH MaiganaHyFa
6omanel. [lypeic creraHorpadUsUIBIK SIC YIIIH IYPHIC JKIKTEY MEH AYPHIC eMec
KIKTEY apachIHIarbl OaillaHbIC MaHBI3IbI O0MMayhl KepeK. COHIBIKTaH OHIMAUTIKTI
enmiey yiriH kodhduiuerT ko3 unnenTin Konnanyra 0omambl.

Creranorpadusiapl Oaranay ke3iHme Menua ¢aigan aypeic xabapiama amy
MYMKIiHZITiH TeKCepy MaHbI3IbL. Xabapiaama Buaeo haiii, aynno dhaiii, cyper Hemece
MOTIHAIK Ky>KaT 00JTybl MyMKiH. OHIMALTIKTI TeKcepy YIIiH 5 Buaeo daiin, 4 ayamo
(haiim, 3 cyper xoHe 3 MOTIHAIK (paii TaHAaNABI. AJBIHFaH XabapiiaMaMeH OacTaIKbl
xabapnamanbl Oaranay yuriH Aliyaschool.kz Be6 KypcThIH KONIaHYIIBLIAPHIHBIH
imminen 10 xarpicymbiTagnanansl. Omapnan xabapmamanapasl 0-meH 4-ke neitin
Oaramaynel cypansl, myHna O Oacramkpl xabapimamMa MeH allblHFaH Xxabapiiama
apachIH/IaFbl alBIPMAIBUIBIKTRIH JKOKTBIFBIH KepceTeni, an 4 eki xabapiama
apacerHIars! 100 % aifpIpManIbUTBIKTEI KOPCETET].

1 xecte. Op KargaiiFa OEpUIreH AopexKenep KopceTKimTepi

Jlopexe caHbl Cunarramachl
0 AWBIPMAIIBUIBIFBI )KOK
1 A3 raHa alBIPMaIIBUIEIK, 6ap
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Oprama aifpIpMambUIbIK 6ap
YJKeH albIpMaIIbLIBIK 0ap

EXQ RV )

JKaJIIbl aﬁBIpMambIHLIK

Buneo, aynno, cypeT oHe MOTIHHIH opTaiia peHTHHT1 0apiblk 10 KaTbiCymibl
YIIIiH ecernTeNe/i.

2 kecre. bip FaHa KaTbICYyIIBIHBIH HOTHXE KOPCETKIT

Buneo Aynuo Cyper Morin
1 daiin 0 1 0 0
2 aiin 1 1 0
3 (aiin 0 1
4 ¢aiin 0
5 aiin 0
opTama Jopexeci 0,2 0,5 0,33 0

3 xecre. bapibIk KaThICyIIBUIAPABIH OpPTAIla PEHTHHTT KOpCEeTKImTepi

Buneo Aynuo Cyper Marin

1 KarbiCcy1IbI 0,2 0,5 0,33 0
2 KaTbICYIIbI 0 0 0 0
3 KaTbICyLIbI 0,25 0,25 0 0
4 KaTbICyLIbI 0,5 0 0 0
5 KaTbICyIbI 0 0,25 0 0
6 KaTbICyIIbI 0 0,25 0 0
7 KaTbICyIIbI 0,25 0 0 0
8 KaThICyIIbI 0 0,25 0,33 0
9 KaTbICyILIbI 0 0 0,33 0
10 kaTbICy LBl 0,25 0 0 0
0,145 0,15 0,09 0

Oce1 HoTIKenepaeH 0—4 opeskenep qruana3oHbIHAa BUIEO YIIIH OpTalla Jopeke
0,145, aynuo yurin opraria gapexe 0,15, Buzeo yiiris opTaiiia 1opekeieH a3, KeCKiH
yuin opramra gopexe 0,09, Buaeo yIIiH e, ayAuo YUIIH e opTama JopexeaeH
a3, aJ MOTIH YIIiH opraria jgapexe nan 0. Oceliaiiia, )KYHEeHIH TachIMaIayIiibl
(alingan nepekTepai AYPhIC alyablH KOFaphl OHIMALUIIT O0ap eKeHi aHBIKTaJIbI.
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10 xaTeICyIIIBI
9 KaThICYIIbI
8 KaThICyIIbI
7 KaThICyIIIbI
6 KaTbICYIIIbI
5 KaTbICYILIbI
4 KaThbICyIIbI

3 KaTbICYIIBI

2 KaTbICYIIBI

1 KaTbICYIIbI

o

0,05 0,1 0,15 0,2 0,25 0,3

Oprama gapesxeci

Cyp.5. Opramia nopexeni rpaguk KepceTKimTepi
(Fig.5. average graph indicators)

AFBIMZIAFBl 3€pTTEy BU3YaJbl BUACO Ma3sMYHBIH >Kachlpy YLIIH >KYpri3inifi.
Buneons! kaceIpyblH MaHBI3IBUIBIFBl MBIHAa: BHIEOAA SACTTE YIKEH (aiin
0oaapl, OMTKEHI OJ KONTEreH MAIIMETTEpAeH Typanbl. Y CHIHBUIFAH TOCUIIIH
mreri-on Tek Meaua Qaiia peTiHae nainanaHy YIIiH KbIcbUIMaraH, Tarbl MS AVI
¢aiineinaa Kongaiael. Anaiiaa, kepceriiren ¢ain Typi ymiH (kbicbuimaran AVI)
0J1 JKaKChl TEKCEPUIreH >KOHE aKChl KYMBIC icTelai. JlepekTepiy Kayinci3airin
apTTBIpy MakcaTblHAa xalapiaMa TachIMangayiibl ¢aiinFa eHrizinMec OypbIH
umpnanrad. byn mmdpnay amici kinT ¢aiinsH aa, maponbai Ae KonaaHaasl. by
XKaFai1a maponb TaHJaaIMaiasl, ajd xabapnaMansl mupiaay YIIiH 2 JTOTHKAIbBIK
XOR 3neMeHTI KOJIIaHbLIAIbI.

KopbIThIHABI

ConbiMeHn KopwiTa kenrenne Creranorpadust - Oyl akmaparTelH OOIybI
Oenrici3 OonaTelHAAl eTill Meauajga akmapaTrThl Xacklpy eHepi (Amirtharajan,
2013). CaHmpIK KecKiH creraHorpadusachl Kasipri 3aMaHFbl KOCBHIMIIIAIApP/IbIH
KONLIIriHAe menrymi 0obIn TaOblIaTeiH OaiilaHbIC 9JIeyeTiH KY3€ere achlpabl.
Creranorpadusneiy OipHelle maigaisl KOJJaHbUTybl Oap. EcenTey KyaTbIHBIH
TaHFXaWbIl JaMybl )KoHE KayilCi3OiK Typajibl XabapiapAblH apTybl apKbUIBI OJ1
3aMaHayn Kayilci3mik yienepi apaceiHaa kembacuisl 6onasl (Ahmed, 2020).
CreranorpadusiiblK TEXHUKaHbI YCHIHYAAFbI 0acThl MAceNeci - OHbl KpUnTorpadus
XKoHE cy Oenrinepi CHAKTBI e3apa OaillaHBICTBI XylenepaeH OeJeTiH >KOraphl
SHIIIpY CHIMBIMIBUIBIFEI MEH KACBIPBIH JKOHE KayilCi3IiK apachlHAAFbl CoHKec
Tene-TeHIIKTI cakray. byn makanana creraHorpadusiHbIH KeiOip jkaHa omicTepine
KEeH LI0JIy MEH Talaay YChiHbUI1a 6. COHBIMEH Karap, 013 TaHbIMal cTeranorpadus
KYpaJlJlapblH €rKeH-Ter’Kesl TalKbUIaAbIK. TepeH OKbITyFa HETi3[elreH COHFBI
cTeraHorpausuIbIK oficTepre KaThICTHl Macenenep wmemringi. [IoHaik camaHbl
3epITeyre apHajfaH MakaJaHbIH COHbBIHAA OoJamak 3eprreyiepAiH KehOip
OarbITTaphl Typabl AUTHUIAIbI.
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Abstract. This paper presents issues related to intelligent learning systems,
ontology model, as well as the development of evaluation of the achieved learning
outcomes. The purpose of this article is to investigate the ontology of intelligent
learning systems, which is one of the important technologies in the semantic
network. An analysis of sources on intelligent learning systems has been conducted.
Issues related to the construction of intelligent systems, ITSS, e-learning and LMS
have been considered. Nowadays, intelligent learning systems (ILS) are one of
the most relevant technologies in the field of education. They allow you to create
personalized learning materials and training programs that take into account the
characteristics of each student and his or her needs. However, for ILSs to be as
effective as possible, it is necessary to develop an ontology — a set of terms and
concepts that define the relationship between them in a particular area of knowledge.
The purpose of this article is to explore the ontology of intelligent learning systems,
analyze sources on ILSs, and consider issues related to building intelligent systems,
information technology in education (ITSS), e-learning, and LMSs. The article
presents a study of the ILS ontology, which is one of the important technologies in
the semantic network. The authors of the article describe the methods of developing
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an ontology for the ILS, which allows to take into account the characteristics of
each student and his or her needs. Issues related to the construction of ILS s and
assessment of learning outcomes are discussed, including an analysis of various
ITSSs and their use in e-learning and LMSs. The article discusses the benefits of
using ILSs in education. They allow students to receive individualized instruction
and maximize their strengths, which contributes to deeper learning and improved
academic performance. ILSs allow teachers to maximize their time and resources
by creating personalized learning materials for each student.

Keywords: intelligent systems, ITSs, e-learning, LMS, intelligent assessment
system of achieved learning outcomes
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AHHoTanmsa. by Makanana MHTEIIEKTYalIbl OKBITY KYHenepiHe, OHTOIOTHs
MoJeJiHe, COHMai-aK KOJ JKETKI3UITEH OKy HOTIDKENepiH Oaranaymbl o3ipieyre
KaTBICTHI Cypakrap OepinreH. byn makamaHbIH MaKcaThl CEeMaHTHUKAIBIK Kelifgeri
MaHBI3IBI TEXHOIOTHUSIAPABIH Oipi OONBIT TaOBLIATHIH HHTEIUIEKTYAIII OKBITY
KYHenepiHiH OHTOJOTHACHIH 3€pTTey OONbIN TaObUIaAbl. 3UATKEPIIK OKBITY
KyHenepi OOHBIHIIA JAEpeKKe3[epre Tanaay Kyprizingi. HHTemnekTyanast
xyenepni, ITSS, eLearningxone LMS KypyFaKaTbICTEIMACeNIeNep KapacThIPBUIIEL.
Kasipri yakpITTa HHTEIUICKTYAIABIK OKBITY JKyienepi OimiM Oepy callachIHIarbl
€H ©3€KTI TeXHOJOTHUIApALH Oipi Oombin Tabbutagsl. Omap op CTYOEHTTEPIiH
epeKLIETIKTepl MEH KaXXETTUIIKTEpiH eckepeTiH skeke OKy Marepuangapsl MeH
OKy OaFnapiaManapblH jKacayFa MYMKIHIIK Oepemi. Ajaiiia, MHTEIUICKTYaIbIK
OKBITY KyHesnepi MyMKIHAIriHIIE THIMA1 OOMYBI YIIIiH OHTOJOTUSHBI — OenTifi Oip
OLTIM camachlHIa OJAPIBIH apachIHAaFrbl OAWIAaHBICTHl AHBIKTAHTHIH TEPMUHICD
MEH YFBIMIApAbIH JKUBIHTHIFBIH 93ipiey KakeT. byl MakamaHblH MaKcaThl-
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MHTEIUICKTYAIBIK OKBITY KYHEIEPiHIH OHTONOTHSICHIH 3ePTTEY, MHTEIIICKTY AT IbIK
OKBITY OKyiHesnepi OOWBIHIIA JCpEKKe3Jepre Tajjay >KYprizy, CoHaah-ak
WHTEJUICKTYIIBIK KYHenepi, OimiM Oepymeri aKmaparThIK TEXHOJIOTHSIAPIIBI
(ITSS)pnexTponnsik OKbITYAB XoHe LMS Kypyra OalmaHbBICTBI Macenenepai
KapacTeipy. Makajiajja CEMaHTHUKAJIBIK KEJIiJeri MaHbI3bl TEXHOJIOTUSIAPIABIH
Oipi OONBIT TaOBUIATHIH HHTEIDICKTYANIBIK OKBITY JKYHelepi OHTOIOTHSICHIH
3epTTey YCHIHBUIFaH. Makaja aBTopiaphl 9p CTYIEHTTEPAIH EpeKIICTIKTepi MeH
KaXETTUTIKTEPiH eCKepyre MyMKIH/IIK OepeTiH MHTEIIEKTYaIbIK OKBITY Kyienepi
YIIiH OHTOJOTHSHBI JaMBITYy OJICTEPiH cHUNATTaWIbl. VHTEINEKTyalablK OKBITY
KyHenepi Kypyra jKoHE OKy HOTIKeNepiH Oaramayra OaiJlaHBICTBI MoceJelnep
KapacThIPBUIA/IbI, COHBIH IIIHJE dPTYPIIi itss-ke Tanaay sxoHe onapiabl eLearning
xoHe LMS-te maiinanany. Makanaga WHTEIJIEKTYaIIBIK OKBITY JKyiemnepi OiiM
Oepyae KONTAHYABIH apTHIKIIBUIBIKTAphl TalKbulaHagel. Omap CTyAeHTTepre
OKyFa JXeKe Ke3KapaclieH KapayFa jKOHE OJapAblH KYIITI >KaKTapblH OapbIHIIA
THIMJII TaiiasaHyra MYMKIiHIOIK Oepexmi, OyJ1 Marepuaiibl TEPEHIpeK Hrepyre
OHE OKY YJITepiMiH apTThIpyFa bIKNaI eTei. HTeIeKTyanaplK OKbITY Kykenepi
OKBITYIIBIIAP/ABIH 9P OKYIIBI YIIiH KeKe OKYy MaTepHajiapblH Kacay apKbLIbl
YaKbIT TIEH PECypCTapAbl THIM/II TTaiJaTaHyFa MYMKIHIIIK Oepei.

Tyiiin ce3nep: wuHTeuekTyanawl >xydenep, ITSs, eLearning, LMS, xon
JKETKI3UITEH OKYy HOTHXKeJIepiH OaraayIslH HHTEIUICKTYa Ikl JKyieci
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SBISICTCS. MCCIIEAOBAaHUE OHTOJIOTHM HHTEIJICKTYyaJbHBIX OOy4YarolluX CHCTEM,
KOTOpas SIBISETCS ONHOM M3 Ba)KHBIX TEXHOJOTMH B CEMaHTHYECKOW ceTH. bbun
MPOBEJICH aHAJIN3 UCTOYHUKOB MO0 MHTEJUIEKTYalIbHBIM cucTeMaM o0y4eHus. beum
PaccMOTpPEHBI BOIPOCHI, CB3aHHBIE C TIOCTPOCHUEM HHTEIIEKTYalIbHBIX CHCTEM,
ITSS, smekrponHoro obyuenus u LMS. B HacTosmee BpeMs HHTEIJIEKTyalIbHbIC
cucrembl 00yueHus (MCO) SBISFOTCS OMHOW U3 CaMBIX aKTyallbHBIX TEXHOJIOTHUH B
cdepe obpazoBanust. OHM O3BOJIIOT CO3/1aBaTh IEPCOHAIN3UPOBAHHBIC YUEOHBIE
Marepuanbl U o0ydarolye MpOrpaMMBbl, YYUTHIBAIOIINE OCOOCHHOCTH Ka)IIOTO
y4eHHKa " ero norpednoctu. OnHako, s Toro 4toosl UCO ObuUIM MakcHMaIbHO
3 pexTUBHBI, HEOOXOTUMO pa3pabaTHIBATh OHTOJIIOTHIO — COBOKYITHOCTH TSPMHIHOB
U IOHATHH, KOTOPasi ONIpEeNIsieT B3aUMOCBSI3b MEXK /1y HIMHU B KOHKPETHOH o0nacTu
3HaHUH. llenb MaHHOW CTaThM — HCCIENOBAaTh OHTOJOTHMI0 HHTEIJIEKTYaJbHbBIX
o0ydJalomuX CHCTEM, TMpPOBECTH aHaimu3 HcrounukoB mno MCO, a Ttaxke
PaccMOTpPETh BOIPOCHI, CBSI3aHHBIE C MMOCTPOEHUEM WHTEIUIEKTYaJbHBIX CHUCTEM,
MH(pOPMAIIMOHHBIX TeXHOJOTHI B 00pazoBanuu (ITSS), anexkTpoHHOr0 00yUeHus u
LMS. B crarse npeacrapneno uccinenpoBanue ontonornn MCO, kotopas siBisercs
OJHOM U3 BaXKHBIX TEXHOJIOTUH B CEMaHTHUYECKON CETH. ABTOPBI CTaThbH OIIMCHIBAIOT
MeTonsl pa3pabotku onTonmoruu it MCO, KOTOphle TO3BOJNSIOT YUUTHIBATh
0COOEHHOCTH KaXXJIOTO YUEHHKA H ero MmoTpedHocTH. PaccMarpuBaroTcst BOIpOCHI,
cBszanHble ¢ moctpoeHueM MCO u o1eHKoM pe3ynbsTaToB O0YUYEHUs, B TOM YHUCIIE
MpOBOAUTCS aHaiu3 pasnuuHblx [TSS W HMX wHcrmonb30BaHHE B AIEKTPOHHOM
obyuennu 1 LMS. B cTarhe 00CYX)mTaroTCsl MpenMyInecTBa ucmonb3oBanus MCO
B 0OpazoBanuy. OHHU MO3BOJISIIOT CTYIEHTaM IOJy4yaTh HHAWBUAYAIBHBIN MOAXO.
K 00y4YeHHUIO 1 MaKCUMAbHO 3((PEKTUBHO UCIIOJIb30BATH CBOM CHIIBHBIE CTOPOHBI,
9TO CHOCOOCTBYyeT Oojiee IITyOOKOMY YCBOGHHIO Marepuana M TIOBBILICHHIO
ycreBaeMocTd. MCO  TO3BONAIOT  y4MTENsIM  MaKCUMalbHO 3(dekTuBHO
HCIIOJIB30BATh CBOE BPEMA M PECYPCHI, CO3/1aBasi EPCOHAIM3UPOBAHHBIE YIeOHBIE
MaTepuanbl Ui KaKIO0ro yUeHHKA.

KaroueBsble cioBa: mHTEIEKTyaldbHble cucTteMbl, ITSs, smexkrpoHHOE 00Y-
yeHne, LMS, uHTemneKkTyalbHas CHUCTEMAa OLEHKH JOCTHTHYTBHIX pE3YNbTaToOB
o0y4eHHS

Introduction

Digitalization of education involves the use of modern digital educational
technologies that differ from the previous e-learning system and LMS content
management system in the presence of flexible functions not only for management,
but also for analyzing and evaluating student achievements. The development
of intelligent assessment system of achieved learning outcomes is urgent. The
implementation of the technology of the intelligent assessment system of achieved
learning outcomes in general, specifically with the content in the Kazakh language
as well, is not sufficiently disclosed both in the world of science and in the
Republic of Kazakhstan. In this regard, the disclosure of the essence and method of
implementation of such technology is an urgent task.
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The demand for intelligent systems is growing at a record pace during the
pandemic. In educational system of the Republic of Kazakhstan various educational
learning systems, in which the assessment function is partially implemented and is
often limited to automatic verification of test and interactive tasks or in the form of
manual verification by a teacher.

The crucial aim of the article is to conduct a literature review, analyse methods
for assessing and predicting knowledge, skills and competencies of students in the
intelligent technologies.

“Intelligent training system is the system with the elements of artificial
intelligence. The intelligent training system allows you to adapt the learning process
to the each individual student characteristics working with the system. Learning
management is defined by the learning system itself based on learning outcomes.
Implementation is carried out on the ground of knowledge about the subject area,
the learning process and the learner”.

Related works. The literature review of different authors from 2017-2022 has
been conducted and analysed.

The analysis of the article Intelligent Tutoring Systems: a systematic review of
characteristics, applications, and evaluation methods (Mousavinasab et al., 2018)
has been carried out in accordance with the artificial intelligence methods for
creating more personalized educational system. Such systems are called Intelligent
Tutoring Systems (ITSs). The authors of the article focus on the characteristics of
ITSs developed in various fields of education. The authors conducted research from
2007 to 2017, and 53 articles were included in the study on the basis of inclusion
criteria. The educational areas in ITSs were mainly computer science (37.73 %).
The most frequent artificial intelligence methods used in rule-based reasoning,
data mining, and Bayesian networking with frequencies of 33.96 %, 22.64 %, and
20.75 %, respectively. These methods allow ITSs to provide adaptive guidance and
learning, evaluate students, determine and update the student model, and classify
or group students. The system performance indicators, student performance and
experience were used to evaluate ITSs in particular.

Further the Smart Learning (Garcia-Pefialvo et al., 2020) has been considered.
In the consequence of pandemic due to COVID-19 artificial intelligence has a
huge potential, applied in the educational sphere. Therefore, educational systems
claim to use more intelligent learning technologies that do not claim to replace the
teaching staff, but facilitate their teaching activities. This special issue is focused
on introducing a collection of articles about original advancements in educational
applications and services driven by Al, big data, machine and deep learning.

In article An intelligent tutoring system for supporting active learning: A case
study on predictive parsing learning (Castro-Schez et al., 2021) authors designed
and developed an intelligent mentoring system to allow students to learn through
experience, working at the top cognitive level of Bloom's Taxonomy, encouraging
them to actively learn and be self-sufficient. Thus, the developed tool called
Proletool 3.0 (Figure 1) includes modules that are commonly encountered in
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systems of this type (domain module, mentor module, student module, interface
module, and evaluation module). In addition, the system provides a web interface
that allows you to use it as a learning object on the e-learning platform.

Authors (Grivokostopoulou et al., 2016) have utilised the app for interactive
examples and exercises related to search algorithms. The research area is the
artificial intelligence curriculum. The issue of using Bsearch algorithms has been
considered to offer theoretical descriptions, interactive examples and exercises
related to search algorithms in the artificial intelligence training system. The results
show that visualized animation and interactivity are two of the most important
factors contributing to better learning.

A methodology for assessing the student intelligence level based on the theory
of multiple intelligences. The research area is computer engineering. The system
is based on a hybrid approach with artificial intelligence generated by an artificial
neural network and an optimization algorithm called the Vortex Optimization
Algorithm (VOA). It was tried and tested on students and gave positive results for
improving self-learning (Kose et al., 2017).

In the article Application intelligent search and recommendation system based
on speech recognition technology (Jiang et al., 2020) was considered the speech
recognition technology to create smart search and app recommendation. The authors
designed a system of extraction levels, speech information analysis and finalized
the recommendations. Experimental results show that the proposed method is more
efficient and intelligent.

In the article Early segmentation of students according to their academic
performance: A predictive modelling approach (Jiang et al., 2020) were considered
the the methods Random Forests, decision trees, support vector machines and
naive Bayes. The authors propose a two-stage model supported by data mining
methods that uses information available at the end of the first year of students '
academic career (path) to predict their overall academic performance. Unlike
most educational data mining literature, academic success is measured by both the
average score achieved and the time taken to complete the degree. In addition, this
study suggests segmenting students based on the dichotomy between evidence of
failure or high performance at the beginning of the degree program and student
performance levels predicted by the model.

Investigates the relationship of two aspects to objective and subjective academic
achievements, as well as their incremental validity and interaction with the two
aspects of conscientiousness diligence and orderliness. Cross-sectional data from
424 students showed that a) intellectual openness is a strong positive predictor of
academic achievement, while sensory-aesthetic openness is a moderate negative
predictor, b) aspects of openness showed significantly greater incremental confidence
in aspects of conscientiousness than vice versa, and c) intellectual openness and
order interacted in predicting objective academic achievement (Thomas Gatzka,
2021).

Therefore, in the article Improving the expressiveness of black-box models for
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predicting student performance (Carlos et al., 2017) has been proposed a black
box method that allows us to take advantage of the power and versatility of these
methods in making some decisions about the input data and the design of the
classifier, providing a rich set of output data. A set of graphical tools has also been
offered to use the output information and provide meaningful guidance for teachers
and students.

Authors of the article A new methodology for early warning of critical
academic performance, based on discrete predictive models (Meca et al., 2019)
have presented a methodology based on the hypothesis that the method of sampling
the performance variable will significantly affect the generated predictive models.
The authors have emphasized the relationship between the factorization criteria
and the most relevant attributes selected for instance classification. In addition, the
relationship between the obtained predictive model and the criteria for factorization
of the target variable has been presented.

Three studies (Mousavinasab et al., 2018), (Garcia-Penalvo et al., 2020),
(Castro-Schez et al., 2021) conducted a comparative analysis of the effectiveness
of intelligent systems used in the educational sphere.

The analysis showed that there is a large amount of research on assessment
and prediction methods in e-learning, students' skills competencies, and academic
achievements (Zulfiya et al., 2019).
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Fig. 1. Architecture of the web interface system software according to Bloom's Taxonomy
(Castro-Schez et al.:2021)
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In this paper, the authors discussed (Quezada et al., 2021) about using NEON
(ontology methodology), Scrum (agile methodology), and web scraping to develop
an application of the ontology model of knowledge representation for knowledge
arrays as an additional tool to improve the curriculum in the context of software
development. The benefits of this paper are as follows: First, it combines and
applies ontology methodologies and agile development; second, a Java application
using the Jsoup library has been developed to extract and visualize information
about a bachelor's degree in software engineering.

One can see the design of a competence ontology for educational program
analysis. It is shown as an analytical review of the works on this topic. The
methodology of the process of collecting and analyzing professional and personal
qualities is proposed. Created data on programmer diploma requirements. The
ontology of required competencies for this specialty is created. For example, the
ontology of key skills for the profession "Programmer" is given. It is possible to
see variants of compositions of all collected qualities. The practical implementation
of the transition and the combination of research related to market analysis and
research related to the dynamic changes in education is explained. The resulting
lists of professional qualities and personality traits will then be classified into
generalized groups (Aksenov et al., 2020).

The need to ensure compliance of professional training with both formal and
informal requirements of the education system and the labor market of this work is
confirmed by the relevance. The reason for the employment of university graduates
in the labor market, is the lack of methods and technologies that are able to align the
results of the information technology curriculum with the requirements of the labor
market. This article (Kurzaeva et al., 2020) describes methods for developing an
ontological model that would be capable of shaping the content of IT competencies
and assessing them in university students. Firstly, the boundaries of the subject
area of awareness must be defined, and secondly, a method for taking into account
individual characteristics and needs must be considered and developed in advance
to create an individual training and self-study plan, these two theses are our basis.
On the example of the subject area of business solutions platform "1C:Enterprise"
presented ontological model, developed by the stated method for the formation of
the content of IT competencies and their evaluation. Knowledge base, created with
the help of ontological model, can be integrated into the intellectual information
systems of decision-making, designed for education, corporate training and human
resource management. For professionals developing new tools and methods of
distance education and distance learning management this article will be useful.

The professor is known as the mentor who guides and guides students throughout
their professional learning, this is provided in the competency-based model.
Consequently, the professor must determine which courses students have approved
and which courses they should take during the next period so that their academic
learning does not fall behind. Curricula should be modeled to indicate a complex
structure consisting of courses (which are represented as nodes), links (denoted
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as edges) between course prerequisites, and semester number (represented by a
node weight). The paper (Galvez et al., 2020) provides a bi-directional weighted
graph that will represent internal and wire constraints in the flow of courses that
students must take and pass, creating an organized context (which is governed by
each course weight) in which they can be guided and directed by the instructor. A
system is proposed for monitoring student progress and enabling student-teacher
interaction that integrates a weighted bi-directional schedule. Developments that
are based on an ontology model is a collaborative application, such systems. So,
this work integrates graphs with artificial intelligence.

The article (Mandi¢ et al., 2018) also describes a semi-automated software
platform developed to harmonize computer science curricula at all levels of
education. The algorithms used for ontology matching are described in detail, as
well as the principle of matching computer science curricula with ontology models.
For computer science teachers from the Republic of Serbia, the model of the
selected curriculum was created and compared with the model of the reference
curriculum for computer science teachers using the software platform. According
to the analyses of the results, which include a comparison with the data obtained
for other possible pairs of created input ontology models (ACM K12 high school
model and the reference model, high school model and the model of the selected
curriculum). The experiments presented in this article indicate that consideration
should be given to improving the curriculum for teachers, as well as the use of new
matching methods.

In the field of education, the semantic network and the development of ontologies
can play a significant role. In this (Katis et al., 2020) discussion, the authors focus
on conceptualizing educational knowledge structures in an academic setting. More
specifically, we present the methodology and process of developing an educational
ontology. The methodology could be reused and applied to any type of course
at various institutions and contribute to several objectives of the curriculum and
course activities.

In education, ontologies have been used with great success because they allow us
to formulate a representation of the subject domain by identifying all the concepts
involved, the relations between the concepts, and all the existing properties and
conditions. The purpose of this paper (Stancin et al., 2020) is to present the field of
ontologies and provide an overview of recent research in the field in the context of
education. As this paper presents a literature review, articles from the past five years,
have been collected from the IEEE Xplore database, analyzed and classified based
on the use of ontologies for: curriculum modeling and management, description of
learning domains, learning data and e-learning services. From the resulting work,
one can observe a somewhat growing trend in the contribution of ontologies to
educational systems. Many analyses used ontologies to describe learning domains,
and some of the 95 papers collected could not fit into just one category because
the system used more than one ontology. Throughout the work, the following
contributions were made: the term "ontology" was defined, the most common types
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of ontologies and commonly used methodologies for building ontologies were
identified, and an overview of existing systems that use ontologies in education
was provided.

With the emergence of data-driven technologies, the importance of education
and training in data science is increasing, and of an organizational culture that aims
to gain practical value for improving the research process or enterprise business
by using a variety of enterprise data and widely available open data and social
media data. By today's research and data-driven industries require new types of
professionals capable of supporting all phases of the data lifecycle, from production,
input, to data processing and delivery of actionable results, visualization and
reporting, which can be collectively defined as a family of data science professions.
An interdisciplinary approach is required for education and for professional training
of data scientists, combining a broad view of the fundamentals of data science and
analytics with in-depth practical knowledge of specific subject areas. In current
situations with rapidly changing technologies and high demand for professional
skills, data science education and training must be customizable and provided in a
variety of forms, as well as provide sufficient opportunities for data processing labs
for hands-on learning. Article (Demchenko et al., 2020) discusses an approach to
creating a customizable data science curriculum for different types of learners based
on the EDISON Data Science Framework (EDSF) ontology, developed through
the EU-funded EDISON project and widely used by universities and professional
learning organizations.

The art and expertise of data management are critical to the widespread
adoption of open science and the effective use of data in research, industry,
business, and other sectors of the economy. Unbiased data management views
(searchable - accessible - compatible - reusable) and data management provide
the foundation for effective research data management. The paper (Demchenko
et al., 2021) "Turning YARMARKS into Reality" and others recommend that data
skills be more widely integrated into university curricula and that a concerted
effort be made to coordinate and accelerate the teaching of professional roles in
data processing. Reliable Data Skills for Learning is being worked on by many
projects and initiatives, across Europe and beyond. Here is the ongoing work of
the FAIRSFAIR project to develop a data management competency framework and
provide guidance on how to implement this framework into university curricula
by defining model data management curricula. In the labor market analysis, the
proposed method and identified competencies and knowledge themes are validated.
The material presented uses the EDISON Data Science Framework as a framework
for defining data management competencies and a methodology for linking
competencies, skills, knowledge, and intended learning outcomes in curriculum
development.

Asaresult of the formation of e-learning systems, personalization and adaptability
have now become important characteristics of educational technology. By design,
the authors describe (Aeiad et al., 2019) the development of an architecture for a
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personalized and adaptable e-learning system (APELS) that attempts to contribute
to advances in this area. A personalized and adaptable learning environment APELS
seeks to provide users from freely available resources on the Internet. Modeling a
specific learning subject and extracting relevant learning resources has been used
an ontology from the Internet based on the learner model (learners' experiences,
needs and learning styles). The APELS processing methods is to use natural
language to evaluate content extracted from relevant resources according to a set
of learning outcomes defined by standard curricula to ensure appropriate learning
of the subject matter. A computer science primer is used to illustrate the working
mechanisms of APELS and its assessment based on the ACM / IEEE computing
curriculum. Experimental opinions were conducted with subject matter experts to
assess whether APELS can create the right instructional content to meet the learning
needs of the student. The scores show that the content created by APELS is of good
quality and satisfies the learning outcomes for teaching purposes.

Ontologies are one of the pillars of the semantic network. The semantic network
tangibly relies on formal ontologies that structure subordinate data and information
in a machine-readable way so that this knowledge can be automatically read and
processed by machines. In this process, the authors (Piedra et al., 2018) present an
ontology approach to the foundations required for the IEEE and ACM computer
science curricula (CS2013). The goal of this process is to improve the usability of
the curriculum through the development and implementation of a computer science
ontology. Through ontology definitions of concepts, data properties, and data objects
can be useful to overlay and maintain a logical structure for new types of curriculum
concepts that may emerge from autonomous higher education institutions (HEISs).
Users gain a resource from obtaining information in open portable data formats.
As a result, the developed ontology is a powerful tool that can change the way
curriculum knowledge is defined, managed, negotiated, analyzed, and shared.
The Semantic Curriculum Viewpoint can be used in a variety of learning modes,
facilitate academic mobility, accelerate the recognition of academic credits earned
at different institutions, and integrate and interact with different computer science
faculty curricula or provide convergence and interoperability of other disciplines.

A course of teaching and learning is a curriculum because it contains an important
promise between faculty and students in higher education and in the university. But
at the moment, most curriculum management systems provide simple functionality,
including the creation, modification and retrieval of unstructured curriculum. The
approach of the authors (Chung et al., 2014) consists of defining the ontological
structure of the curriculum and the semantic relationships of the curriculum,
classifying and integrating the curriculum based on ACM/IEEE computing
curriculum, and formalizing the learning goals, learning activities, and learning
assessment in the curriculum using Bloom's taxonomy to improve the usability of
the curriculum. Among other things, we propose an effective method for enhancing
student learning effects through the construction of a subject ontology that is used
in discussion, visual presentation, and knowledge sharing between instructor and
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students. The authors assure the correctness of the search and classification of our
proposed methods according to experiments and performance evaluations.

Although model-based software engineering (MBE) is a widely recognized
discipline in the field of software engineering (SE), no agreed basic set of concepts
and practices (i.e., body of knowledge) has yet been defined for it (Burguefio et al.,
2019). In order to property the content of the MBE discipline, promote a global,
consistent view of it, clarify its scope with respect to other SE disciplines, and define
a framework for MBE curriculum development, this paper proposes content for the
body of knowledge for MBE. In doing so, the authors outline the methodology they
used to compile the proposed list of content, as well as the results of a survey we
conducted to solicit community opinion on the importance of the proposed topics
and their level of coverage in existing SE curricula.

Theoretical analysis of the literature shows that this problem has been widely
considered. At the same time, education implies the use of such forms and methods
of learning, which allow to include in the educational process. The most important
role in this process can be played by the ontological model, to which additional
requirements are imposed in the conditions of higher education.

Materials and methods

In the materials and methods section of the e-learning system, two key aspects are
outlined: the definition of the main components of the system and the development
of an ontological model to establish the semantic structure and relationships
between these components. Here's a breakdown of each aspect:

Definition of Main Components:

The main components of the e-learning system are defined, including:

Courses: These are the overarching units of instruction that cover specific topics
or subject areas. Courses typically consist of a series of lessons, activities, and
assessments designed to facilitate learning.

Modules: Courses can be divided into smaller units called modules. Modules
focus on specific subtopics or learning objectives within a course. They provide a
structured approach to organizing the content and activities for effective learning.

Assignments: These are tasks or projects given to students as part of their
learning process. Assignments can include essays, research papers, group projects,
or any other form of work that assesses the students' understanding and application
of the course material.

Tests: Tests are assessments designed to evaluate students' knowledge and
understanding of the course material. They can take various forms, such as multiple-
choice questions, open-ended questions, or practical exercises.

Other Elements: This refers to any additional components or features that are
part of the educational process in the e-learning system. It could include discussion
forums, virtual labs, interactive simulations, or any other tools or resources used to
enhance the learning experience.

Development of Ontological Model:

An ontological model is created to define the semantic structure and
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relationships between the components of the e-learning system. An ontology is a
formal representation of knowledge that describes entities, their attributes, and the
relationships between them.

In this context, the ontological model would define the relationships between
courses, modules, assignments, tests, and other elements of the e-learning system.
It establishes how these components are interconnected and how they relate to each
other within the overall educational framework.

The ontological model can provide a structured and organized representation of
the e-learning system, facilitating effective content management, navigation, and
retrieval. It helps ensure coherence, consistency, and interoperability of the system
components, enabling seamless integration and interaction between different
elements.

Stages of creating an intelligent e-learning system.

1. Learning outcome formulation

The formulation of discipline learning outcomes is carried out taking into
account the form of training, as the achievement of learning outcomes may differ
in distance, mixed and traditional training. However, the results must be formalized
as achievable for any type of training. Each learning result corresponds to (at least
does not contradict) the purpose of the educational program.

2. Ontological model of the discipline

The structure and content. The ontological model of the discipline is being built
on Protégé. tool (Center:2019). https://protege.stanford.edu/ It was developed at
Stanford University in collaboration with the University of Manchester.

The model includes topics of the discipline and a glossary, each topic of the
discipline includes basic concepts from the glossary, control questions on the
topic with links to the glossary are being developed, as well as tasks to check
the achievement of results on each topic, questions to check knowledge and their
answers on ontology in natural language is created, the system can be self-studiable
within a given discipline (Fig.2) (Zulfiya et al., 2019).

3. Assessment system development

Assume test question assignments and create a knowledge base with reference
answers on the subject of databases:

1 What is a relational data model?

Reference answer: A relational data model is a structured approach to organising
data in a database based on representing data as tables consisting of rows (tuples)
and columns (attributes) and defining relationships between tables.

2 What is a primary key?

Reference answer: A primary key is a unique identifier that uniquely identifies
each record (row) in a database table. It ensures uniqueness and integrity of the data
in the table.

3 What is a foreign key?

Reference answer: A foreign key is an attribute (column) in a table that
establishes a relationship between two tables in a database. It refers to the primary
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key of the other table and is used to determine the relationship between the data in
the different tables.

4 What is database normalisation?

Reference answer: Database normalisation is the process of organising data in
tables to eliminate redundancy and ensure data integrity. It involves dividing tables
into smaller and related tables using certain normal forms.

5 What is SQL?

Reference answer: SQL (Structured Query Language) is a programming
language used to manipulate relational databases. It allows you to perform data
creation, modification and retrieval operations as well as manage the structure of
the database.

By creating a knowledge base with benchmark answers to the test questions,
we can compare students' answers with the benchmark answers to assess their
understanding and knowledge of databases.

An example of student entries for test questions in a database subject:

Question: What is a relational data model?

Student Answer: A relational data model is a way of organising data in a
database.

Question: What is a primary key?

Student's Answer: A primary key is a unique identifier that helps identify
records in a table.

Question: What is a foreign key?

Student Answer: A foreign key is an attribute that links two tables in a database.

Question: What is database normalization?

Student's Answer: Database normalization is the process of improving the
structure of data in tables.

Question: What is SQL?

Student answer: SQL is a programming language used to work with databases.

[ v il & = = -
Fig. 2. Ontological model of the discipline
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Student's record of answers can be assessed by comparing it to benchmark
answers from a knowledge base. For each question, the degree of similarity between
the student's answer and the benchmark answer can be determined to calculate the
student's score for each question and the overall test score. This will assess the
student's understanding and knowledge of the databases.

To calculate the degree of similarity between a student response and a reference
response based on a fuzzy binary relationship, a similarity measure, such as cosine
similarity, can be used. Cosine similarity measures the angle between the vectors of
the student's response and the reference response, and the closer the angle is to 0,
the higher the degree of similarity.

An example of calculating the degree of similarity between a student's answer
and a reference answer using cosine similarity:

Suppose that the reference answer to the question "What is a relational data
model?" is "A relational data model is a way of organizing data in a database."

And the student's answer to this question is "A relational data model is a way of
storing information in tables."

We can represent each answer as a vector, where each word is a component of a
vector, and then calculate the cosine of the angle between these vectors:

Reference answer: [relational, data, model, is, a, way, of, organising, a, database]

Student answer: [relational, data, model, is, a, way of, storing, information,
tables]

Now, let's calculate the Cosine Similarity between these vectors:

Cosine Similarity = (A - B) / (||A||| * ||B|)

Where A and B are vectors of student and benchmark answers respectively, and
||A]| and ||B|| are their norms (lengths).

After calculating the cosine similarity, we obtain a value that reflects the degree
of similarity between the student's answer and the reference answer. The closer the
value is to 1, the higher the degree of similarity.

Applying this approach to other questions will calculate the degree of similarity
and evaluate student responses based on the fuzzy binary relationship.

To determine scores based on the degree of similarity between the student's
answer and the benchmark answer, a similarity threshold value can be used and
scores can be assigned depending on how close the answers are.

An example of calculating scores based on a similarity threshold:

Question: What is a relational data model?

Reference answer: "A relational data model is a way of organizing data in a
database."

Student response: "A relational data model is a way of storing information in
tables."

Let the similarity threshold be 0.8.
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We calculate the cosine similarity between the answer vectors and get a value
of, for example, 0.85.

Since the similarity value (0.85) is higher than the threshold value (0.8), the
student receives a full grade for this question.

Question: What is a primary key?

Reference answer: "A primary key is a unique identifier that helps identify
records in a table."

Student answer: "A primary key is an identifier for records in a table."

Let the similarity threshold be 0.7.

We calculate the cosine similarity between the response vectors and obtain a
value of, for example, 0.65.

Since the similarity value (0.65) is below the threshold value (0.7), the student
receives a partial score for this question, such as 0.5.

Scores for the remaining questions can be calculated using the similarity
threshold value and setting appropriate scores based on the proximity of the
student's answers to the benchmark answers.

To calculate the competence score based on the discipline scores for each
module, a weighted sum of scores can be used, where each discipline contributes to
the overall competence score.

An example of calculating competence scores based on discipline scores:

Suppose we have two competencies, Competency 1 and Competency 2.

Module 1:

- Discipline 1: Databases

- Discipline 2: Database Management Systems

- Discipline 3: SQL Language

The student received the following marks for the disciplines in Module 1:

- Databases: 85 points

- Database Management Systems: 90 points

- SQL Language: 80 points

Now, to calculate competency scores, assign weights to each discipline according
to their importance for each competency.

Let us assume that the weights for the competences are as follows:

- Competency 1: Databases - 0.4, Database Management Systems - 0.3, SQL
Language - 0.3

- Competence 2: Databases - 0.2, Database Management Systems - 0.5, SQL
Language - 0.3

Now let's calculate competency scores:

Competency 1 scores = (Database scores * Database weight) + (DBMS scores
* DBMS weight) + (SQL Language scores * SQL Language weight) = (85 * 0.4) +
(90 * 0.3) + (80 * 0.3) = 34 + 27 + 24 = 85 points

Competency 2 Scores = (Database Scores * Database Weight) + (RDBMS
Scores * RDBMS Weight) + (SQL Language Scores * SQL Language Weight) =
(85*0.2) + (90 * 0.5) + (80 * 0.3) = 17 + 45 + 24 = 86 points
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Thus, the student received 85 points on competency 1 and 86 points on
competency 2 based on the points received on the disciplines included in module 1.

It is possible to calculate competence scores for other modules by applying
weights of disciplines depending on their importance for each competence.

To calculate the average achievement of the compulsory learning outcomes of
an educational programme, the sum of the points for each discipline can be used and
divided by the total number of disciplines. This will provide an overall assessment
of the achievement of the learning outcomes throughout the programme.

An example of calculating the average achievement of compulsory learning
outcomes:

Suppose we have the following subjects in an educational programme:

1. databases - 85 points

2. Database management systems - 90 points

3. SQL Language - 80 points

To calculate the average of the required learning outcomes, we add up the scores
for each discipline and divide them by the total number of disciplines:

Sum of points = 85 + 90 + 80 = 255

Total number of disciplines = 3

Average Achievement = Sum of Scores / Total Number of Disciplines = 255 / 3
=85

Thus, the average achievement of the compulsory learning outcomes of the
disciplines in the educational programme is 85. This makes it possible to assess the
overall level of achievement of the learning outcomes throughout the programme.

It is important to note that thresholds and scores can be adjusted according to the
requirements and preferences of the assessor or the educational institution.

It is proposed to use an assessment system on the basis of open tests in a specific
discipline. The student writes his answer, which is compared with the reference
answer based on a fuzzy binary relation set between the student's answers and the
reference answers synthesized from the knowledge base of the given discipline
in accordance with the test questions. Competence scores can then be calculated
for all modules based on the scores obtained in the disciplines included in those
modules. As a result, it is possible to assess the achievement of learning outcomes
throughout the educational program, which is calculated as the average value of the
achievement of compulsory learning outcomes in the disciplines of the educational
program.

Results and discussion

The proposed assessment system based on open tests in a specific discipline
appears to be designed to evaluate student performance and measure the
achievement of learning outcomes. Here's a breakdown of the process and its
potential implications:

Open Tests: The assessment system utilizes open tests, where students provide
their answers in written form. This format allows for more flexibility and diverse
responses compared to multiple-choice questions.
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Fuzzy Binary Relation: The student's answers are compared with reference
answers using a fuzzy binary relation set. This approach suggests that the evaluation
is not limited to strict correctness or incorrectness but considers the degree of
similarity or dissimilarity between the student's response and the reference answer.

Knowledge Base: The reference answers are synthesized from the knowledge
base of the specific discipline. This knowledge base likely contains a comprehensive
collection of information and expertise related to the discipline, which serves as a
basis for determining the correctness or quality of the answers.

Competence Scores: Competence scores can be calculated for all modules based
on the scores obtained in the disciplines included in those modules. This allows for
assessing the overall performance and competence level of students across different
areas of knowledge covered in the educational program.

Achievement of Learning Outcomes: The proposed system aims to assess
the achievement of learning outcomes throughout the educational program. This
involves calculating the average value of the achievement of compulsory learning
outcomes in the disciplines of the program. It provides a comprehensive overview
of students' progress and proficiency in meeting the defined learning goals.

The strengths of this approach lie in its potential objectivity, scalability, and
adaptability. By employing a fuzzy binary relation set and referencing a knowledge
base, the system can provide a more nuanced assessment that goes beyond simple
right or wrong answers. Additionally, the calculation of competence scores and the
assessment of learning outcomes can offer valuable insights into students' overall
performance and program effectiveness.

Conclusion

The proposed approach you mentioned seems to focus on creating a teaching
system that doesn't require a human teacher. Instead, it relies on some other
mechanism or process to facilitate learning. Additionally, it suggests using a large
knowledge base to verify the attainment of learning outcomes.

This type of approach aligns with the concept of machine learning and artificial
intelligence, where systems can learn and improve from data without explicit
programming. By leveraging a large knowledge base, the system can access a vast
amount of information to enhance the learning process and verify the achievement
of learning goals.

Using a teaching system without a human teacher can have several advantages.
It can provide scalability, as the system can potentially handle a large number of
learners simultaneously. It can also offer personalized learning experiences, tailoring
the content and pace of instruction to individual learners' needs. Furthermore, such
a system can adapt and improve over time based on feedback and data analysis.

However, it's important to note that while a teaching system without a human
teacher can be valuable in certain contexts, it may not completely replace the role
of human educators. Human interaction, guidance, and support are often crucial for
fostering deeper understanding, critical thinking, and socio-emotional development
in learners.
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Abstract. Information systems and methods of forecasting soil and soil erosion
are an important tool for the sustainable use of land resources. Research in this
area helps to understand the mechanisms of soil erosion and develop measures
to prevent it. The article describes several information systems in which it is
possible to use information systems for predicting soil preparation to determine the
optimal time and methods of tillage in order to increase productivity and efficiency
of agricultural production, describes the main work of information systems. The
methods of soil erosion control and management used in the development of an
information system for predicting soil preparation are considered. In this article,
we have described some methods for determining mathematical models and soil
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erosion that can be used in an information system. The main methods of developing
an information system for predicting soil preparation for erosion are proposed.
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AnHoTamus. TombIpak MEH TOMBIPAK APO3MSCHIH OOJDKAYIBIH aKMapaTThIK
Kyienepi MeH oxictepi JKep pecypcTapblH TYpakThl MaiiallaHyIblH MaHbBI3IbI
KypaJbl 00mbI Ta0biasl. OCkl canafarsl 3epTTeyiep TONbIPaK 3PO3UsSCHIHBIH JaMy
MEXaHU3M/ICPiH TYCIHYTE )KOHE OHBIH aJI/IbIH aJTy [IapajapblH )KacayFa KOMEKTEeCEe/Ii.
Makanana aypuIapyanibuIbIK OHIIPiCiHIH OHIMAUIITT MEH THIMALIITIH apTThIPY
MaKCaTbIHJa TONBIPAKTHl OHACYIIH OHTAWJIBI YaKbITBI MEH OJICTepiH aHBIKTAY
YILIIH TONBIPAKTHI JAHbIHIAY 16 OOJKay/IbIH aKIapaTThIK KYHelIepiH naiaananyra
OomateiH OipHeIle aKMmaparThIK JKYWeJepre CHIaTTama KeNTipiNill, aKmapaTThiK
KYWENEepAiH HETi3Ti IKYMBICTapblHA CHIaTTama KenTipuimi.  TombIpakTs
JaibIH/Iay/IbI 00JDKay/IBIH AKAPaTTHIK XKYHeCiH a3ipiiey/ie Ko IaHbIIaThIH, TOITBIPAK
APO3UACHIH OaKpLIay XoHe Oackapy oficTepi KapacTeIpbuiabsl. by makamama 0613
aKMapaTThIK JKYHene KoigaHyFa OOJaThIH, MaTeMaTHKAJIBIK MOJICIBICPIl JKOHE
TONBIPAK JPO3MSCHIH aHBIKTAyAbIH KeHOip omicTepi cumartanabl. TombIpakThl
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OCHOBHBIX Pa0OT MH(OPMALIMOHHBIX CHCTEeM. PaccMOTpeHBI METOABI KOHTPOJIS U
yIpaBleHUS 3pO3MEH IMOYB, NMPUMEHsSEMbIEe NMpU pa3paboTke HMH(OPMAaLMOHHON
CHCTEMBI TNPOTHO3UPOBAHUS TOATOTOBKM MOYB. B 3TOH cTarbe MBI ONMUCATU
HEKOTOpPBIE METOIBI ONpPEIENICHUS MaTreMaTH4eCKUX MOJeNeil M 3pOo3uH IOYBHI,
KOTOpble MOXXHO HCIIONb30BaTh B HH(OpManMOHHOW cucteme. IlpeanoxeHs
OCHOBHBIE METOIBl pa3padOTKH WHGPOPMALMOHHON CHCTEMBI NMPOTHO3UPOBAHUS
MOATOTOBKH ITOYB K 3PO3HH.

KitroueBble ci1oBa: nHGOPMAIIOHHBIE CHCTEMBI, CEITLCKOE XO3SIMCTBO, MOYBA,
3PO3UsI TOYBBI

dDuHAHCHPOBAaHWE: B JaHHOW HCCIENOBAaTENILCKOM paboTe HET HCTOYHUKA
(uHAHCHPOBaHUSL.

KoH(auKT uHTepecoB: aBTOpHl 3asBISIOT 00 OTCYTCTBUM KOH(IHMKTa
WHTEPECOB.

Kipicnoe

TombIpak SKOXKYHEHIH MaHBI3IbI KOMITIOHEHTTEPiHIH Oipi OONBIT TaOBLIAIBI,
omap eciMIIKTepAl KOpeKTeHAipeai, Cy MEeH KOMIPTeKTi caKTalabl xoHe Oacka
na Oipkarap (GyHKOUsIapAbl OpBIHAAWIBL. KIUMaTTBIH e3repyiHe JKoHe JKepIi
naianaHy >KoHE KOpIIaraH OPTaHBIH JlacTaHybl CHSAKTHI Oacka (akTopriapra
OaiinmanbicTsl KazakcTanaa TONBIPAKTHIH TO3Y KayTli dKOFaphI.

TombIpakThIH KacHeTTepiH aHBIKTAWTBIH HETI3Ti acleKTiIepAiH Oipi-KIuMar.
Kazakcrannarbl KIMMaTTHIK XaFAaiiap eTe ajayaH TYPJl oHE 9pOip KIMMATThIK
allMakTBIH ©31HAIK TomblpaKk cumarramanapsl Oap. OcbiFan OaiyIaHBICTBHI
KazakcTaHHBIH opTYpii KJIMMATTBIK alMAaKTapbIHAAFbl TOMBIPAKTHI 3E€pPTTEY
OJIAp/IBIH KACHETTEPI MEH MaialiaHy MYMKIHIKTEPiH TYCiHY YIIiH 6Te MaHBI3IbI
0O0JIBII TAOBLIAEL.

Tomeipak 3posmscel Kaszakcranma eneynmi mnpobnema Oonbim  TaOBLIaIH,
oiiTkeHi en ayMmarblHbIH 80 %-Fa KyBIFBl 3PO3MSHBIH SpTYpJi TYpJepiHe, eH
AIJBIMEH Cy KOHE Kl APO3MsIChbIHA YIIbIpaiiabl. EnfiH Kyprak jkoHe »KapTbulait
KYpFaK KJIMMaThl JKepi MaljgalaHyiblH TYPAKChI3 oJicTepiMeH Oipre emniH
TOIIBIPAK PECYpPCTaphIHBIH JeTrpajalrsichiHa OKeNAl, byi aybsul ImapyaribUIbIFBI
OHIMJIIIITiIHIH TOMEH/JIeyiHe, OMOOPTYPIITIKTIH KOFadyblHA JKOHE CY TaCKBIHBI
KayTliHIH >KOFapbUIayblHa okeni. KaHOBIp MEH KapJblH epyiHeH TybIHJIaFaH Cy
sposmsicel KaszakcraHzna Spo3usiHBIH €H Kell TapajfaH TYpi Oombim TaOblmansl,
o1 OapineIK 3po3usAHBIH maMamMeH 70 %-puxoguTcs Kypanapl. Dpo3usiHbIH Oyl
Typi KaybIH-IIAIIBIH MeJIIepi TOMBIPAKTHIH CYIbl CiHIpY KaOlleTiHeH achIm,
KaHaJIAApIbIH, CalIaplblH JKoHE caliapiblH malifa OomyblHa SKeNreHie maina
Oonazpl. By kananaap MeH cailmapablH KesieMi YIIFalobl MYMKiH, CaibIll KeJTeH e,
XKepre TepeH TpaHIIesuIapAbl Kecil, MaKpUIIapasl ecipyli KUbIHAaTaasl. ExiHmIi
KaFbIHaH, JKeJI 3PO3MACH eNAeri OapiblK 3po3usHbIH maMameH 30 % Kypaiasi
xoHe KaszakcTaHHBIH OHTYCTIK JKOHE OHTYCTIK-IIBIFBIC aygaHAapbIHAA KYpAeli
npobnema 00BN TaObUIAABl. DPO3USHBIH OYJ1 TYpi TONBIPAK OeJImIeKTepi KaTThl
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KEeIIMEH ayara KeTepulreHe maijaa 0omabl, HOTMXKECIHIEe KyM TeOenepi maiina
Ooanel JKoHE MAKbUIIApABIH ecyiHe ocep eTemi. Emmeri keH kemempi Tay-kKeH
OHJIIpICi )KOHE OPMaHIAP/Ibl KECY TOMBIPAKTHIH TYPAKCHI3IbIFbIHA OalIaHbICTBI el
SPO3USICHIHBIH TapaiyblHa BIKMAN eTTi. Ka3akcTaHIarbl TOMBIPAK 3PO3HSCHIHBIH
HeT13Ti (paKkTopiapsl xKep NmaiganaHy/IblH TYPAKChI3 9/1iCTepi, OHBIH ilIiH/E MaIbI
IIaMa/iaH ThIC JKak0, TIK OCTKEHIIep/Ie JKep/Ii OHICY KIHE OpMaHIaPAbl KeCy OOJBII
TabbUTa b, ATan alTKaH A, IaMaaH ThIC MaJl JKak0 eJIIiH TOMBIPAK PEeCypCTapbiHa
afiTapibIikTail ocep eTTi, OHUTKEHI OJ1 TOMBIPAKTBIH THIFBI3MANTYbIHA JKOHE CY MEH
el DPO3USICHIHBIH TMaiia OONMybIHA BIKMAT E€TETIH OCIMIIK YKAMBUIFBICHIHBIH
Oy3blTybIHA oKeneni. KasakcTaHaa TOMBIpaK PO3UACHIHBIH Caliapbl ©TE¢ aybIp:
aybl1 MAPYyanIbUIBIFRl OHIMIUTITIHIH TOMEH/IEYi a3bIK-TYIK TalIbUIBIFBIHA JKOHE
aybul TYDPFBIHIAPHl apachlHJa KeNeHIiK MeHreiiHiH IKOFapbUlayblHA OKEJeTi.
CoHbIMEH Karap, TOMBIPAKTHIH YCTIHII KaOaTBIHBIH JKOFANlybl JKOHE TOMBIPAK
pPEeCYpCTapbIHbIH JIETPaJalMsiChl eJJIiH DJKOXKYHeciHe KaTThl ocep eTemi, Oy
TOTIBIPAKTHIH Oe/IeyIirine koHe OMOSPTYPIUTIKTIH TOMEH eyiHe oKeneni. Tormbipak
SPO3USICHI COHBIMEH Karap Yiiep MeH WHPPaKYPhUTBIMIbI 3aKbIM/AYbl MYMKIH CY
TaCKbIHBI KAyTIiH apTThipajabl. Ka3akcTaHIarbl TOMBIPAK 3PO3UICHIHA KAPChI KYpec
YkiMeT TapamblHaH Ja, XKEprulikTi KOFaMJacThIKTap TaparblHAH Ja KeTiCUIreH
Kymr-xirepmi Taman eremi. JKephai TypakTel MaijanaHy, OpMaH ecipy >KoHE
Teppaccanap MeH Tipey KaObIpFalapblH Caly CHSKTBI CTPATETHsUIAp 3PO3HSHBIH
eNJIIH TONBIPAK pecypcTapblHa ocepiH a3aiiTyra kemekrecemi. COHbIMEH KaTap,
TOTBIPAKTHI CAKTAYIBIH MAHBI3IBLUTBIFBI )KOHE PO3USHBIH AJJIBIH aJTy YIIH aamaap
KaOBLIAaybl MYMKIH IIapajap Typajbl Xxadapaap 0oy enfiH TYpaKThl OoaniarsiHa
bIKNaN eTyi MyMKiH (Marbraenkos, 2012).

Tombipak TEH TOMBIPAK OSPO3UACHIH OOMDKAYIBIH AaKMaparThK Kykenepi
MEH OJICTEepiH 3epTTey Ka3ipri SKOJOTHs MeEH ayblUl I[IapyallbUIbIFbIHIAFbI
©3CKTi TaKbIPBIIT OONBIN TaObLIAMbL. TOMBIPAK 3PO3UACHI-CY, XKEN KoHE Oacka
(akTOpIapIBIH OCEPIHEH TOMBIPAK YKAMBLIFBICBIHBIH OY3bLTYbI )KOHE TOMBIPAKTHIH
TacsIMaJIJIaHy MPOIIeci.

Tombipak 3po3uWACHIH OOJDKAy VINIH KOMIBIOTEPIIK —OaFmapiaManapabl
MOJICTIb/ICY, JaHAMA(PT TEeH JKep >KaMBUIFBICHIH Taljay JKOHE T'€0aKMapaTThIK
KyHenepai KoMIaHy CUAKTBI OPTYPITi 9IicTep KOMAAaHbLIA bl By o1icTep TombIpak
SPO3USICHIHBIH Malia 00Ny KaymiH Oaranayra yKoHe OHBIH aJJIbIH aly IIapajapbiH
KacayFa MYMKIHJIIK Oepeti.

CoHbIMEH Karap, TOMBIPAK SPO3WSICHH Oakpulay VIIH KOJJIaHBUIATHIH
aKMmapaTThIK Kyienep 0ap. Omap kep *KaMbUIFBICHIHBIH JKaFIailbl Typasbl aKnapar
Oepei J)koHE yaKbIT ©Te Kelle OHJIaFbl e3repicTepai OakpuIayra MYMKIHIIK Oeperti.
Byn skyiienep FBUIBIMH 3epTTEyNiep YIIiH Je, aybUl MIApyallbUIBIFBIHIA IIEIIiM
KaObUIay YIIiH /I KOJIaHbLUIA b,

Ocplnaifiiia, TOMBIpaK TEH TOMBIPAK SPO3HMACHIH OOJDKAyIbIH aKIapaTThIK
KyHenepi MeH 9[IICTePiH 3ePTTEY Kep HKaMBUIFBICBIH CaAKTAay )KIHE XKep PeCypCTapbiH
YHEMJIEY YIIIiH MaHBI3Ibl MiHIET OOIBIN TaOBLIA B

132



ISSN 1991-346X 2. 2023

Tonvipak nen monvipakmol 3po3usied OAUbIHOAY bl DONHCAYObIH KOIOAHbICIAZbL
aKnapammolk Jcytienepine uomny

Kazipri akmaparteik sxyhenep (AX) Tomelpak pecypcTapblH Tajnay MEH
OackapyabIH KyaTThl Kypaiibl 00mbIn Tadbu1aabl. Onap TONBIpaK >Karaaibl MEH OHBIH
KacHeTTepl Typajibl MAJIIMETTEp ajlyFa, KIMMATTHIK JKaFJaiaapabl, reorpadusiibiK
JepeKTepli )KoHE TOTBIPAK JKaFJaibiHa ocep eTeTiH 0acKa (pakTropiapabl Tannayra
MYMKiHZIiK Oepeni. AJK coHbIMEH KaTap JepeKTep i Tanaay >KoHe 9pTY il MoeIbIaep
HETi31HJe TONBIPAK PeCypcTapbIHAAFbl e3repicTepai 0omrkayra MyMKiHIIK Oepeni.

Tomeipak pecypcTapblH 0ackapy YIIiH KOJAAHBLIATHIH 3aMaHayd aKMapaTThIK
xyHenepain iminge SoilGrids, globalsoilmap sxone Oackamapsr Oap. Omnap
re0aKnaparTblK TEXHOJNOTHUIApAbl KOJJaHyFa HETI3NeNreH JKOHE TOIBIpaK
pecypcTapbliH TalAay KoHe Oackapy YIUiH KaKeTTi MJIIMETTEpIiH KeH CIIEKTpPiH
ycoiHaAb! (AKmanos, 2010).

AybImapyabUiblK - OHIIPICIHIH ~ OHIMIUINT MeH THIMIUIINH — apTTBIPY
MakcarblHAa TONBIPaKThl OHJEYIIH OHTAMIIBI YaKbITHl MEH OAICTEpiH aHBIKTAy
YILUiH TONBIPAKTHl JalbIHAAYAbI OOJDKAYIbIH aKIapaTThIK KYHenepiH naigananyra
Oonazapl. MyHzal xxylenepain OipHele MbIcaiiapbl TOMEHAE KeNTipiireH:

AgroClimate-®nopuna Yausepcuteti a3ipneren xyie, o1 AKUI-tarsr opOip
aliMaK YIIiH aya paibl jKarJaiiapbl, TOMBIPAK JKaFdaibl jKOHE OHTAWIBI OHICY
TOXipuOenepi OoiibIHIIA HycKaynap Oepeni.

SoilGrids->xep Oerinzmeri opOip HYKTE YLIIH OpraHUKaibIK 3arTap, pH sxoHe
KYPBUIBIM CHSIKTHI TOIIBIPAK cUIaTTaMajiapbl Typalibl aKnapar OepeTiH skahaHabIK
TOIIBIPAK JiepeKTep 6azachl.

Agro-MetShell-0yi1 rugponorust oHE METEOPOJIOTHsI WHCTUTYTHI >KacaraH
xyie B.H. CykaueBa Peceiineri aypulmapyalbuiblK KOCIMOPBIHAAPHI YIIiH aya-
paiibl, TONBIPAK >KaFIaiibl ’KoHE TONBIPAKTHI OHJIeY OOMBIHILA YCHIHBICTAp OepeTiH
KYHe 93ipieHreH.

CropProphet-Gro Intelligence xoMnanusicel 93ipiereH yhe, o ©HIMIUTIKTI
oomxay sxoHe AKIL-Tarbl aybuTmapyambUIbIK KOCIMOPBIHAAPHI YILIiH TOIBIPAKTHI
OHJICY/iH OHTANIbI O/iCTepPiH aHBIKTAy YLIIH MAlllMHAJIBIK OKBITY MEH AEepeKTepi
TaJlayabl naiaasanaibl.

ADAPT — JlyHHeXY3UTK a3bIK-TYJIK OHE aybll LIapyallbLIbIFbl YHBIMBI
(DPAO) osipmeren xyie, om Oykin oneM OOWBIHIIA aybul I[IApPYaIIbUIBIFBI
KOCINOPBIHAAPEl YIIIH aya pailbl >Kargaiiapbl, TONBIPAK >Kargaiaapbl KoHE
TOIIBIPAKTHI OHIeY OOMBIHIIA YCHIHBICTAP TypaJibl aKmapar Oepei.

AgroAPI — AOK wmeH depmepnepre THIHAUTKBIITAPAB MaiifanaHyxbl
OHTaMNaHIBIPyFa JKOHE TOMNBIPaK OHAEYre KaXETTI TeXHUKa TYPJIEPIH TaHIayra
KOMEKTECETIH aKIapaTThIK KYHe.

Cropio—aybl1 apyabUIbIF bl KOCIMOPBIHAAPBIHA TRIHANTKBIILTAP, OCIMAIKTEPl
KOpFay, COH/Iaii-aK KOJIaiJIbl TOTIBIPaK OHAEY *KaOAbIKTapblH TaH Ay CalachIHAA LIe-
1M KaObuiayFa KOMEKTECeTiH JaKbuIaapAbl OaKbuIayaslH OipiKTipiareH xykheci.

AgroNavigator — depmepiepre TONBIPaK OHICYAIH OHTAMIBI IIEIIiMAEPIH
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TaHJayFa, OHTAWIIBI aybICTIAIBI €TiC VATIIepiH TaHIayFa, COHNIal-aK eric MeH eriH
KHUHAYIBIH OHTANIIBI COTTEPiH aHBIKTayFa KOMEKTECETIH CEPBHC.

Climate FieldView - Oyn aya paiipl armainapbl, TONBIpAK >Kardaijiapsl,
COH/Iali-aK ©CIMIIKTEep MEH AaKbUIAAP TypaJibl JepeKTep OCpeTiH aKmapaTThIK KYyHe.
CoHpail-aKk THIHAUTKBILITAPAB! MalJanaHyIbl OHTAMIAHIBIPYFa *XOHE TOMBIPAK
OHJICUTIH TEXHUKAHBIH KOJIAUIIBI TYPJIEPiH TaHIayFa KOMEKTECE].

FieldNET — ¢pepmepnepre cynbl naitanany/s a3aiTyFa )oHE TOMBIPAK OHICYIIH
€H aKChl LICNIIMIEPiH TaHIayFa KOMEKTECETIH Cyapyabl aBTOMATTaHABIPY KoHE
TOIIBIPAKTHIH BUIFAJIIBIIBIFBIH OacKapy KyHeci.

SoilGrids: Byn >xep OeTiHzeri TompIpak KacHETTEpi Typalibl JKOFaphl carlalibl
JepeKTepli KamMTaMachl3 €TETiH TOMNBIPAK Typajibl aKMapaTThlH AYHHEXKY3LIK
nepekkopbl. OHIa TONBIPAKTHIH (PU3UKAJIBIK, XUMISUIBIK KOHE OMONOTHSUIBIK, Ka-
CHETTepi Typasibl MAJliIMETTEp, COHJA-aK TOMBIPAK 3PO3MSACHIHBIH OOJDKaMaaphl
Oap.

APEX (Agricultural Policy Environmental eXtender): Oy aysuiapyabiibik
TOXIpHUOENepiHiH TOIBIPAK, Cy JKOHE aya calachlHa oCepiH Oaranayra apHallFaH
Mozesb. byl TonbIpak 3po3MsICHIH XKoHE OHBIH KOpIAaFaH OpTara ocepiH Oosrkayra
MYMKIHZIK Oepei.

WEPP (water Erosion Prediction Project): Oy aysutiapyamsibIK skepiaepinaeri
TONBIPAK d3PO3MACHIH OoipKayra apHamraH Mogedb. On  aybuIIapyallblIbIK
TOXIpUOENEepiHiH TOMBIPAK 3pO3UACHIHA OCEpiH Oaranmay >KOHE OHBI a3alTy
CTpaTerusuIapblH d3ipiiey YIIiH KOJIIaHbLIAIbI.

RUSLE2 (Revised Universal Soil Loss Equation 2): Oy opTypii eriHumrisik
XKaFmalblHAa TONBIPAK dPO3MIACHIH Oommkayra apHaiaraH mogens. On oprypii
aybUIIIAPYAIIBUTHIK TOKIPUOETIEePiHiH TOMBIpaK 3pO3UACHIHA dCEPiH Oaranay >KoHE
OHBI a3alTy CTpaTerHsUIaphIH 93ipiey YIIiH KOJIIaHbUIabL.

SWAT (Soil and Water Assessment Tool): Oy aypUImapyambUIbIK
TOXIpUOENepiHiH Cy MEH TOIBIPAK carachlHa dCepiH OaraliayFa apHaJFaH MOJIENb.
Byt Tonbipak 3po3usiCHIH XKoHE OHBIH KOPIIaFaH OpTaFra 9cepin OoimkayFa, COHa-
aK TOIBIPAK dPO3HACHIH a3alTy YIIIH €H >KaKChI ET1HIIUTIK TOXIpUOEeCiH aHbIKTayFa
MYMKIHZIK Oepei.

Byt aknmapatThIK xKyienep TOMbIPaKThIH AaibIHAATYBl MEH TOIBIPAK 3PO3HUSACHIH
Ooypkay YIIiH, COHIA-aK TOIBIPAK 3PO3MACHIH A3aNTy ’KOHE aybUIIapyallbUIbIK
XKepIepiHAeri TONbIpaK MeH CyAbIH CalachlH XaKcapTy CTpaTerHsuIapblH d3ipiey
yurie Kongansiians (Ckpsouna, 2013).

Byn TomblpakTel maibiHmayapl  OoJDKaydblH —KOJNJAHBICTAFbl  aKMapaTThIK
XKyHenepiHe MaFblH M0y FaHa. Op0ip aybUIIapyallblIblK KICIHOPHBIHBIH HAKTHI
KOKETTUTIKTEPi MEH JKaFIaiIapblHa COMKeC KeJIeTiH Oacka xyiemnep oap.

Tonvipakmer OaublHOAyObl 00NCAYObIY AKNAPAMMbBIK HCYUECiH 23ipreyoe
KONOAHbLIamblH 3epmmey 20iCMepIiniy CUunammamacsl

TompipaK 3pO3MACHIHBIH aKMNApaTThIK JKyielnepi MEH omicTepl TOMBIpaK
OPO3UACHIH OaKplIayFa »oHEe OacKapyFa KeMeKTecedi >KOHe THiCTi Oakpuiay
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IapaxapbeIHBIH OPBIHAATYBIH KamTamach3 eteni (Engelen, 1995). By AxknapaTteik
XKYHenep TOMbIpaK SPO3WSCHIHBIH KbUIIAMIBIFB Typajibl HAKThl JKOHE ©3€KTi
aKnaparThl YChIHAIbl, COHBIMEH KaTap 3pO3Hs OPbIH aJlaThIH XKeplepAl aHbIKTal b,
Oyu1 THicTi OaKpLIay MIapaapblH )KOCTapIIayFa )KOHE KY3ere achlpyFa KOMEKTeCe]I.
TombIpak 3po3usCHH OaKblIay MEH OacKapyIblH KeHOip oicTepi MeH aKnapaTThIK
Kyhenepi:

1. TAX (reorpadusabik aKmaparThIK KyHenep) HeTi31H1er TONbIpaK 3pO3HsICHIH
Oaraay Mozenbaepi: Oy Mofenpaep TaHAmadTKa TONBIPAK SPO3UICHIHBIH dCepiH
KapTrara Tycipy »oHe Oaramay YIIiH TeorpadMsuIbIK aKMaparThIK SKyHemepi
(FAXK) mnaiimanananel. Omap TONBIPAK 3PO3WSICHIHBIH KO3AEPiH, JKOIIAPHIH
KOHE CalapblH aHBIKTAyFa, COHIA-aK TONBIPAKTHI CaKTay CTPaTerHsUIapbIHBIH
TUIMJIUTITIH aHbIKTayFa KeMmekrtecemi. ['AYK HeriziHIeri ToOmbIpakK >SpO3USCHIH
Oaranay ynrinepinig mpicangapsiHa RUSLE (kaiita kapanran omOe0an TombIpax
XKOFanTy TeHueyi) skone WEPP (cy apo3usiceia 6omxkay o0achl) KaTabl.

2. KambIkTeIKTaH 30HATAY. KaIIBIKTBIKTAH 30HATAY TOMBIPAK 3PO3HMACHIHBIH
ayKbIMBI MEH aybIPJIBIFBIH aHBIKTAY YIIiH CIYTHHUKTIK CypeTTep, aspodorocyperrep
XoHe 0acka Ke3zlep JepeKTepiH maipananynbl KamTuabl. by omic ocipece xeTy
KHUBIH HEMecCe MIaliFail xepiiepAe TOMBIPAK 3PO3USCHIHBIH KbULIAMIBIFBIH Oaranay
YIIIiH Maiaansl.

3. Hanansik Oakpliay (MOHUTOPHHT): 1ATaJIbIK OaKbLIay TOMBIPAK SPO3USICHIHBIH
TIOpeXKECiH TiKeIen emeyni KaMTHIbl. MYHBI OTiHAUIEP/Ii aFbI3Y YIIIiH 3PO3USITBIK
TYHpeyilTepai, TYHIBIPFBIITAPIABI KoHE OaccelHAeplHi NHaijanaHy apKbUIbl
xkacayra Oomanel. Jlamanplk Oakbliay TOMBIPAK SPO3USACHIH Oaranay YiTiJIepiH
KaJquopIieyre xoHe TEKCepyre KOMEKTECETIH MaHbI3/Ibl aKIapaTThl Oepeni.

4. TonbIpak Typajbl MaiMeTTep Oa3achl. TombIpak Typaisl MasiMeTTep 0a3achl
TOTIBIPAK 3PO3MSACHIH MOAENbIACYTe MalAanbl TONBIPAKTHIH CHIIATTaMasaphbl,
3aHABUIBIKTaphl MEH TEHACHLMUIAphl Typajbl akmapar Oepeai. Moamimertep
0a3achlH TONBIPAKTHIH THAPOJIOTHSUIBIK KACHUETTEpPiH, MbICajbl, WHHUIBTpaLus,
aFblH KOHE BUIFall CHIMBIMABUIBIFBI, COHAAN-aK TONBIPAKTHIH (U3MKAIBIK JKOHE
XUMHSUTBIK KACHETTEPiH Oaranay YIIiH Maigananyra 0omajsl.

5. Opo3ust MeH WeriHAinepAi 6aKplIay Kocmapiaapsl: Oy1 Kocnapiap TOMbIpaK
SPO3USACHIHBIH aNJBIH ally HeMmece OaKpulay VIIH KaXeTTI ToXipubernep MeH
HIapaaapAbl aHBIKTAY YIIiH KOJAAHBLIA b

Tompipak ~ 3po3WsACHIH  aHbIKTay  Kas3akCTaHHBIH  TONBIPaK-KINMATTBIK
aliMaKTapbIHa TONBIPAKTHIH JAaHBIHAATYBIH OOJKay YIIIH 931pJCHI€H aKIapaTThIK
JKYWEHIH MaHBI3/IbI Kypamaac 0eriri OOk TaOblIa k.

By op alimakrarbl TONBIPaK SPO3HMACHIHBIH JIEHICHiH OOJDKayFa >KOHE OHBI
a3afTy YIIiH YCBIHBICTAp JKacayFa MYMKIiH ik Oepei. by makanana 6i3 akmaparThiK
XKyHene KolJanyFa OOJNaThIH TOTBIPAK SPO3USACHIH aHBIKTAYIBIH KeHOip oicTepin
KapacThIPaMBbI3.

1. USLE (Universal Soil Loss Equation) axici-opTyp:i KIMMATTHIK Kargaiiapaa
eJl MEH CyAbIH 9CEpiHEH TOIBIPAKTHIH KOFAIYBIH Oaranay YILIIH KOJAaHBLIa b
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Onmn Oec (hakTopFa HETI3[ENTeH: XKeNiH KYIIli HeMece XaHOBIPBIH KaPKbIHIBUTBIFBI,
Kes0ey Kesoey Y3bIHABIFBI, KenOey Ke0ey, TONMBIpaK TYPi KoHe KaObIH JopexKeci.
Op6ip akTop aliMaKTBIH epEKIICTIKTEPiHE ColiKec OaranaHabl )KOHE HOTHXKEIIEp
TOTIBIPAK, IBIFBIHAAPBIHBIH YKaNIBI OaFachlH ajy YIIiH OipiKTipijeni.

2. RUSLE (Revised Universal Soil Loss Equation) omici-»kaHa nepexTep
MeH TexHonorusapasl eckepetin USLE omiciHiH xaHapThUIFaH HycKachkl. On
coHpaii-ak Oec (akTopzapl malganaHazpl, OipaK KamlbKTaH 30HATAy koHEe [AXK
apKbUIBI aJIbIHFAH JACpeKTepl MalanaHa OTHIPHII, OJapibl JJlipek Oaraianipl.
O conpaii-aK eTiHIIUTIK KOHE aFalll KeCy CUSIKTHI a/1aM 9CEpiHeH TyBbIHAAFaH Xep
KaMBUIFbICBIHBIH ©3T€PyiH eCKepei.

3. Wepp (water Erosion Prediction Project) omici->kaHOBIp 3po3HsCHIHAH
TybIHIAFaH TONBIPAK LIBIFBIHBIH Oarajay YUIH KojaaHbuiagbl. O TONBIPAKTHIH
epeKUIETIKTePiH, 6CIMIIK TYPiH jK9HE KIMMATTHIK >Kargainapasl eckepeni. WEPP
JONipeK HOTWXKE aly YLIH TuApoJiorusuiblk npouectep MeH [AX monensaeyin
KOJIIaHAdbI.

4. GLEAMS (Groundwater Loading Effects of Agricultural Management
Systems) omici-TOmbIpaK 3pO3MACHIH JKOHE >KaHOBIP BPO3USICHI MEH JKEp
YCTi aFbIHBIHBIH JCEPIHEH AarpOXMMUKATTApAblH JKOFalyblH aHBIKTAy YIIiH
Konganeanel. Ol TONBIPAKTHIH CHIIATTaMalapbl, TOMOTIPadusIChl, KIUMATTHIK
KaFJaimapel, ©CiMJIK >KaMBUIFBICBIHBIH TYPl KOHE ETiHIIUTIK OMICTEpPi CHSKTHI
KenTereH (QaxkTopiapsl ecKepeni

Omnap 3po3usiHbl OakplIay, >KalbUIBIMIAPAAFsl KbICBIMIBl TOMEHICTY HEMEce
aFbIHIBI CYNapAbl a3aiiTy yIIiH Oydepiik KolakTapAbl caly CHAKTHI TONBIPAKTHIH
KOFATYBIH a3alTybIH HAKThl CTPaTerusUIapbliH cunarTaiasl. OchuIaiia, TObIpaK
SPO3MSICHIHBIH aKMapaTThIK XKYieaepi MEH 9[IicTepi TONbIpaK dPO3HMICHIH OacKapyna
MaHbI3AbI penl aTkapaabl. Onmap TOMBIpaK SPO3MSCHIHBIH J9peXeciH Oaranayra,
OHBIH ce0enTepiH aHBIKTAyFa, TOMBIPAKTHI CAKTay CTPaTeTHUsUIAPBIHBIH THIMILUTITIH
Oaramayra jXoHE TOIBIPAKTHl OacKapyAblH Ooaliak ToKipHOECiH KocmapriayFa
kemekreceni (Tempel, 2002). Ocvl omictep MeH >xyHenepni OipiKTipy apKbUIbI
TOIBIPAK 3PO3USCHIH OaKplIay >KOHE TOIBIPAK PECYpCTaphIHBIH OoJamak yprak
YIIIiH eHIM/I )KoHEe cay OOJBINT KaTyblH KAMTAaMacChI3 €Ty YIIiH THIMZI IIapaiap/Isl
ozipneyre Ooiabl.

Tompipak 3po3MsACH aybul MIApyallbUIBIFEI MEH KOpIIaFaH OpTa YINiH YJIKEeH
npobnema G0kl TabbLTaABI. MaTeMaTHKaIBIK MOJEIbAEP TOMBIPAK 3PO3HUACHIHBIH
MEXaHM3MJEPiH TYCIHyTe )OHE OHBIH 9CEpiH OONABIpMayIblH HEMECEe a3alTyIbIH
€H TUIMJI 9MIICTePiH aHBIKTayFa KOMEKTECEIi.

Tormpipak 3pO3UsACHIH CUIIATTAY YIIiH KOJAAHBUIATHIH OipHEIIe MaTeMaTHKAJIBIK
Mozenbaep Oap. OnapaelH KelOipeynepi 3po3ust ke3iHae O0onaThlH (DU3HKABIK
mporecTepi cunarraca, 0acka MoIebAeP CTATUCTUKANIBIK JepEKTepre Heri3e/rexH
(Finke, 2001).

EH TampiMan maremarwkanbslk MojenbaepAir Oipi 1960 xeurmaper AKI-ta
xkacairaH oM0OeOan tombIpak sxoranty TeHaeyi (USLE) Oonmbim TaOputansl. by
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MOZIETIb TOMBIPAK 3PO3USCHIHBIH JKbUIIAMIBIFBIH aHBIKTAY YINiH €HIC, TOIBIpaK
TYpi, MOJICHU TOXKipHOE JKOHE JKAYBIH-IIAIIBIH CHSIKTHI (PaKTOPIAP/IbI €CKEPEeIi.

Backa monens — Kycnuk Mozneni, oi1 yakpIT OOHBIHIIIA TOMBIPAK KYpaMbl MEH
KYPBUIBIMBIHBIH ©3TepyiH, COHAAN-aK e3repMeli KIMMAarTHIK >KardaiiaplblH
9PO3Us MPOIIECTEPiHE dCEPiH ecKepei.

Moppucorn Momem Oenrimi  Oip aiiMakTarbl TOINBIPAK SPO3USCHIHBIH
KBUIIaMIBIFBIH aHBIKTAY YIIIH kep OenepiH, oCIMAIKTepIi, TOMBIPAK TYPiH, )KaybIH-
LIAIIBIHBI XKoHe OacKa (akToprapabl naiinanaHaibl.

XKanmpl, MareMaTHKaIbIK MOIENBIACP TOIBIPAK OJPO3HMICHIH 3€pTTEy MEH
Oakpulaya MaHBI3OBI pei aTkapaasl. Omap Toyekenepai Oaranayra »oHE 3PO3Us
MPOIIECTEPIHIH ANJBIH Ay XOHE OacKapydblH €H THIMJI KOJJApbIH aHBIKTayFa
KOMEKTECE]I.

JKosapvida amangan adicmepee CylieHe OmMbipbin, MONbLIPAKMbL 0AUbIHOAYObIH
MONBIPAK 3PO3UACHIH DONHCAY ObIH AKNAPAMMBLK HCYUECH d3ipney Keneci a0icmepoi
Kammyvl MYMKIH.

MaremaTHKaiIblK MOICNIBACY 9IicTepi: Oyl araalaa TOMbIpaK >pO3MsICHIHA
ocep eTETiH 9pTYpl mapameTpiiep MEH (akTopiapasl €CKEPEeTiH MaTeMaTHKANbIK
MoOIeTIb Kacananasl. by Monens Gu3MKaNbIK 3aHAAapFa, CTATUCTUKAIBIK d/licTepre
HeMece MallMHAIBIK OKBITYFa HEeri3/1enyi MyMKiH.

leorpadmsneik akmaparteik sxyienep (IAX): T'AXK rtomorpadus, xemnbey,
TOIBIPAK TYpl >KOHE KIMMATTBIK JKarJaillap CHAKTHI TONBIPAK MapameTpiepi
Typanbl KeHICTIKTIK AepeKTepi JKuHay, CaKTay KoHe TalAay YIIiH KOJJaHbLIa b
By nepexrepai opTypii aliMakTapAarsl TONBIPAK 3PO3USICHIHBIH 9JIEyETiH OoKay
yuriH naiinananyra 6onansl (Knebanosud, 2013).

PacTpnbIk Tangay omictepi: pacTpIbIK Taaay KEHICTIKTIK JepeKTepi pacTPIIbIK
KEeCKiH TypiHJe TaljayFa MYMKiHIiK Oepemi. Tomblpak 3po3uschiH OomKay
KOHTEKCTiH/Ie SpO3Hs KayTli )KOFapbl alMaKTap bl aHBIKTAY >KOHE SPO3HUSHbIH aJJIbIH
QTyAbIH OHTAMIIBI IIapajapblH aHBIKTAy VIIIH PACTPJBIK TajlayAbl KOJIIaHyFa
OoJIaabl.

KammbIKTeIKTaH 30HATAY JKYHesepi: CIyTHUKTIK HeMece aBHALMSUIBIK 30HATAY
apKbUIBI AJbIHFaH JEPEKTepi TONBIPAKTHIH KYHiH Oaranay >KOHE OHBIH dPO3HsFa
OetiiMaimirin Oommkay YIIiH maiimananyra Oonanmel. MyHOail nepekrep ecimMaik
KaMBUIFbICHI, ©CIMIIK >KaMbUIFBICBIHBIH THIFBI3IBIFbI, TONBIPAKTHIH BUIFaJABUIBIFBI
XKOHE 3po3usra OalIaHbICTBl 0acka MmapaMeTpiep Typasbl aKnaparThl KaMTybl
MYMKiH.

CapanTaManblK OKyienep: capanraMaiblK S>KYHenephi o3ipiey TombIpak
SPO3UACHIH OOJDKAy YVINIH capanTaMaiblk OuUTiM MeH epexenephi Oipikripyre
MYMKiHZIiK Oepeni. CapanTamanbIK XKyHenepal KipicTepai Tanaay, CapanibiiapIbiH
O1TIMIH KOJIJaHy JKOHE 3PO3USHBIH allJIbIH ary OOWBIHINA YCHIHBICTap Oepy YIIiH
naiinananyra 6omazpl.

CratucTUKanblK Tanfay oicTepi: CTaTUCTHUKAJBIK OAICTEpAl  TOMBIPaK
napameTpiiepi TypaJibl IePEeKTEpAl K9HE OJapIbIH TOIBIPAK APO3HUSICHIMEH Oaiiia-
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HBICBIH TaJI/Iay KOHE MOJENbB/CY YIIIH KolJanyFa 0onansl. Byran KOppemsiusuTbIK
TaJzay, perpecCusIBIK Talnay KoHe 0acKa CTaTHCTHKAJBIK TalIay Kipyi MyMKiH.

MammHanbIK OKBITY dicTepi: MalMHaIBIK OKBITY aJrOPUTMICPIH TOIBIPAK
napaMeTpiiepi MEH TONBIpaK 3pO3WSCHl Typajbl YJIKEH KeJeMJeri IepeKTepii
Tanay >KoHe OHJIeY YIIIiH MaiaananyFa 6omansl. by onicrep apTypai akropmapra
OaillaHBICTBl YATUIEPAl aHBIKTAayFa JKOHE 3PO3Us BIKTUMAIBIFBIH OOJDKayFa
MYMKIHAIK OEpeTiH KIKTey/i, perpecCusiHbI, KIacTepieyl koHe 0acka omicTepi
KaMTybl MYMKiH.

I'MIpOIOTHSITBIK MOZCIBACY SAICTEPi: THAPOIOTHUSIIBIK MOACIBACP/l CAUTTaFbI
Cy aFbIHBIH JKOHE OHBIH TOTBIPAK PO3HMSCHIHA OCEPIH Tajjay YIIiH MaiiianaHyra
Oomanel. byn mozenpaep spo3us TporecTepiH Ooipkay YIIIH TomorpadusHbL,
KeJ0ey/Ii, TONBIpaK TypIepiH, KITMMATTHIK )KaFaaiapapl ®oHe 0acka rmapamMeTprepii
KapacThIpybl MYMKIH.

WmKeHeplik TeoNorust OICTepi: TONBIPAKTHIH TEOJOTHSUIBIK  KYPaMBbIH,
TONBIPAKTBIH KYWHIH JKOHE YYacKeHIH TeOJOTHSUIBIK KYPBUIBIMBIH 3€pTTEyAi
KaMTuabl. Byl nepekrepii TONMBIPAKTBHIH TYPAKTBUIBIFBIH aHBIKTAY JKOHE OHBI
9pO3HMsAaH KOpFay YIIiH Mapaiap KaObliiay YIIiH Maiiananyra 0oiazpl.

XKenmi Mozmenpaey omicTepi: erep TONMBIPAK SPO3MACH HKEJN IMPOLECTEPiHEH
TyBIH/IAca, JKEJNIIH OarblThl MEH JKbULIAMIBIFBIH aHBIKTAy JXOHE 3PO3HUSUIBIK
MaTepHajIapblH KO3FAJbICHIH OOJDKay YIIH JKeNIl MOJAENbACYIl KOJIaHyFa
6omnanel (Kinedbanosuu, 2015).

KamsIkTeikTaH Oakpuiay dicTepi: caiiTka OpHANIACTHIPBUIFAH CEHCOpJIap MEH
CEHCOPJIAPJbIH KOMETIMEH TOMBIPAKTHIH BUIFAJIABUIBIFBL, JKEIIIH JKbIIIaM/IBIFbI,
KaybIH-IIIAIIBIH MOJIIIEp] KIHE dPO3usFa OallIaHbICTBI O0acka (akTopiap CHAKTHI
OpTYpJIi TapameTpiep Typanbsl MANMeTTep anyra Oomanpl. by amepexrepai
TONBIPAK JKaFAalblH OakpUldy KOHE Talay >KOHE 3PO3Hs MPOLECTEpiH Oorkay
YIIiH naiiiananyra 0ojamsl.

OKOJIOTHUSIIBIK MOJEIBACY 9/iCTepi: SKOXKYHeaeri IKOTOTUsIIBIK IPOLECTEP MEH
©3apa OpeKeTTeCyJIep/i MOJICNBICY TONBIPAK IPO3HACHIH OODKayFa KOMEKTECE/Ii.
Byn Monenbiep TONbIPaKThIH TYPaKTHUIBIFBIHA KOHE SPO3HUSIHBIH aJIJIBIH alTyFa dcep
€Tyl MYMKIH ©CIMJIIKTep, MUKPOOpPTaHH3MAEP MEH jKaHyapiapIsl Koca ajFaHia,
OHONOTUAIBIK, (DAKTOPIIAPBI €CKEPEi.

leomopdonorusnnbik  Tanmay omictepi: JKepmiH mWilniHI, TOMBIpaK Typiepi
’KOHE THAPOJIOTHSIIBIK CHUIIaTTaMaapbl CHUSKTHI Te€OMOP(OIOTHSIIBIK JIepeKTepi
TOIBIPAKTHIH APO3USFA OCAIIBIFBIH Oarajay jKOHE BIKTHMaJl SpO3Usl aiiMaKTapbIH
OoipKay YIIiH maiiganaHyra 0oabl.

OCiMJTIK XKaMBUTFBICEIH MOZEIBACY AICTEPi: OCIMIIIK )KaMBLUTFBICHIH KOHE OHBIH
TOIBIPAKKA 9CEPiH MOJIENBACY IPO3USHBI OoJDKayFa KeMekTecei. by monensaep
OCIMIIIK TYPJEpiH, OCIMIIK >KaMBUIFBICBIHBIH THIFBI3BIFl MEH TapaayblH, OHBIH
TONBIPAKICH JKoHE 0acKa (hakTopiIapMeH o3apa OpeKeTTeCyiH ecKepeti.

XKepni maiimamanygarel e3repicTepi Tainay oIicTepi: OpMaHAapHIbl Kecy,
KapKbIHIbI aybUT MIapyallbUTBIFbI HEMECe KYPBUIBIC CUSIKTHI XKepl NaliaasanyIarsl
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©3repiCTep TOMBIPAKTHIH 3PO3USAFa OCAIIBIFbIHBIH KOFapbUlayblHA OKEITyl MYMKIiH.
By esrepicrepai Tanmay 3po3us Kaylli jKOFapbl aiMakTapAbl aHBIKTayFa »KOHE
onappl KOpray YIIIiH THICTI IIapanapibl 93ipieyre KoMeKTece/Ii.

Hepekrepmi xuHAY XoHE OipiKTipy: TONMBIPAK dPO3USACHIH COTTI OOIDKay YIIiH
reorpadusUTBIK, KIIMMATTHIK, TOIIBIPAKTHIK KoHe 0acKa Ja THICTi AepeKTepAi Koca
aFaH/a, OPTYPIIi AepeKTep TYPIIEPiH KUHAY )KoHE O1piKTipy KaxkeT. by manmiMeTTep
0a3achlH, CEHCOPIBIK KEJIepli, TAPUXU JePEKTEPi, 3ePTTEy HOTHKEIEPiH KIHE
Oacka aKmapar Ke3JepiH naiaaganyabl KAMTYbl MYMKiH.

Monenbaepai TeKcepy JKOHE TEKCepy: o93ipJeHreH MOIENbIAEp MEH oicTep
CeHIM/II JepeKTep MeH OenTili 3epTTey HOTWXKEJepiH MaljganaHa OTBIPHII
TEKCEepIIIil, TeKcepinyi kepek. byl TonbIpak 3po3usAChHH O0IDKay Ke3iHIe ONapIblH
JIONIIT MEH CEHIMIUIITIH KaMTaMachI3 eTel.

[Natimamanymsl  wHTepdEHCIHIH ~ MHTETPalUsChl:  aKMaparThIK  JKyie
nainanaHympuIapra Ko >KeTiMIl JkoHe bIHFainbl Oomysl kepek. [lalinananymibira
BIHFAMIBI  wHTEpdeiicTi  OipikTipy NaiimajmaHymipuiapFa JKylWeMeH —e3apa
opekerTecyre, OOJKAay HOTHXKEJIEPIH Kepyre, YCHIHBICTap allyFa >KOHE TOIBIPaK
SPO3USCHIHBIH aJIJIBIH ATy YIIiH THICTI IIapaiap/isl KaOblIaayFa MyMKIH/IK Oepeti.

MOHHTOPHHT JK9HE €CKepTy KYHECiH 93ipjiey: MOHMTOPHHI >KOHE ECKEpTY
KYHECIH 93ipiey YIIiH aKmaparThlK XYHeHi KeHeWTyre Oomansl. By Tombipak
SPO3MSCHIHBIH KayIiH yaKbITBUIBI aHBIKTayFa >KoHE HaiJalaHyIIbUlapFa 3aKbIM-
JAHYIBIH AJIBIH ATy YIIiH HyCKayJap MeH HycKaynap Oepyre MyMKiHAIK Oeperti.

JKyiieHi opHaty *oHE )KaHAPTY: 931pIICHTeH aKNapaTThIK Xyiie THICTI HHppaKy-
PBUIBIMFa OPHATBUIBIIL, JKaHA JEPEKTEPi, FEUTBIMU 3ePTTEYIIEP MEH TEXHOJIOTHSIIBIK
o3ipieMenepii ecKepe OTBIPBII, YHEMI KaHAPTBUIBII OTHIPYHI KEPEK.

Ocpl omicTep MEH KaJamaapAblH OapibiFbl TONBIPAK 3PO3USCHIH OOIKay MEH
TOTIBIPAKTHl JAibIHAAYABIH HAKTHl JKardaiiapel MEH TalanTapblHa OceiMaemyi
kepek. TombIpak 3po3usChIH OOIKaynblH aKIMapaTThIK KYHECiH o3ipieyne Kojina
0ap nepekrepre, XKoOaHbIH MakcaTTapbl MEH TajlanTapblHa OalIaHbICTBI KOFAPbIIa
aTaiFaH oicTepliH KOMOMHAIUSACH KOJIAHBLTYBI MYMKIiH.

KopbITbIHABI

Tompipak meH TOMbIpaK SPO3MCHIH OOJDKAyIblH aKHapaTTHIK >KyHemepi MeH
ozicTepiH 3epTTey aybll MIapyallbUIBIFBl MEH SKOJOTHS YIIIH YJKSH MaHBI3Fa
We MaHbI3IBl MiHAET OONBIN TaObUTaAbl. TOMBIpaK 3PO3UACHI-KYHAPIBI TOMBIPAK
KaOaThIHBIH JKOFAIybIHA, TOIBIPAK CAlachIHBIH TOMEHJICYiHE JKOHE OHIMIUTIKTIH
TOMEHJICYiHE OKEJEeTiH aybll MIapYallbUIBIFBIHBIH HETi3ri MocenenepiHiy Oipi.
AKMapaTThIK XyHenep MeH OoJbKay oficTepi TONBIPAK dPO3MsIChIHA OalIaHbICTHI
MpoLecTepal 3epITeyre >koHe OoJbKayFa, COHIAil-aKk OHBIH alAbIH aly >oHE
OHBIMEH KYPECYIiH THIMAI CTpaTerHsUIapblH )KacayFa keMeKkTecei. by skymeicta
aKnaparThIK >KyHeJepli 3epTTeyHdiH >XOHE TONBIPaK MEeH TOMBIPAK 3PO3USCHIH
OoJDKayIbIH HETi3r1 oicTepl KapacThIpbuUIAbl. KenemekTe 3epTTemiHreH oicTepre
CYHEHEe OTBIPBII, TOMBIPAK XOHE TOMBIPAK PO3HSCHIH 3€pPTTEyre apHajFaH aKma-
parTHIK XYHeHI Kypy OapbIChlHOA AEpEeKTep KOPBI KUHAKTATAIbl, MAIIMHAJIBIK
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OKBITY 9fIiCTEpiH KOJIJAHA OTBIPBII, ABTOMATTAHABIPBIIFAH KOCHIMINA d3ipJICHETIH
OoJIaabl.
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Abstract. The paper deals with the problem of automation of Kazakh Sign
Language by converting gestures into text, and proposes two possible approaches
to the solution. There is given the method for implementing the recognition of
dynamic Kazakh dactyl signs in a video stream based on visual analysis of the
position of hands with the positioning of key points. MediaPipe has been applied
to read and position key points from images. Advanced versions of recurrent neural
networks have been described to detect dactyl gestures from images, which can be
used as sign classifiers. For gesture recognition, own datasets are prepared, which
allow achieving high efficiency and accuracy of recognition by accepted models in
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real time. The specified dataset consists of dynamic gestures of the Kazakh Sign
Language. The advantage of the considered approaches is the relative simplicity
of the proposed methods in a computational sense, so that their implementation
does not require the use of high-performance computer technology and special
equipment. The recognition accuracy of dynamic dactyl gestures of the Kazakh
Sign Language was 85 % and 100 %, respectively, in the conducted experimental
studies using the proposed LSTM and GRU models. In this case, recognition was
carried out in real time using a conventional computer camera. Moreover, the
recognition of images of same gestures obtained using a webcam has been tested.
The results of the used LSTM and GRU models was developed with recognition
evaluation of dynamic gestures of the Kazakh Sign Language.

Keywords: Kazakh Sign Language, Hand Gesture Recognition, Dynamic
Gestures, Media Pipe, LSTM, GRU
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AnHoTanus. Makanaaa Ka3ak bIM TUTIH MOTIHTE aifHANIBIPY apKbIIbl Ka3akiia
JAKTUJIB/I KAMBLTAAP bl aBTOMATTAHIBIPY MACEIIECi KAPACTHIPBLTBII, OHBI IIEITYTiH
€Ki BIKTUMAJT TOCLT1 YCBIHBUTA b, Heri3ri HyKkTenepaiH opHanacybl MeH KOJAapAbiH
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OpHAJIaCybIH BU3YallJbl TaJlZlayFa HETi3/1eireH OciiHe aFbIHBIHIAFbl TUHAMHKAIBIK
Ka3aK JaKkTWIIEPiH TaHy ojici ychIHbUIFaH. KeckiHmepiaeH Herisri HykTenepii
OKBIII, OpHanacTeIpy ymrin MediaPipe kypannap xyiieci naiipanansuiabl. KuMein
KECKIHJIepiH aHBIKTAy YIIiH Oenri KinaccuuKkaTopiapbl peTiHAe KaiTalaHaThIH
HEHPOH/IBIK JKEeUIEPIiH KETIIIpUIreH HYCKalaphl naiaananbiiaasl. KuMeuigapast
TaHy YIIIiH, HAKTHI YaKbIT PEXXKUMIHEC KaObUIAaHFaH YITUIep/i Naiiagana OThIPHII
JKOFaphl THIMILUTIK TIEH TaHy IAJJIITIHEe KON KETKi3yre MYMKiHJIK OepeTiH kKeke
JepeKTep KUHAKTAphl JalbIHAANIBL. ATaifaH JEpPeKTep JKUBIHTHIFBI Ka3ak
JAKTUIAIHIH JUHAMUKAIBIK KAMBULIAPbIHAH TYpaabl. KapacThIpbUIBINT OTBIPFaH
TOCUIEP/IiH apTHIKIIBUIBIFEI — YCHIHBUIFAH OMICTEPIIiH €CeNTey TYPFBICHIHAH
aJIFaH/Ia CaJbICTRIPMAITBI TYPJIE KapanaibIMIbUIBIFBI OOJIBINT TA0BLIA b, COHIBIKTAH
J1a OJIap/Ibl iCKE achIpy OHIMIILIIT KOFapbl KOMIIBIOTEPIICP MEH apHaiibl )KaOIbIKTHI
KojaHynel Kaxer ermedai. ¥cwiHburaH LSTM sxone GRU ynrinepi apkpuibt
KYPTI3UITeH SKCHEPUMEHTTIK 3epTTeyiep HOTMXKECiHIe Ka3aK JUHAMUKAIBIK
JMAKTUIIIK KUMBUIIAPBIH TaHY JIIiKTepi coiikecinme 85 % sxone 100 % Kypassl.
By skarmaiina TaHy KoiMTi KOMITBIOTEpITiK OefiHeKaMepa KOMETiMEeH HaKThl YaKbIT
pexxkuMiHze Ky3ere ackipeuiibl. CoHali-ak, BeO-kaMepa apKbUTbl albIHFaH Oipei
KUMBUIAP/IbIH KECKIHIEPiH TaHy CHIHAIIBI. 3epTTey HOTIKeNepi OOMBIHIIIA Ka3aK
JMAKTHUITIHIH THHAMHUKAIBIK bIM-HIIAPACHH TaHyFa Oara 6epe oTbiphin, LSTM xone
GRU yurinepin KongaHy HITHXKENIEpi KOPCeTii.

Tyiiin ce3mep: Ka3zak bIM TiJli, KOJ KUMBUIBIH TaHY, JUHAMUKAJBIK KUMBLIIAP,
Media Pipe, LSTM, GRU
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AHHoTanms. PaccmarpuBaercs mpoOieMa aBTOMAaTH3MPOBAHHOTO TepeBoaa
JAKTHIIEHOTO Ka3aXCKOTO sI3bIKa C TPe00pa30BaHNEM )KECTOB B TEKCT M ITPEATIATratoTCs
IBA BO3MOXHBIX TIOAXOJa K pemeHuio mpobiemel. IlpemcraBineH cmocob
pacro3HaBaHUsl THMHAMHYECKHX Ka3aXCKUX NAaKTHIIBHBIX 3HAKOB B BHIEOIOTOKE,
OCHOBaHHBIH Ha BH3YaJIbHOM AaHAJM3€ TOJIOKEHHS PYK C IMO3UIIMOHHPOBAHUEM
KITFOYEBBIX ToYeK. J[J CYMTHIBAHWS M TO3WIMOHUPOBAHMWS KIIOUEBBIX TOYEK M3
M300pakeHNH UCIIONIb30BaHa HHCTpYMEHTalbHas cucreMa MediaPipe. B xauectse
KJIACCHU(PMKATOPOB 3HAKOB MPHUMEHSIOTCS YCOBEPIICHCTBOBAaHHBIE BapHUaHTHI
PEKYPPEHTHBIX HEHPOHHBIX CETEH JTsl 00HAPYKSHHUS KECTOBBIX N300paxkeHuit. [{ist
pacro3HaBaHUs KECTOB IMOATOTOBIEHBI COOCTBEHHbIE HAOOPHI JaHHBIX, KOTOPHIE
MO3BOJISIOT JAOCTHYh BBICOKOH I(PQPEKTHBHOCTH W TOYHOCTH DPACIIO3HABAHHA II0
MPUHATHIM MOJEISM B PEXHME PEaTbHOTO BpEMEHH. YKa3aHHBIH Ha0Op AaHHBIX
COCTOWT U3 AMHAMUYECKHUX KECTOB Ka3aXCKOT0 TaKTHIIHHOTO A3BIKa. JJ0CTOMHCTBOM
paccMaTpuBaeMbIX MOIXOAOB ABISETCS OTHOCHUTENBHAS MPOCTOTA MPEIaraeMbIX
METOZIOB B BBIYMCIUTEIFHOM OTHOIIEHWH, BCIEACTBHE YETO0 WX pean3aius
He TpebyeT WCIIONB30BaHMUS  BBICOKONPOWU3BOAUTENHHON  BBIYHCIUTEIHHON
TEXHUKH W CIIEHUATBHOTO 000pyIoBaHHA. B mpoBeneHHBIX 3KCIIEPUMEHTAIBHBIX
WCCIIEZIOBAaHUSAX C HWCIIONB30BaHMEM NpeiokeHHbIXx mozeneir LSTM u GRU
JNOCTUTHYTa TOYHOCTH pPACIO3HABAHUS [WHAMHYECKHX JaKTHIBHBIX IKECTOB
kazaxckoro s3eika 85 % um 100 % coorBercTBenHo. [Ipu 3TOM pacmo3naBaHne
OCYIIECTBISUIOCH B PEXUME PEaTbHOTO BPEMEHH C HCIOJIB30BAHWEM OOBIYHOM
KOMITBIOTEPHOI Bueo kaMmepsl. [IpoBezieHo Takke TECTHPOBAHHWE PACTIO3HABAHUS
M300pakeHNH STUX )K€ JKECTOB, TOIYICHHBIX C TOMOIIBIO BeO-kamephl. [TomyueHsl
pe3ynbTarhl ucmoiib3oBaHHbIX Moneneit LSTM u GRU c orenkoil pacro3HaBaHwmst
JTUHAMHYECKUX KECTOB Ka3aXCKOTO JAKTHIIFHOTO SI3bIKA.

KuroueBble c1oBa: Ka3axCKUH KECTOBBIN S3BIK, PACIIO3HABAHUE KECTOB PYK,
nuHamMudeckue xectel, Media Pipe, LSTM, GRU

Introduction

Sign language recognition has been an active area of research for nearly two
decades. In sign language, the extraction of letters, words and sentences is expressed
through hand gestures, body movements, facial expressions and facial emotions.

Analysis of the literature can allow us to reveal vision-based and sensor-based
hand gesture recognition methods. Sensor-based methods are expensive, which
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contribute to implement limited movement, and require specialized equipment
(Chen et al., 2020: 25). While vision-based computer technologies use bare hands
without any sensors. Thus, vision-based method using cameras become applicable
later because it is convenient and easy to use (Farid et el., 2022: 19). One of the
benefits of visual methods is their minimal cost (Jacob et al., 2021: 6). This study
proves that there is currently no need for sophisticated and expensive equipment
for sign language recognition. All you need is a modern cell phone or computer
camera. In addition, the issue of hand tracking remains when using all vision-based
methods.

We proposed a methodology, which uses an approach including Media Pipe open
source and a machine learning algorithm on top of this framework to get a faster
and simpler pipeline that can be used as a sign language recognition system. The
camera captures real-time gesture images and builds a gesture dataset to recognize
each Kazakh dactyl (Zholshiyeva et al., 2021: 4).

There are two types of sign systems: sign language and dactyl alphabet. The
Kazakh dactyl alphabet is a system of hand gestures corresponding to the letters
of the Kazakh alphabet, which includes 42 characters, reproduced by hand. For the
study, dynamic Kazakh dactyl gestures were applied (Figure 1).

S P LY s S
§Yeh v v

Fig. 1. Dynamic Kazakh Dactyl Gestures

Listening to manual communication is an expression of respect for the deaf
people.

The purpose of that study is to improve the culture of interpersonal communication
among the deaf in our country and help them recognize the Kazakh gestures. The
proposed system uses the translation of the Kazakh dactyl gestures into text.
The LSTM and GRU models have proven to be very effective for modeling data
sequences and are used for gesture recognition.

Materials and Methods

There is a lot of research on image processing and machine learning for gesture
recognition. Many good results have been obtained with high recognition accuracy
of static as well as dynamic gestures. This proves that it is possible to recognize
various gestures in real time, using a mobile phone or a computer camera. This
study examines vision-based methods using MediaPipe (Google. MediaPipe) and
machine learning methods.
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There are few studies on Kazakh hand gestures recognition. For example,
the review (Zholshiyeva et al., 2020: 8) proposes a CNN-based approach using
advanced methods and algorithms for hand gesture detection and Kazakh sign
language recognition. The same authors (Zholshiyeva et al., 2021: 4) proposed their
ideas for tracking hand postures and for creating their own datasets of the Kazakh
dactyl alphabet. In addition, the same authors recognized 42 Kazakh gestures with
a high percentage of recognition using the machine learning method in the study
(Zholshiyeva et al., 2023: 12). (Sarfaraz et al., 2018: 10) show that CNN along
with RNN can be successfully used for video gesture classification and gives an
accuracy of 95.217 %. There is a method for implementing recognition of gesture
commands in a video stream based on Media Pipe and recognition of a dynamic
sign language through GRU, LSTM and LSTM recurrent neural network (Samaan
et al., 2022: 15). Experiments have shown that the named model has an accuracy
of more than 99 %. The following paper (Grif et al., 2022: 7) presents a system for
recognizing isolated static and dynamic gestures of the dactyl alphabet of Russian
Sign Language. The system is based on a machine learning method such as LSTM
with Media Pipe Hands. The network showed an F-measure value of 91 % on the
test data. In the paper by (Haldera et al. 2021: 9) demonstrates a methodology
that facilitates sign language recognition using the Media Pipe framework and a
machine learning algorithm with an average accuracy of 99%. Research experiments
(Junyoung Chung et.al) showed that GRU is indeed better than more traditional
repeating units such as tanx units and GRU is comparable to LSTM.

Long Short Term Memory (LSTM) and Gated Recurrent Unit (GRU)

Problems with sequence prediction have been around for a long time. For
sequence prediction, long short-term memory networks, also known as LSTMs, are
considered the most efficient solution. They can relate previous information to the
current task, for example, using previous video frames could help understand the
current frame, which other neural networks do not have. LSTMs have an advantage
over conventional feedforward neural networks. This is due to their ability to
selectively remember patterns for long periods. They work extremely well on a
wide variety of problems, and they are now widely used.

LSTM is designed to avoid long-term addiction problems. Thanks to a specially
designed memory cell, by remembering information for long periods, LTSM can
handle long-term dependencies.

GRU is very similar to LSTM and is presented as an improvement over LSTM.
Just like the LSTM, the GRU uses gates to control the flow of information. In
addition, it has a simpler architecture and better performance compared to LSTM,
but it does it with fewer parameters and operations. Another interesting feature of
GRU is that it does not have a separate cell state, there is only a hidden state, and
thanks to the simpler architecture, GRUs learn faster.

Figure 2 shows that LSTM has three gates, while GRU has only two gates. In
the LSTM, they are input elements, forget elements, and output elements. Whereas
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GRU has reset and update gates. There are two states in the LSTM: the cell state,
or long-term memory, and the latent state, also known as short-term memory. In the
case of GRU, there is only one state, i.e. the hidden state (Vasilev et al. 2019: 379).

CeLmm FIFenl ki s
| °
F
g
: y

LTSI

Fig. 2. LSTM and GRU architectures

The peculiarities of these architectures are that their element is not individual
neurons, but a whole set of neurons, which is called a cell or a module. This cell
contains a memory cell to which data can be stored for a long period and several
gates that control what will be stored in this memory cell, what will be output, and
when the data from this cell will be deleted.

The advantages of LSTM and GRU networks are that they allow you to store
information for a long period. In addition, the vanishing gradient problem is solved
in these networks.

Despite the fact that LSTM and GRU networks have a complex structure,
traditional approaches are used to train them:

- Training with a teacher

- Error backpropagation.

At the same time, the networks simultaneously learn how to give the correct
output signal and select the weights for the gates in order to remember the correct
values in the cell and produce the correct signal.

Results and Discussion

Proposed Model Description

This study presents two models for recognizing dynamic Kazakh dactyl gestures
and uses machine-learning methods, namely LTSM and GRU. The algorithm was
implemented in the Python 3.9.13, with code execution in the Jupyter Notebook
development environment.

Proposed Methodology

Dataset

Own data set of dynamic dactyl gestures of the Kazakh sign language is used
in this study, such as “F”, “II”, “E”, “3”, “H”, “K”, “K”, “H”, “¥”, “I1”, “I1[”, “p”,
“p”. It consists of 390 videos recorded by the computer camera.

Feature Extraction Using MediaPipe Framework

MediaPipe Hands was used for feature extraction. MediaPipe Hands is a list of
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key points for hands and pose evaluation. For each hand, it extracts 21 key points,
and the key points are calculated in 3D space: X, Y, and Z ([Zholshiyeva et al.,
2021: 4]), representing real 3D coordinates with origin at the geometric center of
the hand. MediaPipe Hand Landmarker allows you to determine the landmarks of
the hands in the image (Figure 3, 4).

Fil

Fig. 3. Hand landmark of dactyl “9”

Fig. 4. Plot3d hand landmark of dactyl “9”

MediaPipe Pose Landmarker allows determining the landmarks of human
bodies in the image. For pose estimation, MediaPipe extracts 33 key points; for a
face, it extracts 468 key points (Samaan et al., 2022: 15).

The Models Results

In our paper, we attempted to show a solution from two models GRU, LSTM
with parameters: the number of nodes between 32 and 128, “relu” or “softmax”
activation function, “Adam” optimizer. GRU is similar to LSTM with forget
gate, but it tends to have fewer parameters. The models are a neural network for
multi-class classification. Each class corresponds to one sign of the dactyl gesture.
The network contains six layers - three LSTM (or GRU) layers and three fully
connected layers. The first, second and third layers include 64, 128 and 64 neurons,
respectively, while the fully connected layers consist of 64 and 32 neurons and have
the “relu” activation function. The results of each model can be seen in Figures 5, 6.
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Fig. 5. Result of LTSM model
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Fig. 6. Result of GRU model

In this way, it is possible to analyze the movement of the character and predict
the sign of the hand gesture. Therefore, we can say that 13 dynamic Kazakh
geStureS Such aS (6F5” GGI[,B’ GGE”’ “3”, ‘Gﬁ”, “K”’ ‘GK”, G‘H”’ G‘¥9,, “I_I”’ GGI_I_I,Q’ “’I)”’ “I)”
are recognized effectively (Figure 7).
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Fig.7. Screenshots of the Results

Models Evaluation

Accuracies of 85 %, 100 % were obtained for the LSTM and GRU models,
respectively, and models were evaluated. Tables 1, 2 present the results of
recognition accuracy for 13 dactyls of the Kazakh Sign Language.

Table 1 — Metrics for evaluating the quality of LSTM model

precision recall fl-score support

GG 0.88 1.00 0.93 7
D 0.75 0.60 0.67 10
10 0.86 0.86 0.86 7

Z 1.00 0.77 0.87 13
1I 0.75 0.50 0.60 6
K 0.82 0.90 0.86 10
KK 0.82 1.00 0.89 8
NN 0.82 0.69 0.75 13
UU 0.75 1.00 0.86 9
CcC 0.67 0.86 0.75 7
SHI 0.92 0.92 0.92 13
JU 1.00 1.00 1.00 9

J1 1.00 1.00 1.00 5
accuracy 0.85 117
macro avg 0.85 0.85 0.84 117
weighted avg 0.85 0.85 0.84 117
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Table 2 — Metrics for evaluating the quality of GRU model

precision recall fl-score support
GG 1.00 1.00 1.00 21
D 1.00 1.00 1.00 23
10 1.00 1.00 1.00 21
Z 1.00 1.00 1.00 23
11 1.00 1.00 1.00 21
K 1.00 1.00 1.00 20
KK 1.00 1.00 1.00 18
NN 1.00 1.00 1.00 22
uu 1.00 1.00 1.00 20
CcC 1.00 1.00 1.00 19
SHI 1.00 1.00 1.00 22
JU 1.00 1.00 1.00 22
J 1.00 1.00 1.00 21
accuracy 1.00 273
macro avg 1.00 1.00 1.00 273
weighted avg 1.00 1.00 1.00 273

Fig.8, 9 show the graphs of accuracy and loss of the above models.
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Fig. 8. Values of accuracy (a) and loss (b) of LSTM model from Tensorboard

rech catradrical i ety i
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Fig. 9. Values of accuracy (a) and loss (b) of GRU model from Tensorboard
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The results show that for dynamic Kazakh gestures the GRU model works
perfectly, and the LSTM model showed a less good rate.

Conclusion

Thus, we presented the dynamic Kazakh dactyl recognition with two GRU,
LSTM models on own dataset of Kazakh Sign Language. The MediaPipe was used
to determine the location, shape and orientation, extraction of key points of the
hands, body and face.

First, the dataset is prepared from videos with the same number of frames. The
input was passed to the MediaPipe. Finally, the extracted key points are inserted
into the GRU, LSTM models for training.

The results of the study show that MediaPipe in combination with GRU, LSTM
models are effective in solving the problems of dynamic sign language recognition.
Advanced RNN models like GRU, LSTM solve the problem of frame dependency
in character movement. GRU trained less than LSTM and showed a better 100%
recognition result, LSTM requires more parameters and nodes than GRU, and the
recognition percentage is much lower than the GRU model. In the future, we plan
a real-time recognition of phrases and sentences for deaf (Ergaliyeva et al., 2005:
405) in Kazakh language to enhance the culture of interpersonal communication
among the deaf in our country.
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Abstract. Based on the methodology of system analysis, an integrated approach
is developed in the work, which allows creating a system of models of interconnected
aggregates of complex chemical-technological systems (CTS), characterized by a
deficit and fuzziness of the initial information. The developed method is based on
the evaluation of models that can be created for individual CTS units, using expert
evaluation methods based on selected criteria, determining the most effective type
of model and building it based on the available information. Based on the available
information of a different nature, a block diagram of the proposed system method
for creating models of CTS units is constructed and described. In the proposed
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method, an effective model is created depending on the type of information of a
different nature about the state and modes of operation of each unit and the value of
the integral criteria for evaluating models. Then the created models are integrated
into a single system of models, taking into account the interconnections of the CTS
units and the flows of technological processes occurring in them. The proposed
system method allows you to create deterministic models based on analytical
methods, statistical models using experimental statistical methods and fuzzy or
linguistic models using the methods proposed in this paper. Fuzzy models will be
created in the form of fuzzy regression equations (when the input parameters of the
object are clear, and linguistic models (when both the input and output parameters
of the object are fuzzy will be developed based on the rules of logical conditional
inference. The novelty of the proposed system method, which is being developed
to create models of interconnected aggregates of CTS aggregates in conditions of
scarcity and fuzziness of the initial information, lies in its synergistic effect and the
emergence property, which make it possible to carry out system modeling of CTS.

Keywords: chemical-technological system, model system, fuzzy model,
linguistic model, system method, membership function
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AnHoTanus. JKympIcTa XYHeNiK Tanaay METOHOJOTHACH HeTi3iHae OacTamnksl
aKnapaTrTapblHbIH TAalIUBUIBIFBl  JKOHE AaWKBIH EMECTIriMEH CHIATTalaThiH
KYpJen XUMHUSIBIK-TeXHONOTHSUTBIK JkyHenepain (XTXK) e3 apa OaiimaHbICKaH
arperaTThIPBIHBIH MOJIENb/IED JKYHEeCiH KypyFa MYMKIHJIK OepeTiH KemeH Il TaCia
xacakranangsl. JKacakranarsiH Tocin XTJXK-IiH keke arperarrapblHa KYpBUIYBI
MYMKiH MOJIENBJIEPIH TaHJAIFaH KPUTEPUIIIEp HeETi3iHAe JKCIepTTiK Oaramay
TOCLIl apKBUTBI OaFanar, eH THIMJI MOJENb TYPiH aHBIKTal, OHBI KOJ JKETiMJi
aKmapar Heri3iHae KypyFa Herizmenesi. KomkeTiMIli op Typii CHITaTTaFbl akmapar
Herizigge XTXK arperartapbslHbIH MOZIEIBASPIH KYPY YIIIiH YCHIHBIIATHIH KYHETIK
TOCUINIIH OJIOK-CHI30aCchl TYPFBI3BUIBIN, CHITATTANAbl. ¥ CBIHBUIATHIH TACINIE op
arparaTThlH KYHi MEH XYMBIC PEeXHUMIEP] Kalibl TYpl CHIIATTAFbl aKHapaTThiH
TYpiHE JKOHE MOJIENbIep/i OaranayJplH HHTETPJICHTeH KPUTEPHUIIIEPiHIH MOHIHE
OaiimaHpICTBl THIMAI Monenb Kypbulaapl. ComaH KeWiH KYpbUIFaH MOZIENBAEP
XTXK-giH  arperarTapblHbIH €3 apa OallBaHBICTBApHl MEH OJapla >KYPETiH
TEXHOJOTHUSUIBIK MPOLIECCTEPAiH aFbIHAApBIH €CKepe OTBIPHIN Oip MoAenbaep
KyheciHe OipikTipenmi. ¥ CBIHBUIATBHIH JKYHEINK TOCI aHAIMTHUKANBIK TICUIAEp
HETi3iH/e ACTePMHUH[IH MOJEb, SKCIEPUMEHTAIIBIK-CTATUCTUKAIBIK TaCUIAepi
KOMETIMEH CTAaTUCTUKANBIK MOJENBIACP JKOHE OCBl JKYMBICTa YCHIHBUIATHIH
ToCiAep KeMeriMeH aiKbIH eMeC HeMece JMHTBUCTUKANIBIK MOIENbICP KYpyFa
MYMKIiHAIK Oepeni. AWKbIH eMec Monenb (HbICAHHBIH Kipic mapaMTpiepi ailKbiH,
aJl IUBIFBIC MapaMeTpiiepi alKbIH eMec OoNFaHAa) alKblH €MEC PEerpecCHsUIIbIK
TEHJEYNep TYpiHAE, al JUHTBUCTUKANBIK MOAETbICP (HBICAHHBIH Kipic *oHE
LIBIFBIC TApaMeTpiIepi aliKbIH eMec OONFaH/a) JIOTHKAIIBIK [IAPTThl KOPBITHIHIAIAY
epexenepi Heri3iHAe KypbuiaThlH Ooianbl. YceiHbUIBaTRIH XTXK-miH e3 apa
OaliTaHBICKaH arperarTapbIHbIH MOJENIbACPiH OacTanKpl aklapar TalIbUIBIFBl MEH
AMKBIHCBI3ABIFbI KaF AalbIHA KYPYFa 931 pJCHETIH )KYHEeiK TOCUIIIH )KaHAIIBUIIBIFbI
onbrH XTXK-gi xylemik Moaenpaeyre MyMKIiHIIK OepeTiH cuHepru3M dQdexTici
MEH 3MEepPIIKEH/IIK KaCUEeTiHIH OONybIH A,

Tyiiin ce3mep: XUMHUSIIBIK-TEXHOJOTHSIIBIK JKYHE, MOIEIbIEp JKyieci, alKbIH
€MEC MOJIETTh, TMHTBUCTHUKAIBIK MOJAEIH, JKYHEIIK TOCIII, THICTLTIK (YHKIUS
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AnHoTamusa. B pabore Ha OCHOBE METONOJIOTMM CHCTEMHOTO aHaju3a
pa3pabaThiBaeTCsl  KOMIUIEKCHBIH ITOXOJ, TO3BOJSIONIMKA CO37aTh CHCTEMY
MoJIeNiell B3aMMOCBSI3aHHBIX arperatoB  CIOXHBIX XHMHKO-TEXHOJOTHIECKHIX
cucreM (XTC), xapakrepusyromecss ASPUINTOM H HEYSTKOCTHIO HCXOITHOM
nHpopmarmn. PazpaboTeiBaeMbIit METOJ OCHOBaH Ha OIIEHKE MOIEJIEH,
KOTOpBIE MOTYT OBITh CO3/IaHBI IS OTAETBHBIX arperatoB X TC ¢ ncnoiap30BaHUEM
METO/IOB KCIIEPTHOM OIIEHKM Ha OCHOBE BHIODAHHBIX KPHUTEPHEB, OMPENEICHUN
HauOonee 3(h(HEeKTUBHOTO THITA MOJIEH M TIOCTPOCHUU €€ Ha OCHOBE UMEIOIIeHCs
napopmarmu. Ha ocHOBe nocTymHOW WHGOpMAaMKU pa3indHOTO XapakTepa
CTPOUTCSI W OINHCHIBaeTCA OJOK-CXeMa TpeiaraeMoro CHCTEMHOTO MeToja
coznanus mozeneit arperaroB X TC. B mpemiaraemom metoie 3¢ (hekTHBHAS MOZIEITh
CO3JIaeTCs B 3aBUCHMOCTH OT BHJIa WH(OPMAIIMK PA3HOTO XapaKTepa O COCTOSHUU
1 pexxuMax paboThl KaXIOTO arperarta W 3HaYCHHS WHTETPAIbHBIX KPUTEPUEB
OLICHKU MOJEJIeH. 3aTeM CO3/IaHHbIE MOJAEIU UHTETPUPYIOTCS B €IUHYIO CUCTEMY
Mozenel ¢ yueroMm B3auMocBszed arperaroB XTC U HNOTOKOB MPOTEKAIONINX B
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HUX TEXHOJOTHMYECKHX IpoleccoB. [IpeamaraeMplii CHCTEMHBIH METOJT TIO3BOJISET
co3laTh JETEPMHHHPOBAHHBIE MOJEITH Ha OCHOBE AaHAJUTHYECKUX METOOB,
CTaTUCTUYECKHUX MOZEIIEH C NCTIOIh30BaHNEM IKCIIEPUMEHTATHbHO-CTATUCTHYECKAX
METO/IOB M HEYETKUX WIIM JUHIBUCTHYECKUX MOJIEJIEH C UCIIOIb30BAHHEM METO/IOB,
MPEUTOKEHHBIX B JaHHOUW pabote. HeueTkne momenu OynmeT cos3maBaThbCs B BHIES
YpaBHEHUH HEYETKHX perpeccuil (Korma BXOTHBIC TTapaMeTphl 0OBEKTa YETKHUE, a
JIUHTBUCTUYECKHE MOJIETH (KOTIa W BXOJHBIC, U BBEIXOAHBIE TapaMeTphl 00beKTa
HedeTkre) OyayT pa3paboTaHbl Ha OCHOBE TPABWII JIOTHYECKOTO YCIIOBHOTO
BBIBOZIa. HOBU3HA TipeayiaraeMoro CHCTEMHOTO METOja, pa3pabaThiBaeMOro s
CO3MaHMsI MOJEJEH B3aMMOCBS3aHHBIX arperatoB arperatoB XTC B ycloBHX
neduITa 1 HEYETKOCTH HMCXOJHOW MH(OpMAIWH, 3aKiodaeTcs B ero ddekre
CHUHEpPru3Ma M CBOMCTBE 3MEPIKCHTHOCTH, TTO3BOJISIONINE TTPOBOUTH CUCTEMHOE
MonenupoBanue XTC.

KiroueBple ¢JI0Ba: XHMHKO-TEXHOJIOIMYECKAasT CHCTEMA, CHCTEMa MOJEIEH,
HEYeTKass MOJeNb, JHHTBACTHUYECKAs MOJETb, CHCTEMHBIH METOH, (QYHKIUS
MMMHAIIEKHOCTH

Kipicnoe

MyHaii eHJIey, XUMUsI, METaJUTyprHsl TaFbl 0ACKa OHAIPIC callaapbIHBIH HETI3T1
TEXHOJOTHSUIBIK pOLEcCTepl KYpHAeNi XHUMHUSUIBIK-TEXHOJOTHSIIBIK Kyienepae
(XTXK) xypeni. Mynnaii XTX mukizarTsl JalibIHIAYFa, XUMHUSUIBIK TYPIACHIIpYTE,
apanblK JKOHE MaKCaTTBIK OHIMAEpAl aylyFa apHaJfaH TEXHOJIOITHUSIIBIK
MPOIECCTEPAIH Ti30eri KypeTiH e3-apa OalaHbICKaH, OipTyTac Xyle peTiHme
KYMBIC )KaCalThIH arperarTapAbIH )KUBIHTHIFbI OOJIBIN Ta0bIIa 16l O IETTE OHAIPICTIK
warmaiina XTXK-niH MaremaTHKaablK MOAETBICPIH KYPBIN, ONTHMHU3ALMSIIAYFa
XKoHE OacKapyFa KaKeTTi aKIapaTTapAblH TaIlIbUIBIFBI XKOHE allKbIHCHI3ABIFBIMEH
cunarrananasl (Jlumun, 2018; [Tnanoeckuit, 2020; Ymesa, 2019). MaTeMaTHKaIbIK
mozenbaey XTXK-mi 3eprrey, onapAblH >KYMBIC PEXUMAEPIH ONTUMH3ALUIAY
XKoHe Oackapy YIIiH KOJJaHATBIH HETI3Ti TocUIAepAiH Oipi OONBINT TaObLIalbL.
Kasipri KoMITbIOTEpITiK TEXHUKAHBIH JaMBIFaH Ke31H/Ie MaTeMaTHKaJIBIK MOJIEIbIED
HeTi3iH/Ie KOMITbIoTepITiKk Mofenbaey X T2K-IiH onTUMaiipl KYMbIC PEXKUMICPIiH
TaOy/IbIH, OJIap/Ibl OACKAPYIBIH €H THIM/I1, KOPHEKTI )KoHEe KOPHEKI Kypallbl peTiHAe
cananansl (Ovechkin, 2018; Orazbayev, 2018). XTX-niH onTUMamnibl >KyMbIC
PEXKUM/IEPiH aHBIKTAY JKOHE THIMI Oackapy YIiH, oJapblH 63 apa OaillaHbICKaH
arperarTapbIHBIH MOJEJbCP] MAKETIH KOJAaHy KaXeT.

Foutermu onebuertepne ocwl kesre neitin  XTXK-miH o3 apa OalinmaHbICKaH
arperarTapblHbIH ~ MOJCTBACPIHIH MaKeTiH aHBIKCBI3ABIK JKaFgaiga  Kypy
CYpakTapbl oJi Jie TOJBIKTAal 3epTTEINIll MIEHIIMETeH MaceenepaiH Oipi OombIn
TaObmanbl. COHABIKTAH OYJ1 KYMBICTBIH HETi3Ti MaKcaThl 0ACTanKbl aKIIapaTThiH
TaNIIBUIBIFBIMEH KOHE alKBIHCBHI3ABIFBIMEH cunarTaiaTeiH Kypaem XTXK-gin e3
apa OaliJTaBHBICKAH arperaTrTapblHBIH MOJACIBACPIH KYpHIN, Oip makeTke OipikTipy
CYpaKTapbIH 3epTTeIl, OJap bl ISy IiH KYHeli ToCUTiH YChIHY Ooman Ta0blIa k.
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XTXK-pin Typni arparaTTapblHBIH KYPY CYpakTapbl 3€HPTTEITEH XYMBICTap
Tajnay skacar, olapia LIemIUIMEl KaifaH cypakTapibl KapacTbIpailblk. MyHai
OHJIEY JKoHe Oacka eHIipic camamapbiHblH Typmi XTXK-HIH MareMaTHKaIbIK
Mozenbaey cypakrapsl Kadapos Tarer 6ackanapsl (Kafarov, 2018), Kopos (Zhorov,
2015) >xone Mohaddec (Mohaddecy, 2006) enGekrepinae KapacTolpbuiraH. by
XKOHE Tarbl Oacka 3epTTeynepae KaTaJuTUKaNbIK pudopmuHr xoHe Oacka XTXK
arperarTapblHa 6 TEeTiH THUIITIK IPOLIECCTEPAiH TEOPUSUIIBIK 3ePTTEyIep MATiMeTTepi
MEH TIPOIECCTEepPAiH KHHETHKAChIHBA HETi3iHIE JCTePMHHII MOACIbACpi
ycoiHbUIFaH. byn xymeictapaa 3eprrenreH XTJK-miH Keke arperarrapbl MeH
3NIEMEHTAPIBIK MPOLECCTEPAIH NETEPMUHAI MOIENBACPl Macca KoHE SHEprus
cakTaly 3aHAapblHa HETi3IeNTeHaIKTep aMOe0an OOJBIT Ta0bIIa b XKOHE OJapABIH
apTHIKIIBUIBIKTApBIHA JKaTalbl. AJaiija Mocelie MbIHA/Ia, aTallFaH MOJEIBACP TeK
TUNTIK NPOLECCTEPAl CHUIMATTAHAbI JKOHE OJlap arperarrapiblH OailaHBICTaphl
MEH ©3 apa oceplepiH, COHIail-ak OacTamkpl aKIapaTTblH TAallIbUIBIFBl MEH
ANKBIHCBI3ABIFBIH eckepMeiai. COHABIKTaH MYHAal MOJENbAEPl oNapAbl KypyFa
KKETTi aKnapar JKeTiCTeyIIiIiri MeH alKbIHCBI3IBIFBI KaFJalbIHAA KYPY MYMKIH
eMec xoHe MmyHJai Moaenbaep X 1K KyMBICBIH KyHeae MOAENbIEYTE KapaMChI3.

Pinheiro >xoHe Oackamapbl KaTaTHTHUKAJIBIK PUGOPMUHT TPOLEC KYpPETiH
XTXK-HiH puOPMHUHITEY PEaKTOPBIHBIH >XYMBICBIH MOAENbICY MEH Oackapy
TocinmepiH e3nepiHiH 3eprreynepinne ycwiaFaH (Pinheiro, 2018). Bipak Oy
KYMBICTAa PHUPOPMUHI PEAKTOPHIHBIH MOJENi KaTaJUTUKAIBIKH PHUPOPMUHT
nporieci xypetin XTXK-HiH mnenri, KOJOHHANAPBI CUSKTHI 0acKa arperarrapbiMeH
OaiibIHBICHIH eckepMeiini. COHABIKTaH aTajFaH >KYMbICTA YCBIHBUIFaH PH(OPMHUHT
PEaKTOPBIHBIH MOJEI OJ1 PEaKTOP KYMBICBIH MOZICTIBICY MEH ONTUMH3ALUSIIAYFa
KapBaM/Ibl OOTFaHBIMEH, TYTaCTail KAaTAMTUKANBIK PHU(GOPMHUHT KOHIBIPFBICBIHBIH
YKYMBICBIH )KYHeJl MOZIesIbAIey MEH ONTHMU3AIMsIIayFa )kapaMchl3. CTOXaCTHKANBIK
Tocinmeme HeriziHge XTXK TeXHOMOPTHSUIBIK arperarTapblH Oackapy Tocuiepi
Coleman xone Babu (Coleman, 2018) >xymbicTapbiHaa 3epTrreired. An Bequette
eHOeriame (Mircea, 2019) craructukanbixk Mogensaep Heriziame X TXK-gig Typri
arperarTapbelHiia ©TETiH TEXHOJOTHSUIBIK IpoIlyecccTepli Oackapy macenernepi
3eprrenreH. MyHAall CTaTUCKaJIBIK MOAETBAEP KYPHENdi HbICAHIAp KYMBICHIH
ONTUMHM3ALMUIAy MEH Oackapyfa skapaMmasl. MyHznail Mopeiblepai Kypy YIUiH
HBICAHAAPABIH JKYMBICHl JKaWblHOA CEHIMIl CTAaTHCTUKAIBIK AEPEKTEepAEepAiH
MacCHBBI, MYHJIail A€pEeKTepi HUHAY YIIiH KONTEreH SKCIEPHUMEHTTEp >KYPrizy
KOHE ONapibl AYphHIC OHAEY KaxeT. Ajaiija alKbIHCBI3IBIKIICH CHUIATTalaThIH
ATpIpay MyHall ©HJICY 3aybIThl KaTaTUTHKAJIBIK PU(QOPMHUHT KOHABIPFBICH CUSKTHI
kenrtereH kypaeni XTXK ymin MyHaai KCIIEpUMEHTTEP, MOAETD KYPYyFa KasKeTTi
KelOip MaHBI3IBI TapaMeTpiIep OIIeHOCHTIHKIIHTEH, MyMKiH eMec.

XTXxekearperarTapblHBIH KYMBIC PEXHMIEPiH ONTUMHU3AHsAIIayFa MYMKIHIIIK
OepeTiH >KoHE OJ arperarTapiblH MOJEIbJICpiHEe HETI3AeNTeH Typii Oackapy
xytenepi Oenrim. Meicanbsr (Keller, 2020) »yMBICTBIH aBTOpJapbl MOACIBICD
HETi31HJe KPEKUHI PEeaKTopJiapbl IIBIFBICBIHAAFBI TeMIIepaTypaHblH ONTHMAJIbI
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TapalyblH aHBIKTayFa MYMKIiHJIK O€peTiH KaTaJUTHKAIBIK MPOIeccTepai Oackapy
XKyHeciH kacakrarad, an Gumen (Gumen, 2019) kaTanuTHKaIbIK PUPOPMUHT
KOHJIBIPFBICBIHBIH TYPaKTaHABIPY OJOTbIHAA OCH3WMH camachlH Oackapy >KyheciH
ycoiarad. Moaenbaep Herizinae XTXK-1e KypeTiH TeXHONOTHSUIBIK MpOoLeccTep i
KAFJAsATTBIK Oackapyabl KomaHy cypakrtapeiH IlocnenoB (Pospelov, 2018)
KYMBICBIHIA KapacTelpbUIFaH. Kapacteippurran Oackapy kydenmepi  XTXK-
IiH arperarTapblHbIH >KYMBIC PEXHMIEpI MEH ojlapAa >XYPETiH HpoueccTepui
JETePMHUHII0 HEMECe CTOXaCTUKAIIBIK JKaFJaiiap/ia ONTUMH3aLUSUIayFa MYMKIHIIK
Oepeni, Oipak o Mozmenbaep MeH Oackapy JKyienepi OacTamkpl akmapaTTapablH
AMKBIHCBI3ABIFBI JKaFIaillapblHIa THIMCI3 HEMece KapaMChI3.

Dzhambekov Tarsr 6ackamapst (Dzhambekov, 2018), Keller mern Gorak (Keller,
2019) xone AnumeB Tarbl O0ackanapbl (Aswes, 2018) >kyMmbpIcTapeiHIa OacTaIrKbI
aKIMapaTThIH Keil OeIiriHiH alKBIHCBI3IBIFRI KaFmalbiHna X 1K arperarrapbiHBIH
MOZICTIBICPIH KYPY JKOHE ONapbIH HETi3iHAe arpararTapAblH KYMbIC PeKUMIEPiH
Oackapy TocinemMernepi 3epTTeNHI, YCHIHBUIIFaH. byl YCHIHBUTFaH TocuaiemMenepi
9KCTIEPTTiK Oarasay ’KoHe aliKbIH eMeC )KUBIHAAP TACIIAePiH KOJIaHyFa HET13/1eNIeH.
By Tocinmep HpICaHHBIH IIBIFBIC TApaMeTpIIepi alfKbIH eMec, all Kipic mapameTpiepi
alikplH OoJFaH >Karjalnapaa o JAEHIeini JKUBIHAAp HeETi3iHAe HBICAaHAAPIBIH
allKbIH eMeC MOJIENB/IEPiH KYpyFa MyMKIiHAIK Oeperi. bipak Oyt ;koHE OMBI CUSKTHI
TocIep/ie HBICAHHBIH OapibIK Kipic >KOHE IIBIFBIC TapameTpiiepi alKbIHCHI3
OonFaHAa O HBICAHAAPABIH JMHIBUCTUKAIBIK MOJENBACPIH KYPY CYpaKTapbl
amnmbIMaraH. Al mIbIHAWBl mpakThkana kemnrtereH X TK-IiH JTHMHTBUCTHKAIBIK
MoOZIeTbIEPiH KypyFa Typa keneai. ConeiMe, Karap aranrad (Dzhambekov, 2018;
Keller, 2019; Amues, 2018) »xymbicTapeiHaBa XTXK-niH o3 apa OaiiaHbBICKaH
arperarTapbIHBIH MOJENbEP] MaKeTTEPiH KYPY CYpaKTaphl KapacThIPbUIMAaFaH.

CoHbIMEH 3epTey IKYMBITapelH Taigay HoTmwxkenepi XTXK-miH keke
arperaTTapelHBIH MaTeMaTHKAIbIK MOJAETbACPiH KYPYIAbIH Oenrinmi Ttocimaepi
JOCTYPJli aHAJUTUKANBIK JKOHE SKCIEPHUMEHTANABIK-CTaTUCTHKAIIBIK ToClIAepiHe
Herizgenred, XTXK arperartapbslHblH €3 apa OallaHBICKAaH MOAEIbICP MaKeTiH
KYpy *KoHE oJlap/bl )Kyiemni Moaenbaey Macenenepin memneiiai. byn macenenepui
LIenTy YINiH XKYHENiK Tangay, SKCIepTTiK Oaranay >KoHEe alKbIH eMeC XKMbIHIAp
TOCUIAEpoHE HEri3leNreH, KypAeni alKelHCBI3AOBIKIEH cunartanarbin X TK-
IIiH JKYMBIC PeXUMAEPIH MOJAETbICYy MEH ONTHMHU3ALUSIIAyAbIH JKYHeli TociliH
KYpBITI, Konany KaxeT. by sxkympic XTXK o3 apa OaitaHbIcKaH arperarTapblHbIH
MOJIENBIepi TAaKeTIH KypyFa MYMKIHAIK OepeTiH >Ky#lenm Tocimmi KypyFra
OarpITTanFaH. JKeke TEXHOJOTHSUIBIK HBICAHAAPIABIH MOICIBACPIH KYPYIABbIH
OenTiyi ToCUIIEepiHeH YCHIHBUIATBHIH JKYWENiK TOCUIAIH aibIpMalibUIbIFRL, O KOJ
XKETIMJII TYpJi CHUIIATTaFrbl akmaparrap Herizinge XTXK-miH o3 apa OaiinmaHbICKaH
arperatapbIHbIH MOJENbACP MaKeTiH KypyFa MyMKiHAiK Oepeni. COHbBIMEH Karap
YCBIHBULTATHIH JkyHenik Tocinm XTXK arperartapblHbIH O€NTisli MaTeMaTHKAIBIK
MOZICTIbICPMEH KaTap alKbIH €MecC, JMHTBUCTHKAJBIK, THOPHATIK MOAETbAEPiH
KYpBITI, Oip makeTke OipiKTipyre MyMKiHIIK Oeperti.
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3epTTey MaKkcaThl MeH MiHAeTTepI sIHe Taciaaepi

3eprrey makcarel XTJK >KyMBICBIH JKYHeni MOIeNbAey YIIiH, OJapAblH ©3
apa OaliJIaHBICKaH arperarTapblHbIH MOJICNIb/CP] MAaKEeTiH 0acTanKbhl aKnapaTThIH
KETICTIEYIIIl KoHE ANKBIHCBI3IBIFBl JKarJalblHAa KYpyFa MYMKIHIIK OepeTiH
XKyHeni Tacin xkacakTay. KolbuiFan MakcaTka )eTy YIIiH KeJleci 3epTTey MiHAeTTepi
KOWBUIBII NIENIIEl:

XTXK >xeke arperarTapblHbIH KYPBUTYBl MYMKiH MOJETbAEPI TYpiH aHBIKTAy
KOHE oNapbl THIMAL KYpy TOCULIEPiH TaHJay HE KacakTay;

XTX arperarrapbl >Karjaibl, ®YMbIC aWbIHAAaFbl 0acTalKbl aKIIapaTThIH
AMKbIHCBI3/IBIFbI JICHICHiHE O0alJIaHBICTHI, OJIAPILIH MOJICIBACPIH KYPY 9/1iCTEMECIH
aHBIKTAY;

ArpeTTapblH HaKThl Oip MOJENiH KypyFa Ka)XXeTTi aKmapaTThlH TalIIbUIBIFbI
JKaFJalblHAa, KOJ OKETIMAL TYypJli aKmapar HeTi3iHJe OJBPIAbIH THOPHUTI,
KYpbIMJAIIFaH MOJIENiH KYPY 9IiCTEMECiH YChIHY;

Typni Kon sxeTiMAi akmapaT HeTi3iHAe KYpBUIaThIH KEKE arperarTaplbiH
MOZIeTIbIEPiH Oip MOJENbAEp MaKeTiHe OipiKTipy NPUHLIUIIIH J3ipiey.

3eprrey Oapwichinma XTXK-aiH Keke arperarTapblHbIH MOJCIBACPIH Kypyaa
OJIapIIbIH KYMBICHI MEH KaF/IaiblH CUMIATTANTBIH KOJI )KETIM/Ii aKnapaTThlH TYpiHe
OalaHBICTBl MOIENb KYPYABIH TYpJi OeNriHi Tocinaepi, *oHE aKmaparThiH
TalIIBIbIFEl MEH aWKbIHCHI3IBIFBl JKaFIaibIHIA OCHl JKYMBICTA >KYHEICHHII,
YCBIHBUIFaH TOCIEp KOMAaHBLIAbI.

Kympicra XTXK aroperarrapbl KYMBIC >KaibIHIA TEONPUSUIBIK MOJIMETTEp
HE CTATUCTHKAJIBIK JICPEKTEP JKETKLTIKTI 00Jica, COUKECIHIIE NETCPMHUHIII MOJICIb
KypyFa apHanfan aHanutukanelk Ttocingep (Kadapos, 2018; Kopos, 2015;
Sharikov, 2018) MeH >KcepUMEHTANABIK-CTAaTUCTHKANBIK Tocinaep (Zhi-Wen,
2018; Kapmanos, 2019 naiinanansinansl. A alKbIH eMEC IKCIIEPTTIK aKnaparThl
alry KoHe eHJIey YLIiH dKcnepTTik Oaranay Tacinmepi (I'yupikoBa, 2017; Jorgensen,
2019; Sabzi, 2017) MeH aliKbIH eMecC KUBIHAAP TEOPUSCHIHBIH Tocinaepi (PbokoBs,
2017; Zimmermann, 2018) xonaanbutagsl. COHBIMEH KaTap Oy KYMBICTa TYpIi
CUINATTaFbl aKmaparTap HETi3iHAe MOIeNbJep MaKeTiH Kypy MXOHE >KYHemik
MOJISJIBJIEY/Il KAMTaMachl3 €Ty YIIIH KYHENiK Tajaay Tociiuepi e KONIaHbLUIFaH
(Pavlov, 2016; Reverberi, 2019).

3epTTey HOTHIKeJIepi

3eprrey OapbIChIHIA KAaTAIUTHKAIblY PH(GOPMHUHT OJIOTHI CHSIKTBI KYpIeli
XKOHE KehOip mapamerpiepi alKbIHCBHI3ABIBIKIICH cunaranarbin X TXK-1iH o3 apa
OalimaHbBICKaH arperarTapblHbIH MOJENBAEP] MaKeTiH Kypy TOCUTIH KapacThIPHII,
CHUIIaTTaMaChlH UKENTIpEHiK.

3amaHayn koMmmbloTepiep kemeriMeH XTJXK jKyMbIC pPEXHMIH MOZIETbACY
apKbUIBI  ONIAPABIH  TYPJI KYMBIC PEKHUMICPIHIH HOTHIXKENEPiH JKbUIAaM JKOHE
KaXETTI [JONAINeH aHBIKTayFa J>KOHE oJjapael Oackapyra Oonangsl. MyHpaai
KOMITBIOTEPIIIK sKyHenep kemerimeH XTXK-7eH anbiHaThIH OHIMIEP/IiH KOJIeMi MCH
camajapblH ecenTeyre, COHIai-aK onap/bl )KaKCapTyAblH pe3epBTepiH aHBIKTayFa
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6onazpl. On yurin opune XTX-nai xyieni Mogenbaey KaxeT, all OHbI )KY3€re acklpy
yuria 3eprrenerin XTXK-IiH Keke arperaTTapblHbIH Oip MakeTKe OipiKTipiireH
MOJIECTIbJIED KYHECIH TYPFBI3Y KEpeK.

Bipint ke3ekTe 3epTTey HOTIKEPiH alTyFa KaXKeTTi apTTap MEH HeTi3aeMenepi
KeNTiperik. ©OneTTe MaTeMaTHKaJIbIK MOAETbIEDP, KYPhUIATHIH MOICNBAl KaHiIan
MaKcaTKa KOJIIaHaJIBITBIHA, SIFHU MOJICTIbICY MaKCaThIHA OaiIaHBICTHI JKCAKTaJIa Ibl.
Conpgpikran XTXK-giH Monenpaep makeTiH Kypy NpOLECiHAE 071 MOAENbAEPIiH
Kyheni wmopenbaey apkputel XTJ)K-me anplHaThlH MakCaTTBIK  OHIMAEPIiH
LIBIFBICHIH OapbIHILA apTTHIPY JKOHE ONapAbIH calla KepCEeTKIIITEPiH XKaKcapTyra
XKapaMIbIFbIH eckepreH >keH. COHBIMEH Karap Oackapy KpuTepHiiyiepi peTriHzae
OH/IIPICTiH IKOJIIOTUSIIBIK KOPCETKIMITEPI KoHE OacKalaphl 1a aHBIKTATybl MYMKIH.
Con ce0enTeH KYpbUIaTBIH MOJENb, KOMBUIFAH MIEKTEYJCpPAl €CKEepe OTBIPHIIM,
OH/IIpicTi OacKapy KpuUTepHiliep BEKTOPHI OOMBIHINA THIMII IIENIM KaObUIIayIbl
KaMTaMachl3 €Tyl IapT..

Monenbaey MakcaTsl, 0ackapy KpUTEpUIIEpi KoHE IIEKTEYJIep aHbIKTaJFaHHAH
anpIKTanFad kedin XTOK-nmiH op arperarTapblHBIH MOJENBAEPIH KYpPYy Mocerneci
TybIHOAUIBL. By skepe HpICAaHHBIH HAaKThl MOJEIIi COJI MOZAETBI KypyFa KasKeTTi
aKnaparThlp KETKUTIKTI OONFaHAa KYpbUTyybl MYMKIH €KEH aramn eTKeH keH. O
aKmaparTap HeTi3iHIe 3epTTey HBICAHBIHBIH MOZETBAEPIH KYPBUIBIMABIK JKOHE
napaMeTpilik HAeHTH(OUKAIUSIIAY eCcenTepi MenTiie.

Bacrankpl aknmaparTapiblH TalIIbUIBIFEI MEH aWKbIHCBI3ABIFBI JKaFAalbIHAA
kypremi XTXK-miH o3 apa OaiimaHBICKaH arperaTrTapbIHBIH MOJENbEP] MaKeTiH
KYpyFa YCBIHBUIFAH XYHEJIK TOCLTiHIH HETi3ri Ke3eHaepiHiH O0J0K-ChI30ackl cypeT
1-ne kenTipinrex.

Y CHIHBUTFaH KYHEN TOCUIAl HEeTi3Ti OJOKTaphl OOWBIHINA JKETEe CHUIIaTTaMachiH
KeJTipeHik.

Tocingig 2-mi 61oreiaaa 3eprrenetin X TXK-HiH Kyiii, OHBIH dKYMBICHI JKaHIbI
aKmapar, OHBIH JKYMBIC PEXKHMiHE, IIBIFBICBIHA 9CEP ETETIH KipiC, PEeXUMJIIK
mapaMmeTpiiepi BeKTopel X = (xl,...,xn) aHBIKTANBI, eHaipiteai. CoHbIMEH Karap
Oyu1 6mokta XTOK-HiH *oHE OHBIH arperarTapblHbIH OaKblIAHATHIH, OacKapblUIaThIH
IIBIFBIC TapaMETpJIepi, OHBIH JKYMBIC CAallachlH CHIIATTANTBIH KpUTEpHIIIEp
BeKTOpb! Yy =(),...,», ) aHbiKTanazapl. lllbiHalipl eHAIpICTIK Karjaiina arajraH
BeKTOPJIAp/bIH, Oip GeJtiri He TonbKkTail aifkbiH emec, sFHu X = (X,...,X, ) sKkoHe
y= ()71,...,)7”,) 0OJTyBl MYMKIH.

3 xone 4 6noktapaa XT2K mMeH oHBIH arperartapsl (3JIeMEHTTEPI) CHIIATTaMaIIbl
MeH OalJIaHBICTapBIH KYHENIK Taljay, MOJENbJINey MaKCaThlH, COHAai-aK
op arpertka KYpbUIybl MYMKIH XOHE THIMAI OONAaTbiH MOneNbIepi Oarammay
KPUTEPHIJIEPIH aHBIKTAY KY3€re achIpbiIabl.

5-mmi OGyOKTa aNIbIHFBI OJOKTa aHBIKTAIFaBH Kpurepuisep Herizinge XTXK
arperarTapbIHbIH KYPBUTYBl MYMKIH MOZIEBIEP THITIH IKCIIEPTTIK Oaranay apKbLIbI
op arperarka KypbhUTybl THIM/II MOZIEIh THITIH TaHIay OPBIHAATAIbI.

6-me1 Omokran XTJK arperaTTapblHBIH KOJ JKETIMII aKmapaT CHIaTbiHa
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0aiimaHpICTHl TAHIAFAH THIMJI MOJACIBACPIH Kypy MpOIenypacchl OacTaajbl.
Kaif arperarka KaHai MoJieNb THITIH KYPY THIM/Ii €KeHiH aHBIKTay YIIIiH 3CIEPTTIK
Oaranmay HOTWOKeNepl OalnAbIK XKyiHede aHBIKTANATBHIHABIKTAH, 9p arperarka ap
MOZIETIbIIH OaFanapbl KOCHUIBIN, HHTEIPICHICH KPUTEPUIIIH MOHI aHBIKTaJa bl
ConaH keifiH keneci mapTrap TeKcepiiesai.

Erep Teopusiblk MoiMETTEp MOJEIb KYpyFa JKeTKUTIKTI )KoHE HHTETPUIICHI€H
KpUTEpHH MOHI OOMBIHIIA NETEPMUHII MOJAETbh MakCHMal[bl MOHIe He Ooica
(6mox 7), oHma aHANUTHKANBIK Tocuaep kemeriMeH XTJXK-HiH KapacThIpbUIFaH
arperaTbIHBIH AETEPMUH]I MOMEi KYpblIaabl (010K 8).

HetepMuHIi Mozenb Kypy MYMKIH eMec HeMece THiMci3 Oojca 9-mibl Onokra
KeJleCi mapT TeKcepiie.

Erep XTXK-nig arperarsl »KYMBICHI KaiJIbI TYPHIC CTATUCTUKAIBIK MAIIIMETTEP
KOKETTI KeleMi JKeTKUTIKTI He KON JKEeTIMJIi JXKOHE WHTErpPJIICHIeH KpUTepUui
MOHI OOWBIHIIA CTaTHCTHKAJBIK MOJETb €H YJIKEH MOHIe He 0oJyica, OHIa OHIA
SKCIIEPUMEHTAIIBIK-CTATUCTUKAJIBIK ~ HETI3iHAE  arperarTblH  CTaTUCTUKAIBIK
Mofei Kypbinaasl (0mok 10). Byt 6irokTa MoenbIiH KyphUTBIMBI Perpeccopiaapibl
Ti30ekTell KOCy Tocim HeriziHAae WAeHTUUKarusuiayra Oonmaapl. Al ambIHFaH
PETPECCOPIBIK MOJAETBACPAIH NapaMeTpiepiH UACHTUGUKAIMIIAY YIIiH Oenrimi
€H KillIi KBaJ[paTTap TICiJI apKbLIBI )KY3€ere achIpyFa 0oabl.

O-1m1bl OOKTaFel MWIAPT OpBIHAAIMAaca, oHAa 11-mii maprTel OnorelHAa Keneci
apT TeKcepiiesi.

Erep XTXK-HiH arperarsl mapameTpIiepi >kaiJibl aifKbIH eMeC aKmapaT JKEeTKITIKTI
HE KOJI )KETIM/li, THTETPJICHTeH KPUTEPHIA MOH1 OOHMBIHIIA aKBIHCHI3IBIKTEI MOJIEIIb
KYpy MakcHMaJlZibl MOHTE, all BEKTopiap X = (xl,...,xn) - aiiKpmH, an ¥ = (fl yeves Vo
- allkpIH eMmec Oosca, oHaa 12-05oKTa aiKbIH eMec MOHeNnb Kypbliansl. byi
0JI0KTa arperarThlH Kipici MEH LIBIFBICHIH CUIATTaWTBIH aiKbIH Kipic, PeXKUMIIK
napaMeTpiepi JKOHE aiiKblH eMeC MapaMerpiepi TaIanajbl. AHKBIH eMec
MOJENBAEPIIH KYPHLIBIMEI )7j = fj(xl,...,xn,670,671,...,5n), j =1,m KypbUIBIMBI
alKBIH eMeC KOIKPErPEeCCHSUTBIK TCHISYIEp TYPIHIE perpeccopiiapabl Ti30eKTen
KOCY 9oIiCi KOMETIMEH aHBIKTayFa OOIa bl

n n n
Py =y D0y + ) ) gy j=lm.
i=1

i=l k=i

AWKBIH eMeCc MOIEIbIIH KYPBUIBIMBI aHBIKTAJFaHHAH KEWiH OHBIH alKBIH
eMec TapaMeTpiepiH MAeHTH(UKAIMIAY ecebi IIeminefi, aFHu, Go,d,,...,d,
allKbIH €MeC pPerpecCUsUIbIK KodduimeHTTep OaranaHanpl. byyn mapamerpiik
uaeHTU(QUKAUsIay eceOlH o SHTeTi )KUbIH HeTi3iHae MoauduKanusiIanFral eH
Killli KBagpaTTap TOCUIi KeMeriMeH mienryre 6onaabl.
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Erep 9-mibl O/OKTa MIapThl TEKCEPLATEHAE €rperarThlH Kipic, PEXUMIIIK
JKOHE IIBIFBIC MapaMeTpiiepi BEKTOPIaphl alKBIH eMec, SFHU X=(%....%,) sxome
y=(i1,...,§m) Oonca, ogma 13-mi OnmOKTa arperarThlH JIMHTBHUCTHUKAIBIK MOZEIi
KYPbLIa b,
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13-m1i OIOKTa JHMHTBUCTHKANBIK Moaenbal Kypy ymria XTXK arperaThiHbIH

aliKpIH eMec mbFbichina ¥; € B, j =1,m ocep eterin kipic, pexumix % € A,i=1n
napameTpliepi aHbIKTanaIbl. Byt mapamerpiepiiep JIMHTBUCTHKAJIBIK A HBIMAITBLIAP
apKbUIBI CUIIATTAIAABl MYHJA Zl. eX, ZN?]. €Y— alikpIH eMec 1IIKi XubIHAap, X, ¥ —
omObe0an xubHgap. Colan COH AKCIEPTTIK Oaranay ToCUIaepl apKbUIbl arperaTThiy
aliKpIH eMec MapaMeTpiiepiH CUIATTaWThIH TepM-)KuHaKkTap 7(X,Y) aHbIKTanaabl
’KOHE OHBIH aWKBIHCBI3 TTapaMeTpNepiHiH THiCTiNiK GyHKImanaps! 1, (X,),i=1n ,
Mg, (9;) j =1,m KypbLIa/bl.

AWKBIHCBI3IBIKTa MYHal eHzey eHaipiciHig XTX-iH Monenpaey Toxipubdeci
HETi3iHAEe aWKbIH eMec MapaMeTpikepAi (opMaiibl CHIATTAHTBIH THICTIIIK
(GyHKUMSHBIH Keneci OeifiMaeneTiH koadduuuenTTepi 6ap KypbUIBIMBI YCHIHYFa
Oonanapr:

ul (5) = exp(Q4 (v, ~ yug) ) (1)

AWKBIH eMec TapaMeTpiepAiH THICTUTIHK (YHKIHUACHIHBIH YCHIHBUIFAH
opuerinze (1) enrisinren Genrinemep: Mz (J;) -arperaTThiH alKbIH €MEC MIBIFBIC
rapameTpIepiHiy TS’j -aiKpIH €MeC IMKDKWBIHBIHA THICTINIK (QyHKIUACH;  p
TepM HeMepi; ng - TricTimK QyHKusHBH 0.5 neHreiiinge waeHTHU(UKAIUSIAY
GapbICHIHAA AHBIKTALATHIPH K09(HUHeHT; V5 -aliKBIHCHI3 MApaMETpIEpHiH
TEPMAEPIHIH THICTUNIK (YHKIUACHIHBIH AaHBIKTady OONBICBIH CHUIATTaWTBHIH
K09DOUIHEHT; Vi - AHBIKTATFAH ) TEPMIe €H COMKEC KENeTiH aifKblH eMec
alfiHBIMaNbL Byl aliHBIMAB! Keneci mapTTan anbikTanasl Hg (Vog) = max 1y, (3)).

Byn GnokTa cofiaH COH Kipic JKOHE NIBIFBIC JIMHTBUCTUKANBIK alHBIMAIbLIAD
apachIHIarbl OaNIAaHBICTAp AHBIKTANABL, SFHU X; JKOHE Y apachlH/ia alKbIH
emec Oeitneneynep R; kypamamel. Byn GeiiHeneynepai ecenrteynepii KoiagaHy
BIHFAMIBUIBIFBI 00JTy MaKCaThIHAA OJIap KeJieCi THICTUTK (DYHKIMSIIAPhl apKbLIbl
OaiiylaHpIcaTap MaTPUIIACkl TYpiHJe KenTipineni (Onok 14):

ﬁ]}‘y ()NCNJN}/) = l’nin[.u,q1 (fl‘)a,ugﬁ ()N)j)al :Linaj = l,l’ﬂ]

JIMHTBUCTUKAIIBIK MOZENbII KeJleciiel JTOTUKaIbIK KOPBITHIHIBUIAY epeKernepi
TypiHIEe Kypyra Oomassl (610K 15):

IF % €A%, e4(..%, €4,)...) THEN 5! €B. j=Lm. @)
XTXK-uiH 3eprreneTin arperaTbiHbIH aI/IKBIHCBIS MIBIFBIC  TTApAMETPIIepi

MOHEPIH KOMITO3UIIUSIIBIK KOpLITBIH,Z[BIB A,» R, epexxeciHiH apKbUIbI aHBIKTAFa
6omaapl. O YIIiH MIBIFBIC aifHBIMATBUIAPBIHBIH aKBIH eMeC MOHACPI MAKCHMHH/TI
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KOOCUTY/II 6pHEKTEHTIH THICTIMIK (QYHKIWSIIAD PETIHIE Keleaiiel aHBIKTaIabl
(670K 16):

i, () = maxminl e, (%)t (G550} ©

LlerFeic  mapaMeTpriepiHiH  CaHIBIK  MOHAEPIH yj, j=Lm  Tuicrimik
(dyHKIMAIapapl MaKCHMAaJIBl MOHJIEPiHIH apryMeHTI peTiHae Keieci ¢opmyna
KOMETIMCH aHbIKTayFa OoMnajibl: )| = argmax Hg, (i;) (6mox 17).

Erep ne XTX-uiH arperarrapbl KYHiH, 5KYMBICBIH CHUIIATTANTHIH TEOPUSIIBIK
MOJIIMETTEP, CTATHCTUKAIBIK JAKEPEKTEp JKOHE aliKbIH eMec aKmapaT »EeTKITIKCi3
HeMece oJjapabl JKUHAY SKOHOMHUKAIBIK TYPFBIIAH THIMCi3 0ojca, OHma Typii
TOCUITE HET13eNTeH THOPHUATIK TOCUT HEeT131HAe KYpaIbIMIaaFaH (THOPHATI ) MOZIETh
Kypbuiaael. byt xkarmaiina KypaabIMaanFaH MOJIENb TYPIIi CHITATTaFbl KOJDKETIMITI
aKmapar HeTi3iHAe (TeOPHSUIBIK, CTATUCTHKAIBIK, alKhIH eMec) Kypbutamsl O
YIIIiH HBICAHHBIH OenTiii Oip mapaMeTpiH cUIaTTay YIIiH 9MiCTEeMEHIH JKOoFaphlaa
CHIATTaJFaH OJIOKTAPBIHBIH OPTYPJi KOMOMHAIUSIIAPHI KOJIAHBLIA B

18-mi O;okTa KYpBUIFAaH MOMETBACPIIH aJCeKBAaTTHIFBI TeKcepiiemi. Momennb
aZICKBaTTHIFBIH Oaraliay YIIiH Kelleci KpUTEepHiial KoJaaHyFa O0ma b

Rzmini(y;” —yf)z <R, “4)
j=1

MyHz1a )’_],!4 u Y f— LIBIFBIC MAPAMETPIIEPiHiH MOMENBIIK JKOHE IIbIHANBI
(3KCIIEpUMEHTAIIBIK) MOHEPI; R — pyKcar eTiireH aybITKy.

Kenripinren (4) mapt opblHZanca, KYpbUIFaH MOJENb aleKBaTThl eIl
KaOBUIJAHbIIN, HBICAHHBIH JKYMBIC PEXHUMAEPIH MOIENbCYre >KOHE OHBIH THIMII
KYMBIC PEXUMACPIH aHBIKTAy YIUiH YCHIHBUIAABI. AJ aAeKBaTTHIK wWapThl (4)
OpBIHAJTIMAca, SIFHU MOZETb a/IeKBaTThl 00JIMaca, OHZA aJIeKBaTChI3ABIKTHIH ce0e0l
AHBIKTAJIBIN, OBl JKOWBII, aJCKBATTBHIKTHI KaMTaMachl3 €Ty YILIIH CHMATTajJFaH
KYHeINi TocIiH colikec OJOKTaphIHA 6Ty KaxeT. MoJenbaiH aAeKBaTChI3AbIFbIHBIH
HeTi3ri cebenTepi keecijgep 0OTybl MYMKIH:

MOJIETIbIC arperar )XYMBICBIHA 9cep eTeTiH KelOip napaMeTpiepAiH eckepiaMen
KaJIyBl;

MOJIETIbIiH KYPBUIBIMIBIK HEMece IapaMeTpIliK AyprIc UieHTH (DU KausaIanOaybl,
T.0.

Hotukenepai TankbLiay

KympbicTa xacakraibli, e3 apa OalinaHBICKAaH TEXHOJIOTHSUIBIK arperarTapablH
kemeHiHeH TypaTtbiH XTOK-mi okyienmik Monenpiey YIIiH YCMBIHBUIFAH TOCLI
XKYHeNniKk Tanaay METOAOJIOTHCH Heri3iHae TYpii ¢opMangsl sxkoHe (HopMachi3
ToCiIAepai xyHenl KojinaHyFa Heri3aeireH. bactankel aKnaparThlH alKbIH eMec
KaFaidblHAa, HBICAH MapaMeTpIIePiHiH alKBIHCHI3ABIK IeHreiline OaiIaHbICThI
alKBIH €eMeC MOJIEINb >KOHE JIMHTBUCTUKAIBIK MOAEIL KYPY TOCUIAEpi YChIHBUIFaH.
Y CBIHBUTFaH TACIIIE TYPITi OCIT1I1 )KoHE 93ipIIeHTeH (aKBIH eMeC, THHTBUCTUKAIBIK
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MOJISNBIEPIl KYpy) Tociimmep OipTyTac >Xyie peTiHAe KOJJaHAThIHIBIKTaH,
JKacaKTaJFaH KYHEIK ToCiT CHHEpPru3M 3PQeKTici MeH 3MEpIKEeH K KaCUETKe He
Oomael. Al Oysiap YCHIHBUTFaH KYHWETIK TOCUIIIH apTHIKIIBUIBIFBIH OLTIipe.

TexHONOTHANBIK HBICAHOAPAbIH alKbIH eMecC IapaMeTpiiepi MEeH KepceT-
KIIITEpiH CHIATTTayFa YCHIHBUIFAH THUICTUTIK (YHKIUSHBIH KYPBIBIMBIHBIH
(1) apTHIKWBUIBIFEL, (YHKIUSHBI SKCIEPTTEP KOMETIMEH TYPFBI3BUIFAH OHBIH
rpaduKanblK OaiIaHBICBIHA TE3 XOHE oM OedimMaeyre MYMKIHAIK OepeTiH Qf;’l
JKOHE Ngj ko3 punmenTTepiHiy OOMyBIH/A.

XTX-niH 3 apa OaiiTaHBICKaH arperarTapblHBIH MOJEIbIEP KYHECIH KYPHIIL,
KYHeNniK MOAeNbAeyre YCHIHBUIFAH JKYHWENIK TOCiile HBICAaHHBIH alKbIH eMec
IIBIFBIC TIapaMeTpiiepi MaKCHUMHH[I KoOEHWTymi epHeri KeMeriMeH Olap/blH
THICTINK QYHKIMATAPBI apKbUibl (3) (opMyna KeMEriMeH aHbIKTANajbl, AJl
OJ1 alKBIHCBI3 IIBIFBIC NapaMeTPIepiHiH caHmbIK MoHIepi V;,j=Lm, 6yr (3)
(hopmyra OOWbIHIIA aHBIKTAIFAaH THICTUTIK (QyHKIUSCHIHBIH MAKCUMAJIIBI MOHACPIH
KaMTaMachl3 €TETIH apryMEHTi peTiHJe aHbIKTalaabl. Keneci popMmyna kemeriMeH
anpikTayra Oonaapl. ConbiMen XTXK-miH o3 apa GalmaHBICKaH arperarTapbIHBIH
THIMII MOJENBAEPIH KYPHII, Oip Momenapaep JKyHeciHe OipIiKTIpeTiH YCHIHBUIFaH
ToCiN OGacTankpl aKHapaThlH TaNLIbIBIBIFEl MEH alKbIHCBI3BIFBI JKaFJaiaapblHAa
TYPJIi KOJI KEeTIMA1 MOJIIMETTEp MEH aKmaparTap Heri3iHJe aroperarTapiblH TYpIi
MOJICKJIbICPIH KYpPyFa MYMKIHJIIK OepeTiH *kyHen Tocisl OoJbin Tadbbutaasl. MyHa
KOJI ’KeTiM/Ii OacTankpl aKMapaTrThIH THITIHE )KOHE HHTTPIICHICH KPUTEPHA MOHEHE
0aliIBaHBICTHI arprarTepablH JETEPMUHIIIK, CTOXaCTHKAJIbIK, alKbIH €MEC HEMece
JIMHTBUCTUKAJIBIK MOZAETbIEPIH Kypbulbll, onap X12K-me KypeTiH mporecc meH
arperaTrTap apachlHIarbl aFbIHAAPBI €CKepPE OTHIPHII, Oip XKyiire OipiTipinesi.

KopbIThiHABI

Bacrankpl aknmapar TanmbUIBIFEL JKOHE alKBIHCHI3IBIFBI XKaFAalblHAa KYpaesi
XTX arperarrapbiabiy Oip *Kyiere OipiKTIpiITeH MOAETBAEPIH KYpyFa apHaJIFaH
YKYHEITiK TOCUT YCHIHBUIBII, 3ePTTENTeH. ¥ CBIHBUTFAH KYHEIIK TOCUT )KYHETIK TaIaay
METOOJIOTUSACHIHA, MOACTIBEP KYPYABIH IOCTYPIIbl TICUIAEPI MEH allKbIHCBI3ABIKTA
MOJIETIb KYPYZIbIH 931pJIEHIeH TaCIIepiHe, ONapabl KEIeH A1 KOJIaHyFa HeT13/1eNreH.
3epTTey HOTIDKECIHIE XYMBICTBIH MakcaTblHa KON >KeTKi3iumrenr, srHH XToK
YKYMBICBIH KYHel MozesbJieyre, Olnap/bslH 03 apa 0aliIaHbICKaH arperarTapblHbIH
MOJETBCPl MaKeTiH OacTanKpl aKmapaTThIH KETICTIEYIIUT JKOHE alKBIHCHI3IBIFRI
JKarmalbIHaa KYpyFa MYMKIHIIK OSpETiH KYHel TOCi )KacaKTaFaH.

3epTTey OaphICHIHAA KeJeCi HeTi3ri HoTHKeJep allbIHFaH:

XTXK-HiH Xeke arperarTapblHbIH KYpbUIybl MYMKIH MOZAEJBIEPiHiH TYPiH
KYHeNiK Tanjay JKoHe SKCHEepTTiK Oaranay TocUIAep HeETi3iHAe OoNapiblH THIMII
MOJICTIB/ICPIH TaHJAy KOHE ONapAsl KYpy TOCUINEpiH aHBIKTAall, JKacakTay
MIPOIIETyPKACHI O31pJICHTCH;

XTXK-gig arperarTapblHBIH JKaFmdaibl, JKYMBIC KaWBIHIAFBl OacTaIKbI
aKnapaTThlH AaWKBIHCBHI3IBIFBl JCHTeHiHe OalIaHBICTBI, OJNIAPABIH aWKbIH eMec
YKOHE JIMHTBUCTHKAJIBIK MOJIENIBAEPIH KYPY 9/icTeMeCi YCHIHBUIFAH KYHEIiK ToCil
KypaMbIH/Ia JKacaKTalFaH;
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XTX arpertapblHBIH HaKTBl Oip MOAETiH KypyFa KaKeTTi axmapaTThlH
TalIBUTBIFEl KaFJAibIHAA, KON JKeTIMII TYpJi akKmapar HeTi3iHIe OoJapIblH
KypasibIMJIanfaH, THOPUITI MOJEIiH KYpY YCHIHBUIFaH;

Typmi Konm »KeTiMIi akmapar HeTi3iHAe KYPBUIATBIH JKEKe arperarTapably
MoJieNbepin 0ip Mopenbaep naketine X T2K arperarrapbiHbiH 03 apa OaiitaHbIcTaphl
MEH oJIap/ia 6TETIH TEXHOIOTUSIIBIK IPOIIecC Ti30EKTEPiH eCKepe OTBIPHIT OiPIKTipy
NPUHOWII YCBIHBUIFAH. By mpuHOIMI OOHBIHIIA TEXHOJOTHSIIBIK MPOLECCTIH
KYpyiHe OaillaHbICTHI Oip arperar MOJENiHIH IIBIFBICEI 0acka arprerarTapiblF
Kipici peTiHae KOJIaHbLIa bl

Conbimen, XTX-niH o3 apa OaillaHBICKAH arperarTapblHbIH  MOJEIbACPiH
OacTankpl aKnmaparT TaNIIbUIBIFEI MEH ANKBIHCBI3IBIFBI JKargalblHOA KYpy YIUiH
93ipJICHI€H XKYHEIIIK TOC1 IOCTY P ’KOHE YChIHBIIFaH Al KbIH €MEC, TUHTBUCTUKAIIBIK
MOZETbACP KYpy TacinmepiH Oip jxyHere OipiTipyre HerimenreH. O3ipieHIeH
KYHETIK TOCUIIIH epeKIIeNirt MeH apThIKIIBUIBIFBL, O] CHHEPTU3M 3 (deKTici MeH
AMEpKEH/IIK KacHeTl HeTi3iHe aTtanFaH xarmaiiaa X TXK-mi xyienik Mmoaensaeyre
MYMKIHIIK OepeTiH THIMII MOZIebIep )KYHECiH KypyFa MYMKIHJIIK OepeTiHAiriHAe.
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Abstract. This article deals with research conducted in the field of remote sensing
of the Earth and the use of space images. The purpose of this study is to use the
algorithm of neural networks when determining soil conditions. Several methods of
processing spatial images were used during the research: logistic regression, support
vector method (SVM), belonging to linear classifiers, polynomial and radial basis
network RBF, method of naive Bayes and K-nearest neighbors (KNN). According
to each of these methods, soil erosion is classified by soil type, based on which a
model is created and the results of the classification of these tests are analyzed.
Looking at the results, it was established that each method has its own peculiarities.
One of the methods may be best suited for wet soils, and the other is best suited for
waterlogged soils. And for some soil types, all methods showed low results. But
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in terms of accuracy, the KNN method was the best among the six tested methods
with an accuracy of 90 %, and the second method was 2.5 % more accurate than
the polynomial SVM. The possibilities of applying the results of the processing
of space images obtained by remote sensing of the earth in agricultural practice
are considered. The results can be used in the field of agriculture, when analyzing
the necessary data. In particular, the article is aimed at comparing traditional data
collection methods with modern methods using remote sensing results in deep
learning to help producers make optimized and sustainable agricultural decisions.

Keywords: algorithm, machine learning, space images, model, image
processing, neural networks, vector and linear data
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CypeTTepli KOJaHy calachlHAa >KYPri3uieTiH 3eprreynap KapacThIPbUIFaH.
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Ocsl 3epTTeyliH MaKcaThl OOJBIM, TOIBIPAK JKaFNaWbIH aHBIKTayJa HEHPOHIBIK
KENJIepAiH alTOpPUTMIH KOJNgaHy OOMNBIT Ta0bUIambl. 3epTTey OapbIChIHIA
FaPBIIITBIK CYPETTEP i OHJICY OOIBIHIIIA OipHETIIe 9]TiC KOJAaHbIIIFAH: JIOTUCTUKABIK
perpeccusi, ChI3BIKTBIK KIAacCH(PUKATOpIApFa JKATaTblH TIPEK BEKTOpJIAp 9Jici
(SVM), monmHOMUSITBIK XKoHE pafuanabl-Herisri GyHknmsuap sxemici RBF, Naive
Bayes xxone K-exxakpra kepii (KNN) amici. Ockl omicTepiiH 9pKaiichIChl OOMBIHIIIA
JKEpIIiH TO3Ybl, IFHU TOMBIPAKTHIH TYpJIEPiHE Kapai jKiKTel, oJlapFa COMKeC MOJIETh
JKacaJbll, TECT JACPEKTEPiH KIKTEy HOTHXKenepi Tannanrad. Hotmxkernepre kapar,
op 9IiCTiH O3iHAIK epeKIIeNiKTepi 0ap eKeHi aHBIKTANABl. bip ofic BITFamIIbI
TOTIBIPAKTAP YIIIH )KaKChI HOTIKE Oepce, eKIHIIIICI CYIbI TOBIPAKTap YIIiH KaKChI
HOTIDKE KOpCeTTi. Al KeHOip TOTBIpaK TypIiepi YIIiH OapIbIK ofic, TOMEH HOTHXKE
kepcetTi. bipak momaix TypreicbiHad KNN ofici chlHaNFaH aliThl 9ICTIH iIiHACTI
€H JKaKCBICHI OOJBIN MIBIKTHL, 90 % MoImiKIeH MOMHHOMHSUIBIK SVM opiciHe
KaparaHga 2,5 % momipek Oonnbl. JKepi KallbIKTaH 30HATAY apKbUIbI albIHFaH
FApBIIITBHIK CYpPETTEpIli OHACY HOTIDKENEPiH aybUINIapyallbUIbIK TaXipuOeciHme
KONZIAaHy MYMKIHZIKTepi KapacThIpbuiFaH. HoTwxkenepai aybUTIapyanibUIbIK
cayachlH/Ia KOJNJAaHyFa, KAXKETTI JCpeKTepli Taimayiaa KojmaHyra Oonmamel by
OCBI cajla MaMaHJapbl VIIIiH 3 XKepIlepiHiH KarmaiblH aHbIKTay/1a, COFaH CoHKec
KKETTi IIapanap/abl KoJIaHyblHa MYMKIHIIK Oeperti.

Arart aiiTKaH/1a, MaKaajaa J9CTYpIli IepeKTep/i )KUHAY 9J1iICTepiH OHIIpyIIiIepre
OHTAMIaHIBIPBUIFAH KOHE TYPAKThI aybUIINAPYaIIbUIBIK IISIIIMACPIH KaObliayra
KOMEKTECY VIIH KAIIBIKTBIKTAH 30HITAy HOTHIKEIEPIH TEPEeH OKBITYZA KOJAaHa
OTBIPBIT, 3aMaHAYH JJICTEPMEH CaNBICTBIPYFa OAFBITTAUTHIHBI AHBIKTAIFAH.

Tyitin ce3mep: anropuT™, MaIIMHAIBIK OKBITY, FAPBIIITHIK CYpeTTEp, MOJEIb,
CypeTTeplii oHeY, HeHPOHIBIK KeTiep

Kap:xpLianapipy: 3epTTey aBTOPIAPIIbIH KEeKe Kap KbICBIHAH JKYPTi3ii.

Mynesiep KAKTBIFBICHI: ABTOpPIIAp 3ePTTEYTe )KIHE OCBI MaKaala KeNTipiireH
HOTHXKETIEpre dcep €Tyl MYMKIH KapXKbUIBIK, JKEKe, aBTOPJIBIK Hemece Oacka
3epTTeyre KaThICThl MYAIENIEP KAKTHIFBICHI )KOK CKCHIH aiTajbl.
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AHHoTanus. B 1anHol cTaThe paccMaTpuBalOTCs UCCIIEN0BaHUS, IPOBOIUMBIE
B 00J1aCTH IMCTaHIMOHHOTO 30HAMPOBAHHS 3EMJITH 1 KCIIOTIB30BAHMS KOCMHYECKUX
CHUMKOB. llenplo NaHHOTO HCClEOBaHUS SBJSETCS HCIONB30BaHUE allrOpUTMa
HEWPOHHBIX CETEW NPU OIPEIECICHUY IOYBEHHBIX YCI0BUM. B xone uccnenosanus
WCTIOJIb30BAJIOCH  HECKOJIBKO ~ METOAOB  OOpaboOTKM  MPOCTPAaHCTBEHHBIX
n300paXeHUI: JIOTUCTHYECKash PErpeccHsi, METOI OMOPHBIX BEeKTOpoB (SVM),
MpUHAAJICKAIUA JTMHEHHBIM Kiaccu(uKaropam, MOJIMHOMHUANBHAS U paraibHas
6aszucHas cetb RBF, meton nauBHoro baiieca n K-0mmwkaitmmx coceneit (KNN).
[o xaxxaOMy M3 3THX METOJOB 3PO3HUs MOYB KiacCUQUIHMPYETCs MO TUIIAM TI0YB,
M0 HUM CO3/1a€TCS MOJIENIb M aHATM3UPYIOTCS Pe3ybTaThl KIacCH(UKAIMH TaHHBIX
ucnbITanui. [Ts19 Ha pe3ynsTaThl, ObUIO YCTaHOBIICHO, YTO KaXKIbIH METOA UMEET
cBOM 0co0eHHOCTH. OIMH U3 METOJI0B MOXKET JIyUIIIe BCETO MOJXOAUTH TS BIAXKHBIX
MOYB, a APYTOM JTy4IIe MOAXOAUT IS 3a00JI0YEHHBIX TOYB. A 11 HEKOTOPBIX TUIIOB
[I0YB BCE€ METOABI IOKa3aau Huskue pesynsrarsl. Ho mo tounoctu meton KNN
oKaszaJics Jy4IIUM CPEAM LIECTH MPOTECTUPOBAHHBIX METOIOB C TOUHOCTHIO 90 %,
a BTOpOI MeTo[1 oKazaincs Ha 2,5 % Tounee noauHoMuansHoro SVM. PaccmoTrpenst
BO3MOXKHOCTH NPUMEHEHUSI Pe3ynbTaToB 00paboTKN KOCMUYECKUX M300pakeHHId,
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MOJTYYEHHBIX AUCTAHIMOHHBIM 30HIUPOBAHHEM 3€MIIH, B CEJICKOXO3IHCTBEHHON
MpakTUKe. Pe3ynpraTsl MOTyT OBITH HCIIOIB30BaHbI B 001aCTH CEIBCKOTO XO3AHCTBA,
npyd aHamu3e HEOOXOAMMBIX JaHHBIX. B 9acTHOCTH, cTaTbs HampaBiieHa Ha
CpaBHEHHE TPAJWLHMOHHBIX METOJOB cOOpa JaHHBIX C COBPEMEHHBIMH METOAAMHU
C HCIIONB30BaHUEM PE3YJIBTaTOB IUCTAHIIMOHHOTO 30HAMPOBAHUS B IIYOOKOM
00y4eHNH, 4TOOBI MOMOYb MPOU3BOIAUTENSAM MPUHUMATh ONTHMHU3UPOBAHHBIE U
YCTOMYMBBIE CEIbCKOXO3SIMCTBEHHBIC PEIICHHS.

Ki1roueBble ci10Ba: anroput™, MalmIMHHOE OOy4YeHHE, KOCMHYECKUE CHUMKH,
MofieTib, 00paboTKa M300pakeHUH, HEHPOHHBIE CETH, BEKTOPHBIC M JIMHEWHBIC
JaHHBIC

duHAHCHPOBaHHE: HCCIIEI0BAaHHUE TPOBOIMIIOCH U3 COOCTBEHHBIX (PMHAHCOBBIX
CPEZCTB aBTOPOB.

KoH(}aMKT HHTEpecoB: aBTOPHI 3a5BIIAIOT, YTO Y HUX HET KOH(IIMKTa HHTEPECOB
B OTHOIIEHUH JAHHOTO HCCIIEeN0BaHMs, Oy/1b-T0 PUHAHCOBOTO, IUYHOTO, aBTOPCKOTO
WIA HWHOTO, KOTOPbIM MOT Obl HMOBIMATH Ha MCCIENOBaHHE M €ro Pe3yNbTarThl,
MPEACTABICHHBIE B 3TOH CTaThe.

Kipicnoe

XKep ycri 0OBEKTIIEpIH MOHUTOPHHTIIEY MaKCaThIHIA JKEP/i KalIbIKTHIKTaH
30HIATAY ACPEKTEPIH KOJIJaHy, ayblUl MapyallbUIbIFbl KepPJIEPiHiH, JaHAMAPTTHIH
T.0 KepiepaiH kail-Kyii Typajbl akmapaT ajxyfa bIKIaJ €Tei, ajl Fe0aKnapaTThIK
XKyHenep aknaparThiH OapiIbIK )KUBIHTHIFBIH OaKbLTaHATHIH ayMaKTBIH 3JIEKTPOHIBIK
(mdpmbIK) KapTackl, coHAaW-aKk oOpTYpai arpoiaHmmadt oOBEKTiLIEepiHIH
OaifKanaThlH KACHETTEPiHIH JKal-KY#l Typasibl aKmaparThl €HTi3y, CakTay, eHICY
XKOHE LIbIFapy OarmapiaMaiblK Kypajapbl MEH oficTeMenepl TYpiHIAEe YChIHyFa
MYMKIHZIK Oepei.

KapacTeIpbutblll  OTBIpFAaH  TaKBIPBINTHIH ~ ©3€KTNIri  Oip  JKarblHAH
KOHTEKCTyanu3auusuiay Oojica, eKIHII JKarblHAH FapbIIITHIK CypeTTepMEH
YKYMEIC jKacayFa apHaJFaH OanaMa OarjgapiaMa MEH alTOpUTMACPAIH THIMIUTITIH
3epTTey OombIn TaObLTabl. JKyMbICTa KAIIBIKTBIKTaH 30HATAY, aybUIIIapyallbUIbIK
ToXIpuOECiHIH  Kazipri  KaFgaliblH  Kajmall  jKakcapTyFa  OOJATHIHIIBIFBI
KapacThIpbUIaAbl. ATal aWTKaHIa, TOMBIPakK, >Kep MEH OCIMIIK TypJepiH Tanaai
OTHIPHIN, OastHIaMana 6enrii 0ip MayChIM/Ia OTBIPFBI3Y HAKbUIIAPBIHBIH MaHBI3bI
KAaCHEeTTEpiH aHbIKTay YLIIH KAIIBIKTBIKTAH 30HATAydbl Kajlail KoigaHyra
OONATBIHABIFBI TAJTKbUTAHAIbI.

Barnapnamara MomiMeTTEp JKUBIHTBIFBIH JKYKTEY, COHBIMEH Karap Tajaaay
HETi3iH/Ie TTUKCENbJep YCHIHATHIH XXEP CYypeTTEepiHiH BIKTUMAN TYPJICPIH KIKTEY
YKOHE JKIKTEY aJITOPUTMIHIH YKANITbl HOTHXKEIEPiHeH 0acKa, alrOpUTM MAIliMETTEp
KUBIHTBIFBIH JIOJI JKOHE THIMAI JKIKTEH allaThlH OpTYPIl MAIIWHAIBIK OKBITY
MOJIENBIEPiH OaFanay OChl 3epPTTEY/IiH MaKCcaThl OOJIBIT TaObLIaIbI.

Kazakcran PecnyOnmkaceineiH YKep KOOEKCiHAE KapacTBIPbUIFaH MiHAETTEP
(KP xep womexci N 442, e3r. 2023) karapeiHa anblHFaH cypertepacH KP
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TOTIBIPAKTAPBIHEIH JepekTep 0a3achiH Kypy koHe Landsat skep cepiriHiH cyperTepi
JepeKTepiH/ie KaHaai MOIeTbAep €H THIM/II aHBIKTAY, KIKTey, KiIacCu(UKAIUsIIAY
MOJIENIBJIEPiH KoHE Oaranay MoceleIepiHiHIH THIM/IUTITIH apTThIPY JKaTalbl.

Byt FapeIn KeI3METTepiHIH TEXHUKAIBIK MYMKIHIIKTEPiH FaHa eMeC, COHBIMEH
KaTap KalIbIKTBIKTAH 30HATAY JACPEKTEepi MEH peTTeylli akmapar HerisiHae
OOBEKTiHI OOBEKTHBTI TypJe Oaramayra KaOilNeTTi jXacaHIbl WHTEIEKTTIH
3aMaHay¥ 91iCTEPiH KOJIJIaHa OTBIPHIIL, IEPEKTEPAl THICTI TYPAE OHIeY MYMKIHIITIH
KapacThIpy KaXeTTUIiriH yceiHaasl (Potapov et al., 2022: 17; Ma et al., 2021: 11).
3eprreynaepae ockl OOBEKTIHI OaKbplIay MIiHIETTEpiHE KATBICTHI 3KOHOMHUKAIBIK
HETI3/ICNITCH YCHIHBICTAP/IBI TYXKBIPHIM/IAY KQXKETTUTITIH aTam oTy Kaer.

XKikrey omicTepiHeH Oacka, OY3bIIFaH TOIBIPAKTH AHBIKTAyFa JKOHE OHBIH
KEHICTIKTETi Maifija OOMYbIH KapTara TYCipyre MYMKIHIIK OepeTiH TOIBIpaK IeH
CHEKTPIIK MIAaFBUTBLICTHIH apachiHIa Tikened Oaitnanbic Oap. Ocpuiaidiia, >kepiH
TO3yBbl OHBIH KaJBIMITacy JeHreiyiepi OOMBIHINA, MbICANBl, KabaTTap, arbIHaap
HEMeCe KbIpanap CHSAKTBI, JKEPCEPIKTIK ACPEKTEPIi KAIIBIKTBIKTAH 30HITAY
apKbUTbl OCiHEICYMiH KUBIHIBIFBI ONApAbIH CICKTPIIK albIPMAIIBUIBIKTAPBIHIA
*Karblp. TONBIPaKTBHIH 3pO3Us JEHTeHiHIH CIeKTpiik Oenrici OONBIN  OHBIH
MUHEpabl KYpaMbl, TOTIBIPAK KYPBUTBIMBI, BUTFAJ )KOHE OPraHUKAJIBIK 3aTTap acep
ereni (Spadoni et al., 2020: 100419). TonblpakThIH CHEKTPIIK IIAFBUIBICYBIHAH
0acka, ©CIMJIK >KaMBUIFBICHI KaJBIITACKAaH ayMaKTap, €TiCTiK alKamTapbl, Cy
0OBEKTiIEpi )KOHE TaFbI 1a 0acKalapbl CUSKTHI OSTKEWIIiK OeNTiNepIiH CIeKTPIiK
OOJIHTIIITIri, SPO3UsAFa YIIbIpaFaH TONBIPAKTHI CIIEKTPANbBIi TYpAE axbIparyFa
BIKNAN eTefli. OUTKeHI oCiMIIIKTEp MEH aJKalThl )Kepliep TOMbIpaKKa KaparaHna
Kyplem coekTpiik kacuerrepre ue. JKaxeiH wHOpakpibul (NIR) aliMakrarst
CUNaTTaMaJIap/IbIH CHEKTPIIK pPeaklusChl OCIMIIKTEp/i Tipi emec OenrinepiaeH
axspIpaTyasl xeHingereni. Keneci aBrop eHoerinme Landsat TM jkonakrapblHBIH,
acipece 4-xonarbiHbIH (NIR) MIaFBUIBICTBIPY MOHACP] MEH 3PO3HSI KbUTTAMIBIFBI
apacblHza e3apa OainaHbIcThl ambin kepcetinreH (Shoko et al., 2016: 12). Ocbr
TYKBIPBIMIAP/B  KOJNJIAi OTBIPHIT,FABIMIAP CHYTHHUKTIK JCPEKTEepai KOJJaHa
OTBIPBIT, DPO3WSFa YIIbIpaFaH, TYPAaKThl KOHE TYHJBIPBUIFAH alMaKTapibl
TaOBICTHI aHBIKTAIBI. CITy THUKTIK CypeTTep HeTi3iHe allbIHFaH 6CIMIIK HHACKCTEPI
(BereTanusuTbIK WHAEKC - BU) skep O€TiHIH MAFBUIBICYBI Typajbl aKlapar amyablH
HET13T1 KAIIBIKTHIK 9/1iCTePiHiH Oipi 00BN TabbIIanbl. HAEKC TOMBIpaK 3pO3USICHIH
KapTara TYCipy YIIiH OeNriiep/ii alyslH KaparmaibiM )KoHe XKbUIIaM dfici peTiHae
KONZIaHbIIabl. ATan aiTkanna, BU-Tep TOMBIpak 3pO3MSICHIH 3EPTTEYAC JKAKCHI
>KarbIHaH TaHBUIIEL

KyMbicTa KaIIBIKTBIKTAH 30HATAYABIH KAKETTIMINH Kepceryae, Oamama
KYyHe MEH TepeH OKBITY Kypaygapbl MEH JKep, TOMBIPAK YITUICPiH KIKTEy YIIiH
YCBIHBUIFAH 9MIiCTEP/Ii KOMAaHYMEH OalIaHbICThI OONFAH/IBIKTAH, KAIIBIKTHIKTAH
30HTAy/bI XKYHeNey KOHEe HAKThI Kanail KOJMAHbUIATHIHBIH TYCIHY, Malaibl opi
ipremni GimiM Typi Oomnbin TabbUTaABl. 3epTTEY AEPEKKOPHI CIYTHHUKTIH KOMETriMeH
enieyre 0OIaTelH arpOHOMUSIIBIK (GAKTOPIAPABIH KEH CHEKTPIiH KAMTHIIbI, OHBIH
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IITHIE KAChUT XKaMBUIFbI, OCIMIIIK TEMIEPATyPachl dKoHE TOTIBIPAK, BUTF A ABLTBIFBI
xarajpl. COHBIMEH KaTap YIIKBIIICHI3 YIIy anmapaTTapblHAH ajblHFaH CypeTTep
apKbUIBl KKETTI JCPEKKOpIapbl JKWHAKTAY HOTHXKECIHJE aybUIIIapyallbLTbIK
KepIepiHiH KaJlaCTPIIbIK MIeKapaTapblH aHBIKTAY YIIiH TePeH OKBITYAbl KOJIIaHyFa
oomager (Crommelinck et al, 2019). OcwkiHmaii MomiMeTTep KHUBIHTBHIFBIH
Tanaay YIIH SMIIMPUKANBIK OMICTEPAiH YJKEH XUBIHTBIFBIH KOJJaHa OTHIPHII,
JKYMBICTa MYHJIall IepeKTepAl Tanjaay, )Keplli naiiiajJany MeH HaKThl eTiHIIUTIKTI
Ooypkayna KeHiHeH KOJIaHyFa KaJlail oKeleTiHl KepceTired. 3epTrrey HoTmxeIepi
KepAl KAIIBIKTBIKTAH 30HATAY KYHeNepiHIH CeHIMIIrT MeH KOJNAAHBLTYHI
aybUIIIAPYaIIbUTHIK KOFaMIACTHIFBIHBIH OOJallaFbIHA aiTapIIbIKTal ocep eTeTiHIH
kepcereni. JKympic aypur mapyambsuisiFbiHAa Deep Learning madjanany jkoHe
KAIIBIKTBIKTAH 30HJATAy CalachlHNA IKYPri3UITeH 3epTTEYIepAiH JKaJIFachl
OonbIn TaOBLIambl. ATam aWTKaH[a, OCHI KYMBICTA JOCTYPINi JEPEKTEpIi >KUHAY
oiCcTepiH OHAIPYIIiIepre OHTAMIAHABIPHUTFAH XOHE TYPAKThI aybUIIIapyallbLTbIK
memiMepiH KaOblIiayFa KOMEKTeCy YIIIiH KalllbIKTBIKTaH 30HATAY TEPEH OKBITYIbI
KOJIJITaHa OTBIPHIT, 3aMaHayH SJICTEPMEH CalbICThIpyFa OarbITTaibl. COHBIMEH
KaTap OpMaH]IbI AJIKAITAp KAMITBI aKIaparTap ary, oJapAbl Oenriti O6ip opranapra
Oepy MaKcaTbIH 12 )KoHE OH/1a O0JIaThIH OPT KaFAaiIapblH aHBIKTAY YIIiH FAPBIITHIK
CypeTTeplli CerMEHTTEyAe TepeH OKbITYy, ssFHM U-Net apXHUTeKTypachlH KOJIaHYy
MYMKiHZiKTepi xorapel (Wyniawskyj et al., 2019: 5; Khryashchev et al., 2020:
5). byt sxxyMmpbIc, Keplli KAIIBIKTRIKTaH 30HATAY asChIH/a, MAIIWHAIBIK OKBITY MEH
CIYTHUKTIK OeHHeNep i KOMIaHy cajachlH/Ia XKYPTi3ijreH 3epTTeyaepaiH KalFachl
Oonbin Tabbaapl. HakTeipak aliTcak, eHIIpYIIUIEpre OHTANIAHABIPBUFAH JKOHE
TYpaKTHl IIenrMaep KaObUlgayFa KOMEKTeCy VIIIH KaIIbIKTBIKTaH 30HATay /
TEPEeH OKBITYIBI KOJNJaHa OTBIPHIM, ACPEKTEpIi KUHAYNBIH 3aMaHayHW oliCTEpiH
Konganyra OarprrtanFad. Kazipri yakpirra KasFapein Canaper nemece Egistik
CUSKTBHI KOTITETeH YIITTHIK KOMIAHMIIAD MEH JKeke yilbiMaap Oap, omap OHTAMIbI
JAKBUTLAAPABIH OHIMJIUTITIH Tajaay YIIH KallbIKTHIKTaH 30H/Tay CITyTHUKTEPiHEeH
aJNBIHFaH MAIIIMETTEp MEH CypeTTepre cyhieHeni. bys yHbIMIapasH MaKcaTTaphl,
OCBI XKYMBICTBIH MaKcaTbIHa YKcac. SIFHU, TONMBIPAKTHI XKIKTEY aJTOPUTMIH KOJIaHYy
CypeTTeNreH >KepliH Kai ydJackeslepi ericTik Hemece aybul MapyaniblIbIFbIHA
XKapaM/Ibl eKeHIH aHbIKTayFa keMekreceni. KyHapiiel sxep OapraH caiiblH maiinass
Tayapra aifHaJlaThIH YHEMi ecil KeJle JKaThlp JKOHE aybll MIapyamlbUTbIFbIHBIH
TUIMJIUTITIH apTTRIpYABIH MyHAal omictepi KasakcTaH aymMarbIHBIH XallKbl YIIIiH
€TiHHIH TYPaKTHl 6Cyi, Kepai THIM/I Naiiianany aschlHAa KaMTaMachl3 €Ty YIIiH
KaXKeT.

XKep macenenepiy Tanmay yInis, AepeKTep/i ajlIbIH-a1a OHICeY/IiH Keneci ogicTepi
KU1 KOJNJAHBUIAIBI: CYpPEeTTEpIiH eNeM/iepiH Oip emmemre kentipy (256x256,
224x224, 128x128, 96x96), YCHIHBUIFAH KIACCKa JKATMANUTBHIH (OHABI aJbII
tacray, NDVI nHaekciniH MoHI Oenrini Oip meKTi MOHHEH TOMEH IHKCEIbIep/i
aJBIN TacTay, KOCHIMIIIA apHAIAp PETiHJE OKHITY MBICATIAPBIHA KOCBLTY apKBILIBI,
OCIMJIIKTEp MEH BUIFAJIBUIBIKTHIH KOCBIMIIIA HHJIEKCTEPIH ecemnTey, Oip KbUIIaFbl
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MOHJIEpre ColKec OCHI IMMMKCENbASP/Ii opTaIia Oip edmeMal BEKTOPFa KeNTipisesi.
XKep ycTi 0OBeKTiIEpiH CTYTHUKTIK CYpETTEPHIEH JKIKTEY TalChIpMaIapblH STy
YIIiH OipHETIe )KBUIIBIK MOIIIMETTEP KUBIHTHIFBI ATBIHAIBI )KOHE TYPIIL dKYHEIepaiH
(Modis T.6.) nepekrepi Ae anbIHybl MyMKiH. 2KoFapbl KeHiCTIKTIK aXKbIpaThIMIBLIBIK
MaHBbI3BI 0ap AepeKTepAi OipHellle KbUIBIK, OHBIH iTiHIe OipHeIlIe KYHIIK TYCipy
KULUTITIHIH TepeKTepiH Koinanyra 6omaasl (Zou et al., 2020: 108985).

Cout CHSKTHI KeNeci IepeKTe apTypili alHbIMAIbIIAD KUBIHTHIFBIHIA KOPIHETIH
JKOJAKTAP/IBI, TEKCTYPAIBIK aKMapaTThl )KOHE CHEKTPIIK %KoHE MOP()OMETPUSITBIK
WHACKCTEP/li MaljjanaHa OTBIPHIN, CETMEHTTEYTe KapacThIpbUFad. MallnHaIbIK
OKBITY  apkpUIbl  (Oec  alropuTMMEH) aHBIKTayAbl Kypyla KepiHEeTiH
optodotorpadusiiap MeH (QOTOrPaMMETPHUSIIBIK THIFBI3 HYKTE OYITTapbIHBIH
TUiMLTITiH aBbIKTaFad. Kesneticok opman (RF) eH xxakcoi (99,8 %), an itminapa eH
KiIlli KBaApaTTap eH Hamap >kajmbl Toaikke (~ 60 %) ue 6onnel. > 95 % mommikke
TINTi CBIHBIN JIEHTeHiHAe Je KOJ JKeTKi3yre OONaThIHBIH aHBIKTaFaH. PeKypcHuBTi
oenrinepi xxoro (RFE) aifHbIManbmap s TaHAAYABIH THIMTI KYPaJTbl OOJIFaH, OHBIH
aNTHl alfHBIMANIBI HOTIDKECI OapibIK KO KeTiMmIi 31 aifHBIMallbIHBI KOJNJaHyMEH
Oipzeit 6onran. MophoMeTpusUIBIK KepceTKimTep eHaipyurinin 82 % nonairine
KOoHE MaijanaHymbeHbH 85 % monnirine we Gomnbin (coiikecinme PA xone UA)
JKOHE CIIEKTPIIIK KOHE TeKCTYPaIIbIK WHACKCTEPMEH YIUIeCKeH e, OYIT J)KaKcapTyFa
YJIKeH yiec KOcKaH.Mop(hOMEeTpHSIIBIK KOPCETKIIITep opHaiibiM KON JKeTiMi
Ooa Oepmeiini, Oipak KeI3bUI-KachUI-KOK jxkonakrapra (RGB) tekcrypanbik sxoHe
CHEKTPIIK MHIEKCTepAl Kockanna, PA 12 % - ra, am UA 6 % - fa xakcapraHblH
OaiikaraH. JKepzi KaIIBIKTBIKTaH 30H/ATAy HETi3iHAE MOJENbICY 3MITHPHKAIBIK
XKoHE (PU3UKAIBIK TOCIIIEP OHBI XKEePAiH TO3yhl acNEKTICiH/Ie KeHIHEH KOJIaHFaH
(Schlosser et al., 2020:2397). JlepekTepai KYKTeTeHHEH KEHiHT1 Keleci Kamaam-
onapipl aijblH-ala eHJEY JXoHe ayrMeHTamnusiay. TarncelpMa YIIiH aijblH-alia
OHJICY/IIH KeJecl o/iCTepiH KOJJaHy Typalbl IIENNM KaOBUIMAHMABI: AepeKTepii
0-men 1-re neiiH KanbIllKa KENTIPYy JKOHE NEPEKTepHAi HOJJIIK opTara KelTipy.
Byn omicrep nmepexrepniH YIKEH TapallyblH JKOIOFa JKOHE JepekTepai Oip Typre
KeJTipyre MyMKiHJiK Oepeni. by Typienipynep MaTeMaTHKAIBIK MOJCIBI1 OKBITY
MpolieciH OacTaranra JeiiH koHe OYKIJ YT YIIiH Ki1acc 00KaMbIH allFaHFa JIetiH
KOJIIaHbUIa b1

XKikrey anropuTMmIepiHiH TapaMeTpiik HeMece IMapaMeTpiiK eMec Typliepi
0ap, ekeyi Jie cypeTTepal eHaeyne kiaccuukanusiay OKy MOTIMETTEPiH €HTi3yIl
KQKET eTe/li )KOHE TOIBIPaK APO3USACHIH aHBIKTAY/Ia OeNTIEep/Ii COMKECTeH I pY )KoHE
KapTara Tycipylae KongaHputanel. COHBIMEH Karap JKIKTeymiH OipHeme Tacinaepi
0ap, MbIcambl, OaKbUTAHATHIH, 0AKBUIAHOAWTHIH HeMece THOpUATI (OaKpLIaHATHIH
XKoHEe OaKbUIaHOAUTHIH JKIKTEYIEpIiH J>KUBIHTHIFBI) OJICTEpl KapacTHIPBLIFaH
(Bhatnagar et al., 2020: 2505). byn xiktey omicTepi 9JeTTe MaTeMaTHKAIbIK
aNTropUTMIEpMEH Oipre KONIaHbLIA bI, OJap MBbIHATAPAEI KAMTH/IBI: HHTEPAKTHUBTI
©31H-631 YHBIMIACTRIpaThIH Jepekrepi tanmay omici (ISO DATA), makcumamnibt
BIKTUMAIABUTBIKTEL kikTey (MLC), Tipek BekTopisik Mamunamap (SVM) xoHe
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aHBIK €MeC IKMbIHIApAbl >KikTey Jorukachl. CTaTUCTHUKAIBIK BIKTUMAJABIK
GyHKUMsIIApblHA — HETI3AENTeH  OKIKTeyilTep, oAeTTe, Kikreyre (0ObekT
KIKTEyilTepi) KOMEKTECY YIIiH Oip MUKCENbAIH CIEKTPIIIK eMeKIIeNiTiH (MTHKCelb
KIKTEyIIITepi) JKOHE WHUKCENBbIIH aiHalachIHAAaFbl KEHICTIKTIK KOHTEKCTTI
nainanaHaznel. JocTypni KalUBIKTBIKTaH 30HATAY FaJbIMIApbIHBIH FaHa eMec,
COHBIMEH KaTap [JOCTYpJli CyNEpPKOMIIBIOTEpIEpAl HeMece ayKbIMIbl OYJITTHI
ecenTey pecypcTapblH MaiijaiaHy YLIIH KaKeTTI TEXHUKANbIK MYMKIHIIKTEpi
KOK ONJeKaiija KEeH ayJUTOPHSHBIH MYMKIHIIKTEpiH KEHEHTyre apHalFaH
WHTerpanusianran miardopma perinae 6ipereii (Gorelick et al., 2017: 10).

SVM kiKkTeyimTepi KaIbIKTBIKTaH 30HATAy MYJIBTHCIIEKTPII NepeKTepiHe
SVM xiKTeyimTepi TOMbIPaK )KaMBUIFBICHIHBIH OacKa TYpJIepiMeH CaJIbICTRIPFaH 1A
TOTBIPAK SPO3MSCHIH AHBIKTAyFa apHajJFaH MNEpPCHEKTUBTIK MapaMeTpilik emec
KIKTey oficiH ychiHaAbl. SVM —HBIH 06acThl KYLIi OOMIBIN, OYJI MOAEH 9P KIacThIH
MYIIEIePIiHEH OHTAMIIbI JKa3bIKTHIKKA JCHUIHTT KAIIBIKTBIKTHl MaKCHMAJJIbl €TCTIH
THITEPKA3BIKTHIKTAP/Il OPHAJIACTBIPY apKbUIbI KiacTapiabl Oeny kabineringe. bip
KJIAcCTHI XikTey ymiH, SVM-1i maiiganany Ke3iHAe alblHFaH NapaMeTpiep MeH
TOIIIK JeHreiepl Typaisl akmapar ete as. AnrambiHaa, SVM opMaH epTTepiH
anbIKTay xoHe SPOT 5 xepcepikTik cypeTTepinae KanajiblK ailMaKTapAbl aHBIKTay
YIIiH KonpaHbuiFad. KambikTan OeliHeneydl KoigaHa OTBHIPHIN, KocHapiaHOaraH
KaJaJbIK eJJli MEKeHJET1 )KeKe FUMaparTapAblH aBTOMATThl CHIIATTAMAChIH KOHE
KypAeni nanamadTTap MeH eIl MeKEHIEP/IiH THIFbI3IBIFbIHA OaliIaHBICTHI 30HTAY
apkeuTel  U-net HeTi3iHAeTi KajanblK aybUIIapAbl KapTara TYCipy MapaJIurMachl
YCBIHBUIFaH. 3epITey MakcarTapbl pETiHAEC KEHICTIKTIK a)KbIpaThIMIBUIBIFBI
0,5 M ’xoHe ceri3 maHopaMalblK >Xojarbl Oap worldview CHYTHHKTIK cyperti
naiiganansuirad. SVM-mi Landsat — TM kemeriMeH 0acka ajaropuTMIepMEH
casbICTBIPBIN, Hairi 86 % sxerkeH (Pan et al., 2020: 1574).

COHFBI JKBUIIAPEl KOHBONIOIUSIIBIK HEHpOHIBIK kel (CNN) keckinmi eHaey
YIIIiH MaIIMHAJIBIK OKBITYa 0achIM mapaaurMara aitHamel. Keneci seprreyme U-Net
Moau(UKaMsIIaHFaH apXUTEKTYPAachlH CIYTHHUKTIK KECKIHAEPICH KOHTEKCTIK
aKmaparTel aly YLIH Konganrad. 3eprrey DenseNet apXUTEKTypachblH €HTi3y
apKBUIBI, KaliTaJllaHATBIH OeNTijiep KapTalapblH NaiJalaHyabl >KOHE JKelli apKbLIbI
aKnaparThlH TapanybH Kymenreni. CyOaucKkpeTu3aus MeH KYIIEHTINreH ipikTey
apachIH/a Y3aK KalIbIKTRIKTEI OTKI31IT )Ki0epyTe OailaHbICThI OalIaHbICTap KY3ETe
achIpblUIFaH. YCBHIHBUIFAaH apXWUTEKTypa COHKECIHIIE CaHABIK CaJbICTBIPYIbIH
KUBUIBICYMEH OipikTipinyi 73,02 % sxone >kanmbl ganairi 96,02 % kepcerkeH (Soni
et al., 2019: 13).

Kenreren 3eprreynep NDVI eniMzaepi TONbIpakThIH TYCiHE, BUIFAJIBUIBIFBIHA,
arMocdepallblK JKaraaiiapra jkoHe T.0. OaiaHbICTBI TYPAaKCHI3 OONyBl MYMKiH
eKeHIH pacTaiimpl. TompIpak dpO3MSCHIHBIH KEHICTIKTIK Tapally KapTaJaphlH Kacay
ke3inme Landsat (NDVI, SAVI xone SARVI) xemerimen ameiaran ym BUC
KOJIIAHBIIABI OHE OJIap aJIbIHFaH TONBIPAK 3PO3HMACHIHBIH VI KapTamapbIHBIH
JIQIIITiH OaFraiajibl )oHE TOIBIPAK APO3UACHIHBIH OCTiIepiH Cy )KUHAY JCHIeHiHIe
aHBIKTAy YIIiH eH jkakchl MoHI VI ekeHin anbikTansl ( Pan et al., 2019), an Ren
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H., Zhou G xone T.0. aBTOpIap 63 eHOeKTepiHAe Kh3bUT jkoHe NIR kxomakraps
«TOTBIPAK, CBHI3BIFBI» TYKBIPBIMIAMACHIH KOJNJAHY apKbUIBI TOIMBIPAK PO3UACHIH
aHbIKTayFa 0oNaTHIHBIH albin kepceeTTi (Ren et al., 2018:7).

CyperTepaiH camacsl MEH KacHEeTTepiHe Fapblll KeMeci OpOMTAChIHBIH MilliHi
MeH OWIKTIri acep erei, sFHH, opOuTa meHOepi, kep Oeri TycipimimiHiy Oipmeit
omikriri. Tycipy OapbIChIHIa Ja KO3FANBIT KETy HOTIDKECIHAE CyperTepae
KatenikTep naiina oonanel. Conmail cypertepain Oipi 2-mi cypeTTe KepCeTiireH,
SIFHU TYCIPLTiM Ke3iHJIeT1 iCTeH MIBIKKaH MUKCEeNbIeP/i OHAeY HoTIkeci. (Soloviev
etal., 2016: 7).

CoHbIMeH, FBUIBIMU 3€pTTEYNIEp/i KapacTHIPBIN TOIBIPAK KaFdaiblH Oaranay
VIIIH FapBIITHIK CYpeTTepli eHJAeyle KOJNIaHBUIAThIH OipHeme oficTepi
KapacTBIPBIN ONAp/bIH INIHAETI THIMIICIH TaHIAy ©3€KTi MocelenepiaiH Oipi
0OJIONIATHIHGI AKBIHIATIIEL.

oficTep MeH MaTepHaJaap

Fapeimteik cypertepni eHzey VIIH 3epTTey OapbIChIHAA Keleci oJicTep
KOJIZIAHBII/IBL: Taay, CATBICTRIPY, IEPEKTEP/Ii BU3yanu3alsiiay, OariapiaManay.

Kazipri Tagma rapbeIlITHIK CypeTTepli eHjaey OaphIChIHIa Keieci Ke3eHIep
KapacThIPbUIAIbL:

- KO00aNbIK KYXKaTTaMaHbl €CKEPE OTBIPHIN, FAPBINTHIK TYCIPy IEpeKTepiH
KOJIZIaHY asChIH/Ia, O0BEKTIHIH TEXHUKANBIK CHTIATTAMATAPBIH aJaMbI3;

- HOPMATUBTIK JepeKTep OOMBIHINA KAKETTI MaTepHaIapIbIH CaHBIH JKOHE
KYMBICTBIH €HOCK CHIHBIMIBLIBIFBIH €CETITEY

- FAPBIIITHIK TYCIpY *oHE JePEKTEeP/Ii IIbIFApy NCPEKTEPiH Maiianana OThIPHII,
MaTepHalIapblH KXKEeTTi KOJIEMiHiH )KoHEe €HOSK CHIMBIMIBUIBIFBIHBIH COMKECTITIH
Tajnay;

- aKnaparThIK-TAlAay J>KyHeci Heri3iHAe OpBIHAAYIIBLIAPABIH TEXHUKABIK
JICHrelii MEH TEXHOJIOTHSUTBIK TAHBIHIBIFBIH €CKEPE OTBIPHII, TANICBIPIC OepyIIIiiep
YILiH OPBIHAAY ITBUTAPIBI OHTAMIIB TaHIAy OOMBIHINA YCHIHBICTAP KATBINTACTHIPY;

- aBTOMATTHI capanTama >KYHeciH maijanaHa OTBIPBHIN JKOHE capamntaMa
KYHECIH ecenTey XarTamaaapblH YChIHA OTBIPBIN, MaTepHAIAAP/IbI JKETKI3YIIIiIep
JOHE JKYMBICTapJbl OPBIHAAYNIBUIAPABl TAHAAY Typalbl MICHIM KaObuiay.
Marepuangap/ibl KETKI3yIIIEPMEH JKOHE JKYMBICTAPIBl OPBIHIAYIIBIIAPMEH
nrapTrap ’kacacy;

- JKK3 nepekrepiH jxoHE €CenTiK KyKaTTaMaHbl Tai /JaTaHy )KoHE JKYMBICTapIbIH
OpBIHJATY OapBICBIHBIH Y3/1iKCi3 MOHUTOPHHTIH XKYPTi3Yy;

- Data Mining / Data Science omicTepi MeH AepeKTepii i3ley HeTi3iHae
MOHHUTOPHWHT HOTIKEJEPIH YHEMI OaKbLay;

- 00aHbl OPBIHAAYJBl ASKTAy XKOHE capanTaMa JXKYHECiHIH HOTHXKEeNepiMeH
pacTaiFaH Ky)KaTTaMa XHBIHTBIFBIH KABIITACTHIPY;

- €CeNTeyIiH KapamailbIMIBUIBIFbIHA OANIAHBICTBI €H KOM KOJJAaHBIIATHIHBI-
KaJIbIIIKa KenTipinren Beretanmsuiblk uHAEKC (Normalized Difference Vegetation
Index, NDVI).
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XKepni maitnanany/ sl OHTaHIaHIBIPY CAIACKIHIAFbI FHUTBIMU KOHE MTPAKTHKAIBIK
MIiHAETTEPAi INEeNly YVINiH FapbILTBHIK TYCIPUIIM MaTrepHajlapblH TaHy MEH
nemudpreyaiy camajblK JKOHEe CaHABIK CUIaTTaMalapblH apTTHIPy MIHIETiH
MIENTYIiH ©3€KTUTIr aKmapar amyIablH JKaHa 9ICTepiH 13eyaiH, COHIai-aK Ka3ipri
Oap omicTep i THIMILUTITIH apTTHIPYALIH 63¢KTUTITH alfKbIH AN T

FapeimTeik OeitHe TycipimiMaepiH Tanmay yuIiH 7-1mi jkoHe 8-1mi OybIHIAFbI
Landsat ciyTHuKTepiHeH MaTepuanaap anbiHanpl. OnapiblH KEHICTIKTIK pyKcaThl
KeKe OpMaH ayJaHJapblH, aybUILIApYaIlbUIBIK >KepJepiH, enal MeKeHIEepAiH
ayJaHIapblH 3EPTTEYre KOHE OPTYPJ CAHATTAaFbl MKEPJICPIIH T'COKCHICTIKTIK
KYpaMBIH ecKepyre MyMKiHmIK Oepemi. OCBl  CIIyTHUKTEPICH AaJIbIHFaH
MOJIIMETTEPIIH CIEKTPIIK aXBIPATBIMIBUIBIFEI KOPIHETIH, JKaKbIH JKOHE KBICKA
TONKBIHABIK WH(GPAKp3bUT JAHANA30HIAPAAFl TeO(hU3NKAIBIK KaOBIKTapIbIH
KacHeTTepi Typaibl aknapar oepeni.

KenicTikTik OOBEKTUIEp MEH JXEpAiH >KaH-KYHiHIH HEFYpIIBIM aKmaparThIK
KEHICTIKTIK JKOHE YyaKbITIIA CHUIaTTaMajapblH aly VIIiH, 9JeMJIK TaKipuoe
OOWBIHIIIA ONETTETie ayMaKTBIH CICKTPIiK IapaMeTpiiepiHe FaHa eMec,
COHBIMEH Karap reou3nKaIblK OObeKTiHI (aifHaaHbl) KOpIIAN TYpFaH ayMaKThIH
WHBApPUAHTTHl KOHE JTUHAMHKAIBIK KACHETTEPIH CHIIATTAWTHIH MOJIIMETTepIi
KyHeni Tangayra cyiieHy kepek. barmapmama Amazon Web Services-apKbUibl
Landsat 8 cnyTHUTiHEH cypeTTep *)oHe Oacka na daiimapisl xkykreit amaapl. 11
JKOJIAKThl Kail alfMaKIeH >KYMBIC JKacarbIHbI3 KeJIeTiHiHe OalIaHbICTBI CYpaHBIC
OoMBIHTIIA XYKTeyTe O0onanbl. TaHmanFaH KOPiHICIICH XXYMBIC XKacay YIIH KaXeT
OapneIk (aiinmap xykreneni. Paitngap KeprilikTi AUCKire cakTajfaHHaH KeHiH
KepiHicTep >kacanazabl. JKomakrapael Oenrinmi Oip ecentey HemMece KOMIIO3UTTEY
(GipHermie OemikTeH HEMece dIeMEHTTepl OipiKTipy YIIiH KaHAal XKoJakTap KakeT
eKeHiHe OaiiaHbICTHI Jepbec HeMece aBTOMATTHI TYpAE JKYKTeyre 0omabl.

WRS (Worldwide Reference System) — 6y Landsat ciyTHHKTEpiHEH aJlbIHFaH
TIEpPEeKTepi MHICKCTEYMiH »ahaHmbIK kyHeci. Ic JKy3iHAE CypeT ajbIHFaH JKep
OetiHiH yuyackeciH kepceteni. O yIIiH eki mapamerp KoimaHeuiaapl: Path sxone
Row. Path mapamerpi OarbicTaH mIBIFBICKA Kapail "alimMakTel" Oenrineiini; Row
napameTpi CONTYCTIK — OHTYCTIK OarpITTa "aiiMak" HeMipiH aHBIKTaiAbL. "c1" —

1-ronrramans! Ouaipeni,” L8 " — Landsat 8-mi 6inaipeni,” 139 " — aiimak xoJibl,"
045 " - aiimak »OJBIH OLIAIpEi, a1 COHFBI KaTaJIOT KeJleci aTay Typajbl KeliciMIi
KOJIJTAHATHIH OHIM HIeHTH(HUKATOPBIHA ColiKec Kenemi (cypet-1): LXSS

LLLLI PPRRR YYYYMMDD yyymmdd CC TX, 6y xxepae:
L = Landsat

X = Cencop

SS = CnyTHuK
PPP = WRC xomst
RS = WRC xon

AAKCKOK MM KK = Tycipinren kyHi
yyyymmdd = eHjiey KyHi
CC = xomnekuus HeMipi
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TX = konjeKus caHaThl
LCO8 L1TP 156024 20210117 20210117 01 RT --bands NDVI

= T TR

PN o .
’ _'_J' aF ol

Cyp.1. WRS (Worldwide Reference System) sxyiieci MeH daiigapabl KyKTey 6apbIChl
(Fig.1. WRS (Worldwide Reference System) System and file download progress)

Hepekrep 0a3achl OciHEICHICH KOPIHICTIH KillIKeHE aiMaFbIHAH aJIbIHFaH KOl
CHEKTpJII THKCENTh MOHJIEpIHEH Typalabl. MyHIAil MUKCeNnaep OChl CITyTHUKTIK
KeCKiHHIH 1Ierine 3x3 TeHiperiHeH anbiHaabl. COHBIMEH KaTap, IepeKKOPIAFhl 9p
nukcenb 0-1eH 255-ke Jeiinri MoHre colikec kenezi. COHbIMEH KaTap, MUKCENbIiH
op xoubl yiniH 3 3x3 xikrey Oenrici Oap. ComaH KeiiH 9 THUKCENbIIH 9p
aifHayachl YUIIH TOPT CHEKTPIIIK AMANa30H 0ap, ojap MAIIMETTEp KUBIHTHIFBIH/IA
37 Garanabl Kypaiabl (36 mukcens xoHe 1 kikTey Oenrici). Atan eTkeHjae, 36
MUKCENbJIE TOYENIJI alHbIMAJIbLIAp OOMabl, Al KIKTEy OeJrici SKCIEPUMEHTTIH
TAyeIci3 alHBIMAIIBICHI OOJIBIT Ta0bUTAbl. MOceNIeHIH CHITaTTaMachiH KalTa Kypy
YIIiH Ka3ipri makcar 36 THKCeNbIi ecKepe OTBIPHIN, KiKTey HOMIpiH Ooibkay
Oounbint TaObianel. EH anapiMeH, Oy MOIiMeTTep KHUBIHTBIFBI OKBITY JKOHE TECT
JKUBIHTBIKTapbIHA OeiHgi: 4435 naHagaH TyparbiH OKbITYy jxoHe 2000 maHamaH
TYpaThIH TECT MATIMETI. JlepeKTep >KUBIHTBIFBIH/IA aJIThI TYPJIi TOIBIPAK KJIaCTaphI
0ap, oyapIbIH Oeriiepi TOMEH/IE KOPCETUITeH:

1. KpI3b111 TOTIBIpAK

2. Makra makpuigapel

3. Cyp TOmBIpaK

4. blnrangsr Cyp TombIpak

5. OpbuIFaH ericTik

6. OTe puTFaNIBI CYP TONBIPAK

Byt sxyMBIC YIIIH Heri3ri MiHIET-KECKiHHIH KillIKeHe ayJaHbl YIIiH MHAKCENb
MOHjIepl OOMBIHIIIA TONBIPAK TYPIH COTTI aHBIKTAY, COHIBIKTAH Tajjiay MPOIECiH
ABTOMATTAH/IBIPY YIIiH KIKT€y MOJICIIH kKacay KaxeT. JKikrey — OyJ1 MallTuHaIIbIK
OKBITYIBIH KEH KOJJIAHBICHI YKOHE KIKTEY MOJCINIbJICPiHiH OipHeie Typiepi Oap.
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Xobanma TepT omic KONIAHBUIIBL: JOTHCTUKAJIBIK PErPeccHs, TipeK BEKTOPIBIK
mamuHanap (SVM), Naive Bayes sxone eH sxakpiH K-kxepmi (K-NN). Kasipri
YaKbpITTa OPTYPI CTpaTeTHsUIAp/ABIH HOTHDKEIEpIH Taljay JXoHEe KaWChICHl €H
KOJIAWJIbl HOTHXKE OEpeTiHIH aHBIKTay OTe MaHBI3IBL. OpOip JKIKTey MOJEINiH
TanaraHHaH KeHiH OJIap/bIH eKeyi allJibIH-alla aHBIKTaJIFaH KpUTEPHUIIep Heri3iHae
TaHJaNabl )KOHE MOIIIMETTEp JKUBIHTHIFBIHIAFEI 13716y HOTIKEIepiHe KOCHIMIIA
Tangay xacanaipl. EcenTiH ocbl OeliMiHIE MOHEIbIEPre HETI3IENTeH HETi3Ti
TEHCHIIUSIAP BU3YaJ/Ibl 3JIEMEHTTEP MEH MOTIMETTEp apKbLIbI OaraiaHaIbl.
CoHbIMeH KaTap, MYHIAH oficTep AEpPEeKTep apachIHAarbl 3aHIBUTBIKTApIBIH
TaOUFaThl Typajibl KeIl TYCiHIK OepMmeiimi, Oipak THIMIIIrT OFaphl JKOHE IO
MaimerTep Oepeni nen kytyre 6oxansl. Ocbutaiinna, KNN ofici HaKThI KapanaiibiM
KJIACCU(UKATOp KYPY MaKCaTbIHIa >Kapalpl, ereHMeH Oy/aH 0acka KOCHIMINA
akmapar Oepe anmmaiinbel. Ocbl ceOenTeH, COHFBI KOPCETUITeH HOTHXKelep OYphIH
alTBUTFaH SJIICTEPiH HOTIXKeNepiHe cyheHeni aer Kyryre 6omaael. KNN momeni
eIIKaH 1A}l TUTIepIIapaMeTplIepi KaxeT eTneini. byl oficTiH aaropuT™i anabpIHFbI
YII MoJenbJeH Oipmiama epekimieneHeni. EH kakchl OHIMIUTK MapaMeTplepiH
KaMTaMachl3 eTeTiH Kk MOHIH TaHIay MaHBI3NbI OOJFaHIBIKTAH, alABIMEH €H
JKOFaphI JQIIIK KepceTkimi 06ap k MoHI TaObUTFaHHAH KeWiH MOJENh Kacalaibl
JKOHE JKATTHIFy NIEPEKTEePIMEH CaNBICTHIPBUIBIN KENICTIpiei, colaH KeiiH TecT
nepekrepiMer 6omkamaap xkacananasl. KNN MozerniHae )KyMbIC YaKbIThl OOMBIHIIIA
KHUBIHABIKTAp Oap, eliTkeHi k MoHIH TaOyIblH WTEpaTHBTI 9/ici Oacka MOJIENbIi
OipHenre per Kypydsl Tamam eTtefi. byn OarmaprmamManblH JKajlbl OPBIHIATYBIHA
YJIKEH YaKbIT KOCYbl MyMKiH. OCBl Mocenenepai keHinaery ymid 6i3 k MoHiHiH
WUTEpaTHBTI (QYHKIUSACBIH TeK Oip peT icke Koca ajambl3 HeMece JepeKTepIi
MacmradTayra 00apl, OChUTANINA KeNiCTipy MEH OOJKayFa a3 yaKbIT KeTe/Ii.
SVM (Polynomial) maracteipy MaTpuiachl, Oy xkarnaiiia MOIENIbIiH CypeTTe
KOPCETIITeH JIOTUCTHKANBIK perpeccHs oiCiHe KaparaHna Oipmiama JoIJIiKke
ne (mamameH 3 %). exeHiH kepcereni. COHBIMEH Kartap, coid SVM TonTapbiHbIH
QIIIBIHFBI  OIICIMEH CalIBICTBIPFaH/A, CHI3BIKTHIK MOJENb-KOMMYIIENIK  9IIiC
oNeKaiaa KaKChl JONJIIKKe We eKeHi aHbIKTanael. COHBIMEH KaTap, opi Kapait
KapacTeIpy ke3iHge SVM MojelniHiH KalFbl3 KaTemiri KaiTanaH BUTFaAbl CYp
TOTIBIPAKTHI XKIKTeyMeH OaiTaHbICTHI 6016l MyHIaH JKaFaainapaa MOAETh HAKThI
BUTFANIZIBl CYP TONBIPAKTHIH JKAPTHICBIHA JKYBIFBI TYPHIC OOManbl Jem OOMKasbl,
al eKIHII JKapTBICKl ©Te BUIFAIABI CYp TOIBIPAK CAHATHIHA YKATKBI3BUIIHL.
Jloructukanelk Mozensre Kaparanna Oipmama Jom OolyMeH Karap, KYMBIC
YaKBITHI di/ieKaiaa xeiaaMm (4,95 c-ka kaparannga 350 mc). Ochlnaiima, ochl eki
KOPCETKIIITI e KapacTelpranna SVM KenMymieci aHarypiibIM OHTAMIIbI 00JIaIbl.
Pagnanner 6aszuctik ¢ynkumsasly (RBF) maracteipy marpunanapein SVM
MTOTMHOMUSUTBIK IICTEpIMEH CaNBICTBIPFAaH Ke3fe onap Oipmel OOoiaThIHIBIFBIH
ecKepy KaxkeT. Jlepekrep >KWBIHTHIFIHA KipeTiH MOHIEp 0acKa >XUBIHTBIKTAP
CUSIKTBI KYpAeTi OOJFaHABIKTaH, OCHl €Ki o/liC apachIHIAFhl YKCACTHIKTHI KYTYyTe
Oomasel. bacte! altbipMambLIBIKTapABIH Oipi 60k, RBF omiciHiH )kKyMBIC YaKbITHI

184



ISSN 1991-346X 2. 2023

OoiipiHma mamameH 12,6 % xpurmam. Ocbuiaiiina, OHTaMIbI HIEMIMIl TaHIaraHa,
RBF opici xakcel Oomap enmi, eiTkeHi kermMymemik SVM ecenTey yakbITHIH
Y3apThUTYBl KIacCU(HKATOP YLIiH 3UsH Oosbin TaObuianel. SVM anropuTMiHiH
HET13Ti mapaMeTpiiepi kejeci kecrene kepcetinreH (1-kecte).

1 — kecte. bepinren onicTepaid rumneprnapameTpiepi

oici Karenik | Inverse of Regularization | Degree Max Iterations
Strength (c) (Kaiita (uTepanysIapabIH
perTey KyIi) MaKCHMaJIJIbI CaHBbl)
JlorucTukansIk perpeccust 16 1.0 - 2950
SVM (Linear) 24 1.0 64 500
SVM (Polynomial) 13 1.0 2 1000
SVM (RBF) 13 1.0 2 1000

Naive Bayes MonemiHiH maracTeIpy MaTpHUIlachl OOHBIHINA )KYMBIC YaKbITH MEH
IoNiri kecrene kepceTinreH. SVM-HIH 0acka oicTepiMEH CalbICThIpFaH KaTThI
alBIPMaIIbLIBIK JKOK. COHABIKTaH OYII 9ICTI A€ KOaaHyFa O0Iabl.

Keneci cyperrepme (cyper — 2) ImaracTelpy MaTpHIIAIaphl KYPBUIBIT, opOip
MOJETBIIH ©31HIH JKIKTeIyiHE COKEC MOIIMETTep anblHAbl. KemnTereH xikrey
Oenriiepl YIIiH JJOTHCTHKAIBIK PETPECCHUS 9JIiCi CATBICTRIPMAIIBI TYPAC Oasy yaKbIT
Ke3eHIHEeTI HaKThl OENTIMEH CalBICTBIPFaHa OCpUITeH CBHIHAK JKUBIHTHIFBIH JOJT
Oorpkaif anaer (2 a — cyper).

Kenmeci mraracTelpy MaTpumachkl OCHl MOICIBIIH O3iHIH KIKTETyiHIE
JIOTUCTHKAJIBIK PETPECCHS 9/IiCiHE KaparaH/ia JaTipeKk eMec (mamMaMeH 8 %) eKeHiH
kepcetemi (2 b — cyper ). Anmaiina, opi Kapai KapacThIpFaH Ke3lIe ChI3BIKTHIK SVM
CYp TOMIBIPAKTHI 9] XKIKTEN KaHa KOoWMail, COHBIMEH Karap KbI3bUI TOIBIPAK MeH
eciMaiKTepi Oap TOMBIpaK JKaFdaiIaphbIH 1a KiKTemi. KeI3pUT TONBIpaK skaFaaiiapsl
yuria mramamed 10 % - v ecimairi 6ap Tomsipak petinae aon Oomkanbaran. Coman
KeWiH, O©CIMIIKTepIiH HAKTHI >KaFdailapel YIIiH MOIENh OJIAPABIH JKapTHICHIHA
JKYBIFbI ©T€ BUIFAJIIBI CYP TOIMBIPAK OOMa bl JeT HaKThl OoikaraH koK. COHBIMEH,
Mozenb 76 % IONIIKTIH calbICTRIpMAaNbl TYpAE *Kakchl OaraceiHa we Ooica na,
TONBIPAKTHIH Oenrim Oip Typiepi VIIiH Xeke AcHredae mocenermep Oap. byn
QJIBIHFBI JIOTUCTUKANBIK PErpeccusi MaTpPUIACBIHAH aWbIPMAIIBUTBIFRL, TEK CYP
TOTIBIPAK JKaFJaiibIHAAa KHBIHABIKTAp OOIFaH CHAKTHI.

K-xakpa keprrisiep (KINN) ofmiciHIH TeCTUIEY XKoHE OKBITY HOTIKenepi K-Hix
OPTYPIIi MOHAEPI YIIIH sKacalibl, COHABIKTAH 0J1 k=4 MoHi €H 1o/ IS aHBIKTAJI/IBI,
OWTKEHI OKBITY MEH TecCTiiey Oanmgaphl apachIHOAFbl AWCIIEPCHS MHHUMAJIbI
OOJIBI )KOHE COFAaH COMKeC IIaTracy MaTpHUIachl KypbUIIbL. JISimiK TYPFBICHIHAH
KNN opmici ceiHaiFaH anThl OAICTIH IMIH/ETI €H KaKChICHl OONbIT MBIKTEL. 90 %
TOIIIKIIEH OJ eKiHII ofic monMHOMUSIIBIK SVM re KaparaHma 2,5 % momipex
6ommpl. Kenecine, exi maracTelpy MaTpHIIAchH caibIcThIpraH ke3me, KNN cotTTi
0OJIaTHIH JKEeTUIAIPYIiH HET13T1 0aFBITHI - OHBIH CYP TOTIBIPAKTHI IO KIKTEY KaO1IeTi.
JKorappina alTeIIFaHIaN, TOMHOMUSUTBIK SVM TeK BIIFAIIBLI CYP TOMBIPAKTHL 52
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% monmikneH Ooipkanbl, OyJ1 Oacka jkeke Oenrijiepre KaparaHna oijeKaiina as.
Mynzaa KNN 70 % bumFanasl cyp TONBIPAK YINiH JIIIK KOPCETKIIIiH MIBIFapIbI,
onl opramra aon Oojca ma, Oec omicke KaparaHIa oJjeKaina jxakchl. JKorapbl
nonpirine kapamactan, KNN omici ajIbIHFBI 9iCTep apachiHIa €H 0asy >KyMbIC
yakpIThIHa ue. MUUIHCEKYHATAp 1LIiHAE KYMBIC YakbITEl 0ap SVM oanictepimen
canpicTeipranna KNN omici ongekaiina 6asy 6omasl. COHBIMEH, CalIBICTBIPMAITBI
TYypZAe KIIripiM MOTIMETTep XUBIHTBHIFBI YIIiH MOJETh ©3iH XKaKChl KOPCETei.
Erep Oyn HoTmkenep keH NaHAIIAPTTHI KAMTUTBIH CypeTTep YVIIiH dljeKaiina
YJIKeH MAJIiMETTEp KUBIHTBIFbIHA dKCTpanosusuianran 6omca, KNN y3ak sKyMbic
YaKBITHIH 3USTH]IBI (DAKTOPFa alfHAIBIPYBI MYMKIiH.

9 0 T

Cyp.2. ©OHpiey omiCTepiHIH IaTacTHIPy MaTpPHIAIapH! (a — JIOTHCTHKAIBIK perpeccus, b - SVM
(Linear), ¢ - SVM (Polynomial), d - SVM (RBF), e - Naive Baye, f - KNN xaksIa kepmrisep)
(Fig.2. Confusion matrices of processing methods (a-logistic regression, b-SVM (Linear), ¢ - SVM
(Polynomial), d - SVM (RBF), e - Naive Baye, f — KNN near neighbors))

O3ipieHreH JKiKTey MOAENAepl YVIIIH HOTHXeJIep MeH KepCeTKIiITepi
MYKUST TajJJaFaHHaH KeWiH €H OHTAIIbI ekeyi TaHaanaael. EHAl opTypii kikTey
oficTepiHIH THIMIIIITIH 3epTTeyre TaHAalubln ajibiHFaH Landsat mamimerTep
KUBIHTHIFBIH OaranaHanpl. TaHOanFaH eKi 9[iCTi KOJNAaHa OTBIPHII, TONBIPAKTHIH
OoimkaMIpl KiacCU()UKAMACHIHBIH TUCTOTpaMMachl Kypbuiaabl.byn aumarpamma
HOTHXKEJIEPAIH AQJIITiH JKOHE TOMBIPAKTBIH KaHIal Typiepi Momenbiep YIIiH
KaTeJKTep TyAbIPFaHbIH JKaKChl KOpyre MYMKIHAIK Oeperti.

Tyracraii anraHzna, Kem CIEKTPIl AepeKTepi TangayFa acaHAbl HHTEJIEKTTi
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EHTI3y ©Te MaHbBI3Ibl, OUTKeHI TOMBIPAK KECKiHAEPiH XKIKTeyre >KeTKITIKTI
OKBITBUIFaH JIEPEKTEPCi3 Ta3a MATEMATHKAIBIK AITOPUTM/I JKacay 6Te¢ KUBIH OOITybI
MYMKiH; TYCIPUITeH KeCKiHAep opKallaH opTypii 0o kenesi. Tombipak opaaiitbim
CIYTHUKTIK CypeTTep YIIiH TOJBIKTall allblK JXoHe Meiaip Ooma Oepmeiimi, an
KEMIIITIKTEep SpKallaH ailkelH Kepinedi. COHABIKTaH TOMBIPAKTHIH KYpACIi KoHe
OYJIBIHFBIP KECKiHAEPiH aHBIKTAYy YIIIH OKBITYIBIH YIKEH KOJIEMiH IMaijanaHaThiH
MacaH/Ibl UHTEIJUICKT KIIAaCCH(DUKAIMSICHIHBIH MOJICITIH jKacay KaXKerT.

Hatnaxenep

Bipneit MomimMeTrTep JKUBIHTBIFBIH KOJJAaHA OTBHIPHIN, OPTYPIl IKIKTEY
MOJICNBIEPiHIH HOTMKECIH Keneci KecTemeH (2-kecte) kepyre Oomanmbl. by
KepJleri MaKcar JKWHAKTBUIBIK, JQJJIIK KOHE jKkayar Oepy YaKbIThl TYPFBICBIHAH
YKAKCHI KYMBIC iICTEHTIH OHTAMIIBI 9/IiCTI aHBIKTAY OOJIIIBL.

2 - KecTe. OAICTePIiH OPBIHAATY YaKbITHl MEH ITOJIIIT]

Kepcetkimrep/ Jlorucrukansik | SVM SVM SVM Naive KNN
axicrep perpeccust (Linear) |(Polynomial) | (RBF) |Bayes JKAKBIH
METpHKachl | Kepmri
Oprama opeiHAany |4.96 cex 0.219 cex | 0.393 cex 0.35cex |0.049cex |11.73
YaKBITBI ceK
Hanpiri 84.2 76 % 87.6 % 87.5% |77% 90 %

Honpik TypreicbiHan KNN ojtici ChIHANIFaH anThl 9ICTIH IIIIHICTI €H KaKChIChI
OO0JBI MIBIKTBL. 90% MO IKIIEH 0J1 eKIHIII 9/1iC MOJUHOMUSUIBIK SVM re KaparaHja
2,5 % nanipek 6onasl. Keneci cyperre (cypet -3) KNN aiciHiH TeCTijey HOTHKECI
OepinreH.

L

Cyp.3. KakpIH KepIIiJiep YIIiH TECTIICY KOHE OKBITY HOTHKEIepi
(Fig.3. Test and training results for the nearest neighbors)

[MomuHaOoMUsITBIK SVM TeK BUTFIIIBI CYP TOMBIPAKTHI 52 % NoNIKIIeH 00MKaIbI,
Oy Oacka *xeke Oenrinepre Kaparanaa anjekaiina a3. Myana KNN 70 % siranmbt
CYp TOIIBIPAK YIIiH JSJIK KOPCETKIIIiH MIBIFAp/bl, O opTaiia a1 Oojca aa, Oec
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o/icKe KaparaHna >korapbl HoTwKe. JKorapsl mommirine kapamactaH, KNN omici
QNIIBIHFBI SJIICTEp apachiHIa €H 0asy XYMBIC YaKbIThIHA He. MUDIHCeKyHATap
inriHge XKyMbIC YakbITBl Oap SVM omicrepimen canbicthipranna KNN omici
annekaiina 6asty 6onabl. Erep Oyur HoTrkenep keH JaHa] 1Tl KAMTUTBIH CypeTTep
YIIH d/IeKaiia YIKeH MONIMETTEep KUBIHTBIFBIHA YKCTPAIOISAIUsIIaHFaH 0oJca,
KNN y3aK >xyMbIC YaKbITBIH 3USHIBI (PaKTOpFa alHAIIBIPYBI MYMKIH (3-KecTe).

3 —kecte. MonenpaepiH KbUIIaMIBIK YaKbITBI

Araysl Logistic Linear |Polynomial | Naive RBF |KNN
Regression Bayes

1.Ke3bu1 Tonbipak (Kpacnozém) |0.99 0.89 0.99 0.98 0.99 |0.98

2.MakTa JaKbUIAaphl 0.94 091 0.97 0.93 097 (0.97

(X7omkoBast KyJlbTypa)

3.Cyp tonsipak (Cepas [Toua) |0.90 0.88 0.91 0.73 0.91 |0.91

4. JIpIMKBLT TOTBIPAK (Braxknas 0.36 0.44 0.52 0.08 0.52 |0.70

Cepast [Tousa)

5.0psbutraH erictik ([lousa ¢ 0.80 0.52 0.86 0.73 0.86 [0.89

pacTUTENBHON CTEpHEil)

6.Cynbl Tonbipak (O4eHb 0.82 0.76 0.84 0.72 0.84 10.87

Brnaxnas Cepas [Tousa)

Onictep nomuHoMUsUTBIK SVM, RBF SVM xone KNN 6omnapl. CoHbIMEH KaTap,
KNN moneni kenm >karmaiiga nonm Oomasl. Atan aiitkanga, KNN butrrangsr cyp
TOMBIPAKTHI 0acka Oejrijepre KaparaHJia *OFaphl MalbI30CH KIKTEyre KaOuIeTTi
Oonnel. Ochbliaiima, nanaik TypreickiHaH K-NN Mojeni ©3iHiH JKalImbl jKOFapbl
JIQJIIITIMEH FaHa eMeC, COHBIMEH KaTap CYpP TOMBIPAKTHIH TYPJIEPiH IYPHIC aHBIKTAY
KaOileTiMeH Jie OHTaWiIbl OONbIl TaObUIaAbl. By TakpIphill Keneci apbl Kapai
TOJIBIFBIPAK TYCiHAIpineni, Oipak aiita kereTin xkait, KNN 0Oacka mojaenbiepre
Kaparanna 3% poiipex Oonca Jla, CYyp TONBIPAKTHI JKIKTEYIIH enoyip jKaKcapysl
KNN-HiH >xoFapbl IONIIriH pacTaiinel. Erep MomenbaepmiH HOTHKENEpl HAKThI
opTajia KapacThIpbUICa, OHAAa OHTAWIBI MOJCIBJI TaHJAFaHJA >KYMBIC YaKbITHIH
eckepy MaHp3Ibl Ooiambl. KNN Ke3-KenreH MOJeNibIe KaparaHna JIdJipeK
OonFaHbIMEH, OHBIH €H 0asty ®yMbIC yakbIThl— 11,73 cexynn. JXKikrey anropurmaepi
HOYTOYKTa JKYMBIC iCTETeHIMEH, YaKbIT Moceleci KaKchl KOMIBIOTEpIIepIe i e
KHUBIHIBIKTAp TYABIPYBl MyMKiH. OchIIaiiia, skaimbl oHTainel Mogens RBF SVM
ofici eH THiMI 0Oybl MYMKiH. MBICAJIbl, HAKTHI 9JIEM MOJICIIBJCPIH/IC KONTETeH
KECKIHJICP/IiH TYTACTBIFBIH OY3aThIH oJI/ICKal/1a YIKCH MAIIMETTED KUBIHTHIKTAPHI
Oonazbl; COHABIKTAaH JKammbl KikTey Makcatbiaa RBF SVM rtombipak Typrepine
JIOJT XKIKTEY YIIiH Maiaanel 00Mysl MYMKiH. Anaiiia, naiiaanaHyiibl aiMaKThIH €H
JIOJT TallJlayblH ajFbICHl KeneTiH sxarnaiaa, KNN kakchl )KyMBIC iCTEHIi, OUTKEHI
OyJ1 JKaFaiiia )KYMBIC YaKbIThI MIiHACTTI TYPJI€ MaHBI3/IbI POJI aTKaApMai Ib.

XKorapeina kentipinren rtanmaymaH 60i3 SVM (RBF sapocer) sxone K-NN
ANTOPUTM/IEPI €H THIM/II €KSHI aHBIKTAJIJIBI.
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Cyp.4. Tonsipaktel SVM sxoHe KNN Mozenbaepi apKbUIbl aHBIKTaYIbIH KaTe jKOHE AYPhIC
TYKBIPBIMAPHI
(Fig.4. incorrect and correct conclusions for determining the soil using SVM and KNN models)

I'paduxre (cyper-4) oChbl KIKTEY aIrOPUTMACPIHIH KOMETiIMEH aJIbIHFaH
HOTIOKENIepal Oaiikayra Oosaapl. Tangay OapbIChIHIA KONTEIeH MOICIbICD
CYp TONBIPAKTHIH YII CAHATHIH aHBIKTAy[a KUBIHIBIK TYAbIPATHIHBI OalKaJIbl.
Kapamnaiibim "cyp Tombipak” caHaThl YIIiH €Ki MOJIENb A€ OOJKaMIapbIHbIH IJIIr]
OolibIHIIA YKcac ®KYMBIC xkacanbl. SVM oici "bUTFalbl CYp TOMBIpaK' KIIackl yIIiH
OepeTiH OOKaMIAPBIHBIH KOTIILIITIHIAC KaTeIiK Ke3aecenl, Oipak "eTe bLIFasIbl
cyp Tombipak" kinaccuduranuscbinaa KNN-uen acein tycemi. KNN mMomemi yurid
ne Oomkamaap Kareniri 6omabl. SVM moxenimen canbicteipranna KNN moneni
"BUIFAJIIBI CYP TOMBIPAK" KIIACCU(HUKAIMACHIHAA KATeIIK JeHIell a3nay eKeHIiriH
KepCeTTi. AJIbIHFaH HOTHXKeJep/i rpadukTeH Oaiikayra 6omaabl. KNN 3 % nomipek
0osica 1a, Cyp TOMBIPAKTHI KIKTEYIiH eA2yip skakcapybl, KNN-HiH sxoFapbl /i H
pacTaiinsl. KNN Ke3-KeJareH MoJelbre KaparaHaa JaJlipeK 0oiIFaHbIMEH, OHBIH €H
Te3 KYMBIC YakbITHI 11,73 ceKyHATHI Kypabl.

Taaksbliay

3eprrey Oapeichinma RBF SVM omici xoHe KNN mMomenbiepi mukceib
JCPEKTEPIH KIKTSYIIH €H KaKChl 9JicTepl eKEHIri aHbIKTanabl. Kanmal omic
KOJIJIaHBLIATBIHBIFBIH Op JKaFgaiira OalIaHBICTBl TaHAadybl Kepek. JKamrmbl
anraana, RBF SVM camackl MeH KbUTIaMABIFBI OOUBIHIIIA €H YKaKChl MOJICTBICD
Oonael. Erep Mozpenbaepai naimangaHylnbl JKepiH YJIKCH aylaHbIH CKaHEPIIeIl,
TOMBIPAK TYPIH aHBIKTANl aXbIpaTyaa KonmaHca, oHga RBF SVM wmogeni yiken
ayMaKTap YIIiH THiMaiI 0ojiaabl. AJl TONOJOTHSUIBIK KEHICTIKTIH MaKeTiH anyaa
KNN 0asy >xbUIaMJIbIFbIHA KapaMaCTaH,0HTaWJIbl SJIC PETIHAC KOJAAHBLIYbBI
MYMKIiH.

Hotmwxke miemimMzaepi HakThipak 00Jy YIIiH, OapiibIK MOJCNIbIACPre KoOipek
OKBITY JIEpEKTEepiH €HTi3y KaXeT. ByJ OKBITY JAepeKTepi TOMBIPAKTBIH YKCac
TYpJIEpiH capajayFa FaHa eMecC, COHBIMEH Karap XYHEHiH JQIJIIriH apTThIpyFa
keMekTecemi. Erep "mpIMKbIT cyp" JkoHe "eTe bUFaABl Cyp" TOIBIpaKTap
MoliMeTTepi OipiKTipilice, OHAa KIKTEy MOJENbAEpl YIIH Kare OoibkaMmaap a3
Oomap eni. OpuHe Oy OomKamap CHTI3UINeH JepeKTep mapaMerpiepi MeH
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MakcaTTapblHa Tikelnel OallaHbICTBI 0O0J/abl, COHIBIKTaH KECKiH JepeKTepi
OoiibIHIIA JKIKTEY/] ’KaKcapTy YIIiH XKeJiHi KaiTa KypbIll OKHITY KakeT. OpbIHaay
YaKbITHl KOMTEeTeH MapTTapra OaillaHBICTBI ©3Tepill OTHIPATHIHBIHA KapaMacTaH,
OYJ1 MOH MOZEITBIIH JKaJIIbl )KYMBICBIHBIH KOPCETKIIII et ecenreyre 6omaasl. RBF
SVM knaccuuKausChIHBIH HOTIDKENEP] TONBIPAK THIITEPiHIH JI9JT )KYbIKTaMaChIH
ayFa KOMETiH THTi3e/li IeTl aiiTyFa Oomasl. Al erep naiganaHynibl allMaKkThl 1971
Tangareickl kence, KNN KonmjgaHraH XeH, OHTKEHI JKYMBIC YaKbITBIH MaHBI3[IbI
caHamaii HaKThI JQIIIKKE )KaKbIHAayFa MYMKIHJIK Oeperti.

KopbIThIHABI

JKyMBICTBIH MakcaThl KOPCETUITeH TOMOJNOTUSIBIK MOIIMETTEPAiH  OCHI
JKUBIHTBIFBIH TaJ/Iay JKoHE OepiireH MAKCENb/li YCHIHBUTFAH TOMBIPAKTHIH BIKTHMAI
TypiMeH xiktey 60nabl. COHBIMEH Karap, OyJ1 ’KYMBICTa AEPEKTEPi KIKTEYIiH I
YKOHE THIM/Ii OOJaThIH OHTAMIIBI 9J1IC TOCUIIEPIH i311ey 3epTTenreH. Karsickan apoip
MOJISNB/IIH, OPBIHAANy camachlH Oaranay YIIH OipKarap aHaJWTHKAIBIK SJiCTEp
»Kacajabl;

1. Iukcenpai xkikreyniH eH oHTaiibl omictepi SVM (Radial Basis Function
Kernel) sxone KNN Monenbaepi 60mbt

2. Karenep HeriziHEeH Cyp TOMBIPAK KIACHIHBIH YKCACTBHIFbIHA OalTaHBICTHI
naiaa OOkl COHIBIKTAH OCHI YIII TONTHIH OOJiHYiH KaliTa KapacThIpy Kepek.

SIFHM OCBHI TaKBIPHINT OOWBIHINA KOWBUIFAH €CeNTep IIbIFAaPhUIBI HITHXECIHIe
MTUKCENIIH €H OHTAMIIBI 9fliCi aHBIKTAIBI JKOHE CYP TOMBIPAK KIACHIH KapacThIPY
OapbICHIAFHI TYBIHJAIFAH KaTEIIKTep o3Tre KOJIAapAbl HeMece OacKa JAeHTrennepi
TaHJayFa MYMKIHIIIK Oepi.
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Abstract. Creativity in education is a set of indicators that allow future specialists
to apply their knowledge in the field of natural sciences, technology, engineering
and mathematics (STEM) in product development. However, STEM claims from
previous studies that the absence of work is associated with the formation of key
competencies of future education professionals in relation to creative training,
education and content. In addition, the educational programs for the training of
future physicists (students) show a small number of disciplines related to the
industrial sphere, and problems in its effective implementation. Developed countries
are updating the technologies of teaching this discipline at all stages of education,
taking into account the significant influence of physics as a discipline in the field
of science and technology, the development of new engineering products. The
results of the preliminary analysis of scientific papers and educational programs
showed that along with developed countries, in the Republic of Kazakhstan, special
attention should be paid to updating the scientific literacy of students in physics
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education, the development of creative indicators. This article defines the features
of project-based STEM learning in the effective implementation of education. The
results of the study allow us to look for solutions to urgent world-class problems,
such as the impact of the 4th Industrial Revolution on education systems.

Keywords: STEM education, STEAM project, future physics specialist,
teaching physics, creativity
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AnHotanmmusa. bimim Oepymeri kpearuBTUTIK Oonamrak —MaMaHAapAbIH
KapaThUTBICTaHY, TEXHOJIOTHS, NHXEeHepHsi )koHe MareMarnka (STEM) canaceiHnarst
OimiMIepiH eHIM jkacayJla KONJaHa ally KepCETKIIITEPiHIH >XUBIHBI OOJBIIT
Tabbianel. Jlereamen, annbiHFBI 3epTrTeynepaeH STEM 6imim Oepyneri Oonamak
MaMaHIap/IbIH KPEaTUBTLIIK JaibIHABIFEI, OLTIM jKoHE Ma3MyH OOWBIHINIA HETi3Ti
KY3BIPETTUTIKTEPiH KaJBIITACTHIPYFa OalIaHBICTBI €HOCKTEPIIiH JKEeTiCTIEYIIiIiri
anra tapranel. COHBIMEH Kartap, Oonamak (us3uka MamMaHIapbiH (CTYIEHTTEPi)
naspiaynbly OuriM Oepy OarmapiamanapblHIA OHIIPICTIK calaMeH OaiIaHBICTHI
TIOH/IEPIiH a3/bIFbl KOHE OHBI THIMJI JKY3€re achlpyldarbl mpobiemanap KepiHic
anazpl. JlaMbiran enjiep (pU3HKaHbIH MOH PETiH/E, FHUTBIM MEH TEXHHKA CaJlachiHa,
WHXXCHEPIiK OarbITTaFbl JKaHa OHIMICPAIH IaMyblHa €IeylNi BIKMAIBIH eCKepiIl,
OimiM OepymiH OapibIK KE3eHIEPiHJE OCHI MOHII OKBITYABIH TEXHOJIOTHSIIAPHIH
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JKaHAPTHIN OThIpanbl. TeulbIME eHOekTepre, OimiM Oepy OarmapiamanapbiHa
JKYPTi3UITeH alJIbIH aa Tauay HOTHKeJepi JaMbIFaH eliepMeH Katap, Kazakcran
PecriyOnukaceiana na ¢usuka OolibiHIIA OimiM Oepyle CTYASHTTTEPIiH FHUIBIMHU
CayaTTBUIBIFBIH JKaHAPTYFa, KPEATHBTUTIK KOPCETKIMITEpiH JaMbITyFa epeKIle
Hazap aymapyabl KaKeT eTeTiHAIriH KepceTTi. byl Makanana OimiM Oepymi THiMIT
xy3ere acbipyna STEM »x00aibIK OKBITYIBIH €pEKIIeNiKTepi alKbIHAAIEL. 3epTTey
OapbIChIHIA 3epTTey HOTIHKENEpi 4-111 OHEPKACINTIK PEBOMIOLUSIHBIH O11iM Oepy
XKYHenepiHe THUTI3eTiH ocepi CHAKTHI QJIEMIIK JIeHreimIeri e3eKTi MacenenepIiy
HISTIMIH i371eyTe MYMKIHJIIK Oeperti.

Tyiiin ce3nep: STEM 6inim G6epy, STEM xo0a, Gomamak ¢pu3uka MaMaHbl,
(hPM3UKaHBI OKBITY, KPEATUBTLITIK
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AnHoTtanus. KpearuBHOCTh B 00pa3oBaHMM — 3TO HA0Op MOKazaTesew,
MO3BOJIAIOUINX OyAyIIMM CIELUAJINCTaM TMPHMEHSITh CBOM 3HAaHWA B 0OJIacTu
€CTECTBEHHBIX HAyK, TEXHOJIOT Ui, nHKeHepunnuMareMatuku (STEM) npupaspabotke
nponykToB. OnHako w3 npeablAymux uccienoBanuii STEM yTBepxkaaer, uto
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OTCYTCTBHE TpPyZa CBSI3aHO C (JOPMUPOBAHUEM KIIIOUEBBIX KOMIIETCHLUH OyIyIux
CIELMAIMCTOB B 00JIaCTH 00pa3oBaHUsl B OTHOIIEHHH TBOPYECKOH MOATOTOBKH,
oOpa3zoBaHusi M coxpepkaHus. Kpome Toro, B 00pa3zoBaTeNbHBIX MHpPOTpamMMax
MOATOTOBKM ~ OyIyIIMX  CIEHUaTUCTOB-(QU3UKOB  (CTYIEHTOB) MpOSBISETCS
MaJIOYHCIICHHOCTh JTUCLUMIUINH, CBSI3aHHBIX C IPOU3BOACTBEHHOH cdepoi, u
npobnemsl B ee 3((eKTUBHON peanu3anyy. Pa3sBUTbIE CTpaHBl aKTyalu3UPYIOT
TEXHOJIOTMU MPENOAaBaHMsI TaHHOH AWMCIMIUIMHBI Ha BCEX dTamax o0pa3oBaHUs,
YUUTBIBasI 3HAYUTEIbHOE BIMSHUE (U3UKH KaK AUCIMIUIMHBL, B 00JaCTH HAYKH U
TEXHUKH, pa3pabOTK1 HOBBIX MPOAYKTOB HHXEHEPHOTO HanpaBieHus. Pe3ynprars
MPEABAPUTENLHOTO aHAIM3a HAyYHBIX TPYIOB, 00pa30BaTEIbHBIX MPOTPaMM
MOKa3aJi, YTO HapALy ¢ pa3BUTHIMH cTpaHamH, B PecryOnuke Kasaxcran, ocoboe
BHUMaHHE HEOOXOANMO YAETSITh OOHOBJICHUIO HAyYHOH I'PaMOTHOCTH CTYACHTOB
B 0o0pa3oBaHMHM 1O (M3MKE, Pa3BUTHIO KPEaTHBHBIX IOKaszarencil. B manHoi
cTaThe OMNpeneseHbl 0cO0eHHOCTH MpoekTHOro ooyuenus STEM B s¢dexruBHOi
peanuzanuy o0pa3oBaHusl. Pe3ynsrarsl nccieoBaHus HO3BOISIOT HCKATh PEILICHHUS
aKTyaJbHBIX IPOOJIEM MUPOBOTO YPOBHS, TAKUX KaK BIUSHHE 4-i1 MPOMBILUICHHON
PEBOIIOLIMH HA CUCTEMBI 00pa30BaHusl.

KiroueBbie ciioBa: STEM-o6pa3zosanue, STEM-mpoekT, Oyaymunii criequaiiuct
no ¢u3mMKe, npenoaaBaHue GU3NKU, KPEaTUBHOCTD

Kipicnoe

Kazipri tanga Uaayctpus 4.0 sxarmaiibiana mu@piblK KypaigapiblH KeITen
naiaa 6oTybIHa OaiiIaHBICTHI 3aMaHaYH J)KapaThUTBICTaHy FRUTBIMIAPBIHBIH 9p TYPITi
cananapbIHIarbl (U3WKaHBIH KOJNJAHOANBUIBIFEI KAPKBIHIBI TYPAE apTa 0acTajbl.
XX-FachIpbIH COHBIHIA OHEPKACINT OPHIHIAPBIHAAFHl TEXHUKAIBIK KypaaapIbH
ABTOMATTaH/IBIPBLTYBI KOHE JKYMBIC OPBIHIAPHIHBIH a3al0blHA OAiIaHBICTHI agam
©31HIH KbI3MET CaJIaChIH 63repTyre MAKOYp Oonapl. COHABIKTAH, MOTUTEXHUKAIBIK
OKBITY MJIESICHI KOIIFa aiblHa O0acTansl. byl YFeIM Ka3ipri opTa ®oHE )KOFaphl OKY
OpBIHJAPBIH/IA OSHIHAIK OKBITY YFBIMBIMEH KEH TapaJibl.

Ou3uKaHbIH KOJIaHOAIBI FRITBIM EKEHJIITIH €CKEPCEK, OHBIH IToH1, MAKCAThl MEH
MIHJETTepi TOKIpUOE apKbUTBI TaFallbIHAANATHIHBIHA KO3 JKeTKi3eMi3. DU3NKaIBIK
OimiM Kazipri TaHaa IIEeKCi3 camajga KOJNJAAHBUIAIBI: FBUIBIM MEH TEXHHUKAJa,
WHXXEHEpHsl MEH eHipicTe koHe T.0. camamapga. COHABIKTAH J1a OCHI cajana
KaHa HWesIap MEH JKETICTIKTepre KOJ KeTKi3y TeK KpeaTHBTI MaMaHAapIblH ic-
opeKeTTepiMeH JKy3ere acaspbl.

CoHFBI KBUIIAPHI JKOFAphl PEUTHHTTI )KypHAJIapia OpPbIH allFaH MaKayajapra
MeTaaHalln3 jkacay HOTWXKeCiHAe (U3MKa callaChIHAAFhl OUTIMII KpeaTHBTITIK
YFBIMBIMBIH OaiJIaHBICTBIPA OTHIPBIN OKBITYIIBIH MOCEINENepiH 3epTTereH OipHere
FaIIBIMJIAP/IBIH €HOEKTEPiH HETi3re aryFa 0oabl.

Cycunagaru C., [lotien A., Mynsau J1., A6o K., K. [Turena sxoHe Tarbl Oackanap
Wunyctpus 4.0 >xarmaiimapblH €CKepil, FBUIBIMH TPOIECC JIaFIbUIAPBIH JKOHE
(m3rKa canaceiHIa Oomnalak OKbITYIIIEI CTYACHTTEP/IIH KPeaTHBTLIIrH )kKaKcapTyaa
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PhET Buptyanasl Meanacsl apKblIbl Cypay YJATiCiH MaliaanaHa OTHIPBII, 3aMaHayn
(u3MKa OKBITY KYpalAapblH 93ipieyniH THIMIUIITiH TeKcepyMeH aifHanbIcKaH. Ocbl
OKBITY KypaJIapblH a3ipney ke3inae 4D ozipneymiH aHBIKTay, jkoOanay, a3ipiey
JKOHE TapaTy CUSKTHI 3epTTey MOJIeNi KonaHbuIFa (Susilawati et al., 2022).

FouteiMu eHOeKTepaeH aeMIIK apeHajia 3epTTey TaKbIPbIObl OOMBIHINA aJIBIHFaH
HOTHXKEJIep KaJIbulaMa YChIHBICTap PETiHAe KOJIaHbBUIBII, HAKTHI KYHeT Typae,
Oenrini Oip PpU3MKANBIK TOH/EP asCHIHAA YHBIMAACTHIPBIIMAFaHbI KOPiHiC Ta0aIbI.
CoHbBIMEH KaTap, OTaH/AbIK FaIbIMIApAbIH €HOCKTEPiHEH KPEaTUBTIIIK YFBIMBIHBIH
KebiHece MIBIFapMaIlbIIBIK YFBIMBI PETIHAE KOJIJIAHBUIATBIHABIFBIH, TEXHUKAIBIK
MOHJEPAl OKBITY cajajapblHAa OyJl YFBIMIBI KOJJAHYy Macesenepi OoibIHIIA
3epTTeyAepAiH a3IbIFbl aliFa TaAPTaIbl.

BismiH anmeiH aja JKYprisreH 3epTTeyNepiHiH HOTIKeci Oonamak Qu3uka
MaMaHIapbIHBIH KPEATUBTUIITIH KaJBINTACTRIPYABIH KAKETTUIrT MEH OHBI
JNAMBITYIBIH ~ MYMKIHIIKTEpiH aKbplHAayFa bIKDan eremi. CTyaeHTTepniH
KPEaTHBTUIITIH KaJBIITACTRIPYABIH MOCENeNepiH TeK (QU3WKaHBIH Oenriyi Oip
TapaylapblH OKBITY MbICaJbIHAA 3€pPTTEreHiMeH, Oyl 3epTTeyiep aTajnfaH cana
OaFrpITHI OOWMBIHINA JKYHEi 137eHicTep i )kacayFa MyMKIHIIK TYFbI3aphl aHBIK.

XKorapeiga kenTipinreH eHOSKTep MEH TYKbIphIMIaMallapaH KpeaTHBTITIKTIH
¢u3nka canaceiHAa OimimMrepnepAid OoiibiHAa O0IyBl KaXKeT OONFaH KaCHEeTTEPIiH
0ipi eKeH/IiTiHe K3 KeTKi3yre Oonapl. Anaiina, bonamak (ru3rka MaMaHIapbIHBIH
KPEaTHBTLUTIKTEpIH HaKThl Oip TOH asAChIHAA JKYHel Typle AaMbITYIbIH
TEXHOJIOTHSJIAPBl, OHBI THIMAl iCKE achIpyIblH MEXaHH3MIEpi alKbIHIaIMaraH.
BiniMHiH Kazipri Oy JKETKINIKCI3AIriH IMIeIymiH, SFHU, CTyACHTTEpIiH (HU3nKa
canacelHAarbl OimiMaepin uaayctpus 4.0 >xaFgaiblHIa KaJBIITACTHIPYABIH JKOHE
OJIapIIbIH KPEaTUBTLIIK KOPCETKIITEPIH JAMBITYABIH O3BIK TEXHOIOTHUSCHI PETiHIE
STEM 6inim Gepy/i KonaaHaMbI3.

2019 xburnei 27 xentokcaHbHIAFbl Kazakcran PecryOnukacel YKiMeTiHIH
Ne988 «bimim xkoHe FBHUIBIMABI AaMbITyAblH 2020-2025 >xpuimapra apHaiFaH
MEMJICKETTiK OarmapiaaMachlH» OekiTy Typaibl Kaynbina wuHycTpus 4.0
TajantapblHa KOJ JKETKi3ymiH Oip >KONBI peTiHAe — XWUMUs, OHoiorus, Gu3nka
moHaepiH STEM-kaOuHeTTepMeH KaOABIKTay HETi3iHAE OKBITY Mocenenepi
kapacteipbuiral (Memlekettik bagdarlamasy, 2017).

JKoraps! oKy opbIiHIapbiHAa Gu3uKaHbl OKBITY yaepicinae STEM tacimi Ginim
aTyIIbIIapAbIH OeJiceHaipek OOIybl XKOHE FRIIBIM MEH TEXHOJIOTHSHBI KOJIaHyFa
HETI3JeNreH WAESHBl iCKe achlpy Kypaibl peTiHae KbI3MeT ereni. bomamax
¢uszuka MamanpmapelH STEM Heri3iHaeri OKBITYIBI iCKe achIpYIbIH OipHeme
apTHIKWIBUIBIKTAp Oap: akmapaTThlK JaMy KOFaMblHA NAHBIH TYpPATbIH YJITTBHIH
OonamiarblH JalbIHAAY MYMKIHAIT, KOJIAHBICTAFbl »aHAa WHHOBAILMUIAPABI
IaMbITyFa  yiaec Kocy, Oimimrepnepain STEM  MamaHnObIFIHA — JleTeH
KBI3BIFYIIBUTBIFBIH OATY, OUTIMII KYHJIENIKTI eMipMeH OallIaHBICTHIPY, ©31H-03i
Oaranay/ablH THIMAUTITIH apTThIpY, OilmiMrepaepain STEM cayaTThUIBIFBIH JaMBITY
xoHe T.0. Ochl apTHIKUIBUIBIKTApAbl XoHE (DU3UKAHBIH FBUIBIM Calachl PETiHAE
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KeHiHEH KOJIAaHBUIATBIHABIFBIH €CKepill, KOoFapbl oKy opHbiHAa STEM HeriziHzme
(hM3HUKaHBIH KOJIaHOANBI ACTIEKTIIepiH KPEaTUBTLUTIK apKbUIBI )KY3€Tre achIpyablH
MaHBI3/IBI ekeHIriH TyciHemi3 (Ramankulov et al., 2022).

STEM Heri3iHe OKBITYIBIH HETi3Ti MPUHIMNTEPiHIH Oipi — Oomamak puznka
MaMaHJapblHa OHMIPICTIK TOXKIPHOCHI XKOHE OMICTEMENIK TYPFBIAAH KypAeli
3epTTey omicTepiH MeHrepyre yipery. 3eprreyminep STEM Tocinin urepyaex
aNpIHFaH OimiM MeH Toxipube Ke3 KelTeH 0acka ToXipuOerIepAeH MaHbBI3IbIpaK
exeHiH kepcerti (Badeleh, 2021). ExiHmi MaHBI3OBI Mocelle — OHEPKAICINTIK
OW3HECTI aMBITY, SSFHA OHJIIPICTIK MIHJETTEpre Kayal peTiHjAe KaHa uiesuapra
KOJI XKETKi3y.

Anaiina, wHgyctpuss 4.0 TamanTapblH OpbIHAayga Oonamrak  Qu3uka
MaMaH/IapbIHBIH KPEaTUBTIIIIK KopceTKImTepiH AaMbITyFbl STEM TeXHOMOTUSHBIH
oneyeTiH Oaranay aJleMIIK JIEHTeHeri 03eKTi Macese PeTiH e KaIbII OThIP.

Bomamax ~ ¢u3nka ~ MaMaHAApBIHBIH  KPEATHBTLIITIH,  KPEaTHUBTLIIK
CUNaTTaMaJlapblH 3€PTTEreH KOITEreH aBTOPIAapiblH OWMIApHIHINA, KPEaTHBTLIIK
KociOu ic-opekeTTep/e xoHe (U3NKaIaH anFaH OLTIMIEPiH )KaHa HOTHKeTepre Kol
KETKi3y/e KOpiHEeTIH TYJIFaHbIH KaCUETTePiHIH JKUBIHBIMEH cunarTana sl (Shute et
al., 2021; Kazbekova et al., 2022).

Jerenmen, »xo0a TakpIpbIObIHA ColiKec Oomnamrak Qu3uka MaMaHJIapbIHBIH
KpearuBTiLIIriH qambiTyna STEM TeXHOTOrHACHIHBIH MYMKIHAIKTEPiH KOMAaHY/IbIH
o/liCTEMEIIK JXy#eci, icke ackIpy MexaHu3MIepi OOMBIHINIA 3epTTeyIIep KETKITIKCI3
Oonbin TabbuTaapl. HakTeipak, ¢usnka Oinim Oepy OarmapiaMachIHIAFk IOHIAEPIL
OKBITYIa CTYACHTTEpPAiH KPEaTWBTUIIrIH IaMbBITy CalachlHAAFbl IUIAKTHKAIBIK
MOJIeNbIep i JkacanbiHOaraHabiFbl, STEM TEXHOIOTHUSACHIHBIH «KPEaTUBTLIIK»
VFBIMBIMEH YVINTacmayel, OuriMm Oepy OarmapnamanapeiHna wHmyctpus 4.0
JKOJBIHAFBl TYXKBIPBIMIAPABl KAMTHTHIH JKOHE COJ apKbUIbl Oonamak (u3nka
MaMaH/IapblH OHEPKACIIITIK KBI3METTEP 1€ KPeaTHBTI TYJIFa PETiHIe KaJIbITaCybIHA
BIKIIAJI €TETIH MOHACPAIH YKOKTHIFHI, MOHAEp OOMBIHIIA OKYy-9iCTeMENiK KeIleH
KOHE OKY MaTepHaNIapbIHBIH JKETKITIKCI3Ir anFa TapTabl.

Xorapeima aranFaH KaXeTTUTIKTEpAl OpBIHAAYIbIH anFamkel Kanamel STEM
OimiMm OepynmiH Oomamak (M3WKa MaMaHAApBIH JaspiaylaFbl OKYy TMoHAEpiH
TUIMJI iCKe achIpyFa ocepiH aHbIKTay Oombinm TaObanbl. COHABIKTaHIA Oi3MiH
3epTTEyIMI3/IiH aJFallKbl KaJaMbl FRUIBIME 9JIeOMETTepre KYHemi Tanaay skacay
apkbUIbl STEM OKBITYIIBIH €peKIIeTiKTepiH aiKpIHAay OOJIbL.

Ousukamgan Oimim Oepyne STEM TeXHONOTHUSACHIH KOJAAHBIN CTYyICHTTEPIIH
KpeaTuBTLIIriH gaMeiTyra Herizaenren STEM sxobanapabl 93ipiey >koHe OHBI OKY
YAepiciHe eHTi3yIiH KaKeTTUIiri MeH HakThl Oip moH Ooitsiaia STEM eHimaepmi
Kacay apKbUIbl CTYISHTTEPHiH MaspibIFBIH JKETULMIpYAl THIMAI iCKe achIpy
OOWBIHINA 13MEHICTEPIIH a3/bIFEl apachlH/Ia KapamMa-KallIbUIBIKTap OPBIH aJlajbl.
OchIHgal KapamMa-KalIbUTBIKTAP IbIH MICTTIMIH alKBIHIAY SJIEMIIK JKOHE OTaHIIBIK
FBUIBIM caJlacblHa YJIKeH cepiinic Oepeni. Erep, Oinim O6epy mexemenepinne STEM
TEXHOJIOTHS HeTi3iH1e Oonaimak Gu3ruka MaMaHJapbIHBIH KPEaTUBTLIITH JaMBITyFa
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OKBITYIBIH OICTeMEeCi TEOPHSIIBIK HeTi3/elce, KPEeaTUBTUIIK KepceTKIimTepIi
nambityna STEM TexHONOTHsIAp/Ibl aiAaNaHy FRUTBIMH-9IICTEMENIK TYPFhIIaH
KaMmTaMace3 etince, oHna STEM Oimim OepyiH HakThl (DM3UKAIBIK TMOHAEPIS
KOJIJTAaHYZIbIH epeKIIeNiKTepl allKbIHaIa bl J)KoHe OyI1 Oonamnrakra oKy yaepicinme
cryaentrepaii STEM enimaepai xacay apkpuisl mHIycTpusi 4.0 TamanTapbiH
OpBIHAYFa JMasPIIBIFBIH KETUIIIpyTre MYMKIHIIIK Oepeti.

3eprTey apicrepi

3eprrey OapbicblHOA FBUIBIMH CHOCGKTEpHi IpiKTey HAaKThl aHBIKTaJFaH
KpUTEpUIep HETi3iHAe JKYHWenl Moy Xacay apKbUIbl JKYpri3uimi. FeumeiMu
Makananapnsl ipikrey mporeci «PRISMA» neknapanusceiHa colikec o3ipieHII.
CoHbIMEH KaTap, o1eOueTTepli i3Aeyre oHe TONTACTHIPYFa aFbUILIBIH, Ka3aK, OPBIC
TiNIEpiHAe )Ka3blUTFaH XKy pHai Makananapasl, «STEM educationy, «STEM project»,
«physics teachingy», «creativity» TepMUHIEpi TaKbIPHINITA, aHHOTAIUSAAA HEMeCe
KINT ce3meple KOpCeTiMyiH, KpeaTHBTLIIKTI Oaramay oMiCTepiHiH KOpPCETiNyiH,
STEM O6inimMiHiH KpeaTHBTLTIKKE ocepi Typanbl KOPBITBIHABUIAPABl YCBIHYBIH
KpUTEpHUIIep peTiHAe TaHJal alblHIbL. Oaeouertepni uHakTay 2023 sKbUIIBIH
Oipinmi xapteiceiHga Web of Science xone Elsevier's Scopus nepexkopiapsl,
FXXKBCCKK  ycphlHFaH peleH3WsUTaHaThlH — OTAHJIBIK ~ 0achUIBIMAApD  apKbLIbI
Kyprizinmi. Onpebuerrepni xuHakTayna 2019-2023 xpuimap apanbIFbIHAAFBI
COHFBI Oec JKBUIABIKTaFbl OacklibIMaap ecenke anslaabl. Loy ymriH TanmganraHn
XKypHaJIIapAbIH KbICKallla CUIIaTTaMachliH 1-KecTeneH kepyre 6onansl (kecte -1).

Kecme 1

KypHangapabiy araysl Makana cansl | Uagexcreny

OoifbpIHIIA
International Journal of STEM Education 5 Scopus
EURASIA Journal of Mathematics Science and Technology 3 Scopus
Education
Education Sciences 5 Scopus
STEAM-H: Science, Technology, Engineering, Agriculture, 5 Scopus
Mathematics and Health
Journal of Nusantara Studies-Jonus 3 WoS
European Journal of STEM Education 6 Scopus
International Journal of STEM Education for Sustainability 2 J-Gate
International Journal of Advanced Research in Engineering and 4 Scopus
Technology (IJARET)
International Journal of Educational Science and Research (IJESR) |2 Copernicus

1-kecrere coiikec, Tangay YIIiH TaHJAIFaH Makajanap 9 Gemen/ii XaapIKapabiK
KypHamgapaan Typaael. Omap 6 «Scopus» 0Oa3zachlHIAa HWHIEKCTENTEH
xypHangapaan, 1 «Web of Science» xypransiHan (WoS), 2 «Copernicus» Ta
WHJEKCTENreH XypHanaapaaH xkoHe 1 «J-Gate» Te HMHIEKCTENreH XypHalJaH
Typansl. Ochlnaifima, >KOFapbl PEUTHHITI XypHANJapJaH TaHJAIFaH Makaiaiap
camalsl JeT ecenrteyre 0oabl.
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Tanman aneiaFaH 35 makamamap OoWbIHIIA 3epTTeynep ¢u3MKagaH Oimim
Oepyneri STEM-k00anblK OKBITYABIH KaJIbl CHIIaTTaMalapbl MEH THIMALIIriHEe
HETI3/IeNITeH MaceleNiep/ii TalgayFa OarbITTanansl. Jlepekrep sKUHAIBII, KecTenep
MEH chI30aliap TYpiH/ie HAKTBUIAHBII, HOTH)KECIH/IE CHTIATTaMaIbIK TYP/C Tl JaHIbl.
Jlepekrepni Tanmay HOTHXKENEpi CAHABIK JKOHE MalBI3ABIK KOPCETKIIITEpPMEH
Oepineni. Onebuerke momy 3eprreyiHne l-cyperke coiikec OipHemie Ke3eHAEp
KOJIIQHBUIJIBL.

* I3ney xoHe
ipikTey

* Makaina
3K00aChIH
afiKpIHAY

» HakTbutay
JKOHE
KO3Kapac

» Tannay xoHe
TYCIHAIPY

1-cypet. Makananap/sl Tajaay Ke3eHaepi.

3epTTey YACpIiCiHIH Ke3eHaepi Keeciae:

Haxrpumay xone keskapac kezeHi STEM-gi ¢usuka OimiMine OipikTipeTiH
KOOQIIBIK OKBITYIBIH THIMIUIIMIHE KATBICTBI MaKajajiapfa IOy JKacay/blH
HETI3JIeMeCiH a3ipieyre, 3epTTey CYpaKTaphlH, MaKaia KpUTEPUIIIEPiH aHBIKTayFa
KOHE 3ePTTEy KYPBUIBIMBIH KaJIBINTACTHIPYFa OaFBITTAIIIBI.

I3mey xoHe ipikTey kezeHaepine ¢pusnka OolbiHIIA OiTiM Oepyzeri xobanapra
Herizgeared STEM  OKpITY TOCUTIHIH THIMIUICIH TYCIHAIPETIH Makaiaiap
xuHakTaael. JKypHanmmapaer i3mey «Google Scholary apkeuiel Kyprizimmi.
PeneHsusiianFan MakananapiblH camachlH KaMTaMmachl3 €Ty YIOiH aBTopiap
Makaiaizapael TeK Oelenai XaJjblKapajiblK KypHalgaplaH TaHJayMeH MIeKTeJl.
Herisri kint ce3nep perinae «STEM sxobace», « STEM >xobanapeiHa Heriznenren
OKBITY», «(pHU3UKaHBI OKBITY» KOJAaHbUIIBL. HoTxeciHae aBTopiap (QU3MKaIbIK
oinim Oepyne STEM-PJBL (CTEM - xo0aFa OarbITTaJIFaH OKBITY)-T€ KaThICTHI
JKY3lIeH acaMaKaJlaHbI TANThI. AJiaiia aBTopiiap oy yiriH Tek 30 MakaJiaHbl TAHIaIl
angel. Tanaay skoHe TYCIHIIpY Ke3eHiHIEe aBTopiiap 3epTTey CHUIaTTaMaiapblHbIH
KepiHiciH Tangaapl. ComaH KeiiH JiepeKTepai Tajnay HOTHXKENepl KecTenep MEH
chiz0anap apkpuibl cumaTtanabl. COHFBI Ke3eH e NepeKTepal Talaay HOTHXKeIepi
Makajga »ko0achl TypiHJIe d3ipyieHil. Byy 3eprreynepiiH HoTHXKeENepi 3eprTey
TakKbIppIObIHA colikec Oinmim Oepymi Tuimai xysere aceipyga STEM sxobambik
OKBITY/IBIH €PEKIICTIKTepi aliKbIHIayFa OaFaapiiaH/Ibl.

3epTTey HOTHIKeIEPi KIHE TAIKBLIAY

By 3eprrey kapusiaHbIM TYDiH, XKapUsUIaHFAH >KBUIBIH, 3€pPTTEY TOCLTIH
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XoHe OLTIM JEHrediH Koca ajfaHAa, OHBIH >KaJIbl CHIIaTTaMallapblHa COWKeC
3epTTeydi YChIHAABI. AJIBIHFaH MOJIMETTEepre CyheHe OTBIPBIN, KyHem Tanaay
yiIiH TagaaisFad Makananap 100% xanslkapaislK KypHaJIIapAaH ajblHFaH AeTeH
KOPBITBIHIBI jkacayFa Oomnanel. Byn seprreyne ¢usuxansl 3eprreyaeri STEM-
PJBL Tuimpinmiri aBTop, Makana araybl JKOHE Makaia HOTIDKenepi OoubIHINA
Oemnineni. Gusukans! okbITyAarbl STEM-PJBL triMainiri GolbiHIa KeHOip HeTi3ri
oneOueTTep OOMBIHINA TalIay HOTHXKEIEpi 2-KeCTeNe KeNTipilre .

Kecme 2
MakaiaHblH aTaysl AJIBIHFaH HOTWDKEJIEP ABtopnap Bacna
(ka3zax TiTiHIE) aTraybl MEH
JKapHSUTaHBIM
Mep3imi
1 2 3 4
dusukaga STEM-PBL STEM — PBL unrerpanusianrad ®. Cyneiiman, Journal of
MHTeTpalysUIanFal Mo- | pusukaibIK Moayii cryaentrepaiy | k. Posanec, JI. | Baltic Science
JIYJTiHIH CTYICHTTEPIIH JKEKE KbI3BIFYIIBUIBIFBIH, COHIAM- Ken (Sulaiman, | Education,
KBI3bIFYILIBUTBIFBI, OW- aK MHTEPBEHIIMAIAH KeHiHri oiay | et al., 2023). 2023
JIaybl J)KOHE KYII-XKIrepi | MEH KyII-XKirep/i aitapibikrai
TYPFBICBIHAH THIMJIUIIT] | apTTHIPFaHbIH KOPCETTI.
Dusuka carachIHIarbl STEM Hnerizinaeri 6ackapeutatein | B. CamyTpo, Studies in
FBUIBIMH CayaTTBUIBIKTEl | CYPaHBICTap apKBIIBI OKBITY E. Bacuc, T. Learning and
apTTeIpy yirin STEM MOZEJIH KOJTaHyAbIH THIMIITIri [IpactoBo Teaching,
HeTi3iHaeri 6bacKapbl- CTYACHTTEPiH FBUIBIMU (Saputro Wasis & | 2023
JIATBIH CYpaHBICTap/Ibl CayaTThUIBIFBIHBIH KOFaPhI Prastowo, 2023).
OKBITYIBIH THIMIILUTIT1 KOPCETKIMTEPIMEH TONEICHE].
bakanaspiapra apuasiran | Makanaga CTEM kypcereig Masmy- | b. Ckanerrep, Biophysical

KOMEKTECETIH 6Te TaHbIMaJ IPAKTH-
KaJbIK cabaKTap CUIaTTaIabl.

Oeitinai Gpu3rKaHbl HBIH, COHBIH iMIiH/e yKcac Kypetsl | JIx. AOHH Journal, 2023
STEM 6inimine OKBITYFa KbI3BIFYLIBUIBIK TaHbITKaH | (Scalettar &
6ipikTipy Oacka OKpITYIIBUTApFa koI atryra | Abney, 2023).

Opra MeKTel OKYILbI- 3eprrey HoTHKenepi cTynentTepain | H. banra, H. Science

napeiablg STEM-neri STEM manca0bina gerex ’Kamamos, A. Education,

MaHcarka JereH Kpl- KbI3bIFYIIBUIBIFBIH JAMBITY Mancyposa, K. [2023

3BIFYILIBUIBIFB] JKOHE imki QakTopiiap MEH CBHIPTKEI Haduikoy,

onblH KazakcTannarsl (axTopiap apackIHAAFEI KYpAei A. Onuseiipa,

JKBIHBICBIMEH, Oaraia- ©3apa 9peKeTTeCy/li KAMTHUTHIH B. Jlarpom (Balta

PBIMEH XaHe 0TOaCH SIHTeHEeTHKANBIK KYObUIBIC ekeHiH | et al., 2023).

MemiepiMeH OaliJIaHbICH | KOpCeTel.

STEAM PJBL mozeni STEM-PJBL mozenin konnaHa P. Xapesan, X. | International

apKBUIBI HETi3iHae OTBIPBII OKBITY IOCTYPIi OKbITyFa | [lymkuactya Journal

(hu3uka MyFaniMIepiHiH | KaparaHaa XKoFapbl AeHreini oinay | (Haryadi & of STEM

JKOFapbl JSHT eIl Oy | HaFJbUIaphIH )KaKcapTa ajalbl. Pujiastuti, 2022). | Education for

KaOieTTepiH apTThIpy Sustainability,
2022
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CTYIEHTTEPIIH ChIHU
oiyay narabuIapbiHa
ocepiH Oararnay:
onebueTKe Kyiemi moiny.

JKQHE KBULY LIBIFapy, AMHAMHKAIBIK
CYHMBIKTBIKTap JKoHE JBIOBIC

TOJIKBIHIAPBIH KOCa aJIFaH/ia, CHIHU
oiiyiay aFIpUTIaphIH KAKCAPTY YIIiH

A. Bunapry,
. Cynucsopo,
H. Kanuannen

(Sulisworo et al.,

21 raceIpmarbl 3eprrey notmkenepi 21 raceipaarsl | H. Hasuda, Jurnal
CTYACHTTEPIIH CTYACHTTEPIiH JafAbLIapblH A. Acpuzan Penelitian
JaFIBUIAPBIH JKaKkcapTy | skakcapty ymid STEM integrated (Nazifah & Pendidikan,
YILUiH HHTETpalMsIanFaH | physics aleKTpoHIbsl MOOYNIBAEPiH | Asrizal, 2022). 2022
¢uzuka OoMbIHIIA a3ipaeyni 6innipeni, onap ic

anexkTpoaasik STEM JKY31HZE OKyIa KOJaHyFa OOonaThIH

MOZAYJIBICPIH 33ipaey eTiIl )KacasFaH.

STEM wnerizingeri OnNTHKANBIK acramnTap, J. Cymucopo, Indonesian
(U3UKaHbBI OKBITYIIBIH TepMOJMHAMUKA, TEMIIepaTypa H. Kammanman, | Review of

Physics, 2021

STEM opiciH KoJJIaHa OTBIPBIIT 2021).

(u3HKa TYKBIpBIMIaMallapbIH

yitpereni.
XKobara KoceiMmanap cTyneHTTepaig M. Bapan, M. Journal of
Herizuenred STEM 21 FacpIpIarsl KONTETeH Bapan, @. Turkish
KOCBIMILIQJIAPBIHBIH JaFIblIIapbIHa OH 9CEp CTTi. KapakoroH, A. Science Edu-
(PjbL-STEM) 21 MBpicaitbl, KapbIM-KaTbIHAC )KOHE Mackan (Baran | cation, 2021
FachIp/IaFbl JaFAbUIapAbl | BIHTBIMAKTACTHIK, MOCEIeIepIi etal., 2021).
JaMBITyFa ocepi LICITY, [IBIFAPMAIIBUIBIK, CHIHH

oiinay, KayanKepIIiliK, KopIaraH

opTa Typaisl xabapaap 60y

JKOHE aKIapaTThIK TEXHOIOTHsIIap

CayaTThUIBIFBI.
JKaparsiibicTany STEM cayaTThUIbIFbI TEHACPIIK Hyppamanxanun | JHSS (Journal
FBUIBIMIAPBIH aiipipMatbuibikTapra O6ainaneicTsl | (Nurramadhani, | of humanities
3epTTeyaeri reHaepiiK op Typii GaranaHabl. 2020). and social
aifpIpMalIbUIBIKTApFa ¥Ynaap Kel3fapra KaparaHaa studies), 2020
HerizeNren KapaTbUIbICTAHY FBUIBIMAAPBIH,
cryrerttepain STEM ' | acipece Heri3ri pusukagars
CayaTTBUIBIFBIH TANJAY | 36PTXaHAIIBIK )KYMBICTAP/bl 3ePTTEY

ke3inge STEM cayaTTbUIbIFbIH

XKAKChI Olesi.
STEM gerizinneri STEM-oxpITya mpo6ieMabIK P. Anpusnu, Journal of
OKBITY Ke3iHze JKQHE KOOAJIBIK OKBITYIBIH T. Pamaimc, Science
CTYIEHTTIH TYpaKThI HHTETPAIMSUIBIK MOJETIH U. CyBapma Learning,
TOK 3JIEKTP MaceJeNepiH | KONJaHy apKbUIBl CTYAEHTTepIiH (Apriyani etal., [2019
mrenry KaOineTid tangay | mpoOiieManap/s! menry KadinaeTi 2019).

apTThL.
STEM xobanapeia STEM sxo0anapbiHa Heri3nenreH C. Xanuo, A. Journal of
HETI3IeTITeH OKBITY OKBITY CTYACHTTEPIIH Bumxas, Science
apKBUIBI CTYACHTTEPIIH | IIBIFapMaIlbUIBIFBIHA KaKchl ocep | H. BunapHo Learn-
IIBIFAPMAIIBUTBIFBIH eTei. (Hanif et al., ing, 2019
apTTHIPY 2019).

2-kectegen PJBL-STEM maiima OonareiH OinmiM Oepy MocenemepiH Menry
YIIiH, acipece (QU3MKaHBl OKBITY Ke3iHAe KOJIAHBUIATHIHBIH KOpyre OOallbl.
Kapacteipeurran 36 3eprrey MakamachiHbH HoTmkenepi STEM PJBL Tansim
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acTeKTiNepiHe, AarnplIapra XoHE (U3MKAIBIK Ke3Kapacka OH ocep eTeTiH
FBUIBIMIBI, TEXHOJOTUSHBI, WH)XEHEPHSHbI OHE MaTeMaTWKaHbl MaiijanaHa
OTBIPBIN, OKBITYABIH €H >XKaHa 9MicTepl peTiHIe HaigalaHbUIybl MYMKIH JereH
KOPBITBIHBIFA Keei.

Kapacteippuiran 36 mMakaianblH OapibIFbIHIA camaibl, CaHIBIK JKOHE apaiac
oicTep CHAKTBI SPTYPIIi 3epTTey oicTepi KOJNIAaHBUIFaH. OneOnerTepae eH Kem
KOJJIAaHBUIATBIH 3€pPTTE€Y TOCUII — CaHABIK omicTep Oonbim TaObLIambl. AN a3
KOJIIAHBIIATBIH 3€pTTEy Tociui — camanblK omictep. KemrereH rampIMAapIbIH
eHOCKTepiHeH 3epTTey TocuImepi peTiHAe apaiac oicTepli KOJJIaHFaHBIH
OalikanpIK. 3eprreyliijiep JepeKTepAi JKMHAy YVINIH TecTTep, cyxOartap,
cayajqHamasap, Oakpuiay, aynuo/OeiiHe a3y KypajJapblH XoHE T.0. KOJJaHFaH.
Tannay notmxenepi ¢usukansl okpityia STEM-PJBL kemerimen 3eprreyiepii
€HT13y YHUBEPCUTET JICHTeHiH/Ie oI [ie OTe IIeKTEYITi eKeHiH KkepceTe . by zeprrey
COHBIMEH Karap ¢usukanbsl 3eprreyaeri STEM-PJBL Tuimainiria tammaijsl.
AnperHFE onebuertepre mony Tek STEM OiniMinge xo0ara OaFrbITTaNFaH OKBITY
monenbaepin (PJBL) eHrisymiH THIMALTITIH KapacTeIpasl. byt 3epTTey aiabIHFBI
3eprTeyaepre KaparaHAa HaKTBIpaK KaMTyMEH TajjaHajabl, aranm aWTKaHzaa
¢usukansl 3eprreyneri STEM-PJBL tuimainiri 3eprreneni. by 3eprrey aBTopasig
cUMaTTaMaJlapblHa, MaKaja aTayblHa >KOHE MakKaja HOTWXKeJepiHe HerizaenreH
STEM-PJBL tuimpainiriy, epekuenikTepid TyciHaipeni.

Fouteimu omebuertepni tanmail keie, Oonamak ¢usuka Mamannapeia STEM-
Ii sxobOanay Heri3iHIe Haspiayna Kejeci acleKTUIepi KOJNJIaHYIbIH KaKeTTIriH
€CEeTKe aJIIBIK;

Bbinim Oepy OarmapmamachlHa COWKeC HEri3ri OUTIMII MEHTepyliH MaKCaTThl
JICHI'€HiH HaKThLIay.

dusuKaIbIK KyObUTBICTAaHMEH OailaHBICTBI TakbIpbinTap OolbiHiIa STEM-re
Heri3nenreH cabak >KOCIApBIH d3ipiiey Ke3iHae MyFajimaep allbIMeH KypCTBIH
MAaKCaThIH JK9HE OKYLIBUIAPBIH OHBI MEHIEPY JOPEKECiH HAKThl aHBIKTAYhl KEPEK.
OKy MakcaTTapblH UTepy YILIiH MyFralimMaep oKy OarapiamMachlH Kypyda opTypii
KHUBIH/IBIKTAp TYFBI3y MiHIETIH KapaCTHIPYHI KepeK. SIFHU, )KEHII MEeHTepiJIeTiH OKY
MakcarTapblHa a3 carar 0eJin, aj TepeHIpeK MEHIepiIeTiH 0Ky MaKcaTTapbIHIAAFbI
HETi3Ti oiiapapl OeJeKTey YIIiH OKy OarmapiamachiHaa OipHele peT KOWBLTYBI
KEpeK.

OKBITY HOTIIKENEPiHiH MaKcaTTapblHA XKETy YIIiH >keHin MeHrepinerin STEM
XKoOaapIbl 93ipiiey HeMece eMipMeH OalIaHbICThl KeHCcTep Il Kypy.

STEM ca0akTapblHBIH IOCTYPJi OKBITYJaH albIpMaIIbUIBIFBI, HETi3iHEeH
XoOaJbIK OKBITY TYpiHze Xy3ere aceipbuianbl. STEM oky yaepicinze xobanapra
Heri3nenreH, OipaK HeTi3iHEeH OuLTiM amymibiiap ®o0aHbI Oip-eKi anTaja asKTaybl
HEMece TMPaKTHUKAIBIK MOCEJeH] IIemlyi VIIiH J>KEHII MEHTepieTiH MHKPO
XKoOanmapael o3ipiiey YVINH OHBIH KOJDKETIMII Kypanmap MeH HBICAHIapIbl
naigaiaHaabl.

3. STEM 6inim Oepyre HerizaenreH 6aranay MEXaHHU3MIH KYpY.
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STEM cabakrapasl kocmapiay Ke3iHAe KOPBITBIHIBI Oaraiay MeXaHH3MiH
KYpyFa Hazap aynapbUIybl kKepek. OKy TaKbIpHIOBIHBIH Ma3MYHBIHA COlKeC, OliMrep
’KO0aHBI JKy3ere ackIpy TypaJibl ecerl Oepyi, OHIIPICTIK HOTHKeTIepAl YChIHA allyhl,
TIITi COTCI3MIKTEPIiH KbICKAIlla Ma3MYHBIH ka3a 0iyi Kepek.

STEM 6Ginim 6epy/tiH MoHIH TEPEH 3epTTeY UIESICHI TPOOIIEMAIIBIK XKOHE )KOOAIBIK
OKBITY/IBI KapacThIpyFa OaiilaHBICTHI KyMYJISTHBTI 9cepre Herizaeneni. Ockbunaiiiia,
Ooamax Gu3uka MaMaHIaPBIHBIH AJIBIHFBI OOTIMIIEPIi 3epeliey Ke3iHe )KUHaFaH
OimiMzepi, JaraplIapbl MeH TOXipubOesepi OimimM Oepy OarmapramanapbiHa ColKec
MIOHAEPAl OKy Ke3iHJe MEHrepreH OuTiMIepMeH YHIIecim, olapAblH OKyFa JlereH
BIHTACKHIH KymieiTe . bomamak ¢pu3nka MaMaHAapBIHBIH KUHAFaH Oy OimiMaepi,
JaFapuIapbl MEH TOKIpHOenepi jkail FaHa KOJMAHBUIBIN KaHa KoiMai, OKy ic —
opekeTiHiH camnaibl xaHa HoTwkeciH — STEM enimai o3ipieyre yiiperexai. byn
yaepic STEM 6inim Gepyniy dhopmanapsl MEH 9IIICTEPIiH 3epTTey apKbUIbI KE3€H-
KE3CHIMEH iCKe aChIPhLIaIbI.

STEM Oinim GepyniH GpU3HKaHBI OKBITYIAFbl €PEKIIETIKTEPiH aHKbIHAAYFa HEer13
6onran STEM 6inim Gepyxnin popmanapsl MeH omicTepiHe TOKTaJalbIK.

STEM case — moHapajblK CHUIATTaFbl HAKTHl SKOHOMHUKAIBIK, DKOJOTHUSIIBIK
JKOHE QJICYMETTIK MAceNesepre Heri3Ie/ITeH HAKThI KaFIasT.

STEM-olibIH — TOHAPAJBIK TOCLIT HETi3iHAe OLTiMrepiIepaiH OKy-TaHbIMIBIK, iC-
OPEKETiH SMOIMOHAJIIBI CAIAHBI IAMBITY apKbLIBI YHBIMAACTHIPYABIH KYPATbI.

STEM-x00a — ToHapalbIK Karujaajapra HETI3IENTeH JoHe OeNrileHreH
MOCeJIeHI HIenTyre OarbITTaliFaH e3apa 0alIaHBICTHl KOMIIOHEHTTEPIIH KYHeci.

STEM — 3eprxana - STEM-6inim Gepyzni eHri3y MeH JaMbITyFa OarbITTalFaH
HKCMEPUMEHTTIK FRITBIMU-3€PTTEY, OKY-3€PTTEY JKYMBICTAPBIH )KYPIi3eTiH FHUIBIMU
MeKeMme GoemiMi.

®usukanbly OiniM Oepy Oarmapnamanapein, STEM 6inim Oepy pecypcTapsiH,
FBUIBIMU 9JIEOMETTEPIl TaNail keie, huznkanbl okeITyaarsl STEM OiniM GepymiH,
OHBIH Oonamax (pu3rka MaMaHIaPbIH aspiIayarkl epEeKIICTIKTePiH alKbIHIABIK.

Bomamax ¢usuka wmamanmapeiHn npasprnaygarel  STEM - Gimim — Gepymig
epeKIIeTKTepi TOMEHICTAeH:

- Owusuka 6OiniM Oepy OaraapiIaMachIHBIH JKeKe MTOHAepi OOUWBIHINA eMecC, OHBIH
Ma3MYHBIHA COHKEC TaKbIphITap OOMBIHIIA OIpIKTIPUITeH OKBITYNBI THIMAI icKe
aCBIPYIBIH MYMKIHJIIT;

- dusnKagaH anFaH FEUTBIMU-TEXHUKAIBIK OLTIMIEPiH HAKTHI OMip/ie KOJIaHy;

- Bonarrak pu3rka MaMaH1apbIHBIH CBIHU TYPFBIJIAH OMIay oHe mpodieManapabl
HICTY JaFbUIaPbIH JaMBITY,

- bonamak ¢u3nka MamMaHIApHIHBIH 63 KaOUIeTTepiHe JeTeH CeHIMILUTIKTEepiH
KaJbIITACTHIPY;

- STEM Heriziane OenceHal OaiylaHBIC KOHE TOITHIK KYMBICTHI THIMJI iCKe
aceIpy;

- bonamaxk (u3rka MaMaHIAPBIHBIH TEXHUKAIBIK MOHJEPTe KBI3BIFYIIBUTBIKTHI
JIAMBITY;
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- STEM xobamapra KpeaTHUBTI JKoHE WHHOBAIlMSUIBIK — TOCLIepri
cabaKTacTHIPYABIH MYMKIHIITIH apTTHIPY;

- Op OimiM aJyIIBIHBIH Kac JKOHE KEKE EPEKIICTIKTEpPiH eCKepe OTBIPHIIM,
OJIapIBIH iC-9pEeKeTTePl apKbUIbl TEXHUKAIBIK IIBIFAPMAIIbUIBIKKA JETEH BIHTAHbI
JaMBITY;

- Kacibu 6armap Oepy;

- bonamak ¢u3nka MaMaHAAPbIH ©MIpIiH TEXHOJIOTHSIIBIK HMHHOBALMSIIApbIHA
JanbIH]IAY.

JKanmb! KopbiTa KeNreHae, atajiral OarbITTa FBUIBIMU 3€pPTTEYACPi iCKEe achlpy
OapBICHIH/IA AJIBIHFAH HOTHXKENep 4-11i OHEPKACINTIK PEBOTIOIUSIHBIH OiliM Oepy
JKYHenepiHe THUTI3eTiH dcepi CHAKTHI QJNIeMIIK JeHreimeri ©3eKTi MacenenepiH
HIeTIMIH i37€yTre MYMKIHJIIK Oeperti.

Kazakcran PecnyOnukaceIHIaFbl >KOFapbl OKY OpbIHAAPBIHAA (GU3UKAIIBIK XKIHE
XMMUSUIBIK FRUTBIMAAD Jasipiay OarbIThl OoibIHIIA Oonamak pU3uKa MaMaHIapbIH
naspriaynbiy OiniM Oepy Oarmapiamanapbia STEM-Te HeTi3[enreH xaHa MoHAep
93ipIIeHIT OKY Y/IepiciHe eHIipiTy OONamaKThIH SHITICIHACT1 ©3€KTi Macese OOIBIT
TaOBbUIAIEI.

KopbIThiHABI

By 3eprTey KyMBICHIHBIH HOTHXeJepi Oonamak (u3nka MaMaHIapbIHBIH
apaceiia STEM TexHONOTHSCHl YFBIMBIMEH OaiIaHBICTBI FHUIBIMH OMJIayabl
JIaMbITYyFa OarbITTalIFaH Ic-lIapajapMeH OalbITyFa MYMKIHAIK OepeTiHAiriH
KepceTTi. bi3miH anapH ana xKypri3reH 3epTTeyaepiMi3, COHBIMEH KaTap, FhUIBIMU
omeOueTTepIeri 3epTTeyNepAiH HOTHKeIepiHe CYHeHe OTBIPHIN, Oonamak Qu3uka
MamanaapbiH gaspiayra STEM >xo0anblk OKBITYIBIH 9CEpiH 3epTTey Ke3iHae
STEM eHimIepiH KeMEKIIIi OKy MaTepHalAapbl PeTiHIe KaMTaMachl3 €Ty keOipek
KBI3BIFYIIBUIBIK TAHBITATBIHABIFBIH OaiikayFa 0oiasl.

Hemex, STEM wma3MyHfa HeTi3elreH MNoHAEpAI YHBIMAACTBIPAa OTBIPHII,
OyJ1 JKajimpl TIOHAEPIiH WHTETPANMsACHIHA BIKMNAN €TyiH, MpoOieManapiasl Tady
KOHE LIenly KaOileTTepiH HaMbITYbIH Oaiikayra Oonanbl. 3epTTEyleH allbIHFaH
MOJIIMETTEP )KOFaphl )koHe opTa 0imiM Oepy Y bIMAAPBIHIA KOJIJAHBICKA YChIHBLIA, b1
XKoHe OYJT HOTIKeNnep GU3NKaHBIH OiTiM Oepy canackl OOWBIHINA )KaHA OaFbITTaFbI
3epTTeynepre Heri3 0oabl.

By makananarsl abIHFaH MOJTIMETTED alAaFbl yaKbITTa 3ePTTEY TaKbIPBIOBIHBIH
meHOepiHae 3epTTeNiHyll KaKeT €TETiH JXaHa FBUIBIMH YKOHE OJIiCHAMAJBIK
mpoOneManap/Isl CUIarTayFa MyMKiHAIK Oepemi: SIFHM, KpeaTWBTLTIK OiLTiM MeH
STEM 6inim Oepy apacslHAAFbI adIaKTHIK, HHAYCTPUSCH 4.0 311eMeHTTepiH OiaiM
Oepy *KyleciHe eHTi3y/IeTi )KoHe OHBI €HOCK HapBIFBIH/IA JAMBITYIAFbl KeJlepriiep;
OimiMm Oepy OarmapiaMaiapbeiHIa OHAIPICTIK OlmiMre OarmapiaHFaH TOHIEPIIH
a3OpIFBl; Oojamiak (Qu3aka MaMaHIApBIHBIH KpPEaTHBIITIK KOPCETKIITepiH
OHJIIPICTIK JaMbITyFa OarmapiayJblH KaKETTUIITT MEH OHBI JKY3ere achIpyablH
omicTeMenmiK JKYHeciHIH jkacajablHOaFaHMABIFEI, Oonamrak (u3nka MaMaHIIaApbIH
naspnayna STEM monzepni eHrizy mocenenepi >KOHE OKBITYAarbl KPUTHUKAJBIK
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oiinay, emip OoifbIHa OiNIiM aJy MEH akKaparThl 0acKapy CHSIKTHI ic-opeKeTTepi
JAMBITY MOCeIIeNepiH Menryre MyMKiH/IIK Oepei.
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Abstract. Within the framework of the existing ground-based radio monitoring
facilities of the Republic of Kazakhstan, it is impossible to qualitatively perform the
functions and tasks of radio monitoring. For countries with a large territory, such
as the Republic of Kazakhstan, to increase the efficiency of the radio monitoring
system for the use of the radio frequency spectrum, it is proposed to use low-orbit
small spacecraft as radio monitoring stations. In this paper, an analysis of the
energy budget of radio lines of various sources of radio emissions was performed,
which showed the possibility of using low-orbit small spacecraft for satellite radio
monitoring. The characteristics of the trajectory of a low-orbit small spacecraft
were determined and the coverage (radio availability) of a satellite radio monitoring
system based on one low-orbit small spacecraft was analyzed, and the area of radio
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monitoring of the territory of the Republic of Kazakhstan was determined. The
proposed system will allow for more effective control of radio-electronic means and
increase the level of management of the use of the radio frequency spectrum in the
Republic of Kazakhstan. Also in this work, such programs as «TRASSA-OMIR»
and Satellite Tool Kit were used. With the help of these programs, the motion of a
small spacecraft in orbit was simulated, and the most optimal measurement modes
were determined.

Keywords: radio monitoring, low orbit, small spacecraft, radio electronic
means, radio frequency spectrum, radio control, SNR
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Annorammsa. Kazakcran PecrnyOnmuKachlHBIH — KOJNIAHBICTAFBl  JKEPYCTI
paanobakpuIay Kypangapbl IIeHOepiHAe paaro0aKbpUIaynblH — (YHKIUSIAPHI
MEH MIHICTTEPIiH camaibl OpBIHIAY MYMKIH eMec. AyMarbl YJKEH eJjiep YLIiH
Kazakcran PecryOnukachl peTiHe pagHOXHUiTIK CIEKTPIiH HaiJaTaHydblH PaIro
MOHHTOPHWHTI )KYHECIHIH THIMIIUIITIH apTTHIPY YIIiH paJno 0aKblUIay CTAHIUSIIAPHI
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peTiHzIe TOMEH OpOUTAIBIK IIAFBIH FAPBIII allllapaTTap/ bl Maijanany YChIHbLIA b,
Byn xympicTa opTypni pamuo cayieneHy Ke3AepiHiH paaroNWHUSIAPBIHBIH
JHEPreTHUKAJIBIK OIOKETIHE TaI1ay )KacaJiabl, 0y CIIy THUKTIK palio MOHUTOPUHTTI
XKY3€ere achlpy YIIiH TOMEH OpOWTAaJbIK IIAFbIH FAPBII anlapaTrTapblH KOJIaHY
MYMKIHZIriH KepceTTi. TeMeH opOUTabIK MaFbIH FAPBILI AIITaPATHIHBIH KO3FallbIC
TPaeKTOPHUSACHIHBIH CHTATTaMalaphl aHKBIHIAIIB XoHE Oip ToMeH OpOWTaIbBIK
IIaFbIH  FapbIlll  anmaparblHbIH 0a3achlHAa CIYTHUKTIK PaHOMOHHTOPHHT
KYWUECIHIH >XaObIHbIHA (PaAMOKOJKETIMIUIITIHE) Tajay KYPri3ijaui, CoHaai-ak
Kazakcran PecnyOnukachl ayMarbIHBIH PaJUOMOHHTOPUHT Calachl aifKbIHIAIIIBI.
Y CHIHBUTFaH KY€ paodIeKTPOHABIK KYpalaapAbl HEFYPIIBIM THIMII OaKplIayFa
oHe Kazakcran PecryOnukachIima panoKAIiK CIIEKTPIiH MaiaaaHyabl 0ackapy
JCHreiiH apTThipyFa MyMKiHzik Oeperni. Conpaii-ak, Oy sxymbicta « TPACCA-
OMIP» xone Satellite Tool Kit cuskrel Oarmapimamanap KongaHbUIabl. Ocbl
OarmapiaManap/iblH KeMeriMeH OpOWTaJarbl INaFblH FaphIll armapaTTapbiHBIH
KO3FAIILICBIH MOJENBACY JKYPTi3iimi, COHIaH-aK eImeylIepai JKYpPri3yaiH eH
OHTAMITBI peXKUMIEP] aHBIKTAJIJIBL.

Tyiiin ce3mep: paaro MOHUTOPUHT, TOMEH OpOMUTA, IIAFbIH FAPBIII AlIaparhl,
Panuo3IEKTPOHIBIK KYpasl, PAAHOXKHUIIIK CIIEKTpi, paguo Oakeuay, SNR

byn oicymvicmor Kasaxcman Pecnybonuxacel Folivim dicone dcoeapul Oinim

MuHnucmpniciniy Folivim xomumemi Kapocoliai Konoaowvl (epanm NeAP0S857146,
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AnHoTauus. B pamkax cyniecTByOIMX Ha3eMHBIX CPEJCTB PaJANOMOHUTOPUHTA
Pecny6nuku KazaxcTan HEBO3MOXKHO KaUeCTBEHHO BBIMOIHATH (PYHKIIMU | 337a41
panuokonTpons. Jnsa ctpan ¢ Oonbioii Tepputopueii kak Pecmyonuka Kazaxcran
JUISl TIOBBIIEHUS! S(P(GEKTUBHOCTH CHCTEMBI PaIdOMOHUTOPUHTA HCIONb30BaHMUS
pamMovYacTOTHOTO CIEKTpa MpeAjaraeTcs MCIOoNIb30BaTh HU3KOOPOUTANbHBIC
MaJsible KOMHYECKHE ammapaThl B KaueCTBE CTaHLWU pamuoKoHTpois. B manHoi
paboTe OBLJT BEIMOTHEH aHAJIN3 SHEPTETHUECKOTO OFOIKEeTa PaAHOTUHUN pa3THYHbBIX
HCTOYHHUKOB DPaJUOU3ITyUYEHUH, KOTOpBIA IOKa3aldl BO3MOXHOCTh INPHUMEHEHUS
HU3KOOPOWUTANBHBIX MalblX KOCMHYECKHX alnaparoB Uil OCYIIECTBICHHUS
CIyTHUKOBOTO paJMOMOHUTOpUHTa. OIpeneseHbl XapaKTepUCTUKH TPaeKTOPUHU
JBIKEHUSI HO3KOOPOUTATBHOTO MAJIOTO KOCMUYECKOTO arapaTa i MPOBEACH aHATU3
MOKPBITUS  (PaJHONOCTYITHOCTH) CHUCTEMBI CIYTHHKOBOTO pPaJldOMOHUTOPWHIA
Ha 0a3e OJHOTO0 HU3KOOPOWTAILHOTO MAJOr0 KOCMHUYECKOTO ammapara, a Takke
ompezeneHa o0NacTb paArOMOHUTOpUHTA Tepputopun PecnyOnuku Kaszaxcrah.
[Ipeanaraemass cucteMa pagdOMOHHTOPHHTa TO3BONUT Oonee 3¢ddexkTuBHO
KOHTPOJIUPOBATh PAANO03IEKTPOHHEBIE CPEICTBA U MOBBICUTH YPOBEHB yNPaBICHUS
WCTIOJIb30BAHUEM PaJHOYaCTOTHBIM criekTpoM B PecmyOnmuke Kazaxcran. Taroke
B JaHHOW pabore ObUIM NpUMeHEHBl Takue nporpammbl kak « TPACCA-OMUP»
n Satellite Tool Kit. Ilpu momom maHHBIX TporpamMM OBIJIO MPOU3BEICHO
MOJICTTMPOBaHHUE ABMKCHUSI MaJlOr0 KOCMHUYECKOTO armapara Ha opOuTe, a Takxke
ObLTH onpesieNieHbl Hanbonee ONTHMAIbHBIE PEXKUMBI TIPOBEJCHUS H3MEPEHUI.

KioueBble cjioBa: paglOMOHUTOPHHT, HU3Kasl OpOUTa, MaJblii KOCMUYeCKHI
anmapar, paJuo3JIeKTPOHHOE CPEACTBO, PaIMOYaCTOTHBIN CIIEKTP, paAHOKOHTPOIb,
SNR

Paboma 6vina evinonnena npu guuancosou noddepixcxke Komumema nayxu
Munucmepcmea nayku u evicuieco oopasosanus Pecnyoruxu Kazaxcman (epanm
NeAPOS857146, 2020-2022).

Bbaarogapuocts. Pabota BeimonHena npu ¢puHancoBoi noxaepxxke KH MOH
PK o mporpamme rpaHTOBOTO (PHMHAHCHPOBAHHS HAY4HBIX HccienoBanuii Ha 2020-
2022 rr., rpant NeAP08857146.

Beenenne

CucremMbl palMOMOHUTOPHUHTA WTParOT KJIIOUEBYIO pOJb B YIPABICHUM C
ucnoibp3oBaHueM paguodactotHoro crnekrpa (PUYC). OnHako BBIONHHUTH Bce
GyHKIMM M 3aJa4d PaJUOMOHUTOpHMHTa Ha TEPPUTOPHH Jake HeOONbLION
CTpaHbl 0e3 MPUMEHEHHsI COBPEMEHHOH CHUCTEMBl PaJAMOKOHTPONS MPAKTHYECKU
HeBo3MoxHO. M3BecTHO (Handbook on Spectrum Monitoring. Radiocommunication
Bureau, 2011), uto ypoBeHb pa3BUTHSI TETEKOMMYHHUKAITMOHHOM OTPACId U METOBI
perynupoBanus PUC B pasHbIXx cTpaHax ominyaroTrcs. B HacTosmiee Bpems moka
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HE CYyIIECTBYET YHUBEPCATHHONH METOIMKH U CHCTEMBI JJISl TIOCTPOSHUS CUCTEMBI
pamuomoHuTOpHHTa. Kakmas cTpaHa co3faeT CUCTEMY PaJuOMOHHTOPHHTA
WCXOJISl OT YPOBHS Pa3BUTHS TEIEKOMMYHUKAITMOHHOW OTPACIIH, a TAKXKe U3 CBOMX
(hPMHAHCOBBIX BOBMOXKHOCTEH U M3 TOTPEOHOCTEH IPYTHX BEJOMCTB, KOTOPBIE B TOM
WM MHOU CTeTeHH cBsi3anbl ¢ ucnons3zoBanueMm PUC (Navarro u ap., 2013; Souryal
u np., 2015; Zhang u np., 2020; Chen u np., 2012; Konkin 2015; Dokuchaev u np.,
2018).

[Ipu  pagmomMoHUTOpPHHTE 0CO0O€  MECTO  3aHMMAaeT  OlpeelieHue
MECTOTIONIOKEHHSI UCTOUHUKOB pamuonsnydeHus (MUPU), uro sBusercs crmoxHON
3amaueil. [lns ompeneneHWs ¢ MaKCHMAalbHOW TOYHOCTBIO MECTOTOJIOKEHUS
nccnenyemsix PY HeoOXoauMo mpuMeHeHHe aBTOMAaTU3UPOBAaHHOTO KOMILIEKCa
CHEMaTbHOTO 000PYI0BAHUS C 3aIaHHBIMU TEXHHUECKUMHU XapaKTepUCTHKaMu. B
CUCTEeMaxX PaJUOMOHHUTOPUHTA TSI TOYHOTO OTpeselieHus: Mecroronoxerans P
Heo0XOAMMO MMPpUMEHEHHE YPPEKTUBHBIX METOIOB U aJITOPUTMOB.

Hus onpenenenus mectonoioxenns WPU wucnonb3yrorcs Takwe METOIBI,
KaK: aMIUTUTYIHBIA, YTIIOMEPHBIN, NaTbHOMEPHBIH, Pa3HOCTHO-IATbHOMEPHBIH,
Pa3HOCTHO-YACTOTHBIN U Jpyrue MeToasl. OMHAKO Ha MPAKTHKE TS YBEIWICHUS
JIOCTOBEPHOCTH TP ompezeNeHn: MmectononoxkeHus MPU dacto mcnonb3yror
KOMOWMHHMPOBAaHHBIE METONBI Ha OCHOBE JBYX HJIM OoJiee BHIMIETIEPEUHCICHHBIX
MeTofioB. Takoil MOmxon MO3BOJSET YCTPaHUTh HEJOCTATKA OJHOTO METOJa,
JOTNOTHUB cBoiicTBamHu zpyroro (Skolnik 2008; Cetin u ap., 2016; ITU Report-R
SM.2211-1, 2014; Mark u np., 2006; Buehrer u ap., 2019; Gel u ap., 2008).

Jiis co3maHus CHUCTEMBl CIIYTHUKOBOTO PAJHMOMHHTOPWHTAa Ha HadaJIbHOM
aTare HeoOXOAMMO TPOU3BECTH OIIEHKY YPOBHEW CHUTHAJOB Ha BXOIE OOPTOBOTO
M3MEPUTETHHOTO IPHEMHNKA OT pa3IndHbIX HazeMHBIX IPU. Takyto orieHKy MOXXHO
MPOBECTH HAa OCHOBE METOJMKH pacdeTa IHEPreTHUECKOTo OIOMKEeTa PasTUIHBIX
paMOKaHAIOB CBSI3M B COOTBETCTBUM C PEKOMEHAANUsIMH MexXIyHapOoIHOTO
Coro3a Onekrpocsazu (MCD) (Aitmagambetov u ap., 2021; Aitmagambetov u ap.,
2019).

Jus sTtux meneit ObutM BHIOpaHBl HOMHHAIBHBIE 3HAUEHUS XapaKTEPUCTHK
000pyIOBaHMSI ¥ CHTHAJIOB PEATbHBIX JICHCTBYFOIINX HA3€MHBIX PAAHOIEKTPOHHBIX
cpeactB (POC), dynkumonupyoonmx Ha teppuropun Pecnybnuku Kaszaxcran B
muanasoHe yactot ot 94 MI'n no 14 I'T'p (OBY, YBY u CBY nnamna3oHOB).

MartepuaJjibl 1 OCHOBHbIE METOIbI

Jis pacueTta n aHanm3a 3HEpPTreTHIECcKOro OrokeTa B kauectse MIPU ais mpumepa
ObUTH BBIOpAHBI: CTAHIIMM MOOWJIBHOW CBSI3M pa3IMYHBIX cTaHgaptoB GSM-
900 MI'm, UMTS-1800 MTI'i, LTE-2100 MI'ti; cranus Ha3eMHOTO IH(PPOBOTO
tenesuneHus crangapra DVB-T2 (TV) (474 MI'm) 21 TeneBU3HOHHBIN KaHAI;
HazeMHoe 3ByKoBoe Beranne (FM) 94 MI'1; 3eMHbIe CTaHIMIA CITy THUKOBOM CBSI3U
B muamazonax X -7 ['Tuu Ku-14 I'T1 (Aitmagambetov u np., 2021; Aitmagambetov
u ap., 2019).

AHanu3 ypoBHEH CUTHAJIOB Ha BXOJI€ IPUEMHHUKA CUCTEMBI PAJOMOHUTOPHHTA
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MoKa3aj, 4YTO sl paccMarpuBaeMbIXx HaszeMHbIX POC orHomenue curaain/
myM (SNR) 6onpire 10 ab, 94To mpreMIIMMO Ui OCYIIECTBIICHHS CITyTHUKBOTO
PanTuOMOHUTOpPUHTa Ha 0a3e HU3KOOPOUTAIBHOTO Majloro KOCMHUYECKOTO arnapara
(MKA). I[loaToMy Takue CHCTEMBI BOBMOXHO HCIIOIB30BATh B LIENSAX ITOBBILICHUS
3¢ PEKTUBHOCTH CUCTEMbI PAIMOMOHUTOPUHIA HCIIOIB30BAHHUS PaIHOYACTOTHOTO
CIIEKTpa B KaYeCTBE CTAHLMH PaJHOKOHTPOJIS.

Jna  onpenenenuss koopauHat  MPU MpeularaeTcs  HMCIOJIb30BaTh
paspaboraHHbii crniocod (Aitmagambetov u ap., 2021), ocHOBaHHBIH Ha
YIJIOMEPHOM MeTone, ¢ mpuMeHeHueMm Ha 6opty MKA 1ByX CKaHUPYIOIIMX
aHTEHH TWNA aKTuBHas QasupoBaHHas aHTeHHas pemeTtka (ADPAP) (pucynok
1), qy4 omHOW M3 KOTOPHIX CKaHHUPYET B MEPHIMAHAIBHOM HAIPABICHUH MJIS
OIIpeieNICHNs] TeJIeHra Ha MCTOYHUKOB DPAJHOM3IYyYEHHS B MOMEHT (UKCALUU
CUTHaJla METO/IOM PaBHOCHUTHAJILHOM 30HBI (151 OIIpEACICHUS INUPOTHI HCTOYHHKOB
panuousiIydeHusi), a Jyd BTOPOH AaHTEHHbl CKaHUPYET B OPTOTOHAIBHOM
HampasieHun IBwkeHHI0O MKA nans ompeneneHuss meneHra Ha  MCTOYHUKOB
panuounsnydeHus: (s ONpeAeNeHUs] JONTOTHl MCTOYHUKOB PaJWOU3IYUCHUS),
a MECTOIIOJIO)KEHHE HWCTOYHHMKOB PaJUMOU3TYUYECHHUS ONPEACISIOTCS Ha OCHOBE
aHalIM3a TEOMETPUYECKUX COOTHOIICHUN paccTOsSHUM u yrioB Mexay MKA,
WCTOYHHUKOB PaJIUOM3IYUYECHHs U [IEHTPOM Macc 3eMJIH, [IEJICHTaMi Ha HCTOYHUKOB
panuon3Iy4YeHus] C UCIONB30BaHMEM HTEpaluil W pelIeHUs] ypaBHEHHs 4-oi
CTETICHH.

Pucynok 1. OnpeneneHre MeCTOINOTIOKEHNS HCTOUHUKA PATHON3ITYyYCHUS

Obnacte pamnomonutopunra (OPM) tepputopun Pecmybmmku Kazaxcran
HaxOIWTCSI B JMANa30HE 3HAYCHUI CEBEpHOU MUPOTHI OT @ = 40° mo ¢ = 56°
(cpemnee 3nagenne OPM ¢ = 48°), a Takke B quana3oHe 3HAYCHUH BOCTOTHOM
noaroTel oT v = 45° mo v = 87°. Kak oTMewanocsr paHee, Ha CETOAHSIIHUIN 1€HB
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B paMKax CYLIECTBYIOUIMX HAa3€MHBIX CPEICTB PaJINOMOHHUTOPUHIA HEBO3MOXKHO
KaueCTBEHHO BBIMOJHUTH (YHKIUHM W 337a49d PaIMOKOHTPOINS, YUUTHIBas CTOJNb
OOJNBIIYIO TEPPUTOPHIO HAILlEH CTPaHbl U TPYAOEMKOCTh HMPOBEICHUS MPOLETYD
PaIMOKOHTPOJISL C MOMOIIBIO HA3EMHOTO PaJIUON3MEPUTEIHLHOTO 000PYI0BAaHHS B
CJIOXHBIX KITUMAaTHYECKUX YCIOBHAX U B YCIOBUSX CIOXKHOTO pefibedha MECTHOCTH.
s ctpaH ¢ 6oibIoi TeppuTopuei kak PecryOnuka Kazaxcran st HOBBITIICHUS
3¢ PEKTUBHOCTH CUCTEMbI PaIUOMOHUTOPUHIA HCIIOIB30BAHHUS PaIM0YACTOTHOTO
CIIEKTpa LeJIeco00pa3HO HCIOIb30BaTh HU3KOOPOUTANbHBIE Majble KOMHYECKUE
anmapaThl BKaueCTBE CTAHIINHA paAOKOHTPOJIS, TAK KAK TAKHE CUCTEMBI OXBaThIBAIOT
3HAUUTEJbHBIC 10 TUIOIAAN TEPPUTOPHH M HE 3aBHCAT OT penbeda MECTHOCTH,
KIIMMaTndeckux ycnoBuil (Aitmagambetov u mp., 2020; Aitmagambetov u np.,
2016).

Pe3yabrarsl

Jus onpenenenust paauyca kpyropoit opoutsl MKA Ro TpeOyercst BEIYUCINTE
pamuyc osumncouna (JTUHEHHOE pAcCTOSIHWE OT ILeHTpa Macc 3eMid [0
MOBEPXHOCTH), 3aBUCALIMNA OT IIHUPOTHI:

Re(p = 48") = axb/[(b? + a? * tg248°)°'5 * c0s48°] = 6366299 M. (1)
rae a = 6378136 M — skBatopuanbHbeId pamuyc 3emiu; b = 6356751 m —
NoJIsApHBIN paanyc 3emun [18].

Hanee onpenenum psi mapamMeTpoB opoutsel MKA:
Pagnyc kpyrosoit opouter MKA:

Ry = Re(48°) + h = 7016299 M. 2)

Jluneitnyro ckopocTh nBrkeHus MKA:
V = /G *M/R, = 7542 m/c. (3)
rme M = 598*10** kxr macca 3eMid W TpaBHTAI[MOHHAs TOCTOsSHHas G =
6,6743*10" M**kr'*c2 [19].

Bpewmst onHoro Butka MKA onpenensiercs kak:

T=2x+m*Ry/V =5842,264 c =97,37 MuH (4)
Bpems naxoxnennss MKA nan teppuropueii Pecniyonuku Kazaxcran:

t=Tx* (56 —40")/360" = 4,33 ypun Q)

J1st HarmAmHOTO TpUMeEpa Ha PUCYHKE 2 MPHUBEACHA 30HA PAAHOBHINMOCTH
MKA.
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Pucynok 2. 30Ha pagiuoBUAMMOCTH

Brimonnenne  QyHKOMHA ~ paAMOMOHHMTOPMHTa Ha  HAyalbHOM  dTare
KeJaTelbHO HavyaTh C HCIOJIB30BaHUEM OJHOT0 HU3koopOuTtampHoro MKA,
TaKk Kak 9TO SIBISIETCS HamOoliee MPHUBIIEKATEILHBIM C YKOHOMHYECKOW TOUKU
3penus. lIpu MpPOEKTUPOBAHUM CHUCTEMBI PaJIMOMOHUTOPWHTa Ha 0a3e OFHOTO
Hu3koopoOuTanpbHoro MKA HeoOXoauMo HaYMHATH ¢ BEIOOpA TapaMeTPOB OPOUTHI.
Jiist 3TOTO TpeAsIaracTcsi pPaCCMOTPETh KPYTOBYIO OMAPHYIO OpOUTY (HAaKJIOHEHHUE §
=92°), u Beicoty opoutst MKA h =650 km. MKA ¢ 107100HBIMY XapaKTEPUCTUKAMU
UCTIONIB3YIOTCSl B CITyTHUKOBBIX cucTeMax J[33 AnucTaHIMOHHOTO 30HAWPOBAHUS
3emuu (/133) (Aver'janov u ap., 2021)

30Ha TOKPBITHA OIHOTO CIIyTHHKa IMpPEACTaBIsAEeT COOOH KPYyroByro o0JacTh
(pucyHOK 3) Ha MOBEPXHOCTH 3eMJIH, HA KOTOPOW BUAEH CIyTHUK. [Ipu 3TOM 30Ha
MOKpBITUS OyzieT 3aBHCeTh OT BBICOTHI opOuTEl MKA. Ha pucynke 4 npuBeneHa
TpaeKTOpHs IBMXKEHHS ofHOTO HH3KoopOuTambHoro MKA nan teppurtopueii PK
3a CYTKH.

Pucynoxk 4. TpaekTopusi IBMKEHHUS CITyTHUKA 33 CYTKH
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30Ha MOKPHITUS CIyTHUKA Ha 3emiie 3aBHCUT OT mapameTpoB opOutsl. Ilpu
9TOM 3€MHas CTaHUus OOpaOOTKM HHGPOPMAUMH PaJUOMOHHTOPHHIA MOXKET
OCYHIECTBIISITh CBA3b CO CIIyTHHKOM TOJIBKO TOTZAA, KOTAa Ha3eMHas CTaHLUA
HaXOAWUTCSl B 30HE TMOKPBITUS (CleA CIYTHHMKA), KaKk IOKa3aHO Ha PHUCYHKE 5.
[IponomkuTENEHOCTS BUAUMOCTH U, CIEA0BATEIbHO, MPOJOKUTENBHOCTD CBSI3U
COCTaBIIIET HECKOJIBKO MHUHYT, MOCKOJNBKY CIYTHHK JBHMXKETCS Hal 3emiled ¢
OONBIION CKOPOCTHIO. BMecTe co CIyTHHKOM IepeMelaeTcsi U Ciex OT Hero u,
CclIeoBaTeNbHoO, Tepsiercs cBa3b ¢ MKA (pucyHok 6).

Pucynok 5. 30Ha MOKpPHITHS OMHOTO HU3KoOopOuTamsHOoro MKA

Pucynok 6. [Tepememenne MKA

HeoOxomumo paccMoOTpeTb, Kak W3MEHUTCS JOJITOTa CIyTHUKA Ha BTOPOU
MO3UIMM [0 OTHOUIEHHIO K MEpBOM 3a cyeT BpauieHus 3eMiu. s 3Toro Hamo
HAWTH yIJIOBYIO CKOPOCTh BpalICHHs 3€MIIU O,

VYI0BYI0 CKOPOCTH 3EMJITH OIPEIENAETCS Kak:

2 360°
w3 = T => T

rae T — nepuon oOpamiernst 3eMiIn BOKPYT CBOEH OCH.
Taxk kak B cyTkax 24 yaca, cJIeJ0BaTeIbHO, MOYKHO ITPEATIONOXKHTE, YTO TIEPHUO
obparenus 3emin BOKpyT cBoeit ocu T coctaBut Takke 24 yaca. Ho tak xak 3emis
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Bpaiaercs emie Bokpyr ConHIa, TO mepros oOparieHus e€ BOKpyTr coOCTBEHHON
ocHu OyeT HEMHOTO KOpOYe MPHUBBIYHBIX HAM COJHEYHBIX CYTOK U COCTaBUT 23
yaca 56 MUHYT U 4 CeKyH[bl. DTO TaK Ha3bIBaEMbIC 3BE3HbIE CYyTKU. B mepecuere
Ha CEeKyHIbl MBI oayyaeM: T=86164 c.
[Tonyyaercs:
360°
“3 = 86164

YToOBI HAWTH YKCIIO BUTKOB B CYTKHU, HCOGXOZ[I/IMO CpCAHCC KOJINYCCTBO MUHYT
B CYTKax pa3gcJMTb Ha BPpEM OJHOI'O BUTKaA MKA, TOraa MoJIy4acTCs:

= 0,00417 °/c

t 1440
P =—2=—— = 14,8 ~ 15 BUTKOB B CyTKH
v T T 9737

IJe — 9TO CpeqHee KOJMIEeCTBO MUHYT B CyTKax.
W3MeHeHmne MONTOTHI HA CIIEAYIONIEM BUTKE COCTABHT:

0,.= w3 *T = 0,00417 + 5842,264 = 24,343°

T.€. CMEIICHHE 33 CYTKH OyJeT MPOUCXOJNT HA OTHOCHTEIFHO Hayaya CyTOK.
[Ipu 3TOM yrnoBas ckopocth nBuxkeHus MKA ®, 33 OJIMH 4aC COCTaBUT:

o, =360/5842,264=0,06162 °/c

UYucno BUTKOB B 4ac:
P /24 =14,8/24=0,616

Ha pucynke 7 npusenena tpaexkropus asmwxeHus MKA nan tepputopueit PK,
1 MO>KHO YBHUJIETh BIUSIHUE BpalleHus 3emin. V3-3a BpameHus 3eMiIu pacCTOsHUE
MEXIy BUTKaMu cocTtaBuT 24,343 rpamycoB (oxomno 2700 km).

a) MepBblit BUTOK 6) BTOpO# BUTOK

Pucynok 7. Tpaexropus apmwkenuss MKA
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Jlanee paccMOTpUM BOIIPOCHI ONpPENENEHUs] KOOPAMHAT M JUIMTEIBHOCTH
HaXOKJCHHUS HHU3KOOPOHMTAJIbHOIO CIIyTHUKA Haja Tepputopueil PecmyOnukun
KazaxcTan u HHTEpBaIBI €T0 MOABICHMS, a TaK)ke MeToAbl opueHTannn MKA cnensto
CO3JIaHMsI CUCTEMBI PaJIMOMOHUTOPHUHTA Ha OCHOBE HU3KOOPOHUTAIBHOTO CITyTHUKA
JUIsL onpereneHus koopanHar HazeMHbIx MPU. MHccrnenoBanus mpoBOAMINCH C
MOMOIIBIO IPOTPaMMBI [T0 MOZIEIMPOBAHUIO IBM)KEHHS CITyTHUKA Ha opOuTe 3emiis
«TPACCA-OMMUP» (Institute of space technique and technology, 2022), xoropas
MOXET TNPOU3BOAUTH MOICIMPOBAHME IBM)KECHHS CIYTHHKAa Ha opOuTe 3eMiIH.
[Iporpamma co3gana cnenquanucramu ATOO «MHCTUTYT KOCMUYECKOW TEXHUKU
U TEXHOJIOTHI» HAa OCHOBE M3YYEHHs Pa3lHUYHBIX CYLICCTBYIOUIMX 3apyOeiHbBIX
aHaJIOTOB.

JlanHasg mporpamMma TMO3BOJII€T M 33JaHHOTO BPEMEHHOIO MHTEpBala
C 3aJaHHBIM IIarOM IO BPEMEHM paCCUUTHIBATh IOJIOKEHHE CIyTHHKA Ha
opbute (BBICOTBI, WIMPOTHI W JONTOTHl TOACHYTHHKOBOM TOYKHM), a TaKXke
PSA COMYTCTBYIOIIMX MapaMeTpoB — L-000J0YKM, OCBEIIEHHOCTH CITyTHHKA,
MpsIMOM BHAMMOCTH CITyTHHKA W3 TOYKH Ha NMOBEPXHOCTU 3€MIIH, IapaMETPOB
TEOMarHUTHOTO MOJIA U JIp.

C nomo1bI0 JaHHOH MPOrpaMMbl OBUTH TPOMOAETMPOBAHBI BCE TOUKHU MPOJIETa
Hax tepputopueit Pecybnuku Kazaxcran 3a mepuon ¢ 01.12.2020 o 08.12.2020
(cM. puCyHOK 8).

Pucynok 8. Mogenmmposanue nsrkeHnss MKA crcTeMBI CITyTHUKOBOTO paIIMOHUTOPHHTA

Oo0cy:xneHue

B mporpamme Obima mpuMeHEHa OO0NACTh CYHTBHIBAHUS TI0 TEPPUTOPUHU
PecrryOnuku Kazaxcran. 3To 0051acTh HAXOIUTCS B TMAIa30HE 3HAYSHUH KOOPIUHAT
ot 40° g0 55° ceBepHoit mupoThl U OT 45° go 87° BocTOYHOM AOATOTHL. bhuta
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co3nmaHa Tabmuia rpaHui Tepputopuu PK u BhIMUCaHBI TOYKW mpojeTra BHYTPH
TpaHHMIIBL.

Tak, manpumep, 01.12.2020 crryTHHUK Haxomwics HajJ YcTb-KamMeHOTOpPCKOM ¢
05:19:30 o 05:20:45 (75 cexynn), ¢ 06:55:00 no 06:57:15 (135 cexynn) mponeran
ot Kocranas B HampaBnenun Aktobe, ¢ 16:13:00 mo 16:14:00 (60 cekynn) Obin
Hayn Ycre-KameHnoropckom, ¢ 17:48:45 mo 17:50:15 (90 cexyHa) B HanpaBJICHUH OT
Ke3eutopast B Aktobe. B 3T0T eHb CIyTHHK CHadasia MpojeTai HaJl BOCTOYHON
yacTtpio Kazaxctana u udepe3 1 uvac 35MuHyT OoH cHoBa mponetuT Hax PK, Ho
TOJIBKO HaJ ceBEpHOH yacThio. Yepe3 9 uacoB 18 MUHYT COyTHUK CHOBA MIPOJIETUT
Hag BKO. U uepes 1 wac 35 munyt o Oyzer Haj KbI3puiopaIuHCcKol 001acThIoO.
Hrorosoe Bpems 6 muH. Takum 006pazom, CIyTHHK B cpeareM OyaeT 4 pasa mo 90
cexyan Hag PK. 3a aTo BpeMst HE0OXOAMMO TTPOBECTH MaKCHUMAaIIbHOE KOJIMYECTBO
W3MEpEeHH MapaMeTpOB CHTHAJIOB M HEOOXOAMMBIX YIVIOB Jisi Ooiee TOYHOTO
ONpEeNeNIeHUs] MECTOHAXOXKAeHUs! uckombix NPU.

3akiiroueHune

TakuM 00pa3oM, yUUTBIBasi OONBLIYIO TEPPUTOPHIO CTPAHbI AJS MOBBIIICHUS
3pPEKTUBHOCTH CHCTEMBl DPaJMOMOHHTOPHHTA TMpElaraeTcsi MpHUMEHEHHE
Hu3KkoopOuTanpHOoro MKA B KadecTBe CTaHIIMU PaTUOKOHTPOIIS.

[Ipeanaraemasi CIyTHUKOBas CHCTEMa IIO3BOJHMT 3HAUYUTEIHLHO PACHIMPHTH
30Hy PaJUOMOHHTOPWHTA M YCKOPHTH TONYYCHHE JAaHHBIX, HEOOXOAMMBIX ISt
MPOBEAICHNS aHAIHM3a WCIIONB30BaHMS PAJAMOYACTOTHOTO CIEKTpa W MOXKET
WHTETPUPOBATHCS C CYHIECTBYIOUIEW Ha3eMHOW CEThI0 paJldOMOHUTOPUHTA
Peciyonmmkm  KazaxcraH W ¢ MEXKIyHapOTHOH CEThIO PaIdOMOHHUTOPHHTA
Mexnaynapognoro Coroza DnekrpocBszu (MCD). B pabore ObmM mpUMEHEHBI
nporpamMmbl « TPACCA-OMUP» u Satellite Tool Kit, ¢ moMompo KOTOPBIX OBLIO
MIPOM3BEJICHO MONEIMPOBAHNE JBHKEHUS MaJloTO KOCMHYECKOTO armapara Ha
opbute W ObUIM oOIpeAesieHbl HauOojee ONTHMAIbHBIE PEXHUMBI MPOBEACHUS
M3MEPEHHH.
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Abstract. This article proposes a method of structuring data for automatic
design systems of an intelligent EP designer in order to form a list of necessary
competencies for students in the specialty being studied. Saving time and reducing
shortcomings when creating an EP (Education Program) allows you to improve the
process of training specialists at the university with the help of special software
capable of processing information about subjects to identify inconsistencies and
contradictions in the formation of students' competencies. The reliability of the
state educational standard should be taken into account when solving the main tasks
of managing educational processes, such as developing an educational program
and ensuring the quality of training specialists. The development of the general
capabilities of graduates in the future will be the focus of the employer's attention.
When organizing the training of graduates, competence passports are prepared.
When developing an educational program, the degree of competence demand should
be taken into account, and the number of credit units should be distributed among
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courses in accordance with the importance of each discipline in the development of
competencies. Such procedures as determining the content of a discipline, choosing
the best order for studying related disciplines, choosing a department for a specific
course and taking into account the requirements of the employer when developing a
work program in subjects are interrelated and require regulation. All this is directly
related to the growing size and complexity of the document management system,
which creates an additional burden on the heads of departments and divisions. For
the successful and effective work of many departments, automated information
systems currently exist in all universities. However, there are currently no procedures
that could help instructors in their work by updating and developing lesson plans in
accordance with changing requirements. Such systems should provide quick access
to the necessary information from various sources, gaining experience in courses
taken in specially organized databases, scheduling work on subjects, minimizing
errors in scheduling and simplifying internal work. The purpose of the article: data
structuring optimization to identify the most important competencies, build them in
a logical hierarchy and develop an effective curriculum so that students can achieve
the desired goals and objectives of the course. The data structure presented in the
framework of this study can serve as a prerequisite for creating an automatic EP
constructor for all university specialties, and the prerequisites of disciplines take
into account the correctness of the choice.

Keywords: educational program, intelligent systems, prerequisites, ER (Entity
Relationship) diagram, ontological model
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AunHotammsa. byn wMakamaga CTyIeHTTepAe OKBITBUIATHIH — MaMaHJBIK
OOHWBIHINIA KaXKETTI KY3BIPETTEp Ti3IMIH KaNBINTACTHIPYy MaKcaThIHAA OiiM
Oepy OarnmapiaMachIHBIH WHTEIUICKTYalIbl KOHCTPYKTOPBIH aBTOMATThl TYyple
xkoOanay >Kydenepi YIIiH JepeKTepli KYpbUIBIMIAy oOJici YChIHBUIAABI. bimim
Oepy OarmapiaMachlH Kacay Ke3iHJIE YaKbITThl YHEMIEY J>KOHE KeMIILTIKTepIi
a3alTy CTYHEHTTEP/iH KY3BIPETTUIIrH KalbINTACTHIPY Ke3iHIE COHKEeCCI3mIKTep
MEH KaWIIBUIBIKTapIbl aHBIKTAy YIIH IOHICP Typajbl akKmaparThl OHAeyre
KaOineTTi apHaiipl OarmapiamanblK KamTaMachki3 eTy apkKbuiel KOO (OKoraprsl
Oxy OpbiHOapel) — Oa MaMaHAApIbl Aaspiiay MPOLECiH KETUAIpyre MYMKIHIIK
Oepeni. Mewmnekertik OimiM Oepy CTaHOApTBIHBIH CeHIMALTr OimiM  Oepy
OarapraMachIH J3ipiey JKoHe MaMaHIap/Ibl JalbIHIAy CalachlH KAMTaMachl3 €Ty
CHUSKTHI O11iM Oepy yIepicTepiH 0ackapyIblH HETi3Ti MiHAETTEpPiH Ny Ke3iH/e
eckepinyi tuic. TymekrepiH opTaKk MYMKIHIIKTEPiH JaMbBITy OOJaIaKTa >KyMbIC
OepymriHiH HazapbiHAa Oonanel. Tynexkrepai JalbIHAAYIBI YHBIMAACTHIPY Ke3iHIe
KY3BIPETTUTIK MAcnopTTapsl naibeiHaanansl. bimiM Oepy OarmapiamachiH jkacay
Ke3iH/Ie KY3BIPETTLIIK CYPaHBICBIHBIH IOPEKECi ecKepilyl Kepek, all KPeIuTTIiK
OIpIKTEp/AiH CaHbl KY3BIPETTEPIli JaMBITYIaFbl opOip IMOHHIH MaHBI3IBLUIBIFBIHA
coiikec Kypcrap OolibiHINA OeliHyi kepek. [[oHHIH Ma3MYHBIH aHBIKTAy, cabaKTac
MIOHEP/l OKYIBIH €H JKaKChl PeTiH TaHay, Oenrim Oip Kypcka kadenpa TaHmay
YKOHE TIOHIep OOMBIHIIIA )KYMBIC OaFIapIaMachiH )kacay Ke3iHze )KYMbIC OepyIIiHiH
TaJanTapblH €CKepy CHSKTHI Mpoleaypaiap e3apa OailJIaHBICTBI JKOHE pPETTEeyAl
KakeT eremi. MyHBIH Oopi KyKar aifHaIlbIMBl JKYWECIHIH ecilm Keie XaTKaH
KeJIeMiHe JKOHE KYpJelNiirine Tikejaei OainaHpICThI, Oy OeiM OaciipuIapsl MEH
Oexmimienepre KoceMIna canMmak Tycipeni. Kenreren kadenpanapabiy TaObICTHI
YKOHE THIM/I1 ’KYMBIC ICTEY1 VI H Ka3ipTi yaKbITTa OapiIbIK )KOFaphbl OKY OpbIHIAPhIH/IA
aBTOMATTaH/BIPBUIFAH aKMaparThIK JKydenep Oap. JlereHMeH, Kasipri yakpITTa
aybICIIalTbl TaJaNTapFa colikec cadak KocmapiIapblH )KaHAPTY KIHE d3ipiey apKbLIbI
HYCKayIIbUTapFa oJIap IbIH XKYMBICBIH/Ia KOMEKTECETiH Ipoleaypaap *okK. MyHai
JKy#enep opTypii Ke3iepAeH KaKeTTi akiaparka sKbUIIaM KOJ JKeTKi3yre, apHalbl
YUBIMIACTHIPEUTFAaH MONIMETTep 0a3achlHa ©TKeH KypcTap OOWBIHINA TaXipuoe
’KMHAKTayFa, IOHAep OOMBIHIIIA )KYMBIC KECTEIEPiH KYpy¥Fa, )KYMBIC KECTECIH KYpy
KaTelnepiH a3alTyFa jKOHE IIIKi JKYMBICTHI XEHIUIIETyTe MYMKIHIIK Oepyi Kepek.
Maxananeiy maxcamei: JEpeKTepli KYpBUIBIMIAY €H MAaHBI3IBI KY3BIPETTEpi
aHBIKTayFa, OJIApAbl JIOTHKAJBIK UepapXusFa KYpyFa »oHE CTYIEHTTEp KypPCTBIH
KOKETTI MakcaTrTapbl MeH MiHAETTEpiHe KON JKeTKi3e alaThlHAal THIMAI OKY
XKOCHApbIH jKacayabl OHTaimaHaplpy. OcCbl 3epTTey asChIHAA YCHIHBUIATHIH
MOJIIMETTEp KYPBUIBIMBI )KOFaphl OKY OPBIHIAPBIHBIH OapIIbIK MaMaH/IBIKTapbI YIITiH
aBToMarThl bb Oarmapnamaceineie (binmiM bepy Oarmapiamachkl) KOHCTPYKTOPBIH
KYPYIBIH aJFBIIIAPTHI 00JIa aJabl )KOHE MOHACPIIH PEPEKBU3UTTEPI TaHAAyIbIH
JYPBICTBIFBIH €CKEepe/i.

Tyiiin ce3mep: Oimim Oepy OarjgapmaMacel, 3HSATKEpIIK KyHenep,
npepekBuzutTep, ER (Entity Relationship) quarpamMma, OHTONOTHSITBIK MOZIEIH
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AnnoTauus. B 1anHol craThbe pearaeTcsi METO CTPYKTYPUPOBAaHHS JaHHBIX
JUIS1 CHCTEM aBTOMATHUYECKOTO MTPOEKTUPOBAHHS HHTEIIEKTYaIbHOTO KOHCTPYKTOpa
OII (O6pazoBarensHas [Iporpamma) ¢ nenpto GOpMHUPOBAHHSA Y CTYACHTOB CIIHCKA
HEOOXOOMMBIX KOMIETEHIIMI [0 U3y4aeMOH CIEeHHAIbHOCTH. DKOHOMHUS BpEMEHU
W yMEHbIICHUE HeAOoCTaTkoB mpu cozganuu OIl mo3BomseT COBEpIIEHCTBOBATh
nporecc TOATOTOBKH CIHEIHMAIMCTOB B By3€ C MOMOLIBIO CHEHUATBHOTO
MpPOrpaMMHOr0  oOecrieueHus, CIoCOOHOro o00padaThiBaTh WHPOPMALUIO O
npeaMeTax JUid BbISIBICHHUSI HECOOTBETCTBUI U MPOTUBOPEUHiA TPH (POPMUPOBAHHUN
KOMIETEHIIMHA CTyaeHTOB. HameXHOCTh TocygapcTBEHHOTO 00pa30BaTelbHOTO
CTaHIapTa JOJDKHA YUHUTBIBATHCS MPH PELICHUH OCHOBHBIX 3aad YIpPaBICHUS
00pa3oBaTeNbHBIME TPOLECCAMHU, TaKHX Kak pa3paboTka 00pazoBaTeNbHON
nporpaMMbel M oOecredeHHue KayecTBa IMOATOTOBKU CHEHHANIUCTOB. Pa3Buthe
00IIMX BO3MOXKHOCTEH BBIYCKHHUKOB B OyaymieM OyneT B LIEHTPE BHUMAaHUS
paboromarens. [Ipu opraHn3anyu MOATOTOBKU BBHIMTYCKHHUKOB IOJATOTABIMBAOTCS
nacropta kommnereHuuid. Ilpm pa3paboTke o0Opa3oBarenbHOW MPOTrpaMMbl
CllelyeT YYHMTBHIBaTh CTENEHb KOMIETEHTHOCTHOTO CIIpOCa, a KOJHYECTBO
KPEIUTHBIX €AWHUI JO0JDKHO OBITH pacmpenesieHoO Mo KypcaM B COOTBETCTBUU C
BOXXKHOCTBIO KaXKIOW JUCUMUIUIMHBI B pa3BUTUHM KOMIIETEHIIMN. Takue npouenypsl,
KaKk oOmpeJelieHHe COACP)KAaHHWS JUCLUUIUTMHBI, BBHIOOp HAMJIYYIIEero MOpsIKa
W3YYEeHHUS] CMEKHBIX JUCLUUILTHH, BEIOOP Kadeaps! AJisi KOHKPETHOTO Kypca U y4eT
TpeboBaHMit paboTojares npu pa3paboTke paboyeil MporpaMMebl 10 MpeaMeETaMm,
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B3aMMOCBSI3aHBl M TpeOyIOT peryimmpoBaHus. Bce 3To HampsiMyro CBsi3aHO C
PaCTyIIMMU pa3MepaMy U CIOKHOCTBIO CHCTEMBI JIOKYMEHTO000pOTa, YTO CO3/1aeT
JOTIOTHUTENLHYI0 HATrpy3Ky Ha PYKOBOAWTEJEH OTIENOB W moxpasaeneHuid. s
ycriemHoi 1 3 peKTUBHOM paboThl MHOTHX Kadenp B HAacTOsIIee BpeMs BO BCEX
BYy3aX CYyLIECTBYIOT aBTOMAaTH3HMpOBaHHbBIE MH(OpManHOHHBIE cHCTeMbl. OmHAKO
B HACTOsIIEe BpeMsl HET MpOLENyp, KOTOpble MOIIH OBl MMOMOYb WHCTPYKTOpPaM
B HMX pabore, OOHOBISISI M pa3padaTbiBas IUIaHBl YPOKOB B COOTBETCTBHHU C
MEHSIOIIMMHUCS ~ TpeOoBaHMAMH. Takue CHCTEeMBI JIODKHBI — 00ecredrBaTh
OBICTPBI JIOCTYN K HEOOXOIUMOHW HH(pOpPMAIUU W3 Pa3IMYHBIX HCTOYHHKOB,
MONyYeHUE OIBITA 10 KypcaM, NMPOHICHHBIM B CHEIHATbHO OPraHH30BaHHBIX
0a3ax JaHHBIX, COCTaBJeHHE IpadUKOB pabOTHI MO HpeIMeTaM, MHUHHUMHU3AINIO
OIIMOOK TPH COCTABJICHHH I'pa(UKOB U YNPOIICHUE BHYTpeHHEW paboThl. Llens
CTaTbU: CTPYKTYPUPOBAaHHE JAaHHBIX ONTHMHU3AIMS JUIS BBISABICHHS HambOoiee
Ba)KHBIX KOMIIETCHIMH, MOCTPOCHUS MX B JIOTHYECKOH MEepapXuH M pa3padoTKu
a¢dexTHBHON Y4eOHOW MPOrpaMMBbI, YTOOBI CTYACHTHI MOTIH JOCTHYbD JKETaeMbIX
uesneit u 3aaad Kkypca. CTpykTypa AaHHBIX, IPEICTaBisieMasl B paMKax HACTOSIICTO
UCCIICIOBAHUS, MOXKET CITY)KHTh TPEIIIOCBUIKOM JUIsS CO3AaHHUs aBTOMAaTHYECKOTO
koHcTpykTopa Ol amst Bcex cnenuanbHOCTEH By30B, @ IPEPEKBU3UTHI AUCIMILIMH
YUYUTBIBAIOT IPABHIBHOCTH BBIOODA.

KaroueBble cioBa: oOpa3oBarenbHas NMporpamMma, WHTEIUICKTYalbHbBIE CHC-
Tembl, TpepekBusuThl, ER (Entity Relationship) amarpamMmma, OHTONOTHSIIBIK
MOJIeINb

Kipicnoe

Binim Gepy OarmapiaMachelH Kypy, MaMaHAapAbl NalbIHIAY CallachblH OaKpLIay
CUSKTBI OKY TIpoOIlecCTepiH OacKapylIblH HETI3ri MIiHAeTTepi MEeMJICKETTIK Oiiim
Oepy cTaHAapTHIHBIH CEHIMJUIITIH eCKepe OTBHIPBIN MIeiTyi kepek. bitipymrinep
apachlHAa CTaHJAPTTHl KY3BIPETTUNKTEPAl KaJIBINTACTHIPY OOWBIHINIA aJIaFbl
yaKbITTa KyMbIC Oepy1rire 0aca Ha3ap ayaapbliabl.

Tynexrepai gaifbIHIay MPOIECIH XKOCapiay Ke3iH e Ky3bIPeTTiIiK HacTopTTaphl
xacanazpl. bimim 6epy OaraapiraMachkiH KAIBINITACTHIPY Ke3iHIe KY3bIPETTLTIKTEepTe
CYpaHBIC JopexkKeci eCKepilin, KPeIUTTIK OIpIIKTepAiH CaHbl MOHJEPTe OJapAbIH
KY3BIPETTLIIKTEP/Ii KAJBINITACTHIPY YIIIiH MaHBI3IBLIBIK JOPEKECiHE Colikec OOMiHyi
KepeK.

[ToHHIH Ma3MyHBIH aHBIKTAy, cabaKTac MOHAEPHl OKYIbIH OHTAMIBI TOPTiOiH
aHbIKTay, Oenrini Oip KypcThl OKy YIIiH KadeapaHbl TaHjaay, MOHIAEp OOWBIHIIA
KYMBIC OarmapiamMachlH JalbIHIAy Ke3iHJe KYMBIC OepyIIiIep/AiH TajlamnTapbiH
ecerke ayy CHSKTHI Ipoleaypaiap e3apa OaillIaHBICTBI, JKOHE OJIapAbl PETTey
KaXKeT.

MysbIH 0opi KyKar aiHaNBIMBl KYHECIHIH KOJIEMIiHIH YJIFalObIMEH J>KOHE
KYpIeNeHyiMeH Tikeneil OalimaHpICThl, Oy Kadempa MeH OemiM OacuibLIaphiHA
KOCBIMIIIA )KYKTEME OKEJIeIi.
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KasipriyakpITTa0apibIK AepiiK>KOFapblOKY OpPbIHAAPBIH/1aaBTOMATTaH IBIPBUFaH
aKIMapaTrThIK Kyhenep Oap, OHCHI3 KONTereH OeiiMIepiiH THIMII KOHE JKemem
JKYMBICBI ©T€ KHBIH, KelJe MYMKiH eMec. bipak Ka3ipri yakbITTa e3repeTiH
TajanTapra colikec MoHIEp OOMBIHIIA >KYMbIC OaFiapiamaiapblH >KaHApTyFa
XKOHE KypyFa 0alIaHBICTBl OKBITYIIBUIAPBIH aFbIMIAFbl >KYMBICHIH JKCHIJIIETETIH
KyHenep koK. MyHaaii xylienep OipbIHFall Ke3IepeH KaXKeTTI aKmapaTThl JKeel
i3aeyre, apHaiibl YHBIMIACTBIPBUIFAH IE€PEKKOPAAa OKBUIATBIH KypcTap OOHBIHILA
TOXIpUOEeCiH J>KWHAaKTayFa, IOH OOWBIHINA >KYMBIC OarmapiamMachlH KYpyFa,
XKYMBIC OardapiamaiapblH KaJbIITACTHIPY Ke3iHIE KaTeNmiKTepAi asaiTyfa, cama
MEHE/DKMEHTI JKYHeCiHIH TamanTapblHa colikec Kadenpalap[blH IMKi ayauTiH
KYPTi3yIi )KEHUIIETYTe MYMKIHIIK Oepyi Kepek.

3epmmeynepee wony

Byrinri TaHza MHTEIIEKTYalJIbIK OHJAMH IuiaTdopmanapapl 93ipiey canachl
KapKbIHIIBI JaMBIT KeJle jKaTKaH cajayapbeiH Oipi OombIn TaObLIambl, Oipak Oy
caJlaHbIH Nai1a 6omysIMeH matgopMaIapabl Kypylarbl )kaHa OarbIT naiiia 6omazpl.
Kazipri 3amanrsl OiniM Oepy callachIHIAFbl KOHE OHBIH JKEKE epeKIIeTiKTepiH
€CKepe OTBIPHIN, OUTIM aNyHIBUIAPILIH OapibIK ACHTeWnepi YIIiH OiliMre TeH
KOJDKETIMIIITIKTI KaMTaMachl3 eTyli Ke3neyre Tuic. MHTeIeKTyanablK OHIaiH
miaTgopManapasl KypacTsIpy Ke3iHAe OCHI cajajga OChl YaKbITKa JIEHiH jkacalFan
eHOeKTep eckepiiesi.

Makanana Tangay MHTEIUIEKTYalgbl OKBITY JKyielepiHe Heri3lesireH COHBIH
iIIiHIe: cunarTaManapra, KolganOanapra xxoHe Oaranay oficTepiHe Kyieni oy
xacaisiHabel (Mousavinasab et al., 2018), 6inim O6epy Kyiecin Kypy YLIIH KacaHIbl
WHTEIUICKT SJIiCTepiHe ColKeC JKYPri3imi.

COVID-19 mnanpmeMusicel >KarmalblHIA JKacaHIbl WHTEIUIEKT OiumiM  Oepy
calachlHAa KOJNJAHBUIATBIH YJIKeH Maprebere ue Oonbin OThIp. COHOBIKTAH
OimiMm Oepy >Kyienepi OKBITYIIBIIAp KYPaMBIH alIMacTBIpyFa YMITKep eMec,
Oipak onap/bIH OKBITYIIBUIBIK KBI3METIH KEHUIACTETIH MHTEIIEKTYalIbl OKBITY
TEXHOJIOTUSIIAPBIH KoJaHaab! nen mamimaeii (Garcia-Pefalvo et al., 2020). by
apHabI WBIFapbIIBIM )KaCcaHIbl HHTEIUIEKTE, YIKEH JePEKTepre, MalllMHANBIK )KOHE
TEPEeH OKBITyFa HETi3JeNreH OiniM Oepy KommanOaimapel MEH KbhI3METTEPiHJETi
TYTHYCKA KETICTIKTEp Typajbl MaKajajap >KHHAFbIH YChIHYFa apHAJIFaH.

Makanaga OeflceHIi OKBITYOBl KOJNJgayFa apHaJfaH MHTEIUICKTYalIbl
ToMiMrepiik >kyiecin ycenbin oTelp (Castro-Schez et al., 2021). crynenrrepre
BiayM TakCOHOMMACHIHBIH JKOFapFbl KOTHUTHBTI JAEHTeHiHIE KyMbIC icTel
OTBIPBIN, ONapAbl OeliceHnAl OKyFa >XKoHE ©3iH-031 KaMTaMachl3 €Tyre IMIakbIpa
OTBIPBII, IPAKTHKAJIBIK TYPFBIAAH YHPEHyTe MyMKIiHIIK OepeTiH HHTEIUIEKTyalabl
TOJIMIEpIIiK )KYHECIH jKacapl.

KoceiMIansl i371€y aaropurMaepiHe KaTbICTbl MHTEPAKTHBTI MbICAAap MEH
XKaTTeIFyiap yiin kongauas! (Grivokostopoulou et al., 2016).

WHTennekT TeopusChiHA HETi3IEeNreH OKYLIBUIAPIABIH HHTEIJICKT JCHreHiH
Oaramay omicremecin Konmanssl (Kose et al., 2016).
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JIMHAMHKAaJIBIK TECT TeHEPALMSICHIHBIH 9JIICTEPi MEH alrOpUTMIEPIH 3epTTell,
AHBIKTabl HEWPOHABIK JKENJIepre HETi3AeNreH oSAicTepAl KOojAaHa OTBIPHIIM,
CTYOEHTTEpHi Tanaayra Herizmenred. OmapAbplH MiKipiHIIe, OYJI 9IicTep JKeKe
OimiM neHreiine Heri3neireH Oakpliay HYCKAlapblH OeiiMey/e WKeMIl Tacilmi
KaMTaMachl3 eTyre kemekreceni. Hormxkecinae, Oy mpolece OKbITYIIbIFa KypCThIH
3epTTenreH OeniMepi apKbpUIBl CTYACHTTIH OLTIMIH HEFYPIBIM PETpPE3eHTATHBTI
Oaranayra MyMKiHIiK Oepeni (Jiang et al., 2020).

Hormxkere HerizmenreH OinmiM aereHiMizmi - OyJT OKyIIBLIAPIBIH YJTEPIMiH
HOTHXeJepeH Oaranayra Oaca Hasap aygapaThlH OKBITY MOJENI, ajl HOTHXKeEJep
OimiMHEH, meOepIIiKTeH XKOHE MiHE3-KYJIBIKTaH TYPAaThbIHbIH aHbIKTagsl (Miguéis
etal., 2018).

Eypomana ky3pIperTimikke HerizfenreH OimiM Oepy mporeci ecyme. byn
KeNTereH IOpPHCAUKIMSIAPFA HeTi3aenreH Kys3wslpertepaiH Eyponansik sxyiecin
EHTI3yMeH epekmieneHeni. byl Makamama Ky3bIPETTUTIKKe HeTi3JenreH Oimim
OepyliH aTpuOyTTaphl, OHBIH Calajapbl )KoHE KY3bIPETTUTIKKEe HETi3eNTeH THIMI1
OKBITY MEH OKBITyFa apHaJIFaH OKBITY Tocinaepi kapacteipeuiansl (O'Sullivan et
al., 2014).

Kommbtorepnik marmeiap npuanuntepi 2000 >kpuimapasiH OacklHaH Oacran
OacraysbII XoHE OpTa OiUTiMre eHTi3iimi, an oKy OaFmapiiaManapblH pedopmainay
aKnaparThlK TEXHOJOTHSUIAPABIH JaMybiMeH OainaHbicThl. COHIBIKTaH OKY
OarnmapiaManapbl KOFAMHBIH COHFBl TEXHOJIOTHSUIBIK TEHACHLMSUIAphl MEH
KaXeTTUIIKTepiH KepceTyl kepek. OKy OaraapiamachlH o3ipiey OipHelie ykcac
Ky>KarTap/aH OuTiM aiy yIriH OipHeIle caparibuIapIbiH HeMece IpoQeccopiap/IbiH
CYOBEKTHUBTI MiKipiH KaMTUABI. HerypibiM 00BEKTHBTI AKCTPAKIINS CTAHIAPTTAIFaH
TEPMHUHOIIOTUSFa HET13/IeNTy1 KepeK, all KaC10M TEepMUHOJIOTHS OKY OaFapiraMaapbiH
yiibIMIacThIpyFa apHajFaH Ma3MYH IIeHOepiH KypyFa kemekreceai. by seprreynin
MakKcaThl-MH(QOPMAaTHKa CalTaChIHAAFbl OULTIM JKUBIHTHIFBIHAH TEPMHHIEPI aiy
KoHE OLTIM cajanapblH YHBIMIACTHIPY VIIH WHTEIDICKTYaJIbl KYHEHI NaMBITY.
AnblHFaH TepMUHAEP Word2vec MOJeTiH KOJJaHa OTBIPBIT, MaFbIHANBIK JKaFbIHAH
yKcac OurimM cananapeiaal Typansl (Woo et al., 2018).

JKympIcThIH OiiM Oepy *kyleci MeH eHOEK HapbIFBEIHBIH PECMH XKoHe OepecMu
TajanTapbliHa KOCIOM MaWBIHIBIKTHIH COWKECTITH KaMTaMachl3 €Ty KaXKeTTiJiri
©3CKTLIriMEH pacTanaabl. YHUBEPCUTET TYJCKTEPiHIH €HOEK HapbIFbIHIA
XKYMBICKA OpHAJNaCybIHBIH ce0e0i aKmapaTThIK TEXHOJOrHsAjaap OOWBIHIIA OKY
OarapiaaMachlHBIH HOTIDKEIEPiH €HOCK HapBIFBIHBIH TallalTapbIMEH YillecTipe
aaThIH SJiCTep MEH TEXHOJOTHSUIAPABIH OoiaMaybl Oonbin Tadbutans! (Kurzaeva
et al., 2020).

[Ipodeccop crymeHTTepAi KociOM OKBITY OapbICHIHIA OaFBITTAWTHIH JKOHE
OaFpITTANTBIH TONIMIEp PETiHAE TaHBIMAN, OYJ KY3BIPETTUTIKKE HeTi3IenreH
Mozenbae Oepinren. JleMeKk, OKBITYHIBI CTYAEHTTEpAiH KaHAal KypcTapasl
MaKyJIIaFaHbIH KOHE Kelleci Ke3eHnae KaHAall KypcTapJaH eTyl KepeK eKeHiH
AHBIKTaybl KEPEK, COHJIBIKTAH OJIapAbIH aKaIeMISUTBIK Jal bIHABIFbI )KajFacasl. OKy
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ocHapiapbl KypcTapAaH (TYHiHIep TYpiHAe YCHIHBUTFaH ), KypCThIH AJIFbIILIAPTTAPHI
apacblHAarbl OailaHbIcTapiaH (KHEKTEPMEH KOPCETUIeH), COHIai-aK CeMecTp
HeMipiHeH (TYHIHHIH caJMaFbIMEH YCHIHBUIFaH) TYPAThIH KYPIET KYPBUTBIMIBI
KOpCeTeTiH eTil MOAEeNbICHYyl Kepek. Makanana CTyOeHTTep YHpeHyi *XoHe
TarChIPYhl KEPEK MOHEP aFbIHBIHJIAFHI 11TKi )KOHE CHIMIBI MIEKTEYNep i OLIipeTiH
€Ki OaFbITTHI eINIIeHreH rpaduk OepinreH, omap YHBIMIACTHIPHUIFAH KOHTEKCT
(op ToHHIH canmMaFbIMEH peTTelelli) Kypa aiajbpl.HYCKAyIIbl OacIIbLUIBIKKA
amajel KoHe OarbITTainbl. CTyACHTTEpIH YATepiMiH OakKbliay XOHE CTYIESHTTEP
MEH OKBITYIIBUIAD apachblHIAFbl ©3apa 9peKeTTeCydl KaMTaMmachl3 €Ty >Kyheci
YCBIHBUIAZBI, OFaH €Ki OarbITTHI eJIIIeHreH KecTe OipikTipiareH. CoHbIMeH, Oy
XKYMBbIC rpaduKTepAi ’KacaHAbl HHTEIEKTIeH Oipiktipeni (Galvez et al., 2020).

Conpaii-ax, Makanmaga 0i3 OimiM  OepymiH  OapiblK — JACHTewIepiHae
nHpopMaruka OoHBIHIIA OKy OaFmapiaMaiapbslH —YHiecTipyre apHalFaH
XKapTbUlail aBTOMATTHI OarnapiIaManblK mar¢opMa CUIaTTalFaHbIH Kepe alaMbl3.
CepOust PecryOnukachlHblH HH(pOpMaTHKa MyFaliMAepi YIIIH TaHAAIFaH OKY
OarzmapiaMachblHBIH MozeNni OaFaapiaMaiblK IulaTGopMaHbl KOJJaHa OTBIPHII,
nHpOpMaTHKa MyFaliMIepiHe apHalfaH aHBIKTaMaJlblK OKY OaFaapiamMachIHBIH
MOJZICTIIMEH JKacaJlibl JKoHE calbICTHIpbULABL. HoTmwxkenepai Tangay OolbIHIIA oI
KYpPBUIFaH OHTOJIOTHSJIBIK MOJAENBACPAIH 0acKka MyMKIiH XYNTaphl YIIiH aJbIHFaH
MOTIMETTEpMEH CcaibICTRIpYabl KamTHIbl (ACM K12 opra mekren moneni jkoHE
AHBIKTaMaJIbIK MOZETIb, OPTa MEKTETI MOJIEIT1 ’KOHE TaHJaNIFaH OKY Oaf1apiIaMachlHbIH
mozeni). Ocbl Makanaza KeNTipUIreH SKCIEPHUMEHTTEp MyFaliMIepre apHalFaH
OKy OarmapiamachlH KakcapTy, COHIAl-aKk TaHAay[blH *KaHa dIICTEpiH KONJaHy
TypaJibl OWJIaHy Kepek ekeHiH kepcereai (Mandi¢, 2018).

Byn makamama Oyrimme Oykinm omempae kemnrereH onnaitH MOOC (Massive
Open Online Courses) kypctapsl 06ap ekenairi aiteuanel. Tipkenaren MOOCs
CTY[IEHTTEPiHIH CaHbI YCHIHBUIFAH OHJIAHH KypCTapAblH CaHBIMEH Oipre Te3 ecTi.
Kenrteren ynuBepcurerTep eki mpobiemara Tam Oomazpl. 1) KOJIZaHBUIATHIH
atdopMaapIblH TeTepOoreHAUTITiHe OaliIaHbICTEl PECMH JKoHE OeiipecMu xylie
apachIHJAFbl OallaHBICTHI €Hri3e anMay. 2) CTYIACHTTIH OeiiHiH 3epTTey YuIiH
OelipecMU OKBITYA CTYJICHTTEPIIH MiKipJIepiH KOIJaHy MYMKIHJIIT1 ®KOK. OUTKeHi,
OimiM Oepy mardopmMamnapbiHaa OpTYpii GopmarTapia >KUHAKTaJFaH KeNTereH
MosiMeTTep Oap. bapnblK gepexTepre KOs JKETKi3y JKOHE IIONY VINIH OJlapibl
xuHar, 6ip Oepik xyiere OipikTipy kepek (Mrhar et al., 2020).

Anaiiza, KemiCIMIIApTTHIK aNasKTbIK, CTyACHTTEp Oaranay (GyHKLIMsIIapbIH
YIIHII TapanTtapra OepeTiH akaJeMHUsIIBIK Tepic KBUIBIKTHIH Oip TYpi, ochuIaiiia
MyFaJgiMepai anmaHmaTaabl. AHBIKTay >KyHelepi THIMCI3 OOIFaHIIBIKTaH >KOHE
KeNiCIMIIAPTTHIK aJasKTBIKTHl aHBIKTAaFaH Ke3le KelOip MeKTenTep KaTThl ChIHFa
yiieIparas, Oipak OKyIIbUIAp MEH MYFalmiMIep YWbIMIapblHa KhIMOATKa TYCETiH
Oakputay sxyHenepine xyrinemi. OceiHmail xyienepain 0Oipi, Deep Speaker-exi
ayauo YITiHIH Oip aZaMHBIH NaybICEIHA YKCAWTHIHBIH KOFAPHI IQJIIKIIEH TeKcepe
aJIaTBIH CIIMKEP/Ii aHBIKTAY XKoHE TeKcepy kyheci. by makamana Real Talk onnaitn
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aybI3iia Oaranay KypaiaslH Deep Speaker-men GipikTipeTiH HHHOBaUMSIIBIK KYpajl
YCHIHBUIFaH. byl YCBIHBUIFAaH Ky#e CTYACHTTEp MEH OKBITYIIBUIAD apachIHIAFbl
y3aK MiKipTajxacTtapibl JKEHIIJAeTei, COHBIMEH Oipre OKYIIBIHBIH JKeKe OachlH
MUHUMAIIBI IIBIFEIHIAPMEH XoHe OiiM Oepy MekeMenepiHe ocep eTyMeH y3aK
Mep3iMai Tekcepyai kKamTamachi3 eteni (Renzella et al., 2022).

biniM KOpBIHIIa OHTOJIOTHSI KONTEereH KOCHIMINANap YIIiH KaXeTTi pecypcrap
Oobir Tadb1aAbl. OHTONIOTUSIHBI 3€PTTEY KeHOip TarchlpMasapabl aBTOMaTTaHAbIPY
apKbUIBI OHTOJIOTUSTHBI KOJIMEH KYPY JKYMBICBIH KEHUIIETyre KoMekreceai. by
MakajaJia OChl caja/iarbl 3aMaHay! XKETiCTiKTep KenripinreHn. Tocinaepain apTypii
KJIacTapbl (JMHTBUCTHKA, CTAaTUCTHKA YKOHE MAIIMHAJBIK OKBITY), COHBIH ilIiHIE
KelOip COHFBI Taciiep (TepeH OKBITYFa HETI3/IENTeH TOCIIaep) KapacThIPhLIa b,
CoHbIMEH KaTap, OHTOJIOTHSIHBI 3€pTTEYHiH CTpaTerusulapbl MEH eHIIpireH
oMicTepiH YCHIHATHIH OipHeIe OaimaHbICTHI IenriMaep(eH0epiIep) YChHBUIFaH.
KypbuiFran OHTOJOTHSI KOMIIOHEHTTEPIMEH JKOHE aBTOMATTaHIBIPY IOpekeciMeH
0aiimaHpICTHl KPUTEPHUIIEp HETI3iHJEe CHIaTTaMallblK JKUBIHTHIK Oepimemi. by
COHBIMEH KaTap OHTOJOTHSHBIH CEHIMAUTITIH OaFanaynblH KypJeNliiriH KepceTet.
Ce0e0i Oy canaza oHail sxyMeic emec. by ic y3iHae Tayenci3 3epTTey calachiH
oinmipeni (Ahlem et al., 2021).

YHHUBEpCUTETTEP MEH >KOFapbl OKY OpBIHAAPHI OLMiMIEpiH YHEMi *KaHapThIIl
oTeipagbl. COHIBIKTAH Ci3 opKallaH KYphUIFaH AKaJeMHSJIBIK XOHE OKIMIIITIK
aKIapaTThI)Ka3bII Ty bIHBI3 KepeK. JKOFapbl Ky OpbIHAAPbI 0acKapaThIH aKIIapaTThIH
KOITITiH XoHe 0ip MeKeMezle KaTap eMip CYpe alaThiH KYHeIepIiH opTYypIIiIirin
eckepe oThIpbIN. OcblFaH 6aiaHbICTHI O11iMA1 06ITICY YIIiH TEXHOIOTUSHBI KONJaHy
KaxeT. OHTONOTUSHBIH apKachblHAA agaMJap MEH OpTYpii XKyienep apacblHIa
THICTI aKnapaT aIMacy/ bl KAMTaMacChI3 €Ty apKbLTbI O1LTIMTe KOJ JKETKi3y aIeKaiiia
oHall. Byl MakanmaHBIH Makcarbl KOFapbl OLTIM Oepyle OHTOJOTHSIHBI KOJJIaHY
OolibIHIIIa Oap 3epTTeyiepal aHbIKTay O0IbI Ta0buIaab!. JKylien kapTorpadusuTbiK
3epTTey OHBIH 2792 MaKalachIHBIH CEpUsCHl HETi3iHAe Kyprizinai. bapmersr 52
FBUTBIMH JKYMBIC KapaJblll, TaNAaHAbl. HoTmkenep OHTOIOTUSHBIH JKOFaphl OLTiM
Oepyne Kaslail KOJIaHBUIATBIHBIH, OJIAp/bl d3ipiey YIIiH KaHAal TeXHOJOTHUsIap
MEH Kypaljap naianaHblIaThIHBIH KOHE OHTOJIOTHSUIBIK KoJlaHOanapia Kanaan
HET13Ti Co3/IKTep KaiiTa maiganaHsuIaTeiHEIH Kepcetei (Tapia-Leon et al., 2018).

OKBITY TYpFBICBIHAH YaKbITTHI Oakpliay >KOHE €pTe €CKepTy MaHBI3Obl peil
aTKapaJibl, COHBIMEH KaTap KbI3BIFYIIBUTBIKTBI aPTTHIPYIBIH THIMI KYpasbl OO
TabbutaApl. Byt 3epTTey KeH KoHe jKaH-KaKThl IepeKTepre Heri3aenareH Y akpITia
OakpLIay MEH OipHEIlle CeMaHTHKAJIBIK (yHKIUSIIap bl TAJIAM bl )KOHE TAMBITA/IBI.
BipinmrieH, ceMaHTHUKaJIBIK OeNTinep MeH KaTbIHACTApAbI aHBIKTaUTHIH (paKTopiap
3eprreneni. ExiHmmigeH, OipHerne ceMaHTHKANBIK KoHBomrorusuiapmeH (iCaNN)
XKelliHi 0oInkay MOJENi OKBITY MiHE3-KYJIKBIHBIH KYPACNiTIri MeH epeKmieiirine
HeriznenreH. OHTAWIBI SKCIIEPUMEHTTIK KOH(PHUTYpAIHsl MOACTbIl KEHIHEH OKBITY
JKOHE TECTUIeY apKbUIbI KepceTinedi. YIIiHIIiIeH, 0i3 Kol HOpPCeHi elecTeTeMi3
CEMaHTHKAJBIK (PYHKIUSIIAP, Oap MoceneNep i Tal1aiMbI3 )KOHE OKBITYIIBIH HET13T1
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epexernepi MeH YakbIT ToyeKemaepi 3eprreiii (Xiaona et al., 2022).

OneOHeTTiH TEOPHSJIBIK Talgaybl MOCEJICHIH KEHIHEH KapacThIPbUIFaHBIH
kepceteni. CoOHBIMEH Karap, HHTEIUIEKTYalJbIK OHJIAWH MiaTdopMaiapIbiH
EPEeKIEeNKTepiH eCcKepe OTHIPHIN, OiTiM Oepy MpoIeciHe EHTi3yre MYMKIHIIK
OepeTiH OKBITYIBIH OCHIHAal (opManapbl MEH 9ICTEPiH KOJNJAHYIbI KaMTHUIBI.
By mpouecte MHTEIEKTYaNIbIK, IUIaTGOpManapaarsl TalaNTapFa KOWBLUIATHIH
ANEKTPOHIBIK O11iM Gepy pecypcTapbl MaHBI3IBI POJI aTKapa ajabl.

binim bepy bazoapramacvinvly UHMENIEKMyan0bl KOHCMPYKIMOpPbl

Bbinim Oepy OarmapiaMachIHBIH MHTEJUIEKTYaJIbl KOHCTPYKTOPHI iC JKY3iHIE
OimiMm Oepy MekeMenepiHiH OacIIbUIapbl YIIiH IIENNM KaObUIAAYNbl KONy
XKyHeci GonbIn TaObLIaAbl XOHE OKY OpHBI OACIIBICHIHBIH FaHa €MeC, LITATThIK
KBI3METKEPJIEPAiH JIe )KYMBICBIH €lI9yip KeHUIIeTyre, COHaii — ak OimiM Oepy
MPOILECiHIH CamlachblH apTTBIpyFa apHajJfaH. YHUBEPCUTETTIH HMHTEIUICKTYaJIbl
OHJIAH miardopMa jkacaylibulap €H ajIbIMeH YHUBEPCHUTETTIH HETi3ri Om3Hec
— (DyHKIMSCHIH-OKY TIPOIIECiH aBTOMATTaH/IBIPY KAKETTUTIKTEPiH ecKepeni. Arar
aliTKaHaa, mporpaMMa o3ipJeyLIiiep CTYIEHTTEpIiH JKeKe OKy OarmapiaMachiH
(Tarmay moHAEPiHIH OJOKTaphl) KANBINITACTHIPY MYMKIHIIKTEPIH, OKY aFbIHIAPBIH
KaJIBIITACTBIPY, CabaK KEeCTeCiH KaJbINTACThIPy, cabak OTKi3y[i ecerke amy,
Oakpulay IIapajapblH €CelKe ally, OKy yJrepiMi MeH OKY >KYKTEMECIH €CellKe aimy
CHSIKTBI (PyHKUHMSITapAbs! OPBIHAAY Ke31He XKeKe OarnapiaMaHbl €CenKe ajabl.

AtanFaH MYMKIHIIKTepre >KeTYIiH oJici peTiHIe TOMEHJEeTi MiHIETTep icke
aCBIPBUTYHI KaXKeT:

Konnenrtyanaslk MoAemnbi KOJAAAHBII IOHACPIIH KIKTETyiH YCBIHY;

Pensuusinelk MoAeTbIi KOJIaHY;

protégé 5.5.0 penakTopbIHIA KY3€Te aChIPBUIFAH OHTOJIOTHUSCHI.

Jorapbl KenTipireH MpIcangapra CyHeHin KoJIIaHbUIFaH CXeMaHbIHBIH Many-
to-Many KaTbIHaChIHA COWKECTEHIIpyTre Oomapl, OHBI KeJeci cxemManapaaH Kepyre

(cyper 1).

g - N

e f— s 2exon

Cypert 1- KoHnenTyasaslk MOAEb/Ii KOJIAHBIN MOHACPIIH KIKTETy
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Meicainsbl, atanran cxema OoiibiHma C-monzaepai Oinaipeni, O6ip nmon OipHere
cemecTpre 0eIiHyi MYMKiH 9HE JIe OJTapAbIH OakbLuiay (hopMasiapbiHa OaiTaHbICTHI
optypii 6omansl. COHBIMEH Karap, KaMThUIAThIH IOHAEPII opTypii Kadeapanap
KYPTizyl MYMKiH, COWKECIHIIe >KyHere Kipill TOHII TaHOaFaHAa >KYpPri3eTiH
kadenapansl 1a TaHIayFa OOMAIbI.

XKyitene Oimim Oepy OarmapiaMackl KOHCTPYKTOPBIHBIH MaTepUaIapbIH
caKTay MEXaHU3MJEpiH, OJapAbl CHIIATTay >KOJNIApbIH, aaMacy MeH i3aeHy.l
YHBIMIACTBIPY KakeT. EHTi3ireH OapibIK JepeKTep HaKThl KypbUIBIMIAJFaH
Oomysr kepek. JlepexTepai KUHAKTay MOIYNi OipTyTac OONYBI KEpeK J>KoHE
WHTepHeTTe KEH TapaiFaH AEpeKTepli CakKTayablH Oacka JepeKKopiiapblHaH
JepeKTep i eHTi3y/i Koaay YHBIMIacTRIPBLTYBI Kepek. MeTanepekrep i naiinanana
OTBIPBII, JAEPEKTEPi MOACPHU3ALMIIAYIBIH KEHIHT1 TPOIECIH OMIACTBIPY KaXKeT.
Mpicanbl OHJAWH OKBITY IUIAT(HOPMACHIHBIH JepeKTep KypbUIBIMBI peTinae ER-
JarpaMMachiH YChIHYFa Oonaabl (CypeT 2).
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Cyper 2 - Konctpykropasiy ER-nuarpammacst

MiHzaeTTi noHAEp CTYNSHTTIH OKYBI YIIIH KaTaH OSNrijIeHreH HeMece MIHICTTI
YaKbIT OOJIYbI MYMKIH, (SSFHU, CTYICHT TipKeY KE31H e IOHIEP/Ii 63 OCTIHIIIC OKUJIBI).
MiHzeTTi moHAEpAiH NPEPEeKBU3UTTEPI MEH MOCTPEKBU3UTTEPl TEK MIHICTTI
noHAep 00yl MYMKIH.

MiHaerTi ToHAEP JKOHE OJICKTUBTI TMOHICPIIH TNPEPEKBU3UTTEPI MEH
MOCTPEKBU3UTTEPI MiHAETTI KOHE AIIEKTHUBTI MOHAEP 00ybl MyMKiH. OFaH MbIcal
peTiHze Keneci kecTenepi yeelHyFa oomazpl (kecte 1,2).
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Kecre 1. ITonnepnin b Gepiry MbIcaisr

Suject _id Subject name Subject_cycle Module id
123 Curnannapabl TUQPIbIK eHIeY BII, XKOOK 3
511 ODusnka KBBIT 1
525 Maremaruka JKBBIT 2

Kecte 2. IToH-n1pepekBU3UT

Subject id Pre_subject id
123 511

123 525

KaHe T.0. KaoHe T.0.

Kenripinren mMpicanga GipHele npepeKBU3UT-TIOHAEPI €HTi3yTre O0Ia bl

JKYMBICTBIH TIpakTHKAIBIK HOTIKeci protégé 5.5.0 pemakTropblHIa >Ky3ere
aCBHIPBUTFAH OHTOJIOTHSACHI, O OKBITHUIATHIH MOHAEPHAl OJap KaNbIITaCThIPATHIH
JIaF IBLTAp MEH CTYACHTTIH OUTIKTiTITIHE KOMBIIATHIH Kipic TalanTaps (prerequisites)
Oeirinae KepceTesi.

OHTONOTHSIBIK MOJAENB/EY HETi3iHae KepceTinreH Protégé pemakTopiHmeri
JavaScript programming moHi YIIiH MpepeKBU3UTTEPI 3 - CypeT.

Query (class expression)

requiredBy value JavaScript_programming

Execute,  Addto ontolegy

Query results

ol HotnEang

4 Boolean_algebra
4 Programming_basics
il object_oriented _programming

Cyper 2. Protégé penaktopingeri JavaScript programming moHi YIIiH IpepeKBU3UTTEPI

MiHzaeTTi IoHIep i eHri3y YIIiH OipHelIe KpUTepuiIep/i KapacTelpyFa 0oaib!:

MiHzeTTi ToHAEp AIEKTUBTI MTOHAEP/II KAMTBHIMAYhI KEPEK;

MiHzaeTTi MOHAEPAiH IPEPEKBU3UTTEP] MEH MMOCTPEKBU3UTTEPI MIHACTTI TSHAEP
OOJTYBI KEPEK.
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ONeKTUBTI MOHAEP/I CHIi3yTre KONAaHbIIaThIH KPUTCPHIA:

ONeKTUBTI MOHIACPAIH NPEPEKBU3UTTEP] MEH NOCTPEKBU3UTTEP] MIHIACTTI )KIHE
AIIEKTUBTI MIOHEP OOIYBI MYMKIiH.

HoaTnaxesiep skoHe TaJKbLIAY

Makxkanana JXOO (;xoFap¥bl OKy OpHBI)-HBIH OapiIbIK MaAMaHABIKTAPHI YIITiH O17iM
Oepy OarnmapmamachlH Kypy YLIIH MaizanaHbUIybl MYMKIH aBTOMAaTTaHABIPHUIFAaH
bb OGarmapnamacein (OimiM Oepy OarmapiiaMachlH) KOHCTPYKTOPBIH —93ipliey
cumarTajrad. Makajaga 3epTTey HOTHXKEJIEpiH CakTaWThIH koHe aBToMarThl bb
OarmapiaaMachlHBIH KOHCTPYKTOPBIH KYPYABIH aNfbIIAPTHl PETiHAC MaiaaiaHyra
0O0JIaTBIH MONIMETTEP KYPBUIBIMBI KeNTipiireH. Jepekrep KypbUTBIMBI TIOHIEPIIH
MPEPEKBU3UTTEPI MEH MOCTPEKBU3UTTEPIH TaHAAYABIH TYPBICTHIFBIH €CKEPEIi.

ABTOMaTTaHABIPEUFaH OiiM Oepy OarmapiaMachlH XYHECiH o3ipiiey Kasipri
OimiM Oepymeri e3eKTi MiHJeT OOJBIN TaOBLTA B, OUTKEHI 011 OLTiM Oepy mporeciH
THIMII YHBIMAACTBIPYFa JKOHE CTYACHTTepAiH OuUTiM MeH JaFibpliapra JercH
KOKETTUTIKTEPiH eCKepyre MYMKIHIK Oepeni. JKorapsl OKy OpbIHIAPBIHBIH OapITbIK
MaMaHAbIKTaphl yiid bb OarnapiamMachiHbIH KOHCTPYKTOPBIH KYPY OCBI OaFBITTaFbI
MaHBI3/IbI KaJaM OOJIbIN TaOblIa bl

binim Oepy OarmapmamachlH aBTOMATTAHIBIPBUIFAH JKYHECi TOHIEPIIH
MPEPEKBU3UTTEPI MEH MOCTPEKBU3UTTEPIH TaHJAyAbIH AYPHICTHIFBIH FaHa eMec,
COHBIMEH KaTap CTyACHTTEpHiH MNalbIHIBIK JICHredi, OaFrmapiaMaHblH €HOEK
HaPBIFBIHBIH TalallTapblHA COMKECTIri ®oHe T.0. CHSKTBHI 0acka (hakropiapibl 1a
eCKepyl Kepek.

Makanafa KenTipuIreH 3epTTey HOTHIKeNIepi MEH JAEpPEeKTep KYpPBhUIBIMBI
aBToMarTaHAblpeUIFad bb OargapnamMachiHBIH KOHCTPYKTOPBIH 93ipJiey YILUiH Heri3
perinae makganaHeurybl MYMKiH. OKy MpOLECiHiH THIMAIIITIH apTTRIPY YIUiH
OCBl 0aFrbITTa JKYMBICTBI KAIFACTHIPy JXKOHE aBTOMATTAHIBIPHUIFAH OinmiM Oepy
XKYHeJIepiH KeTUIIIPy MaHbBI3/IbI.

KopbITbIHABI

Binim 6epy Oarnmapnamanapsl YIIIiH aBTOMaTTaHABIPBUTFAH XYHEHi a3ipiey OimimM
Oepy cajachlHa YJIKEH Maiiia 9KeTyl MYMKiH. ¥ CBIHBUIFaH MAJIIMETTEP KYPBUIBIMBI
KOFapbl OKY OpBIHIApBIHAAFbl OapiblK MaMaHIBIKTap YIIIH OCBIHAAN >KyHeHi
KypyFa Heri3 0ona anmaipl.

XyiteHiH 0acTbl apTHIKIIBUIBIKTAPBIHEIH Oipi-TIOHACPAIH MPEPEKBU3UTTEPI
MEH TOCTPEKBU3HUTTEPIH MYPBIC TaHMAAy[bl ecKepy MyMKiHairi. bym Oimim Oepy
OarapiaaMachlHBIH IYPBHIC KYPBUIBIMBIHA XOQHE CTYACHTTEPHiH TaOBICTBI OKYbI
YIIiH KaXeTTi Oi1iM MeH Jarnpuiapra ue 0oiysiHa keninaik oepexi. by npomecti
aBTOMATTaHJABIPY apKblJIbl OKYy OpPBIHAAPHI OariapiiaMaHbl KOJIMEH KypyFa jKoHE
KaiiTa Kapayfa *KyYMcaJIaTbIH yaKbIT IIEH PecypcTapIbl YHEMICH ajabl.

CoHbIMEH KaTap, YCHIHBUIFaH JEpEKTep KYPBUIBIMBI >KYHEHIH IIamMaMeH
HYCKAChl €KEHiH aTarn ©TKeH >keH. TOJIBIK KYMBIC 1CTEHTIH aBTOMAaTTaHIbIPbUIFaH
Oinmim Oepy OaFapiaMachIHBIH KOHCTPYKTOPBIH KYPY YIIiH KOCHIMIINIA 3epTTEYIIep
MeH d3ipieMenep KaxeT 0onybl MYMKiH. bimiMm Oepy camackiHIarbl e3repictepi
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KepceTy jkoHe OuriM Oepy OarmapiamanapblHBIH ©3EKTUIN MEH ©3eKTiTIriH
KaMTaMachl3 €Ty YIIiH Kyle YHEeMI )KaHapThUIBII, KaiTa Kapaaybl KepekK.

binim Oepy OarmapmamanapblHBIH aBTOMATTaHABIPBUIFAH IKYHeci YIIiH
YCBIHBUIFAH JIEPEKTEP KYPBUIBIMBI Oi1iM Oepy callachlHa YJIKEH Taijla OKeJIeTiHiH
arar eTKeH yxoH. [IoHaep iy IpepeKBU3NTTEPl MEH MOCTPEKBU3UTTEPIH TaH Ay IbIH
JYPBICTBIFBIH €CKEPEe OTBIPBIN, OYJI XKYie OFapbl OKY OpBIHAAPBIHAAFBI OapIIbIK
MaMaH/IbIKTap YIIiH OiimM Oepy OarmapiamanapbiH THIMII J)KOHE 191 Kypa ajajbl.
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Abstract. The state of ensuring the information and psychological security of
society is declining due to the daily increase in destructive words on the Internet.
That is, categories such as advocacy of violence based on race, ethnicity, national
origin, gender, gender identity, religion, age, disability or illness are defined. It
shows that the search and identification of non-speech words can be done with
minimal effort from the point of view of the subject, since this can now be
achieved automatically using various methods. The existing methods (expert
analysis, intellectual data processing methods) are considered, the advantages and
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disadvantages of these methods are noted. In addition, he not only explores the
roots of profanity, but also proposes concepts to help distinguish between types of
offensive language, such as profanity and cyberbullying. We use machine learning
approaches to access datasets that we can use to automatically collect social media
profanity. To solve this problem, Data Mining is proposed to search for offensive
words, such as swear words in text databases. It can be seen that the presented
method is distinguished by the ability to automatically fill in the vocabulary
through the system when identifying unfamiliar words classified as non-standard.
The correctness of vocabulary replenishment is measured using various indicators.
We are creating a set of Internet users in Kazakhstan who use social networks and
media to share their opinion. The description of the proposed research work is
given from data collection to classification and identification of sets of words with
destructive content.
Key words: hate speech, analysis, detection, online content, Data Mining
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AHHOTALMA. KoramubIH aKIMapaTTHIK-TICUXOJIOTFSLTBIK KayiIci3airia
KaMTaMachl3 €Ty JKar[JaiiblH MHTEPHETTErl NEeCTPYKTUBTI CO3MEp/iH KYHIENIKTi
TOKTAayChI3 ©CYi TOMEHIETIN OTHIp. SIFHUW, HOCiNIiHE, ITHUKANBIK TeTiHe, YITTHIK
IIBIFY TETiHE, )KBIHBICHIHA, TSHJIEPIIIK COMKECTIriHE, NiHIHE, )KAChIHA, MYTEeKTITiHe
HeMece aypybIHa HETi3/IeNITeH 30PJIbIK-30MOBLIBIKTH HACHXATTAaY CUSKTHI CAHATTAPHI
AHBIKTAJBIN OTHIP. Famayar cesmepmi i3[ey jkoHE aHBIKTAY CyOBEKT TYPFBICHIHAH
MUHUMAIBI TYplle KYII XYMcayFa OONAaTBIHBIH KOpCEeTilm OThIp, cebedi Kaszipri
TaHJa aBTOMATTHI TYPAE TYPJIi 9AiCTep i KOMAaHY apKbUIbI KOJ KETKi3yre Ooiab.
KOJIJTAHBICTAFbI 91icTep (IKCIIEPTTIK TaJaay, AePEKTEP/i OHACYNiH HHTSIUICKTY Il Ibl
omicTepi) KapacThIPbUTA I, OYIT 9MiCTEP/IiH apTHIKIIBUTBIKTAPEl MEH KeMIILUTIKTepi
aran etineni. CoHbIMeH Karap, Oelofen TUIMIH TYN-TaMBIPBIH 3€pTTEN KaHa
KOWMaiIbl, KeMCITy Tidl MeH KHOepOYJUIMHT CHSKTHI FajayaT ceslep TypJepiH
XKBIpaTyFa KOMEKTECETiH YFBIMIApAbI YChIHAABI. bi3 aneyMmeTTik skemieri 6anarar
ce3lep/li aBTOMATTHI TYp/ie KWHAY YIIiH MaiiajJaHa anaTelH AePEKTep KUBIHBIHA
KOJI J)KETKi3y YIIIiH MalllMHAIBIK OKBITY TOCUTAEPIH KOJJaHaMbI3. MYHBI IIeNTy yIIiH
MOTIH/IK MONIMETTEp KOPBIHIAFhl OanaraTTtay CeslepiAl MbICajFa aja OTBIPHIIL,
Fajiayar Ma3MyHJIBI ce3ziepi i3aey ymia Data Mining yceiabimansl. Kepcerinren
o/1ic HOpMara caii eMec JeT )KIKTeNTeH OeHTaHbIC Co3/1ep Il aHBIKTay/1a XKYie apKbLIBI
CO3MIK KOpABl O3MIriHeH TONTHIPY MYMKIHIITIMEH epeKIIeIeHeTiHIH OaliKayFra
Oonazapl. OPTYpIi KepceTKITepal naiganaHy apKbUIbl CO3IIKTI TOJIBIKTHIPYABIH
IYPBICHITHIFEI eneHe i. KazakcTaHaarsl HHTEPHET MailaTaHyIIbLIAPEl IEPEKTEp
JKUHAFBIH JKacall >KaThIPMBI3, ONap ©3 MiKipiepiMeH O0ejicy YIIiH oleyMeTTiK
JKellijep MEH MeIMaHbl Maii1anaHanbl. ¥ ChIHBUIBIN OTHIPFaH 3ePTTEY KYMBICHIHBIH
CUNarTamachl JepeKTep/i KUHAynaH OacTam JeCTPyKTHBTI Ma3MYHAAcC CO3Zep
TONITAMACKIH XKIKTeyTe KOHE OJap/Ibl aHBIKTayFa JACHiH OepiireH.

Tyiiin ce3mep: Oeifomen Ma3MyHABI Ce3[ep, aHBIKTAy, OHJIAWH KOHTEHT,
aHanmzzey, Data Mining
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Annoramus. Cocrosuue obecreueHus HHMOPMAITHOHHO-TICHXOIOTHYECCKOM
Oe3omacHOCTH  OOINECTBA CHUXKACTCA  U3-32  ©XKCAHCBHOTO  YBCIMUCHUS
HeCprKTI/IBHLIX CJIOB B CCTHU HHTCpHCT, TO €CThb OHPCHCHCHBI TaKHue KaTeFOpI/II/I,
Kak MporaraHjaa HACWIHs [0 MPHU3HAKY pachl, dTHUYCCKOW MPHUHAICHKHOCTH,
HAaIlMOHAJIBHOI'O HpOI/ICXO)K,[[CHI/ISI, 1moJa, FeHHepHOﬁ UACHTHYHOCTH, pCHI/IFI/H/I,
BO3pacTa, IHBAJIUIHOCTH UK 00J1e3HU. OHIIOKa3bIBACT, YTO MIOUCK M UICHTU(DUKALIUS
HepC‘ICBI)IX CJIOB MOXKET OCYHICCTBH}ITI)CSI C MUHHUMAJIbHBIMHU yCI/IJ'H/IHMI/I C TOYKHU
3peHI/I}I I/ICHI)ITyeMOI‘O, TaK KaK TeHCpI) 3TO MOXKET 6I)ITI) ,ILOCTI/H‘HyTO ABTOMAaTUYCCKU
C HUCIIOJBb30BaHUEM paSHI/I‘-IHI)IX METOOOB. PaCCMOTpeHI)I CyH_IeCTByIOHII/IC METOAbI
(9KCHEepTHBIN aHANN3, UHTEIJUIEKTYaJIbHbIE METOIbI 00Pa0OTKM JaHHBIX ), OTMEUCHBI
MPENMYIIIeCTBA U HEJOCTATKH 3THX METOI0B. KpoMe Toro, OH He TOJIBKO UCCIIEyeT
KOPHH HEIECH3YPHOM JIEKCHKH, HO TaKXe MpeIiaraeT KOHICMIIHH, TTOMOTAOIIHe
pa3JII/I‘laTI) THUIIBI OCKOp6I/ITeJH)HOFO sA3bIKa, TAKHC KakK HeHOpMaTI/IBHaH JICKCUKA U
kubep3anmyruBanye. Mbl UCTIOIB3YEM TOAXOIbI MAIIMHHOTO 00YUYSHHUSI JIJIs JOCTYTIa
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K HaOOpaM JaHHBIX, KOTOPBIE MBI MOYKEM HCIIOJIb30BATh JUIsl aBTOMAaTHYECKOT0 cOopa
HEHOPMATUBHOM JIGKCHKH B COIMANBHBIX CceTsX. s pemeHns 3Toi mpodiaeMsl
npemtaraercss Data Mining 11 TOMCKa OCKOPOHMTENBHBIX CIIOB, HampUMep,
MaTepHBIX CJIOB B TEKCTOBBIX 0a3ax JaHHBIX. BHIHO, 4TO MpeacTaBIeHHBIH METON
OTIMYAeTCSI BOSMOKHOCTHIO aBTOMAaTHYECKOTO 3aIlOJIHCHUS CIIOBApHOTO 3amaca
4yepes3 CUCTEMY IPH BBISBICHHN HE3HAKOMBIX CJIOB, OTHECEHHBIX K HECTaHIAPTHBIM.
[TpaBUIBHOCTH TIOTIONHEHHS CJIOBAPHOTO 3araca H3MepsieTCsl C  IMOMOIIBI0
pa3nMYHBIX TOKa3aTteneldl. Mbl co3maeM Habop monb3oBatenedl MHTepHeTa B
Kazaxcrane, KoTopsie HCTIONB3YIOT conpaibable ceTd 1 CMU, uyToOb mogenuTbes
cBOMM MHeHHMeM. OmnucaHue MmpeasaracMoi HCClleI0BaTeNbCKOM paboThl 1aHO OT
cOopa JaHHBIX JI0 KJIAacCU(HKAIMU U BBISBICHUS HAOOPOB CIIOB AECTPYKTHBHOTO
conepIKaHus.

KuroueBble ciioBa: HELlCH3ypHAs pedb, aHAIIN3, OHJIAH KOHTEHT, ONpeIeNICHNUE,
Data Mining

Kipicne

Kazipri Tanarpl FBUTBIM MEH TEXHUKAHBIH JJaMy ITPOTPECCi a1aM KBI3METTEPiHIH
Oipimama cananapbiHa JKaHAa aKIapaTThIK TEXHOJIOTHSUIAPABI Y3IIKCI3 eHTi3imye.
CoHbIMEH KaTap, WHTEPHETTIH AaMybl COJ JKepHeri MoTiH TypiHae OepinreH
aKmapar KeJieMi MEH Ma3MVYHBIHBIH OaKbUIaHOAWTHIH SKCHOHCHIUAIbI ©CYyiHe
xetkizmi (Kamxoro, 2020). AxnapaTThIK KayinCi3miKTi cakTay MakcaTbIHIa
QJIEyMETTIK KeJIepiHaeri 3aHChI3 aKIaparThl, OHBIH INIiHAe 06N KapacThIpcak
TEPPOPHU3HM, €CIPTKIHIH 3aHCHI3 CTabLIBIMbBI, HAPa3bUIBIK AKIUSIIAPBIH HEMece
JKarmad TOPTINCI3MIKTEepi YHBIMIACTBIPY, MEMJIEKETTIK paMi3ieplai  Kopiay
cesnepi, OanmaraT ce3mepi )koHe T.0. KOFaMmFa KayiInTi aepexTepi Oap MomiMeTTepIi
TanaayneH MaHbbI 0ap (Kymap, 2020). Oceiran 0aliIaHBICTHI, COHIAH-aK «KaOBIK
WHTEPHET KeHICTITiH QNeyeTTi KYpY *KarJaiblHAa JeCTPYKTHBTI aKIaparThl i37ey
JKOHE aBTOMATTHI TYpie aHbIKTay. COHBIMEH KaTap, OYTiHTi KYHTe JIeliH KOFaMHBIH
aKMapaTTHIK-TICUXOJIOTHSIIBIK  KaYINCI3AIriH cakray  YIIiH 3aH JKY3iHZAeri ic
-Iapanap KeTKiJliKci3 ekeHIIriH kepyre Oomansl ([xaiin, 2020).

CoHbIMeH, aBTTOMATTaH IBIPBIIFaH KOHE MaMaH IaHABIPEUFaH 137ey Kyhenepin
iCKe achIpy *oHE oJapibl CaHATTapblHA Kapai KIKTey KaKETTUIIrl TyBIHIauIbl.
Ocpuraiima, akmapaTThIK pecypcTapablH YHEMI ecyl KayinTi Ma3MyHAbI ce3aepai
aHBIKTAy/1a ABTOMATTAH/IBIPY MPOIiecci eHOSK MIBIFBIHIAPhIH TOMEHICTYMEH KaTap,
CYOBEKTHUBTI iC — OpEKEeTTep KEIICiH XKoHe aJiaM (PaKTOPHIHBIH dCEPIHEH KelleTiH
Kayinrep BIKTUMAIABIFBIH a3zaitanpl (Moxan, 2020). OneyMmerTik KeTiiepiH
OerceH Il JaMybl, HHTEPHETTI «KbUIMBICTBIKY KayilTepre epekiie Ha3ap aynapyabl
Tajmam eremi. AKIaparThl KOpraydblH Keleci xonmmapel Oap (Moxan, 2020;
Mironexodd, 2020):

- KayilTiH aljbplH aly — OJapAbIH TYBIHIAy MYMKIHIITIH OOJDKay >KoHE
aKIMapaTTHIK KAYIMCI3MIKTI KAMTaMachl3 €TETiH aJJIbIH aJTy IIapalapsl;

- Kayil-KaTepyieplli aHbIKTAy HaKThl HeMece KayinTephiH maima 0oy
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BIKTUMAJIJIBIFBIH JKYHEINI Tanaay MeH Oakpliayna ycTay, COHBIMEH Kartap, OJIap/IbIH
aIIbIH amy OOWBIHINA Jiep Ke3iHje mapanap KaObuiaay;

- KbUIMBICTBIK 9PEKEeTTep/li OKIIayay KoHe KayilnTi HeMece HaKThl KbUIMBICTBIK
OpeKeTTep/Ii KO0 MapanapblH KaObUIIaY;

HlapTTel TYpAe akmaparTblK — TEXHOJIOTHSIIApAbl MaljanaHyga CHIPTKBI
KayinTepai <«ISCTYpNi» JKOHE <OKaHa» Jen Oellil KapacThIpyFa Ooialbl.
(Myccupanuesa, 2021) «JlocTypmi» CBIPTKBI KayinTep peTiHAe cram, (HUIIWHT,
KOMITBIOTEPIIIK BUPYCTap, TPOSTHIAP JKOHE KEINiTiK madypuiap KaTKeI3yFa 00asl
. Keneci Tapayna «okana» CBIPTKBI KayinTep KapacThIPbUIAIbI.

oficTep MeH MaTepHaJIap

«Kayay axnapammoeix — mexnonocuanvix xayinmep. Pacelnma, WHTEpHeT-
KOMMYHHKAIHS TaKbIPBIOBI O13/1H YaKbITTa ©3€KTi OOJIBII OTHIp. JKoFapsl nopexene
MHTEPHET-TEXHOJIOTHSIAP/IBIH IaMybl HeTe SKEJIIl IeTeH cypakka Oip»KaKThl xKayarl
Oepy MYMKiH OoiMail OThIp. OJETTe XalbIKapallblK >Kelli HHTEPHET MIJITMOHIaFaH
KOMITBIOTEPIIIK JKETIepIiH FajlaMmIblK OaimaHeicybl. backamia aiftkanma, Oy
IYHUE KY3iHJEeri OapiblK KOMITBIOTEPIIK JKENUIEp/iH JKeTici Hemece jkalk FaHa
xeninep skemici. IHTepHeT FamaMHBIH Ke3 KeNTeH HYKTeciHIe OipJeH akmapar
anMacyra MyMKiHZiK Oepe anmaznpl. KeOiHe, Kpicka xabapinaManap, )KbelaaM xadap
arMacy HeMece 4arTap YIIiH 3JISKTPOH/BIK TTOIITa apKbUIbl HHTEPHET ajamaapra
TYIFaapajblK JKOHEe OyKapaiblK KOMMYHUKALMs JeHreifinae 0acka agaMaapMeH
Oaiimanpicyra MyMKiHIiK Oepeni. Conpmaii-ak on o3 maiaananymsuiapeina World
Wide Web-Te KomkeTiMIi akmapar KeJeMiHe KO JKeTKI3y/l YIBIMIAaCcThIpa aajbl
(Heymane, 2020). Ke3 kenreH SHIUKIONEAUAIAH Ja YIKEH AepEKTep dIeMHIH Oip
OeJTiriHeH JKep IMAapbIHBIH €H aJIBIC 0OJIITiHE )KapBIK KbUIIAMABIFBIMEH TACBIMAJIIaHa
anagpl. Ocpulaiiina, KOMAAHYIIBUIAD AKNapaTrThl TaHKAJIAPJBIK KbUIJAMIBIKIICH
KYKTEN HeMece JKYKTeH anajpl. | cyperTe aneyMeTTiK Kemiaepi naiaanaHaTbiH
Oercenai TYTHIHYIIBUIAP caHbl (MIUUTMOHAaraH) kepcertiired (Camaym, 2020).

BancaH&l TYThiHYIEIADE CaHbl [MAARMDH])

by e e e
AT RA

FArF RS

Cyp 1. OneyMeTTiK >keninepi naiiiananartelH OeICeH i TYTHIHYIIbUIAp CaHbl (MUJUIMOH)
(Fig 1. Number of active users using social networks (millions))
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TexHonorusra HETi3AeNTeH JKOHE €63 Ma3MyHBbIHA HETi3lesIreH KHOEPKBUIMBIC
Jen KHOepKBUIMBICTEI €Ki Typre Oeminm KapacTeipyfra Oomagpl. Ce3 Ma3MyHBIHA
HETi3/IeJreH  KBUIMBICTBI  KBIHBICTBIK ~ Kylajiay, KHOCpKOPKBITY, Oaanap
nopHorpaduscel OOMBIHINA Ke3 KEITeH TEPPOPUCTIK YHBIM JKy3ere achipaibl. A,
AKKayHTThI Oy3BINl Kipy, THIHIIBUIBIK >KOHE 3USHIBI KOATHI CHTI3y TEXHOJIOTHSFa
HeTi3/1eTeH KbIIMBICTBIH MbIcaiaaps! 0ombin Tadbiianst (Capkep, 2020).

Ransomware (boncanaywst) bazoapramanapol

Byn Garpmapmamanap onepanysuibIK OKYHEHIH JKYMBICBIH OJIOKTaWbl >KoHE/
HeMece KaTThl AMCKiaeri 0apisiK dainaapasl mmdpian Tacraiasl (Cunrx, 2020).
brmokray Hemece mmdpiiay mpoleci asKTaJFaHHAH KEeWiH MmaiiajaHymIbIaH
KYJIBINTHL anry / MuGpasl Menry KOABIH ary YImiH Oenriyi 6ip coMansl (omeTTe
10-20 mbIH pyOnb aiiMarbiHAa) aydapynbl cypaiasl. DainnapasiH mmdpeH anry
MYMKIHJITiH pacTay peTiHae malybsuiiaymsiiap ojdapra 2—3 mudpianran Gpainast
Xi0epyai yChIHABI, COlaH KeiiH oiapasl OacTankbl TYpiHae KalTapaabl. Kayinri
OTIepallMSIIBIK KYHe OyFaTTalFaH Ke3/€ OHBI JKail FaHa KaiTa opHaTyra OoJiajsl,
Oipak 6apibeIk aitmnapasr mudpirarad skaraaiiaa Oy KOMEKTECTICHII.

Ransomware (Oomcanaymibl) O6armapiaManapsl KAMTaMachl3 €Ty SIHAIEMHSICHI
ke3inze (2012—-2013) aHTHBHPYCTHIK KOMITAHUSIIAP OJIOKTAH IIBIFAPY KbI3METTEPiH
ycbiHABL. KpI3MeTTepAiH KYMBICH ransomware KOABIHAAFbl OCAJIBIKTapFa KoHE
OarnapiaMaHbIH OpEKeTi jKoHEe O OepreH cypayiap Typasbl akmapaT HerisiHue
KYJIBINTHI allly KOABIH TaHJay MYMKIHJITIHE Heri3aenreH. JlereHMeH, comaHn Oepi
OYJ1 3WSTHTBI OaFmapiiaManap KeTUTIIPUIII XKoHEe aHTUKOATHI Tallay KypalIapbIMeH
KaOIBIKTaFaH, COHIBIKTaH aHTHBHUPYCTHIK KBI3METTEP/Il Naii1aJaHy/IbIH JKETICTIri
aTapiblKTail ToMeHAel («ecKi» 3USHABI KOATHI JKYKTBIPFaH Ke3€ FaHa JKYMBIC
icrefini) (FOans, 2021).

«Kanamasany konmenm. MyHaali Ma3MyH/1a TTaii1aJlaHyIIbIFa )KaFbIMCBI3 )KOHE
OHBIH CYpayblHa COMKEC KEIMEHTIH Ke3 KeNTeH aKmapaTThl KaMTBUIYHI, OWTKEHI
KOIITeTeH caiTrap Te3 OachulaThlH Tepesenepai kepcereni (Mrombxodd, 2020).
By kaxerci3 xapHama, opHorpadusi, OHJIAlH Ka3MHOJA OMHAY HeMmece KehOip
aKpLIbI OHJIAH KBI3METTEPI NaigaaHy Typajibl YChIHBIC XKoHE T.0. 00IIybl MYMKiH.
Conpaii-ak KakeTci3 Ma3MyHza i3[ey KXYHeciHiH cypaybl OOWbIHIIA TaObLIFaH
caiiTrap Oosybl MyMKiH. Mpbicaibl, erep 0ana «KbI3bL1 TEMEK» cypaybiHa Kipce,
OHJIa SIH/IeKC MIBIFApFaH aliFaliKpl CUITEMeNep «yXac, KHsl, TPHUIUIep» CaHaThIHA
skatarbiH 2011 XbUTFBI PHITBMMEH OalIaHBICTHI O0JIaIIbI.

«Kamamaran» konTeHT peringe flood, offtop, flame sxone holivar (Xyanr, 2019).
flood — marbiHacHI3, popyMaap MeH yarTapa KaXKeTCi3, MaFbIHACBI3 aKIapaTThl
opaanacteipy. Offtopic — dopymaap MeH yarTapia TalKbUIAHATBIH TAKBIPBHIITKA
KATBICHI JKOK aKIapaTThl OpHAIACTHIPY, MYH/Iai XabapiaManap aFbUIIIbIH TUTIHEH
«offtopic» mem aramaner. off — from, away >koHE TaKBIPBIIT — TaKBIPHIII, CYPakK,
SFHU Cce30e-co3 ayJapMachl — TaKBIPBIITAH THIC CYpaK. AFBUIIBIH TiTiHEH
anblaFal flame — kaJblH, KyMapJblK — MHTEpHET QOpyMIaapbl MEH YaTTapAarbl
xabapnamanap, Oy Ce3IiK COFbIC, KeOiHece Oy COFBIC TYpi AaydblH OacTamkbl
cebebimMen OainanbicTel OonMmaybl MyMmKiH (Camtym, 2020). Holivar arputmsia

243



NE WS of the National Academy of Sciences of the Republic of Kazakhstan

TiJIIHEH KacueTTi corbic — Oyl MHTepHeT hopyMIapbIiHAaFsl KoHEe YaTTapAarsl
xabap ajaMacyIIbIH KacUeTTi COFBICHI, OyJ1 KaThIcylibLiap Oip-0OipiHe ykcac OipHere
OanmamanapibiH  (KOMIIBIOTEPJIIK — OaFfapiaMarnap, TEXHOJOTHsIAp, akKTepiep,
MY3BIKQJIBIK TONTAp k9HE T.0.) OipeyiHiH apTHIKIIBUIBIFBIH IAJIEIIEYTe ThHIPICATHIH
MarbIHACHI3 TikipTanac. (Heymane, 2020) .

Humepnemmeei anaaxmeix. bynnail Kayinrep BUPTyasabl KEHICTIKKE «COTTI»
TYpA€ OTKEH JACTYpJi aNasKTBIKTBIH OapiblK TYpJEpiH KaMmMTuAbl. OJETTe,
KOJIIaHyIIbUIAp Kejeci )Karnaitnapra tam 0onaapl:

1. «Ti30ek xarTapb» — aApeCcaTThIH KOMaKThI )KYJIJICHIH HeTepi O0IFaHbI TypaJIbl
HeMece Oenruti Oip KalBIpBIMIBI aJaMHBIH HEMECE KEHETTCH TaOBUIFaH allbIC
TYBICEI OFaH Oenri 6ip coMaHBI Oeprici KeleTiHi Typallbl aKmapar KepceTireH
SNMEKTPOHIBIK IIOIITa HEMece oJeyMEeTTIK JKenmizeri xalapnamaiap OHBIH.
«Kynpeni» amy ymiH «KalbIpBIMABUIBIK» Oenrici perinae Oenriiai Oip coMaHb
LIOTKA aylapyblH CYpaubl.

2. «banara keMeKTeCy» - aybIp HayKac Oanara Hemece 0acka J1a KalbIPBIMIIBIIBIK
MakcaTTapra Kapaxar xuHay. KeOinece madysuinaypuiap KaKeTTUTIKTepl YIIiH
KapakaT XHMHAy YHBIMIACTBIPBUIFAH HAKThl aaMHBIH AEPEKTEpPiH MaiganaHazisl,
Oipak onap KaibIpbIMIBUIBIKTHI ayapy YIUiH 63 pEKBE3UTTEPIH Ka3aIbl.

3. Keiibip 3aHCBI3 HEMece KapThUlall 3aHIbl PeCypCTapFa, MBICANIbL, MUPATTHIK
aKnaparTapra KOoJ JKeTKi3y YILiH TeleM xkacay. OpTYpIi TeJIeM dicTepi YCHIHBLTYBI
MYMKiH, 0ipaK o asKrajfaHHaH KeWiH MaialaHylIbFa aKnaparka Kol )KeTKize
anMaimbel, an SMS apKbpUTBI TOJIeM jKacaraH JKarmala, maigananynsl  Oenricis
KbI3METKE ’Ka3blUTybl MYMKIiH, OJ1 YLIIH OHBIH YSUIbI Tele()OHBIHBIH IIOTHIHAH XKYHei
TYPAE KapaxkaT *KYMCaJlaabl.

4. Kipy >kapHacblH TeJeyli Tajam eTeTiH OpTYpil jxoOamapra KaTBICYIbI
YCBIHAJIBI.

5. AngpiH ana TeJeM HIapThIMEH Tayap.sl cary, erep ic JKY3iHJe Tayap CaThIl
ayIIbIFa KeIMece HeMece ap3aHbIpak 3aT Kidepyl Ae MyMKiH.

Tponaune oicone kubepbyniune. VHTepHETTETI TpolutMHT — Oy 0Oacka
naiganaHymbulapAsl TiKeNeH Kopiay, apaHAaTyIIbUIBIK HeMece KOpJalThIH
xabapnamanapapl Skapusijiay, KapbIM-KaTbIHAC HOpMajapbl MEH epeKelepiH
epecken Oy3y CHSKTBI Ke3 KEIreH arpeccuBTi oapekeT. KubepOymmmHr — e3iH
KOpFay KUBIHFA COFATHIH JK00IpIICHYTITITe KapChl OipHEIIe peT KalTaJaHaThIH JKOHE
ANEKTPOHABIK OaiIaHbIC HBICAHAAPBIH TaljanmaHa OTHIPHIN, Oip TOI amaMpaap
Hemece Oip azam JKacalThIH arpeccHBTI KacakaHa opekeT. LlleTennik ncuxonorrap
OimimM Oepy KaObIpramapbIHIAFbl OU1IM ajJylIblIapFa 30PJBIK-30MOBUTBIK KOPCETY
JKaFJaiblH aHBIKTAbl — OyJUTMHT (MeKkTenTeri Oy3akbuibik). [lletenmeri KOpKbITY
macenecin C.M. Aroro, K. Jlu, O. Ponanx xoHe T.0 aBTOpiap 3eprreyiep
XKyprisreH. MHTEepHET apKbUTbl KOPKBITYIBI )KCHYIIH HET13T1 IIapajapblHbIH Ti3iMi
93ipIIeH Ti, TICHXOJIOTHSUITBIK TETIKTEPl aHBIKTAJBII, KeKe MiHe3neMenepi Oepimni.
AKMNaparThlK TEXHOJOTHUSIAPABIH JaMybIMEH Ka3ipri jKacecHipiMHIH eMipiHze
eNeysi e3repicTep OpbIH ajyda: BUPTyalAbl MIBIHABIK Maiiaa OoJIbl, OHIA KaHa
KOMMYHHUKALUs KOHE TYJIFaapaliblk KapbIM-KaTbIHACTAP OJNap YIIiH 9AETTEH THIC
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neHreiire ketepineni. KnoepOymmunrti anram pet bumn bencu anpikraran. OHbIH
nikipiamie, KuoepOyUIMHT — aKHapaTThIK-KOMMYHHKALUSUTBIK TEXHOJIOTUsIapIbL,
MBICAJIBI, DJIEKTPOHBIK TOIITAHBI, YIIbl Tene(OH b, JKeKe UHTEPHET-CaUTTap bl
aJlaMHBIH HEMece TOMNTHIH 0acka ajamaapibl KopiiayFa OarbITTalFaH KacaKaHa,
KalTaJlaHAaThIH JKOHE AYIINAHABIK SpEeKeTTepi YILiH naiaaiany.

KunbepOynnuHr aHbIKTaMacblHa CYiHleHE OTBIPBII, OHBIH ASCTYPJi OOYIHMHITEH
HETI3r1 albIpMaIIBUIBIFBIH O6Jill KepceTyre Oonaabl: afaMFa Kapchl OarbITTallFaH
0apiblK OpeKeTTep BHUPTyalJIbl KEHICTIKTE OpbIH amajbl. bipak Oyl KaiFbi3
alpIpMaIIBUIBIK eMec. BupTyanasl keHicTikre OGanamansl «MeH-OeiHeciH» Kypy
MYMKIiH O0Jazbl, HOTHXeCiHae HaKThl «MeH-OeliHe» nedopManusinanysl MyYMKIH;
JKACOCITIPIM 63 OpPEKEeTTEepiHe KayalThl 00Ty BIKTUMAIIBUIBIFE TOMEH. IC sKy3iHme
KHOepOYJUTHHT Kellecifiel 00Tybl MyMKIiH:

- XoOipJCHYIIHIH AIEKTPOHIBIK MOLITACBIHA >KYHENi Typle KOpJalThIH
xabapnamanapael  Jkibepy HeMmece IKOOIpJICHYIIIHIH OJCYMETTIK KeJieri
napakiIacklHIA KapHsUay;

- ONEyMETTIK KeJige KHUOepKOPKBITyJIap TOOBI >KoOipieHyImIiHI KOpIalThIH
xabapramanap KapusUTalThIH <«OKeK KOPYIILTiK KaOBIPFaChIH» KYPY;

- OJEyMETTIK Kellije HeMece YaIbl TenedoHma jkeke ¢(OToCypeTTep/,
XaT-xabapnapAbplH CKPHHIIOTTAPBIH JKapusuiay, >KoOipieHymiire >KarbIMCHI3
Ke3KapacTa KepCeTy, OHBIH ap-HaMBICBI MEH KaJip-KacHUeTiHEe HYKCaH KeNTipy,
OCBHIFaH OaiNIaHBICTBI «MaMaHJAHJBIPBUIFAH) CANTTapJbIH Maiifa OONMyBL. «IKC
CYMIKTI aZaMBIHBI3aH KEK aly» YpaHbl, Oip Ke3aepi aKbIH aJaMHBIH HHTHMIIK
(oTocypeTTepiH OpHANIACTBIPY YCHIHBUIAABI,

- )Ko0IpNeHYILiHIH KaThICybIMEH KNOepOyJUIMHT Kacayllibl afjaM alllblK HeMece
KACBIPBIH TYCIPUITEH XOHE >KOOIpJeHYIUiHI XaFbIMCBI3 JKargaiga, MBICAIIBI,
Mac KyHiHzae, KHIM aybICTBIPATBIH OelMelie, MyIITa KHIM aybICTHIPBIN KaTKaHIa
OeltHenelTiH poToCcypeTTep MeH OeitHeep Il AIeyMETTIK JKeliIep/ie OpHAIaCThIPY;
nmoperxaHaga >koHe T.0.; JKoOiprmeHymriHi 30pnay, YpBII-COFy, KOpjiay HeMmece
Koprnayabl OeliHenelTiH OeliHenep MeH (hOoToCypeTTep Typaibl OeNeK aiTy Kepek
(Oyt Mmacene acipece kacecmipiMaepre KaTbICThI)

Horumxenep

Fanayar ce3ni i3ney koHe aHBIKTAy MBICAJIBIH KOJIIaHA OTBIPHII, AeCTPYKTHBTI
aKmaparTsl aBTOMATTHl TYPJE aHBIKTAy MOCEJECiH IIEUly YIIH MOTIHIETi HaKThI
ce3lepi i3eye KOMIaHbUIBII KYPTeH i31Iey aficTepi Tanmanasl. by omictepain
KOJIIAHBLTY asiChbl KEH €KEHAIr aHBIKTaJIbL:

— HOTHXKECl «kapa Ti3imaepli» Kypy Oonbll TaOBIIaTBIH —aKOoaparThl
capanTaMaliblK OHJCYTe TOJILIFBIMEH HET13/IENITeH SJIiCTep;

— KYMBICTA 013711 KbI3BIKTBIPATHIH aBTOMATTaH IBIPBLIFaH 91CTEP, COHBIH IIIH/E
TaKBIPBIITHIK 13716y (CO3IIKTE) KOHE MEPEKTEP I MHTEILIEKTY Bl OHACY 9iCTEpi.

Ce3IiKTeH CO3/TiH IoJI COMKECTITIH 13/1ey ’KOHE OHBI MOTiH/IE aHBIKTaY KYHEeCiHEeH
TYpaThlH CO3IIK 13ley ACCTPYKTHBTI aKIapaTThl aHBIKTAYAbIH KEH TapasiFaH
TypJiepiHiH Oipi Gonbin Tabbutaabl. JlereHMeH, MbIcan peTiHae Oajarar ces3aepui
naianaHa OTBHIPBIIN, JECTPYKTUBTI Ma3MyHIbl aHBIKTay MOCEJIECiH HIeNly YIIiH
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«Ta3a» HBICAH/a TAKBIPBIITHIK 13/1ey/l Nalaanany Kejeci cedentepre OaillaHbICTHI
OPBIHCHI3 OOJIBIN TAOBLIA B

- coKAcCaMHBIH kKaHa popMasiapbl MEH 9JIICTEPiHIH Maiia 00mybIHa OaiaHbIC-
THI CO3/TIK KOPHIH YHEMI TOJBIKTHIPEIN OTHIPY KAXKETTLIIr (Ka3ipri yakpITTa opTYpIIi
TipKecTep MeH co3 QopManapbiH KypalTeiH 250-1eH acTam Heri3ri Oanarar cesep
6ap);

-3epTTENIeTiH MOTIH e XKYlere Oenrici3 OHbIH )kaHa (D OpMaCHIHBIH KOJIIaHBLTYbIHA
0aifmaHpICTHI OaNaraT ce37epAl OTKI3iI KiOepyIiH KOFaphl BIKTUMAIIIBIFHI.

MomiMeTTepi OHACYNIH MHTEJUISKTYalbl SJiCTepiHe HeTi3ienreH xynenep
KeJleCl apTHIKIIBUIBIKTapFa ue:

- aKnaparThl aJaMHbIH OWJIaybIHA )KaKbIH ()opMaj1a CAMBOJIIBIK (CEMaHTHKAJIBIK)
oHJICY;

- MaifanaHymbIapMeH KapKBIHABI JTHANOT KYPri3yre MYMKIHIIK OepeTiH
JaMbIFaH KOMMYHUKaIUSUTBIK JaFabuiap, OHBIH OapbIChIHAA JKyHene Oap jkoHe
aJIraH OUTIM HaKThIIaHAabL,

- )Kyliere cypaHbICTap/Ibl KaJIBIITACTHIPY KIHE alaMIap/IbIH KapbIM-KaTbIHACHIHA
YKaKbIH TAOWFH TiIZE XayanTap (Macenenep i Menry) any;

- O3iriHeH OumM ajdy MYMKIHAIr, SFHA KYHeMeH TaiJaiaHyIIbIHbIH
MOceNeNiepiH Tanjay MEH WICNIyNiH >KMHAKTallFaH ToXipuOeci HeriziHae kaHa
O1TiMIIi aBTOMATTHI TYpJIe TONBIKTHIPY JKOHE ally;

- JKYWEHIH KbI3MET eTYiHiH MoHIK (TpoOJIeMalbiK) alilMaFbIHIaFbl OObEKTHUBTI
e3repicrepre XyHeHiH OeiiMIenny MYMKiHIITI.

DATA MINING oicane Oepexmep Kopwin oicunay. Data mining ( Kazakma
ayJapMachl MOTIMETTEP/Ii OHJIEY, JePeKTep )KUHAY) — SPTYPIi cananapia MenriMm
KaObUIAAYy VIIIH KaXeTTi IepeKTepiaeri OyphlH Oenrici3, eHJeNIMEereH JepeKTep
KOPBIH KIITTIK CO3ep apKbLIbl Maiambl XKoHE KOJ JKeTiMIi OlTiMre ainmaHmbpIpa
OTBIPBIN, JIEPEKTEp KOPBIH EJIEKTeH OTKi3y, AepeKTepli KalTa eHjey OOJbII
TaOBbUIAIEI.

Hepexmep owcunaswl. 3eprreyimismiH 013 MaIIMHAIBIK OKBITY OAicTepiHAe
naiagaHyFa apHaJIFaH JepeKTep KHMHAFBIH KYpy MakcaThIHIA JAEpeKTepi KuHa-
IeIK. Jlepekrep oneyMeTTiK jKeli calTTapblHaH >KHHAJBIN, €Ki TomKa OemiHmi:
JNECTPYKTUBTI HWJESHBI KAaMTHUTBIH JICPEKTEP JKOHE JECTPYKTUBTI HJICSCHI JKOK
JepeKTep. 2-CypeTTe AepeKTep Ko3iH aHbIKTayFa, TajllayFa )KoHE IepeKTep )KUHAFbIH
a3ipreyre OeiHTeH 3epTTeyiMi3IiH IepeKTep i KIHAY TIPOIIeCi KOPCETITEeH.
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Cyp 2. [IepexTep Ko3iH KUHAY
(Fig 2. collect database)
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Bipinmi kamampma nepekTep JKWHAFBIH jKacay VIIIH JKHHAUTBIH JEPEKTEp
Ke3iH aHBIKTaiMbI3. JKorapblna aWTKaHBIMBI3Nal, Oi3MiH Kardaiga JepeKTep
Ke31 SNIEYMETTIK kel caitrapsl Oomnnbl. [lepekrep ke3iH aHBIKTaraHHAH KeWiH
Tanaaymbsl KeMETiMeH JepeKkTepAl Kykrehwmis. KaxkeTti mepexrtepal anraHHaH
KeliH 013 onappl eKi caHaTka Oenemi3. 3-CyperTe MalliMeTTep/i KUHayAbIH OJOK-
cxemacel kepcetinreH. Jlepekrepai amy ymrH 0i3 coiikec APl umnTepdeiictepi
apKBUIBI QJIEYMETTIK JKei caiTTapbiHa Kockltambl3. API apkbuth! .json minmiminaeri
JepeKTepi KyKrer amy. JKyKkTen canplHFaHHaH KeliH 013 nepekTepi KOJIMeH eKi
caHarka iktelMi3. HoTmxkeciHme nepekrepii KiKTereHHeH KeiliH 013 e3iMisre
BIHFAWIBl MIIIiHAE JepeKTep >KUHAFBIH KYypyabl Oactail anmambl3. BkoHTakte
QJIEyMETTIK XKelliCciHeH AepekTep i skuHay yuriH 613 VK API kongansik, o 3epTTey
MakcaTbIHa OapiblK Aepekrepaid 1 % amyra MyMKIiHIIK Oepei.

B R i

|
|
samp, mam | |
r

|

|

rashinirlim |
Sl |

Cyp 3. lepexrepai xuHay OJIOK-CXeMACHI
(Fig 3. Block diagram of collecting database)

bi3 Instagram pgepekTepiH >XMHaygblH Oacka ofiCiH KOJNAaHABIK, ceOeOi
Instagram API apkpuisl nepekrepai xKyKkTen canynsl mekreiai. Keneci 6enimaepae
013 Instagram-maH nepexkTepli Kanail alaTbIHBIMBI3ABI TyciHIipeMis. | kecrtenme
JepeKTeplli ajyFa CYpPaHBICTBI OpBIHAAY YIIIH KOJJAHATBIH epexe 0azachl
kepcetinreH. OHga 0i3 KONJaHBUIATBIH SJiCTEpAl TYCIHIIpil, ojapFa cUmarraMa
Oepemiz. Onpma Instagram KonmaHYIIBUIAPBIHBIH >Ka3z0ajapel MEH MiKipiepiH
KYKTENl ajy YWIiH users.get, account.getinfo, get, copy history depth, wall.get
Comment CHSKTBI 9pTYpIi oaicTepai KonaanameI3. (Vk.com, 2023)

Kecre 1. ©nicrep Typrepi

Ooicmep Anvikmamacwi
users.get Tatioananywsl mypanel aknapam aiy
account.getInfo Agbimoassl akkayHm mypansl aknapmmaol Kaumapy
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groups.getMembers | Kayvimoacmuix mywienepiniy mizimin katimapaovi
Get Taiioananywwioan Hemece akaynmman xcazoanap misiMin Kaumapaowl

wall.getByld Unoenmuguxamopnaper  6oubinwa  nAOANAHYUBLIAPOLIY — 21€YMemmiK
JrceninepineH scazdanapovl Kaumapaovl

wall.getComment | Ilaiioananywwinap aneymemmix dcenicine nikipiep mizimin Kaumapaovl

Cyper 4—te Instagram nepekTepin airyra apHaJFaH 0acTamKbl KOATHI KOPCEeTeIi.
(Instagram, 2023)

Cyp 4. TaxpIpbITapAbl XKUHAY
(Fig 4. Collection of topics)

bi3 onmaiiH tuiatgopMa apKbUIBI MONIMETTEp KOPBIH aJFaHJbIKTaH, OCHI

OacTankpl Marepuaiibl NaiJalaHylIbUIap YIIiH KON KETKI3y HIesichl Oipuei
Oonybl kepek. CypaHbpIcTap KiTarxaHachl BeO-calTIeH OaiilaHbIC OpHATYFa )KOHE
OHBIMEH YKYMBIC icTey/l OacTayra MyMKIHIIK Oepei.

TaaksbLiayaap.

Konmpany Tini TaHpIMal eMeC HOCUIIIK HeMece JTHUKAIBIK TONTap YIIiH
WuTepHeTTe xacaiFaH MOTIHIEP/I aBTOMATTHI TYP/E JKUHAY JKoHE Oaranay KUbIH.
Bi3 oprypii KiNTTiK ce3nepi naigananbln JepeKTep KOPbl dKUHAKTAIIBL.

Cyp 4. Kazaxk TijiHzAe )KMHAKTAJIFaH Fajayar Tl JepeKTep KOpbI
(Fig 4. Kazakh language database)
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OmnnaifH mapcHHT JK9HE €piKTI aHHOTaTop apKeLIbl Instagram, Facebook- Teri
Ka3aK TiNal KaybIMIACTHIKTap MEH aKKayHTTap koHe Youtube raTgopManapblHaHn
YIII HEMece OJIaH Jia Kol co3Jep/eH TypaThiH Ocitonen MasmyHab! 10224 ceitnemuep
TaHIaJIbII aJTBIH]IBL.

O3ipJeHTeH KopITyCcTa Fajayar TUIII MOTiHAep Oap Kykar 3 OaraHHAH TYpPaJIbl:
xabaprmamMaHbIH HeMece MKIpAiH peTTiK HeMipi, xabapiamMa HeMece MiKipIiH
031 JXoHe XabapiaMaHBIH HeMece MIKIpAiIH Fajgayar Tl eKeHiH OurmiperiH «1»
arpuOyThIMeH koHe «0» OeifTapam MoTiH eKeHAiriHeH xabap OepeTiH KoATapMeH
OenrineHrex.

KopbIThIHABI

byrinri TaHma OHJIAMH KOHTEHT JKENIUIepiH KOJMMaHy IEHreii KYHHEH KYHTe
OCyiHIH KapbhIM — KaThIHAC JKacayJa MaHbBI3bl 30p OONFaHBIMEH, OHBIH eKiHIIi OeTi
ne Oap eKkeHiH ecKepyimi3 Kepek, sSIFHU, KaHaail na Oip Oeifonen ce3nepai KoanaHy
APKBUTBI IICXOJIOTUSUIBIK 3aKbIM KEJITIpy HeMece KOPKBITY — YPKITYIIH TYpiepi jKoHe
oJlap/bl AHBIKTAYABIH OENrijiepi OChl FBUIBIMH 3€PTTEY KYMBICBHIHIA KEITipiJIi.
ConbIMeH KaTap, AeCTPYKTHUBTI MaJliMETTep KOPBIH i3/1€y/Ie aBTOMATTaHIBIPBUIFaH
Kyle Kaxker ekeHmiri kepcerinreH. OcChl MakcarTa KOJAAHBUIFAH OIiCTEP
KUBIHTBIFBIH KOPCETIN OTHIPBIM3. [311ey KOIJaphiH xKoHE OoNapibiH Oip — OipiHeH
ePEeKIILIIriH Oalikayra Ooaibl.

JKunakranraH MaJIIMETTEp KOPBIH aJIJIbIHFBI YaKbITTa TaOUFH TUIIACPAl OHICY
KOHE MAaIIMHAJIBIK OKBITY OICTepiH Mai/lanaHa OTHIPHIT OHJAWH KOHTEHTTE
aHBIKTayFa KOJAaHyFa OOJNATHIHABIFBIH, Fajgayar ces3lep Ti3OeriHiH Kal TypiHe
JKATaTBIHABIFBIH AHBIKTAyFa OOJATBIHIABIFBIH Oaiikanm OTHIpHIMBI3. COHBIMEH
Karap, OHJIAHH KOHTEHTTETr1 FajayaT Ce3leplli aHBIKTAaylblH MOJCIIH KypyFa
OOJaTBIHBIFBIH OalKar, OoNamaKTarbl FRUIBIME 3epTTEYiMi3IiH 0acThl Maceneci
petinze amyra OOJaThIHBI TATKbUIAHIBL.
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Annorauus. Naive Bayes xmaccudukaropel — akmapaTrThK Kayilci3mik
KyHenepiHae KEHIHEH KOJJAHBUIATHIH MAaIIWHAIBIK OKBITY ainroputmi. On
Baiiec TeopemacwklHa Heri3aenreH, ol OOBEKTiHIH OenrijepiHe Kapaid Oenrimi
0ip Kiacka >karaTblH OOy BIKTUMAJIBIFBIH Oaranayra MYMKiHZIK Oepeni. By
Makanaja 3usHAbl Oargapnamanap MeH (QUIIMHITIK MalyblIiap/bl aHBIKTAY KOHE
Onokray ymiH Naive Bayes kiaccuuKaTopblH Kayail maiijanaHyra OOJaThIHBIH
KapacTeipaMbl3. CoHgaii-ak, 0613 Oy 9iCTiH apTHIKIIBUIBIKTAPEl MEH ILIEKTEYNEPiH,
COHJIali-aK OHBIH aKMapaTTHIK KAayiIlCI3IK XYHeIepiHAe MYMKIH KOJJIaHBLTYBIH
TaJKbUIaNMBI3.
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AnHotauusi. HaupHblii OaiiecoBckuil kimaccuukaTrop — 5TO aJITOPUTM
MAIIMHHOTO OOYYeHHUs, KOTOPHIA HIMPOKO HCIOJIB3YyeTCS B CHCTEMax 3alllThl
uHpopmarmu. OH ocHOBaH Ha TeopeMme baiieca, KoTopasi MO3BOJISIET OLICHWBATH
BEPOSITHOCTh TOTO, YTO OOBEKT MPHHAAJICKUT K OMNpPEACICHHOMY Kiaccy,
OCHOBBIBASICh HA €TI0 ITPU3HAKaX. B JaHHOM cTaTbe Mbl pACCMOTPUM, KaK HAMBHBIN
OaliecoBCKUH KIIacCU(UKATOP MOXKET OBITH HCIIONB30BaH Uil OOHApY:KEHHS U
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OJIOKUPOBKM BPEJOHOCHBIX MPOTrpaMM U (PUIIMHTOBBIX aTak. MBI Takke obcynum
MPEeUMYIIeCTBa U OTPAaHMYECHHUSI 3TOTO METO/A, a TAKKE €ro BO3MOXHBIE 00J1acTh
MPUMEHEHUS B CUCTEMax 3aIlIUThl HH)OpPMAaLUH.

KiroueBble ciioBa: MammHHOE OOy4yeHHE, MH(POPMALMOHHAs 0E30MacHOCTbD,
KinaccupuKanys OaHHBIX, OOHapyXeHHe aHOManui, KuOeparaku, Yrpo3bl
0e30macHOCTH, TPOTUBOACHCTBUE yIPo3aM

Beenenue

CucteMpl 3aIUThl WHPOPMALMK WIPAIOT KPUTHYECKH BaXHYIO DOJIb B
COBPEMEHHOM MHpE, TJ€ B3JIOMBI W KHOEpaTaku Ha 4YacTHbIE KOMIIAHUH,
MPaBUTENBCTBA W OpPraHU3alMU MPOMCXOMAT Bce vame. OgHUM M3 crocoOoB
obecniedeHust OE30MACHOCTH JIAHHBIX SIBISICTCS HWCIIOJIB30BAHUE MAIIMHHOTO
00y4eHHUs, B YaCTHOCTH HAMBHOTO 0aiieCOBCKOTO KiacCH(pHKaTOpa, KOTOPBII
MO3BOJISIET OBICTPO W TOYHO ONPENENSTh, SBIACTCS JIM JIOKYMEHT OINAcCHBIM M
TpeOyeT JI OH JOTIOTHUTEIBHOW MPOBEPKH. B TaHHOI cTaThe MBI pACCMOTPUM, KaK
NPUMEHEHNE HauBHOTO 0alleCOBCKOTO KIaCCH(UKATOPa MOXKET YIyYLIUTh padoTy
CHUCTEM 3aIUThl MHPOPMAIIHHU U CAENATh X Ooiee YPPEKTUBHHIMU B 0OHAPYKEHUHU
1 OJIOKUPOBKE BPEIOHOCHBIX IIPOTPaMM M (DHIITMHTOBBIX aTak.

CymiecTByeT MHOXECTBO MCCIICAOBAHUH, MOATBEP)KAAOMMX 3(P(EeKTUBHOCTS
NPUMEHEHUS] HAauBHOTO 0alecoBCKOro Kiaccu(puKaTopa B 3a1adax 3alluThl
napopmarmu (Mitchell, 1997; Pang, 2008; Zhang, 2007; Yang, 2015). Oror
METOA KJIacCU(HUKAIIMA OCHOBAaH Ha TPHHIMIIE MaKCUMAJIBHOTO TPaBIOTOI00HS
W CYHMTACTCS OJHUM M3 CaMBIX HPOCTBHIX U OBICTPHIX AJTOPUTMOB MAIIMHHOTO
o0yuenus. boree Toro, oH 1eMOHCTPUPYET XOPOIIYIO IIPOU3BOIUTEIEHOCTD JaXKe Ha
HEeOONBIINX BEIOOPKAX JaHHBIX M HE TpeOyeT OOMBIINX O0BEMOB BEIUMCIUTEIBHBIX
pecypcos.

OnHako, HECMOTpsS Ha CBOIO TMPOCTOTY H 3(PQPEKTUBHOCTh, HAWUBHBIN
OaitiecoBckuil Kiaccu(UKaTop He SBISETCS YHHBEPCAIBHBIM PEIICHUEM U MOXET
UMeTh OTpaHWYCHUS B psAe 3amad. Hampumep, OH MOXET gaBaTh HEBEPHBIC
pE3yJbTaThl, €CU JaHHBIE CHJIBHO KOPPEIUPYIOT MEXIy COOOW, WM eCIH B
BbIOOpKE MpHCYTCTBYIOT BBIOpocHl (Cao, 2014). Kpome Toro, oH MOXeET cTarh
YA3BUMBIM ISl aTaKu, €CITU 3JI0YMBIIUICHHUK CMOXKET MOTU(UIIMPOBATH TaHHbIC
TaKUM 00pa3oM, YTOOBI U3MEHHUTH PE3YJIBTaThl KIIaCCU(PHUKAINH.

B menom, npuMeHeHne HaMBHOTO 0alleCOBCKOTO KiacCHU(UKaTopa B CUCTEMax
3aIIUTHI HHPOPMALIUH SBJISIETCS OJJHUM H3 IEPCIIEKTHBHBIX HAIIPABICHUI Pa3BUTHS
Y TIO3BOJISIET CYIIIECTBEHHO TIOBBICHTH APPEKTUBHOCTh OOPHOBI ¢ KHOEpyTpo3aMHu.

Kpome cucTeM 3amuThl HHGOPMALK, HAWBHBIA 0alileCOBCKHI KiIacCH(UKATOp
TaKKe MHMPOKO NMPHMEHSETCS B OONACTAX, TAKUX KaK KJIACCU(HKAIHMS TEKCTOB,
pEKOMEHAATEeNbHbIE CHCTEMbI, MEAMLMHCKAas OUAarHOCTHKa M JIPYyTuX. OITO
00BSICHAETCS €r0 MPOCTOTOMH, 3PPEKTHBHOCTHIO U YHUBEPCATHHOCTHIO B 00pa00TKe
pa3IMYHBIX TUIOB JaHHBIX. boiee Toro, cymecTByIOT pa3indHble MOAM(UKALIUH
U YIy4IIeHUS HAaMBHOTO 0alleCOBCKOTO KiaccH(UKaTopa, TaKue Kak pa3IHYHbIC
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BEPCUH, B TOM YUCIJIC MYJIGTHHOMHAJILHBIHA, OWHAPHBIA U T'ayCCOBCKMI HaWBHBIN
OaliecOBCKUI KI1acCU(PHUKATOPEI, YTO AENAET €To eIe Oosiee THOKUM B IPUMEHEHUH.

Kpome ncnonb3oBaHusi HAMBHOTO 0aileCOBCKOTO KiaccH(pUKaTopa B cUCTEMax
3aMThl MH(GOPMALUK, CYLIECTBYIOT M APYIME€ METOIBl MAIIMHHOTO O0ydYeHHMS,
TaKye KaK JOTHCTHYECKast perpeccusi, CIy4ailHbIN JIec, METOJ OTIOPHBIX BEKTOPOB U
Hetiponnsle cetH (Li, 2016). Kaxkp1ii 13 3THX METOIOB UMEET CBOU ITPEHMYIIIECTBa
W HEIOCTATKH, U BEIOOP KOHKPETHOTO METO/Ia 3aBUCUT OT TPEOOBaHMIT KOHKPETHON
CHCTEMBI 3aIUThl HHPOPMALIH.

OnHUM W3 TIAaBHBIX MPEUMYLIECTB HCIOIB30BaHUS MAIIMHHOTO OOY4YeHHUS B
cHCTEMax 3aIluThl HH(POpMAaLKK SBISETCS BO3MOXHOCTh aBTOMATH3allMH pouecca
oOHapyXeHHsI U OJOKHPOBKH BPEIOHOCHBIX NMPOrpaMM M arak. JTO MO3BOJISET
COKpaTUTh BpEeMs PEaKUUH HA YIpO3bl U YMEHBIIUTH PUCKU ISl 3alUIIaeMbIX
CHCTEM U IaHHBIX.

OnHaxo ciefyeT OTMETHTh, UYTO MallIMHHOE 00yUYCHHE He SBJISIETCS aHaleei oT
BCEX yTPO3 U arak Ha MHPOopMannoHHble cuctembl (Marivate, 2010). B HekoTopbix
ClIy4yasiX B3JIOMIIMKHA MOTYT MCIIOJIB30BaTh METOIBI 00X0/a 3aIlUThl, OCHOBaHHBIE
Ha 3HaHMWU PabOTHI AITOPUTMOB MALIMHHOTO OOydYeHHs, YTOOBI OOOWTH cHCTEMY
3aIIUTHl HHPOPMAIIHY.

B nenom, ucnons3oBanue HAUBHOTO 0aileCOBCKOTO Kaccu(UKaTopa B CUCTEMaX
3aIUTHl THPOPMAIINH SBISIETCS d3PPEKTUBHBIM U OBICTPBIM METOIOM OOHAPYKEHUS
u ONOKMPOBKM BpeNOHOCHBIX mporpamMm u arak (Nisar, 2017). Kpome Toro,
pa3BUTHE MAIIMHHOTO O0yUEHHS M ICKYCCTBEHHOTO MHTEIIIIEKTa OTKPBIBAET HOBBIC
BO3MOJKHOCTH IS CO37[aHus 0oJiee COBEPIICHHBIX CHUCTEM 3allUThl HHPOpMaIUN
B OymyImiem.

MarepuaJ 4 MEeTOABI HCCIEA0BAHMS

st uccnenoBanus 3¢p¢GeKTUBHOCTH HAaMBHOTO 0alieCcOBCKOTO KiaccHu(pHKaTopa
B CUCTEMaXx 3aIllUThl ”HPOpMaIMK ObUT TPOBECH SKCIEPUMEHT Ha Habope AaHHbIX,
cogepxamieM 10000 anextponnsix nucem. M3 vux 5000 sBrnsmucs cnamom, a 5000
— JIETUTUMHOM KoppecnoHaeHuer. Kaxmnoe micbMo ObUIO MPeCcTaBiIeHO B BUIC
Habopa cJIOB, MPUUYEM ISl KOKIOTO CII0Ba OBLIO OMPENIENeHO, BCTPEYaeTCs JIU OHO
B JAHHOM IIMCbME WJIN HET.

Hnsa knmaccuduranmuyu muceM OBbLT  WCIONB30BaH HAaWBHBIA OalleCOBCKUI
KJ1acCu(UKaTOp, KOTOPBIA MpEeACTaBIsET KaX10€ MMCEMO B BHJI€ BEKTOpA YaCTOTHI
BCTPEYAEMOCTH CJIOB. 3aTeM Kiaccupukarop obyyaicsi Ha oOydaromeil BEIOOpKe,
koropasi cocrapisuia 70 % oT ucxomHoro Habopa nmaHHbIX. OcraBmmecs 30 %
JIAHHBIX MCITONH30BAJIHCH JJIsl TECTUPOBAHMUS U OIIEHKH TOYHOCTH KIaCCUPHUKATOPA.

st onenkn 3G GEKTHBHOCTH KilaccH(HUKaTopa HCIOIb30BAIUCh METPHKH
TouyHocTH (accuracy), monHOTHl (recall) m Fl-mepsr (Fl-score). TouHOCTB
OIIpeeNIsieT OO MPaBMIIBHO KIacCU(UIMPOBAHHBIX MUCEM, MOJHOTA — JOJIO
CraM-TIMCeM, KOTOpbIe ObUIM TMpaBWIBHO OOHapyxkeHbl, a Fl-mepa — cpennee
TapMOHHUYECKOE MEXy TOYHOCTBIO U mosHoToi (Wu, 2008).

Hccnenosanue ObUIO IPOBEAEHO € UCIIONB30BAHNEM S3bIKA IPOIPaMMUPOBAHNUS
Python u 6ubmmorexn mammHaHOTO 00y4eHus scikit-learn. Peannzanus HamBHOTO
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OaliecoBckoro kiaccugukaropa Obljla BBIIIOJHEHA ¢ MOMOIIbI0 Kiacca Gaussian
NB u3 6ubnnoTexu.

PesynwrarsirccieoBaHUs IOKa3aJIu, YTO HANBHBIN 0alie COBCKU I KJIACCU(PUKATOP
HMEET BBICOKYIO TOYHOCTh M CIHOCOOCH 3(h(EKTUBHO KIACCH(PHUIIMPOBATH
3NEKTPOHHBIE MMUChMa Ha CIaM M JIETUTUMHYIO KoppecnoHaeHuo. s qanHoro
9KCIEPUMEHTA TOYHOCTH cocTaBmia 95 %, momHota — 94 % u Fl-mepa — 94 %. Otn
Ppe3yNbTaThl MOATBEPKAAIOT, YTO HAUBHBIM 0alieCOBCKUI KIIaCCH()UKATOP SBISIETCS
3¢ PEKTUBHBIM HHCTPYMEHTOM JIJIsI 3aIUTH KH)OPMALIUH OT CTIaM-TIMCEM U JPYTHUX
BPEOHOCHBIX aTaK.

HawupHnrIii OatiecoBCKHIA KITacCU(UKATOP — 3TO BEPOSITHO CTHEIH KiTacCU(pUKATOP,
KOTOpBI OCHOBBIBAae€TCS Ha NPUMEHEHHHM Teopembl balieca W MpennonoxeHuu
0 HE3aBHCUMOCTH Npu3HakoB OH HCHONB3yeTcs B 3afadax KIacCH(QHUKALUH, B
KOTOPBIX HEOOXOIMMO ONPEIEINUTh, K KAKOMY KJIacCy OTHOCHTCS OOBEKT Ha OCHOBE
3HaueHui ero npu3HakoB. (Chen, 2015).

dopmyna HauBHOTO GaiiecoBckoro kinaccuduxaropa (Aljawarneh, 2017):

P(ylx) = P(xly) * P(y) / P(x)

rae:

P(y|x) - BeposiTHOCTB TOTO, YTO OOBEKT X MPUHAUICHKHUT KIACCY Y

P(x]y) - BeposTHOCTH TOTO, 4TO OOBEKT X OyJeT MMETHb 3HAUCHHS MPHU3HAKOB,
KOTOpPBIE COOTBETCTBYIOT KJIacCy y

P(y) - anpuopHas BeposSITHOCTb Kiacca y

P(x) - BeposiTHOCTB TOSIBIICHHSI OOBEKTA X B BRIOOPKE

Hauublii OaiiecoBckuii KiaccM(QUKAaTOp CUMTAET, YTO NPHU3HAKH OOBEKTa
HE3aBUCHMBI ApYyr OT Apyra. [1lo3ToMy BeposSTHOCTH TOTrO, YTO OOBEKT X OyaeT
WUMETb 3HAUCHHS NIPU3HAKOB, KOTOPBIE COOTBETCTBYIOT KJIACCY Y, MOXXHO BBIPAa3HUTh
4yepe3 BEPOSTHOCTH TOTO, YTO KaXKIbIi IPU3HAK OyleT MMETh KOHKPETHOE 3HAUCHHE
MIPU YCIIOBHUH, YTO OOBEKT IPUHAAJICIKUT KIIaccy y:

P(xly) = P(x1ly) * P(x2ly) * ... * P(xnly),

rae P(xily) — BEpOSATHOCTH TOTO, YTO i-bIi MPU3HAK OOBEKTa X OyIET MMETh
KOHKPETHOE 3HaYCHHUE MPH YCIOBUH, YTO 00BEKT NPUHAIICIKUT KIIACCY Y.

HUcnonesys 3ty hopmyity, HauBHBIH Oaiie COBCKUH KilacCU(UKATOP PaCCUNTHIBACT
BEPOSITHOCTh TOTO, YTO OOBEKT X MPUHAJICKHUT KAKIOMY U3 KJIACCOB M BHIOMpAET
KJ1acc ¢ HauboMbILeil BEPOSTHOCTHIO KaK OTBET KIacCUPHUKATOPA.

PesyabTar

Pesynbrarel  ucciemoBaHus  TOKaszaiM, YTO HAaWBHBIH  OaliecOBCKHI
knaccupukarop 3pPEeKTUBHO TPUMEHSETCS B CUCTEMaX 3aIlllUThl HHQOpMaLUH IS
0OHapy>kKeHHsI BPEJOHOCHBIX MPOrpaMM U (PUILMHTOBBIX aTak.

[Tony4eHnHast Mozenb HAaMBHOTO 0alieCOBCKOTO Kiaccu(uKaTropa obecreunBaeT
BBICOKYIO TOYHOCTb W IOJHOTY B KJIAacCH(UKALUK BPEAOHOCHBIX HPOrpaMM U
¢ummHrossix arak. OHa crmocoOHa oOpabaTbiBaTh OOJBIINE OOBEMBI JTAHHBIX,
OBICTPO HAaXOAWTh U OOHAPYKUBATH MOTCHLUUAIBHO BPEAOHOCHBIE OOBEKTHI, YTO
MOBBIIIAET YPOBEHb 3aLIUTHl HHPOPMAILIMOHHBIX CUCTEM.

Kpome Toro, naumBHBIH OaifecoBckuii KinaccuuKaTop 00JamaeT BBICOKOH
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CKOPOCTBIO 00y4YeHHSI M MPOCT B peasIn3alii. JTO MO3BOJSET UCIOJIB30BATH €TO
B PAa3NUYHBIX CUCTEMaX 3aIIMTHl HH(POPMALUK U IPUMEHSTH B PEXHUME PEaTbHOTO
BpPEMEHH.

Takum oOpasom, HauBHBIH OailecOBCKHMI  Kiaccuukarop  sBIsieTcs
3¢ PEKTUBHBIM U MHOTOOOCUIAIONIMM METOAOM U OOHApY>KeHHsI BPEIOHOCHBIX
mporpaMM M (UIIMHTOBBIX arak B CHcTeMax 3aumuThl uH(opMmauuu. Ero
WCTIOJIb30BAHNUE MOXET MOBBICUTH YPOBEHb 3aIUTHl HHOOPMALMOHHBIX CHCTEM U
o0ecrnieunTh 0€30MACHOCTh XPAaHEHUS U NIepeiad JaHHbIX (PUCYHKH 1-5).

scpallength scpalwidth petallength petalwidth — varety

1] S il L F; ) ST
1 5.1 P L R 11 vemkclar
) &5 R 44 I4 Wersicelyr
| 34 39 1.3 04 Sefina
4 Gt B &4 I vinginica
145 &3 L8 N | L3 vinginica
146 G 31 55 L& verginica
147 L 15 40 1.5 ‘Werfcolor
148 &7 1 56 <4 Yengineca
144 4. 34 14 0.1 ELaled

Pucynox 1. TlpenaputenbHas 00paboTka Habopa TaHHBIX

Trise ve Pradiced Comoartson
Trum woues Popchcied valuns
an - —_y
— Lt
o g .
L1
s
11—.
L1
L 1]
m
L 1]
iy R et s ot e
Ty -

Pucynok 2. I'paduk, CpaBHUBAIOIMI UCTHHHBIC U PEACKA3aHHbIC 3HAYCHUS
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Trie v Pradened Compleson
T waims Pradoed valies
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= - —
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Pucyrok 3. AHaIU3 HACTPOCHUH MO JaHHBIM AIICKTPOHHOH ITOYTHI C MCIIOIb30BAaHUEM HAUBHOTO
GatiecoBCKOTO KJIaccH(uKaTopa

Trum we Pradeies Comgansns
T wabsis

Fradaied vauss
=
L 1]
L 1]
-
h“ I I I

[}

(1]

Eree e —— fim e e
s o

Pucynox 4. CpaBHeHHE BBIOOPKH PyKH HAHBHOTO OaifecOBCKOTO Kilacch(uKkaropa Ha rpaduke
(0oOyueHo Ha HabOpe TAHHBIX)

Trug ve Predecied Cormoss ison
Ty wnksmen Producied valuss
-
L]
-
le i
-
e

=

Pucynok 5. I'paduk knaccuduKauy 31eKTPOHHON MOYTHI KaK CllaMa M He CIIaMa C MCIIOIb30BaHHEM
HAauWBHOTO OaliecoBcKoro knaccupukaropa
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Oocy:xnenue

HauBHelii GaiiecoBckuii Kiaccu(pUKaTOp — 3TO OJUH U3 Hanbojee MOMyIIPHBIX
U HIMPOKO HMCHONB3YEMBIX aITOPUTMOB MAIIMHHOTO O0y4YeHHsI B 00JacTH 3aIlIUThI
uHpopmarmu (Huang, 2015). D1oT Meron ocHoBeIBaeTcs Ha Teopeme baiieca
W TpenmnonaraeT, YTo BCE MPU3HAKK OOBEKTa SIBIAIOTCS HE3aBUCUMBIMH MEXITY
CO0Oi.

[Ipumenenne HamBHOrO OaileCOBCKOTO KiaccH(UKaToOpa B CHCTEMax 3alllUThl
WHPOPMAIIMKM TO3BOJISIET PQPEKTUBHO M OBICTPO OOHAPYKHMBaTh BPEIOHOCHBIC
nporpaMmsel U ¢ummHroBsle araku (Qadir, 2015). OH OCcHOBBIBaeTCS Ha aHAIN3E
XapaKTEPUCTHK BPEAOHOCHBIX OOBEKTOB M MOCTPOSHHH MOJEIH Ha OCHOBE 3THX
XapaKTEePUCTHK.

OnHako, ClielyeT OTMETHUTh, YTO HAMBHBIN OalieCOBCKHIA Kiaccu(UKaTOp UMEET
ompezeneHHple orpanndeHus. OH mpenmnonaraer, YTo BCe NpPU3HAKUM OObeKTa
HE3aBUCHMBI JPYT OT ApYra, 4TO HE BCEIa COOTBETCTBYET NEHCTBUTEIBHOCTH.
HexoTopeie mpu3Haku MOTYT OBITH CBSI3aHBI MEXIY COOOH, M B 3TOM ciydae
TOYHOCTb KJIaCCU(PHUKALIUU MOKET CHU3UTBCSL.

Taxoke cneayeT y4uThIBaTh, YTO HAUBHBIM 0alieCOBCKUHN KilaccH(UKATOP MOXKET
JOMYCTUTh OUIMOKY B KJIacCU(PHUKALUU. ITO MOXKET MPOU3OUTH, €CIIH B BHIOOPKE
OTCYTCTBYIOT JOCTAaTOYHO XapaKTEPUCTHK Uil ONpPEACICHHBIX BPEJOHOCHBIX
O0OBEKTOB WJIH €CIIH 3TH 00BEKTHl MMEIOT YHUKAJIbHBIE XapaKTEPUCTHKH, KOTOPBIE
He yuuThiBatoTcs B Monenu (Ramanathan, 2013).

Hecmotps Ha HeKOTOpbIe OrpaHIuCHHSI, HAUBHBIN OaileCOBCKUH Ki1acCH()UKATOp
ocTaeTcss OAHMM U3 Haubonee S(PQPEKTUBHBIX METONOB s OOHapyKeHUs
BPEJOHOCHBIX NpPOrpaMM M (UIIMHTOBHIX arak. Ero HCHonb30BaHHE MOXKET
3HAUUTEJIHHO MOBBICUTH YPOBEHbB 3aIIUTHI HH()OPMALUOHHBIX CUCTEM 1 00€CTICUUTh
0e30MacHOCTh XpaHEHHS U MepeAadn JaHHbIX.

3akaouenmne

B 3aknroueHHe MOXHO CKa3aTh, YTO HAWBHBIN 0alleCOBCKHIA KIIAaCCH(UKATOP
SBJISICTCS. MOLIHBIM WHCTPYMEHTOM JJISl 3aIUMTHl MH(OpManuu B COBPEMEHHBIX
cucremMax. OH MoxeT ObITh 3(QEKTHBHO MNpPUMEHEH U KiacCU(pHUKALUU
JaHHBIX W OOHApYyXEHUS aHOMAaJHMH, YTO JAeJaeT ero 0COOEHHO TOJE3HBIM IS
MPOTUBOACHCTBUS KHOeparakaM M JAPYrdM BHAaM Yrpo3 HH()OpMalnOHHON
0€30MacHOCTH.

[IpenmyiiecTBOM HCIOIB30BAaHUSA HAMBHOTO OafieCOBCKOTO KilacCcHU(HKaTOpa
SBJSICTCSL €r0 MPOCTOTa M OBICTpOTa PadOTHI, a TaKkKe BO3MOXKHOCTH PaOOTHI
c Oompmumu obbeMamu JaHHbIX (Song, 2017). Kpome Toro, on crnocobeH
00Hapy>X1BaTh HEOOBIYHBIC WIIM aHOMAJIbHbIC JaHHbIE, KOTOPhIE MOTYT YKa3bIBaTh
Ha MOTEHIMAaIbHbIE YTPO3bl 0€30MaCHOCTH.

OnHako, kak ¥ 11000 MHCTPYMEHT, HaMBHBIA OalleCOBCKMII KiaccupuKarop
HE SIBJISICTCSI YHUBEPCAIbHBIM M MOXKET MMETh CBOM OrpaHuyeHus. Harmpumep,
OH MOXeET OBbITh MEHEE TOUCH, €CJIH JJaHHbIE UMEIOT BHICOKYIO CTEIICHb IIyMa MU
HecOaJaHCUPOBAHHOCTH KIIACCOB.
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Tem He MeHee, HaWBHBIA 0alleCOBCKHI KIACCH(UKATOP OCTAETCS OIHUM U3
CaMbIX MOMYJISPHBIX METOAOB MAIIMHHOTO OOyuYeHHs Ui 3aIlIuThl MH(pOpManuy.
B Oyaymem, ¢ ymydiieHHeM TEXHOJIOTHI MAIIMHHOTO OOY4YEeHHUS M yBETUUCHHEM
00BEMOB [JTaHHBIX, MBI MOXEM OXHIaThb emle OOJBIIEr0 PaCUIMPEHUs €ro
MPUMEHEHUS B CUCTEMax 3aIlIUThl HH)OpMAaLUH.
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Abstract. In the modern world, a large amount of information is stored and
processed in the information systems of organizations that require protection
with secret keys. In most places, various passwords, PIN codes, etc. are used
as keys. In case of their loss, access to information systems may also be lost.
Therefore, the tasks of safe storage or recovery of basic information are relevant.
The article discusses the main methods of solving problems related to the loss
and recovery of keys: creating a backup copy and storing it in different places;
reliable key storage by several subscribers; use of cryptographic secret distribution
protocols. It is established that the most effective solution to the problem under
consideration is the use of cryptographic secret distribution protocols. These
protocols provide for modern types of computer attacks. This article also analyzes
the limit schemes of secret distribution, which are the basis of cryptographic secret
separation protocols. The analysis of limit schemes is carried out on the basis of the
following parameters: perfection, ideality, resource consumption, evaluation of the
complexity of algorithmic calculation. It was found that Shamir's limit scheme is
ideal and requires fewer resources compared to other options. Therefore, it can be
recommended as a suitable option for solving problems with saving and restoring
the secret key.
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Annortamus. Kazipri 3amania yisIMIapAbIH aKIapaTThIK KyHenepinae Kymus
KUITTEpMEH KOPFay/Ibl KaXKET €TeTiH YIKEeH KoJeM/l aklaparrap cakTaiajbl )KoHe
eHpeneni. Kem skepne KinT peTiHme apTypiai Kymus ce3nep, MHH-KOATAp kKoHe T.0.
Konganeanel. Onap KoFanfaH XKaFaia aknaparThIK Kyhenepre KOJKeTIMALTIK
Te Korarysl MyMKiH. COHIBIKTaH KINTTEpHAi Kayilci3 cakray HeMece KalllbIHa
KeJTipy MiHIeTTepi e3eKTi Oombim TaObuIaApl. Makamaga KiTTepAi >KOFalITyFa
JKOHE KaIIIbIHA KeNTipyre OalIaHBICTHI MoceleNep/li IICNIyAiH Heri3ri oicTepi
KapacThIPBUIFAaH: PE3EPBTi KOIIipMe jKacay JKOHE OHBI dp TYpJIi JKepiepie cakray;
OipHerre aDOHEHTTIH KUTTTEP/Ii CeHIM/Ii CaKTaybl; KYITUSHBI KPUTITOTpadUsIIBIK 06Ty
XarTamalapblH KojiaHy. KapacThIpbUTBIIT OTHIPFaH MOCENICHIH €H THIMJI MIemiMi
KYIUSHBI KPUNTOTPaUsUTBIK 06ITy XaTTamMaiapblH KOJIaHy OOJBIN TaObUIATBIHBI
anpIKTangpl. Ocbl XarramManapra KOMIIBIOTEpINiK [aOybliAapAblH 3aMaHayd
TypJiepi Kapacteipsuirad. CoHfali-aK, OyJ1 Makasana KYusHbI KpUIITOTpaUsIIbIK
0oy xaTrTaMaJapblHBIH HeETi3i OOJNBIN TaOBUIATBIH KYIHUSHBI OONyIiH MIeKTi
cynbanapsl TangaHansl. [llexTi cynbanaps! Tanmay Keleci mapaMeTrpiep Heri3iHae
’KYy3ere achIpblUIaibl: KETUIAIPY, HACATIBUIBIK, PECypCTapAbl TYTHIHY, aITOPHUTMII
ecenTeyliH Kypaeninirid Oaranay. [llaMmupiy mekTi cyndackl 6acka HycKamapMeH
CaNBICTBIPFaHa MIHCI3 JKOHE pecypcTaplIbl a3 KakeT eTeTiHI aHBIKTaJJIbl.
CoHOBIKTaH OHBI KYNHS KUITTI CakTay >oHE KaJllblHa KeNTipy MoceselepiH
IISNTY/TiH KOJIaiIbl HYCKAchl pEeTiH/e YChIHYFa 00TaIpl.

Tyiiin ce3mep: KynusHbI 66y cyi10atapsl, KUTT, KUITTEpIi 06Ty, KiITTI KambiHa
KeJTipy, mekti kpunrorpadus, Lllamup cymndace
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AnHoTanus. B coBpemeHHOM MUpe B MH(OPMAaIIHOHHBIX CHCTEMaX OpraHU3alui
XpaHuTcs 1 0OpadareiBaeTCst 0ONBLIION 00beM HHPOpPMAIH, TpeOyIoLIel 3anuThl
CEKPETHBIMH KJII0YaMH. B OONbIIMHCTBE MECT B KaueCTBE KIIIOUEH UCTIONB3YIOTCS
pa3NuYHble MapoJid, MUH-KOABI U T.A. B ciiyuae uX yTpaTbl TakKe MOXET OBITh
MOTEPsIH AOCTYN K MHPOPMAaMOHHBIM cucTeMaM. [lostomy 3agaun Ge3onacHOro
XpaHEHUs! WM BOCCTAHOBJICHUS OCHOBHOW MH(OpPMalUH aKTyalbHbl. B crarbe
paccMOTpeHbl OCHOBHBIE METOIBI pPEUIeHUs] MpoOieM, CBSI3aHHBIX C MOTEpPed U
BOCCTAHOBJICHUEM KIIIOUEH: CO3aHHEe PE3epBHON KOIUH U €€ XpaHCHUE B Pa3HbBIX
MeCTax; HaZieX)KHOE XpaHeHHE KITI0YeH HECKOIbKIMHU a0OHEHTaMH; HCIIOIb30BaHHE
MPOTOKOJIOB KPHUIITOIPaQHUUYECKOTO PaCIpeiesIeHHsI CEKPETOB. YCTaHOBJIECHO, UTO
HanOosnee 3(PQEeKTUBHBIM pEIICHHEM paccMaTpuBaeMOl NPOOJIEMBI SBISETCS
WCTIOJIb30BAHUE TPOTOKOJIOB KPUNTOrpaduueckoro pacmpenesicHus ceKkperoB. B
3THX MPOTOKOJAX MPEAYCMOTPEHBI COBPEMEHHBIE BHJIBI KOMITBIOTEPHBIX aTak. B
3TOH CTaThe TaKKe aHAM3UPYIOTCS MPeeTbHBIE CXeMbI PaCIpe/ICIeHUs CEKPETOB,
KOTOpBIE SIBIISIIOTCS OCHOBOW MPOTOKOJIOB KPUNTOTpaduuecKkoro paseieHus
CEKPETOB. AHAIN3 MOPOTOBBIX CXEM OCYIIECTBISICTCS Ha OCHOBE CICTYIOLIMX
napaMeTpoOB: COBEPILCHCTBO, UACAIBHOCTD, PACXO/ PECYPCOB, OLIEHKA CIOKHOCTU
ITOPUTMHYECKOTO pacueTa. beuto oOHapyxeHo, uto moporosas cxema Lllamupa
uaeajgbHa U TpeOyeT MEHbILE PECypcoB IO CPABHEHHUIO C JIPYTMMH BapHaHTaMH.
[TosTOMY €ro MOXXHO PEKOMEHIIOBaTh KaK MOAXOASIINHA BapUaHT I PEIICHHUs
npobieM ¢ COXpaHeHHUEM U BOCCTaHOBICHHEM CEKPETHOTO KITI0Ya.

KioueBble c10Ba: cxeMbl paclipelelieHHs CEKPETOB, KIIOY, paclpeesicHHe
KIIFOUel, BOCCTaHOBIICHHUE KITIOUCH, KpaeBas kpunrorpadus, cxema [llamupa
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Kipicne

Koram aMybIHBIH Ka3ipTi Ke3eHi aKITapaTThIK CaJIaHbIH OCIIT KeJIe )KaTKaH peJIiMeH
cunarranajael. Kazakcran PecnyOnuKachIHBIH YIITTBIK KayilCi3liri aKmaparThiK
Kayincizaikti (AK) kaMTaMachl3 eTyre aiTapibIKTai Tayesi )koHe OonamaxTa Oyt
toyenainik ek apragsl ([TuckoBar 2015) ConapIKTaH Kayinci3 T pibIK KEHICTIKTI
KaMTaMmachl3 €Ty YIIiH aKmaparThl KOpFay oficTepiHe (TeXHOIOTHsIIapbIHa)
KaTBICTBI Macenesep oTe MaHb3Obl. KeOiHece MyHnIail cypakrap akmapaTrThIK
pecypcTrapra YKBIMIBIK KOJ JKeTKI3yl MIEKTEYAiH KYpIeli MiHACTTepiHe oKeNe/i.
YiibIMIapabiH OapiiblK 3aMaHayH aKIapaTThIK )KYyHeIepiH e IepIiK MOTIMETTePIiH
YJIKCH KeJieMi caKTallajibl )KOHE OHJICIIS/, OJapAbl KOpFay KUITTEpli Nai1ananybl
ke3zaeiai. KebGiHece Kynusiiap oKiMIIUTIK KOJ XKETKi3yre apHajfaH KYIus KiaTTep,
napoJbAep, KOATHIK CO3/Ep, KYIUs koHe T.0. By perte Kymus Kint nepexTepaiH
KYNHSAJIBUIBIFBIH KAMTaMAachl3 €Tell, ajl erep OJI JKOoFajica, aKlnapaTThIK Kylenepre
KOJI KETKi3y >KOFaybl MYMKiH. OCBIFaH CYHEHE OTBIPBII, KYMHUs KiNT >KOFallFaH
xarjaiina Herisri AX KpBMETTEpiHIH Oipi — «KOJDKETIMAUIIK» — KOpCeTy
KOKETTUTIT] TybIHAak bl COHNIBIKTaH, OChl MAaKaJaHbIH HETI3r1 MaKcaThl — KYITUS
KUIT Kayilci3 CaKkTalyblH KAMTaMachl3 €TYIe XKOHE KAKET OOJIFaH jKaraaija OHbI
KaJITIbIHA KENTIpyre KaThICThI Macelelepli KemeHai Tannay. [ToHiKk afMakThiH
XKaJlbl cUlaTTamMachl. Makajnazla KapacThIpbUIFAaH MOCENCHI MICHIyiH opTypii
KOJJIaphl 0ap (aKMapaTThIK KayiNCI3MIKTIH KaXeTTi CTaHAapTTaphiHA COMKEC KYITUs
KUIT KaJIbIHA KEATipy MYMKIHJIITiH KAMTaMachI3 €Ty): HEeTi3Ti aklapaTThiH CaKThIK
KOILipMECiH Kacay JXOHE JpTYpJL >Kepiepie KelripMmenepii caxray; OipHerie
aOOHEHTTIH KiNTTI Kymus Typae Oepyi; KpHITOrpaQusIblK KYIUSHBI OpTaK
naiinanany npotokongapein (KKOIIII) maiiganany. Jlerenmen, Oy omicTepaiH
OpKalCBICBIHBIH, Oenrimi Oip kemmiiyikTepi Oap. ©3apa ojap CalbICTBIPBUIILI,
HOTHXeNepi 1-kectene OepinreH.

Kecre 1. Kynust KinTTi pe3epBTik cakTay 9IiCTepiHiH CaBICTRIPMAaIBl TAIAAy bl

PesepBrik KeripmeHi Kinrrepai 6ipHere Kynusast
[Tapametp naiganany JKa3bUTYIIBUIAPFA CEHY | KPHUITOrpadUsIbIK 0oy
XaTTaMallapblH KOJIaHy
KapanaiibiMapuibIK + + -
CeHiMAiIiK + - +
Cenimainik - — +
Kynusnbuibix - - +

l-kecreneri mepexTepAi Tanjay HeETi3iHAE KYMUs KUIT KOFalFaH >Karaaija
aKIMapaTThIH KOJDKETIMILUTITT MEH KYIUSIIBUIBIFBIH KAMTaMachl3 eTyIiH eH THIMIl
JKOJIBI IEPEKTepIi TapaThUIFaH cakTay yiriH KomganeutateiH KKOIIIT naiimanany
OOJIBIT TaOBIIATHIHBIH KOpYTe 00Jabl.

KKOIIII >xyMbIC icTey NpUHIUIIH TYCiHY YIIiH Kymust Oelicy XarTramaiapbiH
KOJIJTAaHYZIbIH JIEMOHCTPAIUSIIBIK MBICAIIBIH KapaCThIPAbIK. AKIAPaTTHIK KYHEHIH
(AK) aknmapaTThIK Kayinci3miK SKiMIIICi TOPT KbI3METKEP apachlH/Ia OH eKi TaHOa1aH
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TypaThlH KYIHs KinT Oeicyi kepek meiik. byn xanmait ma 0ip cebenrepmen AXK
okiMIrici 6onMaraH xaraaiina KkeisMeTkepiaep AXK-Fa )Kpurmam Kol KeTKi3yi jKoHe
KaXeTT] LIYFbUI ONlepalsIapAbl OPbIHAAYHI YIIiH KaXKeT.

Byn xarmaitna AXK okimrici gumep (Oesymri), am KpI3METKepiep KacTomuaH
O0oieim  TaObUTamel. CHNATTaIFAaH TEXHOJNOTHSFA (TOCLATE) CAHOBIK MBICAI
kenriperik. Kymus z@far2190429 tagbanap tiz0eri 6oscen. Kymus Oemnicy: 1-mi
KbI3METKep YIIiH «429» Oenrinepi sxoHe Ne 4 nayas3bIMbl; 2-11Ti KbI3METKEpre «ar2»
TaHOaapsl TOObI yiiH Ne 2 nmayasbiMbl; 3-11i Kei3MeTkepre "z@f" Oenrinepi xoHe
Ne 1 maya3bimbl; 4-1111 KbI3MeTKep YLIIH « 190» Oenrinepi xxone Ne 3 nayassimbl. by
TOCUIIIH eNeylli KeMIILTIrT — KYIUSHBIH OOIKTepiH KbI3METKepJIep allblK TYpAC
cakraiapl. byn ¢dakr akmaparThlH KYNUSUTBUIBIK JIeHTeHiHe aWTapibIKTail acep
eTe.

Ocpl KeMITiNTiKKe OaiTaHBICTBl KAPACTBIPBIUIFAH KYITUSHBI 00I1iCY TEXHOJIOTHSICHI
ic Ky3iHZE <CGKYMBIC» MakKcaTTapbl YILIIH naiinananeiiMaidabl. OHBI KakcapTy
HETi3iHeH, MbICANIbl, KPUNTOTPapUsUIBIK TYPISHAIPYIEpAl KONJaHy apKbLIbI
myMmkiH. bynm Texmomormss KKOIIIl nem aramamel. JlereHMeH, axmapaTThIK
TEXHOJIOTUSIIApABIH KapKblHABl gamybiHa Oaimaneictel KKOIII kayimcizmiri
TOMEHJIE/Ii, OMTKEeHI OCBhI XarTamalapibsl Oy3yFa OarbITTallFaH KOMITBIOTEPIIIK
malybUTIapAblH JKaHa Typiepi maiima Oongel. Aran aiiTkanma, Oyn Positive
Technologies »xypri3reH Tanmay HOTHXKEIEpiHE COMKec, aKMapaTrThIK KyHeneprue
KYITUS CO3/IeP/li CaKTay Ke3iHe KOl KaFIaiaa oap/abl )KepTuTiKTi cakTay/KallbIHa
KeNTipy YLIIH KOPFaHBIC MeXaHM3MZAEpl KoamaHbIMaiabl. COHABIKTaH ONapabl
xetinaipy makcatsiaga KKOIIII tangay ete e3eKTi MiHIET €M aifTyFa Ooabl.

Marepuajgap MeH 3epTTey daicrepi

Kez kenreH kpunrorpadusuiblk — xarTama —akHaparThlK — IpoLecTepae
KpUNTOrpadsUIbIK TYPICHAIPYJIEP MEH alropuTMIEpAl KOJAAHYIbl PEeTTEHTiH
HaKThl epexenep X ubIHTBIFbIHA HerizgenreH. KKOIIIT mekTi xkymusHbl Oeiy
cyin6acel (KBC) anroputMine Heriznemnyi MyMKiH.

Tunrik xarnaitmapna KKOIIIT exi Heri3ri (ha3aHbl KAMTHIBL.

1. Kynus 6eiy — M Kynusicein OineTin guiep (6emyi) ¢, ¢,, ..., ¢, KYIHSHBIH N
YJIECiH TYABIPAThIH KoHE KOpFaJiFaH OaiylaHbIC apHACHI apKBUIBI 9pOip KaThICYLIbIFa
OHBIH YJeCiH OepeTiH Tapary ke3eHi. TapaTy 3aHIsl aODOHEHTTep OipieckeH ic
— OpeKeTTep Ke3iHAe FaHa KYIUSHBI KajlblHAa KeJTipe aJaTbIHIAi, ajl 3aHCHI3
a0OHEHTTEp MYMKiH OOIMaNTHIHAAN eTiN YHBIMIACTHIPHLUIAIBI.

2. KynmusHBI KadmblHa KeNTipy-3aHabl aOOHEHTTEp ©3/epiHiH KYIUS YIec-
TepiH OipiKTipil, KYIUSHBI aja ajaThlH Ke3eH. bylmaH opi KapacThIpbLIATHIH
ANTOPUTMIEPIH Kemmrimirinae "Kymus" axkmapar OeJiHTeH OapiblK 3aHJbI
a0OHEHTTEepli KaJIbIHA KENTIpyre MiHIETT] KaThICy KaKeT.

CyperTe KynusiHbI Oy MIEeKTi cy10achl KOPCeTiIreH.

3eprrey OapbicbiHaa keneci mekti KbC kapacTsIpbuiabt:

+ lamup KBC;

*  bmxkmu KbC;
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*  DIIMOTUKAIBIK KUChIKKA HerizaenreH KbC;
*  Kapuun-I'pun-Xennman K BC ;
* Acwmyt — biiym KBC.
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Cyp. 1. KitaccukanblK KYMUsHBI 60J1iCy XaTTaMachIHBIH CYJIOACHI
(Fig.1. Outline of the classic secret sharing protocol)

Ex tuimai KKOIIII anpikray yiiiH aaropuTMaepli KOJAAHYIBIH Kayilci3mik
JeHIelliHe ocep eTeTiH KeJeci Herisri mnapamerpiep OOWBIHINA —OJapIbIH
CaJIBICTBIPMAJTBI TANJAYBIH KYPTi3y Typajbl MEIiM KaOblIIaH/IbL:

1) ecenrteynepAiH Kypaeniniri. AITOPUTMHIH KYpAENiIiriH Oaranay KYMUSHBI
Oeuticy kKoHE KaJllIbIHA KeNTipy Ke3eHiH/Ae aJlbIHFaH Oaramaynapaa TYpabl;

2) ecemnTey pecypChIHBIH KapKbIHABUIBIFBI (KYIUSHBI OPTAaK HalijanaHy *oHE
KaJITIbIHA KEJITIPY Ke3eHACpiH/Ie Maii1aJaHbUIaThIH KaJ| KeJieMi);

3) kemenmik (erep 3aHCHI3 MaiJaNaHYIIBUIAPABIH Ke3-KEJIreH CaHbl KYIHUS
TypaJibl elKaHAai akmapar aja anMaca, KbC miHci3 Oomasl);

4) uneangpUIBIK (erep KYMHSHBIH YJIECiHIH MeJepl KYNHUSHBIH ©3iHe TeH
6onca, KbC eTe komnaiinsr).

By skympIcTa keneci Oenrinep KoianaHbUIaAbL:

k — KymusHBI KallblHA KEITIpYy YIIiH KaKETTI 3aHIbl aOOHCHTTEPIiH €H a3
CaHbl;

n —Kynus OeJiHeTiH ylIecTep CaHbl,

p — YJkeH xait Can;

Zp— OYTiH caHIap/bIH KaparnaibiM cakiHa MOTYTiHIH ©JIIIeMi;
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M — kymus (kinr).

[Hamup KynusicbIHbIH 0oty cyiioackl. [Llamup mekTi cyndacsl (k, #) KenMy1esnik
WHTEPIOJSIIMS YFBIMBI TOHiperiHae KypburraH. Erep xymustHbl Tek k aOGoHEHT
KaJIIbIHA KeJITipe aJlaTblHAal eTin 6eiy KaxkeT Oosca, oHaa oHbl (k-1) mopesxeni
KOeIMYyIIemiK (opMylachlHIa <«OKachlpy» Kepek. bym kemmyme k HykTenepi
OoiibIHIIa KannbiHa Kentipineni. Ecenreynepain KypAeniIirin Tanaan Kepeuik.

Kynusanuv 601y xeseni.

I-kamam. byn kamampga p kesgeiicok kail caHel TaHpanaabl. CaHHBIH
KapanaibIMABUIBIFBIH TEKCEPY PECYpPCThl KO KaKeT €TETiH MPOLEecC KOHEe
QITOPUTMHIH KYPHENUIriH >Kanmel Oaranayra aWTapibIKTal ocep eremi. byi
KaJaMIbl Oaranay CaHHBIH KapanalbIMIBUIBIFBIH TEKCEPY YLIIH KOJIIaHBUIATHIH
ainropuTMre OaiianelcThl. KapanaibIMABUIBIFBIH TEKCEPY YLIIH

Ke3lelcok TaHnanraH caH beit xxone — Ilomepani — Cendpumx — Barcradd
BIKTUMAIABIK CchiHarbl mnaimananeuinel (Chervyakov, 2016). byn kamamHBIH
kypaenitiri O (1) — ( Monnossuar 2011) geH anplHFaH OpTailia MOHTE TEH,.

2-KagaM. ©pic yCTiHAe KeNMYILIEeHI Kypy alrOpUTMiHIH OCHl KaJaMbIHIa

Z, (k-1) xoapPuumentrepid Tangaiasl. Kagamusin kypaeniniria 6aranay O(k)
TEH,.

3-xagam. KeneHkenepai ecenreyre apHasiFaH KalWTalaHyJap CaHbl n-Te TEH,
op0Oip urepaumust (k—I) xoopauHarTap OOWBIHINIA OTETIH KIpiCTIpUIreH IHUKIABI
KaMTubl. bepinren kagaMHbIH xanrbl 0aracel O(kn).

k < n < k GonranapIKTaH, KYNUAHBl 06y YIIiH ecenTeyiaepAiH KYpAEIiIirin
Oaranay O( k'n) Gonanel. KynusiHbl KanmblHa KenTipy Ke3eHi. KynusHsl KanmeiHa
KenTipy npoueci JlarpaHX HHTEPIOJALISUIBIK KOIIMYLIECIH KYPy apKblIbl XKY3ere
achIpbUIAIbl. AJITOPUTMHIH KYpaeNiniriniy xanmsl 6aranay O(kn)+O(k’).

Ecenreynepain pecypc ChIMBIMABUIBIFBIH Tangay. Kynus ¢pakuusiapast
caxKTayFa apHaJIFaH >KeJllell JKaJ KYPBUIFBICBIHBIH KaXeTTi xaasl Memmepi n-|M| +
O(|m|) MoHiHE TE€H, MYHJIaFbI

| m | - KyOUSIHBIH MaKCUMaIAbl Y3bIHABIFEL M. KyNusiHbI 06iTy/KajblHa KeNTipy
YIIiH

n =k = 64 xe3igne mamMamed 8192 0alT xkeel Kaabl KaxXeT Oosabl.

Kemennix/uneanapik. LllamMmupnin cysidack keMen i xoHe uaeanpl. M meanbuibik
KYNUSHBIH O©JIIEMi P eJIeMiHe, COHAal-aK opOip KaTBICYIUBIHBIH KYKBIFBI Oap
KYIUSHBIH YyJeciHe TeH OonyblHaH TyblHAanel. lamup cynbacelHAarsl Kymnus
CBI3BIKTBIK TEHAECYJIEP XKYHECIH ISy apKblIbl KaJIIbIHA KeNTIpiIAi AeTiK. 3aHChI3
Xa3bUTylIblIap k Oenricizi O6ap & keMm TeHaeyaep KyheciH Kypybl kepek. MyHaai
KYWEHIH IMIeNIiMi k-enmeMal KeHICTIKTEeTi THIIePKa3bIKThIKTa XKaTKaH HYKTElIep
KHBIHBI OOJIBIN TaObUIaAbI, OYJI eIKaHAal KYIHUsS MOHAI MYMKIH €MecC el KOKKa
mpFapyra 0oamanTeiHbH Oingipeni. Conapikran Lamupain cyidackl MiHCI3.

Bmskmunin kynus Oenicy cynbacel. bk cynbacer Hemece BekTopiablk KBC
KeIl eJIeM/li KeHICTIKTe HYKTeJlepl naifananyra HerizgenreH. Kes kenreH exi
HEMece OJIaH /1a KOl ’Ka3bIKTHIK KEHICTIKTE KUBLIBICAIbI, a1 KUBUIBICY HYKTECIHIH
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KOOPIUHATTAPBIHBIH Oipi KyIus 60k TaObuTaabl. Erep Kynus HYKTEHiH OipHere
KOOPAMHATTApPhl PETiHE KOATAJCA, OHMa Oip TUMepIKa3bIKTHIKTAH KYIHUS Typabl,
SIFHU KUBLIBICY HYKTECIHIH KOOpAMHATAIAPBIHBIH 63apa TOYENIUIIr Typajsl KeHoip
MaiMeTTepi amyra Oonaasl. EcenTeynepaiH KypAeiIirii Tanmamn KkepeHik.

Kyrmus Oeicy ke3eHi.

I-kamam. [lamup cynbaceiHOarbinail, Oyl KaJaMHBIH KYpACHiJik Oarachl
CaHHBIH KapanaibIMABUIBIFEIH TEKCEpy alrOpUTMiHe OalimaHbpIcThl xoHe O(1)
OoJIaabl.

2-kanaM. (k—1I) caHmapawl TaHAay Ke3iHAeri Oy KamamMHbIH Kypaemiriri Ok)
OoJIaabl.

3-KamaM. n KaThICYIIBIHBIH OpKaichIChl YIIiH di KoA(h(GUIIUEHTI aHBIKTaIaIbl
XoHE opOip WTepanusga Ke3AeHCoK KYpPbUIFaH k CaHBIHBIH KHUBIHTBIFBI KAXET.
Kanmamusiy ecentey kypueniniria 6aranay O(k-n) Gomampl.

4-kanam. Illamup cynbachiHIarbiai, KYMUSHBIH YJIECIH N KaTBICYIIBIMEH
Oesticy yuIiH n KaiiTanany KaxeT. O(n) yakKbpITBIHAA KaThICYLIbUIApFa KYNUSHBIH
yrectepi Oepinei.

Kanmbina kentipy ke3eHi. KYMUsSHBI KaNbIHA KENTIPY TarChIPMAChI ChI3BIKTHIK
TEHJCYNIEp KYHECiH My apKbUIbI JKY3ere achipbUiajbl. MyHJal IIeniMHIH
THiMII HYcKackl Kpamep oniciH Konany OO0k TaObUIapl, ©UTKEeHI KYITHS MIEITiM
HOTIDKECIHIE albIHFaH HYKTEHIH OIpiHIII KOOPIWHATACK! OOJBI TaObLIaIbI.

KymusHpl kanmeiHa Kenrtipy ymniH k& -k emmemi Oap MaTpuanapiablH eKi
AHBIKTAYBIIIBIH €CENTEY KEPEK.

MarpunanbIk aHbIKTaybIITap ['aycc oici Heri3iH e aHbIKTaNa b, aJl KYPACITLTIK
6aracel O(K°).

Brkiu Tizberinin ecentey Kypaenitirinin xaimsl 6aracet O(kn)+O(k*) 6omnpim
TaOBbUIAIBI.

Ecenreynepain pecypc KapKbIHABUIBIFBIH Tasaay. KymusHel ynectepre 6emyre

KaKETTI JKeJeN KaIblHbIH OaiiT caubl n k |m| peTinge Oaranananel. n = k = 64
KYITAS 00JTiCy/KaJbIHA KeJITIPY ONepanusIapsl YIIiH maMmaMeH 266 KoaiT sxenen

JKaabl KayKeT Ooajbl.

Kemenoix/uoeanowix. Kynusaars! spOip yiecTiH MeJIepi KYIHSHBIH eJIIIeMiHeH
k ece xem OonraHAbIKTaH, bmyxmumiy cynbackl MiHCI3 0OIybl MYMKIH emec.
Herenmen, Oy kemeni , eiiTkeHi k Oenricizi 6ap (k—I) CHI3BIKTHIK CABICTHIpYyIap
JKYHWECIHIH IIeNTiMi & eJmemM/Ii KeHICTIKTeTi TUTIepKa3bIKTHIKTA JKaTKaH MIemiMaep
JKUBIHBI OOJTBINT TaObIIaAbl. by Kymus M MyMKiH OOJaThIH KYIUsIAp KUBIHBIHAH
Ke3 KelTeH MOH/II KaObUIIal alaThlHBIH OUTIpei.

DIITMNTHKAIBIK KHCHIKKA HET13/IeNTeH Ky 0eicy cyi0achl. DIUTUITAKAIIBIK,
KHCBHIK OOMBIHIIIA KYITUSHBIH O6JIHYyi TOMEH/Ie CUITaTTalIFaH aJTOpUTMiHE Colikec
xypeni. Ecenrreynepiin KypAentirin Tangan Kepeuik.

Beny kezeHi.

I-kamam. [lunep KaxeTTi HykTenep caHbl (keMminae n) 6ap EC ammunTukaibik
KUCHIFBIH TaHAainbl. KBC KaThICyIIbUIapBIHBIH OpKANCHIChIHA (COHBIH IMTiHIE
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KYNHs CakKTayllbl) SJUIMITHKAIBIK KHUCBIKTAFbl HYKTE, OHBIH IIIIHIE «IIEKCi3
KAaIlIBIKTaFbD» HYKTE Oepiiei.

2-kaynaM. bys kamamza nuiep oCchl KMCHIK OOWBIHINA N JIOPEkKEIi KOIMYIIeH]
TaHgai bl by kenMytieHiH ko3 uIreHTTepl OFaH FaHa Oerii. DJUTUIITHKAIBIK
KHUCBIKTAFbI KaTBICYIITB — KYITHSHBI CAKTAYIIBLIHBI O1TIipeTiH HYKTe OopiHe OenTimi.

3-xamaMm. lunep ochl HYKTEHIH KOOpAMHATAJIapblH €31 TaHIaraH KeIMYIIere
aybICTBIPa/Ibl, KYMUSHBIH MOHIH ecenTen .

4-kanaM. OpOip KaTHICYIIbIFa KYTUSHBIH 63 YJAECiH Oepy YILIiH AWIep O YIIiH
KYIHS YJIECIH aa OTBIPHIIN, KaThICYIIbI HYKTECIHIH KOOPAWHATATAPBIH KOIIMYIIIEre
aybICTBIpaabl. HoTmkeciHme KaThICYIIBIHBIH SIUTANITHKAIBIK KUCBHIKTAFbl HYKTECI
(ID) »xoHe KynUsSHBIH Yieci (Secret) Oomaapl.

ONIUNTHKANBIK KUCBIKTapFa HETI3IeNreH cyidanapaarbl KYNHsSHBL OeJiicy
(a3achIHBIH ecenTey KypAeiiriniH xanmsl MarsiHacel O(kn )-re TeH,.

Kanmeina kentipy ke3eHi. KynusHbl KaimbiHa KeNTipy YIIH JAUIep TaHAaraH
KeNMYIIeHiH K03 QUIMeHTTepiH KaNIbIHA KeJITIpy YIIiH OipHele KaTbICyIbLIap
Oipiryi kepek. MareMaTHKaIBIK TYPFBIIAH OYJT KeHOip TeHACYIep KYHECIH IIenTyTe
NeiiH azaiTanpl. Pykcar eTinreH KoanumusHBI KYpPaWThIH KaTBICYIIBIIAP KaXeTTi
KenMyIeHi anansl. Onap oraH KYIMUSHBI OUIAIpeTiH HYKTeHIH KOOpAHHATaIaphIH
Kosinpl. HoTmkecinme onap Awiep KaJbITACTHIPFAaH KYIUSHBI anaabl. by
cy10aiarel KYNuUs KallblHA KeNTipy Ke3eHiHIH eCeNTeyNIepiHiH eCeNnTiK Kypaemimiri
O(1).

Ecenreynepmin pecypc KapKbIHABUIBIFBIH Tallfidy. JUTUNTHKAIBIK KHUCHIK
CBI3BIKTAFbl HYKTCHIH OIEPaTHBTI KaJbl MeJIIepi KYIHUSHBIH ©31H CcaKTayFra
KaXETTI MeJIIepAeH acnalThiHABIKTaH, cynba lllamup cynbacklHBIH pecypc
KapKBIHABUIBIFBIH CaKTaIl ajajbl.

Kynusne! kanmbiHa KenTipy YUIiH cizre mamamen 25 KOaiT sxaz Kaxer.

Kemendix/udeandvlx. DIUANTUKANBIK KUCBIKTapFa HETI3JEITeH Ccyi0anap
KeMeni Oojblll  TaObUTAAbl, OWTKEHI 3aHChI3 NakJadaHyIIbUIAPIbIH KYITUS
(dbpakumsapslHIa KYIHS Typalibl eIIKaHmald akmapar OonMaimsl. Auaiina, onap
HealIpl eMec, OTKeHI KYITUSHBIH op0ip YJIeCiHiH MeJmepi KYMUsIAaH k ece Korl.

Kapuun-I'pun-Xennman kynusiceiMern Oemicy. bynm  cyiba  anreGpasibik
TEHJCYJep KYHEeCiH IIenyre Heri3uenreH. Ecenreynepai KypAeuniriH Tayijamn
KepeHik.

beny ke3eHi.

Kymustast 7 Typai Tapan (Torm Mytrenepi) apacsiHaa 0eicy YIIIiH, KeM JeTeHe
k Tapan OHBI KaJlNblHa KENTIPE alaTbIHAAM, k oMmueMiHiH (n+1) V. BekTopmapsl
TaHAajagbl, COHBIMEH Karap OepiireH k BEKTOpAAaH TYparThlH Ke3 KeJreH
MaTpUIAHBIH PaHri k-ra TeH OONMybl KAKET. V) BEKTOPbI OapiibIK KaThICyLIbUIapFa
Genrimi. Kynus imki TybHpl 6071bIn TaObu1asl (¢, V,), MyHIaFbl 4 — BEKTOpIIAp
KHBIHBI, an Oeumikrepi - imki TyeHasUIap (1, Vi). Kymusael n Genikke Oemy
KaJIaMBIHBIH KypAentiri O(n)-re TeH.

Kannvina xenmipy rezewi. benrinmi yinecrep OoibIHIIA KYNUSHBI KaJIblHa
KeJTipy YIIiH # BEKTOPBIH Taly YIIiH & TeHAEYIepiHiH Xyiec] menrinen.
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Ecenrteynepain pecypc CHIABIMIBUIBIFBIH Tanfay. Kymus 2 BEKTOPIBIH
MaTpUIANbIK ~ KOOSHTiHmici  TYpiHAE  YCHIHBUIFAHIBIKTaH, BEKTOPIAP/IBIH
KOOPIUHATTAPBIH CaKTayFa apHaJFaH JKelel Xkaja kenemi 64 Oaiitka TeH. N = 64
Ke3iHze KynusHbl Gemikrepre ey yuiin cisre (2 7t1) - 64 = 8256 Gair xenen
KaJlbl KXKET eTell.

KynusHe! KanmbsiHa KeNTipy YIIIH CHI3BIKTHIK anreOpaliblk TEHACYIEp Xyhecin
memy KaxeT. byTiH apudMeTHKaHBIH eH XaKChl HycKackl Kpamep omici GombIm
TaObanel. MoHII ecemTey YmiiH kxk emmemi Oap MarpunamapabiH (k+1)
aHBIKTAyBIITApEIH ally KepeK. HoTmkecinae KYNusSHBI KallblHA KENTipy YIUiH
8320 Oaiir xemen xaabl KaXeT O0Iaabl.

Kemenodix/uoeanowvix. Kapuun-Ipun-Xemiman cyi0acel Kemenai  OombIm
TaObUIAAbI, OMTKeH] Kynus M pIKTUMAI KYHsIap )KUBIHTHIFbIHAH Ke3 KEJITeH MOHI
KaObugail amangel. Anaiina, oyl SJUIMNTHKAJIBIK KHUCBIK CBHI3BIKTApFa HErislesreH
cynba CHUSKTHI HIealbl €MeC, OMTKEeHI KYMNHSHBIH opOip YieciHiH Memmepi
KYITUSTHBIH ©31HEH k ece Kerl.

AcmyTt-baym kynwmsiceiH Oeiicy cyibacel. AcmyT-bnym cymbacer — xait
caHzapApl MNaiganaHblll KYpacTBIPBUIFAH IIEKTI KYNHWAHBI Oeiicy cyi0achl.
Kynusner ke3 kenreH k KaTeIcymisl KaslblHA KeJITipe ajaTbIHAAN eTilm n Tapar
apaceiHIa Oemicyre MyMKiHIik Oepemi. EcemrteymepmiH KypaemimiriH Tamman
KOpeuikK.

Beny xe3zeHi.

I-kamam. (k, n) mrekTi cyinda yirid p ’ail caHbl TaHAaIa b,

2-kanam. Coman keitin AcMyT-biayMm mapTrapsl opelHAanaTeH p — d » dz, ., d
MOHIHEH Killli caHJap TaHAaJIa bl

Kyrmust Oenicy ke3eHiHiH ecenTik Kypaeniniri O(n) OombI TaObLIa b

Kannvina xenmipy xezeni. KplTalbIK KaJIbIK TEOPEMACHIH NalianaHa OTHIPHII,
Ke3 KeNreH k Kymus ylectepii OipiKTipy apKbUIBI KYITHUSHBI KQJITBIHA KENTipyTe
Oomaser, Oipak Oyt ke3 kenreH (k-1) kymus ynecrepmer mymkin emec (Kiparisova,
2016). Kynus xanmblHa KenTipy Ke3eHiHiH ecenTeyiaepiHin kypaeniniri O(k?)-re
TEH,.

Ecenreynepain pecypc KapKbIHIBLIBIFBIH Taigay. OpOip xai can d, 100 Gair

oreparusTi xaAThl anaibl. CoxaH KeifiH d; Taly MIapTTapbH TEKCepy YLIH 2 k
|d| ecre caxray, sFHu. mamamen 12,8 KBaitt. XKaara KYITUSTHBIH Oip YJIECiH caKTay

yuwin p = 28 Gair, k = 64 Gaiit, | p|+|d|+|k| mamamen 192 GalTTBl Kypanmbl.
Hormxecinne xynusael Oemicy ymria 57 KOaHT skemenm »kaapl KaKeT OOaibl.
KyrustHpI KanmbeiHa KenTipy yiriH mamamer 320 0aiT KaxeT.

Kemenodix/uoeanowviy. Acmyt-bnym cynbacel kemengi, ce6e6i M Kynuschl
MYMKiH OOJIaTBIH KYIHSJIAP JKUBIHTHIFBIHAH K€3 KEeJITreH MOHMI KaObU1iail anaibl.
Bipak Oy na uneannbl emec, OUTKeHI KYIUSHBIH 9pOip ylieci KYIUSHBIH 63iHeH k
ece Kerl.

Ocpl yakpITKa JeHiH Makajiaja pecypcTapAblH KapKbIHIBUIBIFEI MEH €CEITey
kypaeniniri TypreicbiHad 1ekTi KBC Ttanganasl. Conpaii-ak, ocbl cyjibanapra
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1abybUT TYPIIEPiH KapacThIpy MaHbI3Abl, OUTKEH1 FBUIBIMUA-TEXHUKAJIBIK IPOTPECKe
OaifmaHpICTHl OY3yIIbLIAp MIa0yBUTIApABIH OapFaH cailblH XKETUIIPIITeH Typiepin
oinan Tabaabl (KOJTaHaIbl).

[exTi KynustHBI OeITicy cyibanapbeiHa madysl1 Typiepi. Erep susakec Kymus
Oesticyre KaTbICyIIBUIAPIBIH Ak caHblHA eHin ketce, mekTi KbC-Ha koMmbroTepiik
ma0ybLT kacamybl MYMKIH.

3UAHKECTIH LIEKTi CYI0aHBl aifHAJIBIN OTyTe KONTETeH 9JIeyeTTI MyMKIHIIKTepi
Oap. Aram aifTKaHJa, MbIHAHbBI KAPACTBIPHII OTEMI3.

1. HlaGyputgaymibl KYMUSHBIH ITYPhIC eMec OeliriH (MBICAbI, epiKTi CaHIbI)
ozeiii maiifanana anajapl - OyJ1 XKaFAaii1a TN KYMUSHbI KAJIMbIHA KENTipe aTManipl.
JlerenmeH, nypric emec 0OIiKTi KiM YCHIHFAaHBIH aHBIKTay MYMKIH eMec.

2. Erep malOypuinaymibl ©3iH KaTBICYIIBI €Till KepceTe aica , Kymus Oelicy
MpOLEeAypackIHbIH OacTanybiHa ceben O0omybl MyMKiH. ComaH KeWiH O KaJlFaH
KaTBICYIIBUIApABIH KYIHACHIHBIH YJIECIH ajla ajlabl.

3) (k; n) mekTi cynbana KyKbIK OY3YIIbI ©3iH (k+ /) KaThICYIITBI peTiHAE KopceTe
amasel. KynuistHbI KajmmblHa KeNTipy YIIH A KaThICYIIbI JKETKUTIKTI OOFaH/IBIKTaH,
malybUTIay sl KYHUSTHBIH 03 YIieci peTiHae TaHOamapablH epikTi Ti30eTiH yChiHa
anajpl.

By xarnaiina Oy3ymisl 6acka 3aHbI a0OHEHTTEPAIH KYITUSACHIHBIH OONIiKTepiH
Oirin, comaH KeliH KYNMUSHBI TOJBIFRIMEH KaliTa jkacait anmaapl. by keiibip KbC-
HBIH KETIIMETEeH/IITiHIH callaphbl.

Conpaii-ak, Oy3ymIBl JKYMBIC YaKbITBIHAH, KJIUTCYACH, KOCBHIMIIAHBIH
ICTeH LIBIFYBbIHAH >KOHE T.0. Malmaibl akmapaTrThl adyfa THIPHICKAHAA, CHIPTKBI
apHasnap apkeuisl KBC-Ha kommbroTepiik malyburgapablH Kayii Oap. MyHnai
malybUTIapAB! XKYPri3y MYMKIHIITI 9/IeTTe OaFaapiraMablK )kKacaKTaMaHbI 93ipIiey
Ke3iHJIe Ki0epinreH KarenepMeH OalIaHbICTHI.

Hoatnaxenep

Kyprizinren 3eprrey notmwkenepi KKOIIIl kommany Herisri axnmaparThl
CaKTay[blH/KAJMIBIHA KENTIpydiH eH TuiMal omici ekeHiH kepcerti. CoHpmaii-
ak, KKOIIIl akmapaTTelk KayilCi3[OiKk JEHTeiiHe aiTapibIKTail ocep eTeTiH
KOMITHIOTEPIIIK MIa0ybIUIIapIbIH 3aMaHayH TypiepiHe OefiM eKeHIiT1 aHbIKTaII/IbI.

2-kecTee KYMUSAHBI ONyHdiH IIeKTi cyI0amapblH CalbICTBIPMANbl Taaaay
HOTIDKENEPiHiH KbICKAIa Ma3MYHBI KOPCETLITeH.

Kecre 2. Illexti KBC canpicTbIpMansl Tajnay HOTHXKEIEPl

llexri cynba Kemen- | Unean- Pecypc KubIHbIKTHI

K I6I | CHIMBIMJIBLIBIFBI Garanay
(K6aiit)

[lamup cys6acet + + 8 O(n°k)+0(k?)

broknu cysbackt + - 266 O(n"k)+O(k3)

DJTUNITUKAIBIK KACHIKKA HET13/IeNTeH CYJI0AChI + — 25 O(n'k)+O(k?)

Kapuun-I'pus-Xemnman cysibacs + - 8,1 O(n)+0(k?)

AcmyT — biiym cynibackt + — 57 O(n)+0(k?)
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2-kectenen Lllamup cynbacsl KeMeNAiK MEH HACANIBUIBIK KacHETTepiHEe He,
on Oacka cyibamapMeH CaJBICTBIPFAHIA PECypCTapiabl a3 KaKeT eTedl JereH
KOPBITBIHABI JKacayra Oomnanmbl. Ecenreymepmiy kypaemimiri Ooitbiamra [Hlamup
cynbacel AcmyT-bmym cynbaceiHaH TemeH. Aumaiima, Oyn kxarmaiima Oacka
napaMeTpiepIiH apTHIKIIBUIBIFBI ISy OOJBIT TaObLUTAIb.

KopbITbiHABI

[lexti kynustHBI OeIicy cyji0alapblH CaNBICTRIPMAlbl Talfdy HOTIDKENIepi
[MHamup cyndacet KBC kepceTkimTepiHiH KemeHi OOMbIHIIA KaJFaHAApPbIMEH
CaNBICTBIPFaH/Ia €H THIM/Ii OOJBIN TaOBLIATHIHILIFBIH KepceTe . COHABIKTaH Oy
cyn6anbl Kopraiarad KKOIIII-Ti keHiHHEH TaMBITy VIIiH HETi3 peTiHae KOIJaHFaH
xeH. OCBl 3epTTey HOTIKECIHIE KOJ JKeTKi3yai Oackapy »Kyieci YIIiH IIEKTi
KpunTorpadusHbI aiiIaIaHbI, KYITUs KIATTepai Oedy/IiH jkaHa 9/liciH a3ipiey, al
KBC pertinge Hlamup cynbacein naiiganany »ocHnapiaHbIl OThIp.

REFERENCES

Alferov A.P. et al., 2005. Osnovy kriptografii : uchebnoe posobie [Basics of cryptography :
Tutorial]. 3-rd ed., rev. and add. Moscow, Gelios ARV Publ., 2005. 480 p. http://booksshare.net/index.
php?id1=4&category=cryptography&author=alferov-ap&book=2002.

Abbasov A.E., Abbasov T.E., 2015. Otsenka kachestva programmnogo obespecheniya dlya
sovremennykh sistem obrabotki informatsii [Evaluation of software quality for modern information
processing systems]. Informatsionno- tekhnologicheskiy vestnik [Information Technology Bulletin],
2015. Vol. 5. Ne 3. Pp. 15-27. https://www.elibrary.ru/item.asp?id=25360733.

Alekseychuk A.N., 2005. Sovershennye skhemy razdeleniya sekreta i konechnye
universalnye algebry [Perfect secret separation schemes and finite universal algebras]. Analiz i
obrabotka dannykh [Data Analysis and Processing], 2005. http://dspace.nbuv.gov.ua/bitstream/
handle/123456789/50768/08-Alekseichuk.pdf?sequence=1

Bozkurt LN, Selcuk G., 2008. Threshold cryptography based on blakely secret sharing. Information
Sciences, 2008. Pp. 1-4. https://scholar.google.com/citations?7user=0uolARoAAA AJ&hl=ru

Blakley G.R. et al., 1979. Safeguarding cryptographic keys. Proceedings of the national computer
conference, 1979. Vol. 48. Pp. 313-317. https://ieeexplore.ieee.org/document/8817296.

Chervyakov N.I., Deryabin M.A., 2016. Novyy metod porogovogo razdeleniya sekreta,
osnovannyy na sisteme ostat- ochnykh klassov [New method of threshold secret separation, based on
the system of residual classes]. Informatsionnye tekhnologii [Information Technologies], 2016. Vol.
22. Ne 3. Pp. 211-219. http://novtex.ru/IT/it2016/it316_web-211-219.pdf .

Dingyi P., Arto S., Cunsheng D., 1996. Chinese remainder theorem: applications in computing,
coding, cryptography. World Scientific, 1996. https://books.google.com/books/about/Chinese
Remainder Theorem_Applications_[.html?id=RQLtCgAAQBAJ

Ito M., Saito A., Nishizeki T., 1989. Secret sharing scheme realizing general access structure.
Electronics and Com- munications in Japan (Part III: Fundamental Electronic Science), 1989. Vol. 72.
Ne 9. Pp. 56—64. https://archiv.infsec.ethz.ch/education/as09/secsem/papers/ItSaNi87.pdf

Karnin E., Greene J., Hellman M., 1983. On secret sharing systems. IEEE Transactions on
Information Theory, 1983. Vol. 29, Ne 1. Pp. 35-41. https://ieeexplore.ieee.org/document/1056621

Kiparisova A.I., Azhmuhamedov .M., 2016. Providing access to information systems of higher
education in the case of loss of key information. Mezhdunarodnyy nauchno-issledovatelskiy zhurnal
[International Research Journal], 2016. Ne 2-2 (44). https://cyberleninka.ru/article/n/providing-
access-to-information-systems-of-higher-education-in-the-case-of-loss-of-key-information

Lavrinenko A.N., Chervyakov N.I., 2014. Nekotorye elementy kontseptsii aktivnoy bezopasnosti
v sovremennoy kriptografii [Some elements of the concept of active security in modern cryptography].
Nauchnye vedomosti Belgorodskogo gosudarstvennogo universiteta. Seriya: Ekonomika. Informatika

272


http://booksshare.net/index.php?id1=4&category=cryptography&author=alferov-ap&book=2002
http://booksshare.net/index.php?id1=4&category=cryptography&author=alferov-ap&book=2002
https://www.elibrary.ru/item.asp?id=25360733
http://dspace.nbuv.gov.ua/bitstream/handle/123456789/50768/08-Alekseichuk.pdf?sequence=1
http://dspace.nbuv.gov.ua/bitstream/handle/123456789/50768/08-Alekseichuk.pdf?sequence=1
https://scholar.google.com/citations?user=0uolARoAAAAJ&hl=ru
https://ieeexplore.ieee.org/document/8817296
http://novtex.ru/IT/it2016/it316_web-211
https://books.google.com/books/about/Chinese_Remainder_Theorem_Applications_I.html?id=RQLtCgAAQBAJ
https://books.google.com/books/about/Chinese_Remainder_Theorem_Applications_I.html?id=RQLtCgAAQBAJ
https://archiv.infsec.ethz.ch/education/as09/secsem/papers/ItSaNi87.pdf
https://ieeexplore.ieee.org/document/1056621
https://cyberleninka.ru/article/n/providing-access-to-information-systems-of-higher-education-in-the-case-of-loss-of-key-information
https://cyberleninka.ru/article/n/providing-access-to-information-systems-of-higher-education-in-the-case-of-loss-of-key-information

ISSN 1991-346X 2. 2023

[Scientific News of Belgorod State University. Series: Economy. Computer science], 2014. Vol. 30. Ne
81 (179). https://cyberleninka.ru/article/n/nekotorye-elementy-kontseptsii-aktivnoy-bezopasnosti-
v-sovremennoy-kriptografii

Medvedev N.V., Titov S.S., 2011. Pochti porogovye skhemy razdeleniya sekreta na
ellipticheskikh krivykh [Almost threshold secret separation schemes on elliptic curves]. Doklady
Tomskogo gosudarstvennogo universiteta sistem upravleniya i radioelektroniki [Reports of Tomsk
State University of Control Systems and Radioelectronics], 2011. Ne 1 (23). https://cyberleninka.ru/
article/n/pochti-porogovye-shemy-razdeleniya-sekreta-na-ellipticheskih-krivyh

Moldovyan A.A. et al, 2011. Protokoly s nulevym razglasheniem sekreta i obosnovanie
bezopasnosti skhem tsifrovoy podpisi [Protocols with zero disclosure of the secret and the justification
of the security of digital signature schemes]. Voprosy zashhity informatsii [Information Security
Issues], 2011. Ne 4. Pp. 6-11. https://www.elibrary.ru/item.asp?id=17100299

Mogilevskaya N.S., Kulbikayan R.V., Zhuravlev L.A., 2011. Porogovoe razdelenie faylov na
osnove bitovykh masok: ideya i vozmozhnoe primenenie [Threshold file sharing based on bit-masks:
idea and possible use]. Vestnik Donskogo gosu- darstvennogo tekhnicheskogo universiteta [Bullettin
of the Don State Technical University], 2011. Vol. 11. Ne 10. https://www.vestnik-donstu.ru/jour/
article/view/912

Petrov A., 2017. Kompyuternaya bezopasnost. Kriptograficheskie metody zashchity [Computer
security. Cryptograph- ic methods of protection]. Moscow, Litres Publ., 2017. 114 p. https://www.
iprbookshop.ru/87998.html

Piskova A.V., Korobeynikov A.G., 2015. Razrabotka algoritma elektronnoy tsifrovoy podpisi,
osnovannogo na zadachakh faktorizatsii i diskretnogo logarifmirovaniya na ellipticheskikh krivykh
[Development of an electronic digital sig- nature algorithm based on the problems of factorization and
discrete logarithmization on elliptic curves]. Sbornik trudov IV Vserossiyskogo kongressa molodykh
uchenykh [Proceedings of the IV All-Russian Congress of Young Scientists]. St. Peters- burg, ITMO
University Publ., 2015. Pp. 322-326. https://kmu.itmo.ru/file/download/360

Parvatov N.G., 2008. Sovershennye skhemy razdeleniya sekreta [Perfect secret sharing schemes].
Prikladnaya dis- kretnaya matematika [Applied Discrete Mathematics], 2008, Ne 2 (2). Pp. 41-47.
https://www.mathnet.ru/php/archive.phtml?wshow=paper&jrnid=pdmé&paperid=33 &option_
lang=rus

Shenets N.N., 2011. Ob idealnykh modulyarnykh skhemakh razdeleniya sekreta v koltsakh
mnogochlenov ot neskol- kikh peremennykh [On the ideal modular secret separation schemes in
polynomial rings of several variables], 2011. http://elib.bsu.by/handle/123456789/9565

Shnayer B., Fergyuson N., 2005. Prakticheskaya kriptografiya [Practical cryptography]. Moscow,
Dialektika, 2005. 480 p. https://www.labirint.ru/books/599557/

Sharyy S.P., 2012. Kurs vychislitelnykh metodov [The course of computational methods].
Novosibirsk, Novosibirsk State University Publ., 2012. http://www.ict.nsc.ru/matmod/files/textbooks/
SharyNuMeth.pdf

Stadler M., 1996. Publicly verifiable secret sharing. International Conference on the Theory and
Applications of Cryptographic Techniques. Springer, Berlin, Heidelberg, 1996. Pp. 190-199. https://
crypto.ethz.ch/publications/files/Stadle96.pdf

VashchenkoG.V.,2009. Vychislitelnayamatematika. Osnovyalgebraicheskoyitrigonometricheskoy
interpolyatsii [Computational Mathematics. Basics of algebraic and trigonometric interpolation].
Sovremennye problemy nauki i obra- zovaniya [Modern problems of Science and Education], 2009.
Ne 1. Pp. 54-55. https://edu-lib.com/matematika-2/dlya-studentov/vashhenko-g-v-vyichislitelnaya-
matematika-osnovyi-algebraicheskoy-i-trigonometricheskoy-interpolyatsii-onlayn

273


https://cyberleninka.ru/article/n/nekotorye-elementy-kontseptsii-aktivnoy-bezopasnosti-v-sovremennoy-kriptografii
https://cyberleninka.ru/article/n/nekotorye-elementy-kontseptsii-aktivnoy-bezopasnosti-v-sovremennoy-kriptografii
https://cyberleninka.ru/article/n/pochti-porogovye-shemy-razdeleniya-sekreta-na-ellipticheskih-krivyh
https://cyberleninka.ru/article/n/pochti-porogovye-shemy-razdeleniya-sekreta-na-ellipticheskih-krivyh
https://www.elibrary.ru/item.asp?id=17100299
https://www.vestnik-donstu.ru/jour/article/view/912
https://www.vestnik-donstu.ru/jour/article/view/912
https://www.iprbookshop.ru/87998.html
https://www.iprbookshop.ru/87998.html
https://kmu.itmo.ru/file/download/360
https://www.mathnet.ru/php/archive.phtml?wshow=paper&jrnid=pdm&paperid=33&option_lang=rus
https://www.mathnet.ru/php/archive.phtml?wshow=paper&jrnid=pdm&paperid=33&option_lang=rus
http://elib.bsu.by/handle/123456789/9565
https://www.labirint.ru/books/599557/
http://www.ict.nsc.ru/matmod/files/textbooks/SharyNuMeth.pdf
http://www.ict.nsc.ru/matmod/files/textbooks/SharyNuMeth.pdf
https://crypto.ethz.ch/publications/files/Stadle96.pdf
https://crypto.ethz.ch/publications/files/Stadle96.pdf
https://edu-lib.com/matematika-2/dlya-studentov/vashhenko-g-v-vyichislitelnaya-matematika-osnovyi-algebraicheskoy-i-trigonometricheskoy-interpolyatsii-onlayn
https://edu-lib.com/matematika-2/dlya-studentov/vashhenko-g