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Abstract. This article presents a methodology for comprehensively assessing a
blockchain platform’s readiness to verify academic documents in a pilot production
environment. The system under study is developed on the Ethereum Virtual
Machine (EVM)-compatible blockchain network and utilizes smart contracts,
document hashing, role-based access control, event registration, and transaction
monitoring via BlockScout. Blockchain is viewed as an additional layer of trust
and verification that integrates with the existing digital infrastructure of higher
education. The study proposes an integrated readiness index for evaluation,
considering six criteria: functional completeness, security, performance,
reliability, integration, and regulatory readiness. Each criterion is assessed on
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a five-point scale using weighting coefficients. The pilot test analyzed 294,698
transactions with a 15-second block generation interval. Average throughput was
8.26 transactions per second, node availability was 99%, and average cost was
approximately 226,000 gas units per transaction. The integrated readiness index
was 75.3%, which corresponds to conditional readiness for pilot production.
Functional completeness, safety, and reliability received the highest scores. At
the same time, the key areas for further improvement were regulatory readiness,
scalability, and integration with the Learning Management System and the Unified
Higher Education Platform.

Keywords: blockchain, academic credentials, smart contract, pilot operation,
cybersecurity, veri ication, higher education
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AnHoranusi. Makanaga axkaJeMHsUIBIK —KYKaTTapAblH TYHNHYCKAJbIFbIH
TEeKCepyre apHajfaH OJOK4YEeHH-IIaTQOPMaHbIH  TIXKIPUOETIK-OHEPKACITIK
naiifasanyra JalbIHABIFBIH ~ KEHICHJl Oaramay ojicTeMeci  YCBIHBLIA[BL.
3eprrenerin xkyihie Ethereum Virtual Machine (EVM)-men yiutecimai OiiokdeiiH
XKEJTiCiHIe 93IpJICHTeH JKOHE CMapT-KeliciMIIapTTapAbl, KyXKaTTapAbl X3LITEyl,
penjepre HeTi3JeNreH KoJl KETKi3yll OacKapyabl, OKHFalapibl TipKeydi *KoHe
BlockScout apkpuiel  TpaH3aKUMSIapAbBl MOHMTOPUHITEYAl MaiaaiaHajbl.
Brokueiin xorapsl 0iniM OepyaiH KOJAAaHBICTaFbl HUQPPIBIK HHPPAKYPHUTBIMBIMEH
WHTETPalUsUIaHaTBIH KOCBHIMILIA CEHIM JKOHE BepH(HKalus JeHreii peTiHae
KapacTelpbliaapl. baranmay YIIIH anThl KPUTEPHUHZl KAMTHTBIH HHTETPAJIbIK
NANBIHIBIK HMHJEKCI YCBHIHBUIFAH: (DYHKIMOHAJBIK TOJIBIKTBIK, KayilCi3IiK,
OHIMIIIK, CEHIMIUIK, HWHTErpalus >KOHE pPETTEYLIUIiK AalbIHABIK. OpOip
KpUTEpHIi CalIMaKThIK KO3 DUIIMEHTTEP i KOIaHa OTBIPHIN, Oec OabIK IIKaia
OoiibiHIIa OaramaHaabl. [IMJIOTTBHIK ChIHAK OapbICBIHIA OJOK KaJbIITACTBIPY
apaibIrbl 15 cekynn OonraH xargaiina 294 698 tpanzakuus tannasasl. Oprama
OTKi3y KalijeTi cexkyHnblHa 8,26 TpaH3aKIUSHBI, TYHIHACPAIH KOJDKETIMIUIITT
99%-np1, an Oip TpaH3aKUMSHBIH opTama KyHbl mamamen 226 000 gas Oipmirin
Kypanabl. WHTerpamiblk JadiblHABIK WHACKCT 75,3% Oonapl, Oysl KyHeHiH
TOKIpUOETIK-OHEPKACINTIK Maii1aJanyFa MapTThl TYP/e JaiblH eKeHiH KOPCETE/].
En xorapbl Oaranap QyHKIMOHAIIBIK TOJBIKTHIK, KAyilCI3/iK jKOHE CEHIMIIITIK
KpuTepuiiiepi OolbiHIIa anbiHAbl. OJaH opl KETULNIPYII KaXeT eTeTiH HETi3ri
OarpITTap peTiHle peTTEYLIUNIK JalbIHIBIK, MacmTadTany, Learning Management
System >xyiecimen xoHe bipbiHFall kofapel OimiM Oepy mardopmacsiMeH
WHTETpalusl aHBIKTANIbl. YCBIHBUIFAH Oaramay oJiCTEMECiH aKaJeMUSIIBIK
Ky)KaTTap/bl ONOKYEHH Heri3inie BepuuKalusuiay >KyWelepiHiH KeH ayKbIMJa
SHTi31TyiHe ACHIHT1 TEXHOIOTUSUIBIK )KOHE YHBIMIACTHIPYIIBUIBIK )KETLTY ICHIeHiH
aHBIKTAy YIIIH Nainananyra Oonaibl.

Tyiiin ce3mep: ONOKYCHH; akaJeMUSUIBIK KyKaTTap; CMapT-KeJiciMIapT;
TOKIpUOETIK-OHEPKACINTIK NMaiiianany; KuoepKayinci3aik; BepuQUKaLus; >KOFapbl
oistim
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AnHotanusi. B crarbe mpencTtaBieHa METOAMKA KOMIUIEKCHOH OIICHKH
TOTOBHOCTH  ONIOKYEHH-TUIaTQOpPMBI Al BEepUPHUKALMU  aKaAEMUYECKUX
JOKYMEHTOB K OIBITHO-IIPOMBIIIJICHHOW dKCITyaTanuu. Mccnenyemas cucrema
pa3paboraHna Ha 0a3e OnokueitH-ceTH, coBMecTuMoii ¢ Ethereum Virtual Machine
(EVM), u ucnoib3yeT cMapT-KOHTPAaKThl, XIIIMPOBAHUE JTIOKYMEHTOB, POJIEBOE
yhnpaBJIeHUE JOCTYIIOM, PETUCTPAIMIO COOBITMH W MOHHUTOPWHI TpPaH3aKIMN
nocpenctBoM BlockScout. brokyeiiH paccmarpuBaeTcsi Kak JONOTHUTEIbHBIN
YPOBEHb JOBepUsi M BepU(UKALUH, HWHTETPUPYEMBbIH C CYyLIECTBYIOIIEH
nu(poBol MHPPACTPYKTYpO#l BbICIIEro oOpa3oBanus. JlJisi OLEHKH TPEIOKEH
WHTETPaJbHBI WMHAEKC TOTOBHOCTH, YUYUTHIBAIOIIMN IIECTh KPUTCPHUEB:
(YHKUMOHAIBHYIO TIOJHOTY, 0€30MacHOCTh, IPOU3BOAUTEIBHOCTD, HAICKHOCTD,
WHTETPALUI0 U PETYIATOPHYIO TOTOBHOCTh. Kaxnplii KpuTepuil oLleHUBaeTCs
o MATHOAUILHOM IIKAJIe ¢ UCIOJb30BAaHUEM BECOBBIX KOd(uiueHToB. B xome
MWJIOTHOTO TECTUPOBaHMS ObUTM MpoaHanu3upoBaHbl 294 698 TpaH3akuuil npu
uHTEepBase GopMupoBanus omoka 15 cexyna. Cpequsist IponycKHas CliocoOHOCTh

292



ISSN 1991-346X 3. 2026

coctaBmwia 8,26 TpaH3aKIMKU B CEKyHY, JOCTYTHOCTh Y3JI0B — 99%, a cpennue
3arpatel — oKoJo 226 000 eguHuI raza Ha OAHY TpaH3akiuio. HTerpanbHbIN
HMHJIEKC TOTOBHOCTHU cocTaBuid 75,3%, 4TO COOTBETCTBYET YCJIOBHOM TOTOBHOCTHU
CUCTEMBI K OIBITHO-TIPOMBIIINIEHHOM KcIuTyaTanuu. Hanboiee BRICOKHE OIIEHKH
MOTyYMITH (YHKIIMOHAThHAS TIOJTHOTA, 0€301TaCHOCTh U HAJIe)KHOCTh. KiTtoueBbIMuU
HaIpaBJIEHUSIMU JAIBHEUIIIETO COBEPIIICHCTBOBAHUS SIBIISIOTCS PETYIATOpHAS
TOTOBHOCTh, MacCIITaA0UpyeMoCTh U UHTerpanus ¢ Learning Management System
n Epgwsaolt mumardopmoit Beicmiero oOpazoBaHus. [IpennoxeHHas MeTomuka
MOYKET WCIIONB30BATHCA JUISI OIEHKA TEXHOJOTHMYECKOWM W OpraHWu3alnOHHON
3penocTu ONOKYEHH-CHCTeM BepUHUKAIMU aKaJIeMHUECKUX JIOKYMEHTOB Iepell
WX MacIITaOHBIM BHEIPEHUEM.

KuaroueBsle ciioBa: OoKUeiHH; akaJJeMHUYEeCKUE JOKYMEHTHI; CMapT-KOHTPAKT;
OTIBITHO-TIPOMBINIUICHHAST AKCIUTyaTalus; KuOepOe30MacHOCTh; BepH(UKAIIHS;
BBICIIIee 00pa3oBaHue

Introduction. Currently, the volume of documents such as transcripts and
diplomas 1is increasing significantly. The traditional database management
model relies primarily on storing data in local database systems (DBMS), where
everything is stored centrally. However, this model carries significant risks of
unauthorized access and modification by unauthorized persons. This is especially
undesirable for such confidential documents. For universities, organizations, and
employers, data authenticity and immutability are crucial.

One important solution is blockchain technology, which is not a complete
replacement for university DBMSs but an additional data security solution.
Early blockchain systems mostly used hash-based certificates to verify records.
Newer systems support more complex educational tasks, such as access control,
searching records on a distributed ledger, and connections with university or
government databases. In these systems, the blockchain stores important events.
Smart contracts define the rules for registration and verification. A hybrid on-chain
and off-chain approach can also keep personal data separate from cryptographic
records. However, building such a system requires more effort. Developers need to
consider system performance, data privacy, and integration with existing learning
management systems (LMS).

Kazakhstan already has a strong digital infrastructure for higher education.
Universities commonly use LMS and online services to manage transcripts,
diplomas, and other academic records. At the national level, these systems are
connected to the Unified Higher Education Platform (UHEP). It collects and
aggregates data from universities across the whole country. The UHEP provides a
useful basis for introducing blockchain technologies in higher education. It brings
together academic data from more than 100 universities and supports information
exchange between universities and the Ministry of Science and Higher Education
(MSHE). Because this infrastructure already exists, Kazakhstan will not need to
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build an entirely new national system. Instead, this platform could be improved
with smart contracts and hybrid models in which some data is stored on the
blockchain, and some is kept outside it.

Following these principles, researchers developed a new blockchain platform to
store and verify academic documents (Kistaubayev et al., 2025). On this platform,
the BlockScout explorer verifies blockchain transactions and events. Unlike many
implementations developed in Europe and the United States of America, which
focus on direct interaction between students and universities and sometimes rely
on Bitcoin-based transaction models, this system differs significantly by presenting
the UHEP as a centralized national platform (Ussatova et al., 2026). In this
approach, blockchain is added as an extra layer for verification and trust. However,
a working system and successful transactions are not enough to show that the
platform is ready for a pilot implementation. Readiness should be evaluated from
operational and regulatory perspectives. For this reason, clear criteria are needed
to connect technical performance with practical implementation requirements.
Therefore, this study aims to develop a method for evaluating the readiness of a
blockchain platform for academic document verification.

Literature review. Research on blockchain in education has explored several
key areas: using distributed ledgers to store diplomas and academic transcripts;
systems to improve privacy, access control, cooperation between institutions, and
independent verification of academic credentials.

One important systematic study is (Caldarelli and Ellul, 2021), which examines
the energy consumption of trusted academic transcripts. The authors analyze
random changes in terms of technological organization, decentralization level,
and the orientation of trust formation. Particular attention is paid to the lack of
full standardization in proposed solutions and the “oracle” problem, in which
the stability of already recorded information is consistently ensured. However,
the data’s accuracy is not guaranteed upon initial entry. The authenticity of the
transcript still depends on the university or organization that issues it. Blockchain
can protect the record from change, but it cannot guarantee the original information
was correct.

Another important area of focus has been enhancing confidentiality and
organizing controlled inter-university exchange of educational data. In An and
Chen 2021, the ElearnChain blockchain system for electronic educational records
was proposed. This work focused on the security issues of digital diplomas and
the complexity of electronic educational resources. Unlike fully public blockchain
networks, the consortium model limits participation in registry maintenance to a
select group of organizations. This implementation creates a dedicated environment
for circulating electronic educational records. This approach shows that a managed
network of organizations with administrative and legal relationships is better
suited to the education sector.

The paper (Castro and Au-Yong-Oliveira, 2021) examined blockchain
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primarily from the perspective of diploma issuance and verification. The authors
paid attention to immutability and traceability in document verification. They
viewed blockchain as a mechanism to combat diploma forgery and reduce the time
spent on qualification verification. An analysis of the publications demonstrated
the novelty of this approach and the prevalence of conceptual models and early
prototypes. Thus, even at an early stage of research, the focus shifted from simply
storing a diploma digitally to creating an infrastructure that allows a third party
to independently confirm a document’s origin and immutability without lengthy
access to the issuing university.

The paper (Alsobhi et al., 2023) analyzed blockchain-based microcredential
management systems and formulated the requirements for platforms that use
them. It paid particular attention to giving learners access to their achievements
and supporting interaction among participants in the educational ecosystem. The
authors found that most systems issued, stored, and verified microcredentials.
More advanced functions were less common. Therefore, the main challenge
was not only protecting digital documents. It was also about making educational
achievements easier to share and reuse across different information systems.

A broader review of blockchain use in education was presented in (El Koshiry
et al. 2023). The study showed that blockchain can verify records and improve
transaction transparency. At the same time, it identified challenges such as selecting
a suitable blockchain platform and adapting the technology to existing institutional
processes. Thus, the question of blockchain application is gradually shifting from
proving the technology’s general usefulness to choosing an architecture that suits
a specific educational and organizational context.

EduASAC blockchain-based access control system was discussed in (Hu
et al., 2023). The authors combined Discretionary Access Control (DAC) and
Mandatory Access Control (MAC). Smart contracts provided access policy
registration, permission checking, system parameter management, and control of
participant interactions. The experiments showed that the system could provide
detailed access control with high transaction speed and low delays. However, this
requires a more complex architecture with additional authorization methods and
cryptographic tools.

In the study (Dias et al., 2024), the authors analyzed the application of
Hyperledger Fabric in universities and considered transforming the proposed
Ethereum-based model into a Hyperledger Fabric architecture. A main advantage
of this approach is that it creates a controlled network with known participants.
Different organizations share responsibilities without using an open cryptocurrency
system. This model suits education because universities and government agencies
operate within defined roles and responsibilities.

In Berrios Moya et al. (2025), the authors introduced ZKBAR-V, a system for
validating academic records with zero-knowledge proofs. This system combines
smart contracts, decentralized identifiers (DIDs), and decentralized document
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storage. Its main benefit is that it can verify specific information from an academic
record without showing the entire document. An employer can confirm a person’s
qualification without receiving a full transcript or other personal details. The
authors also tested the system and evaluated the cost of processing requests and
running smart contracts.

Materials and methods. To evaluate whether the blockchain platform is ready
for trial use, it is important to describe the main technologies used. The platform
is built on an Ethereum Virtual Machine (EVM) blockchain network (Cardenas-
Quispe and Pacheco, 2025) and uses smart contracts to manage transactions and
other operations. The blockchain acts as a trusted layer for registering documents,
keeping transaction records, and preventing changes to stored information.
However, not all educational data is stored on the blockchain. The full data
remains in a database, while a master hash is stored on the cloud-based blockchain
for verification. This blockchain component (Chinnasamy et al., 2025) supports
operations where provability and the impossibility of undetectable modification of
recorded information are particularly important.

The developed experimental environment uses EVM mechanisms to execute
smart contracts (Fekete and Kiss, 2023), process transactions, and generate events.
Each academic document is registered through a blockchain transaction. Once the
transaction is completed, it is added to a block and receives a unique hash. This
creates a verifiable record for every operation. The record includes details such
as the sender, smart contract address, execution time, transaction status, and the
computing resources used.

All transactions are monitored in the BlockScout browser, the primary tool
for monitoring transaction execution. BlockScout’s interface allows monitoring
generated blocks and transactions, searching by address, transaction hash, or
block number, and analyzing network status and transaction activity. The main
BlockScout browser window is shown in Figure 1.

The BlockScout main window provides summary data on the blockchain
network (Tran et al., 2023). The system shows a list of recent transactions with
details such as the transaction type, hash, confirmation time, sender and receiver
addresses, transferred value, and gas used. A “Success” status means the transaction
completed correctly and was added to the blockchain (Gottlieb et al., 2024). In
an academic document verification system, this matters because it proves the
operation was successfully recorded on the distributed ledger (Wei et al., 2024).

Each transaction displayed in the window contains the following information:

— The type of the executed transaction: a regular transaction or a smart contract
transaction;

— The transaction hash (e.g. 0 xdf 6652 a ... bd 2), which is a unique identifier
of the transaction;

— Transaction execution time, which shows the time passed during the
transaction execution;
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— Sender and recipient addresses (e.g. 0 xb 9... D 150 — 0 x 69..38 E 2),
which indicate the direction of the transaction being performed,;
— A commission, which is a fee for executing a transaction.

@ 0% Blocks Indexed - We're indexing this chain right now. Some of the counts may be inaccurate.

1) Blockscout

@ Boocnan > Awesome chain explorer

Advertise to
& T > web3 natives
ol chas ssts
& 5 Daily transactions
N 0
€3 other >

‘Something went wrong. Try refreshing the page or come back later.

Latest blocks Latest transactions
480 more transactions have come in

v @ 0xb9..0150 Value 0 ETH

@ 0x69..38E2 Fee 0.00023 ETH

Miner  OxOF..Bed: Transaction @ Success & @ 0xb9..0150 Value 0 ETH

5 0x52922389ae4ch10f{dd761bb6f1184a...617¢ 13 ag @ 0x69..38E2 Fee 0.00023 ETH

L Transaction ® Success 4 @ 0xb9..D150 Value 0 ETH

5 0x1ca5271285b92d60224a6e15Cf62...6969 13m ago @ 0x69..3862 Fee 0.00023 ETH

Figure 1 — BlockScout browser window.

Registration of an academic document is performed through the appropriate
smart contract functions. This sequence begins with transferring academic
transcript data and verifying the input parameters. An external Interoperable Role-
Based Access Control (IRBAC) module is used to restrict access. It checks whether
the user has the Issuer role to register academic records. If the user does not have
such rights, the operation is rejected. After successful role verification, the system
generates an operation to save the data to the blockchain (Silaghi and Popescu,
2025). The hash works like a digital fingerprint of the academic document. During
verification, the system compares the current document with the hash to check
whether the content has changed. It is very useful for diplomas, transcripts, and
similar records because even a small change to the original file produces a different
hash (Li et al., 2026). The list of transactions is shown in Figure 2. The smart
contract function implementation results in a blockchain transaction. When the
transaction is completed, the system creates a unique transaction hash that serves
as a permanent identifier (Chen et al., 2026). This hash can be used in BlockScout
to find the transaction and view its details. The developed algorithm also introduces
a TranscriptSaved event that contains the transcript identifier and data to establish
the registration initiator. Thus, along with changes to the smart contract’s state, the
system generates an event log that external information systems can use to track
transactions.

297



Academic Scientific Journal of Computer Science

3. 2026

@ siockchan >

® » Transactions
okens

oo chans & st

an >

s Mined  Pending
otmer >

Tn hash

canning new transactions.

Oxea774a39f0...8ece

0x409642486a...cfcf

OxSeTlddes76...0e81

0x777c59083...c9cd

0x3880091758...368

0x241fb799da...375¢

Type Method Block From/To
1 901 4 @ owe..0150
o Success @ oxes..38e2

991 4 @ owe.0150

@ o0:69..3882

99 & @ oxbe..0150
@ 0x69..35e2

991 & @ 0xbe..0150

@ 0r69..35e2

991 4 @ 0xbe..0150

@ os60..3882

99 4 @ oxbe..0150

os: @ os69..3882

Figure 2 — List of transactions
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Figure 3 shows a more detailed view of each transaction page in BlackScout.
It includes the transaction hash, status, smart contract method, block number,
timestamp, sender and recipient addresses, and gas usage. The number of
confirmations shows how many blocks have been added since the block containing
the transaction. The timestamp shows when the transaction was processed and
added to the blockchain. The “From” and “To” fields show the sender’s address
and the smart contract address. Since these transactions only call smart contract
functions and do not transfer cryptocurrency, the transaction value is zero. The
transaction itself is a complete blockchain operation because it initiates program
execution and changes the contract state.
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Figure 3 — Data of the executed transaction
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When analyzing a transaction system, evaluating the blockchain system, and
determining its readiness for pilot production, these steps play a crucial role. This
indicator, called the integrated readiness index, is determined not by a single
parameter but by the interrelationships among multiple characteristics (Daraghmi
et al., 2019). A combination of interrelated characteristics, such as functional
correctness, security, performance, and operational reliability, determines the
need for an integrated indicator. The criteria vary in importance when deciding
whether the system is ready to move from a prototype to real use in education.
Each criterion is rated from 0 to 5. A score of 0 means that the requirement is not
met, middle scores show partial compliance, and 5 means that the requirement
is fully met. This method evaluates not only what the platform can do, but also
whether clear, repeatable technical evidence shows it works as expected.

To determine the importance of the criteria, weighting coefficients (w_i) are
used. The sum of all coefficient weights is equal to one. Higher weights are assigned
to characteristics that influence the platform’s safe and sustainable operation, while
auxiliary parameters contribute less to the final result. The integral readiness index
itself is calculated using formula (1):

R=100x Y (w;xs;/5) (D

where R is the final readiness in percent; is the weight of the criteria, the sum of
which equals 1; and §;is the expert-analytical assessment of the criterion from 0 to
5. Ascore of 0 means no confirmation, 3 means partial completion with limitations,
and 5 means confirmation by tests. A value below 50% corresponds to a laboratory
prototype; 50%—69% means the need for significant revision; 70%—84% means
conditional readiness for pilot industrial operation; 85% and higher means high
readiness with positive official tests. The system readiness is assessed according
to the following criteria, specified in Table 1.

Table 1 — Criteria for readiness of the pilot industrial operation system

Criterion Weight Contents of the assessment Confirmed materials
Functional 0.20 Registration, receipt, verification, | Functional test protocols, demo
completeness ' and audit of documents scenarios
Safety 0.20 Access control, key protection, Threat model, scanning reports,

vulnerability analysis, and integrity | information security testing
Confirmation time, load, storage Load testing and resource

Performance 0-15 growth forecasting
Reliability 0.15 Node avallabll.lty, monttoring, BlockScout and a continuity plan
recovery, logging
Inteeration 0.15 REST API, data formats, API specifications and integration
& ) interaction with LMS and EHEA | tests
Regulatory Personal data, roles of the parties, Regu.latlons, agreement§, orders,
. 0.15 . appointment of responsible
readiness node management, maintenance

persons
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The general scheme of the algorithm for assessing readiness for pilot industrial
operation is shown in Figure 4.
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Figure 4 — Algorithm for assessing the system’s readiness for pilot industrial operation

Results. The experiments included 294,698 transactions. Blocks were created
every 15 seconds, and the system processed an average of 8.26 transactions per
second. Node availability reached 99%, and the team fully monitored the system
during testing. These results show that the platform performed well under the test
load. Average gas usage was about 226,000 units per transaction. The strongest
aspects are the functional implementation of key smart contracts, the presence of
a role model, and transaction observability. Organizational readiness is a weak
criterion, as the system does not provide complete rules for consistent personal data
processing, validator management models, or error correction. Table 2 presents an
assessment of the system’s readiness criteria for pilot production based on the
monitoring results. Figure 5 shows the system’s operational readiness profile.

Table 2 — Assessment of the readiness of the pilot industrial operation system

Criterion Points (0-5) Weight | Justification
Functional Transcripts, diplomas, roles, data receipt, and
4.4 0.20 . . . .
completeness verification are registered and implemented.
Safety 40 0.20 IRBAC, he_tshm_g, and auditing; no independent
formal verification
Performance 32 0.15 Stability of periodic and high-load limitation
5 - - ; 5
Reliability 41 0.15 IOO.A) rpgmtormg, 5-10 min recovery, 99% node
availability
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Criterion Points (0-5) Weight | Justification
Integration 38 0.15 API and hybrl'd model available; LMS pilot with
live data required
Regulatory Regulations on personal data, site management,
. 2.8 0.15 s .
readiness and party responsibilities are required.
Total - 1.00 Conditional readiness for pilot industrial operation
Performance Cybersecurity

Reliability Functionality

Integration Requlatory Readiness
Figure 5 — System readiness profile for pilot industrial operation

Discussion. The proposed method helps connect a research prototype with a
system that can be used in practice. It also considers organizational trust, document
legal status, and distributed-system management. This matters in education because
blockchain can show that a record has not been changed. However, it cannot prove
the original information was correct unless the source and data-creation process
are properly controlled.

The evaluation showed that the developed blockchain platform has generally
reached a level that allows it to be considered for pilot production. The pilot study
also analyzed 294,698 transactions with a block generation interval of 15 seconds.
The average throughput was 8.26 transactions per second, node availability was
99%, and the system components were fully monitored. The indicators showed
the developed solution performed stably under the simulated training load. The
resource cost analysis used an average of approximately 226,000 gas units per
transaction, enabling an additional assessment of the cost and computational
complexity of smart contract operations.

The functional completeness criterion received the highest score, 4.4 out of 5,
with a weight of 0.20. This score reflects the platform’s core functions: registering
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transcripts and diplomas, managing user roles, retrieving stored records, and
verifying academic documents. The result shows that the basic functions required
for document verification are already available. At this stage, the main challenges
involve system integration, formal operating procedures, and testing data exchange
with educational systems under real conditions.

The safety criterion received a score of 4.0 out of 5, with a weight of 0.20. The
system uses role-based access control, hashing, and audit tools to protect important
functions and track user actions. These mechanisms help control who can access
the system and record activities related to document registration. The score was not
higher because the security mechanisms have not yet been independently verified.

The performance criterion received a more moderate score of 3.2 points with a
weight of 0.15. These results confirm the system’s stability under periodic loads,
but reveal limitations when transitioning to high-intensity transaction modes. An
average throughput of 8.26 transactions per second may suffice for experimental
and limited pilot applications, as academic document registration operations
typically do not require the same intensity as financial or high-frequency transaction
systems. However, scaling the solution to a national level requires accounting for
the simultaneous operation of many universities, the mass issuance of diplomas
and transcripts, and peak document-processing periods.

The reliability criterion received a score of 4.1 out of 5, with a weight of 0.15.
The system is fully monitored, node availability reaches 99%, and recovery takes
about 5—-10 minutes. These results show that the platform has basic monitoring and
recovery mechanisms needed for pilot use. However, the 99% availability level
may not be sufficient for national critical infrastructure. Further testing should
examine how the system behaves when several validators fail, network problems
occur, a node loses connection, or the system recovers after a long period of
downtime. The integration criterion received 3.8 points, weighted at 0.15.

The platform supports API connections and a hybrid data model. However, its
integration readiness still needs to be tested with an LMS or another educational
information system using real or near-real data. This matters because the platform’s
value depends not only on its smart contracts, but also on how well it works
with existing digital systems used in higher education. The regulatory readiness
criterion received the lowest score, 2.8 out of 5, with a weight of 0.15.

The main issues are related to personal data rules, management of blockchain
nodes, and the division of responsibilities between participants. This shows that
the main challenges are not only technical, but also legal and organizational.
Before the platform can be used in practice, the roles of network participants
should be clearly defined. It is also necessary to decide who will manage validator
nodes, how access rights will be granted or removed, and how to correct incorrect
information recorded on the blockchain.

Thus, the results show that the published network performs well enough for
scenarios related to the end of academic periods and batch registration of results.
However, when scaling to a national level, modeling seasonal peaks is necessary, as
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average performance may mask queues during periods of mass diploma issuance.
The latency from message receipt in the API to final block confirmation, as well
as recovery time after node failure and message reprocessing, should be assessed
separately.

Conclusion. This study proposed a method for evaluating whether a blockchain-
based platform for academic document verification is ready for pilot use. Unlike
approaches that focus only on technical performance, the proposed method
also considers functionality, reliability, integration, security, and regulatory
requirements. This matters for educational systems because blockchain can protect
registered data from tampering, but it cannot replace control over data sources,
user permissions, and operating procedures.

The evaluation was carried out on an EVM-based platform designed to register
and verify academic transcripts and diplomas. The platform uses smart contracts,
document hashing, event logging, and transaction monitoring through BlockScout.
Blockchain is not intended to replace existing university information systems.
Instead, it adds a verification layer that records key operations and supports
independent verification of academic records.

Platform readiness was assessed using six criteria: functional completeness,
security, performance, reliability, integration, and regulatory readiness. Each
criterion was scored from 0 to 5 and assigned a weight according to its importance.
The study then combined these values into a single readiness index. This allowed
evaluation of different aspects of the platform within a single framework. The
experimental evaluation included 294,698 transactions with a block generation time
of 15 seconds. The platform achieved an average throughput of 8.26 transactions
per second, while node availability reached 99%. Average gas consumption was
about 226,000 units per transaction. These results showed that the system operated
stably under the simulated test load and that its transactions could be monitored
effectively.

Functional completeness received the highest score of 4.4 points. Reliability
scored 4.1 points, while security received 4.0 points. Integration received 3.8 points,
and performance scored 3.2 points. These results show that the basic platform
functions are already well developed, while further load testing and integration
with real LMS and other educational systems are still needed. Regulatory readiness
received the lowest score of 2.8 points. This was mainly related to unresolved
issues in personal data processing, validator node management, and procedures for
handling incorrectly registered information. The final readiness index was 75.3%.
According to the adopted evaluation scale, this result indicates that the platform
is conditionally ready for pilot use. The system has therefore moved beyond the
initial prototype stage, but several issues should still be addressed before full-scale
implementation.

Overall, the study shows that the developed blockchain platform is technically
viable and that the proposed assessment method can evaluate its readiness for
practical use. Future work should include an independent security audit, larger-
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scale performance and fault-tolerance testing, practical integration with LMS
platforms and the Unified Higher Education Platform, and the development of
clear organizational and regulatory procedures. These steps can improve the
platform’s readiness for use within Kazakhstan’s higher education infrastructure.
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