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Abstract. In the digital age, the importance of biometric identification
technologiesisincreasing dueto the increasing demand for reliable, secure, and user-
friendly access control systems for electronic devices. One of the promising areas
of such technologies is speaker authentication, which allows confirming identity
based on a person’s unique voice characteristics. However, traditional methods
cannot provide the required level of stability in different acoustic environments,
background noise conditions, and changes in speech features. In the presented
research work, a comprehensive approach is proposed that combines multi-
frequency coefficients (MFCCs), x-vector-based speaker inputs, and deep neural
networks (DNNs) to improve the accuracy and stability of speaker authentication.
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The proposed architecture consists of preprocessing speech signals, extracting
MFCC features, forming x-vector inputs, and classifying speakers using DNN.
An experimental dataset consisting of audio recordings of 100 speakers was used
to evaluate the effectiveness of the proposed model. As a result of the experiment,
the proposed model achieved 98.5% authentication accuracy, 99.4% precision,
97.6% recall, and a 98.5% F1-score. In addition, the false acceptance rate (FAR)
was 0.6%, the false rejection rate (FRR) was 2.4%, and the equal error rate (EER)
was approximately 1.5%. These results indicate that the model can distinguish
between authorized and unauthorized users with high accuracy. The proposed
approach showed superior results compared to traditional machine learning and
deep learning models, which proved the effectiveness of combining acoustic
features and deep speaker embeddings. The results indicate that the proposed
method can be used in secure access control to electronic devices, biometric user
identification, and voice authentication systems.

Keywords: speaker authentication, deep neural network, MFCC, x-vector,
biometric authentication, secure access control

For citations: Beissenova G.1., Shynzhigit B.B., Beisebayeva A.Zh., Kaldarova
B.S., Lesbayev A.U. Deep neural network-based speaker authentication for secure
access control systems. Academic Scientific Journal of Computer Science, 2026.

— No. 3. — P. 106—122. DOI: https://doi.org/10.32014/2026.2518-1726.454

© Beiicenosa ..}, Isin:kirit b.B.%, beiicebaeBa A.K.!, Kangaposa b.C.3,
JlecOaeB A.Y.'*, 2026.
! M. ©ye3oB arbinaarsl OHTYCTIK KasakcTan 3epTTey YHUBEPCUTETI,

IIemvkenT, KazakcTan;

2 Opranblk A3vsi HHHOBAIMSUIBIK yHHBepcuTeTi, [LlIpimkenT, Kazakcran;

3 ©30ckoi JXKonidekoB arpiHgarsl OHTYCTIK KazakcTaH meqarormkaibiK

yauBepcureTi, piMkenT, Kazakcras.
E-mail: lesbaev.agabek@mail.ru

TEPEH, HEMPOH/IBIK KEJIITE HET'I3EJTEH KAYIIICI3 BACKAPY
JKYHUEJEPIHAE COMJIEYIIIHI AYTEHTUO®UKALIASIAY

BeiicenoBa TI'yndaxpam — poment, M. OyesoB arbiHmarsl OHryctik Kaszakcran 3eprrey
yauepcurerti, llIsivkent, Kazakcran,

E-mail: gul202@mail.ru, https://orcid.org/0000-0003-0545-0652;

HIsrzkirit BekmypaTt — ara oKpITYIIs!, OpTaibIK A3Us HHHOBAIMSIBIK yHUBEpCUTETI, [IIbIMKeHT,
Kazakcran,

E-mail: bekmuratsinzigit@gmail.com, https://orcid.org/0009-0001-2970-9967,;

BeiicebaeBa AkOome — ara okpITymbsl, M. Oye3oB arsiHgarsl OnTycTik Kasakcran 3eprrey
yauepcurerti, llsivkent, Kazakcran,

E-mail: beisebayevaakbope@gmail.com, https://orcid.org/0000-0003-4839-9156;

KannapoBa boaranaii — noment, O3z0exonmi YKowmiGexoB ateiHmarbel OHTycTik Kaszakcran
nefarorukanslk yausepeuteri, lIsmvkent, Kasakcran,

107



Academic Scientific Journal of Computer Science 3.2026

E-mail: kab.nub@mail.ru, https://orcid.org/0009-0005-0863-7975;

Jlec6aeB Arafek — ara OKbITYmIsl, M. Oye3oB areiHmarsl OnTycTik Kasakcran 3eprrey
yauepcurerti, [lIsivkent, Kazakcran,

E-mail: lesbaev.agabek@mail.ru, https://orcid.org/0009-0004-8535-9369.

Annorauusi. L[udpnelk goyipae ANEKTPOHABIK — KYpBUIFbUIApFa  KOJ
KETKI3y[l OacKapylablH CEHIMJI, Kayilci3 JKoHe NaljallaHyIIblFa BIHFAUIIbI
XKYHesepiHe CYpaHbICTBIH apTyblHa OaiaHBICTHl OMOMETPHUSUIIBIK COMKECTEHAIPY
TEXHOJIOTHSUIAPbIHBIH,  MaHbI3bl  ecin  keneai. OcCbhIHAAW TEXHOIOTHUSIIAPIIBIH
MEePCIEKTUBAIBI OaFbITTAPBIHBIH Oipi - aAaMHBIH Oiperel AaybICTHIK CHITaTTaMaIapbl
HETi31H/Ie TYIFaHbl pacTayFa MYMKIHJIK OepeTiH coiyeyiHi ayTeHTHQHKALUsIIAY.
Amnaiina nocTypii oicTep 9pTYpIli aKyCTUKAIBIK OPTaia, POHABIK Iy JKaFIaibIHAa
KOHE Coiyiey cUmarTamalapbl e3repreH Ke3[ae KaKeTTl TYPaKTBUIBIK ACHIeHiH
KaMTaMachl3 eTe alMaiapl. 3epTTeyle CcoiseylliHi ayTeHTH(HUKausIayIbIH
JOONAIrT MEH TYPaKTBUIBIFBIH apTTBIPy YLIIH MEJ-KHUIIKTIK KeTCTPaIbIK
ko3 durmentrepai (MFCC), x-BekTop Heri3iHJeri ceieyni 3MOeAIUHTTepiH
XKoHe TepeH HelpoHABIK keninepai (DNN) OipikTipeTiH KeleH/ i TOC1I YChHIHBUTFaH.
¥YCBIHBIIFAH apXUTEKTypa Celiey CHrHalJapblH ainabiH ana enaey, MFCC
Oenrinepin Oerinm amy, X-BEKTOPIBIK KOpiHiCTepAl KajblnTacThlpy koHe DNN
KOMETIMEH COMIICYIIIeP/Il )KIKTey Ke3eHAepiHeH Typaabl. MOACIbIiH THIMIUTITIH
Oaranay ymin 100 ceineymriHig ayguokasOanapblHaH TYPaThIH YKCTIEPUMEHTTIK
JiepeKTep KHUBIHTBIFBI Maiaanansuiasl. HoTmxkecinme Moaenb ayTeHTH(QHUKALUs
manairi Ooiteramma 98,5%, Precision - 99,4%, Recall - 97,6% sxone Fl-score -
98,5% kepcerti. CoHbIMEH Karap xayraH Kaosuigay aeHreiii (FAR) 0,6%, xanran
0ac tapty aenreiii (FRR) 2,4%, an ten karenik nenreiti (EER) mamamen 1,5%
Oonapl. byn HoTHXKenep MOJENBIIH pPYKCAaT ETUITCH JKOHE pYKcaT eTiIMereH
naiasaHymbsIapabl  JKOFapbl JTONIIKIIEH aKblpara ajaThlHBIH KepCEeTeli.
¥ CBIHBIIFAH TOCII I9CTYPIIi MAIIMHABIK OKBITY )KOHE TEPEH OKBITY MOZCTIbACPIMEH
CaNBICTBIPFaHa YKOFapbl HOTHIKENIEP KOPCETTI )KoHE aKyCTHKAJBIK Oenriiep MeH
COMeyIIiHIH TepeH BEKTOPJIBIK KOPiHiCTEpiH OIpiKTIpyAiH THIMIUIITIH pacTaabl.
AJBIHFaH HOTHOKEJEP JIICTI ANIEKTPOH/IBIK KYPBUIFbIIApFa Kayilci3 KO KeTKi3yi
Oackapy, maijjanaHymbuIapIsl OMOMETPHUSUIBIK COMKECTEHAIPY KOHE IaybICTHIK
ayTeHTU(HUKALNS )KYHelepine KonJaHyFa MyMKIHIIK OEpeTiHiH KepceTeIi.

Tyiiin ce3aep: ceineymini ayTeHTU(UKANMsIAY; TepeH HEHPOHIBIK KeJli;
MFCC; x-BekTop; OMOMETPHUSUIBIK ayTeHTH(UKALMs;, KayillCi3 KON JKETKi3yi
Oackapy
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AHHOTanusi. B mudpoByio 31oxy 3HaYUNMOCTh TEXHOJIOTHI OHOMETpHYeCKON
UACHTU(GUKAIIMKA BO3PACTacT B CBSI3M C PACTYLIMM CIIPOCOM Ha HaJEKHBIE,
Oe3omacHble W yAOOHBIE CHCTEMBl KOHTPOJIS JOCTyHa K AIIEKTPOHHBIM
ycrpoiicTBaMm. OTHMM U3 EPCIEKTUBHBIX HANPABICHUH B 3TOH 00JIaCTH SBISIETCS
ayTeHTU(HUKaLUs AUKTOpA, MO3BOJISIOIAs HNOATBEPKIATh JINYHOCTh HA OCHOBE
YHHUKAJIbHBIX TOJOCOBBIX XapaKTepHUCTUK desoBeka. OnHaKo TpaaulMOHHBIE
METOzbl HE Bcerga o0ecrnedynBaloT TpeOyeMylo yCTOWYMBOCTh HPU PasInUIHbIX
AKyCTHYECKHX YCIOBUSIX, (POHOBOM IIIyME M U3MEHEHHSX PEUEBBIX XapaKTEPUCTHK.
B wuccnenoBaHunm mnpemiokeH KOMIUIEKCHBIH TOAXOH, OOBEIUHSIIOIIUN Me-
qacTOTHEIE KericTpanbHbie KodhpumueraTsr (MFCC), X-BeKTOpHBIE TIPECTABICHUS
IUKTOpa M ryOokue HelipoHHble ceTd (DNN) s moBbILIEHHS TOYHOCTH U
ycToiiunBocT  ayTeHTHU(UKanuu. [IpemokeHHAas apXWUTEKTypa BKIIOYAET
MpeBapUTEIbHYI0 00paOOTKYy pEUYEeBBIX CHUTHAJOB, H3BJICUCHHUE TPU3IHAKOB
MFCC, ¢opmupoBaHue X-BEKTOPHBIX MPEIACTABICHUH M KiacCH(PUKALUIO
TuKTOpoB ¢ ToMotsio DNN. [l oneHku 3¢h()EKTUBHOCTA MOICIIH HCTIOIB30BaH
9KCTIEPUMEHTANbHBI HaOOp [aHHBIX, BKIIOYAIOIIMN ayJHO3alUCH TOJOCOB
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100 nuxropoB. Mozpenb NPOAEMOHCTPHPOBAIa TOYHOCTh ayTEHTH()HUKALUU
98,5%, Precision - 99,4%, Recall - 97,6% u Fl-mepy - 98,5%. [Hons noxxHOTO
npunstus (FAR) cocrasuna 0,6%, nons noxuoro otkasa (FRR) - 2,4%, a ypoBens
paBubix ommbok (EER) - mpubmmsurensuo 1,5%. IlomydeHHble pe3ynabTaThl
CBHUJICTEJICTBYIOT O CIIOCOOHOCTH MOJIENH C BBICOKOW TOYHOCTBIO Pa3jindaTh
aBTOPU30BAHHBIX U HEABTOPU30BaHHBIX IMoJib30Barene. [IpeayioxeHHbli moaxon
roKa3zaj 60Jiee BBICOKHE Pe3yiIbTaThl [0 CPABHEHUIO C TPATUITMOHHBIMI MOACISAMU
MAIIMHHOTO W DIyOOKoro oOyd4eHus, 4TO MOATBEpkAacT 3()(HEKTUBHOCTH
00bEAMHEHHs aKyCTUYECKHUX [IPU3HAKOB U INIyOOKUX BEKTOPHBIX IPEACTABICHUI
rosnoca. MeToa MOXKET OBITh UCIIOJIB30BaH B CUCTEMaxX 0€30MacHOTO YIpaBICHUs
JOCTYIIOM K 3JIEKTPOHHBIM YCTPOHCTBaM, OMOMETPHYECKOH WACHTU(HUKALNN
MOJIK30BAaTEICH U TOJI0OCOBOM ayTCHTU(UKAIHH.

KiroueBbie ciioBa: ayTeHTH(QUKALUS JUKTOpPa; IIyOOKash HEHpOHHAs CETh;
MFCC; x-BexTop; OmomeTpuyeckas ayTeHTH(UKalus; Oe30macHbIi KOHTPOIb
JocTyna

Introduction. The swift digital evolution of contemporary information
systems has markedly heightened the necessity for dependable user authentication
methods. Traditional authentication methods reliant on passwords, PINs, and
smart cards continue to be susceptible to credential theft, phishing schemes, replay
attacks, and unauthorised entry (Li, 2026). Consequently, biometric authentication
has emerged as an efficient alternative for strengthening security by exploiting
unique physiological and behavioral traits of individuals (Alaliyat, 2021).

Voice biometrics has garnered significant interest among different
biometric modalities because of its non-intrusive characteristics, economical
implementation, and appropriateness for remote verification contexts. Speaker
authentication systems identify or verify users based on distinctive speech
characteristics, making them attractive for secure access control, financial
services, healthcare, mobile applications, and intelligent cyber-physical
systems. Nonetheless, the efficacy of conventional speaker recognition
methods declines in the presence of auditory disturbances, variations in
transmission channels, impersonation attempts, and similarities among speakers.
Recent developments in deep learning have considerably increased speaker
recognition performance. Deep Neural Networks (DNNs), along with robust
acoustic representations such as Mel-Frequency Cepstral Coefficients (MFCCs)
and x-vector embeddings, have showed greater discriminative capabilities
compared with conventional machine learning methods. These methodologies
autonomously acquire speaker-specific representations that enhance recognition
precision while preserving resilience to environmental fluctuations (Arumugam,
2025).

Despite these advances, developing reliable speaker authentication systems for
secure access control remains challenging. Current research frequently prioritises
recognition accuracy, neglecting authentication reliability, false acceptance
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rates, false denial rates, and the practical implementation in real-time security
frameworks. Moreover, a restricted quantity of research combines deep neural
frameworks with integrated access control mechanisms for practical use.

This research introduces a speaker authentication framework utilising deep
neural networks for secure access control systems, employing MFCC feature
extraction and x-vector speaker embeddings. The suggested system integrates
sophisticated speech preprocessing, distinctive feature representation, and deep
learning classification to enhance authentication dependability. The established
system incorporates an embedded access control framework that facilitates
automatic authorisation through voice recognition (Kumar, 2025).

The experimental assessment was performed utilising a voice database
gathered from 100 speakers across various recording environments.
Concurrently minimising both Type I and Type II mistakes, so underscoring
its efficacy for real-world secure access control implementations.
The principal contributions of this manuscript are encapsulated as follows:

1) A comprehensive deep neural network-driven speaker authentication
framework for secure access control systems is introduced.

2) The integration of MFCC feature extraction with x-vector embeddings
enhances speaker differentiation.

3) A comprehensive authentication system combining software and
embedded hardware has been created and subjected to experimental assessment.

4) Comprehensive trials reveal elevated authentication precision alongside
minimal Type I and Type II error rates.

Literary review. Speaker authentication has emerged as a prominent field of
study within biometric security, as it facilitates user verification through behavioural
traits that are challenging to replicate. In contrast to password-based authentication,
speaker recognition utilises distinct physiological and acoustic characteristics of
human speech, offering a convenient and non-intrusive method for secure access
control systems. Consequently, speech biometrics has seen a growing use in the
banking sector, healthcare, smart technology, telecommunications, and advanced
security systems (Abd Al-Rahman, 2024).

Initial speaker authentication systems predominantly depended on manually
generated acoustic characteristics integrated with statistical learning methodologies.
Mel-Frequency Cepstral Coefficients (MFCCs) are among the most prevalent
techniques for feature extraction due to their ability to accurately capture the
spectrum properties of human speech while minimising redundant data. Gaussian
Mixture Models (GMMs), Hidden Markov Models (HMMs), and Support Vector
Machines (SVMs) were frequently utilised as classifiers for speaker authentication
(Al-Karawi, 2025). While these methods exhibited satisfactory efficacy in regulated
recording settings, their precision markedly diminishes in noisy surroundings,
channel disparity scenarios, and extensive speaker repositories (Mittal, 2021).
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Table 1 — Evaluation of Current Speaker Authentication Techniques

Study Acoustic Learning Strengths Weaknesses
Features Model
GMM-based MEFCC Gaussian Simple implementation | Sensitive to
methods Mixture Model environmental noise
HMM-based MFCC Hidden Markov | Effective for text- Limited generalization
methods Model dependent verification | ability
SVM-based MFCC, LPC | Support Vector | Good discrimination on | Performance decreases
methods Machine small datasets with large datasets
CNN-based Spectrogram | CNN Learns local acoustic | Requires substantial
methods patterns training data
ECAPA-TDNN | Filter-bank | TDNN Excellent speaker High computational
embeddings complexity
Wav2Vec 2.0 Raw Transformer Learns contextual High memory and
waveform speech representations | computational
requirements

Recently, convolutional neural networks (CNNs), recurrent neural networks
(LSTMs), ResNet architectures, ECAPA-TDNN, and self-supervised speech
models like Wav2Vec 2.0 and HuBERT have attained exceptional performance in
speaker verification tasks (Jahangir, 2020). These techniques markedly enhance
recognition precision by acquiring highly distinctive voice embeddings from
extensive datasets. Nonetheless, most of these methodologies want substantial
computer power and are chiefly assessed through benchmark datasets instead of
practical access control scenarios (Hourri, 2020).

Notwithstanding the significant advancements in speaker authentication, some
obstacles persist. Initially, most current investigations concentrate predominantly
on enhancing classification precision, while giving scant consideration to
the dependability of authentication, encompassing false acceptance, false
denial, and resilience against spoofing attempts. Secondly, a limited number of
studies examine the practical implementation of deep learning-driven speaker
authentication systems combined with embedded access control devices (Singh,
2024). Ultimately, the accessibility of publicly available datasets for low-resource
languages is constrained, hindering the assessment of the resilience of speaker
authentication systems across various linguistic contexts (Jha, 2025).

This research introduces a speaker authentication framework utilising Deep
Neural Networks that integrates MFCC feature extraction with x-vector speaker
embeddings for enhanced security in access control systems (Chandrabanshi,
2024). Unlike traditional methods, the suggested system incorporates sophisticated
speech preprocessing, profound feature representation, and integrated access
control execution (Dua, 2022). The suggested system is analysed in real-world
operational (Neelima, 2024) situations utilising a multi-speaker voice dataset, and
it is evaluated not only for authentication precision but also for Type I and Type II
error analysis to gauge authentication dependability (Priyadharshini, 2022).

Materials and methods. Joice dataset. For experimental evaluation a
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proprietary Kazakh-language speech database was employed. The database
contained speech recordings from 100 male and female speakers. For each
participant, we collected a number of speech utterances under controlled recording
conditions, e.g. through microphone and mobile communication channels. The
speech signals were digitised at 16 kHz sampling rate and 16 bits quantisation, in
mono-channel format. Feature extraction was carried out only for recordings that
were not corrupted or incomplete.

The metadata of the experimental recordings is not accurate enough to reflect
the actual number of utterances per speaker, the average duration of utterances or
the exact number of recording sessions. Therefore, these values were not back-
estimated to prevent introducing dataset characteristics that are not supported.

We defined the experimental assessment in terms of a speaker verification task
including enrolment and authentication phases. Reference speaker templates were
generated during enrolment using speech samples of authorised speakers. In the
authentication scenario, the speaker embedding derived from the test utterance
was matched to the enrolled template of the claimed speaker identity. Thus, the
authentication decision was made on a comparison between the test sample and
the claimed speaker template one to one, instead of a closed set identification
among all registered speakers.

The evaluation technique comprised of 1000 speaker verification trials including
500 genuine and 500 imposter trials. The comparison of a test speech with the
enrolled template of the same speaker constituted a real trial while the comparison
of a test utterance with a non-matching enrolled speaker template represented an
impostor trial. A verification score was calculated for each trial and compared to a
specified decision threshold. Trials were allowed if the verification score was over
the threshold requirement and denied otherwise.

At the selected operating threshold, 488 of the 500 genuine trials were correctly
accepted, whereas 12 genuine trials were falsely rejected. Among the 500 impostor
trials, 497 were correctly rejected and 3 were falsely accepted.

Speech preprocessing. Each speech recording was preprocessed to improve
signal quality and reduce environmental noise before extracting speaker-specific
features. Silence removal, amplitude normalisation, pre-emphasis filtering,
framing, and windowing comprised the preprocessing pipeline.

An energy-based vocal activity identification procedure deleted silence parts at
the beginning and finish of each recording. This phase eliminated non-informative
speech intervals and simplified computation. Amplitude normalisation reduced
speaker-level differences in recordings.
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Figure 1 — Proposed preprocessing pipeline

Hamming Framing

To amplify high-frequency speech components, a pre-emphasis filter was
applied to the normalised speech signal. After filtering, the continuous voice signal
was split into 25-ms overlapping frames with a 10-ms frame shift. Each frame had
a Hamming window to reduce spectral leakage before frequency-domain analysis.

Mel-Frequency Cepstral Coefficients (MFCCs) are widely used in automatic
speaker authentication because they accurately represent human speech. Unlike
raw waveform analysis, MFCCs compress the speech signal to emphasise speaker-
specific spectral information and suppress redundant acoustic variations.

The Fast Fourier Transform (FFT) converted each speech frame from time to
frequency after preprocessing. The discrete Fourier transform of the speech signal
is expressed as

X (k) = Z}zg x(n) e772mkn/y (1;
x(n) is the speech signal,
N is the frame length,
k denotes the frequency bin.
The FFT magnitude spectrum was processed through a bank of Mel frequency

scale-distributed triangle filters. The Mel scale approximates human auditory
nonlinear frequency perception and is defined as

Mel(f) = 2595log,5(1 + ?{E} (2);

where f represents the frequency in Hertz.
For each Mel filter, the logarithmic energy was calculated as

E,, =log(Z,1X(k)I*H,,(k)) (3);

H,, (k) - denotes the mmm-th Mel filter
E,, — is the logarithmic filter-bank energy.
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Finally, the DCT decorrelates filter-bank energies and generates the MFCC
feature vector:

1
c, = E‘:zlEm cos [% (m — E}] (4);

C,. — is the nnn-th MFCC coefficient,

M — is the number of Mel filters.

The MFCC vectors compactly represent speech's spectral envelope and preserve
vocal tract features. MFCCs reduce dimensionality and improve robustness to
recording variations and environmental noise over raw spectral features. These
attributes are the input for the x-vector extraction and deep neural network-based
speaker authentication model.

x-Vector speaker Embedding. The x-vector embedding framework developed
speaker-specific representations after MFCC feature extraction. Unlike typical
acoustic characteristics, x-vectors give fixed-dimensional speaker embeddings
learnt from variable-length spoken utterances using a deep neural network. These
embeddings decrease phonetic and channel fluctuation and capture long-term
speech features, making them ideal for speaker verification (Table II).

Table 2 — Configuration of TDNN-based speaker authentication model

Component Configuration
Embedding network TDNN
Embedding dimension 512
Training objective Speaker classification
Training output Softmax
Training loss Cross-Entropy
Verification representation | x-vector embedding
Verification scoring Similarity score
Final decision Threshold-based Accept/Reject

Time-delay deep neural networks were fed retrieved MFCC feature sequences.
Multiple frame-level layers learn local temporal connections between speech
frames. The network initially processes each frame independently to collect the
speaker's vocal tract's discriminative sound characteristics.

Training Configuration. The TDNN-based embedding network was trained
using the Adam optimizer with an initial learning rate of 0.001 and a batch size of
32. The maximum number of training epochs was set to 50. To reduce overfitting,
dropout regularization with a rate of 0.4 was applied during training. Early stopping
with a patience of five epochs was employed based on the validation performance.
The network generated 512-dimensional x-vector embeddings and was trained
using a Softmax-based speaker classification objective with Cross-Entropy loss.
The experimental implementation was carried out in a Python-based environment.

Deep neural network Architecture. In the proposed speaker authentication
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system (Figure 2), we use a TDNN-based network to learn the discriminative
speaker representations from the extracted acoustic data. During training, the
network learns speaker-discriminative x-vector embeddings using a Softmax output
layer and Cross-Entropy loss for speaker classification. The fixed dimensional
embeddings obtained are then employed in the verification stage for similarity
based comparison.

Specch Input Preprocessing TDNN / x-vector Speaker Embedding Similarity Scoring
(Test Utterance) &MFCC Extraction | Feature Extraction (x-vector) with Enrolled Template /\ e Q
4 Dot A

z |y - ecision «ccept

. I “ ™ Cosine similarity ‘Threshold (Authorized User)
M‘HM g I .o ﬂ o (or PLDA scorc) 5267
= = embedding
Time
I No
! e Enrolled Speaker Template | Reject

S (from enrollment stage) | (Unauthorized User)

| -

Figure 2 — Proposed Deep Neural Network Architecture

The proposed speaker authentication system implements a verification-based
architecture in which the identity claimed by a user is confirmed by comparing
the speaker embedding retrieved from the test utterance with the enrolled voice
template of the claimed speaker. During enrolment, fixed-dimensional x-vector
embeddings are extracted from speech samples of the authorised speaker and
saved as reference templates. The x-vector embedding is taken from the incoming
speech signal at the time of authentication and is compared with the matching
enrolled template using a similarity scoring mechanism. The resulting verification
score is evaluated with a decision threshold. The identity claim is approved if the
score is above or equal to the threshold, else the authentication attempt is refused.
Therefore the final authentication choice is posed as a two-class speaker verification
problem rather than a closed-set speaker identification problem (Figure 3).

1. Speech Input 2. Preprocessing 3. Feature Extraction 4. Feature Fusion 5. Deep Neural 6. Similarity 7. Decision
Network Scoring
Silence removal MFCC
(Frame-level features ) @ P
] X X ST Similarity score
1y Framing > A 70/‘ | oftestspeech < oo
7= MFCC X-vector 7 e
Hamming window el
Sw.mmm features embedding Compare with
Test speech Normalization —_— O O enrolled template
(unknown speaker) ant Concatenation Inpu  Hidden Output | (cosinesimilaity)
(Speakerenbeding)  (IDDIIERRDRE = ‘&= o= A | ° Reject
Combined feature vector | (Unauthorized User)

| Enrollment (Template Creation)

| — Speaker embedding i

| Preprocessmg

I —  andfeatureextraction |~ [ | || < ro---m----- e T g
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Figure 3 — Proposed speaker Authentication algorithm
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The speech signal is preprocessed with silence removal, normalisation, framing,
and Hamming windowing. After signal processing, MFCC feature vectors are
used to construct fixed-dimensional x-vector embeddings through the embedding
network.

The proposed speaker authentication framework was assessed using extensive
classification and biometric authentication metrics. Accuracy, Precision, Recall,
and F1-score measured classification model accuracy, dependability, and balance.
The authentication system's security and reliability were also assessed using
biometric-specific evaluation metrics like the False Acceptance Rate (FAR), False
Rejection Rate (FRR), Equal Error Rate (EER), and Type I and Type II errors.
FAR indicates the probability of incorrectly accepting an unauthorised user, while
FRR indicates the probability of rejecting an authorised user. As a threshold-
independent biometric system performance measure, lower EER values indicate
higher authentication accuracy. To assess authentication decision statistical
reliability, Type I and Type II mistakes were examined. These evaluation criteria
analyse the deep learning-based speaker authentication framework's efficacy,
robustness, and practicality.

Results and discussions. The experimental voice dataset was used to evaluate
the deep neural network-based speaker authentication system. Practical operating
conditions were used to evaluate the suggested authentication algorithm.
Conventional classification metrics and biometric authentication indicators
measured performance.

The suggested architecture enables very reliable speaker authentication,
according to experiments. The created system identifies authorised users from
impostors with low false acceptance and rejection rates. MFCC feature extraction,
x-vector speaker embeddings, and deep neural network classification enable the
proposed approach to build highly discriminative speaker representations for
robust authentication.

Accuracy 98.5%
Precision 99.4%
Recall 97.6%

F1-score 98.5%

FAR

FRR

0 20 40 60 80 100
Performance (%)

Figure 4 — Overall performance of the proposed speaker authentication framework
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Figure 4 depicts the overall performance of the proposed speaker authentication
system using six evaluation metrics. The model achieved an Accuracy of 98.5%,
Precision of 99.4%, Recall of 97.6%, and an F1-score of 98.5%. Furthermore,
the framework achieved a False Acceptance Rate (FAR) of 0.6% and a False
Rejection Rate (FRR) of 2.4%. These results demonstrate the ability of the
proposed framework to reliably verify authorized users while minimizing
unauthorized access attempts. The achieved results validate the efficacy and
practical applicability of the suggested speaker authentication technique for secure
access control systems.

In order to assess the classification efficacy of the suggested speaker
authentication framework, a confusion matrix was constructed utilising the
experimental test dataset. The confusion matrix offers a comprehensive overview
of authentication results by displaying the quantity of accurately and inaccurately
classified speaker verification attempts. It depicts the allocation of True Positives
(TP), True Negatives (TN), False Positives (FP), and False Negatives (FN), thus
offering significant understanding of the proposed model's dependability.

Confusion Matrix of the Proposed Speaker Authentication Framework

a
Authorized (97.868°/o)

Actual class

Number of authentication attempts

497

3
Unauthorized (0.6%) (99.4%)

Authorized Unauthorized

Predicted class
Figure 5 — Confusion Matrix of the Proposed speaker Authentication Framework

The confusion matrix from the experimental evaluation of the deep neural
network-based speaker authentication framework is shown in Figure 5. The matrix
compares speaker labels to predicted authentication outcomes to summarise
classification results. The off-diagonal cells represent misclassification mistakes,
while the diagonal cells comprise correctly categorised authentication attempts.

The statistic shows that 488 authorised users (97.6%) were authenticated and
497 unauthorised users (99.4%) were refused. Only 12 authorised authentication
attempts (2.4%) were inaccurately rejected, while 3 unauthorised attempts (0.6%)
were incorrectly accepted. The suggested framework's discrimination is shown by
diagonal elements' dominance over off-diagonal elements.
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The confusion matrix shows that the proposed speaker authentication system
achieved an authentication accuracy of 98.5%, with a FAR of 0.6% and an FRR of
2.4%. These results show that the proposed model balances security and usability,
making it suitable for speaker authentication and secure access control.

ROC Curve and Equal Error Rate (EER) Analysis
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Figure 6 — ROC Curve and Equal Error Rate (EER) Analysis of the Proposed Speaker
Authentication Framework

Speaker authentication framework Receiver Operating Characteristic curve
is shown in Figure 6. The ROC curve is near the upper-left corner, indicating a
high True Positive Rate and low False Positive Rate across decision thresholds.
The proposed framework distinguished authorised and unauthorised speakers
with an AUC value of 0.99. False Acceptance and False Rejection Rates are equal
at the marked operating point, which approximates 1.5% Equal Error Rate. The
proposed framework's high AUC and low EER imply a good balance between
authentication security and usability.

We compare the proposed framework with several speaker verification
techniques namely Gaussian Mixture Model (GMM), Support Vector Machine
(SVM), Convolutional Neural Network (CNN), Long Short-Term Memory
(LSTM) and ECAPA-TDNN. For a fair comparison, all baseline models and the
proposed model are experimentally evaluated on the same speech dataset and the
same speaker verification protocol. Table III presents baseline results from these
experiments, not from previously published work. All the models were evaluated
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on the same metrics, Accuracy, False Acceptance Rate (FAR), False Rejection
Rate (FRR) and Equal Error Rate (EER). The common experimental setting makes
it possible to directly compare the authentication performance of the evaluated
methods.

Table 3 — Evaluation of the Suggested Approach Against Current Speaker Authentication

Frameworks
Model Feature Accuracy (%) FAR (%) FRR (%) EER (%)
Representation
GMM MFCC 89.4 5.8 7.1 6.4
SVM MFCC 92.1 43 52 4.7
CNN Spectrogram/MFCC 94.6 2.9 4.0 34
LSTM Sequential MFCC 95.8 2.4 33 2.8
ECAPA-TDNN Deep speaker 97.1 1.3 2.2 1.8
embedding
Proposed method AMFCC + x-vector 98.5 0.6 2.4 ~15

Deep learning models like CNN and LSTM automatically extracted
discriminative patterns from acoustic information, improving performance.
Channel-attention and multi-scale feature aggregation made ECAPA-TDNN
perform better. The suggested framework had the maximum authentication
accuracy of 98.5% and the lowest predicted Equal Error Rate of 1.5%. These
results show that MFCC features, x-vector speaker embeddings, and deep neural
network classification increase authorised speaker and imposter detection.

Discussion. Experimental results show that the proposed speaker authentication
systemmay achievereliable verification performance by combining MFCC features,
x-vector speaker embeddings and deep neural network-based representation
learning. The system has been able to attain an accuracy of 98.5%, with a FAR
of 0.6% and FRR of 2.4%, suggesting a low rate of unauthorized acceptance and
authorized-user rejection. A good balance between security and usability is also
seen in the approximate EER of 1.5%. The proposed approach outperformed the
baseline models in terms of authentication accuracy and error rates when examined
under the same experimental protocol. The results show that adding deep speaker
embeddings to traditional acoustic features may improve speaker discrimination
performance for access-control applications. However, the evaluation was carried
out on a proprietary dataset of 100 speakers. Therefore, more tests based on large-
scale and multilingual datasets and more different acoustic settings are needed to
evaluate the generalizability of the proposed framework.

Conclusion. This study presented a deep neural network-based speaker
authentication framework for secure access control systems by integrating
MFCC feature extraction, x-vector speaker embeddings, and deep neural network
classification. The proposed framework was designed to improve the reliability
and security of speaker authentication by effectively learning discriminative
speaker representations from speech signals.
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The obtained results confirm that the integration of handcrafted acoustic
features with deep speaker embeddings provides a robust and highly discriminative
representation of speaker identity. Consequently, the proposed framework offers
a reliable solution for practical biometric authentication and secure access control
applications.

Future research will focus on evaluating the proposed framework using larger
and more diverse multilingual speech datasets collected under real-world acoustic
conditions. In addition, future work will investigate transformer-based speaker
embedding models and lightweight deep learning architectures to further improve
authentication accuracy, computational efficiency, and deployment on resource-
constrained edge and mobile devices.
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