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Abstract. In the digital age, the importance of biometric identification 
technologies is increasing due to the increasing demand for reliable, secure, and user-
friendly access control systems for electronic devices. One of the promising areas 
of such technologies is speaker authentication, which allows confirming identity 
based on a person’s unique voice characteristics. However, traditional methods 
cannot provide the required level of stability in different acoustic environments, 
background noise conditions, and changes in speech features. In the presented 
research work, a comprehensive approach is proposed that combines multi-
frequency coefficients (MFCCs), x-vector-based speaker inputs, and deep neural 
networks (DNNs) to improve the accuracy and stability of speaker authentication. 
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The proposed architecture consists of preprocessing speech signals, extracting 
MFCC features, forming x-vector inputs, and classifying speakers using DNN. 
An experimental dataset consisting of audio recordings of 100 speakers was used 
to evaluate the effectiveness of the proposed model. As a result of the experiment, 
the proposed model achieved 98.5% authentication accuracy, 99.4% precision, 
97.6% recall, and a 98.5% F1-score. In addition, the false acceptance rate (FAR) 
was 0.6%, the false rejection rate (FRR) was 2.4%, and the equal error rate (EER) 
was approximately 1.5%. These results indicate that the model can distinguish 
between authorized and unauthorized users with high accuracy. The proposed 
approach showed superior results compared to traditional machine learning and 
deep learning models, which proved the effectiveness of combining acoustic 
features and deep speaker embeddings. The results indicate that the proposed 
method can be used in secure access control to electronic devices, biometric user 
identification, and voice authentication systems.

Keywords: speaker authentication, deep neural network, MFCC, x-vector, 
biometric authentication, secure access control
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Аннотация. Цифрлық дәуірде электрондық құрылғыларға қол 
жеткізуді басқарудың сенімді, қауіпсіз және пайдаланушыға ыңғайлы 
жүйелеріне сұраныстың артуына байланысты биометриялық сәйкестендіру 
технологияларының маңызы өсіп келеді. Осындай технологиялардың 
перспективалы бағыттарының бірі - адамның бірегей дауыстық сипаттамалары 
негізінде тұлғаны растауға мүмкіндік беретін сөйлеушіні аутентификациялау. 
Алайда дәстүрлі әдістер әртүрлі акустикалық ортада, фондық шу жағдайында 
және сөйлеу сипаттамалары өзгерген кезде қажетті тұрақтылық деңгейін 
қамтамасыз ете алмайды. Зерттеуде сөйлеушіні аутентификациялаудың 
дәлдігі мен тұрақтылығын арттыру үшін мел-жиіліктік кепстралдық 
коэффициенттерді (MFCC), x-вектор негізіндегі сөйлеуші эмбеддингтерін 
және терең нейрондық желілерді (DNN) біріктіретін кешенді тәсіл ұсынылған. 
Ұсынылған архитектура сөйлеу сигналдарын алдын ала өңдеу, MFCC 
белгілерін бөліп алу, x-векторлық көріністерді қалыптастыру және DNN 
көмегімен сөйлеушілерді жіктеу кезеңдерінен тұрады. Модельдің тиімділігін 
бағалау үшін 100 сөйлеушінің аудиожазбаларынан тұратын эксперименттік 
деректер жиынтығы пайдаланылды. Нәтижесінде модель аутентификация 
дәлдігі бойынша 98,5%, Precision - 99,4%, Recall - 97,6% және F1-score - 
98,5% көрсетті. Сонымен қатар жалған қабылдау деңгейі (FAR) 0,6%, жалған 
бас тарту деңгейі (FRR) 2,4%, ал тең қателік деңгейі (EER) шамамен 1,5% 
болды. Бұл нәтижелер модельдің рұқсат етілген және рұқсат етілмеген 
пайдаланушыларды жоғары дәлдікпен ажырата алатынын көрсетеді. 
Ұсынылған тәсіл дәстүрлі машиналық оқыту және терең оқыту модельдерімен 
салыстырғанда жоғары нәтижелер көрсетті және акустикалық белгілер мен 
сөйлеушінің терең векторлық көріністерін біріктірудің тиімділігін растады. 
Алынған нәтижелер әдісті электрондық құрылғыларға қауіпсіз қол жеткізуді 
басқару, пайдаланушыларды биометриялық сәйкестендіру және дауыстық 
аутентификация жүйелерінде қолдануға мүмкіндік беретінін көрсетеді.

Түйін сөздер: сөйлеушіні аутентификациялау; терең нейрондық желі; 
MFCC; x-вектор; биометриялық аутентификация; қауіпсіз қол жеткізуді 
басқару
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Аннотация. В цифровую эпоху значимость технологий биометрической 
идентификации возрастает в связи с растущим спросом на надежные, 
безопасные и удобные системы контроля доступа к электронным 
устройствам. Одним из перспективных направлений в этой области является 
аутентификация диктора, позволяющая подтверждать личность на основе 
уникальных голосовых характеристик человека. Однако традиционные 
методы не всегда обеспечивают требуемую устойчивость при различных 
акустических условиях, фоновом шуме и изменениях речевых характеристик. 
В исследовании предложен комплексный подход, объединяющий мел-
частотные кепстральные коэффициенты (MFCC), x-векторные представления 
диктора и глубокие нейронные сети (DNN) для повышения точности и 
устойчивости аутентификации. Предложенная архитектура включает 
предварительную обработку речевых сигналов, извлечение признаков 
MFCC, формирование x-векторных представлений и классификацию 
дикторов с помощью DNN. Для оценки эффективности модели использован 
экспериментальный набор данных, включающий аудиозаписи голосов 
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100 дикторов. Модель продемонстрировала точность аутентификации 
98,5%, Precision - 99,4%, Recall - 97,6% и F1-меру - 98,5%. Доля ложного 
принятия (FAR) составила 0,6%, доля ложного отказа (FRR) - 2,4%, а уровень 
равных ошибок (EER) - приблизительно 1,5%. Полученные результаты 
свидетельствуют о способности модели с высокой точностью различать 
авторизованных и неавторизованных пользователей. Предложенный подход 
показал более высокие результаты по сравнению с традиционными моделями 
машинного и глубокого обучения, что подтверждает эффективность 
объединения акустических признаков и глубоких векторных представлений 
голоса. Метод может быть использован в системах безопасного управления 
доступом к электронным устройствам, биометрической идентификации 
пользователей и голосовой аутентификации.

Ключевые слова: аутентификация диктора; глубокая нейронная сеть; 
MFCC; x-вектор; биометрическая аутентификация; безопасный контроль 
доступа

Introduction. The swift digital evolution of contemporary information 
systems has markedly heightened the necessity for dependable user authentication 
methods. Traditional authentication methods reliant on passwords, PINs, and 
smart cards continue to be susceptible to credential theft, phishing schemes, replay 
attacks, and unauthorised entry (Li, 2026). Consequently, biometric authentication 
has emerged as an efficient alternative for strengthening security by exploiting 
unique physiological and behavioral traits of individuals (Alaliyat, 2021).

Voice biometrics has garnered significant interest among different 
biometric modalities because of its non-intrusive characteristics, economical 
implementation, and appropriateness for remote verification contexts. Speaker 
authentication systems identify or verify users based on distinctive speech 
characteristics, making them attractive for secure access control, financial 
services, healthcare, mobile applications, and intelligent cyber-physical 
systems. Nonetheless, the efficacy of conventional speaker recognition 
methods declines in the presence of auditory disturbances, variations in 
transmission channels, impersonation attempts, and similarities among speakers. 
Recent developments in deep learning have considerably increased speaker 
recognition performance. Deep Neural Networks (DNNs), along with robust 
acoustic representations such as Mel-Frequency Cepstral Coefficients (MFCCs) 
and x-vector embeddings, have showed greater discriminative capabilities 
compared with conventional machine learning methods. These methodologies 
autonomously acquire speaker-specific representations that enhance recognition 
precision while preserving resilience to environmental fluctuations (Arumugam, 
2025).

Despite these advances, developing reliable speaker authentication systems for 
secure access control remains challenging. Current research frequently prioritises 
recognition accuracy, neglecting authentication reliability, false acceptance 
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rates, false denial rates, and the practical implementation in real-time security 
frameworks. Moreover, a restricted quantity of research combines deep neural 
frameworks with integrated access control mechanisms for practical use.

 This research introduces a speaker authentication framework utilising deep 
neural networks for secure access control systems, employing MFCC feature 
extraction and x-vector speaker embeddings. The suggested system integrates 
sophisticated speech preprocessing, distinctive feature representation, and deep 
learning classification to enhance authentication dependability. The established 
system incorporates an embedded access control framework that facilitates 
automatic authorisation through voice recognition (Kumar, 2025).

The experimental assessment was performed utilising a voice database 
gathered from 100 speakers across various recording environments. 
Сoncurrently minimising both Type I and Type II mistakes, so underscoring 
its efficacy for real-world secure access control implementations.  
The principal contributions of this manuscript are encapsulated as follows:

1)	 A comprehensive deep neural network-driven speaker authentication 
framework for secure access control systems is introduced. 

2)	 The integration of MFCC feature extraction with x-vector embeddings 
enhances speaker differentiation. 

3)	 A comprehensive authentication system combining software and 
embedded hardware has been created and subjected to experimental assessment. 

4)	 Сomprehensive trials reveal elevated authentication precision alongside 
minimal Type I and Type II error rates.

Literary review. Speaker authentication has emerged as a prominent field of 
study within biometric security, as it facilitates user verification through behavioural 
traits that are challenging to replicate. In contrast to password-based authentication, 
speaker recognition utilises distinct physiological and acoustic characteristics of 
human speech, offering a convenient and non-intrusive method for secure access 
control systems. Consequently, speech biometrics has seen a growing use in the 
banking sector, healthcare, smart technology, telecommunications, and advanced 
security systems (Abd Al-Rahman, 2024).

Initial speaker authentication systems predominantly depended on manually 
generated acoustic characteristics integrated with statistical learning methodologies. 
Mel-Frequency Cepstral Coefficients (MFCCs) are among the most prevalent 
techniques for feature extraction due to their ability to accurately capture the 
spectrum properties of human speech while minimising redundant data. Gaussian 
Mixture Models (GMMs), Hidden Markov Models (HMMs), and Support Vector 
Machines (SVMs) were frequently utilised as classifiers for speaker authentication 
(Al-Karawi, 2025). While these methods exhibited satisfactory efficacy in regulated 
recording settings, their precision markedly diminishes in noisy surroundings, 
channel disparity scenarios, and extensive speaker repositories (Mittal, 2021). 
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Table 1 ― Evaluation of Current Speaker Authentication Techniques
Study Acoustic 

Features
Learning 

Model
Strengths Weaknesses

GMM-based 
methods

MFCC Gaussian 
Mixture Model

Simple implementation Sensitive to 
environmental noise

HMM-based 
methods

MFCC Hidden Markov 
Model

Effective for text-
dependent verification

Limited generalization 
ability

SVM-based 
methods

MFCC, LPC Support Vector 
Machine

Good discrimination on 
small datasets

Performance decreases 
with large datasets

CNN-based 
methods

Spectrogram CNN Learns local acoustic 
patterns

Requires substantial 
training data

ECAPA-TDNN Filter-bank TDNN Excellent speaker 
embeddings

High computational 
complexity

Wav2Vec 2.0 Raw 
waveform

Transformer Learns contextual 
speech representations

High memory and 
computational 
requirements

Recently, convolutional neural networks (CNNs), recurrent neural networks 
(LSTMs), ResNet architectures, ECAPA-TDNN, and self-supervised speech 
models like Wav2Vec 2.0 and HuBERT have attained exceptional performance in 
speaker verification tasks (Jahangir, 2020). These techniques markedly enhance 
recognition precision by acquiring highly distinctive voice embeddings from 
extensive datasets. Nonetheless, most of these methodologies want substantial 
computer power and are chiefly assessed through benchmark datasets instead of 
practical access control scenarios (Hourri, 2020).

Notwithstanding the significant advancements in speaker authentication, some 
obstacles persist. Initially, most current investigations concentrate predominantly 
on enhancing classification precision, while giving scant consideration to 
the dependability of authentication, encompassing false acceptance, false 
denial, and resilience against spoofing attempts. Secondly, a limited number of 
studies examine the practical implementation of deep learning-driven speaker 
authentication systems combined with embedded access control devices (Singh, 
2024). Ultimately, the accessibility of publicly available datasets for low-resource 
languages is constrained, hindering the assessment of the resilience of speaker 
authentication systems across various linguistic contexts (Jha, 2025).

This research introduces a speaker authentication framework utilising Deep 
Neural Networks that integrates MFCC feature extraction with x-vector speaker 
embeddings for enhanced security in access control systems (Chandrabanshi, 
2024). Unlike traditional methods, the suggested system incorporates sophisticated 
speech preprocessing, profound feature representation, and integrated access 
control execution (Dua, 2022). The suggested system is analysed in real-world 
operational (Neelima, 2024) situations utilising a multi-speaker voice dataset, and 
it is evaluated not only for authentication precision but also for Type I and Type II 
error analysis to gauge authentication dependability (Priyadharshini, 2022).

Materials and methods. Voice dataset. For experimental evaluation a 
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proprietary Kazakh-language speech database was employed. The database 
contained speech recordings from 100 male and female speakers. For each 
participant, we collected a number of speech utterances under controlled recording 
conditions, e.g. through microphone and mobile communication channels. The 
speech signals were digitised at 16 kHz sampling rate and 16 bits quantisation, in 
mono-channel format. Feature extraction was carried out only for recordings that 
were not corrupted or incomplete.

The metadata of the experimental recordings is not accurate enough to reflect 
the actual number of utterances per speaker, the average duration of utterances or 
the exact number of recording sessions. Therefore, these values were not back-
estimated to prevent introducing dataset characteristics that are not supported.

We defined the experimental assessment in terms of a speaker verification task 
including enrolment and authentication phases. Reference speaker templates were 
generated during enrolment using speech samples of authorised speakers. In the 
authentication scenario, the speaker embedding derived from the test utterance 
was matched to the enrolled template of the claimed speaker identity. Thus, the 
authentication decision was made on a comparison between the test sample and 
the claimed speaker template one to one, instead of a closed set identification 
among all registered speakers.

The evaluation technique comprised of 1000 speaker verification trials including 
500 genuine and 500 imposter trials. The comparison of a test speech with the 
enrolled template of the same speaker constituted a real trial while the comparison 
of a test utterance with a non-matching enrolled speaker template represented an 
impostor trial. A verification score was calculated for each trial and compared to a 
specified decision threshold. Trials were allowed if the verification score was over 
the threshold requirement and denied otherwise.

At the selected operating threshold, 488 of the 500 genuine trials were correctly 
accepted, whereas 12 genuine trials were falsely rejected. Among the 500 impostor 
trials, 497 were correctly rejected and 3 were falsely accepted.

Speech preprocessing. Each speech recording was preprocessed to improve 
signal quality and reduce environmental noise before extracting speaker-specific 
features. Silence removal, amplitude normalisation, pre-emphasis filtering, 
framing, and windowing comprised the preprocessing pipeline.

An energy-based vocal activity identification procedure deleted silence parts at 
the beginning and finish of each recording. This phase eliminated non-informative 
speech intervals and simplified computation. Amplitude normalisation reduced 
speaker-level differences in recordings.
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Figure 1 ― Proposed preprocessing pipeline

To amplify high-frequency speech components, a pre-emphasis filter was 
applied to the normalised speech signal. After filtering, the continuous voice signal 
was split into 25-ms overlapping frames with a 10-ms frame shift. Each frame had 
a Hamming window to reduce spectral leakage before frequency-domain analysis.

Mel-Frequency Cepstral Coefficients (MFCCs) are widely used in automatic 
speaker authentication because they accurately represent human speech. Unlike 
raw waveform analysis, MFCCs compress the speech signal to emphasise speaker-
specific spectral information and suppress redundant acoustic variations.

The Fast Fourier Transform (FFT) converted each speech frame from time to 
frequency after preprocessing. The discrete Fourier transform of the speech signal 
is expressed as

                                       (1); 

x(n) is the speech signal, 
N is the frame length, 
k denotes the frequency bin.
The FFT magnitude spectrum was processed through a bank of Mel frequency 

scale-distributed triangle filters. The Mel scale approximates human auditory 
nonlinear frequency perception and is defined as

                                             (2);

where f represents the frequency in Hertz.
For each Mel filter, the logarithmic energy was calculated as

                                            (3);

- denotes the mmm-th Mel filter
is the logarithmic filter-bank energy.
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Finally, the DCT decorrelates filter-bank energies and generates the MFCC 
feature vector:

   (4);

is the nnn-th MFCC coefficient,
 is the number of Mel filters.

The MFCC vectors compactly represent speech's spectral envelope and preserve 
vocal tract features. MFCCs reduce dimensionality and improve robustness to 
recording variations and environmental noise over raw spectral features. These 
attributes are the input for the x-vector extraction and deep neural network-based 
speaker authentication model.

x-Vector speaker Embedding. The x-vector embedding framework developed 
speaker-specific representations after MFCC feature extraction. Unlike typical 
acoustic characteristics, x-vectors give fixed-dimensional speaker embeddings 
learnt from variable-length spoken utterances using a deep neural network. These 
embeddings decrease phonetic and channel fluctuation and capture long-term 
speech features, making them ideal for speaker verification (Table II).

Table 2 ― Configuration of TDNN-based speaker authentication model
Component Configuration

Embedding network TDNN
Embedding dimension 512
Training objective Speaker classification
Training output Softmax
Training loss Cross-Entropy
Verification representation x-vector embedding
Verification scoring Similarity score
Final decision Threshold-based Accept/Reject

Time-delay deep neural networks were fed retrieved MFCC feature sequences. 
Multiple frame-level layers learn local temporal connections between speech 
frames. The network initially processes each frame independently to collect the 
speaker's vocal tract's discriminative sound characteristics.

Training Configuration. The TDNN-based embedding network was trained 
using the Adam optimizer with an initial learning rate of 0.001 and a batch size of 
32. The maximum number of training epochs was set to 50. To reduce overfitting, 
dropout regularization with a rate of 0.4 was applied during training. Early stopping 
with a patience of five epochs was employed based on the validation performance. 
The network generated 512-dimensional x-vector embeddings and was trained 
using a Softmax-based speaker classification objective with Cross-Entropy loss. 
The experimental implementation was carried out in a Python-based environment.

Deep neural network Architecture. In the proposed speaker authentication 
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system (Figure 2), we use a TDNN-based network to learn the discriminative 
speaker representations from the extracted acoustic data. During training, the 
network learns speaker-discriminative x-vector embeddings using a Softmax output 
layer and Cross-Entropy loss for speaker classification. The fixed dimensional 
embeddings obtained are then employed in the verification stage for similarity 
based comparison.

Figure 2 ― Proposed Deep Neural Network Architecture
	
The proposed speaker authentication system implements a verification-based 

architecture in which the identity claimed by a user is confirmed by comparing 
the speaker embedding retrieved from the test utterance with the enrolled voice 
template of the claimed speaker. During enrolment, fixed-dimensional x-vector 
embeddings are extracted from speech samples of the authorised speaker and 
saved as reference templates. The x-vector embedding is taken from the incoming 
speech signal at the time of authentication and is compared with the matching 
enrolled template using a similarity scoring mechanism. The resulting verification 
score is evaluated with a decision threshold. The identity claim is approved if the 
score is above or equal to the threshold, else the authentication attempt is refused. 
Therefore the final authentication choice is posed as a two-class speaker verification 
problem rather than a closed-set speaker identification problem (Figure 3).

 

Figure 3 ― Proposed speaker Authentication algorithm
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The speech signal is preprocessed with silence removal, normalisation, framing, 
and Hamming windowing. After signal processing, MFCC feature vectors are 
used to construct fixed-dimensional x-vector embeddings through the embedding 
network.

The proposed speaker authentication framework was assessed using extensive 
classification and biometric authentication metrics. Accuracy, Precision, Recall, 
and F1-score measured classification model accuracy, dependability, and balance. 
The authentication system's security and reliability were also assessed using 
biometric-specific evaluation metrics like the False Acceptance Rate (FAR), False 
Rejection Rate (FRR), Equal Error Rate (EER), and Type I and Type II errors. 
FAR indicates the probability of incorrectly accepting an unauthorised user, while 
FRR indicates the probability of rejecting an authorised user. As a threshold-
independent biometric system performance measure, lower EER values indicate 
higher authentication accuracy. To assess authentication decision statistical 
reliability, Type I and Type II mistakes were examined. These evaluation criteria 
analyse the deep learning-based speaker authentication framework's efficacy, 
robustness, and practicality.

Results and discussions. The experimental voice dataset was used to evaluate 
the deep neural network-based speaker authentication system. Practical operating 
conditions were used to evaluate the suggested authentication algorithm. 
Conventional classification metrics and biometric authentication indicators 
measured performance.

The suggested architecture enables very reliable speaker authentication, 
according to experiments. The created system identifies authorised users from 
impostors with low false acceptance and rejection rates. MFCC feature extraction, 
x-vector speaker embeddings, and deep neural network classification enable the 
proposed approach to build highly discriminative speaker representations for 
robust authentication.

Figure 4 ― Overall performance of the proposed speaker authentication framework
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Figure 4 depicts the overall performance of the proposed speaker authentication 
system using six evaluation metrics. The model achieved an Accuracy of 98.5%, 
Precision of 99.4%, Recall of 97.6%, and an F1-score of 98.5%. Furthermore, 
the framework achieved a False Acceptance Rate (FAR) of 0.6% and a False 
Rejection Rate (FRR) of 2.4%. These results demonstrate the ability of the 
proposed framework to reliably verify authorized users while minimizing 
unauthorized access attempts. The achieved results validate the efficacy and 
practical applicability of the suggested speaker authentication technique for secure 
access control systems.

In order to assess the classification efficacy of the suggested speaker 
authentication framework, a confusion matrix was constructed utilising the 
experimental test dataset. The confusion matrix offers a comprehensive overview 
of authentication results by displaying the quantity of accurately and inaccurately 
classified speaker verification attempts. It depicts the allocation of True Positives 
(TP), True Negatives (TN), False Positives (FP), and False Negatives (FN), thus 
offering significant understanding of the proposed model's dependability.

Figure 5 ― Confusion Matrix of the Proposed speaker Authentication Framework 

The confusion matrix from the experimental evaluation of the deep neural 
network-based speaker authentication framework is shown in Figure 5. The matrix 
compares speaker labels to predicted authentication outcomes to summarise 
classification results. The off-diagonal cells represent misclassification mistakes, 
while the diagonal cells comprise correctly categorised authentication attempts.

The statistic shows that 488 authorised users (97.6%) were authenticated and 
497 unauthorised users (99.4%) were refused. Only 12 authorised authentication 
attempts (2.4%) were inaccurately rejected, while 3 unauthorised attempts (0.6%) 
were incorrectly accepted. The suggested framework's discrimination is shown by 
diagonal elements' dominance over off-diagonal elements.
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The confusion matrix shows that the proposed speaker authentication system 
achieved an authentication accuracy of 98.5%, with a FAR of 0.6% and an FRR of 
2.4%. These results show that the proposed model balances security and usability, 
making it suitable for speaker authentication and secure access control.

Figure 6 ― ROC Curve and Equal Error Rate (EER) Analysis of the Proposed Speaker 
Authentication Framework

Speaker authentication framework Receiver Operating Characteristic curve 
is shown in Figure 6. The ROC curve is near the upper-left corner, indicating a 
high True Positive Rate and low False Positive Rate across decision thresholds. 
The proposed framework distinguished authorised and unauthorised speakers 
with an AUC value of 0.99. False Acceptance and False Rejection Rates are equal 
at the marked operating point, which approximates 1.5% Equal Error Rate. The 
proposed framework's high AUC and low EER imply a good balance between 
authentication security and usability.

We compare the proposed framework with several speaker verification 
techniques namely Gaussian Mixture Model (GMM), Support Vector Machine 
(SVM), Convolutional Neural Network (CNN), Long Short-Term Memory 
(LSTM) and ECAPA-TDNN. For a fair comparison, all baseline models and the 
proposed model are experimentally evaluated on the same speech dataset and the 
same speaker verification protocol. Table III presents baseline results from these 
experiments, not from previously published work. All the models were evaluated 
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on the same metrics, Accuracy, False Acceptance Rate (FAR), False Rejection 
Rate (FRR) and Equal Error Rate (EER). The common experimental setting makes 
it possible to directly compare the authentication performance of the evaluated 
methods.

Table 3 ― Evaluation of the Suggested Approach Against Current Speaker Authentication 
Frameworks

Model Feature 
Representation

Accuracy (%) FAR (%) FRR (%) EER (%)

GMM MFCC 89.4 5.8 7.1 6.4
SVM MFCC 92.1 4.3 5.2 4.7
CNN Spectrogram/MFCC 94.6 2.9 4.0 3.4
LSTM Sequential MFCC 95.8 2.4 3.3 2.8
ECAPA-TDNN Deep speaker 

embedding
97.1 1.3 2.2 1.8

Proposed method MFCC + x-vector 98.5 0.6 2.4 ≈ 1.5

Deep learning models like CNN and LSTM automatically extracted 
discriminative patterns from acoustic information, improving performance. 
Channel-attention and multi-scale feature aggregation made ECAPA-TDNN 
perform better. The suggested framework had the maximum authentication 
accuracy of 98.5% and the lowest predicted Equal Error Rate of 1.5%. These 
results show that MFCC features, x-vector speaker embeddings, and deep neural 
network classification increase authorised speaker and imposter detection.

Discussion. Experimental results show that the proposed speaker authentication 
system may achieve reliable verification performance by combining MFCC features, 
x-vector speaker embeddings and deep neural network-based representation 
learning. The system has been able to attain an accuracy of 98.5%, with a FAR 
of 0.6% and FRR of 2.4%, suggesting a low rate of unauthorized acceptance and 
authorized-user rejection. A good balance between security and usability is also 
seen in the approximate EER of 1.5%. The proposed approach outperformed the 
baseline models in terms of authentication accuracy and error rates when examined 
under the same experimental protocol. The results show that adding deep speaker 
embeddings to traditional acoustic features may improve speaker discrimination 
performance for access-control applications. However, the evaluation was carried 
out on a proprietary dataset of 100 speakers. Therefore, more tests based on large-
scale and multilingual datasets and more different acoustic settings are needed to 
evaluate the generalizability of the proposed framework.

Conclusion. This study presented a deep neural network-based speaker 
authentication framework for secure access control systems by integrating 
MFCC feature extraction, x-vector speaker embeddings, and deep neural network 
classification. The proposed framework was designed to improve the reliability 
and security of speaker authentication by effectively learning discriminative 
speaker representations from speech signals.
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The obtained results confirm that the integration of handcrafted acoustic 
features with deep speaker embeddings provides a robust and highly discriminative 
representation of speaker identity. Consequently, the proposed framework offers 
a reliable solution for practical biometric authentication and secure access control 
applications.

Future research will focus on evaluating the proposed framework using larger 
and more diverse multilingual speech datasets collected under real-world acoustic 
conditions. In addition, future work will investigate transformer-based speaker 
embedding models and lightweight deep learning architectures to further improve 
authentication accuracy, computational efficiency, and deployment on resource-
constrained edge and mobile devices.
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