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Abstract. Nowadays, therapid growth of social mediaand online communication
platforms has led to a significant increase in offensive and abusive comments,
creating serious psychological, social, and security challenges. Offensive language,
cyberbullying, and hate speech negatively affect users' mental well-being and
may result in anxiety, depression, social isolation, and reduced quality of life.
According to recent surveys, approximately 75% of young people in Kazakhstan
have experienced different forms of online bullying, highlighting the urgent need
for intelligent automated content moderation systems for the Kazakh language.
This study proposes a deep learning framework for detecting offensive comments
in the Kazakh language by combining a Bidirectional Long Short-Term Memory
network with a custom Kazakh stemming algorithm and linguistic preprocessing
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techniques. To evaluate the proposed approach, a balanced dataset consisting
of 40,000 manually annotated Kazakh comments (20,000 offensive and 20,000
neutral) was collected and processed using an expanding stemming dictionary.
Experimental evaluation was performed using Accuracy, Precision, Recall, and
F1-score metrics. Among all evaluated models, the proposed BiLSTM achieved
the best overall performance with an Accuracy of 91.3%, Precision of 92.6%,
Recall 0f 93.0%, and an F1-score of 92.7%. In contrast, the Naive Bayes classifier
produced the lowest performance, with an Accuracy of 60.2%, Precision of 52.4%,
Recall of 58.5%, and an Fl-score of 64.2%, demonstrating the effectiveness
of deep learning methods for processing morphologically rich Kazakh texts.
The proposed framework provides an effective solution for automatic offensive
comment detection and can be integrated into social media platforms and online
services to support cyberbullying prevention, intelligent content moderation, and
safer digital communication environments for Kazakh-speaking users.

Keywords: Hate speech detection, deep learning, online bullying, Application
Programming Interface, social media, text, database
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AHHOTAUMsl.  OJEYMETTIK  JKeJlijep  MEH  OHJIAH-KOMMYHUKaIHs
aTopMaIapblHbIH KapKBIHABI JAaMybl Oeio[en jKoHe KOPJaMThIH MiKipiep
CaHBIHBIH aWTapibIKTAall ecyiHe aibIl KeNil, ICHXOJOTHSUIBIK, OJICYMETTIK
JKOHE KayiIlCi3/liKKe KaThICThI OipKarap Maceienepli TyblHaaryaa. befogen Tii,
KHOepOYyJTUHT JKoHE OIIMEHAUTIK TUTI Mai1ananyblIapAbH ICUXOIOTHSIIBIK dJI-
ayKaTbIHa Kepi acep eTill, Ma3achI3IbIKKa, 9JICYMETTIK OKIIAyJIaHyFa )KOHE OHJIaliH-
KOMMYHUKAIUSl CalachlHBIH TOMEHJCyiHe cebem O0olnybl MYMKiH. 3eprreyue
Ka3ak TimiHaeri Oedomen miKipiaepAl aBTOMATThl TYpAC aHBIKTayFa apHalFaH,
€Ki OarbITTBI Y3aK KbICKa Mep3imai xanbl xkemicin (BiLSTM), ka3zak TiniHe
OelliMaenTeH CTEMMHHI aJTOPUTMIH JKOHE JIMHTBUCTHKAJBIK aJIbIH ajna eHJey
ozicTepiH OipIKTIpETIH TEPeH OKBITY TOCUII YCHIHBUIFAH. 3epTTEy YILUiH KOJIMEH
oenrinenren 40 000 xazak TimiHAeri MiKipAEH TYpaTbiH TEHIEPIMAL JAEpEKTep
JKUBIHTBIFBI KaJdbITaCTRIPhULABI, OHBIH 20 000-b1 Oeiiogen, 20 000-b1 OefiTapar
mikipiepaeH Typaabl. [lepekTep KeHEHTiNeTiH CTeMMHHI CO3AIriH maiaanaHy
apKbLIBI OHJIEI/II. ¥ ChIHBUIFAH Tocin Accuracy, Precision, Recall sxone Fl-score
KepceTKimTepi HeriziHae Oaranmanabl. KapacThIpbUIFaH MOJACTBACPAIH INIHIES
BiLSTM eH xorapbl HoTHXKEIEp KopceTTi: Accuracy - 91,3%, Precision - 92,6%,
Recall - 93,0%, Fl-score - 92,7%. An Naive Bayes knaccudukaropsl eH TOMEH
HOTHXKeNep kepcetTi: Accuracy - 60,2%, Precision - 52,4%, Recall - 58,5%, F1-
score - 64,2%. AJBIHFaH HOTHXKEIEp MOP(OIOTUSIBIK KYPbUTBIMBI KYPJIENi Ka3aK
TITIHIETT MOTIHAEPAI OHICYAE TEPEH OKBITY 9IICTepiHIH THIMIUIILH KOPCETEel.
¥ CBIHBIIFaH TOCUIA1 9JIEYMETTIK JKeJTijiep MEH OHJIaiH-CepBUCTEPTe MHTETPALIUsIIAY
ABTOMATTHI KOHTEHT MOJCPALMSICHIH KEeTUAIpyTre, KnOepOyIUIMHITIH al/IbIH alyFa
JKOHE Ka3aKTUIl maijalaHymbuiap YIIiH Kayirnci3 MUQPIbIK KOMMYHUKAIUS
OPTAacChIH KAJBINITACTBIPyFa MYMKIHAIK Oepei.

Tyiiin ce3nep: Ocifonen Tinai aHBIKTAY; TEpEH OKBITY; KHOSPOYJUIMHT; Ka3ak
TiJIi; 9JIEYMETTIK *Kemiiep; MaTiHai xkikrey; BILSTM
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Annoramusi. CTpeMHUTEIHLHOE pPa3BUTHE COIMMAILHBIX CETEH W OHJANH-
m1aT(opM MPUBETIO K 3HAYUTEIIEHOMY YBEIMUEHHUIO KOJTHMYECTBA OCKOPOUTENEHBIX
W arpecCHBHBIX KOMMEHTApHEeB, 9TO (OPMHUPYET IICUXOIOTHYECKHE, COIUATbHBIE
Y CBSI3aHHBIE C 0€30MacCHOCThI0 pucku. OckopOuTeIbHAas IeKCHKa, KHOepOyIITHHT
W s3bIK HEHABHCTH MOTYT HETaTUBHO BIMATH HAa TCHUXOJOTHYECKOE COCTOSHHUE
MOJIb30BaTeNell, CIOCOOCTBOBAaTh TPEBOXKHOCTH, CONMATBHOW HW3OJANAA U
CHIDKEHHIO Ka4eCTBa OHJIAWH-KOMMYHHUKAIMH. B HcciemoBaHUM TpemiokeH
MOJIXOJT Ha OCHOBE TIIyOOKOTO OOYYeHHs I BBIABICHUS OCKOPOUTEIHHBIX
KOMMEHTapHeB Ha Ka3aXCKOM fA3bIKe, OOBEIMHSIOMNN BYHAIIPABICHHYIO CETh
nmonroi kpatkocpounoi maMsatu (BiLSTM), pazpaboTaHHBIN 11T Ka3aXCKOTO SI3bIKA
AITOPUTM CTEMMHUHTA I METO/IBI TMHTBUCTUYECKON MPEABAPUTEIBHON 00pabOTKH.
Jns  DKCTIepUMEHTalIbHOH OIleHKH Oblla chopMHpoBaHa cOalaHCHpOBAHHAS
BbIOOpKa U3 40 000 BpyyHYIO pa3MEUEHHBIX KOMMEHTApHEB Ha Ka3aXCKOM SI3BIKE,
Brmrodaromas 20 000 ockopouTensHbix 1 20 000 HEHTpaTbHBIX KOMMEHTAPHEB.
O6paboTka JaHHBIX OCYIISCTBISIACH C MPUMEHECHUEM PACIIHPSIEMOTO CIOBaps
cremMmuHTra. J()(PEKTHBHOCTE MOJIEIeH OlleHUBAIACh IO TOKa3aresiM Accuracy,
Precision, Recall m Fl-score. Hawmmy4mme pe3synbTarel Mokaszaia MOAETH
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BiLSTM: Accuracy - 91,3%, Precision - 92,6%, Recall - 93,0%, F1-score - 92,7%.
HauBHblli OaliecoBckuii Kiaccu(uKaTop MpoJeMOHCTPUPOBaNl Hanbojee HU3KHE
nokazarenu: Accuracy - 60,2%, Precision - 52,4%, Recall - 58,5%, Fl-score -
64,2%. llomydeHHBIE pE3yiabTaThl TOATBEPKAAIOT 3(H(YEKTHBHOCTE METONOB
r1yOokoro oOyueHuss mpu 00paboTke MOP(OIOTHYECKH CIIOXKHBIX TEKCTOB
Ha Ka3axCKOM s3blke. [IpeyIoKeHHBIM MOAXOA MOXET OBbITh MHTETPHPOBAaH B
COLIMAJIbHBIC CETH U OHJIAITH-CEPBHCHI JIJISl aBTOMATHUECKON MOJIepaIlii KOHTCHTA,
POPUIAKTAKYE KHOepOyITHHTa U (OPMHUPOBAHUS OoJiee Oe30macHO# MUppPOBOM
CPEeIIBI JUTS Ka3aXOS3bIYHBIX TIOTH30BATEICH.

KiioueBbie cioBa: BBIABICHHE OCKOPOHWTENBHOM JIEKCHKH; IITyOOKOE
oOyueHue; KuOepOyJUTHHT; Ka3aXCKHH SI3BIK; COLUAIbHBIC CETH; KiaccuduKaius
tekcTa; BILSTM

Introduction. In 2025, 143 adolescents committed suicide, and 306 minors
attempted suicide due to insulting or derogatory comments in online content.
In general, 5% of adolescents have experienced the threat of using hateful
comments online or may be exposed to online bullying 2-3 times a month or
more. 12% of adolescents have been exposed to online bullying at least once. If
their actions are classified as illegal, it can have negative social and professional
consequences, including damage to their reputation, difficulties in making friends
or securing employment (Alsubait, 2021). Statistics show that more than a third
of those exposed to online bullying have received messages containing insults
or discriminatory intent through private messages, 24% have seen posts about
themselves with obvious discriminatory intent, and a third (31%) have encountered
negative comments under their photos.

Educating people about the consequences of online bullying is one strategy to
reduce online bullying. Educational webinars, guides and materials for educators
and parents can help prevent online bullying from occurring (Dewani, 2021). We
must do everything we can to create an environment where everyone treats each
other with respect and compassion. We can make the world a better place for
all people by creating a climate of mutual respect and a comfortable atmosphere
(Hall, 2021). For example, according to statistics on the level of Internet use in the
world in 2025, the state of Kazakhstan shows 15.47 million people, or 81.9% of
the total population. Information on the Internet is available 24 hours a day, 7 days
a week, and you cannot protect yourself from an "attack" on the Internet, because
it can come at any time to your e-mail, mobile phone, or various personal social
networking sites. This has a psychological impact on people, including teenagers.
In addition, there is the possibility of being an anonymous user on the Internet, that
is, you may not know who the "attack" is from (Arce-Ruelas, 2022). Psychologists
say that emotional "attacks" are more likely to lead to psychological disorders than
physical violence.

If we consider the detection of harmful information as the main task of

72



ISSN 1991-346X 3. 2026

information tools, automation using machine learning methods is considered
effective in implementing this task.

Literary review. Detecting profanity in online content and blocking it in online
networks has been a current research topic, with many studies focusing on different
methods and methodologies. This section briefly reviews the relevant literature and
contextualizes current research in the broad field of profanity detection. Several
studies have investigated the use of traditional machine learning algorithms in
profanity detection. For example, (Ahmed, 2021) used support vector machines
(SVMs) to classify profanity, highlighting the importance of feature engineering
in achieving accurate results. Similarly (Toktarova, 2024) used random forests
to detect hate speech, demonstrating the effectiveness of ensemble methods in
solving this complex task.

In addition, deep learning models have gained a prominent place in hate
speech detection research. RNNs, discussed in (Al-Marghilani, 2022), were used
to detect sequential dependencies in text data, which showed promise in detecting
hate speech patterns. Similarly, as studied in (Theng, 2021), convolutional neural
networks (CNN) were used to extract relevant features from text data, which
contributed to improving the accuracy of hate speech detection. In (Sarac, 2021),
a study introduced a self-attention mechanism into LSTM networks, which
effectively captures the important information in the content of hate speech. As
discussed in (Sarac, 2021), transformer models were also used for this purpose,
taking advantage of their ability to process long-term dependencies and contextual
information (Table 1).

Table 1 — Analysis of scientific research works

Scientific Language | Methods used Database Evaluation
research work
Waulczyn (2017) | English | logistic regression, gradient | comments from | Accuracy, Precision,
and others boost, Deep neural networks | Wikipedia Recall, F1-Score
Djuric et al. English | Feature-based approach Comments from | Accuracy, Precision,
(2015) (n gram, syntactic samples) | social networks |Recall, F1-Score
Fortuna and Galician | Transfer Learning, Pre- Comments from | Accuracy, Precision,
Nunes (2018) language | trained Embeddings social networks | Recall, F1-Score
Chen et al. China BILSTM Comments from | Accuracy, Precision,
(2018) social networks | Recall, F1-Score
Nobata et al. English | Attention based BILSTM | Internet Accuracy, Precision,
(2016) Networks community Recall, F1-Score
Hassan et al. Arabic Deep learning algorithms | Comments from | Accuracy, Precision,
(2019) language social networks | Recall, F1-Score
Imran et al. Urdu Exception-based approach, | Comments from | Accuracy, Precision,
(2018) language |, SVM Twitter Recall, F1-Score
Choubey et al. | Hindi Deep learning algorithms | Comments from | Accuracy, Precision,
(2019) social networks | Recall, F1-Score
Jhaetal. (2018) |Bengali |LSTM, Embeddings words | Comments from | Accuracy, Precision,
language social networks | Recall, F1-Score
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In addition to studying individual machine learning algorithms, researchers
have also investigated ensemble methods. The (Gomez, 2022) used a combination
of several models, such as LSTM and CNN, to achieve high performance in
hate speech detection. Such ensemble approaches demonstrate the potential
to combine the strengths of different algorithms. Another direction of research
was the incorporation of domain-specific knowledge and linguistic features. The
(Salawu, 2022) integrated linguistic features into a hate speech detection model,
which highlights the importance of linguistic context in identifying hate speech
instances. Furthermore, (Mladenovié¢, 2021) proposed a graph-based approach to
detect hate speech by considering semantic relationships between words.

In addition, transfer learning has become popular in the field. The (Sangwan,
2021) demonstrated the transferability of pre-trained models using large-scale
language models for this purpose.

In conclusion, research in the field of hate speech detection encompasses a
wide range of approaches. The reviewed literature highlights various strategies
and methodologies that have been used to address the complex problem of hate
speech detection in online environments (Toktarova, 2024). The present study
aims to contribute to this ongoing discussion by investigating the effectiveness of
BiLSTM networks in this important area (Yan, 2021).

Materials and methods. The proposed system consists of four modules: a web
content collection module, a data parser module, a text corpus module for training,
and a semantic analysis module for Kazakh-language texts.

Module 1: Web Content Collection Module. This module defines the "danger"
criterion. One solution is to define a set of keywords. This method of identifying
information types was used in the developed system. For this purpose, a set of
keywords was compiled and used to analyze information on the VKontakte social
network, using built-in methods for obtaining information from sources (API -
Application Programming Interface) and from HTTP requests.

The web content collection module utilizes the VKontakte social network,
which is popular in the Commonwealth of Independent States (Figure 1).

The web content collection module, in turn, consists of three separate modules:

| WEB CONTENT MONITORING SYSTEM FOR DETECTING EXTREMIST ORIENTED MATERIALS

1. WEB CONTENT 2. DATA PROCESSING 3. TRAINING CORPUS 4. SEMANTIC ANALYSIS MODULE
COLLECTION MODULE AND ANALYSIS MODULE CREATION MODULE FOR KAZAKH TEXTS

Automated collection Building an annotated Semantic analysis of Kazakh
and s of web text corpus for training language texts, detection
purposes. of extremist indicators.
7 * ¥ +

Figure 1 — Workflow of the proposed Kazakh text processing
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The information collection module is responsible for receiving information
from open sources and transmitting it for further processing. A Python framework
was built to analyze data from the VKontakte social network. The official VK API
(an interface that allows information to be retrieved from the vk.com database
via HTTP requests to a dedicated server) was used. Kazakhstani profiles were
partially analyzed, with the data stored in a Solr database (Figure 2).

VK API
Sending Requests via VK API

i

| |3l

Q Social Network Server .
(Data Storage) M
Eo Data Storage and Processing

Server Cluster

Figure 2 — Proposed Framework for VK API integration

a) The keyword search module is responsible for searching for keywords in large
volumes of information;

b) The document ranking module is responsible for determining whether the information
is dangerous. To rank documents by danger level, the module used a word2vec vectorizer
and deep learning methods such as Long Short Term Memory (LSTM) and Bidirectional
Long Short Term Memory (BiLSTM).

Module 2: Data Collection Parser Module. This module collects information from
various sources, such as VKontakte, YouTube, Twitter, and news portals.

@ 1271.0.0:8000 @) Mnasran W Vk-napcep (@ YouTube-napcep
OnlineParser
TapcuHr — aBTOMATUINPOBaHHI NPOLIECC M3BNENeHNA Aaki
wAn uHdOpMaLMK ¢ BeB-CTpaHuL, Mocne U3BNeYeHs HEOBXORMMBIX AaH
MIPOBOAKTCA 2HANH3 KOHTEHTa COUMANbHbIX CeTeit
Vk Parser YouTube Parser

B s \ G e e

Figure 3 — parsing web interface
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The figures 3 and 4 shows the main interface of the OnlineParser web
application for automated collection of comments from social networks. The
system consists of two main functional modules: VK Parser and YouTube Parser.
The VK Parser module is designed to collect comments on the VK social network,
and the YouTube Parser module is designed to automatically collect comments left
on videos. In the upper part of the interface there is a navigation menu for going
to the main page and the corresponding parser modules. In addition, the user can
start the data collection process by entering a link to the desired web address. The
collected text data is used for further processing, analysis, and use in machine
learning models.

& oo @ e W vimocs B Youlibenspcen

VkParser YoutubeParser

nnnnnnnnnnn

Figure 4 — An inside look at each social network parser

Module 3: Text Corpus Module for Training, contains texts with obscene and
aggressive language in the Kazakh language, collected from open sources.

To collect data on obscene and aggressive language, comments from social
media, open internet forums, user discussions, and general conversational texts
were used. The data corpus contains over 20,000 sentences in the Kazakh language,
including obscene and aggressive expressions.

Module 4: Semantic Text Analysis Module for Kazakh. The Semantic Text
Analysis Module creates a machine learning model for detecting obscene and
aggressive language in text, as well as a deep learning model.

At the initial stage of processing, the system checks whether the incoming
text actually contains linguistic markers that make deeper analysis meaningful. In
practice, not every document reaches the next phase. Some fragments are filtered
out immediately because the content is too vague, while others simply do not
contain the semantic patterns required for further examination. We noticed during
testing that this preliminary filtering reduces unnecessary computational load,
although occasionally it may skip texts that later turn out to be important.

The overall process operates through a server connected to multiple electronic
devices over a data network. First, a collection of parameters describing potentially
harmful content is formed. These parameters are not entirely static; some of
them are adjusted manually during the configuration stage because fixed settings
alone were not sufficient for stable detection. At one point the model became too
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dependent on direct keywords, which created problems when the wording was
intentionally altered.

The machine learning algorithm is then trained using different categories of
examples, including both acceptable and problematic textual materials. The goal
of the training phase is not only to recognize isolated words but also to identify the
broader type of content based on combinations of features. In this case, particular
attention is given to extremist materials. Interestingly, the system sometimes
identifies suspicious content even when explicit terminology is absent, simply
because several indirect indicators appear together within the same resource.

Text itself is not the only element involved in classification. The model also
considers additional resource characteristics such as the URL address, the title of
the webpage, HTML structure, embedded textual fragments, and screenshots of the
resource. Initially this seemed somewhat excessive, yet later experiments showed
that structural and visual properties often provide signals that plain text analysis
misses. This became especially noticeable when certain resources attempted to
disguise or distort textual information.

Once training is completed, the prepared machine learning model is distributed
across connected electronic devices. Each device receives an already trained
algorithm capable of comparing extracted resource features with previously
learned patterns. The comparison process is multidimensional rather than linear.
Sometimes the model reacts to secondary contextual clues rather than obvious
indicators. At first this behavior looked inconsistent, though after additional
evaluation it became clear that such responses occasionally improve overall
detection accuracy.

Adapting machine learning techniques to the Kazakh language introduces
several additional complications. Kazakh linguistic structure differs from many
widely studied languages because of its extensive morphological variation. A
single root word may appear in numerous grammatical forms, and separating
stems from suffixes is not always straightforward. In several test cases the system
interpreted different grammatical versions of the same word as unrelated tokens.
That created instability during classification and increased noise inside the dataset.

Another issue involves stop words. These words occur constantly in both
everyday communication and thematic publications. On one hand, they rarely carry
strong semantic meaning. On the other hand, removing them entirely sometimes
damages contextual relationships inside the sentence. During experimentation we
observed that excessive repetition of stop words negatively affects model training
and leads to additional classification errors. However, aggressive elimination
of all stop words also produced weaker results in certain situations. Because of
this, processing Kazakh-language texts requires a more flexible and less rigid
preprocessing strategy than we originally expected.

Statistics — these are statistical data on the text, determined by the frequency
of occurrence of a word or symbol. This data is effective for training texts in
classification tasks. These features (Formulas R. 1 - R. 5):
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__ unigque words .
fEﬂtILT‘El word rounts (1)’
Feature; determines the ratio of the number of unique words in the text to the

total number of words and characterizes the lexical diversity of the text.

feature, = word counts (2);

Feature: indicates the total number of words in the text and is used as a marker
to characterize the size of the text.

feature; = symbol counts (3);

Features determines the total number of special characters in the text and
characterizes the symbolic structure of the text.

feature  ;opee = Liep X x; in text (4);

Feature .. calculates the total number of characters belonging to a given
alphabet that occur in the text
LIWC (Linguistic Inquiry and Word Count) was used—a text analysis

program.
LIWC, = ’:—:‘ + 100 (5).

LIWC, — percentage of the category k;

Fk - the number of words belonging to category k;

n - the number of all words in a text or sentence.

It calculates the extent to which various word categories are used in text and
can process texts ranging from emails to speeches, poetry, and transcribed natural
language in text or text formats.

Kazakh is an agglutinative language in which a single lexical root may generate
numerous word forms through the addition of derivational and inflectional suffixes.
Such morphological richness increases vocabulary sparsity and negatively affects
text classification performance if different word forms are treated as independent
lexical units. Therefore, a custom Kazakh stemming algorithm was developed to
normalize word forms before feature extraction.
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Figure 5 — Architecture and Workflow of the Proposed Kazakh Stemming Algorithm

Figure 5 shows the general architecture and word processing stages of the
proposed Kazakh Stemming algorithm. The algorithm determines the word
stem by preprocessing the text, tokenizing it, searching the stem dictionary, and
removing suffixes step by step. If the stem is not found in the initial dictionary,
the system iteratively removes suffixes and searches again after each step. This
approach allows for effective processing of the agglutinative features of the
Kazakh language, increasing the quality of text normalization and the accuracy of
subsequent classification models.

Results. For this purpose, statistical characteristics, parts of speech (POS part
of speech), linguistic inquiry and word count (LIWC), and term frequency (TF-
IDF) characteristics are used.

For text classification, the following deep learning methods are used:
convolutional neural network (CNN) and recurrent neural network (Figure 6)
(LSTM).

Input Texts | Text Preprocessing Output

N ‘ Text cleaning

Articles, comments,
forums, social media

—=— ¥
1 Tokenization
—h‘ {
Lowercasing

——————
Stopword removal

Figure 6 — Proposed model

In a neural network, the input layer, hidden layer, and output layer are known.
Thus, the difference between the architecture of deep learning and neural networks
lies in the specified number of hidden layers. A simple neural network has only
one hidden layer, whereas deep learning has more than one hidden layer.

They start with a layer of input neurons, where feature vectors are input, and
then the values are passed to hidden layers.
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The output layer. With each connection, a value is passed forward, multiplied
by the weight, and a bias is added to the value. This occurs with each connection,
and at the end, the output layer value is obtained. The output layer consists of one
or more output nodes. In the presented design, there is only one node, since the
task is binary classification.

To calculate the values for each output node, each input node p is multiplied
by the weight W and a bias b is added. All of this is then summed and passed to a
function f. This function is considered the activation function. Typically, a rectified
linear unit (ReLU) is used for hidden layers, a sigmoid function for the output
layer in binary classification problems, or a softmax function for the output layer
of multi-class classification problems. In the presented design, a sigmoid function
is used. The algorithm begins by initializing the weights with random values, and
then they are trained using a method called backpropagation. This is accomplished
using optimization methods (also called optimizers), such as gradient descent, to
reduce the error between the computed and desired outputs (also called target
outputs).

The error is determined by a loss function, the loss of which is minimized using
the Adam optimizer, and the cross-entropy loss function.

Database. The number of hate speech user comments included in the database
corpus is about 20,000 and the number of neutral comments is about 20,000
sentence sequences.

The collected corpus was converted to .csv format and saved as a document.
We divided the hate speech language corpus document into 4 columns: the ordinal
number of comments in order, the comment itself, the clean version of the comment
(cleaned from stop words, punctuation marks, emojis, etc.) and the class attributes
"1/0".

Most of these stop words were taken from the nltk library. There are 300 words
in the Kazakh language, as well as some of our own, on the topic of hate speech.
As a result, they helped to better identify such thematic texts. Stemming removes
unnecessary suffixes and prefixes, ultimately leading to the root. This part was
developed using proprietary algorithms. The algorithm operates on two different
approaches. The first is to search for unique words in the database and replace
them in the text. If such words are not present in the database, it will be performed
according to the rules of the Kazakh language. Stemming was written in Python
(Figure 7).

80



ISSN 1991-346X 3. 2026

Figure 7 — Linguistic Inquiry and Word Count

This does lead to some performance issues, but this is not critical. Furthermore,
it was compiled into three root word stems. The first is the simplest, containing
1,000-2,000 words. The second contained 27,000 words. And the third largest,
81,000 words. Three different stem database approaches yielded good results in
practice.

The evaluation covers a variety of models, including conventional machine
learning algorithms, ensemble methods, and deep learning frameworks. The goal
is to evaluate their categorization abilities by exposing the performance variances
attributable to their different learning mechanisms in a standardized experimental
design. The goal of the study is to develop models that achieve high predictive
accuracy, while ensuring reliability and robustness by systematically analyzing
these performances across multiple evaluation metrics.

The compares the performance indicators (Accuracy, Precision, Recall, F1-
score and AUC) of different classification models used in the cyberbullying
detection task. (Figure 8)

100 ¢

Percentage (%)

.
& vfr & & & & $ £ & &
B Accuracy (%) B Precision (%) B Recall (%) B Fi-score (%) BN AUC (%)

Figure 8 — Evaluation metrics chart
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According to the results, the BILSTM model achieved the highest results in
all main metrics (Accuracy — 91.3%, Precision — 92.6%, Recall — 93.0%, F1-
score — 92.7%, AUC — 92%). While the Naive Bayes model showed the lowest
indicators. These results prove that deep learning models, especially the BILSTM
architecture, are more effective than traditional machine learning methods in
detecting offensive comments in the Kazakh language.

When dealing with abusive language detection, the LSTM architecture turned
out to be more flexible than many conventional classification approaches because it
does not examine words as isolated elements only, but instead follows the sequence
of language in a more natural way, preserving contextual relations between
earlier and later parts of a sentence at the same time. During experimentation we
noticed that offensive meaning is often hidden not in a single expression but in
the interaction between phrases, tone, and surrounding context, and this is exactly
where bidirectional processing becomes useful. The model analyzes textual
information from both directions, which helps it capture subtle dependencies that
simpler machine learning systems frequently ignore or misinterpret. In practice,
some comments looked harmless when individual words were examined separately,
although the complete sentence clearly carried aggressive intent. Another important
point is that LSTM networks reduce dependence on manually constructed
linguistic features, which honestly becomes a difficult and time-consuming
process when datasets grow larger or language patterns begin changing rapidly,
especially in online communication environments. Instead of relying entirely on
predefined indicators, the system gradually learns internal representations directly
from training examples, and this adaptive behavior makes the model more stable
when users intentionally distort offensive vocabulary, replace characters, or create
unusual sentence structures. At the same time, the model is not flawless either,
since contextual interpretation sometimes becomes overly sensitive, but overall
the ability to retain sequential information gives LSTM-based approaches a
noticeable advantage in abusive language recognition tasks.

Figure 9 provides a comparative comparison of ten different algorithm models
evaluated on four different standard performance metrics, namely accuracy, recall,
precision, and F1-score, expressed as percentages.
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Cyberbullying Classification Dataset AUC-ROC
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Figure 9 — AUC ROC evaluation metric indicator

Despite the many advantages of the proposed LSTM model for detecting abusive
language words, it is worth noting that there are some limitations to consider.
First, although the bidirectional model captures both old and new contexts, the
complexity of the model and the computations require a considerable amount of
time. This can be problematic when used in applications where speed is critical.
Second, the performance of the model is largely dependent on the quality of the
training data, i.e., if the training data does not sufficiently represent the diversity of
the spoken language, the model may not be able to generalize to the unseen data.
In addition, the model output requires close attention to hyperparameters, which
require extensive tuning to achieve high performance. Finally, although the LSTM
model can handle long sequences of text, it may be difficult to work with very long
texts due to its fixed-size hidden state.

Discussion. The results of the experiments show the usefulness of deep learning
approaches for recognizing objectionable comments in the Kazakh language.
The best performance was obtained by the BiILSTM model, with an Accuracy of
91.3%, a Precision of 92.6%, a Recall of 93.0%, and an F1-score of 92.7%. These
results outperformed the tested classical machine learning algorithms. The results
show that the bidirectional contextual processing is beneficial for addressing
the morphological complexity of the Kazakh language. The proposed stemming
strategy is also further helpful to the text normalization process by decreasing the
differences in the word forms. However, the success of the model is still dependent
on the quality and diversity of the training data. Future study will focus on bigger
Kazakh-language datasets and more powerful Transformer-based models, aiming
for improved generalization and contextual comprehension.

Conclusion. In conclusion, although challenges and opportunities for further

83



Academic Scientific Journal of Computer Science 3.2026

improvement remain, the proposed LSTM model has shown significant progress
and results in solving the problem of common language-based opinions on
digital platforms. It has demonstrated the effectiveness of deep learning methods
in understanding the complexity of human language by providing automated
solutions to problems that cannot be effectively solved by traditional methods.
This research work represents an important step towards harnessing the power
of artificial intelligence to create secure and inclusive digital communication
platforms. Future advances in this field are expected to not only produce reliable
and effective models, but also provide new insights into language understanding
and modeling in digital media.

References

Alsubait T and D. Alfageh, (2021) Comparison of machine learning techniques for cyberbullying
detection on youtube arabic comments,” International Journal of Computer Science and Network
Security, vol. 21. — Ne 1. — P. 1-5. DOI: https://doi.org/10.22937/IJCSNS.2021.21.1.1 (in Eng.)

Dewani A., M. Memon and S Bhatti, (2021) Cyberbullying detection: Advanced preprocessing
techniques & deep learning architecture for roman urdu data. Journal of Big Data, vol. 8, — Ne 17
— P. 1-20. DOI: https://doi.org/10.1186/s40537-021-00550-7 (in Eng.)

Hall D., Y. Silva, Y. Wheeler, L. Cheng and K. Baumel, (2021) Harnessing the power of
interdisciplinary research with psychology-informed cyberbullying detection models. International
Journal of Bullying Prevention, vol. 4. — Ne.l. — P. 47-54. DOI: https://doi.org/10.1109/
ICICCS48265.2020.9121046 (in Eng.)

Arce-Ruelas K. (2022) Automatic cyberbullying detection: A Mexican case in high school and
Higher Education Students, IEEE Latin America Transactions, vol. 20. — Ne. 5. — P. 770-779. DOI:
https://doi.org/10.1109/TLA.2022.9693561 (in Eng.)

Ahmed T., M. Rahman, S. Nur, A. Islam and D. Das. (2021) Natural language processing
and machine learning based cyberbullying detection for Bangla and romanized bangla texts.
TELKOMNIKA (Telecommunication Computing Electronics and Control), vol. 20. — Ne 1. — P.
89-97. DOL: http://doi.org/10.12928/telkomnika.v20i1.18630 (in Eng.)

Toktarova A., Sultan D., & Azhibekova Z. (2024, May) Review of Machine Learning Models
in Cyberbullying Detection Problem. In 2024 IEEE 4th International Conference on Smart
Information Systems and Technologies (SIST) ). IEEE. — P. 233-238. DOI: http.//doi.org/10.1109/
SIST61555.2024.10629223 (in Eng.)

Al-Marghilani A. (2022) Artificial intelligence-enabled cyberbullying-free online social
networks in smart cities. International Journal of Computational Intelligence Systems, vol. 15. — Ne
1.—P. 1-13, 2022. DOLI: https://doi.org/10.1007/s44196-022-00063-y (in Eng.)

Theng C., N. Othman, R. Abdullah, S. Anawar, Z. Ayop et al., (2021) Cyberbullying detection
in twitter using sentiment analysis. International Journal of Computer Science & Network Security,
vol. 21. — Ne 11. — P. 1-10, 2021. DOTI: https://doi.org/10.22937/IJCSNS.2021.21.11.1 (in Eng.)

Sarac E. Essiz and M. Oturakei, (2021) Artificial bee colony—based feature selection algorithm
for cyberbullying. The Computer Journal, vol. 64. — Ne 3. — P. 305-313. DOI: https://doi.
org/10.1093/comjnl/bxaa066 (in Eng.)

Gomez MC.E.O. Sztainberg and R.E. Trana (2022) Curating cyberbullying datasets: a human-Al
collaborative approach. International journal of bullying prevention, vol. 4. — Ne 1. — P. 35-46.
(in Eng.)

Salawu S., J. Lumsden and Y. He. (2022). A mobile-based system for preventing online abuse
and cyberbullying," International Journal of Bullying Prevention., vol. 4. — Ne 1. — P. 66-88. (in
Eng.)

Mladenovi¢ M., V. OSmjanski and S. V. Stankovi¢, (2021) Cyber-aggression, cyberbullying, and
cyber-grooming: a survey and research challenges,” ACM Computing Surveys (CSUR), vol. 54. —
Nel. — P. 1-42. DOL: https://doi.org/10.1145/3424246 (in Eng.)

84



ISSN 1991-346X 3. 2026

Sangwan S.R. and M.P.S. Bhatia (2021) Denigrate comment detection in low-resource Hindi
language using attention-based residual networks,” Transactions on Asian and Low-Resource
Language Information Processing, vol. 21.— Ne 1. —P. 1-14. DOL: https.//doi.org/10.1145/3431729
(in Eng.)

Yan R., Y. Li, D. Li, Y. Wang, Y. Zhu et al., (2021) A Stochastic Algorithm Based on Reverse
Sampling Technique to Fight Against the Cyberbullying. ACM Transactions on Knowledge
Discovery from Data (TKDD), vol. 15. —Ne. 4. — P. 1-22. DOL: https://doi.org/10.1145/3441455
(in Eng.)

Toktarova A., Sultan D., & Azhibekova Z. (2024, May) Review of machine learning models
in cyberbullying detection problem. In 2024 IEEE 4th International Conference on Smart
Information Systems and Technologies (SIST). — P. 233-238. DOIL: https://doi.org /10.14569/
ijacsa.2024.0151018 (in Eng.)

85



Publication Ethics and Publication Malpractice
in the journals of the Central Asian Academic Research Center LLP

For information on Ethics in publishing and Ethical guidelines for journal publication see http://
www.elsevier.com/publishingethics and http://www.elsevier.com/journal-authors/ethics.

Submission of an article to the journals of the Central Asian Academic Research Center LLP
implies that the described work has not been published previously (except in the form of an abstract or
as part of a published lecture or academic thesis or as an electronic preprint, see http://www.elsevier.
com/postingpolicy), that it is not under consideration for publication elsewhere, that its publication
is approved by all authors and tacitly or explicitly by the responsible authorities where the work was
carried out, and that, if accepted, it will not be published elsewhere in the same form, in English or in
any other language, including electronically without the written consent of the copyright-holder. In
particular, translations into English of papers already published in another language are not accepted.

No other forms of scientific misconduct are allowed, such as plagiarism, falsification, fraudulent
data, incorrect interpretation of other works, incorrect citations, etc. The Central Asian Academic
Research Center LLP follows the Code of Conduct of the Committee on Publication Ethics
(COPE), and follows the COPE Flowcharts for Resolving Cases of Suspected Misconduct (http://
publicationethics.org/files/u2/New_Code.pdf). To verify originality, your article may be checked by
the Cross Check originality detection service http://www.elsevier.com/editors/plagdetect.

The authors are obliged to participate in peer review process and be ready to provide corrections,
clarifications, retractions and apologies when needed. All authors of a paper should have significantly
contributed to the research.

The reviewers should provide objective judgments and should point out relevant published works
which are not yet cited. Reviewed articles should be treated confidentially. The reviewers will be
chosen in such a way that there is no conflict of interests with respect to the research, the authors and/
or the research funders.

The editors have complete responsibility and authority to reject or accept a paper, and they will
only accept a paper when reasonably certain. They will preserve anonymity of reviewers and promote
publication of corrections, clarifications, retractions and apologies when needed. The acceptance of
a paper automatically implies the copyright transfer to the Central Asian Academic Research Center
LLP.

The Editorial Board of the Central Asian Academic Research Center LLP will monitor and
safeguard publishing ethics.

Requirements for articles design for publication in the journal are available on the websites:
www:nauka-nanrk.kz
http://physics-mathematics.kz/index.php/en/archive
ISSN2518-1726 (Online),

ISSN 1991-346X (Print)

Managing Editor: A.Shormakova
Editors: D.S. Alenov, T. Apendiev
Computer layout: G.D. Zhadyranova

Signed for print: September 30, 2026
Format: 7090 1/16. 26.5 printed sheets. Order No. 3.

«Central Asian Academic Research Centery LLP
Almaty, Shevchenko Street, 28



