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Abstract. Wireless networks are now ubiquitous as part of the global digital
infrastructure, providing communications in residential, commercial and public
contexts. The advent of the Wi-Fi Protected Access III (WPA3) protocol has
represented a major advance in wireless network security through improved
authentication and better cryptographic protections. Nevertheless, despite the
advances provided by WPA3, there continue to be vulnerabilities in wireless
network availability that attackers can leverage. Specifically, de-authentication
attacks exploit vulnerabilities in IEEE 802.11 management frames that do not
compromise the integrity of encryption, but can disrupt client access to the
network. This study aims at assessing the resistance of WPA3 wireless networks
against de-authentication attacks, as well as analyzing the effects of these attacks
on the availability of the network. The study employed an experimental approach
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based on a controlled wireless testbed where both WPA2 and WPA3 network
configurations were created and tested with simulated de-authentication attacks.
The results demonstrated that while WPA3 provides significant improvements in
authentication and encryption, it is possible to negatively impact its availability
through de-authentication attacks under specific circumstances. The study
identifies potential avenues to improve the protection of wireless networks
against availability attacks, including enhancing the protection of IEEE 802.11
management frames and developing more sophisticated intrusion detection
systems. The purpose of this study is to evaluate the behavior of modern wireless
networks under deauthentication attacks and to assess the impact of these attacks
on wireless network availability in a network infrastructure that utilizes modern
security standards. The experiments demonstrate that deauthentication attacks can
seriously impact wireless network stability, disrupting communications between
wireless devices and access points.
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Annoranusi. CbIMCBI3 Kellijep Ka3ipri yakbITTa TYPFbIH Yi, KOMMEPUIHUSIBIK
KOHE KOFaM/IbIK KOHTEKCTE OalIaHBICTHl KAMTaMAachI3 eTeTiH KahaHAbIK UQPIBIK
nH(paKypbUIBIMHBIH Oeuriri periHje keH TapairaH. Wi-Fi Protected Access 111
(WPA3) mporokonblHBIH Taina Oolybl ayTeHTH(PHUKALUSHBI KaKCapTy >KoHE
KpUNTOTpaUsIBIK KOPFayabl >KaKCapTy apKbUIBI CHIMCBHI3 JKell Kayilci3giriHiH
aiitapneikTaii inrepineyin kepcerti. Jereamen, WPA3 ycwlHFaH keTicTiKTepre
KapaMacTaH, CBIMCBI3 JKeJIIHIH KOJDKETIMIUTIITIHIe Ma0yblIIayibliap naijanana
anaTelH oOcajAbIKTap om ne Oap. Hakrelpak aiitcak, ayTeHTH(UKALMsIIAH
0ac Tapry maOysuinapel [EEE 802.11 Gackapy mieHOepiHmeri ocaiabIKTap/abl
naiiianananpl, onap MMUQpIayIblH TYTacThIFIHA HYKCaH KenTipMelai, Oipax
KIMEHTTIH KeJlire KipyiHe Kexepri KenTipyi MyMKiH. Byi 3eprrey wpa3 ceIMchI3
KEJIepiHiH ayTeHTUGHUKaNKs adybulIapblHa TO3IMIUNIrIH OaranayFra, COHIaM-
aK OCHhI a0y BUTAAPBIH KeJiHIH KOJDKETIMIUTITIHE 9CepiH TaniayFa OarbITTaFaH.
3eprTey OapbicbiHna wpa2 sxoHe WPA3 skeninik KoHQUrypauusiapsl xKacalraH
KOHE HMHTAlMsUIaHFaH ayTeHTH(UKanus [malybliaapbl apKbUIbl CHIHAIFAaH
0acKapbUIaThIH  CHIMCBI3  CHIHAK ~ aJaHblHA HETI3/ENreH  OKCIEPHUMEHTTIK
Tocin konnmausuiael. Hortmwxkenep WPA3  ayrenTudukanus MeH mudpiayaa
alTapIbIKTail XKaKcapTylapabl KaMTaMachl3 eTKeHIMeH, Oenrini Oip skaraainapaa
ayTeHTUpHUKanusgan 6ac TapTy madybulgaphl apKbUIBI OHBIH KOJDKETIMILTITiHE
Tepic ocep €Tyl MYMKiH €KEHIH KepceTTi. 3epTTey CBhIMCBHI3 IKeniiepii
KOJDKETIMAUTIK a0ybuljapblHaH KOPFay/Abl jKaKCcapTyAblH BIKTUMAaJl JKOJNJapbIH,
cousl iminge IEEE 802.11 Oackapy »yilenepiH Koprayabl KYLISHTYHi >KoHE
WHTPY3USIHBI aHBIKTAYJIBIH JKETULAIPIATeH KYHeNlepin a3ipiaeyal aHblKTaiapl. by
3epTTeyliH MakcaTbl - ayTeHTH(UKAIUACH3 Mmadybuiaap Ke3iHIeri 3amaHayu
CBIMCBI3 JKENJIepAiH OpeKeTiH Oaranay j>KOHE OCHl IAOYBUITApABIH 3aMaHayd
KayiICi3iK cTaHAapTTapbIH Nai1anaHaThIH KeJTiK THPPaKypbUTbIMAAFbl CHIMCHI3
KEJHIH KOJDKeTIMAiirine ocepin Oaramay. ToxipuOenep ayTeHTH()UKAIMICHI3
malyblIIap CHIMCHI3 XKEJiHIH TYPaKTBUIBIFbIHA alTapIbIKTall 9cep €Tyl MYMKIiH
CKEeHIH, CBHIMCBHI3 KYPBUIFBIJIAp MEH Kipy HYKTeJepi apachlHIArbl OailaHBICTHI
Oy3ybl MYMKiH €KEeHIH KOpceTeIi.

Tyiiin ce3gep: Ceimcb3 xkeni Kayimeizniri, WPA3, Jleayrentudukamus
malysibl, Wi-Fi kayincizairi, CbIMCBI3 JKemisiepie HHTPY3USHBI aHbIKTay
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AHHoTauusA. Akmyairorocms. beCIpoOBOIHBIE CETH SIBISIOTCS BAXKHOU YacThIO
COBPEMEHHOU TU(PPOBOH HMHOPACTPYKTYphl U 00ECIICYMBAIOT CBSI3b B KHIIBIX,
KOMMEPUYECKHX, 00pa30BaTeIbHBIX U O0IIECTBEHHBIX MPOCTpaHcTBaX. [losiBieHue
npotokonia Wi-Fi Protected Access III (WPA3) crtano 3HaAa4MMBIM 3TaroM B
pa3BUTHH 0€30TIaCHOCTH OECTIPOBOTHBIX CETeH O1arogaps yCoBEpIICHCTBOBAHHOM
ayTeHTU(UKANUA ¥ Kpunrorpaduueckod 3ammure. Bmecte ¢ TeM nmaxe mpu
ucnoiab3oBanu WPA3 coXpaHSIOTCS PUCKH, CBA3AHHBIC C JOCTYMHOCTHIO CETH.
B uactHOCTH, aTaku JeayTECHTHU(HUKAIMU HCIOJIb3YIOT OCOOCHHOCTH KaIpOB
ympasnenus [EEE 802.11 u Moryt HapymaTth MOAKIIOYEHHUE KIMEHTOB K CETH,
HE 3aTparuBas HaNpsIMyl0 KpUNTOrpadUyuecKyro IEeTOCTHOCTh IepeaaBacMbIX
naHHBIX. [[ens. OUEHUTh yCTOMYMBOCTH OecripoBOmHBIX ceteii WPA3 k atakam
JeayTeHTU(UKAMA H OINPEACIUTh BIUSHUE TaKUX arTak Ha JOCTYIHOCTh
OeCIpOBOIHON CETH B YCIOBHUSIX COBPEMEHHOH CETeBOH WH(PACTPYKTYPHI.
Memoovl. HccnegoBaHue OCHOBAHO Ha OJKCIHEPUMEHTATBLHOM TMOAXOAEC C
HCIIOJIH30BaHIEM KOHTPOJIUPYEMOTro OeCIpOBOIHOTO UCIBITATEILHOTO CTeH1a. B
paMKax SKCIIEpUMEHTA OBIITN CO3/IaHbl M MIPOTECTHPOBAHBI KOHPUTYPAIIUU CeTeH
WPA2 u WPA3, mociie gero mpoBejeHa MMHTANUA aTaKk JeayTeHTU(DUKAUN
JUISL OLIEHKH BIIMSIHUS Ha CTA0WIBHOCTh COCIMHEHHS, JIOCTYIMHOCTb CETH U
B3aMMO/ICHCTBUE KIMEHTCKUX YCTPOWCTB ¢ TOYKOH poctymna. Ocoboe BHUMaHUE
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YIIETICHO aHAJIN3Y MOBEACHUS CETU IIPU BO3AeHCTBUM Ha Kaapsl ynpasieHus IEEE
802.11 m cpaBHEHHMIO YCTOMYMBOCTH PA3NUYHBIX KOH(HUTyparuii 6€30MacHOCTH.
Pesynomamor u 6visoowi. PesynpraThl mokazanu, 4yro WPA3 oOecrneunBaer
CYIIECTBEHHbIC YIIYUIIEHUS B YacTH ayTeHTU(UKAUMM W IMH(POBaHUS IO
CPaBHEHMIO C TPEABIIYIIMMH CTaHJapTaMM, OJHAKO TIPHU OINpeAeSeHHBIX
YCIIOBHSIX aTakW JeayTeHTHU(HUKALUNU MOTYT HETaTHBHO BIUSTh Ha JOCTYIHOCTb
OecripoBojHON ceTtr. [IpoBeleHHBIE DKCIIEPUMEHTHI TOATBEPIMIIN, YTO TaKUE
aTaky CIoCOOHBI HAPYIIATh CTAOMIBHOCTH OECITPOBOHOM CBSA3H, IPEMATCTBOBATD
KOPPEKTHOMY B3aMMOJICHCTBUIO KIMEHTCKUX YCTPOMCTB € TOUKAaMH JOCTyHa U
CHIDKaTh HaJEKHOCTh CETEBOM MHPPACTPYKTYphl. B nccienoBanuu onpeaeneHbl
MOTEHIIMAJIbHBIC HANPaBICHUS TOBBIILICHNS 3aIUIIEHHOCTH OCCIIPOBOIHBIX CeTel
OT aTak Ha JOCTYIIHOCTb, BKJIOUAsl YCUJICHUE 3alUThI KaJapoB ynpasieHus IEEE
802.11, npuMeHeHne MEXaHN3MOB MOHUTOPUHTA CETEBBIX AaHOMAJINH 1 pa3padoTKy
O0onmee A(P(EKTUBHBIX CHUCTEM OOHApPYKCHHSI BTOPKCHHH B OCCIIPOBOTHBIX
ceTsx. [IpakTudeckass 3HaUMMOCTh UCCIIEJIOBAHUS 3aKJIIOUAETCS B BOZMOXKHOCTH
WCIONB30BaHMUs IIOJYYEHHBIX PpEe3yJbTaTOB IPH IPOEKTUPOBAHWU M OLIEHKE
Oe3omacHoct  Wi-Fi-uH(pacTpykTypbl B OpraHu3anusx, 00pa3oBaTejbHbIX
YUPEKICHUSAX U OOIIECTBEHHBIX CETAX.

KuaiwueBble caoBa: Oe3omacHOCTh OecrnpoBomHbIX cereir, WPA3, araka
neayreHTudukanuu, OezomacHocts Wi-Fi, IEEE 802.11, kanpsl ympaBieHus,
JOCTYITHOCTb CETH, OOHapyXEHUE BTOPKEHUI B OECIIPOBOIHBIC CETH

Introduction. Wireless Networks are now a central element in contemporary
communication infrastructures, enabling both residential and enterprise users to
transmit data via Wi-Fi. With the ever-increasing number of devices being added
to wireless networks, and their increasing role as a means to provide internet access
and support digital services, the security of wireless networks has emerged as a
very important topic of research in modern network engineering and cybersecurity
studies (Stallings et al., 2018).

The mechanism for communication in Wi-Fi networks, defined by the IEEE
802.11 standard, provides for communication between wireless clients and access
points. Due to the open nature of radio transmission, wireless communication is
inherently more susceptible to threats than wired networks. A threat actor who
is within range of a wireless network’s radio coverage can attempt to intercept
data being transmitted, impersonate legitimate network devices, or disrupt
communication between wireless clients and access points. This makes wireless
networks particularly appealing to various types of cyberattacks, including
eavesdropping, unauthorized access, and denial-of-service attacks (Mishra et al.).

There have been many different methods developed over the years to secure
wireless communications. Security enhancements began with the Wired Equivalent
Privacy (WEP) protocol, then evolved to Wi-Fi Protected Access (WPA) and
Wi-Fi Protected Access II (WPA2), which included stronger encryption and
authentication mechanisms. Although there have been significant enhancements
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to the WPA2 protocol family, numerous researchers have found that WPA2
networks remain vulnerable to several security attacks. One example is the Key
Reinstallation Attack (KRACK) that was discovered due to vulnerabilities in the
WPA2 four-way handshake, allowing an attacker to manipulate encrypted traffic
under specific circumstances (Vanhoef et al., 2017).

As aresponse to the KRACK vulnerability, the Wi-Fi Alliance released the new
WPA3 protocol, which includes better authentication mechanisms and improved
cryptographic protections compared to its predecessor WPA2. Specifically,
WPA3 replaces the Pre-Shared Key authentication method with the Simultaneous
Authentication of Equals (SAE) protocol, designed to prevent offline dictionary
attacks and improve password-based authentication. Unfortunately, subsequent
research demonstrated that WPA3 is not invulnerable to all security vulnerabilities.
Research published in “Dragonblood” demonstrated that weaknesses in the SAE
handshake can be exploited using downgrade attacks and side-channel attacks
(Vanhoef et al., 2020).

In addition to authentication vulnerabilities, researchers have also identified
vulnerabilities in the IEEE 802.11 standard itself. Design flaws in frame aggregation
and fragmentation mechanisms allow an attacker to manipulate encrypted frames
and inject malicious traffic into wireless networks, potentially impacting multiple
generations of Wi-Fi security protocols, including WPA3 (Vanhoef et al., 2021).
These findings demonstrate that the security of wireless networks depends not
only on the strength of encryption algorithms but also on the strength of the
communication protocols.

Another type of attack that continues to exist in modern wireless networks
are availability attacks. Deauthentication attacks utilize vulnerabilities in
management frames to communicate between clients and access points. An
attacker can cause clients to be disconnected from a wireless network by sending
forged deauthentication frames. Because management frames have historically
been transmitted without authentication, deauthentication attacks can continue
to negatively impact modern wireless networks under certain configurations
(Gongalves et al., 2018).

Although WPA3 includes new features such as Protected Management
Frames (PMF), research has indicated that availability attacks can continue to
negatively impact wireless networks depending on how the network is configured
and implemented. Therefore, evaluating the resiliency of WPA3 networks to
deauthentication attack scenarios remains an important problem in wireless
network security research.

This project evaluates the resiliency of WPA3 wireless networks to
deauthentication attack scenarios and evaluates the effects of such attacks on
network availability. Additionally, this project identifies limitations in modern
wireless security mechanisms and outlines potential avenues for enhancing
wireless network protection mechanisms in future wireless network architectures.

Literary review

373



Academic Scientific Journal of Computer Science 2.2026

Background of Wireless Network Security

Wireless networks have become an essential element of contemporary
digital infrastructure; they provide flexibility and scalability for end-users,
businesses and public services to communicate using internet connections,
mobile communications, and to transfer data. Many Wi-Fi technologies (IEEE
802.11 standards) support this process. With the rapid proliferation of wireless
communication technologies comes an increased number of connected devices
including mobile phones, laptops, smart home systems and [oT devices. Thus, the
security of wireless networks has emerged as a significant area of study in today’s
network engineering and cybersecurity fields (Stallings et al., 2018).

Wireless communication systems differ from wired counterparts since they use
radio signals to transmit information, thus making them susceptible to potential
security threats due to being physically exposed and accessible to anyone who
falls within the wireless network’s signal footprint. Those individuals can intercept
wireless network transmissions, impersonate legitimate network devices, or
prevent communication between clients and access points. As a result, wireless
networks face many different types of security threats such as unauthorized access,
interception of traffic, spoofing of devices, and DoS attacks (Bianchi et al., 2018).

In order to minimize these security risks, Wi-Fi networks implement security
protocols to ensure that three fundamental security characteristics are met:
confidentiality, integrity, and availability. Confidentiality ensures that data
transmitted via the wireless network is encrypted. Integrity ensures that transmitted
data cannot be altered or tampered with. Availability provides assurance to
legitimate users that access will not be interrupted. Together, these security
attributes represent the basis of wireless communication protection frameworks
(Stallings et al., 2018).

Evolution of Wi-Fi Security Protocols

The advancements made in Wireless Communication Technologies have been
matched by the continual enhancement of Security Mechanisms aimed at securing
Wireless Networks. The First Wide-Scale Deployed Wireless Security Solution
was Wired Equivalent Privacy (WEP), which was included in the Original IEEE
802.11 Standards. WEP was intended to provide confidentiality via the utilization
of the RC4 Stream Cipher and Shared Encryption Keys. However, subsequent
research revealed multiple flaws in WEP, including weaknesses in Key Management
and the Reuse of Initialization Vectors; these flaws enabled an attacker to recover
encryption keys by analyzing captured traffic, ultimately rendering WEP insecure
and unsuitable for modern wireless networks (Mishra et al., 2018).

As an interim wireless security solution, Wi-Fi Protected Access (WPA) was
developed to mitigate the limitations of WEP. WPA incorporated the Temporal Key
Integrity Protocol (TKIP), improved key management and introduced message
integrity protection solutions. Although WPA significantly enhanced wireless
security compared to WEP, it was designed as a transitional protocol and retained
many architectural limitations.
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A significant improvement in wireless network protection was provided with
the development of Wi-Fi Protected Access II (WPA2). WPA2 implemented the
Advanced Encryption Standard (AES) using the Counter Mode Cipher Block
Chaining Message Authentication Code Protocol (CCMP), providing stronger
protection for the confidentiality and integrity of wireless communications. WPA2
became the dominant security standard for wireless networks for many years.
However, further research demonstrated that WPA2 was not immune to security
vulnerabilities, as demonstrated by the KRACK attack (Vanhoef et al., 2017).

In response to these security challenges, the Wi-Fi Alliance developed
Wi-Fi Protected Access III (WPA3), which incorporates improvements in
authentication and encryption mechanisms. One of the main innovations of WPA3
is the Simultaneous Authentication of Equals (SAE) protocol, which replaces
the traditional Pre-Shared Key authentication mechanism and provides stronger
resistance against offline dictionary attacks. WPA3 also introduces enhanced
encryption mechanisms and improved protection for management frames (Vanhoef
et al., 2020).

Although improvements have been made, recent studies indicate that
modern wireless security protocols still contain potential vulnerabilities. The
“DragonBlood” study demonstrated that weaknesses in the SAE authentication
mechanism could be exploited through downgrade attacks and side-channel
attacks, highlighting limitations in the current design of WPA3 authentication
procedures. In addition, further research has identified structural weaknesses in
IEEE 802.11 mechanisms such as frame aggregation and fragmentation (Hamad
etal., 2021).

Existing Research on Wi-Fi Security

Wi-Fi Network Security has been a subject of study for over two decades,
with extensive study regarding vulnerabilities in wireless protocols, authentication
methods, and network architecture. Studies on Wi-Fi Security in the past analyzed
vulnerabilities in the IEEE 802.11 protocol and reviewed the efficacy of current
protective mechanisms. The discovery of the KRACK vulnerability is one of the
greatest contributions to Wi-Fi Security Research, demonstrating that weaknesses
in the WPA2 four-way handshake could allow an attacker to manipulate
cryptographic keys (Ali et al., 2022).

After the release of WPA3, researchers started studying the security aspects of
the new authentication methods. The Dragonblood research found that the SAE
handshake in WPA3 was susceptible to downgrade and side-channel attacks when
specific conditions existed (Vanhoef et al., 2020). Further studies investigated
the security features of the Dragonfly Handshake and demonstrated that both
implementation details and the configuration of the protocol can greatly impact
the overall security of a WPA3 network (Vanhoef et al., 2020).

Another area of research is focused on attacks that target the availability of
wireless networks. Deauthentication attacks use weaknesses in management
frames utilized by wireless clients and access points to maintain communication.

375



Academic Scientific Journal of Computer Science 2.2026

An attacker can send forged deauthentication frames to cause the forced
disconnection of wireless devices from their networks. Recently, researchers have
been exploring more sophisticated methods for detecting and preventing wireless
attacks, including machine learning-based intrusion detection systems (Hamad S.
et al.).

Research Problem

Despite progress in development of Wi-Fi security protocols, modern Wi-Fi
networks continue to experience a number of security challenges. The transition
from earlier Wi-Fi protocols including WEP and WPA, to more advanced
mechanisms including WPA2 and WPA3 has greatly enhanced confidentiality and
authentication features of wireless communication. However, numerous studies
have demonstrated that even the latest Wi-Fi security protocols may still contain
weaknesses that can be exploited by attackers.

In addition to authentication related vulnerabilities, wireless networks are
vulnerable to attacks targeting the operational features of wireless communication.
One of the most well-known examples is the deauthentication attack which exploits
weakness in management frames used in the IEEE 802.11 protocol (Wang et al.,
2023). By transmitting forged deauthentication frames, an attacker can forcefully
disconnect wireless clients from access points without directly breaking the
encryption mechanisms of the security protocol (Carbajal et al., 2023).

Several studies have analyzed effectiveness of existing protection mechanisms
against management frame-based attacks and found that deauthentication
countermeasures may still be bypassed under certain conditions (Schepers et al.,
2022). Though WPA3 introduces protection mechanisms such as Simultaneous
Authentication of Equals (SAE) and Protected Management Frames (PMF), the
practical resilience of modern Wi-Fi networks against availability-based attacks
remains an important research challenge.

Research Objective

The main objective of this research is to evaluate how well modern wireless
networks can recover from disruptions by means of a deauthentication attack,
specifically for wireless networks secured using WPA3. The primary purpose
was to test and assess the effect of a deauthentication attack on the ability of a
wireless network to provide continuous connections and stable communications
in both WPA2 and WPA3 environments. Furthermore, this research determines if
current security protections are sufficient, and provides researchers and industry
professionals with information that can be used to develop more secure wireless
networks (Chatzoglou et al., 2022).

Scientific Novelty

The innovative aspect of this study are the results from the first overall
assessment of resilience of current wireless networks against deauthentication
attacks; particularly, it evaluated the performance of wireless networks using
WPA3 security protocols. In contrast to many past studies based upon protocol
design defects or theoretical models, this study conducted an experimentally-
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based assessment of the impacts of deauthentication attacks in real-world wireless
networks, allowing for a better understanding of how resilient today’s wireless
security mechanisms are.

A second novel contribution is the combination of experimental assessments
with an evaluation of the prior literature on wireless security vulnerabilities and
attack detection methods. The research contributes to the ongoing debate on
the effectiveness of current Wi-Fi security protocols by showing that improved
authentication and encryption protocols alone do not preclude all types of wireless
attacks.

Materials and Methods

The current section explains the experimental method used to measure the
resistance of modern wireless networks under deauthentication attacks. In
particular, it describes the study of the behaviors of wireless networks working
under WPA2 and WPA3 security protocols which are submitted to management-
frame-based attacks that target their availability (Chatzoglou et al., 2021).

The experimental study was carried out in a controlled laboratory setting so
as to reproduce the results of the tests and accurately monitor wireless traffic.
The research method included the establishment of a wireless testbed, the
implementation of deauthentication attacks and the collection and analysis of
network traffic through packet inspections (Natkaniec et al., 2022).

Research Methodology

The research methodology employed within this study is based upon an
experimental approach aimed at studying the effect of deauthentication attacks on
modern wireless networks. The experimental methodology consists of multiple
phases. At first, a controlled wireless network setting was established in order
to simulate normal wireless communications settings. The experimental setup
consisted of a wireless access point that worked under both WPA2 and WPA3
security protocols; a wireless client device connected to the wireless network and
a monitoring device used to capture and analyze wireless traffic.

Then deauthentication attacks were implemented in order to study the responses
of the wireless network to the malicious management frames. The deauthentication
attacks were implemented by sending fake deauthentication frames to disrupt
the communication between the wireless client and the access point. During the
experiment, wireless traffic was recorded in monitoring mode so as to be able to
record all the frames exchanged in the wireless network (Suryadi et al., 2021).

All the captures have been analyzed using packet inspection tools in order to
identify authentication frames, management frames and deauthentication events
that occurred during the attack. The results of the experiments have been used to
study the resistance of wireless networks under different security configurations
(Carbajal et al., 2021).

Experimental Testbed

The experimental laboratory setting simulated a typical wireless communication
setting and was developed to provide an experimental testbed that could replicate
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the wireless network operations found in typical networks but allow for close
examination and monitoring of wireless network traffic during an active attack.

There were three primary elements to the experimental setup: (1) A Wireless
Access Point (WAP), which was configured to operate with current Wi-Fi security
protocols; (2) A Client Device that was attached to the wireless network via a
wireless interface on the WAP; (3) A Monitoring Device, which was placed into
“monitoring mode” so that the wireless traffic could be captured.

The wireless infrastructure in this experimental environment was provided by a
wireless access point utilizing the OpenWrt firmware. OpenWrt is an open source
operating system for network devices, such as wireless routers, that provides users
with flexibility in configuring their wireless devices and also provides options
for configuring their wireless security settings and protocols. The wireless access
point utilized in this experimental testbed is shown in Figure 1.

Status £ < Log out

Status
System

Hostname OpenWrt

Model ASUS TUF-AX6000

Architecture ARMV8 Processor rev 4

Target Platform mediatek/filogic

Firmware Version OpenWrt SNAPSHOT rZ
/ Lt

Kernel Version

Local Time 01-30 10:29:43

Uptime 12d 14h 37m 32s

Load Av e 0.00, 0.00, 0.00

Memory

Total Available 360.89 MiB / 484.00 MiB (74 %)

5.37 MiB / 484.00 MiB (23%

Figure 1- OpenWrt-based wireless access point used in the experimental environment.

During the normal operational phase, as well as during the Deauthentication
Attack phases, the monitoring device was able to capture the wireless traffic being
transmitted through the wireless network. All of the captured packets were then
saved in PCAP format and were analyzed using various packet inspection tools to
determine the behavior of the authentication exchanges and the behavior of the
management frames and deauthentication events.
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Network Configuration

Two configurations were set up in the experimental testing environment, each
based on different security protocols: a network secured by the WPA2 protocol, and
anetwork operating under the WPA3 security protocol. The network configurations
were set up to allow researchers to analyze how the current generation of wireless
security mechanisms respond to de-authentication attacks.

The WPA2 network was configured to operate under the pre-shared key (PSK)
method of authentication using Advanced Encryption Standard (AES) for data
encryption. To verify the WPA2 network configuration parameters, the authors
analyzed beacon frames and RSN Information Elements captured in the wireless
traffic. The decoded RSN parameters indicated that the PSK authentication suite
was used. An example of RSN parameter decoding for the WPA2 network is
illustrated in Figure 2.

Management [Suite|WPA version” | head -n 80

te type
ite Count: 1

(ccm)
(ccm)

(ccm) (4)

of:ac (Ieee 802.11) PSK

Group Cipher Su
Group Ciphe
Group Cipher §
Pairwise Cipher
ES (CCM)

Figure 2- RSN information elements of the WPA2 network indicating the use of the PSK
authentication suite.

A second wireless network was established using the WPA3 protocol,
which builds upon prior wireless security technologies with additional
enhancements including the Simultaneous Authentication of Equals (SAE)
protocol (Vanhoef et al., 2017). In the experimental environment, the WPA3
network configuration was set-up using SAE authentication with Protected
Management Frames enabled. The authors verified the RSN parameters of
the WPA3 network by analyzing beacon frames captured during operation.
An example of RSN parameter decoding for the WPA3 configuration is
illustrated in Figure 3.
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Cipher
Management (AKM

256)
(SHA256)

suite.

The wireless network configurations were set up and managed through the
OpenWrt administration interface, where it is possible to have complete control
of all wireless parameters including security mode, channel configuration, and
authentication settings. The OpenWrt administration interface for setting up the
wireless experimental network configuration is shown in Figure 4.

Wireless Overview

MediaTek MT7986
802.11ax/b/g/n
Channel: 1

Bitrate:

dBm

MediaTek MT7986
802.11ac/ax/n
Channel:

Bitrate: 14

SSID:
BSSID:
Encryptiol

Figure 4- Wireless configuration interface of the OpenWrt-based access point used in the
experimental testbed.
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Attack Modeling

This study’s attack focus area is a deauthentication attack focused on disrupting
the availability of wireless communication. Deauthentication attacks take advantage
of the characteristics of IEEE 802.11 Management Frames, which handle the
association between wireless clients and access points and are unencrypted.

Wireless clients periodically exchange management frames with their
associated access point to maintain their active association. When a wireless
client intentionally disconnects from a network, it sends a deauthentication frame.
Due to the nature of IEEE 802.11 protocols, however, an attacker may create a
deauthentication frame using forged management frames that represents itself as
either the client or the access point. The target device will then see the forged
frame as a valid request and subsequently disconnect from the network.

To model the attack scenario, the study employed a wireless network consisting
of a single access point and one wireless client device. The attack was simulated by
transmitting forged deauthentication management frames toward the target wireless
client device. The attack was performed using a wireless adapter designed for packet
injection. During the transmission of the deauthentication frames, a monitoring device
captured all of the wireless traffic that occurred between devices on the network.

Data Collection and Traffic Analysis

The collection and analysis of Wi-Fi traffic were an important component of the
methodology. To assess the effect of deauth-attacks on the performance of a Wi-Fi
network, all of the 802.11 wireless frames sent or received within the scope of the
experiments were captured and analyzed through packet inspection techniques. Wi-
Fi traffic was captured via a monitor station containing a wireless NIC functioning
in “monitor” mode, which allows a device to capture all of the IEEE 802.11 frames
including Management Frames, Control Frames and Data Frames.

Frames that were captured were saved as PCAP or PCAPNG files, which
preserve detailed metadata for each frame, including timestamps, frame type
information, and protocol hierarchy information. A depiction of metadata collected
during a capture of traffic is illustrated in Figure 5.

Figure 5- PCAP/PCAPNG capture metadata and timestamp parameters.
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When analyzing the WPA3 network configuration, the presence of EAPOL
(Extensible Authentication Protocol Over LAN) frames served as indicators that
authentication was active on the wireless network. These frames represent the
key exchange procedures and authentication processes that take place between the
client device and the Access Point (AP). A representation of the EAPOL frames
captured in the WPA3 network traffic is depicted in Figure 6.

§ cd ~/pcaps

PCAP="wpa3 2025-10.pcapng"

echo -n "EAPOL frames count (WPA3): *
tshark -r “$PCAP" -Y "eapol" | wc -1

16112352 +85

Figure 6- Captured EAPOL frames in the WPA3 traffic record that indicate the presence of
handshake artifacts during authentication.

Results

This section presents the traffic captured from the wireless network while the
deauthentication attack was being conducted. The traffic was analyzed for its effects
upon the operation of the network. Specifically, this work analyzes traffic traces
collected by the monitoring system during the execution of the deauthentication
attack for the presence of deauthentication frames and assesses the effectiveness
of these frames in interrupting or disrupting the wireless connection established
by the client.

Execution of Deauthentication Attack

The deauthentication attack simulated in this study consisted of transmitting
forged IEEE 802.11 management frames toward a wireless client that had
previously been authenticated to the experimental access point. The objective of
the attack was to provide a realistic model of an availability-based attack and
to determine how a wireless network would respond to malicious management
frames.

Deauthentication frames were transmitted toward the client device utilizing a
wireless adapter configured to perform packet injection. These frames were forged
to appear as if they were legitimate communication between the access point and
the client device and caused the client device to interpret them as a valid request
to terminate the wireless association.

Examples of the captured deauthentication management frames are illustrated
in Figures 7 and 8. These figures represent the decoding of the IEEE 802.11 frame
fields observed in the captured wireless traffic trace.
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Figure 8- Detailed decoding of deauthentication management frame (part 2).
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The decoded frame fields verify that the transmitted frames are IEEE 802.11
deauthentication management frames that include frame control fields, transmitter
and receiver MAC addresses, and reason codes that indicate the termination of a
wireless association. Analysis of the captured wireless traffic indicated that the
injected deauthentication frames successfully terminated communication between
the wireless client and the access point.

Results for WPA2 Network

The initial test case used a wireless network operating under the WPA2 security
standard. In normal network operation, the wireless client remained associated to
the access point, and the captured trace indicated typical IEEE 802.11 network
communications, including beacon frames, authentication dialogues and encrypted
data transfer.

During the de-authentication attack, forged de-authentication management
frames were sent towards the wireless client device, which was currently
connected to the access point. The received frames led to the client device losing its
association with the network, and attempting to re-associate again. An examination
of the captured trace demonstrated that the WPA2 network was susceptible to the
described de-authentication attack.

The numerous de-authentication frames captured during the attack could be
easily identified through the analysis of the IEEE 802.11 management frame
fields and reason codes present within each packet. Therefore, the results obtained
from this study demonstrate that the WPA2 network is still vulnerable to de-
authentication attacks on network availability, but unlike traditional man-in-the-
middle (MitM) attacks, no encryption keys nor authentication credentials were
compromised.

Results for WPA3 Network

The second set of experiments used a network configured with the WPA3
security protocol. During normal operation the network demonstrated stable
connectivity between the wireless client and access point. Analysis of captured
traffic traces from the PCAP file showed standard IEEE 802.11 communication
patterns including beacon frames, authentication exchanges and encrypted data
transmissions.

The WPA3 protocol has several advantages over earlier wireless security
methods, notably in the area of authentication. The SAE protocol was designed
to improve password-based authentication by providing better protection against
offline dictionary attacks (Vanhoef M. et al., 2020). Despite these improvements,
the experimental results show that attacks targeting management frame behavior
may still affect the availability of Wi-Fi networks.

During the execution of the deauthentication attack, forged IEEE 802.11
deauthentication frames were sent towards the Wi-Fi client device connected
to the access point. Analysis of the captured traffic traces confirmed that the
deauthentication frames caused the connection termination events on the client
device. The Wi-Fi client interpreted the forged management frames as legitimate
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requests to terminate the connection and subsequently attempted to reconnect to
the access point.

Impact on Network Availability

Experimental results from deauthentication attack simulations show significant
disruption in availability of wireless network communications. Analysis of
captured traffic showed that injecting forged deauthentication management frames
caused the wireless client to be disconnected from the access point multiple times
and attempt to reconnect. During the simulation, the client continuously lost and
then tried to regain connection to the AP through WPA2 and WPA3 network
configurations.

Although the WPA3 protocol includes enhanced authentication mechanisms
compared to past wireless security protocols, the experimental results indicated
that it does not provide complete protection against availability-based attacks.
The results confirmed that management-frame based attacks can disrupt wireless
connectivity even when using current generation wireless security.

PCAP="pmf
echo
wlan.Tc.

N |

Figure 9- Deauthentication frame activity observed in captured wireless traffic during attack
execution.

type subtype==e@xec” |

Table 1 — Impact of deauthentication attack on wireless network availability

Parameter WPA2 Network WPA3 Network
Successful client disconnection Yes Yes
Reconnection attempts observed Yes Yes
Presence of deauthentication frames in traffic High High
Impact on network availability Significant Significant
Authentication mechanism affected No No
Encryption compromised No No

Table 1 shows the results of the experiment clearly indicating that the main
effect of the deauthentication attack is to interfere with the operation of the
wireless network, rather than to break either the authentication mechanism or the
encryption mechanism. Thus, the deauthentication attack targeted the availability
of the network rather than the confidentiality or integrity of the transmitted data.
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Figure 10 — Comparative packet statistics observed during normal operation and deauthentication
attack scenarios.

These results identify an important aspect of contemporary wireless security
mechanisms: that although recent generations of Wi-Fi standards have greatly
improved the level of authentication and encryption security, management-frame
based attacks could potentially affect the stability of wireless networks.

Discussion

In order to better understand the behaviors of wireless communications
in response to an attack on the deauthentications, the researchers analyzed the
captured packets from their experiment and identified how much of an impact
an attack that uses forged deauthenticating frames can cause to the availability
of wireless communications. The forged deauthenticating frames resulted in the
access point repeatedly disconnecting from the client device, which resulted in a
disruption in the network’s availability until the access point was able to reconnect
back to the client device.

Additionally, according to the researcher’s findings, most of the improvements
in the WPA3 protocol were focused on the authentication and cryptographic
aspects. The Simultaneous Authentication of Equals (SAE) protocol is designed
to improve the security of the authentication mechanism and prevent a user’s
password from being guessed (Vanhoef et al., 2020). However, the results found
in this study demonstrate that even though the SAE protocol provides improved
security against authentication-related attacks, there are still ways to disrupt the
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normal operation of a wireless network through the use of a deauthenticating
frame.

Interpretation of Experimental Results

The experimental results clearly demonstrate that deauthentication attacks can
disrupt wireless network availability regardless of the Wi-Fi security protocol in
use. This behavior is in-line with the way the IEEE 802.11 protocol works; the
802.11 standard states that management frames are used by network devices to
determine if they are associated with each other (Dalal et al., 2023).

Previous studies have shown that similar types of attacks, including
deauthenticating frames, are still possible and can disrupt the normal functioning of
a wireless network, due to the fact that these attacks target the control mechanisms
of the wireless protocol and not the encryption methods (Chadee et al., 2022).
Therefore, even if a wireless network has implemented strong authentication
mechanisms, a deauthenticating frame attack can potentially disrupt its operation.

Furthermore, the researchers identified that the deauthenticating frames
produced visible anomalies in the normal patterns of wireless traffic. The anomalies
that occur as a result of deauthenticating frames may be useful for developing
intrusion detection mechanisms and wireless monitoring systems that can detect
these types of attacks (Moharam et al., 2024).

Limitations of WPA3 Security Mechanisms

WPA3 introduces significant improvements to wireless network security;
however, it does not fully eliminate all potential vulnerabilities. The protocol
primarily focuses on strengthening authentication mechanisms and improving
protection against password-based attacks. These improvements represent an
important advancement compared to previous wireless security standards, but they
do not address all possible attack vectors within wireless communication systems.

The experimental results indicate that attackers may still influence wireless
network connectivity by targeting management frame exchanges, particularly
through deauthentication attacks. These attacks exploit the control mechanisms
responsible for maintaining associations between wireless clients and access
points. Because these mechanisms operate independently from the main
encryption process, they may still be used to disrupt the availability of wireless
communication.

Beyond authentication-related limitations, potential vulnerabilities may also
arise from other aspects of the IEEE 802.11 protocol design. Previous studies
have identified weaknesses related to frame aggregation and fragmentation
mechanisms, which were originally introduced to improve network performance
but may introduce additional security risks. These observations suggest that
improving wireless network security requires a broader approach that extends
beyond authentication improvements alone.

Comparison with Previous Research

Theresults obtained in this study are consistent with findings reported in previous
research examining how wireless networks behave under attack conditions. Earlier
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studies have shown that attackers frequently use deauthentication techniques to
disrupt wireless communication by exploiting weaknesses in the way wireless
networks manage device connections and exchange management frames (Wang et
al., 2022). These attacks remain one of the most common methods used to interfere
with wireless network availability.

Large-scale traffic analysis studies, such as the AWID3 dataset, verify that
management frame-based attacks still exist in modern wireless environments. The
research methodology adopted in this study is similar to those presently being
adopted in wireless network security research, using a testbed environment to study
how wireless networks behave under attack (Carbajal et al., 2022). The findings
of this study provide additional evidence of how availability-based attacks can
impact the stability of wireless networks even when security protocols like WPA3
are being adopted.

Future Directions for Wireless Network Security

The results obtained from the study demonstrate that the development of the
resilience of wireless communication systems against availability-based attacks is
an important area for further research. One promising area is the development of
sophisticated wireless monitoring systems able to identify abnormal management
frame traffic in real-time. The application of traffic analysis for detecting abnormal
wireless traffic that could indicate attack activities has already been identified as
having considerable potential (Suryadi et al., 2024).

Another important area for further research is the development of wireless
intrusion detection systems that take into account the application of modern
security protocols such as WPA3. The application of machine learning could
provide the solution for the accurate identification of complex attack patterns in
wireless network environments (Wang et al., 2023).

Moreover, the development of wireless resilience against other sophisticated
attack mechanisms that compromise wireless communication protocols, such as
side-channel attacks and packet-level manipulation attacks, has been identified in
emerging wireless security research (Wang et al.,2022). Therefore, the development
of wireless security mechanisms in the future must consider the integration of
stronger authentication protocols, sophisticated monitoring mechanisms, and
advanced detection mechanisms.

Conclusion

This study aimed to evaluate the behavior of modern wireless networks under
deauthentication attack scenarios and evaluate the impacts of these attacks on the
availability of wireless networks within a network infrastructure that uses modern
security standards. The experiments conducted have shown that deauthentication
attacks can severely affect the stability of wireless communication by disrupting
the association between wireless devices and wireless access points.

Although the WPA3 security protocol has shown significant improvements in
wireless network authentication security using Simultaneous Authentication of
Equals (SAE), the experiments have shown that these improvements do not entirely
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remove the impacts of attacks on the behavior of wireless network management
frames. This shows a severe limitation of modern wireless security standards,
which mostly attempt to strengthen wireless network authentication security.

The contribution of this work to the scientific community lies in the experimental
assessment of the resilience of the wireless network under deauthentication attack
scenarios, conducted in controlled environments using traffic analysis. This work
adds further weight to the fact that attacks involving the use of management frames
still need to be considered in modern wireless networks.

This work further stresses the need to ensure that future wireless security
protocols not only focus on improving existing authentication protocols but also
include effective detection mechanisms. Improving the security of management
frames, improving the capabilities of existing wireless intrusion detection systems,
and improving traffic analysis techniques can greatly improve the resilience of
modern wireless networks against availability attacks.

Future research will thus be focused on the development of stronger wireless
monitoring systems that can effectively identify any abnormalities in the
management frames in real time, as well as the improvement of the design of
wireless security protocols to effectively combat threats to network availability.
Continued investigation of wireless attack scenarios in controlled experimental
environments is necessary to evaluate the effectiveness of newly developed
wireless security mechanisms.

Generally, the current research seeks to provide a deeper understanding of the
behavior of modern wireless networks when subjected to deauthentication attack
scenarios, as well as the challenges that must be overcome to effectively advance
the security of future wireless communication systems.
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