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Abstract. Wireless networks are now ubiquitous as part of the global digital 
infrastructure, providing communications in residential, commercial and public 
contexts. The advent of the Wi-Fi Protected Access III (WPA3) protocol has 
represented a major advance in wireless network security through improved 
authentication and better cryptographic protections. Nevertheless, despite the 
advances provided by WPA3, there continue to be vulnerabilities in wireless 
network availability that attackers can leverage. Specifically, de-authentication 
attacks exploit vulnerabilities in IEEE 802.11 management frames that do not 
compromise the integrity of encryption, but can disrupt client access to the 
network. This study aims at assessing the resistance of WPA3 wireless networks 
against de-authentication attacks, as well as analyzing the effects of these attacks 
on the availability of the network. The study employed an experimental approach 
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based on a controlled wireless testbed where both WPA2 and WPA3 network 
configurations were created and tested with simulated de-authentication attacks. 
The results demonstrated that while WPA3 provides significant improvements in 
authentication and encryption, it is possible to negatively impact its availability 
through de-authentication attacks under specific circumstances. The study 
identifies potential avenues to improve the protection of wireless networks 
against availability attacks, including enhancing the protection of IEEE 802.11 
management frames and developing more sophisticated intrusion detection 
systems. The purpose of this study is to evaluate the behavior of modern wireless 
networks under deauthentication attacks and to assess the impact of these attacks 
on wireless network availability in a network infrastructure that utilizes modern 
security standards. The experiments demonstrate that deauthentication attacks can 
seriously impact wireless network stability, disrupting communications between 
wireless devices and access points.

Keywords: Wireless network security, WPA3, Deauthentication attack, Wi-Fi 
security, Wireless intrusion detection
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Аннотация. Сымсыз желілер қазіргі уақытта тұрғын үй, коммерциялық 
және қоғамдық контексте байланысты қамтамасыз ететін жаһандық цифрлық 
инфрақұрылымның бөлігі ретінде кең таралған. Wi-Fi Protected Access III 
(WPA3) протоколының пайда болуы аутентификацияны жақсарту және 
криптографиялық қорғауды жақсарту арқылы сымсыз желі қауіпсіздігінің 
айтарлықтай ілгерілеуін көрсетті. Дегенмен, WPA3 ұсынған жетістіктерге 
қарамастан, сымсыз желінің қолжетімділігінде шабуылдаушылар пайдалана 
алатын осалдықтар әлі де бар. Нақтырақ айтсақ, аутентификациядан 
бас тарту шабуылдары IEEE 802.11 басқару шеңберіндегі осалдықтарды 
пайдаланады, олар шифрлаудың тұтастығына нұқсан келтірмейді, бірақ 
клиенттің желіге кіруіне кедергі келтіруі мүмкін. Бұл зерттеу wpa3 сымсыз 
желілерінің аутентификация шабуылдарына төзімділігін бағалауға, сондай-
ақ осы шабуылдардың желінің қолжетімділігіне әсерін талдауға бағытталған. 
Зерттеу барысында wpa2 және WPA3 желілік конфигурациялары жасалған 
және имитацияланған аутентификация шабуылдары арқылы сыналған 
басқарылатын сымсыз сынақ алаңына негізделген эксперименттік 
тәсіл қолданылды. Нәтижелер WPA3 аутентификация мен шифрлауда 
айтарлықтай жақсартуларды қамтамасыз еткенімен, белгілі бір жағдайларда 
аутентификациядан бас тарту шабуылдары арқылы оның қолжетімділігіне 
теріс әсер етуі мүмкін екенін көрсетті. Зерттеу сымсыз желілерді 
қолжетімділік шабуылдарынан қорғауды жақсартудың ықтимал жолдарын, 
соның ішінде IEEE 802.11 басқару жүйелерін қорғауды күшейтуді және 
интрузияны анықтаудың жетілдірілген жүйелерін әзірлеуді анықтайды. Бұл 
зерттеудің мақсаты - аутентификациясыз шабуылдар кезіндегі заманауи 
сымсыз желілердің әрекетін бағалау және осы шабуылдардың заманауи 
қауіпсіздік стандарттарын пайдаланатын желілік инфрақұрылымдағы сымсыз 
желінің қолжетімділігіне әсерін бағалау. Тәжірибелер аутентификациясыз 
шабуылдар сымсыз желінің тұрақтылығына айтарлықтай әсер етуі мүмкін 
екенін, сымсыз құрылғылар мен кіру нүктелері арасындағы байланысты 
бұзуы мүмкін екенін көрсетеді.

Түйін сөздер: Сымсыз желі қауіпсіздігі, WPA3, Деаутентификация 
шабуылы, Wi-Fi қауіпсіздігі, Сымсыз желілерде интрузияны анықтау
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Аннотация. Актуальность. Беспроводные сети являются важной частью 
современной цифровой инфраструктуры и обеспечивают связь в жилых, 
коммерческих, образовательных и общественных пространствах. Появление 
протокола Wi-Fi Protected Access III (WPA3) стало значимым этапом в 
развитии безопасности беспроводных сетей благодаря усовершенствованной 
аутентификации и криптографической защите. Вместе с тем даже при 
использовании WPA3 сохраняются риски, связанные с доступностью сети. 
В частности, атаки деаутентификации используют особенности кадров 
управления IEEE 802.11 и могут нарушать подключение клиентов к сети, 
не затрагивая напрямую криптографическую целостность передаваемых 
данных. Цель. Оценить устойчивость беспроводных сетей WPA3 к атакам 
деаутентификации и определить влияние таких атак на доступность 
беспроводной сети в условиях современной сетевой инфраструктуры. 
Методы. Исследование основано на экспериментальном подходе с 
использованием контролируемого беспроводного испытательного стенда. В 
рамках эксперимента были созданы и протестированы конфигурации сетей 
WPA2 и WPA3, после чего проведена имитация атак деаутентификации 
для оценки влияния на стабильность соединения, доступность сети и 
взаимодействие клиентских устройств с точкой доступа. Особое внимание 
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уделено анализу поведения сети при воздействии на кадры управления IEEE 
802.11 и сравнению устойчивости различных конфигураций безопасности. 
Результаты и выводы. Результаты показали, что WPA3 обеспечивает 
существенные улучшения в части аутентификации и шифрования по 
сравнению с предыдущими стандартами, однако при определенных 
условиях атаки деаутентификации могут негативно влиять на доступность 
беспроводной сети. Проведенные эксперименты подтвердили, что такие 
атаки способны нарушать стабильность беспроводной связи, препятствовать 
корректному взаимодействию клиентских устройств с точками доступа и 
снижать надежность сетевой инфраструктуры. В исследовании определены 
потенциальные направления повышения защищенности беспроводных сетей 
от атак на доступность, включая усиление защиты кадров управления IEEE 
802.11, применение механизмов мониторинга сетевых аномалий и разработку 
более эффективных систем обнаружения вторжений в беспроводных 
сетях. Практическая значимость исследования заключается в возможности 
использования полученных результатов при проектировании и оценке 
безопасности Wi-Fi-инфраструктуры в организациях, образовательных 
учреждениях и общественных сетях.

Ключевые слова: безопасность беспроводных сетей, WPA3, атака 
деаутентификации, безопасность Wi-Fi, IEEE 802.11, кадры управления, 
доступность сети, обнаружение вторжений в беспроводные сети

Introduction. Wireless Networks are now a central element in contemporary 
communication infrastructures, enabling both residential and enterprise users to 
transmit data via Wi-Fi. With the ever-increasing number of devices being added 
to wireless networks, and their increasing role as a means to provide internet access 
and support digital services, the security of wireless networks has emerged as a 
very important topic of research in modern network engineering and cybersecurity 
studies (Stallings et al., 2018).

The mechanism for communication in Wi-Fi networks, defined by the IEEE 
802.11 standard, provides for communication between wireless clients and access 
points. Due to the open nature of radio transmission, wireless communication is 
inherently more susceptible to threats than wired networks. A threat actor who 
is within range of a wireless network’s radio coverage can attempt to intercept 
data being transmitted, impersonate legitimate network devices, or disrupt 
communication between wireless clients and access points. This makes wireless 
networks particularly appealing to various types of cyberattacks, including 
eavesdropping, unauthorized access, and denial-of-service attacks (Mishra et al.).

There have been many different methods developed over the years to secure 
wireless communications. Security enhancements began with the Wired Equivalent 
Privacy (WEP) protocol, then evolved to Wi-Fi Protected Access (WPA) and 
Wi-Fi Protected Access II (WPA2), which included stronger encryption and 
authentication mechanisms. Although there have been significant enhancements 
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to the WPA2 protocol family, numerous researchers have found that WPA2 
networks remain vulnerable to several security attacks. One example is the Key 
Reinstallation Attack (KRACK) that was discovered due to vulnerabilities in the 
WPA2 four-way handshake, allowing an attacker to manipulate encrypted traffic 
under specific circumstances (Vanhoef et al., 2017).

As a response to the KRACK vulnerability, the Wi-Fi Alliance released the new 
WPA3 protocol, which includes better authentication mechanisms and improved 
cryptographic protections compared to its predecessor WPA2. Specifically, 
WPA3 replaces the Pre-Shared Key authentication method with the Simultaneous 
Authentication of Equals (SAE) protocol, designed to prevent offline dictionary 
attacks and improve password-based authentication. Unfortunately, subsequent 
research demonstrated that WPA3 is not invulnerable to all security vulnerabilities. 
Research published in “Dragonblood” demonstrated that weaknesses in the SAE 
handshake can be exploited using downgrade attacks and side-channel attacks 
(Vanhoef et al., 2020).

In addition to authentication vulnerabilities, researchers have also identified 
vulnerabilities in the IEEE 802.11 standard itself. Design flaws in frame aggregation 
and fragmentation mechanisms allow an attacker to manipulate encrypted frames 
and inject malicious traffic into wireless networks, potentially impacting multiple 
generations of Wi-Fi security protocols, including WPA3 (Vanhoef et al., 2021). 
These findings demonstrate that the security of wireless networks depends not 
only on the strength of encryption algorithms but also on the strength of the 
communication protocols.

Another type of attack that continues to exist in modern wireless networks 
are availability attacks. Deauthentication attacks utilize vulnerabilities in 
management frames to communicate between clients and access points. An 
attacker can cause clients to be disconnected from a wireless network by sending 
forged deauthentication frames. Because management frames have historically 
been transmitted without authentication, deauthentication attacks can continue 
to negatively impact modern wireless networks under certain configurations 
(Gonçalves et al., 2018).

Although WPA3 includes new features such as Protected Management 
Frames (PMF), research has indicated that availability attacks can continue to 
negatively impact wireless networks depending on how the network is configured 
and implemented. Therefore, evaluating the resiliency of WPA3 networks to 
deauthentication attack scenarios remains an important problem in wireless 
network security research.

This project evaluates the resiliency of WPA3 wireless networks to 
deauthentication attack scenarios and evaluates the effects of such attacks on 
network availability. Additionally, this project identifies limitations in modern 
wireless security mechanisms and outlines potential avenues for enhancing 
wireless network protection mechanisms in future wireless network architectures.

Literary review 
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Background of Wireless Network Security
Wireless networks have become an essential element of contemporary 

digital infrastructure; they provide flexibility and scalability for end-users, 
businesses and public services to communicate using internet connections, 
mobile communications, and to transfer data. Many Wi-Fi technologies (IEEE 
802.11 standards) support this process. With the rapid proliferation of wireless 
communication technologies comes an increased number of connected devices 
including mobile phones, laptops, smart home systems and IoT devices. Thus, the 
security of wireless networks has emerged as a significant area of study in today’s 
network engineering and cybersecurity fields (Stallings et al., 2018).

Wireless communication systems differ from wired counterparts since they use 
radio signals to transmit information, thus making them susceptible to potential 
security threats due to being physically exposed and accessible to anyone who 
falls within the wireless network’s signal footprint. Those individuals can intercept 
wireless network transmissions, impersonate legitimate network devices, or 
prevent communication between clients and access points. As a result, wireless 
networks face many different types of security threats such as unauthorized access, 
interception of traffic, spoofing of devices, and DoS attacks (Bianchi et al., 2018).

In order to minimize these security risks, Wi-Fi networks implement security 
protocols to ensure that three fundamental security characteristics are met: 
confidentiality, integrity, and availability. Confidentiality ensures that data 
transmitted via the wireless network is encrypted. Integrity ensures that transmitted 
data cannot be altered or tampered with. Availability provides assurance to 
legitimate users that access will not be interrupted. Together, these security 
attributes represent the basis of wireless communication protection frameworks 
(Stallings et al., 2018).

Evolution of Wi-Fi Security Protocols
The advancements made in Wireless Communication Technologies have been 

matched by the continual enhancement of Security Mechanisms aimed at securing 
Wireless Networks. The First Wide-Scale Deployed Wireless Security Solution 
was Wired Equivalent Privacy (WEP), which was included in the Original IEEE 
802.11 Standards. WEP was intended to provide confidentiality via the utilization 
of the RC4 Stream Cipher and Shared Encryption Keys. However, subsequent 
research revealed multiple flaws in WEP, including weaknesses in Key Management 
and the Reuse of Initialization Vectors; these flaws enabled an attacker to recover 
encryption keys by analyzing captured traffic, ultimately rendering WEP insecure 
and unsuitable for modern wireless networks (Mishra et al., 2018).

As an interim wireless security solution, Wi-Fi Protected Access (WPA) was 
developed to mitigate the limitations of WEP. WPA incorporated the Temporal Key 
Integrity Protocol (TKIP), improved key management and introduced message 
integrity protection solutions. Although WPA significantly enhanced wireless 
security compared to WEP, it was designed as a transitional protocol and retained 
many architectural limitations.
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A significant improvement in wireless network protection was provided with 
the development of Wi-Fi Protected Access II (WPA2). WPA2 implemented the 
Advanced Encryption Standard (AES) using the Counter Mode Cipher Block 
Chaining Message Authentication Code Protocol (CCMP), providing stronger 
protection for the confidentiality and integrity of wireless communications. WPA2 
became the dominant security standard for wireless networks for many years. 
However, further research demonstrated that WPA2 was not immune to security 
vulnerabilities, as demonstrated by the KRACK attack (Vanhoef et al., 2017).

In response to these security challenges, the Wi-Fi Alliance developed 
Wi-Fi Protected Access III (WPA3), which incorporates improvements in 
authentication and encryption mechanisms. One of the main innovations of WPA3 
is the Simultaneous Authentication of Equals (SAE) protocol, which replaces 
the traditional Pre-Shared Key authentication mechanism and provides stronger 
resistance against offline dictionary attacks. WPA3 also introduces enhanced 
encryption mechanisms and improved protection for management frames (Vanhoef 
et al., 2020).

Although improvements have been made, recent studies indicate that 
modern wireless security protocols still contain potential vulnerabilities. The 
“DragonBlood” study demonstrated that weaknesses in the SAE authentication 
mechanism could be exploited through downgrade attacks and side-channel 
attacks, highlighting limitations in the current design of WPA3 authentication 
procedures. In addition, further research has identified structural weaknesses in 
IEEE 802.11 mechanisms such as frame aggregation and fragmentation (Hamad 
et al., 2021). 

Existing Research on Wi-Fi Security
Wi-Fi Network Security has been a subject of study for over two decades, 

with extensive study regarding vulnerabilities in wireless protocols, authentication 
methods, and network architecture. Studies on Wi-Fi Security in the past analyzed 
vulnerabilities in the IEEE 802.11 protocol and reviewed the efficacy of current 
protective mechanisms. The discovery of the KRACK vulnerability is one of the 
greatest contributions to Wi-Fi Security Research, demonstrating that weaknesses 
in the WPA2 four-way handshake could allow an attacker to manipulate 
cryptographic keys (Ali et al., 2022).

After the release of WPA3, researchers started studying the security aspects of 
the new authentication methods. The Dragonblood research found that the SAE 
handshake in WPA3 was susceptible to downgrade and side-channel attacks when 
specific conditions existed (Vanhoef et al., 2020). Further studies investigated 
the security features of the Dragonfly Handshake and demonstrated that both 
implementation details and the configuration of the protocol can greatly impact 
the overall security of a WPA3 network (Vanhoef et al., 2020).

Another area of research is focused on attacks that target the availability of 
wireless networks. Deauthentication attacks use weaknesses in management 
frames utilized by wireless clients and access points to maintain communication. 
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An attacker can send forged deauthentication frames to cause the forced 
disconnection of wireless devices from their networks. Recently, researchers have 
been exploring more sophisticated methods for detecting and preventing wireless 
attacks, including machine learning-based intrusion detection systems (Hamad S. 
et al.).

Research Problem
Despite progress in development of Wi-Fi security protocols, modern Wi-Fi 

networks continue to experience a number of security challenges. The transition 
from earlier Wi-Fi protocols including WEP and WPA, to more advanced 
mechanisms including WPA2 and WPA3 has greatly enhanced confidentiality and 
authentication features of wireless communication. However, numerous studies 
have demonstrated that even the latest Wi-Fi security protocols may still contain 
weaknesses that can be exploited by attackers.

In addition to authentication related vulnerabilities, wireless networks are 
vulnerable to attacks targeting the operational features of wireless communication. 
One of the most well-known examples is the deauthentication attack which exploits 
weakness in management frames used in the IEEE 802.11 protocol (Wang et al., 
2023). By transmitting forged deauthentication frames, an attacker can forcefully 
disconnect wireless clients from access points without directly breaking the 
encryption mechanisms of the security protocol (Carbajal et al., 2023).

Several studies have analyzed effectiveness of existing protection mechanisms 
against management frame-based attacks and found that deauthentication 
countermeasures may still be bypassed under certain conditions (Schepers et al., 
2022). Though WPA3 introduces protection mechanisms such as Simultaneous 
Authentication of Equals (SAE) and Protected Management Frames (PMF), the 
practical resilience of modern Wi-Fi networks against availability-based attacks 
remains an important research challenge.

Research Objective
The main objective of this research is to evaluate how well modern wireless 

networks can recover from disruptions by means of a deauthentication attack, 
specifically for wireless networks secured using WPA3. The primary purpose 
was to test and assess the effect of a deauthentication attack on the ability of a 
wireless network to provide continuous connections and stable communications 
in both WPA2 and WPA3 environments. Furthermore, this research determines if 
current security protections are sufficient, and provides researchers and industry 
professionals with information that can be used to develop more secure wireless 
networks (Chatzoglou et al., 2022).

Scientific Novelty
The innovative aspect of this study are the results from the first overall 

assessment of resilience of current wireless networks against deauthentication 
attacks; particularly, it evaluated the performance of wireless networks using 
WPA3 security protocols. In contrast to many past studies based upon protocol 
design defects or theoretical models, this study conducted an experimentally-
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based assessment of the impacts of deauthentication attacks in real-world wireless 
networks, allowing for a better understanding of how resilient today’s wireless 
security mechanisms are.

A second novel contribution is the combination of experimental assessments 
with an evaluation of the prior literature on wireless security vulnerabilities and 
attack detection methods. The research contributes to the ongoing debate on 
the effectiveness of current Wi-Fi security protocols by showing that improved 
authentication and encryption protocols alone do not preclude all types of wireless 
attacks.

Materials and Methods
The current section explains the experimental method used to measure the 

resistance of modern wireless networks under deauthentication attacks. In 
particular, it describes the study of the behaviors of wireless networks working 
under WPA2 and WPA3 security protocols which are submitted to management-
frame-based attacks that target their availability (Chatzoglou et al., 2021).

The experimental study was carried out in a controlled laboratory setting so 
as to reproduce the results of the tests and accurately monitor wireless traffic. 
The research method included the establishment of a wireless testbed, the 
implementation of deauthentication attacks and the collection and analysis of 
network traffic through packet inspections (Natkaniec et al., 2022).

Research Methodology
The research methodology employed within this study is based upon an 

experimental approach aimed at studying the effect of deauthentication attacks on 
modern wireless networks. The experimental methodology consists of multiple 
phases. At first, a controlled wireless network setting was established in order 
to simulate normal wireless communications settings. The experimental setup 
consisted of a wireless access point that worked under both WPA2 and WPA3 
security protocols; a wireless client device connected to the wireless network and 
a monitoring device used to capture and analyze wireless traffic.

Then deauthentication attacks were implemented in order to study the responses 
of the wireless network to the malicious management frames. The deauthentication 
attacks were implemented by sending fake deauthentication frames to disrupt 
the communication between the wireless client and the access point. During the 
experiment, wireless traffic was recorded in monitoring mode so as to be able to 
record all the frames exchanged in the wireless network (Suryadi et al., 2021).

All the captures have been analyzed using packet inspection tools in order to 
identify authentication frames, management frames and deauthentication events 
that occurred during the attack. The results of the experiments have been used to 
study the resistance of wireless networks under different security configurations 
(Carbajal et al., 2021).

Experimental Testbed
The experimental laboratory setting simulated a typical wireless communication 

setting and was developed to provide an experimental testbed that could replicate 
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the wireless network operations found in typical networks but allow for close 
examination and monitoring of wireless network traffic during an active attack.

There were three primary elements to the experimental setup: (1) A Wireless 
Access Point (WAP), which was configured to operate with current Wi-Fi security 
protocols; (2) A Client Device that was attached to the wireless network via a 
wireless interface on the WAP; (3) A Monitoring Device, which was placed into 
“monitoring mode” so that the wireless traffic could be captured.

The wireless infrastructure in this experimental environment was provided by a 
wireless access point utilizing the OpenWrt firmware. OpenWrt is an open source 
operating system for network devices, such as wireless routers, that provides users 
with flexibility in configuring their wireless devices and also provides options 
for configuring their wireless security settings and protocols. The wireless access 
point utilized in this experimental testbed is shown in Figure 1.

Figure 1- OpenWrt-based wireless access point used in the experimental environment.

During the normal operational phase, as well as during the Deauthentication 
Attack phases, the monitoring device was able to capture the wireless traffic being 
transmitted through the wireless network. All of the captured packets were then 
saved in PCAP format and were analyzed using various packet inspection tools to 
determine the behavior of the authentication exchanges and the behavior of the 
management frames and deauthentication events.
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Network Configuration
Two configurations were set up in the experimental testing environment, each 

based on different security protocols: a network secured by the WPA2 protocol, and 
a network operating under the WPA3 security protocol. The network configurations 
were set up to allow researchers to analyze how the current generation of wireless 
security mechanisms respond to de-authentication attacks.

The WPA2 network was configured to operate under the pre-shared key (PSK) 
method of authentication using Advanced Encryption Standard (AES) for data 
encryption. To verify the WPA2 network configuration parameters, the authors 
analyzed beacon frames and RSN Information Elements captured in the wireless 
traffic. The decoded RSN parameters indicated that the PSK authentication suite 
was used. An example of RSN parameter decoding for the WPA2 network is 
illustrated in Figure 2.

Figure 2- RSN information elements of the WPA2 network indicating the use of the PSK 
authentication suite.

A second wireless network was established using the WPA3 protocol, 
which builds upon prior wireless security technologies with additional 
enhancements including the Simultaneous Authentication of Equals (SAE) 
protocol (Vanhoef et al., 2017). In the experimental environment, the WPA3 
network configuration was set-up using SAE authentication with Protected 
Management Frames enabled. The authors verified the RSN parameters of 
the WPA3 network by analyzing beacon frames captured during operation. 
An example of RSN parameter decoding for the WPA3 configuration is 
illustrated in Figure 3.
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Figure 3- RSN information elements of the WPA3 network showing the SAE authentication 
suite.

The wireless network configurations were set up and managed through the 
OpenWrt administration interface, where it is possible to have complete control 
of all wireless parameters including security mode, channel configuration, and 
authentication settings. The OpenWrt administration interface for setting up the 
wireless experimental network configuration is shown in Figure 4.

Figure 4- Wireless configuration interface of the OpenWrt-based access point used in the 
experimental testbed.
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Attack Modeling
This study’s attack focus area is a deauthentication attack focused on disrupting 

the availability of wireless communication. Deauthentication attacks take advantage 
of the characteristics of IEEE 802.11 Management Frames, which handle the 
association between wireless clients and access points and are unencrypted.

Wireless clients periodically exchange management frames with their 
associated access point to maintain their active association. When a wireless 
client intentionally disconnects from a network, it sends a deauthentication frame. 
Due to the nature of IEEE 802.11 protocols, however, an attacker may create a 
deauthentication frame using forged management frames that represents itself as 
either the client or the access point. The target device will then see the forged 
frame as a valid request and subsequently disconnect from the network.

To model the attack scenario, the study employed a wireless network consisting 
of a single access point and one wireless client device. The attack was simulated by 
transmitting forged deauthentication management frames toward the target wireless 
client device. The attack was performed using a wireless adapter designed for packet 
injection. During the transmission of the deauthentication frames, a monitoring device 
captured all of the wireless traffic that occurred between devices on the network.

Data Collection and Traffic Analysis
The collection and analysis of Wi-Fi traffic were an important component of the 

methodology. To assess the effect of deauth-attacks on the performance of a Wi-Fi 
network, all of the 802.11 wireless frames sent or received within the scope of the 
experiments were captured and analyzed through packet inspection techniques. Wi-
Fi traffic was captured via a monitor station containing a wireless NIC functioning 
in “monitor” mode, which allows a device to capture all of the IEEE 802.11 frames 
including Management Frames, Control Frames and Data Frames.

Frames that were captured were saved as PCAP or PCAPNG files, which 
preserve detailed metadata for each frame, including timestamps, frame type 
information, and protocol hierarchy information. A depiction of metadata collected 
during a capture of traffic is illustrated in Figure 5.

Figure 5- PCAP/PCAPNG capture metadata and timestamp parameters.
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When analyzing the WPA3 network configuration, the presence of EAPOL 
(Extensible Authentication Protocol Over LAN) frames served as indicators that 
authentication was active on the wireless network. These frames represent the 
key exchange procedures and authentication processes that take place between the 
client device and the Access Point (AP). A representation of the EAPOL frames 
captured in the WPA3 network traffic is depicted in Figure 6.

Figure 6- Captured EAPOL frames in the WPA3 traffic record that indicate the presence of 
handshake artifacts during authentication.

Results
This section presents the traffic captured from the wireless network while the 

deauthentication attack was being conducted. The traffic was analyzed for its effects 
upon the operation of the network. Specifically, this work analyzes traffic traces 
collected by the monitoring system during the execution of the deauthentication 
attack for the presence of deauthentication frames and assesses the effectiveness 
of these frames in interrupting or disrupting the wireless connection established 
by the client.

Execution of Deauthentication Attack
The deauthentication attack simulated in this study consisted of transmitting 

forged IEEE 802.11 management frames toward a wireless client that had 
previously been authenticated to the experimental access point. The objective of 
the attack was to provide a realistic model of an availability-based attack and 
to determine how a wireless network would respond to malicious management 
frames.

Deauthentication frames were transmitted toward the client device utilizing a 
wireless adapter configured to perform packet injection. These frames were forged 
to appear as if they were legitimate communication between the access point and 
the client device and caused the client device to interpret them as a valid request 
to terminate the wireless association.

Examples of the captured deauthentication management frames are illustrated 
in Figures 7 and 8. These figures represent the decoding of the IEEE 802.11 frame 
fields observed in the captured wireless traffic trace.
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Figure 7- Detailed decoding of deauthentication management frame (part 1).

Figure 8- Detailed decoding of deauthentication management frame (part 2).
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The decoded frame fields verify that the transmitted frames are IEEE 802.11 
deauthentication management frames that include frame control fields, transmitter 
and receiver MAC addresses, and reason codes that indicate the termination of a 
wireless association. Analysis of the captured wireless traffic indicated that the 
injected deauthentication frames successfully terminated communication between 
the wireless client and the access point.

Results for WPA2 Network
The initial test case used a wireless network operating under the WPA2 security 

standard. In normal network operation, the wireless client remained associated to 
the access point, and the captured trace indicated typical IEEE 802.11 network 
communications, including beacon frames, authentication dialogues and encrypted 
data transfer.

During the de-authentication attack, forged de-authentication management 
frames were sent towards the wireless client device, which was currently 
connected to the access point. The received frames led to the client device losing its 
association with the network, and attempting to re-associate again. An examination 
of the captured trace demonstrated that the WPA2 network was susceptible to the 
described de-authentication attack.

The numerous de-authentication frames captured during the attack could be 
easily identified through the analysis of the IEEE 802.11 management frame 
fields and reason codes present within each packet. Therefore, the results obtained 
from this study demonstrate that the WPA2 network is still vulnerable to de-
authentication attacks on network availability, but unlike traditional man-in-the-
middle (MitM) attacks, no encryption keys nor authentication credentials were 
compromised.

Results for WPA3 Network
The second set of experiments used a network configured with the WPA3 

security protocol. During normal operation the network demonstrated stable 
connectivity between the wireless client and access point. Analysis of captured 
traffic traces from the PCAP file showed standard IEEE 802.11 communication 
patterns including beacon frames, authentication exchanges and encrypted data 
transmissions.

The WPA3 protocol has several advantages over earlier wireless security 
methods, notably in the area of authentication. The SAE protocol was designed 
to improve password-based authentication by providing better protection against 
offline dictionary attacks (Vanhoef M. et al., 2020). Despite these improvements, 
the experimental results show that attacks targeting management frame behavior 
may still affect the availability of Wi-Fi networks.

During the execution of the deauthentication attack, forged IEEE 802.11 
deauthentication frames were sent towards the Wi-Fi client device connected 
to the access point. Analysis of the captured traffic traces confirmed that the 
deauthentication frames caused the connection termination events on the client 
device. The Wi-Fi client interpreted the forged management frames as legitimate 
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requests to terminate the connection and subsequently attempted to reconnect to 
the access point.

Impact on Network Availability
Experimental results from deauthentication attack simulations show significant 

disruption in availability of wireless network communications. Analysis of 
captured traffic showed that injecting forged deauthentication management frames 
caused the wireless client to be disconnected from the access point multiple times 
and attempt to reconnect. During the simulation, the client continuously lost and 
then tried to regain connection to the AP through WPA2 and WPA3 network 
configurations.

Although the WPA3 protocol includes enhanced authentication mechanisms 
compared to past wireless security protocols, the experimental results indicated 
that it does not provide complete protection against availability-based attacks. 
The results confirmed that management-frame based attacks can disrupt wireless 
connectivity even when using current generation wireless security.

 Figure 9- Deauthentication frame activity observed in captured wireless traffic during attack 
execution.

Table 1 – Impact of deauthentication attack on wireless network availability
Parameter WPA2 Network WPA3 Network

Successful client disconnection Yes Yes
Reconnection attempts observed Yes Yes
Presence of deauthentication frames in traffic High High
Impact on network availability Significant Significant
Authentication mechanism affected No No
Encryption compromised No No

Table 1 shows the results of the experiment clearly indicating that the main 
effect of the deauthentication attack is to interfere with the operation of the 
wireless network, rather than to break either the authentication mechanism or the 
encryption mechanism. Thus, the deauthentication attack targeted the availability 
of the network rather than the confidentiality or integrity of the transmitted data.
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 Figure 10 – Comparative packet statistics observed during normal operation and deauthentication 
attack scenarios.

These results identify an important aspect of contemporary wireless security 
mechanisms: that although recent generations of Wi-Fi standards have greatly 
improved the level of authentication and encryption security, management-frame 
based attacks could potentially affect the stability of wireless networks.

Discussion
In order to better understand the behaviors of wireless communications 

in response to an attack on the deauthentications, the researchers analyzed the 
captured packets from their experiment and identified how much of an impact 
an attack that uses forged deauthenticating frames can cause to the availability 
of wireless communications. The forged deauthenticating frames resulted in the 
access point repeatedly disconnecting from the client device, which resulted in a 
disruption in the network’s availability until the access point was able to reconnect 
back to the client device.

Additionally, according to the researcher’s findings, most of the improvements 
in the WPA3 protocol were focused on the authentication and cryptographic 
aspects. The Simultaneous Authentication of Equals (SAE) protocol is designed 
to improve the security of the authentication mechanism and prevent a user’s 
password from being guessed (Vanhoef et al., 2020). However, the results found 
in this study demonstrate that even though the SAE protocol provides improved 
security against authentication-related attacks, there are still ways to disrupt the 
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normal operation of a wireless network through the use of a deauthenticating 
frame.

Interpretation of Experimental Results
The experimental results clearly demonstrate that deauthentication attacks can 

disrupt wireless network availability regardless of the Wi-Fi security protocol in 
use. This behavior is in-line with the way the IEEE 802.11 protocol works; the 
802.11 standard states that management frames are used by network devices to 
determine if they are associated with each other (Dalal et al., 2023).

Previous studies have shown that similar types of attacks, including 
deauthenticating frames, are still possible and can disrupt the normal functioning of 
a wireless network, due to the fact that these attacks target the control mechanisms 
of the wireless protocol and not the encryption methods (Chadee et al., 2022). 
Therefore, even if a wireless network has implemented strong authentication 
mechanisms, a deauthenticating frame attack can potentially disrupt its operation.

Furthermore, the researchers identified that the deauthenticating frames 
produced visible anomalies in the normal patterns of wireless traffic. The anomalies 
that occur as a result of deauthenticating frames may be useful for developing 
intrusion detection mechanisms and wireless monitoring systems that can detect 
these types of attacks (Moharam  et al., 2024).

Limitations of WPA3 Security Mechanisms
WPA3 introduces significant improvements to wireless network security; 

however, it does not fully eliminate all potential vulnerabilities. The protocol 
primarily focuses on strengthening authentication mechanisms and improving 
protection against password-based attacks. These improvements represent an 
important advancement compared to previous wireless security standards, but they 
do not address all possible attack vectors within wireless communication systems.

The experimental results indicate that attackers may still influence wireless 
network connectivity by targeting management frame exchanges, particularly 
through deauthentication attacks. These attacks exploit the control mechanisms 
responsible for maintaining associations between wireless clients and access 
points. Because these mechanisms operate independently from the main 
encryption process, they may still be used to disrupt the availability of wireless 
communication.

Beyond authentication-related limitations, potential vulnerabilities may also 
arise from other aspects of the IEEE 802.11 protocol design. Previous studies 
have identified weaknesses related to frame aggregation and fragmentation 
mechanisms, which were originally introduced to improve network performance 
but may introduce additional security risks. These observations suggest that 
improving wireless network security requires a broader approach that extends 
beyond authentication improvements alone.

Comparison with Previous Research
The results obtained in this study are consistent with findings reported in previous 

research examining how wireless networks behave under attack conditions. Earlier 
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studies have shown that attackers frequently use deauthentication techniques to 
disrupt wireless communication by exploiting weaknesses in the way wireless 
networks manage device connections and exchange management frames (Wang et 
al., 2022). These attacks remain one of the most common methods used to interfere 
with wireless network availability.

Large-scale traffic analysis studies, such as the AWID3 dataset, verify that 
management frame-based attacks still exist in modern wireless environments. The 
research methodology adopted in this study is similar to those presently being 
adopted in wireless network security research, using a testbed environment to study 
how wireless networks behave under attack (Carbajal et al., 2022). The findings 
of this study provide additional evidence of how availability-based attacks can 
impact the stability of wireless networks even when security protocols like WPA3 
are being adopted.

Future Directions for Wireless Network Security
The results obtained from the study demonstrate that the development of the 

resilience of wireless communication systems against availability-based attacks is 
an important area for further research. One promising area is the development of 
sophisticated wireless monitoring systems able to identify abnormal management 
frame traffic in real-time. The application of traffic analysis for detecting abnormal 
wireless traffic that could indicate attack activities has already been identified as 
having considerable potential (Suryadi et al., 2024).

Another important area for further research is the development of wireless 
intrusion detection systems that take into account the application of modern 
security protocols such as WPA3. The application of machine learning could 
provide the solution for the accurate identification of complex attack patterns in 
wireless network environments (Wang et al., 2023).

Moreover, the development of wireless resilience against other sophisticated 
attack mechanisms that compromise wireless communication protocols, such as 
side-channel attacks and packet-level manipulation attacks, has been identified in 
emerging wireless security research (Wang et al.,2022). Therefore, the development 
of wireless security mechanisms in the future must consider the integration of 
stronger authentication protocols, sophisticated monitoring mechanisms, and 
advanced detection mechanisms.

Conclusion
This study aimed to evaluate the behavior of modern wireless networks under 

deauthentication attack scenarios and evaluate the impacts of these attacks on the 
availability of wireless networks within a network infrastructure that uses modern 
security standards. The experiments conducted have shown that deauthentication 
attacks can severely affect the stability of wireless communication by disrupting 
the association between wireless devices and wireless access points.

Although the WPA3 security protocol has shown significant improvements in 
wireless network authentication security using Simultaneous Authentication of 
Equals (SAE), the experiments have shown that these improvements do not entirely 
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remove the impacts of attacks on the behavior of wireless network management 
frames. This shows a severe limitation of modern wireless security standards, 
which mostly attempt to strengthen wireless network authentication security.

The contribution of this work to the scientific community lies in the experimental 
assessment of the resilience of the wireless network under deauthentication attack 
scenarios, conducted in controlled environments using traffic analysis. This work 
adds further weight to the fact that attacks involving the use of management frames 
still need to be considered in modern wireless networks.

This work further stresses the need to ensure that future wireless security 
protocols not only focus on improving existing authentication protocols but also 
include effective detection mechanisms. Improving the security of management 
frames, improving the capabilities of existing wireless intrusion detection systems, 
and improving traffic analysis techniques can greatly improve the resilience of 
modern wireless networks against availability attacks.

Future research will thus be focused on the development of stronger wireless 
monitoring systems that can effectively identify any abnormalities in the 
management frames in real time, as well as the improvement of the design of 
wireless security protocols to effectively combat threats to network availability. 
Continued investigation of wireless attack scenarios in controlled experimental 
environments is necessary to evaluate the effectiveness of newly developed 
wireless security mechanisms.

Generally, the current research seeks to provide a deeper understanding of the 
behavior of modern wireless networks when subjected to deauthentication attack 
scenarios, as well as the challenges that must be overcome to effectively advance 
the security of future wireless communication systems.
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