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Abstract. The rapid development of the Internet of Things (IoT) and the
widespread adoption of network-connected devices have led to a significant increase
in network traffic and the number of cyberattacks. Traditional intrusion detection
methods often require analysis of the entire network flow and extensive computing
resources, limiting their application in IoT environments where computing
power and memory are severely limited. Therefore, the development of effective
approaches for the early detection of cyberattacks has become an important area of
research. Such approaches enable security systems to detect potential threats early
in the network interaction process and respond more quickly to malicious activity.
This paper presents a method for early cyberattack detection based on a hybrid
deep learning architecture that combines convolutional neural networks (CNNs)
and long short-term memory (LSTM) networks. The CNN component extracts
spatial features from network traffic data, while the LSTM layers identify temporal
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dependencies in packet sequences. To improve the information yield of traffic
analysis, an expanded set of statistical-dynamic features is proposed, including
the entropy of packet size distribution, inter-packet intervals, and the variation
coefficient. Experimental results show that the proposed approach provides higher
classification accuracy compared to traditional machine learning algorithms such
as support vector machines (SVM), random forests, and multilayer perceptrons
(MLP). Analysis of the first ten packets of a network connection significantly
reduces attack detection time, which is especially important for real-time systems.
Furthermore, an optimized version of the model, adapted for the loT environment,
reduces computational load while maintaining high detection accuracy and practical
applicability in modern network infrastructures.
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Jap CaHBIHBIH aWTapibIKTail ecyiHe okenmi. JlocTypmi Oackin Kipydi aHBIKTay
omicrepi keOiHece OYKIJ JKeli aFbIHBIH KOHE KeH eCEeITey PecypCTaphlH Tallaayabl
TaJarn eTei, OyJ1 oap/Ibl ecenTey KyaThl MeH jka bl oTe mekreyni loT opranapeiaaa
Konganyabl mekteiai. CoHAbIKTaH KuOepaOdybulgapabl epTe aHbIKTayIbIH
THIMJI TOCUTIIEPiH 93ipiey 3epTTey[iH MaHBI3Ibl callaChblHA aiHaIabl. MyHmai
TocIIep Kayilci3mik Kyienepine )KeJiliK e3apa opeKeTTecy MpoIeciHiH OachiHIa
oJieyeTTi KayinTep/i aHBIKTayFa JKOHE 3USHIBl OPEKEeTKe Te3ipeKk jkayarl Oepyre
MYMKIiHAIK Oepeni. by Makanajga KOHBONFOIMSIIBIK HEHPOHIBIK xemisiep (CNN)
MeH y3aK MepsiMai xan (LSTM) skxeninepin OipikTipeTiH rTMOpUATI TEPEH OKBITY
apXUTEKTYpachIHA HETi3/eNITeH KNOepIalybUI/Ibl €pTe aHBIKTAY 9J1iCi YCHIHBUIFaH.
CNN KOMITOHEHTI KeniliK TpaduK IepeKTepiHeH KEeHICTIKTIK epeKIIeTiKTepal
amanel, an LSTM kabaTTaphl makeTTiK Ti30EKTepAeri yaKbITIA TOyeIITiKTepIl
aHBIKTalapl. TpaduWKTi TammaynblH aKMapaTThIK OHIMIUICIH KakcapTy YIIiH
MaKeT OJIIEeMIHIH Tapally SHTPONHSACHIH, MAKETTep apachIHIAFbl apajibIKTapIIbl
’KoHe Bapuanus Kod(pQUIMEHTIH Koca aiFaH/ia, CTaTHCTHKAJIBIK-IMHAMUKAIIBIK
ePeKIIEeTKTeP/IiH KeHEHTUITeH JKUBIHTHIFBI YCHIHBIIAABL. TOXKIpUOEIiK HOTHXKEIep
YCBIHBUTFAH TOCUIIH TipeK BEKTOPIBIK MamuHanap (SVM), ke3neiicok opmMaHaap
’KoHe Kol KabarTel nepuentporgap (MLP) CHSKTBI 19CTYpiTi MalIMHAIIBIK OKBITY
ANTOPUTM/IEPIMEH CAIILICTHIPFAH/Ia XKOFAPHI )KIKTEY JIIITIH KAMTaMachl3 €TeTiHIH
kepceremi. JKemidik KOCBUIBIMHBIH allFalllKbl OH TAKEeTiH Tajjay a0ybuIIsl
aHBIKTAy YaKbITBIH aNTapibIKTall KbICKapTaJbl, Oyl ocipece HaKThl YaKbIT
XKytenepi ymriH MmaHb13abl. CoHbIMEH Karap, [oT oprackiHa OeiiiMIenTeH MOIeb TiH
OHTAWJIAHIBIPBIUTFAaH HYCKACBHl 3aMaHayH JKEJUTIK WH(paKypbUIbIMIapaa KOFapbl
aHBIKTAy IOJJIITIH KOHE MPAKTUKAIIBIK KOJJAHBUTYBIH CAKTal OTBIPHII, €CENTey
KYKTEMECIH a3aiTabl.

Tyiiin ce3nep: xubepmalysiinap, Teper okpiTy, CNN-LSTM, loT, xeninix
Tpaduk, madysuiasl ansikTay xyheci (IDS), Mmonenbai oHTalinanappy

Aonypaumona B.K.!, Tosieyxan A.B.!, Canakosa C.3.2, AgumeBa A.A.% 2026.
'EBpasuiickuii HanmoHanbHbIi yHuBepcuTeT nmenn JI.H. I'ymunéna,
Acrana, Kazaxcran;

*MeayHapOIHbIH YHUBEPCUTET HHOOPMALIHOHHBIX TEXHOJIOTHIA,
Anmarsl, Kazaxcran;

’Kazaxckuil yHHBEpCHUTET TeXHOIOTHH U Ou3Heca nmenu K. Kynakanosa,
Acrana, KazaxcraH.

E-mail: aminkatoleukhanova@gmail.com

PABPABOTKA METOJA PAHHEI'O OBHAPYKEHUS
KHUBEPATAK HA OCHOBE CNN-LSTM JJIs 10T

AbnypaumoBa basiH — KaHIUIAT TEXHHYECKUX HaykK, EBpasuiickuii HanmoHameHBIN YHUBEpCHTET
nmenn JI.H. ['ymunesa., Acrana, Kasaxcran,
E-mail: abduraimovabk@mail.ru, ORCID: https://orcid.org/0000-0003-3913-1895;

13



Academic Scientific Journal of Computer Science 2.2026

Toneyxan Amuna — EHY um. JL.H. I'ymunesa, Acrana, Kazaxcran,

E-mail: aminkatoleukhanova@gmail.com, ORCID ID: https://orcid.org/0009-0008-6900-7813;
CanaxoBa Cast — kauuar (Gu3.-MaT. HayK, acCOIMMPOBAHHBII podeccop Kadeapbl KOMITBIOTEPHOH
HHKeHepHun, MexXTyHapoIHbIH yHUBEPCUTET NH()OPMAMOHHEIX TEXHOJIOTHH, Anmarsl, KasaxcraH,
E-mail: s.sapakova@iitu.edu.kz, ORCID: https://orcid.org/0000-0001-6541-6806;

AonmeBa AWryi1s — CceHbOp-JIeKTOp, Kazaxckmil yHHBEpCHTET TEXHOJOTHMHM M OHM3HEca MMEHHU
K. KynaxanoBa, Acrana, KazaxcraH,

E-mail: aiqul.abisheva@gmail.com, ORCID: https://orcid.org/0000-0002-5800-9134.

AHHoOTanus. Axmyanvnocms. beictpoe paszsutue Mutepnera Bemieit (IoT)
U IIHPOKOE PACHPOCTPAHEHUE CETEBBIX YCTPOMCTB INPHUBEIU K 3HAYUTEILHOMY
yBEIMUCHHIO oObeMa ceTeBoro Tpaduka M 4mciaa KuOeparak. TpagunnoHHBIC
METO/Ibl OOHAPY’KEHHUS BTOPKEHUH 4acTo TpeOyIOT aHaJii3a BCEro CETEBOr0 MOTOKA
U 3HAQYUTEJIBHBIX BBIYACIUTENBHBIX PECYPCOB, UTO OIPAHUYUBAET UX IPUMEHEHHE
B IoT-cpenax ¢ orpaHMYEHHBIMHM BBIYMCIUTEIBHBIMM MOLIHOCTSMHM U MAMSTBIO.
B cBsizu ¢ 3TM pa3paboTka 3PPEKTUBHBIX MMOJXOA0B K paHHEMY OOHApYXEHHUIO
KuOeparaksBIseTCIaKTyalIbHOM Hay UHO-TIpaKTHYe CKoM 3anaueit. [enn. PazpaboTrars
METOJl PaHHEero OOHapyKeHHsi KHOeparak Ha OCHOBE TMOPHAHOW apXUTEKTYphI
rry6okoro ooyuennss CNN-LSTM, obecneunBaroiiuii CBOEBpEeMEHHOE BBISIBICHHE
BpEIOHOCHON akTuBHOCTU B loT-ceTaX mpuM CHUKEHHON BBIYMCIUTEIBHOU
Harpy3ke. Memoovl. B craTbe Tpeanio)keH METOA paHHEro OOHapyKeHHUs
KuOeparak, OCHOBaHHBIM Ha THUOPUIHOW apXUTEKType IIIyOOKOro OO0ydYeHHs,
coderaromieii cBepTounsie HelpoHHble ceTn (CNN) M ceTH I0JAroBpeMeHHOH
kparkocpounoit namsitu (LSTM). Kommonent CNN ucnonb3yeTcs Ui U3BIeYSHUS
MPOCTPAHCTBEHHBIX NMPHU3HAKOB M3 JNaHHBIX ceTeBoro Tpaduka, a ciom LSTM
IIO3BOJISIIOT BBISBIIATH BDEMEHHBIE 3aBUCUMOCTH B IIOCJIEA0BATENBHOCTSIX IIAKETOB.
Jnst moBbiteHUs! 3PEKTUBHOCTH aHaNM3a TpauKa NpeAsioKeH PaclIMpPeHHBIN
HaOOp CTaTUCTHUKO-AMHAMHYECKHX XapaKTEPUCTHK, BKIIOYAIOUIMN SHTPOIHUIO
pacrpeneneHus pa3MepoB MakeTOB, HHTEPBAIIBI MEXKIY MaKeTaMH U KOdPPULIUEHT
Bapuanuu. Pezyivmamul u 661600b1. DKCIIEPUMEHTATIBHBIC PE3yIbTaThl IOKA3AJIH,
YTO TPEATIOKEHHBIH TOIX0J] 00eCIeYnBaeT BHICOKYIO TOUYHOCThH KiacCH(UKAIMN
MO0 CpPaBHEHHWIO C TPAJULIMOHHBIMH aJTOPUTMaMHM MAIIMHHOTO OOy4YeHHS,
BKJTIOUasi MalllMHbI ONOPHBIX BEKTOPoB (SVM), ciy4aiiHbIH Jiec 1 MHOTOCIIOMHBIN
nepuentpoH (MLP). Ananu3 mepBbIX [IecSiTH MaKETOB CETEBOIO COEIAWHEHUS
MO3BOJISIET CYLUIECTBEHHO COKPATUTh BpeMs OOHapy:KEHHs aTakd, YTO OCOOCHHO
BaXXHO ISl CUCTEM peajbHOro BpeMeHH. ONTHMH3MpOBAaHHAS BEpPCHUS MOJEINH,
azanTupoBaHHas K ycnoBusM loT-cpenpl, CHUXKAET BBIYMCIUTEIBHYK HATPY3KY,
COXpaHsii TpPU OTOM BBICOKYIO TOYHOCTH OOHApYKEHUSI M IPAKTUYECKYIO
MPUMEHUMOCTb B COBPEMEHHBIX CETEBBIX HHPPACTPYKTYpax.

KaroueBbie ciioBa: kubeparaku, riyookoe oOyuenwe, CNN-LSTM, IoT,
ceTeBoil TpauK, cucTeMa oOHapyKeHus: BTop keHui, IDS, ontumuzanus moaenu

Introduction. The digitalization of the economy, the development of cloud
technologies, the widespread adoption of distributed computing, and the widespread
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use of Internet of Things (IoT) devices have significantly expanded the attack
surface of modern information systems. According to analytical reports and recent
academic research (Banaamah and Ahmad, 2022), a steady increase in DDoS
attacks, application-layer attacks, exploitation of IoT device vulnerabilities, and
automated botnet campaigns is expected from 2022 to 2024. The increasing number
of connected devices, the heterogeneity of network infrastructure, and the growth
of traffic volumes pose new challenges for information security systems. Therefore,
the task of timely detection of cyberattacks has become especially urgent.

Traditional intrusion detection systems (IDS) based on signature analysis are
primarily designed to identify known patterns of malicious activity. However,
such approaches perform poorly in detecting modified, polymorphic, or previously
unknown attacks (Ferrag and Maglaras, 2022). Furthermore, signature-based
methods require constant database updates, increasing the workload of security
administrators.

Machine learning and anomaly analysis methods have significantly improved
the accuracy of network traffic classification (Shone et al., 2022). However, most
existing models analyze completed network flows. This means that classification
occurs only after the entire packet sequence has been received, increasing
the time it takes to detect attacks. In real-world systems, such delays can have
serious consequences, ranging from service disruption to data leakage or malware
propagation.

In the IoT environment, the problem becomes even more complex due to limited
computing resources, memory, and energy efficiency requirements on edge devices
(Nguyen et al., 2022). Deploying heavy-duty deep learning models on such devices
is often impossible without architectural optimization. Therefore, there is a need
for methods that combine high accuracy with low computational complexity.
Modern research demonstrates the promise of hybrid deep learning architectures
combining convolutional neural networks (CNNs) and long short-term memory
(LSTM) networks. CNNs effectively extract spatial features from packet sequences,
while LSTMs account for temporal dependencies and network traffic dynamics.
However, most studies still focus on analyzing the full network flow and do not
address the problem of early detection, which begins at the level of the first packets
of a connection.

Therefore, the scientific challenge arises of developing a method for early
cyberattack detection that:

- enables classification based on the first N packets of a network flow;

- accounts for spatiotemporal dependencies;

- reduces attack detection time;

- is adapted to the limitations of IoT devices.

The goal of this study is to develop a method for early cyberattack detection
based on a hybrid CNN-LSTM architecture optimized for the loT environment. To
achieve this goal, the following objectives are addressed:

- formalization of a model for early network traffic analysis;
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- development of an extended set of statistical-dynamic features;

- creation of a hybrid CNN-LSTM architecture;

- comparative analysis with classical machine learning algorithms;

- model optimization for implementation in IoT infrastructure.

The scientific significance of this work lies in the combination of early traffic
analysis, hybrid deep learning, and loT-oriented optimization within a single model,
as well as the quantitative assessment of the reduction in attack detection latency.

The scientific novelty of this study lies in the combination of methodological
and architectural solutions aimed at addressing the identified gap in intelligent
intrusion detection systems. A method for early detection of cyberattacks based
on the analysis of the first N packets of a network flow is proposed. Unlike most
existing approaches, which use the full network flow, the proposed method enables
decision-making at the initial stage of data transmission, significantly reducing
detection latency and increasing applicability to real-time systems.

A hybrid CNN-LSTM architecture, specifically adapted for the task of early
detection, has been developed. Unlike typical solutions, where such models are
used to improve accuracy on complete data, this architecture is adapted to work
with a limited number of packets while maintaining high accuracy. An expanded
set of statistical-dynamic features is also proposed, which takes into account not
only aggregated traffic characteristics but also the behavioral dynamics of data
transmission at the early stage of a connection, making the data presentation more
informative.

The paper simultaneously evaluates three key metrics: classification accuracy,
detection latency, and computational complexity. Most studies consider only
Accuracy and F1-score, while temporal and computational

Related work. Modern research in the field of intrusion detection systems
(IDS) demonstrates a clear shift from classic signature-based methods to intelligent
approaches to network traffic analysis. While previously the focus was on
identifying known attack patterns, between 2022 and 2024, increasing research will
focus on the application of machine and deep learning methods to detect anomalies
and previously unknown threats based on the behavioral characteristics of network
traffic (Arisdakessian et al., 2023).

This transformation is driven by the growing complexity of network
infrastructures, the rapid development of cloud technologies, and the widespread
adoption of Internet of Things (IoT) devices. All of this has led to a dramatic increase
in network traffic volumes and its high heterogeneity. As a result, traditional analysis
methods are becoming less effective and are unable to meet modern requirements
for the speed and accuracy of attack detection. In the current scientific literature,
several key areas of development for intelligent IDS systems can be identified.
The first area involves the use of deep neural networks for network traffic analysis.
Convolutional neural networks (CNNs) are widely used to detect spatial patterns in
feature space. They enable the automatic extraction of meaningful features without
the need for manual feature engineering. Recurrent neural networks, including

16



ISSN 1991-346X 2.2026

LSTMs and GRUs, are used to analyze the temporal structure of traffic by modeling
packet sequences and network connection dynamics.

Research results show that such models demonstrate higher accuracy and recall
than classical machine learning algorithms, especially when detecting complex
and nonlinear attacks (Ashraf et al., 2022). However, the main drawback of most
existing approaches is that they analyze fully formed network flows. This means
that the determination of an attack is made only after receiving the entire packet
sequence, increasing detection latency and reducing the responsiveness of security
systems. A second important area of research involves hybrid deep learning
architectures. In particular, CNN-LSTM models, which allow for the simultaneous
consideration of spatial and temporal dependencies in network traffic, have become
widely used. In such models, convolutional layers are responsible for extracting
local features, while recurrent layers analyze sequential dependencies between
packets and identify connection dynamics. Several studies report that such hybrid
architectures achieve classification accuracy of 94-96%, making them among the
most effective solutions in this field.

However, despite their high accuracy, most such models still operate on full
network flows. This means that the problem of early attack detection—based on the
first packets of a connection—remains understudied. Furthermore, existing studies
rarely consider attack detection latency as a separate and independent performance
metric, although in real-world settings, response speed plays a critical role. A
third area of research concerns the adaptation of deep learning models for IoT and
edge devices. Due to the limited computational resources of such devices, model
optimization is necessary. Various methods are used for this purpose, including
parameter reduction, weight quantization, neural network pruning, and architecture
simplification. These approaches significantly reduce computational load and
memory requirements, but often lead to a decrease in classification accuracy.
However, a significant problem remains that most of these optimization methods
are considered separately from the early attack detection task. This prevents a full
assessment of how model simplification impacts its ability to detect threats at an
early stage of network communication.

Overall, an analysis of existing research shows that despite significant progress
in the field of intelligent IDS, a significant research gap remains. This gap lies in the
absence of a unified approach that simultaneously integrates early attack detection,
hybrid deep learning architectures, and model adaptation to the constraints of the
IoT environment. Most existing research focuses either on improving classification
accuracy or reducing computational complexity, while the temporal aspect of
attack detection remains under-explored. With cyber threats growing, especially
in distributed and IoT networks, early attack detection is becoming a key factor in
ensuring the security of modern information systems.
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Table 1 — Comparative analysis of recent IDS studies (2022-2025)

Authors, Year | Architecture |Dataset Accuracy |IoT Latency | Main
/ F1 Optim- | Analysis | Limitations
ization
Nguyen et al., Lightweight | IoT gateway |94% /92% | Yes No Limited attack
2022 IDS traffic diversity
Ashraf et al., DNN-based IoT network |96% /94% | No Partial | High resource
2022 IDS traffic consumption
Otoum & Nayak, | DL-IDS 10T traffic 94% / 92% | Partial | No No early-stage
2022 detection
Alghamdi & Ensemble IoT traffic 91% /89% | Yes No Accuracy
Bellaiche, 2023 | Deep Learning degradation
IDS after
optimization
Mehedi et al., Deep Transfer |IoT datasets |95% /93% |Partial |No Increased
2023 Learning IDS training
complexity
Sharmila & Quantized RT-10T2022 |92% /90% | Yes No Reduced
Nagapadma, Autoencoder adaptability
2023
Proposed study, |CNN-LSTM | CICIDS2017 [96% / 94% | Yes Yes -
2026 (Early
Detection)

Analysis shows that hybrid CNN-LSTM architectures, as well as transformer-
based models, are increasingly being used. Although many studies achieve high
classification accuracy (93—-97%), most approaches still rely on full network flow
analysis. Optimization for the IoT environment is only implemented in isolated
studies and typically results in a decrease in model accuracy. Furthermore, attack
detection latency is rarely considered as a separate quantitative metric. As a result,
existing research lacks a unified methodology that simultaneously integrates early
traffic analysis, hybrid CNN-LSTM architectures, adaptation to IoT constraints,
and detection latency assessment. This study aims to address this gap.

Materials and Method. Within this study, the cyberattack detection task
is formulated as a binary classification problem for network traffic flows. Let a
network flow be represented as a sequence of packets:

F={p,.py....0r}

where:

F — the network flow;
Pi — the i-th packet in the flow;
T — the total number of packets in the connection.

(1)

In traditional intrusion detection systems, classification is performed after
analyzing the complete flow F. However, this approach increases attack detection
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latency and reduces the speed of response. In the proposed method, a shortened
sequence consisting of the first N packets is analyzed:

F:-,‘,- =£p11pjr--'1pﬂl’}1N{<T (2)

where:
Fy — the truncated network flow consisting of the first N packets;
N — the number of packets analyzed at the initial stage of the connection.

As a result, the model determines whether the traffic belongs to the attack class
or legitimate class before the completion of the transmission process, reducing the
time required for threat detection. The classification function is defined as:

fo(Fy) =y 3)

where:

fa-a parameterized model with learnable parameters 6;

Fy — the truncated network flow consisting of the first N packets;
v € {0,1} — the class label (0 — legitimate traffic, 1 — attack).

Model parameters are obtained by minimizing the empirical risk using the binary
cross-entropy loss function. Each packet is represented by a set of basic features:

x;=(1,,t,flag; src,, dst, ,proto;) 4)

where:

L packet length;

£ — timestamp;

flag, - TCP flags;
SI"C; — source port;
dst; — destination port;
proto; — protocol type.

To describe network traffic behavior, a number of statistical features are
calculated, including average packet length, packet length variance, and the
coefficient of variation. These metrics reflect the overall characteristics of traffic
intensity and variability during the initial phase of a connection. Dynamic features
are also extracted to analyze the temporal behavior of traffic. These include
interpacket intervals, average interpacket delay, and the rate of change of packet
length, which reflects how packet size changes over time.

To analyze the behavioral characteristics of network traffic during the initial
phase of a connection, several statistical metrics are calculated. These aggregated
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metrics allow for a compact representation of packet-level information and enable
the model to identify patterns characteristic of both legitimate and malicious traffic.
Average packet length is determined as follows:

N
1
o= EZ‘ L (%)

where:
I; — the length of the i-th packet;
N — the number of analyzed packets in the truncated flow.

This metric reflects the overall intensity of data transmission during the early
stage of a network connection. In many attack scenarios, such as flooding attacks
or scanning activities, the average packet length may significantly differ from that
observed in normal traffic patterns. Another important statistical characteristic is
the packet length variance, which measures the dispersion of packet sizes within
the analyzed sequence:

N
Fe] 1 P
o* = EZ (- 1)? (©)

where:

I; — the length of the i-th packet;

H — the average packet length;

N — the number of analyzed packets.

This metric allows the model to evaluate the variability of packet sizes. Malicious
traffic often demonstrates distinctive variance patterns. For example, certain attacks
generate packets with highly similar sizes, while others produce abrupt fluctuations
in packet length due to abnormal traffic generation strategies. To normalize the
variance relative to the mean value, the coefficient of variation (CV) is calculated:

cev="2 (7
i

The coefficient of variation allows us to estimate variability in relative terms,
independent of the scale of the values. This allows the model to compare different
types of network traffic without relying on absolute packet length values. This is
especially important in heterogeneous network environments, where packet sizes
can vary significantly depending on the protocol or application.

In addition to statistical characteristics, dynamic features are also extracted,
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allowing us to account for the temporal behavior of network traffic. These features
reflect how packet parameters change over time and help identify anomalous
patterns associated with cyberattacks. The interpacket interval is defined as the
time difference between two consecutive packets:

At, = t;, — t; ®)

where:

t; — the timestamp of the i-th packet;

£;_1 — the timestamp of the previous packet.
Based on these intervals, the average inter-packet delay is calculated as:

N
1
se= o) A 2
i=2

This feature is particularly important for identifying abnormal traffic generation
rates. For instance, Distributed Denial-of-Service (DDoS) attacks often generate
packets at extremely short time intervals, resulting in unusually low inter-packet
delays compared with normal network activity. Another dynamic indicator is the
packet length growth rate, which measures how packet sizes change over time:

1.-—17.
4 4

G, = = (10)

i At

This feature captures the temporal evolution of packet structure and may reveal
abnormal traffic patterns caused by automated attack tools or malicious scripts that
generate packets following specific patterns. To quantify the randomness of packet
size distribution, the entropy of packet lengths is calculated:

H=-) p®logp() (1)

where:
p(2) — the probability of observing packets with a specific size x.

Entropy serves as a measure of the uncertainty or disorder within the packet
size distribution. High entropy values indicate a highly irregular and diverse
traffic structure, which may occur during complex multi-stage attacks or botnet
activity. Conversely, low entropy values often correspond to highly uniform packet
sizes, which can be characteristic of automated attack patterns such as flooding
or scanning operations. Additionally, the entropy of packet size distribution is
calculated to measure the degree of randomness in traffic patterns. The resulting
feature representation forms a tensor:
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X € RVxd (12)

where:

X — the feature tensor representing the packet sequence;
N — the number of packets in the analyzed sequence;

d' — the total number of extracted features.

To model spatial and temporal dependencies within the packet sequence, a hybrid
CNN-LSTM architecture is employed. The convolutional layer extracts local
spatial patterns from the feature tensor, enabling identification of repeated structures
in packet attributes such as packet length distribution and flag combinations. The
recurrent component of the architecture is based on Long Short-Term Memory
(LSTM) networks, which are designed to model temporal dependencies within
sequential data. In the context of network traffic analysis, LSTM layers capture the
dynamic behavior of packet sequences and preserve information about previous
states of the connection. The memory state of the LSTM cell is updated using
several gating mechanisms. The forget gate determines which information from the
previous cell state should be retained or discarded:

fi = ﬂ[w}[hr—lfxr] + b_f] (13)

where:

f: — the forget gate activation at time step tt;

h._, — the hidden state from the previous time step;
Xt — the input vector at time step tt;

Wr _the weight matrix of the forget gate;

be — the bias vector;

o — the sigmoid activation function.

The forget gate allows the model to selectively remove irrelevant information
from the previous cell state, which helps the network focus on important temporal
patterns within packet sequences. The recurrent LSTM component models temporal
dependencies in packet sequences, allowing the system to capture long-term
behavioral patterns of network traffic. The model is trained using a binary cross-
entropy loss function with regularization to prevent overfitting. Computational
complexity analysis shows that the convolutional component has complexity
O(N -d - k), where k represents the filter size, while the LSTM component has
complexity O(N - h*), where h denotes the number of hidden neurons. The total
complexity of the model can therefore be approximated as G(N (dk + hfj), h' < h.

To enable deployment in IoT environments, the model architecture was
optimized by reducing the number of LSTM neurons and model parameters.
As a result, the total number of parameters decreased by 42%, leading to a 38%
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reduction in inference time. This optimization significantly reduces computational
load, making the proposed model suitable for resource-constrained loT devices.

Results. An experimental evaluation of the proposed early cyberattack detection
method was conducted to comprehensively analyze classification accuracy,
detection latency, and computational efficiency. The experimental design was
based on research guidelines in the field of intrusion detection systems (Alghamdi
& Bellaiche, 2023), ensuring comparability of the obtained results with existing
scientific works. The publicly available CICIDS2017 dataset, widely used in
network attack detection, was used as a test dataset. It includes both legitimate
network traffic and various attack types, such as DDoS, PortScan, Brute Force, and
Botnet activity. This dataset allows for direct comparison with studies published
between 2022 and 2025. After a data preprocessing step, including the removal of
incomplete records and feature normalization, the final dataset consisted of 78,456
network flows. Numerical features were normalized using the Min-Max scaling
method, which is consistent with standard data preparation practice in network
traffic analysis (Mehedi et al., 2023). The data was then split into training (70%),
validation (15%), and test (15%) sets using a stratified approach to preserve class
distributions (Arisdakessian et al., 2023). This partitioning method is widely used in
IDS research and ensures a correct assessment of model quality. A key feature of the
experimental setup was the modeling of the early stage of the network connection.
For each network flow, a truncated sequence was generated, including the first N
packets, where N took values of 5, 10, and 15. Packet-level analysis is used in a
number of modern studies, but most often without comprehensive optimization for
the IoT environment (Verkerken et al., 2022).

The hybrid CNN-LSTM model was trained using the Adam optimizer with
an initial learning rate of 0.001, which corresponds to the recommended settings
for deep learning tasks in IDS (Shone et al., 2022). Binary cross-entropy was
used as the loss function, which is a standard choice for binary network traffic
classification problems. Training was conducted for 50 epochs with a batch size
of 64. Regularization methods, including dropout (0.3) and L2 regularization
(0.001), were applied to prevent overfitting. The model architecture included
a one-dimensional convolutional layer with 64 filters and a kernel size of 3,
followed by an LSTM layer with 128 neurons. This configuration demonstrates
high efficiency in identifying spatiotemporal dependencies in network traffic. The
final fully connected layer with the Sigmoid activation function performed binary
classification of network connections.

The experiments were conducted on a computing system with an NVIDIA
RTX 3060 GPU using the TensorFlow 2.12 framework. In addition to standard
performance metrics such as Accuracy, Precision, Recall, and Fl-score, we
also measured average attack detection latency, which is rarely considered as a
standalone metric in modern IDS research. Thus, the experimental setup aligns
with modern scientific approaches and allows for a comprehensive evaluation of
the proposed method across three key criteria: classification accuracy, detection
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rate, and computational efficiency. Table 2 presents the hyperparameters of the
CNN-LSTM model used.

Table 2 — Hyperparameters of the proposed CNN-LSTM model. The selection of
hyperparameters was based on the analysis of recent publications on hybrid IDS models

Parameter Value Justification
Number of analyzed packets (N) 5/10/15 Early-stage traffic analysis
Number of features (d) 20 Statistical-dynamic feature set
CNN filters 64 Effective for extracting local patterns
Kernel size 3 Optimal for 1D sequences
LSTM neurons 128 Balance between complexity and accuracy
Dropout 0.3 Prevents overfitting
L2 regularization 0.001 Reduces overfitting

Recommended for IDS deep learning models

Optimizer Adam (Arisdakessian et al., 2023)

Learning rate 0.001 Standard value for stable convergence

Batch size 64 Balance between stability and training speed

Epochs 50 Empirical stabilization of the loss function
Binary Cross-

Loss function Suitable for binary classification tasks

Entropy

In particular, the model configuration with 64 convolutional filters and 128
LSTM neurons provides a stable balance between classification accuracy and
computational complexity. The use of the Adam optimizer with a training stride
of 0.001 is consistent with generally accepted recommendations for training
deep learning models for network traffic analysis. The use of dropout and L2
regularization reduces the risk of overfitting, which is especially important when
working with truncated sequences containing the first N packets (Alghamdi &
Bellaiche, 2023). Thus, the chosen hyperparameter configuration provides an
optimal tradeoff between accuracy, model stability, and computational efficiency.

An experimental evaluation of the proposed method was conducted on a test set
representing 15% of the original data. For comparative analysis, classical machine
learning algorithms were implemented and trained, including a support vector
machine (SVM), random forest, and multilayer perceptron (MLP). A baseline
CNN model without a recurrent component was also tested. The results of the
comparative analysis are presented in Table No. 3.

Table 3 — Comparison of classification performance of different models

Model Accuracy Precision Recall F1-score
SVM 88% 87% 85% 86%
Random Forest 91% 90% 89% 89%
MLP 92% 91% 90% 90%
CNN 93% 92% 91% 91%
Proposed CNN-LSTM 96% 95% 94% 94%
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The obtained results show that the hybrid CNN-LSTM architecture provides an
increase in classification accuracy of approximately 8—12% compared to classical
machine learning algorithms. The increase in the F1-score confirms that the model
exhibits balanced performance in both detection accuracy and recall. Figure 1 shows
the ROC curve of the proposed CNN-LSTM model. It reflects the relationship
between the percentage of correctly detected positives (TPR) and the false positive
rate (FPR) at different classification thresholds.

ROC Curve (Proposed CNN-LSTM Model)
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Figure 1 — ROC curve of the CNN-LSTM model

The area under the receiver operating characteristic (ROC) curve (AUC)
reaches 0.96, demonstrating the model's high ability to discriminate between
classes. The curve deviates significantly from the diagonal, which corresponds to
random guessing, confirming the effectiveness of the CNN-LSTM architecture
for early cyberattack detection. Furthermore, the results demonstrate stable model
performance across different classification thresholds and a relatively low false
positive rate. Figure 2 shows the confusion matrix of the proposed model.

Confusion Matrix (Proposed CNN-LSTM Model)
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Figure - 2. Confusion matrix of the proposed model
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The matrix shows the distribution of correctly and incorrectly classified network
connections. The majority of observations are true positives (TP) and true negatives
(TN), confirming the high overall accuracy of the model. The number of false
positives (FP) and false negatives (FN) remains minimal, indicating balanced
classifier performance and low error rates for both types. The high true positive rate
(TPR) demonstrates that the model effectively identifies malicious traffic, while the
low false positive rate (FPR) reduces the likelihood of misclassifying legitimate
connections as attacks. Overall, this confirms the robustness of the hybrid CNN-
LSTM architecture when analyzing the first N packets of network traffic.

To assess the robustness of the model with respect to input sequence length,
additional experiments were conducted with N =35, 10, and 15 packets. The results
show that even using only the first five packets, the model achieves an acceptable
accuracy of 92%. The optimal configuration was N = 10 packets, providing the best
balance between detection speed and classification quality. Increasing the number
of packets to 15 yields only a slight improvement in accuracy, further confirming
the effectiveness of early detection. Furthermore, a quantitative assessment of
detection latency was conducted. Latency was defined as the time interval between
the start of a network connection and the moment the model makes a traffic class
decision.

Table 4 — Comparison of attack detection latency

Method Average Detection Latency
Full-flow analysis 1.8 sec
CNN (70% of flow) 1.4 sec
Proposed method (N = 10) 1.2 sec

Discussion. The proposed method reduces attack detection time by
approximately 35% compared to full network flow analysis. This confirms the
practical importance of early attack detection in real-time cybersecurity systems.
To evaluate the model's applicability in the IoT environment, a lightweight version
of the architecture was developed. It involves reducing the number of filters and
neurons, as well as using weight quantization. As a result, the number of parameters
was reduced by 42%, significantly reducing computational complexity. Meanwhile,
the accuracy loss was only approximately 2%, confirming the effectiveness of the
chosen optimization approach. Additional experiments showed that the model
remains robust even with moderate class imbalance and noisy data. The F1-score
remains above 92% even with an increasing share of attack traffic. Comparison
with studies published between 2022 and 2025 shows that the proposed model
achieves comparable or higher accuracy while simultaneously reducing detection
latency. Unlike many existing studies that do not consider timing metrics at all, this
study analyzes detection latency as a separate, important metric.

Overall, the results show that the hybrid CNN-LSTM model improves
classification accuracy by 8—12% compared to classical algorithms. Using the first
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10 packets reduces detection latency by approximately 35%. The optimized version
of the architecture reduces the computational load by 42% without critically losing
quality. The model also demonstrates robustness to input data changes and confirms
the effectiveness of combining early analysis with [oT optimization. These results
support the hypothesis that cyberattacks can be effectively detected at an early
stage of a network connection using only the first N packets. Unlike most existing
studies, which focus on analyzing fully completed connections, the proposed
method demonstrates high accuracy already at the initial stage of data transmission.
This suggests that the information in the first 10 packets is sufficient to identify
characteristic signs of malicious activity.

The improved accuracy compared to classical machine learning methods is
attributed to the use of the hybrid CNN-LSTM architecture. The convolutional
part of the model automatically extracts local structural features, while the LSTM
layer analyzes the temporal dynamics of traffic parameters. Combining spatial and
temporal analysis provides a more complete picture of network traffic compared to
models using only one type of neural network. Therefore, the increase in accuracy
and F1-score is a natural result of deeper modeling of packet sequences. Another
important result is the reduction in detection latency. In real-world cybersecurity
systems, response speed is often as important as accuracy. A 35% reduction in
detection time demonstrates that early attack detection significantly improves the
resilience of network infrastructure. This is especially critical for distributed and
IoT networks, where latency can lead to attack propagation throughout the system.

Results from model optimization for the [oT environment show that reducing
the number of parameters and quantizing weights have virtually no impact on
classification quality. A loss of accuracy of within 2% with a 42% reduction in
computational load indicates that the original model contains redundant parameters.
This confirms the adaptability of hybrid deep models to resource-constrained
devices, making the approach promising for edge devices and distributed
monitoring systems. It is also worth noting that the effect of input sequence length on
classification quality is nonlinear. Experiments showed that increasing the number
of packets above N = 10 yields only a slight increase in accuracy. This indicates
that the early stages of communication already contain sufficient information to
detect attacks and confirms the feasibility of early analysis without significant loss
of quality. Despite the obtained results, the study has several limitations. First, a
public dataset was used, which, although widely used in scientific papers, does not
fully reflect the real-world dynamics of network infrastructures. Second, the model
was evaluated under conditions of static data distribution, whereas in real networks,
traffic characteristics may change over time. Third, the problem was considered as
a binary classification (normal traffic/attack), whereas real IDS systems require a
more detailed classification of attack types. A promising future direction is the use
of attention mechanisms or transformer architectures, which better model long-
term dependencies. Another interesting direction is the application of federated
learning in distributed [oT networks.
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Conclusions. This study proposes a method for early detection of cyberattacks
in network traffic based on a hybrid deep learning architecture that combines
convolutional neural networks (CNNs) and long short-term memory (LSTM)
networks. The method is designed for use in [oT infrastructures where computing
resources are limited. The relevance of this work stems from the need to reduce the
response time of information security systems while maintaining high classification
accuracy. Unlike most existing approaches, which analyze the entire network flow,
the proposed method performs classification based on the first N packets of a
network connection. Experimental results show that when analyzing the first 10
packets, the model achieves 96% accuracy while reducing detection latency by
approximately 35% compared to classical full flow analysis. The developed hybrid
architecture combines convolutional layers, which extract spatial features, and
recurrent LSTM layers, which model the temporal dynamics of network traffic.
Additionally, an expanded set of statistical-dynamic features was introduced,
increasing the informativeness of data representation already at the early stage of
connection. Further model optimization was conducted taking into account the
limitations of the IoT environment. A 42% reduction in the number of parameters
and a 38% reduction in inference time while maintaining high accuracy confirm the
practical applicability of the approach in resource-constrained settings.

Overall, the study demonstrates that early attack detection, hybrid neural
network architectures, and loT-oriented optimization can be successfully combined
into a single methodology. The obtained results can be used in the development
of intelligent network traffic monitoring systems for distributed and edge
infrastructures. Promising areas for further research include the use of transformer
architectures, attention mechanisms, and federated learning methods to improve
model robustness under changing data distributions.
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