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Abstract. The rapid migration of financial fraud to encrypted messenger
platforms such as WhatsApp and Telegram has created an urgent need for lightweight,
endpoint-based detection tools capable of operating on small, multilingual datasets
characteristic of real-world "cold start" conditions. Unlike traditional email spam,
messenger-based fraud is short-lived, conversational, and heavily obfuscated
through mixed scripts and artificial urgency, rendering static rule-based filters
ineffective. Existing machine learning solutions predominantly address English-
language SMS spam and rely on large labeled corpora, leaving a significant gap for
post-Soviet and Central Asian deployment contexts where Russian, Kazakh, and
English frequently co-occur within a single message. This study aims to identify
the optimal classical machine learning architecture for binary fraud classification of
such multilingual text messages under severe data scarcity constraints. A balanced
pilot dataset of 189 messages (95 legitimate / 94 fraudulent) was manually collected
from Telegram, WhatsApp, Reddit, Pikabu, and verified news sources. Text was
vectorized using TF-IDF (unigrams and bigrams, max 100 features, min_df=2)
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without morphological preprocessing to preserve cross-language token integrity.
Five classifiers were benchmarked: Logistic Regression, Linear SVM, Multinomial
Naive Bayes, Random Forest, and XGBoost. Regularization strategies including
L2 penalty, additive smoothing, and structural tree constraints, combined with
class-weight balancing, were applied to mitigate overfitting on the small sample.
Model evaluation used 5-fold stratified cross-validation and an independent test
set, with Recall (Fraud) as the primary safety metric alongside Accuracy, F1-
score, and ROC-AUC. Logistic Regression and Linear SVM achieved the highest
overall performance (Accuracy = 0.97, Recall = 1.00, F1 = 0.97, ROC-AUC =
0.957-0.962), successfully identifying all fraudulent messages with only one false
alarm each. XGBoost also reached perfect recall (1.00) at a cost of lower precision
(Precision = 0.88), while Random Forest and Naive Bayes were less stable,
achieving accuracies of 0.86 and 0.79 respectively. The findings demonstrate that
for small, sparse, and multilingual fraud datasets, aggressively regularized linear
models with minimal feature spaces outperform complex ensemble architectures,
offering a viable, computationally lightweight foundation for real-time endpoint
fraud filtering on encrypted platforms.

Keywords: Fraud Detection, Machine Learning, Cold Start Problem, Small-
sample Learning, Multilingual Text Classification
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Annotauus. Kapxeuiblk anaskTeikTelH WhatsApp sxone Telegram cHSKTBI
mmdpraHFaH MecCeHKepIIepre KbUIAaM aybICybl HAKTHI JKaFAaiiapra TOH arblH
opi KenTinai AepeKTep >KUBIHTHIKTAPIMEH JKYMBIC ICTEeH alaThbIH KEHIT aHBIKTay
KypaiJapblHa JereH KaKeTTUTIKTI apTThIpAbl. JocTypii SMeKTpOHIBIK TOIITa
CHaMbIHAH aWbIPMAalIbUIBIFBI, MECCEHIDKEpIEpAeri anasKThIK KbICKa Mep3iMaIi
KOHE JAMAJOITIK CHUIaTKa Me 9pi apanac kas3ydbl, OipHemIe TUIl jKOHE JKacaHIbl
IIYFBUIIBIK  Ce3iMiH O€JICeHIIl TaiianaHanasl, OyJI CTaTUKAJbIK epexenepre
HETI3/IereH CY3TrUIep/IiH THIMAUIITIH TeMeHaeTenil. KongaHpIicTarbl MalllnHAIBIK
OKBITY IIENIMJIepi KoOiHe aFbUIIIbIH TUTiHACTI SMS-criaMra OaFbITTalIFaH JKOHE
YJIKeH TaHOallaHFaH KoprycTapra cyieHeni. byn Oip xabapnama imriHae opeIc,
Ka3aK >KoHE arbUIIIBIH TULAEP] KaTap KOJAaHBIIAThIH MOCTKEHECTIK kaHe OpTabIK
A3 KEHICTIrl YIIIH MaHBI3/IbI 36PTTEY ONKBUIBIFBIH KaJbIITACTHIPAIbI. 3€PTTCYIiH
MakcaThl - JEPEKTep/liH aWKbIH TaIIIbLIBIFBl JKAFJaNbIHAa KOMNTiAAI MOTIHJIK
xabaprnamanapaarbl ajasKTBIKTBl OMHAPIBIK JKIKTEYre apHajiFaH KIACCHKAJbBIK
MAaIllMHAJBIK OKBITY OMICTepiHIH IlIiHEH €H THIMII apXUTEKTYpaHbl aHBIKTAY.
Telegram, WhatsApp, Reddit, Pikabu »oHe TekcepisireH kaHAIBIKTap KO3JepiHCH
KOJIMEH >KuHainFaH 189 xabaprnamagaH TypaThlH TEHIepiMi MUIOTTHIK JIEpPEKTep
KUBIHTBIFBl KYPBUIIBL, OHBIH 95-1 3anHAbl koHe 94-1 anmaskThIK Xabapriamaiap
Oonapl. MoTiHznep Tingep apachlHAAaFrbl TOKEHAEPIIH TYTACTBIFBIH CaKTay YILIiH
MOPQONOTHSNIBIK alfBIH ajla eHJEYCi3 yHUIpaMManap MeH Ourpammanapra
Heriznenred TF-IDF oxiciMen BekTopianipl; Oenrinepaid Makcumaisl cadbl 100,
min_df = 2 Goneimn Oenrinenni. Logistic Regression, Linear SVM, Multinomial
Naive Bayes, Random Forest ;one XGBoost Moaenbaepi canblcThipbuiasl. Llarem
ipikTeMe/ie apThIK YHpeHyai azaiTy yuriH L2-perynspuzanus, aaIuTuBTi TericTey,
arall MOJENBACPIHIH KYPBUIBIMABIK IIEKTeyJepi >KOHE CBIHBII CalMaKTapblH
TeHecTipy KoijmaHeuabl. baramay Oec OexikTi cTparnuKanMsiIaHFaH Kpocc-
BaJMIalUsl JKOHE TOYEJICI3 TEeCTUTK JKUBIHTHIK HETi3iHje >xyprisinmi. Herisri
Kayilnci3mik MeTpHKachl peTiHAe alasKThIK Kiackl yuriH Recall kepcerkimi,
koceiMiia Accuracy, Fl-score sxone ROC-AUC Merpukamapbl KOJJaHBUIIBL.
Logistic Regression sxoHe Linear SVM eH >KOFapbl sKalIibl HOTHXKEIEP/i KOPCETTi:
Accuracy = 0,97, Recall = 1,00, F1-score = 0,97, ROC-AUC = 0,957-0,962. Exi
MOZIeTIb Jie OapibIK anasKThIK XabapiaaManapasl IyphIC aHBIKTAIl, TeK Oip yKalFaH
oH Hotmxke kepcerri. XGBoost Ta Recall = 1,00 HoTmkeciHe KON KeTKi3i,
amaiina Precision = 0,88 6onael. Random Forest sxone Naive Bayes monpensaepi
tuiciame 0,86 xone 0,79 Accuracy KepceTKIIITepiMEH TOMEHIpPEeK TYPaKThLIBIK
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KOpCeTTi. AJIBIHFaH HOTHIKEJIEP LIaFbIH, CUPEK KOHE KONTUIAl aJasKThIK IepeKTep
KUBIHTBIKTApPbIH/A BIKIIAM Oenrijep KeHicTiri 0ap KaTaH peryisph3auusIaHFaH
CBI3BIKTBIK MOJIEJIBICP KYP/eIli aHCaMOJIb/IIK apXUTEKTypaiapaH THIMIIPEK O0ITybl
MYMKIH eKeHiH kepcereni. MyHnali mozenbiaep mmdplaHfaH MECCEHIDKEPIiK
wiatgopMasiapa aJasKThIKThl HAKThl YaKbIT PEXHMMIHAE KYPBUIFbI ICHIEHiHIE
CY3yre apHaJFaH ecenTey TYPFBICBIHAH JKeH1T Heri3 OoJa anajpl.

Tyiiin ce3mep: anasKTBIKTBI AHBIKTAY; MAIIUHAJBIK OKBITY; «CYBIK CTapT»
MOceJIeCi; IAaFbIH ipiKTeMeJIepMEH OKbITY; KOTTIII MOTIHAEPI] JKIKTey
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Annoramus. CTpeMuTeNnbHOE TiepeMelieHne (UHaHCOBOTO MOIIEHHHYECTBA
Ha 3amudpoBaHHBIE MecceHKep-TutaTdopmbl, Takne kak WhatsApp u Telegram,
00yCIIOBIIMBAET HEOOXOAUMOCTH Pa3pabOTKH JIETKOBECHBIX CPEACTB OOHAPYKEHUS,
CIOCOOHBIX paboTaTh ¢ HEOOJIBIMMMH MHOTOS3BIYHBIME HaOOpaMH JTaHHBIX,
XapaKTepHbIMU JUISl PEAbHBIX YCIOBHH «XOJOJHOTO cTapra». B omimume or
TPaJIUIIMOHHOTO IIOYTOBOTO CIlaMa, MOIIEHHHWYECTBO B MECCEHDKepaxX HOCHT
KpPaTKOCPOUHBIH ¥ JMAIOTOBBIN XapakTep, aKTHBHO HCIOJB3yeT CMEIICHHe
MMUCBMEHHOCTEH, A3BIKOB M HCKYCCTBEHHO CO3/1aBA€MOE OIIYIIEHHE CPOYHOCTH,
9TO CHIDKaeT 3(PPEKTUBHOCTh CTATUYCCKUX (IIIBTPOB HA OCHOBE IIPaBHUIL.
CymiecTBylompe  pelieHHs  MallMHHOTO — OOy4eHHs  MPEeUMYIISCTBEHHO
OPUEHTUPOBAHbBl HAa AHMDIOSI3bIYHBIAE SMS-cnmaM M HCNONB3YIOT KpyIHbIE
pa3MedeHHbIe KOpITyca, BCIEACTBHE YEro COXPaHIEeTCs CYyIIeCTBEHHBIH Mpolen
JUISE TIOCTCOBETCKOTO M IIEHTPaJIbHOA3MATCKOTO MPOCTPAHCTBA, TIE PYCCKHM,
Ka3aXCKUH 1 aHTIIMHUCKUH SI3BIKA 9aCcTO BCTPEUAIOTCS B OAHOM cooOmieHun. Llenp
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WCCIIEZIOBaHUS - OTIPENEIUTh Hanbolnee 3 (peKTUBHYIO apXUTEKTYPY KIACCHYECKOTO
MalIMHHOTO  OOy4YeHWs Ui OWHApHOW  KIACCH(HUKAIMA  MHOTOS3BIYHBIX
MOIICHHUYECKUX TEKCTOBBIX COOOIIEHUH B YCIOBUSIX OCTPOro Jeduuura
MaHHBIX. bbul copmupoBaH cOaTaHCHPOBAHHBIA IHIOTHBEIH Habop w3 189
COOOIIEHNH, BKIIOUAONIHANA 95 TeruTUMHBIX ¥ 94 MOIIEHHUYECKUX COOOIIECHHS,
BpyuHyt0 coOpanHbix u3 Telegram, WhatsApp, Reddit, Pikabu u mpoBepeHHBIX
HOBOCTHBIX MCTOYHUKOB. TeKCThl BekTOpu3oBainuch MmetogoM TF-IDF Ha ocHOBe
YHATpaMM W OurpaMM Npu MakcUMajibHOM KonudectBe 100 mpusHakoB u
min_df = 2 6e3 Mopdomorndeckoil mMpenoOpadOTKH, YTO MO3BOJIMIO COXPAHUTH
MEXBSI3BIKOBYIO LEIIOCTHOCTh TOKEHOB. CpaBHMBAIMCh TSITh KIaCCH(PHUKATOPOB:
Logistic Regression, Linear SVM, Multinomial Naive Bayes, Random Forest u
XGBoost. Iy cHIDKEHUS pUcKa IepeoOyueHus MpUMeHsuTuch L2-perynspuzanus,
ATMTUBHOE CTIIXUBAHHUE, CTPYKTYPHBIE OTPaHHYCHHUSI JIEPEBhEB U OATAHCHPOBKA
BecoB kiaccoB. OIlleHKa TMPOBOAMIACE C HCIIONB30BAHUEM IMSTHKPATHOU
CTpaTu(UIMPOBAHHON KpOCC-BalMJallMd W HE3aBUCHUMOH TECTOBOH BBIOOPKH.
OcHOBHOW MeTpHKOl Oe3omacHOCTH sBisIcs Recall murst kimacca MOIIeHHUYIECTBA;
JIOTIONIHUTENIbHO oleHuBayiMch Accuracy, Fl-score u ROC-AUC. Logistic
Regression m Linear SVM mnponeMOHCTpHUPOBaIN HAWIYUIIHe pe3yIbTaThl:
Accuracy = 0,97, Recall = 1,00, F1-score = 0,97, ROC-AUC = 0,957-0,962. O6e
MOJICTIM BBISIBUJIM BCE MOIICHHHYECKHE COOOLICHUS, JOMYCTHB JIHIIb 110 OTHOMY
JIO)KHOTIONIOXKHUTEIIbHOMY cpabarpiBannio. XGBoost Takke moctur Recall = 1,00,
onHako ero Precision cocraBmn 0,88. Random Forest u Naive Bayes mokazamu
MeHee cra0mibHble pesynbrarel ¢ Accuracy 0,86 u 0,79 cooTBeTCTBEHHO.
Pesynbrarsl MOKa3bIBalOT, YTO Ha HEOOINBIINX, PAa3pEKEHHBIX M MHOTOS3BIYHBIX
Ha0opax MJaHHBIX O MOIICHHUYECTBE CTPOTO pETyIspU30BaHHbBIC JIMHEHHBIC
MOJICTI C KOMITAKTHBIM MPOCTPAHCTBOM INPH3HAKOB MOTYT TMPEBOCXOJHTH Oojee
CJIOXKHBIE aHCaMOJIeBbIe apXUTEKTYpbl. Takol moaxon GopMUpPyeT BEIYUCIUTEIBHO
3 (EeKTUBHYIO OCHOBY JJIsT (PHITETPAITIH MOIIIEHHHYECKUX COOOIICHNH B peaTbHOM
BpPEMEHH HETIOCPEJCTBEHHO Ha KOHEYHBIX YCTPOUCTBAX.

KaroueBble cii0Ba: BBIABICHHE MOIISHHHYECTBA; MAIIMHHOE OOyYEHHUE;
npobieMa XONOJAHOTO cTapra; OO0ydeHHe Ha MajbIX BBIOOPKAX; MHOTOS3BIYHAS
KJaccu(puKanus TeKCTOB

Introduction. The current cybersecurity environment shows attackers now
prefer social engineering tactics instead of trying to breach infrastructure systems
(Wang et al., 2021). The main communication method which phishers and
fraudsters use today consists of text channels which include SMS and WhatsApp
and Telegram (Lim and Phuangsuwan, 2025). The filtering solutions which exist
for email spam do not work against mobile text fraud because this type of fraud
exists as a constantly changing and short-lived threat (Salman et al., 2024). The
methods used by fraudsters to commit their crimes continue to change because
they employ techniques which include using confusing language and combining
different writing systems and creating a sense of emergency to outsmart standard
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security systems based on predefined rules. The situation demands immediate
development of adaptable lightweight Machine Learning (ML) classifiers which
can identify semantic meaning instead of recognizing specific words (Tyagi and
Szénasi, 2024).

This study is a pilot project on binary classification of fraudulent Russian-
language texts using classical machine learning methods. To achieve this goal,
a database of unique examples was compiled, a comparative analysis of five
architectures was conducted, and hyperparameter tuning was thoroughly explored
in order to mitigate overfitting on a small dataset.

The main research contributions include the introduction of a specialized dataset
reflecting "cold-start" fraud scenarios, an empirical evaluation of regularization
strategies for sparse multilingual data, and the identification of lightweight linear
models that achieve perfect recall, providing a robust methodological framework
for effective learning from limited samples (Charilaou, and Battat, 2022).

Literature Review. The automatic detection of fraudulent text messages
(smishing) has evolved into a significant subfield of cybersecurity, driven by the
increasing reliance on mobile messaging platforms for financial authentication.
Early research in this domain predominantly focused on adapting email spam
filtering techniques to Short Message Services (SMS). Feature extraction methods
that are commonly used are the Bag-of-Words (BoW) and Term Frequency-Inverse
Document Frequency (TF-IDF) that convert the text into a numerical vector.
Early studies demonstrated that probabilistic classifiers, particularly Naive Bayes
and Support Vector Machines (SVM), could achieve high accuracy on standard
datasets like the UCI SMS Spam Collection due to the distinct lexical features of
promotional spam (Almeida et al., 2011). They rely heavily on the static keyword
set presented in the texts and are therefore not adequate for dealing with informal
and brief text messages, which are common in mobile communication. Moreover,
these early datasets were collected under controlled conditions and do not reflect
the adversarial evolution of modern fraud, where attackers deliberately introduce
typographical noise, abbreviations, and mixed-language constructs to evade
keyword-based detection.

A critical evolution in this domain is the rapid migration of fraud from traditional
cellular SMS to Over-The-Top (OTT) instant messengers such as WhatsApp and
Telegram. Unlike SMS, which are limited by the number of characters and the
cost of cellular communication, messengers provide virtually unlimited text length
and rich formatting, which allows you to create more complex social engineering
plots. This shift presents a unique challenge, as the end-to-end encryption
employed by these platforms renders traditional network-level filtering ineffective,
necessitating lightweight endpoint detection solutions (Lim and Phuangsuwan,
2025). Furthermore, messenger-based attacks are more dynamic and short-lived
than email spam, often employing "conversational" fraud that bypasses static rule-
based filters designed for bulk SMS (Salman et al., 2024).

Convolutional Neural Networks (CNNs) and Long Short-Term Memory
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(LSTM) networks are often employed to model the sequential data in the
messages. Also, a hybrid approach using combined CNN-LSTM models has been
shown to significantly outperform traditional machine learning classifiers using
handcrafted features, and are able to learn high-level features from the character-
level embeddings (Ghourabi, 2022). Similarly, Transformer-based models, such as
BERT and RoBERTa, have set new benchmarks in text classification by leveraging
attention mechanisms to understand the intent behind a message (Mishra and Soni,
2022). These deep architectures excel at detecting subtle obfuscation techniques
used by attackers, such as homoglyph attacks and context-based social engineering.
However, deploying such models in production requires substantial computational
resources: BERT-base contains 110 million parameters and demands GPU inference
for real-time throughput, making it impractical for on-device or edge deployment
scenarios. Furthermore, fine-tuning transformer models on datasets of fewer than
500 samples frequently lead to unstable training dynamics and poor generalization,
limiting their applicability in cold-start fraud detection contexts (Charilaou and
Battat, 2022).

Despitethese technological advancements, a significant gap remains in addressing
the multilingual and code-switching nature of modern fraud. The vast majority of
existing research relies on monolingual English datasets, such as the UCI corpus
or the TiW-SMS dataset (Jain et al., 2021). In real-world scenarios, particularly
in post-Soviet and Central Asian regions, fraudulent messages frequently mix
languages (e.g., Russian, English, and Kazakh) or use Latin scripts for Cyrillic
terms to bypass filters. It has been noted that standard NLP preprocessing pipelines,
such as lemmatization and stemming, often degrade performance on such mixed-
script data. This degradation occurs because morphological analyzers are typically
trained on monolingual corpora and fail to correctly segment tokens that span two
writing systems or contain code-switched affixes. As a result, language-agnostic
approaches such as character-level n-grams or raw TF-IDF over mixed vocabularies
have shown greater robustness on such data (Dolan et al., 2023). Consequently,
there is a lack of systematic evaluation regarding how language-agnostic feature
extraction methods perform in multilingual fraud detection.

Another limitation of current methods is that deep learning models give more
accurate results but are also more complex. As a result, they cannot be used in
lightweight real-time filters. In scenarios using short texts and limited training
data, well-tuned classical ensembles (such as Random Forest or XGBoost) or
ordered linear models can provide competitive performance with significantly
lower delays. However, few studies have explicitly benchmarked these "simpler"
architectures against modern ensemble methods specifically on datasets containing
high-risk financial fraud rather than generic marketing spam. The present study
directly addresses this gap by providing an empirical comparison of five classical
architectures on a manually curated trilingual dataset, with a focus on regularization
strategies that are specifically designed to combat overfitting under cold-start
conditions. Table 1 summarizes key prior studies, highlighting the dominance of
English-centric research and the need for multilingual evaluations.
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Table 1 — Summary of research on text-based fraud and spam detection (2011-2025)

Year | Authors Dataset / Language | Methods Focus / Findings | Limitations
2011 | Almeida et al. [ UCI SMS Corpus SVM, Naive | Validated VSM |Focused on
(English) Bayes representations | generic spam, not
for SMS specific fraud/
phishing
2022 | Ghourabi, A. |Proprietary CNN-LSTM | Deep learning for | High
(English) feature extraction [ computational
cost; monolingual
focus
2021 |Jain et al. SMS Spam Survey / Comprehensive | Highlighted
(English) Various review of lack of diverse,
smishing multilingual
datasets
2022 | Mishra and TiW-SMS (English) | BERT, Semantic Transformer
Soni RoBERTa analysis of models require
phishing massive resources
2025 |Lim and WhatsApp/SMS Survey / Shift from SMS [ Highlighted
Phuangsuwan | (English) Analysis to Messenger the difficulty of
fraud encrypted traffic
analysis

This table highlights that while significant progress has been made in using deep
learning for English-language spam, there is a clear gap in research addressing
multilingual fraud detection using interpretable, lightweight models. This gap
motivates the current study, which systematically evaluates classical and ensemble
classifiers on a manually collected multilingual dataset (Russian, English, Kazakh)
to determine the optimal trade-off between model complexity and detection
capability.

Methods.

Dataset Construction and Analysis.

As shown in Figure 1, both subsets were compiled from publicly available
online content — WhatsApp/Telegram scam screenshots and legitimate message
examples shared on Reddit, Pikabu, Pinterest, YouTube, and news sources —
supplemented by official bank notifications and a small synthetic subset (legitimate
class), and fraud messages personally received by the annotator (fraudulent class).
This preview demonstrates the multilingual nature of the collected samples, which
include both Russian and English entries. A distinctive property of the dataset is its
multilingual nature, reflecting the real content circulating in messaging platforms:

* Russian (70%)

* English (20%)

* Kazakh (10%)

The dataset is balanced (95 legit messages / 94 fraud messages).
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Pasmep pavacerva: (189, 2)

text label
0 3xaete nu Bbl, 4To B Kaspi moxxHo sapabaruieats, ... fraud
1 Y meHs oTNM4YHOE HacTpoeHue, cendac Ha Oupxe pa...  fraud
2 Hiya! Could | ask you real quick? Hey, this is... fraud

3 Hope you have heard from UNDEF? It is money gr. fraud

4 3ppascteyiTe Anekced. HUKOro y MeHs HeTpewnna...  fraud

Figure 1 — Dataset preview showing the structure of text samples and their corresponding labels

Data Annotation and Ethical Considerations.

Labeling was performed by a single annotator (the corresponding author).
Fraudulent messages came from (1) public online content — scam screenshots and
reports shared on Reddit, Pikabu, Pinterest, YouTube, and news channels, and (2)
fraud messages personally received by the annotator, including bank-impersonation
attempts. No private third-party correspondence was used.

Legitimate messages came predominantly from the same public platforms
(Reddit, Pikabu, Pinterest, YouTube, news) and official bank SMS/push/FAQ
examples, supplemented by 26 synthetic messages authored by the annotator based
solely on their own previously written messages (one-sided; no interlocutor content
used), reflecting typical RU/EN/KZ style and language-mixing.

Since all data was either already public, personally received by the annotator
as attack target, or self-authored, no third-party personal data was processed
and formal consent procedures did not apply. All messages were screened and
PII (names, phones, cards, emails, links) replaced with placeholders ([NAME],
[PHONE], [CARD], [LINK]).

As labeling was single-annotator, no inter-annotator agreement (e.g., Cohen's «)
could be computed — noted as a limitation for future multi-annotator work.

The dataset is under continuous expansion and not publicly released; available
on reasonable request to the corresponding author.

Preprocessing and TF-IDF Vectorization.

The text data required cleaning. The TF-IDF method converts text data into
numerical vector representations. The method uses document-specific word
frequencies to determine weights which focus on important lexical indicators
that appear frequently in documents but infrequently throughout the entire corpus
(Karim et al. 2019).

The research requires a crucial methodological choice because the dataset
contains multiple languages so the researchers decided to skip all advanced
linguistic processing including lemmatization and stemming (Pant et al., 2024;
Dolan et al., 2023; Biloshchytska et al., 2025).

The vector X; of message I is defined as:
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X = [Wr;,drwrg,m---rwrmd] (1

where W.; is calculated as TF(t,d)-IDF(t). IDF (Inverse Document
Frequency):

1+N
or) T )

IDF(t) =log (

with N — total number of documents, and DF (t) — number of documents
containing term t.

To capture contextual dependencies in the multilingual text, both unigrams
and bigrams were utilized (ngram_range = (1, 2)). A custom list of stop-words
was applied to filter out auxiliary lexical noise. Crucially, the feature space was
constrained to the 100 most significant tokens (max features=100) to prevent
overfitting on the small dataset (N=189) and to identify only the most robust fraud
predictors. Terms appearing in fewer than two documents were excluded (min_
df=2). To ensure maximum data utility, a 5-fold Stratified Cross-Validation was
implemented.

Algorithms and Regularization Strategy.

Linear Models with L2-Regularization (Logistic Regression, Linear SVM).

Linear models are prone to overfitting on high-dimensional sparse TF-IDF
features. To mitigate this, L2-regularization was applied.

To compensate for the limited sample size and prioritize the detection of
all potentially harmful messages, a class weight='balanced' parameter was
implemented in the linear models . This strategically increases the penalty for 'False
Negative' errors (missed fraud), which is a critical requirement for maintaining high
Recall in cybersecurity applications. The combination of strong L2-regularization
and class weighting minimizes the risk of overfitting on noise specific to small
datasets, forcing the models to converge on the most robust and persistent fraud
indicators.

Logistic Regression:

The decision rule is defined as:

) 1
p(};=;|xj=cr[wrx+bj:m (3)

The loss function with L2-norm regularization:
: m 7 —¥i (wl i+ b) 1 2
'-”11;12:':1 log (I 4+ e 2w 5imoh) 4 = [lw] 4)
W, =

The optimal strongly regularized coefficient C=0.01 was selected based on
validation performance. Class weights were set to 'balanced'.
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Linear SVM:

A low regularization coefficient C=0.025 was chosen to increase robustness
against noise and outliers.

Multinomial Naive Bayes:

A probabilistic classifier based on Bayes' theorem. It assumes feature
independence. To handle the issue of zero probabilities (when a word in the test
set was absent in the train set), we used Additive Smoothing with a high parameter
alpha=10.0. This "flattens" the probability distribution, making the model very
conservative.

Ensemble Models (Random Forest, XGBoost).

To manage overfitting in tree-based models, structural parameters were
constrained by limiting the maximum tree depth to 5 for the Random Forest and to
6 for XGBoost, while the subsample and colsample parameters were both set to 0.9
in order to introduce additional randomness during training.

Evaluation Metrics.

Given the security-critical nature of fraud detection, Recall (Fraud) was adopted
as the primary evaluation metric: the operational cost of a False Negative (an
undetected fraudulent message) is substantially higher than that of a False Positive
(alegitimate message flagged for review). Accuracy, Precision, F1-score, and ROC-
AUC were treated as secondary metrics, used to differentiate between models that
achieve equal Recall.

Results. Table 2 shows that four of the five models — Logistic Regression,
Linear SVM, Naive Bayes, and XGBoost — achieved perfect Recall (Fraud) =
1.00, correctly identifying all 14 fraudulent messages in the test set; only Random
Forest missed two (Recall = 0.86). Among the models with maximal Recall,
Logistic Regression and Linear SVM are preferred on the secondary criteria: they
combine perfect Recall with the highest Precision (0.93) and Accuracy (0.97),
whereas Naive Bayes and XGBoost achieve the same Recall at a lower Precision
(0.70 and 0.88 respectively).

The XGBoost model also demonstrated high performance with an accuracy
of 0.93. The configured XGBoost model achieved a perfect recall (1.00) without
allowing a single attack. However, it was inferior to linear models in precision
(0.88), incorrectly classifying two reliable reports as fraudulent. The results from
Random Forest and Naive Bayes were significantly worse, with accuracy of 0.86
and 0.79 respectively.

Table 2 — Test Set Performance

Model Accuracy Precision (Fraud) Recall (Fraud) F1-score (Fraud)
Logistic Regression |0.97 0.93 1.00 0.97
Linear SVM 0.97 0.93 1.00 0.97
Naive Bayes 0.79 0.70 1.00 0.82
Random Forest 0.86 0.86 0.86 0.86
XGBoost 0.93 0.88 1.00 0.93
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The achievement of perfect recall (Recall = 1.00) across Logistic Regression,
Linear SVM, and XGBoost indicates that, within the current test split, all fraudulent
messages contained distinct lexical markers captured by the TF-IDF vectorizer.
However, the precision scores (Precision = 0.93 for linear models) demonstrate a
tendency toward 'hyper-diagnosis,’ where some legitimate messages are flagged as
suspicious. This specific trade-off is considered optimal for pilot fraud detection
systems, where the security cost of a missed attack (False Negative) significantly
outweighs the operational cost of a false alarm (False Positive).

The hyperparameter configuration summarized in Table 2, was strategically
designed to address the high dimensionality of the TF-IDF feature space relative
to the small sample size. By restricting the vectorizer to 100 features and requiring
a minimum document frequency of two, the system performs an initial stage of
dimensionality reduction that filters out idiosyncratic noise and linguistic outliers.
For the linear models, the application of extreme L2-regularization through low
inverse coefficients (C=0.01 and C=0.025) ensures that the decision boundaries are
determined only by the most robust predictors, effectively preventing the models
from assigning high weights to rare multilingual tokens.

Similarly, the choice of a high smoothing parameter (alpha=10.0) in the naive
Bayesian classifier compensates for the sparsity inherent in the corpus of three
languages, maintaining probabilistic stability in various lexical sets. In the case
of ensemble methods, the enforcement of structural constraints—such as limiting
tree depth and requiring a significant number of samples per leaf—was intended to
curb the natural tendency of gradient boosting and random forests to overfit high-
dimensional sparse data. This collective approach to regularization prioritizes the
model's ability to generalize across different messaging platforms and languages
over simple training accuracy, directly facilitating the high performance and perfect
recall observed in the linear architectures.

Table 3 — Comprehensive Model Configuration and Regularization Metrics

Model Hyperparameters (from | Optimization and Strategic Purpose
Code) Regularization Method
TF-IDF max_features=100, Feature Selection Prevents overfitting by limiting
Vectorizer |[min_df=2, max_df=0.8 |/ Dimensionality the feature space and removing
Reduction noise/rare tokens.
Logistic C=0.01, solver="lbfgs', |L2 Regularization via | Strong penalty C ensures

Regression | class_weight="balanced' [ Limited-memory BFGS | stability on small N by
shrinking coefficients.

Linear SVM | C=0.025, max Coordinate Descent Minimizes Squared Hinge
iter=3000 (LIBLINEAR) Loss; maximizes the margin to
improve generalization.
Naive Bayes | alpha=10.0 Additive (Laplace) Counteracts data sparsity in
Smoothing multilingual texts by preventing

zero probabilities.

376



ISSN 1991-346X 3. 2026

Random max_depth=5, Pre-pruning (Structural |Prevents trees from becoming

Forest min_samples leaf=7, | Constraints) too deep or capturing individual
n_estimators=100 noise points.

XGBoost learning_rate=0.1, Stochastic Gradient Reduces variance by training
subsample=0.9, Boosting (L2 by on random subsets of data and
colsample bytree=0.9 | default) features.

The visual analysis of the confusion matrices presented in Figure 2 confirms that
the calculated performance metrics accurately reflect the models' behavior on the
independent test set. The logistic regression and linear SVM models demonstrated
the highest level of reliability for security-critical applications, successfully
detecting all 14 fraudulent attack reports with only one false positive. Their only
deviation from perfection was a single instance where a legitimate message was
classified as fraudulent, representing a negligible false positive rate that does not
compromise the overall integrity of the system.

In contrast, while the multidimensional naive Bayes model also provided
perfect recall, it demonstrated a much higher vulnerability to false alarms by
incorrectly classifying 6 legitimate messages as fraudulent. The ensemble-based
models showed mixed results in this "cold start" scenario; specifically, the Random
Forest classifier failed to identify 2 fraudulent attacks. XGBoost successfully
identified all 14 fraudulent messages, although it returned 2 false positives, which
is slightly inferior to the accuracy of linear models. These results highlight that
linear architectures with a high degree of order provide the most stable protection,
while XGBoost proves to be a powerful alternative with large computing resources.

377



Academic Scientific Journal of Computer Science 3.2026

Confusion Matrix - Logistic Regression Confusion Matrix - Linear SVM "
14 -
L 12 - 12
o o o [4]
10 10
8 _ 8
g 2
ks 6 < -6
- -4
- 1 4 - 1
-2 -2
] ' -0 ' 4 -0
o0 1 ] 1
Predicted Predicted
Confusion Matrix - Naive Bayes L Confusion Matrix - Random Forest
12
- 12
0 2
o 10 < - 10
8
3 E a
2 2
] s ¢
-6
-4
- 6 - 2
-4
-2
' ' -0 . ' -2
0 1 0 1

Predicted Predicted
Confusion Matrix - XGBoost

- 14
- 12
o 4]
10
8
-6
-4
- 2
-2
] : -0
0 1

Predicted

Actual

Figure 2 — Confusion matrices for the evaluated models on the independent test set.

The learning curves (Figure 3) provide a visual diagnostic of the bias-variance
tradeoff, where the gap between training and validation scores indicates the models'
generalization capability. Logistic Regression and Linear SVM demonstrated the
most stable convergence with minimal generalization gaps, confirming that strong
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L2-regularization effectively simplified the hypothesis space to capture robust
fraud markers without overfitting noise. Multinomial Naive Bayes justified the
high additive smoothing (alpha=10.0) required to stabilize probability distributions
across the trilingual corpus, though it remained sensitive to lexical overlaps. In
contrast, XGBoost displayed a significantly improved convergence compared to
unconstrained models, although a narrow generalization gap remains—a classic
characteristic of boosting on small datasets. These results support the study’s thesis
that for small-scale, high-dimensional text detection, highly regularized linear
models achieve superior reliability and optimal convergence.
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Figure 3 — Learning curves of the evaluated machine learning models
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The visual analysis of the ROC curves (Figure 4) allows a comprehensive
assessment of the classifiers' ability to distinguish legitimate messages from
fraudulent attacks at various thresholds. The linear SVM model achieved the highest
performance with an AUC of 0.962, while logistic regression and XGBoost showed
an AUC of 0.957, indicating an almost perfect true positive frequency in most
decisions. The Multinomial Naive Bayes model demonstrated robust probabilistic
separation with an AUC of 0.948. Among the ensemble methods, Random Forest
showed a lower comparative performance with an AUC of 0.919. These results
further validate that regularized linear models not only provide better stability on
small-scale multilingual data but also offer superior precision in separating fraud
classes, which is critical for minimizing risk in automated security systems.
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Figure 4 — ROC curves of the evaluated machine learning models
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Discussion.

Impact of Multilinguality on Vectorization.

The Linear Models achieved their best results when they used "raw" TF-IDF
without performing any morphological normalization. The high performance
indicates that particular tokens including "kapra", "kon", and "transfer" function as
effective predictors which work across different languages (Gloeckle et al., 2024).
The Naive Bayes model achieved an accuracy of 0.79, which was lower than Linear
Models because the aggressive feature selection (100 tokens) combined with the
chosen smoothing parameter (alpha=10.0) likely eliminated important features
required for its probabilistic logic.

Performance of Tree-Based Models.

Although XGBoost matched the linear models on the primary metric (Recall =
1.00), it lagged behind them on the secondary metric of Precision (0.88 vs. 0.93),
indicating a higher false-alarm rate. Random Forest continued to underperform
in terms of Recall (0.86), failing to identify two fraudulent messages in the test
set. This suggests that while hyperparameter tuning improved the detection rate,
tree-based algorithms still struggle to generalize as effectively as linear models
on small, sparse multilingual datasets py = 189 where they are more prone to
capturing noise rather than robust decision boundaries (Bertsimas and Digalakis Jr,
2022; Yang and Wang, 2025).

Limitations.

The main restriction stems from the small dataset which contains only 189
observations. The test results show statistical accuracy for this particular data set but
the perfect recall value of 1.00 indicates that the test set contained no challenging
fraud examples. Deep learning models would outperform linear models when
dealing with massive production environments which handle millions of messages
because their performance would continue to improve with increasing data size
(Bliimel and Zaki, 2022; Yu et al., 2024; Shen et al., 2024).

Additionally, single-annotator labeling does not allow inter-annotator agreement
assessment and may reflect subjective decisions. The Kazakh-language subsample
(~10%, n=19) is too small for statistically reliable per-language conclusions;
reported metrics primarily reflect Russian/English fraud patterns.

Conclusion. This pilot study demonstrates that highly ordered linear models,
in particular logistic regression and linear SVM, provide the most reliable and
computationally efficient solution for binary fraud classification in limited
multilingual datasets consisting predominantly of Russian- and English-language
texts, with a smaller Kazakh-language subsample. By achieving a perfect recall of
1.00 points and an F1 score of 0.97 points due to the strategically limited functional
space of 100 TF-IDF tokens, these architectures effectively eliminated overfitting
and the need for resource-intensive linguistic preprocessing, proving that "less is
more" in high-dimensional and sparse data environments. The results show that
for cold start scenarios in the field of mobile messaging security, the stability of
linear boundaries with L2 regularization is significantly superior to more complex
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tree ensembles such as Random Forest and XGBoost, offering a viable basis for
endpoint-based filtering in real time on encrypted platforms such as WhatsApp
and Telegram. Future research should prioritize expanding the dataset to more than
1,000 samples to further validate these results and explore the integration of n-grams
at the character level to increase resilience to complex adversarial obfuscation and
homoglyph attacks.
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