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Abstract. The rapid migration of financial fraud to encrypted messenger 
platforms such as WhatsApp and Telegram has created an urgent need for lightweight, 
endpoint-based detection tools capable of operating on small, multilingual datasets 
characteristic of real-world "cold start" conditions. Unlike traditional email spam, 
messenger-based fraud is short-lived, conversational, and heavily obfuscated 
through mixed scripts and artificial urgency, rendering static rule-based filters 
ineffective. Existing machine learning solutions predominantly address English-
language SMS spam and rely on large labeled corpora, leaving a significant gap for 
post-Soviet and Central Asian deployment contexts where Russian, Kazakh, and 
English frequently co-occur within a single message. This study aims to identify 
the optimal classical machine learning architecture for binary fraud classification of 
such multilingual text messages under severe data scarcity constraints. A balanced 
pilot dataset of 189 messages (95 legitimate / 94 fraudulent) was manually collected 
from Telegram, WhatsApp, Reddit, Pikabu, and verified news sources. Text was 
vectorized using TF-IDF (unigrams and bigrams, max 100 features, min_df=2) 
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without morphological preprocessing to preserve cross-language token integrity. 
Five classifiers were benchmarked: Logistic Regression, Linear SVM, Multinomial 
Naive Bayes, Random Forest, and XGBoost. Regularization strategies including 
L2 penalty, additive smoothing, and structural tree constraints, combined with 
class-weight balancing, were applied to mitigate overfitting on the small sample. 
Model evaluation used 5-fold stratified cross-validation and an independent test 
set, with Recall (Fraud) as the primary safety metric alongside Accuracy, F1-
score, and ROC-AUC. Logistic Regression and Linear SVM achieved the highest 
overall performance (Accuracy = 0.97, Recall = 1.00, F1 = 0.97, ROC-AUC = 
0.957–0.962), successfully identifying all fraudulent messages with only one false 
alarm each. XGBoost also reached perfect recall (1.00) at a cost of lower precision 
(Precision = 0.88), while Random Forest and Naive Bayes were less stable, 
achieving accuracies of 0.86 and 0.79 respectively. The findings demonstrate that 
for small, sparse, and multilingual fraud datasets, aggressively regularized linear 
models with minimal feature spaces outperform complex ensemble architectures, 
offering a viable, computationally lightweight foundation for real-time endpoint 
fraud filtering on encrypted platforms.

Keywords: Fraud Detection, Machine Learning, Cold Start Problem, Small-
sample Learning, Multilingual Text Classification
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Аннотация. Қаржылық алаяқтықтың WhatsApp және Telegram сияқты 
шифрланған мессенджерлерге жылдам ауысуы нақты жағдайларға тән шағын 
әрі көптілді деректер жиынтықтарымен жұмыс істей алатын жеңіл анықтау 
құралдарына деген қажеттілікті арттырды. Дәстүрлі электрондық пошта 
спамынан айырмашылығы, мессенджерлердегі алаяқтық қысқа мерзімді 
және диалогтік сипатқа ие әрі аралас жазуды, бірнеше тілді және жасанды 
шұғылдық сезімін белсенді пайдаланады, бұл статикалық ережелерге 
негізделген сүзгілердің тиімділігін төмендетеді. Қолданыстағы машиналық 
оқыту шешімдері көбіне ағылшын тіліндегі SMS-спамға бағытталған және 
үлкен таңбаланған корпустарға сүйенеді. Бұл бір хабарлама ішінде орыс, 
қазақ және ағылшын тілдері қатар қолданылатын посткеңестік және Орталық 
Азия кеңістігі үшін маңызды зерттеу олқылығын қалыптастырады. Зерттеудің 
мақсаты - деректердің айқын тапшылығы жағдайында көптілді мәтіндік 
хабарламалардағы алаяқтықты бинарлық жіктеуге арналған классикалық 
машиналық оқыту әдістерінің ішінен ең тиімді архитектураны анықтау. 
Telegram, WhatsApp, Reddit, Pikabu және тексерілген жаңалықтар көздерінен 
қолмен жиналған 189 хабарламадан тұратын теңгерімді пилоттық деректер 
жиынтығы құрылды, оның 95-і заңды және 94-і алаяқтық хабарламалар 
болды. Мәтіндер тілдер арасындағы токендердің тұтастығын сақтау үшін 
морфологиялық алдын ала өңдеусіз униграммалар мен биграммаларға 
негізделген TF-IDF әдісімен векторланды; белгілердің максималды саны 100, 
min_df = 2 болып белгіленді. Logistic Regression, Linear SVM, Multinomial 
Naive Bayes, Random Forest және XGBoost модельдері салыстырылды. Шағын 
іріктемеде артық үйренуді азайту үшін L2-регуляризация, аддитивті тегістеу, 
ағаш модельдерінің құрылымдық шектеулері және сынып салмақтарын 
теңестіру қолданылды. Бағалау бес бөлікті стратификацияланған кросс-
валидация және тәуелсіз тестілік жиынтық негізінде жүргізілді. Негізгі 
қауіпсіздік метрикасы ретінде алаяқтық класы үшін Recall көрсеткіші, 
қосымша Accuracy, F1-score және ROC-AUC метрикалары қолданылды. 
Logistic Regression және Linear SVM ең жоғары жалпы нәтижелерді көрсетті: 
Accuracy = 0,97, Recall = 1,00, F1-score = 0,97, ROC-AUC = 0,957–0,962. Екі 
модель де барлық алаяқтық хабарламаларды дұрыс анықтап, тек бір жалған 
оң нәтиже көрсетті. XGBoost та Recall = 1,00 нәтижесіне қол жеткізді, 
алайда Precision = 0,88 болды. Random Forest және Naive Bayes модельдері 
тиісінше 0,86 және 0,79 Accuracy көрсеткіштерімен төменірек тұрақтылық 
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көрсетті. Алынған нәтижелер шағын, сирек және көптілді алаяқтық деректер 
жиынтықтарында ықшам белгілер кеңістігі бар қатаң регуляризацияланған 
сызықтық модельдер күрделі ансамбльдік архитектуралардан тиімдірек болуы 
мүмкін екенін көрсетеді. Мұндай модельдер шифрланған мессенджерлік 
платформаларда алаяқтықты нақты уақыт режимінде құрылғы деңгейінде 
сүзуге арналған есептеу тұрғысынан жеңіл негіз бола алады.

Түйін сөздер: алаяқтықты анықтау; машиналық оқыту; «суық старт» 
мәселесі; шағын іріктемелермен оқыту; көптілді мәтіндерді жіктеу
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Аннотация. Стремительное перемещение финансового мошенничества 
на зашифрованные мессенджер-платформы, такие как WhatsApp и Telegram, 
обусловливает необходимость разработки легковесных средств обнаружения, 
способных работать с небольшими многоязычными наборами данных, 
характерными для реальных условий «холодного старта». В отличие от 
традиционного почтового спама, мошенничество в мессенджерах носит 
краткосрочный и диалоговый характер, активно использует смешение 
письменностей, языков и искусственно создаваемое ощущение срочности, 
что снижает эффективность статических фильтров на основе правил. 
Существующие решения машинного обучения преимущественно 
ориентированы на англоязычный SMS-спам и используют крупные 
размеченные корпуса, вследствие чего сохраняется существенный пробел 
для постсоветского и центральноазиатского пространства, где русский, 
казахский и английский языки часто встречаются в одном сообщении. Цель 
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исследования - определить наиболее эффективную архитектуру классического 
машинного обучения для бинарной классификации многоязычных 
мошеннических текстовых сообщений в условиях острого дефицита 
данных. Был сформирован сбалансированный пилотный набор из 189 
сообщений, включающий 95 легитимных и 94 мошеннических сообщения, 
вручную собранных из Telegram, WhatsApp, Reddit, Pikabu и проверенных 
новостных источников. Тексты векторизовались методом TF-IDF на основе 
униграмм и биграмм при максимальном количестве 100 признаков и 
min_df = 2 без морфологической предобработки, что позволило сохранить 
межъязыковую целостность токенов. Сравнивались пять классификаторов: 
Logistic Regression, Linear SVM, Multinomial Naive Bayes, Random Forest и 
XGBoost. Для снижения риска переобучения применялись L2-регуляризация, 
аддитивное сглаживание, структурные ограничения деревьев и балансировка 
весов классов. Оценка проводилась с использованием пятикратной 
стратифицированной кросс-валидации и независимой тестовой выборки. 
Основной метрикой безопасности являлся Recall для класса мошенничества; 
дополнительно оценивались Accuracy, F1-score и ROC-AUC. Logistic 
Regression и Linear SVM продемонстрировали наилучшие результаты: 
Accuracy = 0,97, Recall = 1,00, F1-score = 0,97, ROC-AUC = 0,957–0,962. Обе 
модели выявили все мошеннические сообщения, допустив лишь по одному 
ложноположительному срабатыванию. XGBoost также достиг Recall = 1,00, 
однако его Precision составил 0,88. Random Forest и Naive Bayes показали 
менее стабильные результаты с Accuracy 0,86 и 0,79 соответственно. 
Результаты показывают, что на небольших, разреженных и многоязычных 
наборах данных о мошенничестве строго регуляризованные линейные 
модели с компактным пространством признаков могут превосходить более 
сложные ансамблевые архитектуры. Такой подход формирует вычислительно 
эффективную основу для фильтрации мошеннических сообщений в реальном 
времени непосредственно на конечных устройствах.

Ключевые слова: выявление мошенничества; машинное обучение; 
проблема холодного старта; обучение на малых выборках; многоязычная 
классификация текстов

Introduction. The current cybersecurity environment shows attackers now 
prefer social engineering tactics instead of trying to breach infrastructure systems 
(Wang et al., 2021). The main communication method which phishers and 
fraudsters use today consists of text channels which include SMS and WhatsApp 
and Telegram (Lim and Phuangsuwan, 2025). The filtering solutions which exist 
for email spam do not work against mobile text fraud because this type of fraud 
exists as a constantly changing and short-lived threat (Salman et al., 2024). The 
methods used by fraudsters to commit their crimes continue to change because 
they employ techniques which include using confusing language and combining 
different writing systems and creating a sense of emergency to outsmart standard 
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security systems based on predefined rules. The situation demands immediate 
development of adaptable lightweight Machine Learning (ML) classifiers which 
can identify semantic meaning instead of recognizing specific words (Tyagi and 
Szénási, 2024).

This study is a pilot project on binary classification of fraudulent Russian-
language texts using classical machine learning methods. To achieve this goal, 
a database of unique examples was compiled, a comparative analysis of five 
architectures was conducted, and hyperparameter tuning was thoroughly explored 
in order to mitigate overfitting on a small dataset.

The main research contributions include the introduction of a specialized dataset 
reflecting "cold-start" fraud scenarios, an empirical evaluation of regularization 
strategies for sparse multilingual data, and the identification of lightweight linear 
models that achieve perfect recall, providing a robust methodological framework 
for effective learning from limited samples (Charilaou, and Battat, 2022).

Literature Review. The automatic detection of fraudulent text messages 
(smishing) has evolved into a significant subfield of cybersecurity, driven by the 
increasing reliance on mobile messaging platforms for financial authentication. 
Early research in this domain predominantly focused on adapting email spam 
filtering techniques to Short Message Services (SMS). Feature extraction methods 
that are commonly used are the Bag-of-Words (BoW) and Term Frequency-Inverse 
Document Frequency (TF-IDF) that convert the text into a numerical vector. 
Early studies demonstrated that probabilistic classifiers, particularly Naive Bayes 
and Support Vector Machines (SVM), could achieve high accuracy on standard 
datasets like the UCI SMS Spam Collection due to the distinct lexical features of 
promotional spam (Almeida et al., 2011). They rely heavily on the static keyword 
set presented in the texts and are therefore not adequate for dealing with informal 
and brief text messages, which are common in mobile communication. Moreover, 
these early datasets were collected under controlled conditions and do not reflect 
the adversarial evolution of modern fraud, where attackers deliberately introduce 
typographical noise, abbreviations, and mixed-language constructs to evade 
keyword-based detection.

A critical evolution in this domain is the rapid migration of fraud from traditional 
cellular SMS to Over-The-Top (OTT) instant messengers such as WhatsApp and 
Telegram. Unlike SMS, which are limited by the number of characters and the 
cost of cellular communication, messengers provide virtually unlimited text length 
and rich formatting, which allows you to create more complex social engineering 
plots. This shift presents a unique challenge, as the end-to-end encryption 
employed by these platforms renders traditional network-level filtering ineffective, 
necessitating lightweight endpoint detection solutions (Lim and Phuangsuwan, 
2025). Furthermore, messenger-based attacks are more dynamic and short-lived 
than email spam, often employing "conversational" fraud that bypasses static rule-
based filters designed for bulk SMS (Salman et al., 2024).

Convolutional Neural Networks (CNNs) and Long Short-Term Memory 
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(LSTM) networks are often employed to model the sequential data in the 
messages. Also, a hybrid approach using combined CNN-LSTM models has been 
shown to significantly outperform traditional machine learning classifiers using 
handcrafted features, and are able to learn high-level features from the character-
level embeddings (Ghourabi, 2022). Similarly, Transformer-based models, such as 
BERT and RoBERTa, have set new benchmarks in text classification by leveraging 
attention mechanisms to understand the intent behind a message (Mishra and Soni, 
2022). These deep architectures excel at detecting subtle obfuscation techniques 
used by attackers, such as homoglyph attacks and context-based social engineering. 
However, deploying such models in production requires substantial computational 
resources: BERT-base contains 110 million parameters and demands GPU inference 
for real-time throughput, making it impractical for on-device or edge deployment 
scenarios. Furthermore, fine-tuning transformer models on datasets of fewer than 
500 samples frequently lead to unstable training dynamics and poor generalization, 
limiting their applicability in cold-start fraud detection contexts (Charilaou and 
Battat, 2022).

Despite these technological advancements, a significant gap remains in addressing 
the multilingual and code-switching nature of modern fraud. The vast majority of 
existing research relies on monolingual English datasets, such as the UCI corpus 
or the TiW-SMS dataset (Jain et al., 2021). In real-world scenarios, particularly 
in post-Soviet and Central Asian regions, fraudulent messages frequently mix 
languages (e.g., Russian, English, and Kazakh) or use Latin scripts for Cyrillic 
terms to bypass filters. It has been noted that standard NLP preprocessing pipelines, 
such as lemmatization and stemming, often degrade performance on such mixed-
script data. This degradation occurs because morphological analyzers are typically 
trained on monolingual corpora and fail to correctly segment tokens that span two 
writing systems or contain code-switched affixes. As a result, language-agnostic 
approaches such as character-level n-grams or raw TF-IDF over mixed vocabularies 
have shown greater robustness on such data (Dolan et al., 2023). Consequently, 
there is a lack of systematic evaluation regarding how language-agnostic feature 
extraction methods perform in multilingual fraud detection.

Another limitation of current methods is that deep learning models give more 
accurate results but are also more complex. As a result, they cannot be used in 
lightweight real-time filters. In scenarios using short texts and limited training 
data, well-tuned classical ensembles (such as Random Forest or XGBoost) or 
ordered linear models can provide competitive performance with significantly 
lower delays. However, few studies have explicitly benchmarked these "simpler" 
architectures against modern ensemble methods specifically on datasets containing 
high-risk financial fraud rather than generic marketing spam. The present study 
directly addresses this gap by providing an empirical comparison of five classical 
architectures on a manually curated trilingual dataset, with a focus on regularization 
strategies that are specifically designed to combat overfitting under cold-start 
conditions. Table 1 summarizes key prior studies, highlighting the dominance of 
English-centric research and the need for multilingual evaluations.



372

Academic Scientific Journal of Computer Science                                                     3. 2026

Table 1 ― Summary of research on text-based fraud and spam detection (2011–2025)
Year Authors Dataset / Language Methods Focus / Findings Limitations
2011 Almeida et al. UCI SMS Corpus 

(English)
SVM, Naive 
Bayes

Validated VSM 
representations 
for SMS

Focused on 
generic spam, not 
specific fraud/
phishing

2022 Ghourabi, A. Proprietary 
(English)

CNN-LSTM Deep learning for 
feature extraction

High 
computational 
cost; monolingual 
focus

2021 Jain et al. SMS Spam 
(English)

Survey / 
Various

Comprehensive 
review of 
smishing

Highlighted 
lack of diverse, 
multilingual 
datasets

2022 Mishra and 
Soni

TiW-SMS (English) BERT, 
RoBERTa

Semantic 
analysis of 
phishing

Transformer 
models require 
massive resources

2025 Lim and 
Phuangsuwan

WhatsApp/SMS 
(English)

Survey / 
Analysis

Shift from SMS 
to Messenger 
fraud

Highlighted 
the difficulty of 
encrypted traffic 
analysis

This table highlights that while significant progress has been made in using deep 
learning for English-language spam, there is a clear gap in research addressing 
multilingual fraud detection using interpretable, lightweight models. This gap 
motivates the current study, which systematically evaluates classical and ensemble 
classifiers on a manually collected multilingual dataset (Russian, English, Kazakh) 
to determine the optimal trade-off between model complexity and detection 
capability.

Methods.
Dataset Construction and Analysis. 
As shown in Figure 1, both subsets were compiled from publicly available 

online content — WhatsApp/Telegram scam screenshots and legitimate message 
examples shared on Reddit, Pikabu, Pinterest, YouTube, and news sources — 
supplemented by official bank notifications and a small synthetic subset (legitimate 
class), and fraud messages personally received by the annotator (fraudulent class). 
This preview demonstrates the multilingual nature of the collected samples, which 
include both Russian and English entries. A distinctive property of the dataset is its 
multilingual nature, reflecting the real content circulating in messaging platforms:

•	Russian (70%)
•	English (20%)
•	Kazakh (10%)
The dataset is balanced (95 legit messages / 94 fraud messages).
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Figure 1 ― Dataset preview showing the structure of text samples and their corresponding labels

Data Annotation and Ethical Considerations.
Labeling was performed by a single annotator (the corresponding author). 

Fraudulent messages came from (1) public online content — scam screenshots and 
reports shared on Reddit, Pikabu, Pinterest, YouTube, and news channels, and (2) 
fraud messages personally received by the annotator, including bank-impersonation 
attempts. No private third-party correspondence was used.

Legitimate messages came predominantly from the same public platforms 
(Reddit, Pikabu, Pinterest, YouTube, news) and official bank SMS/push/FAQ 
examples, supplemented by 26 synthetic messages authored by the annotator based 
solely on their own previously written messages (one-sided; no interlocutor content 
used), reflecting typical RU/EN/KZ style and language-mixing.

Since all data was either already public, personally received by the annotator 
as attack target, or self-authored, no third-party personal data was processed 
and formal consent procedures did not apply. All messages were screened and 
PII (names, phones, cards, emails, links) replaced with placeholders ([NAME], 
[PHONE], [CARD], [LINK]).

As labeling was single-annotator, no inter-annotator agreement (e.g., Cohen's κ) 
could be computed — noted as a limitation for future multi-annotator work.

The dataset is under continuous expansion and not publicly released; available 
on reasonable request to the corresponding author.

Preprocessing and TF-IDF Vectorization. 
The text data required cleaning. The TF-IDF method converts text data into 

numerical vector representations. The method uses document-specific word 
frequencies to determine weights which focus on important lexical indicators 
that appear frequently in documents but infrequently throughout the entire corpus 
(Karim et al. 2019).

The research requires a crucial methodological choice because the dataset 
contains multiple languages so the researchers decided to skip all advanced 
linguistic processing including lemmatization and stemming (Pant et al., 2024; 
Dolan et al., 2023; Biloshchytska et al., 2025).

The vector  of message  is defined as:
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                                                (1)

where  is calculated as . IDF (Inverse Document 
Frequency):

                                            (2)

with  — total number of documents, and  — number of documents 
containing term .

To capture contextual dependencies in the multilingual text, both unigrams 
and bigrams were utilized (ngram_range = (1, 2)). A custom list of stop-words 
was applied to filter out auxiliary lexical noise. Crucially, the feature space was 
constrained to the 100 most significant tokens (max_features=100) to prevent 
overfitting on the small dataset (N=189) and to identify only the most robust fraud 
predictors. Terms appearing in fewer than two documents were excluded (min_
df=2). To ensure maximum data utility, a 5-fold Stratified Cross-Validation was 
implemented.

Algorithms and Regularization Strategy.
Linear Models with L2-Regularization (Logistic Regression, Linear SVM).
Linear models are prone to overfitting on high-dimensional sparse TF-IDF 

features. To mitigate this, L2-regularization was applied.
To compensate for the limited sample size and prioritize the detection of 

all potentially harmful messages, a class_weight='balanced' parameter was 
implemented in the linear models . This strategically increases the penalty for 'False 
Negative' errors (missed fraud), which is a critical requirement for maintaining high 
Recall in cybersecurity applications. The combination of strong L2-regularization 
and class weighting minimizes the risk of overfitting on noise specific to small 
datasets, forcing the models to converge on the most robust and persistent fraud 
indicators.

Logistic Regression:
The decision rule is defined as:

                    (3)
 
The loss function with L2-norm regularization:

                            (4)
 
The optimal strongly regularized coefficient C=0.01 was selected based on 

validation performance. Class weights were set to 'balanced'.
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Linear SVM:
A low regularization coefficient C=0.025 was chosen to increase robustness 

against noise and outliers.
Multinomial Naive Bayes:
A probabilistic classifier based on Bayes' theorem. It assumes feature 

independence. To handle the issue of zero probabilities (when a word in the test 
set was absent in the train set), we used Additive Smoothing with a high parameter 
alpha=10.0. This "flattens" the probability distribution, making the model very 
conservative.

Ensemble Models (Random Forest, XGBoost).
To manage overfitting in tree-based models, structural parameters were 

constrained by limiting the maximum tree depth to 5 for the Random Forest and to 
6 for XGBoost, while the subsample and colsample parameters were both set to 0.9 
in order to introduce additional randomness during training.

Evaluation Metrics.
Given the security-critical nature of fraud detection, Recall (Fraud) was adopted 

as the primary evaluation metric: the operational cost of a False Negative (an 
undetected fraudulent message) is substantially higher than that of a False Positive 
(a legitimate message flagged for review). Accuracy, Precision, F1-score, and ROC-
AUC were treated as secondary metrics, used to differentiate between models that 
achieve equal Recall.

Results. Table 2 shows that four of the five models — Logistic Regression, 
Linear SVM, Naive Bayes, and XGBoost — achieved perfect Recall (Fraud) = 
1.00, correctly identifying all 14 fraudulent messages in the test set; only Random 
Forest missed two (Recall = 0.86). Among the models with maximal Recall, 
Logistic Regression and Linear SVM are preferred on the secondary criteria: they 
combine perfect Recall with the highest Precision (0.93) and Accuracy (0.97), 
whereas Naive Bayes and XGBoost achieve the same Recall at a lower Precision 
(0.70 and 0.88 respectively).

The XGBoost model also demonstrated high performance with an accuracy 
of 0.93. The configured XGBoost model achieved a perfect recall (1.00) without 
allowing a single attack. However, it was inferior to linear models in precision 
(0.88), incorrectly classifying two reliable reports as fraudulent. The results from 
Random Forest and Naive Bayes were significantly worse, with accuracy of 0.86 
and 0.79 respectively.

Table 2 ― Test Set Performance
Model Accuracy Precision (Fraud) Recall (Fraud) F1-score (Fraud)
Logistic Regression 0.97 0.93 1.00 0.97
Linear SVM 0.97 0.93 1.00 0.97
Naive Bayes 0.79 0.70 1.00 0.82
Random Forest 0.86 0.86 0.86 0.86
XGBoost 0.93 0.88 1.00 0.93
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The achievement of perfect recall (Recall = 1.00) across Logistic Regression, 
Linear SVM, and XGBoost indicates that, within the current test split, all fraudulent 
messages contained distinct lexical markers captured by the TF-IDF vectorizer. 
However, the precision scores (Precision = 0.93 for linear models) demonstrate a 
tendency toward 'hyper-diagnosis,' where some legitimate messages are flagged as 
suspicious. This specific trade-off is considered optimal for pilot fraud detection 
systems, where the security cost of a missed attack (False Negative) significantly 
outweighs the operational cost of a false alarm (False Positive).

The hyperparameter configuration summarized in Table 2, was strategically 
designed to address the high dimensionality of the TF-IDF feature space relative 
to the small sample size. By restricting the vectorizer to 100 features and requiring 
a minimum document frequency of two, the system performs an initial stage of 
dimensionality reduction that filters out idiosyncratic noise and linguistic outliers. 
For the linear models, the application of extreme L2-regularization through low 
inverse coefficients (C=0.01 and C=0.025) ensures that the decision boundaries are 
determined only by the most robust predictors, effectively preventing the models 
from assigning high weights to rare multilingual tokens.

Similarly, the choice of a high smoothing parameter (alpha=10.0) in the naive 
Bayesian classifier compensates for the sparsity inherent in the corpus of three 
languages, maintaining probabilistic stability in various lexical sets. In the case 
of ensemble methods, the enforcement of structural constraints—such as limiting 
tree depth and requiring a significant number of samples per leaf—was intended to 
curb the natural tendency of gradient boosting and random forests to overfit high-
dimensional sparse data. This collective approach to regularization prioritizes the 
model's ability to generalize across different messaging platforms and languages 
over simple training accuracy, directly facilitating the high performance and perfect 
recall observed in the linear architectures.

Table 3 ― Comprehensive Model Configuration and Regularization Metrics
Model Hyperparameters (from 

Code)
Optimization and 
Regularization Method

Strategic Purpose

TF-IDF 
Vectorizer

max_features=100, 
min_df=2, max_df=0.8

Feature Selection 
/ Dimensionality 
Reduction

Prevents overfitting by limiting 
the feature space and removing 
noise/rare tokens.

Logistic 
Regression

C=0.01, solver='lbfgs', 
class_weight='balanced'

L2 Regularization via 
Limited-memory BFGS

Strong penalty C ensures 
stability on small N by 
shrinking coefficients.

Linear SVM C=0.025, max_
iter=3000

Coordinate Descent 
(LIBLINEAR)

Minimizes Squared Hinge 
Loss; maximizes the margin to 
improve generalization.

Naive Bayes alpha=10.0 Additive (Laplace) 
Smoothing

Counteracts data sparsity in 
multilingual texts by preventing 
zero probabilities.
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Random 
Forest

max_depth=5, 
min_samples_leaf=7, 
n_estimators=100

Pre-pruning (Structural 
Constraints)

Prevents trees from becoming 
too deep or capturing individual 
noise points.

XGBoost learning_rate=0.1, 
subsample=0.9, 
colsample_bytree=0.9

Stochastic Gradient 
Boosting (L2 by 
default)

Reduces variance by training 
on random subsets of data and 
features.

The visual analysis of the confusion matrices presented in Figure 2 confirms that 
the calculated performance metrics accurately reflect the models' behavior on the 
independent test set. The logistic regression and linear SVM models demonstrated 
the highest level of reliability for security-critical applications, successfully 
detecting all 14 fraudulent attack reports with only one false positive. Their only 
deviation from perfection was a single instance where a legitimate message was 
classified as fraudulent, representing a negligible false positive rate that does not 
compromise the overall integrity of the system.

In contrast, while the multidimensional naive Bayes model also provided 
perfect recall, it demonstrated a much higher vulnerability to false alarms by 
incorrectly classifying 6 legitimate messages as fraudulent. The ensemble-based 
models showed mixed results in this "cold start" scenario; specifically, the Random 
Forest classifier failed to identify 2 fraudulent attacks. XGBoost successfully 
identified all 14 fraudulent messages, although it returned 2 false positives, which 
is slightly inferior to the accuracy of linear models. These results highlight that 
linear architectures with a high degree of order provide the most stable protection, 
while XGBoost proves to be a powerful alternative with large computing resources.
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Figure 2 ― Confusion matrices for the evaluated models on the independent test set.

The learning curves (Figure 3) provide a visual diagnostic of the bias-variance tradeoff, where 
the gap between training and validation scores indicates the models' generalization capability. 
Logistic Regression and Linear SVM demonstrated the most stable convergence with minimal 
generalization gaps, confirming that strong L2-regularization effectively simplified the hypothesis 
space to capture robust fraud markers without overfitting noise. Multinomial Naive Bayes justified 
the high additive smoothing (alpha=10.0) required to stabilize probability distributions across the 
trilingual corpus, though it remained sensitive to lexical overlaps. In contrast, XGBoost displayed a 
significantly improved convergence compared to unconstrained models, although a narrow
generalization gap remains—a classic characteristic of boosting on small datasets. These results 
support the study’s thesis that for small-scale, high-dimensional text detection, highly regularized 
linear models achieve superior reliability and optimal convergence.

 
Figure 2 ― Confusion matrices for the evaluated models on the independent test set.

The learning curves (Figure 3) provide a visual diagnostic of the bias-variance 
tradeoff, where the gap between training and validation scores indicates the models' 
generalization capability. Logistic Regression and Linear SVM demonstrated the 
most stable convergence with minimal generalization gaps, confirming that strong 
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L2-regularization effectively simplified the hypothesis space to capture robust 
fraud markers without overfitting noise. Multinomial Naive Bayes justified the 
high additive smoothing (alpha=10.0) required to stabilize probability distributions 
across the trilingual corpus, though it remained sensitive to lexical overlaps. In 
contrast, XGBoost displayed a significantly improved convergence compared to 
unconstrained models, although a narrow generalization gap remains—a classic 
characteristic of boosting on small datasets. These results support the study’s thesis 
that for small-scale, high-dimensional text detection, highly regularized linear 
models achieve superior reliability and optimal convergence.

Figure 3 ― Learning curves of the evaluated machine learning models

The visual analysis of the ROC curves (Figure 4) allows a comprehensive assessment of the 
classifiers' ability to distinguish legitimate messages from fraudulent attacks at various thresholds.  
The linear SVM model achieved the highest performance with an AUC of 0.962, while logistic 
regression and XGBoost showed an AUC of 0.957, indicating an almost perfect true positive 
frequency in most decisions. The Multinomial Naive Bayes model demonstrated robust probabilistic 
separation with an AUC of 0.948. Among the ensemble methods, Random Forest showed a lower 
comparative performance with an AUC of 0.919. These results further validate that regularized linear 
models not only provide better stability on small-scale multilingual data but also offer superior 
precision in separating fraud classes, which is critical for minimizing risk in automated security 
systems.

Figure 3 ― Learning curves of the evaluated machine learning models
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The visual analysis of the ROC curves (Figure 4) allows a comprehensive 
assessment of the classifiers' ability to distinguish legitimate messages from 
fraudulent attacks at various thresholds.  The linear SVM model achieved the highest 
performance with an AUC of 0.962, while logistic regression and XGBoost showed 
an AUC of 0.957, indicating an almost perfect true positive frequency in most 
decisions. The Multinomial Naive Bayes model demonstrated robust probabilistic 
separation with an AUC of 0.948. Among the ensemble methods, Random Forest 
showed a lower comparative performance with an AUC of 0.919. These results 
further validate that regularized linear models not only provide better stability on 
small-scale multilingual data but also offer superior precision in separating fraud 
classes, which is critical for minimizing risk in automated security systems.

Figure 4 ― ROC curves of the evaluated machine learning models
Discussion.
Impact of Multilinguality on Vectorization.
The Linear Models achieved their best results when they used "raw" TF-IDF without 

performing any morphological normalization. The high performance indicates that particular tokens 
including "карта", "код", and "transfer" function as effective predictors which work across different 
languages (Gloeckle et al., 2024). The Naive Bayes model achieved an accuracy of 0.79, which was 
lower than Linear Models because the aggressive feature selection (100 tokens) combined with the 
chosen smoothing parameter (alpha=10.0) likely eliminated important features required for its 
probabilistic logic.

Performance of Tree-Based Models.
Although XGBoost matched the linear models on the primary metric (Recall = 1.00), it lagged 

behind them on the secondary metric of Precision (0.88 vs. 0.93), indicating a higher false-alarm rate.
Random Forest continued to underperform in terms of Recall (0.86), failing to identify two fraudulent 
messages in the test set. This suggests that while hyperparameter tuning improved the detection rate, 
tree-based algorithms still struggle to generalize as effectively as linear models on small, sparse 
multilingual datasets 𝑁𝑁𝑁𝑁 = 189 where they are more prone to capturing noise rather than robust 
decision boundaries (Bertsimas and Digalakis Jr, 2022; Yang and Wang, 2025).

Limitations.
The main restriction stems from the small dataset which contains only 189 observations. The 

test results show statistical accuracy for this particular data set but the perfect recall value of 1.00 
indicates that the test set contained no challenging fraud examples. Deep learning models would 

Figure 4 ― ROC curves of the evaluated machine learning models
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Discussion.
Impact of Multilinguality on Vectorization.
The Linear Models achieved their best results when they used "raw" TF-IDF 

without performing any morphological normalization. The high performance 
indicates that particular tokens including "карта", "код", and "transfer" function as 
effective predictors which work across different languages (Gloeckle et al., 2024). 
The Naive Bayes model achieved an accuracy of 0.79, which was lower than Linear 
Models because the aggressive feature selection (100 tokens) combined with the 
chosen smoothing parameter (alpha=10.0) likely eliminated important features 
required for its probabilistic logic.

Performance of Tree-Based Models.
Although XGBoost matched the linear models on the primary metric (Recall = 

1.00), it lagged behind them on the secondary metric of Precision (0.88 vs. 0.93), 
indicating a higher false-alarm rate. Random Forest continued to underperform 
in terms of Recall (0.86), failing to identify two fraudulent messages in the test 
set. This suggests that while hyperparameter tuning improved the detection rate, 
tree-based algorithms still struggle to generalize as effectively as linear models 
on small, sparse multilingual datasets  where they are more prone to 
capturing noise rather than robust decision boundaries (Bertsimas and Digalakis Jr, 
2022; Yang and Wang, 2025).

Limitations.
The main restriction stems from the small dataset which contains only 189 

observations. The test results show statistical accuracy for this particular data set but 
the perfect recall value of 1.00 indicates that the test set contained no challenging 
fraud examples. Deep learning models would outperform linear models when 
dealing with massive production environments which handle millions of messages 
because their performance would continue to improve with increasing data size 
(Blümel and Zaki, 2022; Yu et al., 2024; Shen et al., 2024).

Additionally, single-annotator labeling does not allow inter-annotator agreement 
assessment and may reflect subjective decisions. The Kazakh-language subsample 
(~10%, n≈19) is too small for statistically reliable per-language conclusions; 
reported metrics primarily reflect Russian/English fraud patterns.

Conclusion. This pilot study demonstrates that highly ordered linear models, 
in particular logistic regression and linear SVM, provide the most reliable and 
computationally efficient solution for binary fraud classification in limited 
multilingual datasets consisting predominantly of Russian- and English-language 
texts, with a smaller Kazakh-language subsample. By achieving a perfect recall of 
1.00 points and an F1 score of 0.97 points due to the strategically limited functional 
space of 100 TF-IDF tokens, these architectures effectively eliminated overfitting 
and the need for resource-intensive linguistic preprocessing, proving that "less is 
more" in high-dimensional and sparse data environments. The results show that 
for cold start scenarios in the field of mobile messaging security, the stability of 
linear boundaries with L2 regularization is significantly superior to more complex 
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tree ensembles such as Random Forest and XGBoost, offering a viable basis for 
endpoint-based filtering in real time on encrypted platforms such as WhatsApp 
and Telegram. Future research should prioritize expanding the dataset to more than 
1,000 samples to further validate these results and explore the integration of n-grams 
at the character level to increase resilience to complex adversarial obfuscation and 
homoglyph attacks.
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