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Abstract. The continuous development of social networks, while increasing the
possibilities of receiving and sending information, is also contributing to the rapid
development and spread of social network comments that are full of aggression,
discriminatory and hateful. The growth of hate speech and cyberbullying messages
and comments on social networks and online platforms creates a need to develop
effective and reliable methods for automated detection. In this regard, this study is
aimed at improving machine learning methods for automatic detection of comments
with offensive content on social networks. The purpose of the research work is to
create a hybrid deep learning model that combines LSTM and CNN architectures
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for classifying comments received from social media and evaluate its effectiveness.
The proposed model uses an LSTM network to identify long-term contextual
dependencies, and a CNN network to extract local n-gram features. This architectural
design allows for a thorough analysis of a text's meaning, which helps accurately
identify sequences of words that contain offensive content. The experimental
results showed that the proposed LSTM—CNN hybrid model performed better
than existing classical methods. These methods included support vector machines,
random forests, and individual LSTM and CNN models. In particular, the model
achieved 93.2% accuracy, 91.5% specificity, 94.0% completeness, 92.7% F1-score,
and 0.95 AUC-ROC. The study's results showed that the proposed method could
effectively identify complex language patterns, even when the data was imbalanced.
This approach could be used to create automated content moderation systems,
which could improve safety online. Future work will include adding transform
embeddings, attention mechanisms, and cross-platform adaptation features to make
the model more accurate and adaptable.

Keywords: Hate speech detection, hybrid LSTM-CNN model, text
categorization, social media monitoring, automated content moderation
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AHHOTaIUsl. OJEYMETTIK MEIWaHbIH Y3MIKCi3 JaMybl aKmaparThl ally >KoHE
0epy MYMKIHIIKTEpIH KEHEWTE OTBIPHIN, arpeccusifa, KEMCITYIIUIKKE KOHE
KEKKOPYIILTIKKE TOJBI SJICYyMETTIK Menua MiKipJiepiHiH Te3 TapalyblHa BIKHal
eTefi. OJEYMETTIK MeAMa MEH OHJaiH miardopMaiapia >KeKKepYLIUIiK IMeH
KHOepOYJUTMHTTI KAMTUTBIH Xabapiiamanap MEH MiKipJiep CaHBIHBIH apTybl THIMII
KOHE CEHIMJII aBTOMATThl aHBIKTAY OSIICTEpPiH d3ipiiey KaKETTUITiH TyIbIPaIbl.
OcpbIFaH GaiiaHbICThI, OYJI 3epTTeY 9JICyMETTIK MeINaAarbl KOPIalThIH MAa3MYHIbI
KAMTHUTBIH MIKipJIepAl aBTOMATThl TYPAEC AaHbIKTAy YIIiH MAaIIMHAJBIK OKBITY
oficTepiH KeTinmipyre OarpITTanFaH. bynm 3epTTeymiH MakcaTbl - 9JIEyMETTIK
MenuaiaH ajblHFaH MIKIpJIepHi KiKTey XKoHE OHbBIH THIMIUITiH Oarajay YIIiH
LSTM sxone CNN apXxuTeKTypanapbl OipiKTipeTiH FTHOPUATI TEPEH OKBITY MOJIEIIH
o3ipiiey. ¥ ChIHBUIFaH MOJICIb Y3aK MEP3iM/Ii KOHTEKCTIK TOYEJIUTIKTEP/Ii aHBIKTay
yirin LSTM skenmiciH jkoHE KepriliKTi n-rpaMM epeKkmienikTepin any ymin CNN
XKeJiciH maimananaapl. by apXuTekTypa MOTIHHIH CEMaHTHKAJbIK KYPbUTBIMBIH
KEIICH/II TajjayFa JXOHE KOPJIaWThIH Ma3MyH/Abl KaMTHUTBIH €3 Ti30eriH o
aHBIKTayFa MYMKIHAIK Oepeai. 3epTTey/ae anablH ajla aHHOTAlMsIaHFaH 9JISyMETTIK
Mezua JepeKTep KUBIHTBHIFBI KOJIIaHBUIABL. JlepeKkTepal aHHOTalusIIayAbIH canachl
MEH CEHIMJIUTITIH apTThIpy YIIiH aaMfa KOMEKTECETIH TACi KOJIJaHbUIAbI KOHE
AQHHOTATOpJIap apachIHAAFbl KeJiciM JeHreii Tanmanasl. Moaenblli OKBITY JKoHE
BaNIMJALMsIAY Ke3iHAe AQNIIK, JONAiK, ecke Tycipy, Fl ymaiter xone AUC-
ROC cusIKTBI KeHIHEH KOJJAHBUIATBIH Oarayiay KepCETKIIITepi KOJAaHBUIIBL.
OKCHEepUMEHTTIK HoTmxkedep ycbiHbuiFaH rubpuari LSTM-CNN  moneniHig
TIpeK BEKTOPJBIK MallMHalapAbl, Ke3AeHCOK opMaHaapisl xoHe Oenmex LSTM
xoHe CNN mozenblepiH Koca alFanaa, KOJMAaHBICTaFbl KIACCHKAJBIK dAiCTEpACH
achIll TYCKEeHIH kepceTTi. HakTeipak adTkanma, monenb 93,2% nmamnikke, 91,5%
epekienikke, 94,0% ecke tycipyre, 92,7% F 1 ynaiisina xone 0,95 AUC-ROC-ke kon
KETKI3/I1. 3epTTey HOTHKENIePl YChIHBUIFAH 9J1iC JIEPEeKTEp TeHrepiMCi3iri OonraH
Ke3JIe JIe KypAesi TULIIK YITUIep/Ii THIM/II aHBIKTal aJIaThIHBIH KOPCETT1. AJIBIHFaH
TOCIIAl OHJIAMH KayilCi3MiKTI KakcapTyra OaFbITTajfaH aBTOMATTaHIbIPBUIFaH
Ma3MYH/Ibl MOJIepalysiiay JKyHeIepiH skacay YIiH naigananyra 0oiaasl. bonamax
KOocrapiapra MOJENBAIH JONAIri MEH Kallbulay KaOUIeTiH »KakcapTy YIIiH
©3TepTUITeH eHAIpyep/i, Ha3ap ayJapy MEeXaHU3MJIEPiH KoHE IIaT(hopMaapabiK
OeltiMzeny MyMKIHIIIKTEpiH €HT13y Kipei.

Tyiiin ce3mep: Oetiomen cesnepai anbikray, LSTM—CNN rubpuari moneni,
MOTIHII caHarTay, oJEyMETTIK MeAWa MOHUTOPHHTI, aBTOMATTaHIBIPBUIFaH
Ma3MYH/Ibl MOJIepanusiiay
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AnHoTanusi. HenpepblBHOE pa3BUTHE COLMATBHBIX CETEH, PACHIUPssi BO3-
MOYKHOCTHU TOJIyYCHUSI U PACIPOCTPAHCHHsI UH(POPMAILIUU, OJHOBPEMEHHO CIIO-
COOCTBYEeT OBICTPOMY PACIPOCTPAHCHUIO ArpeCCHUBHBIX, IUCKPUMHUHAIIMOHHBIX
1 OCKOpPOWTENBHBIX KOMMEHTapreB. PocT KomndecTBa COOOIIEHUH, COmepIKaIinx
SI3BIK HEHABUCTH W KUOEpOYITMHT, Ha OHJAHH-TUIaThopMax 00ycIOBIUBAET HEOO-
XOIIUMOCTP Pa3pabOTKH A((HEKTUBHBIX U HAJEKHBIX METOJOB MX aBTOMaTHUYECKO-
rO BBISIBJICHUS. B JJaHHOM HCCIIEIOBAaHHU PAacCMAaTPUBAETCSl COBEPIICHCTBOBAHUC
METOJIOB MAIIMHHOTO OOYYeHHUs JUIsi aBTOMAaTHYECKOTO0 OOHAPYXKEHHUs OCKOpPOH-
TEITLHOTO KOHTCHTA B COITMATBHBIX ceTsAX. Llenpio paboThl sBiseTcs pa3padoTka
THOPUITHOW MOAENH TITyOOKOTO 00yUeHHsI, 00BeAUHSIONICH apXuTeKTypel LSTM n
CNN, a takke oreHka e€ 3(p(peKTUBHOCTH NIPU KJIaCCUPUKAIIH TTIOTH30BATEIbCKUX
komMmeHTapueB. [Ipennoxxennas moaens ucnonb3dyeT LSTM-ceth 1 BRISABICHUA
JIOJITOCPOYHBIX KOHTEKCTHBIX 3aBucUMOCTe 1 CNN - 117151 U3BJICUEHUS JIOKATBHBIX
N-rpaMMHBIX TTPU3HAKOB. Takas KOMOMHAIIMS [TO3BOJISET O0JIee TOYHO aHAIU3UPO-
BaTh CEMAHTHUYCCKYIO CTPYKTYPY TEKCTa M BBISBIIATH OCKOPOUTEIbHBIC SI3BIKOBBIC
KOHCTPYKIIMU. B WcCie[0BaHUU HCIIOIB30BAJICS TPEIBAPUTEIHLHO aHHOTHPOBAH-
HBI KOPIYC JaHHBIX COIMAIBHBIX ceTed. [ MOBBIIEHHS KauecTBa pa3MEeTKH
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MIPUMEHSIJICS TIOAXO/ C YY9aCTHEM 3KCIIEPTOB, a TaKKe OIICHWBAjach CTENEHb CO-
[JIACOBAaHHOCTH aHHOTATOPOB. [ oOydueHusT W BaTugaIlliy MOJEITH HCIIOIh30Ba-
JIUCh CTAH/IAPTHBIC METPUKH: TOYHOCTH (accuracy), mperusus (precision), mojiHoTa
(recall), F1-mepa u AUC-ROC. Pe3ynbraTsl SKCIIEpUMEHTOB TTOKA3aJd, 9TO MPe-
noxenHast ruopuHas moneiib LSTM—CNN npeBoCXOUT KITaCCHYSCKUE METOJIBI,
BKJIFOYAst METOJ OTIOPHBIX BEKTOPOB, CIIYYalHBIN JIeC, a TaKKe OTAEIbHbIE MOJIe-
g LSTM u CNN. B 9acTHOCTH, JOCTHTHYTHI CIEAYIONMINE TOKA3aTeIN: TOYHOCTh
- 93,2%, crnienuduvyrocts - 91,5%, momuora - 94,0%, Fl-mepa - 92,7% u AUC-
ROC - 0,95. ITonydgeHHBIC pe3ybTAaThl TOATBEPKIAIOT CIIOCOOHOCTH MOACIH (-
(hDEKTUBHO BBISBIISITH CIIOKHBIC IMHTBUCTUYECKUE 3aKOHOMEPHOCTH, BKIIFOYAsI CITY-
yan nucOanaHca TaHHBIX. PazpaboTaHHBIN MOIX0A MOKET OBIThH MCIIOB30BaH MpH
CO3JIaHUHM aBTOMATH3UPOBAHHBIX CUCTEM MOJICPAIIMU KOHTEHTA, HAIIPABJICHHBIX Ha
MOBBIIIICHHE O€30TaCHOCTH IU(POBOI Cpeibl. B mepcrekTuBe MiIaHUpyeTcs HC-
TI0JIB30BaHKE TPAHC(HOPMEPHBIX SMOCITUHTOB, MEXaHU3MOB BHUMAHUS U METOJOB
KpoccruiarOpMEeHHOM ajanTaliy JijIs MOBBIIICHUS TOYHOCTH M 000OIIaroIien
CIIOCOOHOCTH MOJIEIIH.

KiwoueBble ciioBa: oOHapyXeHHE pazKHWI'aHWs HEHABUCTH, T'HOpUIHAS
monens LSTM—CNN, kareropuzanusi TEKCTa, MOHUTOPUHI COLUAIbHBIX CETEH,
aBTOMaTHYeCKasi MOJIePallnsl KOHTEHTA

Introduction. Social networking platforms have become a common part of
modern communication, allowing information to spread quickly across different
groups. The large amount and speed of content created by users present unique
challenges for content moderation, particularly in identifying and managing
abusive language. Offensive language on social media includes both overt slurs and
subtle forms of harassment, thereby requiring a variety of analytical approaches
for accurate detection (Toktarova, 2023). Traditional human moderation strategies
face considerable difficulties in efficiently scaling to accommodate millions of
daily posts, potentially leading to delays and inconsistent application of policies.
Automated data mining, using machine learning algorithms, offers a practical
solution for finding inappropriate content on a large scale (Vidgen, 2020).

Consequently, the effective implementation of automated detection systems
has the potential to substantially alleviate the burden on human moderators,
concurrently fostering the restoration of user confidence in online spaces. These
approaches frequently utilize feature extraction techniques, including lexical,
syntactic, and semantic analyses, to transform textual data into a format amenable to
computational models (Bose, 2022). Furthermore, the integration of user feedback
mechanisms could enhance model efficacy and mitigate the prevalence of false
positives across a range of contexts.

Supervised classification frameworks have demonstrated considerable
effectiveness in categorizing abusive language through the utilization of annotated
corpora and the application of techniques like support vector machines and random
forests (Sultan, 2023). Recently, deep learning models, including convolutional and
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recurrent neural networks, have improved detection capabilities by recognizing
complex language patterns and contextual relationships (Pasrija, 2022). Moreover,
understanding how social networks are structured and how users interact could
improve detection models by revealing connections related to abusive behavior
(Dewani, 2021). Algorithms designed for identifying communities can find groups
that frequently use offensive language, which allows for focused moderation
efforts. Moreover, hybrid methods that combine content-based and network-based
features have shown better detection accuracy, highlighting the importance of a
thorough analytical approach. Despite these progressions, challenges persist,
including the handling of code-mixed languages, sarcasm, and context-specific
offensiveness, which necessitate ongoing research efforts (Sangwan, 2021).
The lack of standardized evaluation benchmarks hinders cross-comparative
analysis, thus emphasizing the need for unified assessment methodologies. The
implementation of detection systems in practice is complicated by algorithmic bias
and the need for transparency. As a result, creating reliable and understandable
data mining algorithms for identifying abusive language remains an active area
of research. This study presents a comprehensive framework designed to address
these challenges by combining advanced natural language processing techniques
with graph-based social network analysis. The main goal of the proposed method is
to improve detection accuracy while maintaining adaptability to changing language
patterns.

A modular design allows for continuous learning and the easy addition of new
features. This paper further elucidates these components.

Related works. Early efforts to automate the identification of offensive
language primarily utilized lexicon-based approaches. These strategies depended
on established lexicons containing objectionable terms to identify inappropriate
content (Toktarova, 2020). Although these systems provided a measure of
explainability, they proved inadequate in addressing the evolving characteristics
of slang and the subtle meanings that emerge from contextual factors. Later
investigations incorporated statistical attributes and n-gram models to analyze
localized co-occurrence patterns within textual corpora (Sarac, 2021).

Combining bag-of-words models with traditional classifiers, like naive Bayes
and support vector machines, showed moderate success on standard datasets
(Mullah, 2021). Feature engineering methods incorporated syntactic and semantic
indicators, such as part-of-speech tags and word embeddings, to improve detection
accuracy (Vidgen, 2020). Although lexicon-based and n-gram approaches are easy
to implement, they often struggle to generalize well when applied to new areas.

The emergence of deep neural networks was a pivotal advancement in hostile
language detection, as convolutional architectures facilitated hierarchical feature
extraction straight from unprocessed text (Arce-Ruelas, 2022). Long short-term
memory networks, as demonstrated by Vidgen (2020), enhanced contextual
comprehension through the modeling of sequential relationships inherent in textual
data. Conversely, transformer-based models, which underwent pre-training on
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extensive datasets followed by task-specific fine-tuning for offensive language
detection, exhibited greater efficacy, as observed by Malik (2025). Masked language
modeling and next-sentence prediction, both pre-training techniques, helped create
strong contextual embeddings (Vidgen, 2020). However, these models often require
a lot of computing power and can be difficult to understand in terms of how they
make decisions.

In addition to methods that focus on the content itself, researchers have developed
graph-based approaches for detecting abusive language, using the structures of
social networks (Hall, 2021).

Social graph research can uncover clusters of organized harassment or echo
chambers where abusive language thrives. Graph convolutional networks have
been employed to merge textual information with user interaction graphs, thereby
improving detection precision (Vidgen, 2020). Community detection methods help
with focused moderation by identifying potentially problematic subgroups within
networks (Altayeva, 2023).

The temporal patterns of user interactions have been examined to distinguish
between isolated insults and sustained abusive campaigns, underscoring the
importance of contextual indicators. Hybrid frameworks, which integrate content-
based classifiers with network-based signals, offer a more holistic perspective on
abusive behavior. Furthermore, ensemble learning methodologies, such as stacking
and boosting, have been implemented to incorporate diverse detection modules,
thus enhancing robustness.

Multimodal systems, which incorporate visual elements, such as photographs
and emojis, alongside user-provided information and textual analysis, are designed
to address the complex nature of modern social media content. Novel approaches to
handling code-mixing and dialectal differences improve the utility of these models
in multilingual contexts (Toktarova, 2023). Notwithstanding these advancements,
several challenges remain, encompassing the detection of sarcasm, the evaluation
of context-specific offensiveness, and the reduction of algorithmic bias that
disproportionately impacts marginalized groups. Recent investigations have
examined the integration of sentiment and emotion recognition methodologies to
determine the emotional tenor embedded within textual datasets.

Materials and methods. This segment delineates the dataset selection,
preprocessing methodologies, feature engineering strategies, and model
architectures implemented in this research. We provide a comprehensive account
of the acquisition and annotation of social media posts, the text normalization
and embedding procedures, the configuration of conventional classifiers, and
the proposed hybrid LSTM—CNN network, including the training protocols and
evaluation metrics used to assess model efficacy.

A. data collection

The research employed a benchmark dataset of annotated social media
communications obtained from Reddit, comprising roughly 10,000 messages,
with an equivalent number of instances of cyberbullying and non-cyberbullying
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content. Each post was subjected to careful tagging by trained annotators, following
predefined guidelines, which facilitated substantial inter-annotator agreement and a
balanced distribution across the respective categories.

Parsing with VK API
[VK profile image]

User's profile info
id, name, surname,
title, date of birth,

country, city, list of posts

Analysis of posts
id_1 - list of posts

Classified posts
id_1 - useful/depressive
id_2 - useful/depressive

idn- hst of posts

Figure 1 — Full Data Acquisition Procedure Utilizing VK API

Figure 1 depicts the comprehensive data collection methodology utilized in
this investigation. Initially, user profile and post metadata were acquired through
the VK API, resulting in structured records that encompassed each user's unique
identifier and demographic details, including name, birthdate, country, and city.
Subsequently, all posts linked to each identifier were compiled into distinct corpora
(e.g., id 1, id 2, ...), thus establishing a per-user repository of unprocessed
text. These corpora were then analyzed using a content analysis module, which
parsed and preprocessed the text, extracting linguistic features and implementing
sentiment and topic classification algorithms. Ultimately, the processed outputs
were structured into a labeled dataset of classified posts—classified as positive,
neutral, or depressive—for subsequent modeling and evaluation.

Response in JSOM format

VE API

Social network server (data storage)

Figure 2 — Workflow for Anonymization, Text Normalization, and Database Integration

Figure 2 illustrates the process of transforming raw classification results into a
complete, searchable dataset. Initially, each post identified in the preliminary phase
undergoes a thorough anonymization process. This process removes all direct
personal identifiers and replaces them with randomized user tokens.

The text normalization procedures normalize encoding, widen contractions,
and rectify prevalent spelling discrepancies to diminish lexical noise. Entries that
are either too brief or overly repetitive are flagged for manual review or removal,
ensuring the data remains accurate and reliable.
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Subsequently, the refined records are integrated into a relational database
engineered for peak schema efficiency. This architectural design facilitates
swift data access, a function of label categorization and the implementation of
temporal indices, both of which are essential for subsequent modeling endeavors.
Furthermore, a metadata registry provides a complete record of the origins and
changes to each individual data point. This method promotes transparency and
allows for the reproducibility of results throughout the data collection process.

B. Selection of Features

Feature selection was conducted through a two-step process, integrating
statistical filtering with exploratory projection analysis. To reduce redundancy
and noise, variables demonstrating low variance and high intercorrelation were
eliminated in the initial stage. Subsequently, principal component analysis (PCA)
was employed on the remaining candidate features, and the two-dimensional
embeddings were evaluated for their capacity to distinguish between classes.As
depicted in Figure 3, lexical diversity metrics reveal substantial overlap between
neutral and extremist posts, implying a limited discriminative capacity, which led
to their exclusion. Conversely, syntactic complexity measurements yield more
distinct clusters, with extremist occurrences demonstrating significant variation
along the second principal component axis. The most significant differences are
seen in features derived from metadata, such as the frequency of posts and a
user's position within the network. This creates distinct, non-overlapping clusters.
Therefore, only the variables that helped create easily separable clusters in the PCA
projections were kept for further modeling. The careful selection method, guided
by visual assessment, helps to create a final set of features that are optimized for
distinguishing between groups, while also reducing the risk of overfitting.

Pringpal Comporn 2
Pringpal Comporn 2

Principal Comporert 2
Principal Comporert 2

—o

Principal Componcnt 1 Principal Companent 1 Principal Componcnt 1

Figure 3 — Two-Component PCA Projections to Choose Features

Figure 3 presents a visual assessment of class separability within the principal
component space. The majority of subplots demonstrate some degree of overlap
between the red and blue regions, suggesting the presence of complex and
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intermingled attributes within both normal and diseased signal data. Clusters are
formed on individual projections that display a tendency to differentiate between
classes, thereby confirming the significance of the selected features and the
appropriateness of the PCA methodology for initial data analysis.

This visualization facilitates a preliminary examination of sample structure,
uncovering hidden patterns and the potential for linear class separability, while
simultaneously supporting subsequent classification efforts through machine
learning approaches.

C. Suggested Resolution

The proposed method uses a modular processing pipeline. The process begins
with gathering raw social media data, followed by the extraction of diverse linguistic
and behavioral insights, as illustrated in Figure 4. Initially, statistical analyses are
employed to characterize fundamental usage patterns, including word counts and
punctuation frequency. Simultaneously, TF-IDF vectors are utilized to quantify the
significance of terms throughout the complete dataset.

Input Data

v

Feature Processing

Statistics TF IDF POS LIWC

v

Technigues to Handle Imbalanced Data

Undersampling Oversampling

v

CLASSIFIER
Figure 4 — Modular Pipeline for Feature Extraction and Class Imbalance Handling

The convolutional neural network (CNN) architecture designed for offensive
language identification initiates the process by tokenizing each input sentence,
subsequently mapping it to a sequence of N-dimensional word embeddings. This
process yields an MxN matrix representation, with M denoting the token length.
Following this, diverse configurations of convolutional filters, distinguished
by varying kernel widths (such as 2-, 3-, and 4-gram filters), are applied to the
embedding matrix. This generates corresponding feature maps that encapsulate
local n-gram patterns, which are indicative of objectionable content. A rectified
linear unit (ReLU) activation function is then implemented after each convolutional
operation to introduce nonlinearity. Simultaneously, a max-over-time pooling layer
identifies the most prominent feature within each feature map, thus diminishing
dimensionality and emphasizing the most crucial signals. The combined features,
originating from all filter sizes, are subsequently integrated into a fixed-length
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vector. This vector is then subjected to additional processing via one or more fully
connected layers, which utilize dropout regularization to counteract overfitting.
Finally, a softmax output layer produces probability ratings for both offensive and
non-offensive classes, thereby enabling effective binary classification based on the
acquired hierarchical representations of linguistic signals.

M x N representation Convolutional layer Max pooling Fully connected layer
of sentence or tokens with multiple kernels
and feature maps

Figure 5 — Architecture of Convolutional Neural Networks for Detecting Offensive Language

The diagram delineates a conventional sequence of data processing in a
convolutional neural network: the conversion of input information from a matrix
format to the extraction of local features, their aggregation, and subsequent
transformation into a compact representation for classification purposes (Mullah,
2021).

The following are essential equations that delineate the proposed offensive-
language detection framework: TF-IDF weighting:

N
tﬁdfi,j :tfi,j Xlogd_f. (1)

1

The automatic detection of abusive language in social networks involves an
initial stage of preprocessing the original text data and converting it into a vector
representation of features. Initially, TF-IDF (term frequency-inverse document
frequency) is employed, determined as the product of the term's relative frequency
in the document and the logarithm of the inverse frequency of documents containing
that phrase. This indication mitigates the impact of commonly occurring yet trivial
words while highlighting significant terms.

Part-of-speech tag frequency vector:

M

P :ﬁzwag(wt): k) @)

t=1
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The subsequent characteristic is the POS-tag frequency vector. For each part-
of-speech tag k, the average frequency of its occurrence in the text is computed,
enabling the documentation of syntactic patterns typical of offensive utterances.

Proportions of LIWC categories:

1 M
[, ZEZI(W: eCk) (3)

t=1

Furthermore, LIWC (Linguistic Inquiry and Word Count) features are generated,
representing the ratios of words associated with specific psychological and linguistic
categories (Malik, 2025). These features enable us to capture the emotional nuances
of the text and discern particular thematic clusters of words that may be indicative
of hostile or poisonous discourse.

Convolutional feature map:

C, = ReLU(Wk X t bk ) 4)

A convolutional neural network (CNN) is employed to extract intricate
contextual elements. The convolution step generates a feature map ¢, k, computed
as a linear combination of the convolution weights and the associated input
embedding window, subsequently processed by the ReLU activation function. This
phase enables the program to identify localized patterns within the token sequence,
including distinctive word combinations prevalent in offensive communications.

Max- over — time pooling:

Py =maxc, (5)

Subsequent to convolution, the max-over-time pooling procedure is employed,
which identifies the maximum value of a feature along the temporal axis. This
enables the aggregation of the most informative features, rendering the text
representation invariant to its length.

Softmax classification:

exp(u:p+dc) ©)
2. explu; p+d,)

In the final classification stage, the Softmax function is employed to convert the
model's output values into a probability distribution across classes. This enables
us to ascertain the likelihood that the examined message falls into the category of
offensive or neutral statements.

The integration of TF-IDF, syntactic characteristics, LIWC categories, and
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convolutional features offers a comprehensive characterization of the text, hence
enhancing the accuracy and resilience of the automated offensive language detection
system in social networks.

Results. The following section presents the results of experiments designed to
evaluate the effectiveness of the proposed method for automatically identifying
offensive language within social media content. The investigation utilized
diverse data corpora, including Twitter posts and curated datasets focused on the
identification of obscene and aggressive language, specifically the Hate Speech
dataset and the Hate Speech and Offensive Language dataset.

To statistically assess the model's performance, standard classification metrics
were employed: Accuracy, Precision, Recall, and F1-score. These metrics offer a
comprehensive assessment of the model's ability to distinguish between offensive
and neutral statements, thereby minimizing the occurrence of both false positives
and false negatives.

Both conventional machine learning methods (KNN, SVM, Logistic Regression,
Decision Tree, Naive Bayes) and the deep recurrent architecture BILSTM, which
accounts for contextual relationships in texts, were evaluated as a baseline for
comparison. The comparison using the proposed model enables us to assess the
degree to which its architecture enhances classification quality relative to previous
methods.

ACCURACY PRECISION

oT BILSTM  Proposed : oT BLSTM  Proposed
Model Model

RECALL F1-SCORE

0.2 0.2

KNN sVM LR DT NB BiLSTM  Proposed o KNN SVM R DT NB BILSTM  Proposed
Model Model

m witter dataset  mm Hate Speech  mmm 'ote SPeech & Offensive

Figure 6 — Comparative examination of models using the criteria of Accuracy, Precision, Recall,
and F1-score for the detection of foul language

Figure 6 presents a comparative analysis of machine learning algorithms
alongside the proposed model for the automated identification of offensive
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language in social media text. The efficacy of each approach was evaluated using
four key metrics: Accuracy, which measures classification accuracy; Precision,
which assesses positive predictions; Recall, which gauges the completeness of
offensive message identification; and the F1-score. The experimental comparison
encompassed KNN, SVM, LR, DT, NB, BiLSTM, and the proposed hybrid model.

We tested the models on Twitter, Hate Speech, and Hate Speech and Offensive
Language datasets to determine their universality on text corpora of diverse
topologies and complexity.

Diagrams illustrate that fundamental machine learning algorithms (KNN,
SVM, LR, DT, NB) have moderate precision and recall and average F1-scores.
A recurrent architecture that accounts for contextual dependencies improves all
metrics in the BILSTM model. The proposed algorithm outperforms all others. The
highest F1-score values indicate superior accuracy and a balanced Precision-Recall
relationship across all three datasets, thereby demonstrating the model's capacity to
identify objectionable comments while minimizing both false positives and false
negatives.

The visualized results further reveal that the proposed architecture offers a
more dependable and comprehensive classification of offensive language in social
media texts compared to both established machine learning algorithms and the
conventional BILSTM model.

To evaluate classifier performance, a Receiver Operating Characteristic (ROC)
curve was generated, illustrating the relationship between the True Positive Rate
and the False Positive Rate at varying classification thresholds.

Cyberbullying Classification Dataset AUC-ROC

0.8 1

True Positive Rate
=]
=

=3
=
|

= Naive Bayes
= = Decision Tree
—— Support Vector Machine
= = Random Forest
—— Logistic Regression
— = K-Nearest Neighbors
= LSTM
== Bi-L5TM

CNN
= Proposed Model

0.2

0.0 02 0.4 06 08 1.0
False Positive Rate

Figure 7 — Evaluation of the suggested model and fundamental algorithms using ROC curves
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Figure 7 presents a comparison of basic machine learning methods and the ROC
curve approach. The area under the curve (AUC) is a key measure of a model's
overall performance. A larger area under the curve (AUC) value indicates a better
ability to distinguish between "offensive vocabulary" and "neutral text."

The presented graph illustrates that the proposed model attains the highest
area under the curve, thus surpassing the performance of established algorithms,
including Naive Bayes, SVM, Decision Tree, Logistic Regression, Random Forest,
KNN, and neural networks. Consequently, this finding underscores its robust
capacity to detect cyberbullying and offensive language, concurrently minimizing
the occurrence of false positives.

Discussion. The research demonstrates that the integration of Long Short-Term
Memory (LSTM) networks with Convolutional Neural Networks (CNN) enhances
the automated detection of cyberbullying. The combined LSTM—CNN architecture
outperformed Support Vector Machine, Random Forest, and Logistic Regression
across all key evaluation metrics. Notably, both recall and the F1-score exhibited
substantial improvements, thereby indicating the model's capacity to differentiate
between overtly offensive communications and contextually nuanced aggression.
This enhanced performance is attributable to the synergistic interaction between
the LSTM and CNN components; specifically, the LSTM layer effectively captures
temporal and contextual dependencies within the textual sequence, while the CNN
layers extract local n-gram features that are indicative of distinctive linguistic
patterns.

Despite promising results, the model has drawbacks. First, all studies used a
single balanced Reddit dataset, which may limit model generalization to Twitter,
Facebook, or multilingual forums. Second, while the suggested architecture is robust
to class imbalance, it requires more computational resources and training time than
simple baseline models, making it difficult to implement in resource-constrained
contexts. Third, messages are considered separately without considering discussion
threads and user behavior history, which could increase classification accuracy.

Cross-domain adaptation methods should also be considered to ensure model
performance on multilingual data and social platforms and to process dialog
context and user interaction graphs to identify coordinated bullying campaigns and
complex cyberbullying.

Finally, the proposed LSTM—-CNN hybrid architecture achieves excellent
efficiency and balance in key quality measures, combining high sensitivity and
accuracy. Despite its constraints, its modular structure allows current optimization
methods and functionality augmentation. This architecture is poised to evolve into
a robust and scalable automatic moderation system. Its implementation across these
areas will contribute to safer social networks.

Conclusion. This research aimed to assess how well machine learning methods
could automatically identify offensive and aggressive language in social media
comments. A combined model was proposed, using long short-term memory
(LSTM) networks, which are good at understanding long-term relationships, and
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convolutional neural network (CNN) architectures, which are used for classifying
text data.

The proposed approach comprehensively takes into account contextual and
semantic features of text. Experimental studies showed that the hybrid LSTM-
CNN model demonstrates superior results compared to classical machine learning
algorithms (naive Bayes, support vector machines, logistic regression, random
forest, and k-nearest neighbors) and individual neural network architectures.
Analysis of ROC curves and AUC metrics confirmed that the proposed model can
reliably distinguish between offensive and aggressive texts while simultaneously
reducing the number of false positives. The model's enhanced accuracy, precision,
recall, and F1 score indicate its readiness for practical application.

Consequently, the study's findings indicated that the quality of the data and the
dependability of the annotated texts exerted a substantial influence on the model's
efficacy. The model's ability to generalize was improved by employing high-
quality annotated datasets, thereby enabling the recognition of complex linguistic
structures. Conversely, the model's computational demands are substantial, and the
application of data from a single domain could potentially impede its transferability
to other platforms.

In summation, the suggested hybrid LSTM-CNN architecture represents a
robust and efficient approach for the automated detection of linguistic aggression
across social media platforms. Future research should focus on improving the
model's accuracy and usefulness. This can be achieved by using multilingual
datasets, incorporating transformational models, and considering conversational
context and user behavior. The methodology presented here has significant practical
implications for the development of intelligent content moderation systems, which
are designed to improve online safety measures.
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