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Abstract. Industrial Internet-of-Things (IloT) systems have emerged as a
foundational technology underpinning a wide range of modern applications,
including environmental monitoring, healthcare systems, industrial automation,
and smart infrastructures. Their inherent advantages incorporate scalability, low
energy consumption, intelligence and programmability, rapid data acquisition,
reliability, low cost, and the absence of maintenance requirements. At the
same time, they attract the attention of attackers, making the task of ensuring
the security of such networks crucial. This study introduces a comprehensive
decision support methodology for responding to cyberattacks in IloT systems,
including systems using edge computing principles, based on analytical modeling
for the analysis of networks, attacks, and countermeasures. The methodology
also employs machine learning, rules, and multi-criteria optimization for attack
detection and countermeasure selection. It consists of three stages: data collection
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on events occurring in the system, detection of attacks and anomalies, and
selection of countermeasures for the identified attacks. Within the framework of
the methodology, models of networks, attacks, and countermeasures, specific for
IIoT systems, are presented. The main components and topology of IloT systems
are considered within the network model. The main types of attacks and possible
countermeasures for IIoT systems are identified to specify the models of attacks
and countermeasures. The algorithm for countermeasure selection within the
proposed methodology based on rules and multi-criteria optimization and using the
specified models is described. The application of the methodology is demonstrated
through an example. The advantages and limitations of the proposed methodology
are analyzed, and directions for future research are outlined.
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AHHOTauMsi. OHEpKACINTIK MHTEpHET 3arTapbl xyHenepi (Industrial Internet
of Things, IloT) xopmaraHn oOpTaHbl MOHHUTOPUHITEY, JEHCAyJIbIK CaKTay
KyHenepi, eHEpKICINTIK aBTOMATTaHIBIPY XOHE aKbUIABl WHPPaKypbUIBIMIAP
CHSIKTBI 3aMaHayH KoJlaHOaIapAbIH KeH ayKbIMBIHBIH HETi31H KypaiThIH Oa3aibiK
TEXHOJIOTHsIFa aifHamAbl. ONapablH HET13T1 apTHIKIIBUIBIKTapbIHA MAaCIITa0TaTYHbI,
TOMEH OSHEprusl TYTBIHYBl, WHTEJUICKTYAJJbUIBIFBI MEH OaraapiiamaliaHybl,
JEPEKTEeP Il KUHAYJIBIH HKOFaPhl KbUIIaM/IbIFbI, CCHIMJIUIIT, TOMEH KYHbBI, COH/Iaii-
aK TeXHUKAJIBIK KbI3MET KOPCETYli KaXKeT eTreyi kaTaabl. COHBIMEH KaTap, MyH1ai
KyHenep KacKeWlepliH Ha3apblH ©3iHe ayjmapaibl, OyJ oJapAblH KayilcCi3Iirin
KaMTaMachl3 €Ty MOCEJIeCIHIH e3eKTuliriH aprreipanbl. Ockl 3eprreymae [loT
KyHenepinaeri kuOepiiaOybliapra opeKeT eTy Ke3iHIe IIennM KaObliaayasl
KOJJlayFa apHaliFaH KeIICH/I OJICTeMe YCHIHBUIAAbI, OHBIH IIIIHJE IIETKI
ecenrey (edge computing) KaruJaTTapblH KOJAaHATHIH XKYHenep e KaMThIIFaH.
OpicreMe Keinepi, IadyblIIapabl )KoHe Kapchl apaiapbl TajliayFa apHaaraH
AQHAJTUTHKAIIBIK MOJCINBACYTe HETi3/eNIeH, COHAal-aK malybliaapasl aHBIKTay
YKOHE Kapchl MIapaiap/sl TaHAay YIIiH MalInHAIBIK OKBITY 9iCTEPiH, epeKenepi
KOHE KOTKPUTEPUII OHTAaWIaHABIPYAbl MaijanaHanbl. ¥CBHIHBUIFAH 9JiCTEME
YII KE3€HHEH TYpalbl: KYHeAe OpbIH alaTblH OKWUFalap Typaibl ACpPeKTepli
KUHAY; Ia0ybuljap MEH aHOMaNMsJIapAbl aHBIKTAy; aHBIKTaJFaH Iadybuigap
YIIiH Kapchl IapainapAbl TaHaay. Opgictreme ascbiHna I[loT xyienepine ToH
KeJnepiH, madybUAapAblH XKOHE Kapchl IapajapAblH MOJENIbAepi YCHIHBUIFaH.
Keninik monensae 1loT xyiienepiniH Heri3ri KOMIIOHEHTTEP1 MEH TOMOJIOTHUSICHI
KapacTteipbiiansl. [Lla0ysinnap MeH Kapcehl miapaiap MOAEbACPIH HAKThUIAY YIIiH
[IoT opraceiHa ToH Heri3ri mWadybUT Typiepi MEH BIKTUMAall Kapchl dpeKeTTep
alKpIHAANFaH. ©O3IpJeHreH MOJCNbJCpAl KOJJIaHa OTBIPBIN, epexenep MeH
KONKPUTEPUIII OHTAaWNaHABIPYFa HETI3AeNreH Kapchl IapajapAbl TaHaay
QITOPUTMI CUNATTANFaH. OJICTEeMEHIH KOJIJAaHbUTYbl MNPAaKTUKANBIK MbICAI
APKBUIBI KOPCETUITEeH. ¥ CHIHBUIFAH TOCUIAIH apTHIKIIBUIBIKTAphl MEH LIEKTEYIepi
TaJlJIaHbIM, OOJIalIaK 3epPTTEYIePAiH Heri3ri OaFbITTaphbl AlKBIH/IAJIFAH.

Tyiiin ce3nep: 1loT xyiienepi, kubepiadysuiaap, Kapchl mapaiap, HIemimMm
KaObLIIayIbl KOJIAAY, OPEKET eTy

463



Academic Scientific Journal of Computer Science 1. 2026

KykaobaeBa T.K.!, Benxeauda 3.2, Mapaenos E.M.!, Baymyparoa /I.',
Kapa6aes H.!, 2026.
'EBpasuiickuii HaloHanbHbIH yHUBepcuTeT umenu JI.H. 'ymunéna,
Acrtana, Kazaxcran;
2Craddopammpckuii yHUBepCUTeT, BenmukoOputanusi.
E-mail: emardenov@gmail.com

MOJJIEPXKKA MIPUHATHUA PEINEHAN ITPU PEATUPOBAHUM HA
ATAKHU B KUBEPOU3NYECKUX ITPOMBIIIJIEHHBIX CUCTEMAX
UHTEPHETA BEIIEN

KykabaeBa Tamapa — npodeccop, dakynsreT HHOOPMALMOHHBIX TEXHOJOTHH, EBpasuiickuii
HalnoHanbHeIN yHuBepcuteT uMmenn JI. H. I'ymunépa, Kazaxcran,

E-mail: t.zhukabayeva@astanait.edu, https://orcid.org/0000-0001-6345-5211;

dabxamk Benxeanda — npodeccop, Digital, Tech, Innovation & Business, Craddopaupckuii
yHUBepcHTeT, BennkoOpuranus

E-mail: e.benkhelifa@staffs.ac.uk, https://orcid.org/0000-0001-6168-2664;

Epux MapaenoB — wuccienosarenb, EBpasuiickuii HaunoHanbHbIM yHuBepcuteT uMenu JI.H.
I'ymunéra, Mexaynaponuslii ynusepcuter Acrana, Kasaxcran,

E-mail: emardenov@gmail.com, https://orcid.org/0000-0001-9284-9797;

JMunapam BaymyparoBa — wuccrnenosarens, PhD, EBpasuiickuii HaumoHaNbHBIM YHHBEPCUTET
umenu JI.H. I'ymunéna, Kazaxcran

E-mail: baumuratova.d@gmail.com, https://orcid.org/0000-0001-6429-6435;

Hypaayner Kapadaes — uccnenosatens, EBpasuiickuil HalmoHanbHbIH yHUBepcuTeT uMeHu JI.H.
I'ymunéna, Kazaxcras,

OnekrponHas nouta: E-mail: 020419501012@enu.kz and https://orcid.org/0000-0001-9284-9797.

AnHoramusi. IlpombimieHHBIE cuCTeMBl HHTepHeTa Bemed (Industrial
Internet of Things, IloT) sBusirorcss 0a30BOil TEXHOJOTHEH, Iexamed B
OCHOBE MIMPOKOTO CIIEKTPa COBPEMEHHBIX NPHUIOKCHHMA, BKIIFOYAsl MPOMBIIII-
JICHHYI0 ~aBTOMATH3allMi0, CHUCTEMbl MOHUTOPHHIA, 3JpPaBOOXPAHCHHUE H
WHTEIUICKTYaJ bHYI0 HWHOpacTpykTypy. KitoueBbiMu mnpenmymectBamu [loT
SIBJSIIOTCS.  MAacIITabUPyeMoOCTh, JHEProd(PPEeKTUBHOCTh, BBICOKAs CKOPOCTHh
00paboTKN JaHHBIX, MPOTPAMMHUPYEMOCTh U HaA&KHOCTh. BMecTe ¢ Tem Takue
CUCTEMBI TIPEJICTABISAIOT COOOW TMpUBJIEKATeNbHYIO IIeNb I KuOepaTak, 4To
00yCIOBIUBAET HEOOXOIUMOCTH pa3padboTKu 3PPEKTUBHBIX METOJIOB 00ECTICUCHUS
ux Oe3omacHOCTH. B wuccienoBaHuM MpeiokeHa KOMIUICKCHAs METOJOJIOTHS
MOJIZICPYKKY IIPUHSATHS PEIICHUI MPU peardpoBaHUU Ha KMOEpaTaku B CUCTEMax
IIoT, Bkmrowast cpedsl C HWCIOJB30BAaHUEM IOTPAHWYIHBIX BEIYHCICHHHA (edge
computing). MeTomoI0THsI OCHOBaHA Ha aHATMTHYECKOM MOJIIINPOBAHUN CETEH,
aTaK ¥ KOHTPMeEp, a TAK)KEe BKIFOUAET METO/(bl MAIIIMHHOTO 00yYeHUs1, SKCIIEPTHBIE
MpaBWJia M TOAXOAbl MHOTOKPUTEPUATBHOW ONTHUMH3AIUU Ui OOHApPYKEHUS
aTaK ¥ BbIOOpA ONTHMAJILHBIX Mep pearupoBanus. [IpenoxkeHHass METOIO0IOT S
BKJIFOYACT TPU OCHOBHBIX dTama: cOOp M aHaIU3 JaHHBIX O COOBITHUSIX B CHCTEME,
oOHapy)XeHHE aTak W aHOMAJHH, a Takke BEIOOp KOHTpMEp I HeHTpaau3arun
BBISIBJICHHBIX yTpo3. B pamkax mccrmemoBaHus pa3paOOTaHBI MOJAETH CETeBOU
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APXUTEKTYpPhl, TUIOB aTaK M COOTBETCTBYIOIIMX KOHTPMEp, XapaKTEPHBIX AJIA
IloT-cpenst. Onucan anropuT™M BbIOOpa KOHTPMEp, OCHOBAaHHBIA Ha TpaBHIIax
U MHOTOKPDUTEPUAIbHOM ONTUMM3ALUUA C HCHOJIB30BAHUEM IIPEIIIOKEHHBIX
mozenel. llpakTuyeckoe MNPUMEHEHHE METOAOJIOTMU IPOAEMOHCTPUPOBAHO
Ha npukiagHoMm npumepe. IIpoBea€H aHanu3 NpeUMyIIECTB U OTPAHUYEHUN
NPEAJIOKEHHOTO MOIX0/a, a TAKXKE ONpPEAE/ICHbl HAPABICHUS IS JadbHEHIINX
HCCIIE0BAHU.

KiroueBbie ciaoBa: cucremsl lloT, xubeparaku, KOHTPMEpPBI, MOAAEPIKKA
MNPUHATHS PELICHUH, pearnpoBaHue

Introduction and Related Work. IloT systems are spatially distributed sensor
nodes capable of collecting data, processing it, and interacting via wireless channels
(Tossa et al., 2025). At present, they are applied in smart home management,
transportation and logistics, industry, agriculture, environmental monitoring,
urban surveillance, entertainment, healthcare, and energy, as well as in security
and battlefield monitoring (Kardi et al., 2019).

«Ideal» 1IoT systems are scalable, consume little energy, are intelligent
and programmable, provide rapid data acquisition, are reliable, low-cost, and
require no maintenance. However, they also attract the attention of attackers. In
particular, passive attacks those aimed at stealing information on IloT systems
are discussed in (Keerthika et al., 2021) (eavesdropping and traffic analysis).
Active attacks those aimed at damaging the network by altering or replacing data
are considered in (Verma et al., 2022) (denial of service), (Sanchez et al., 2021)
(masquerade attack), (Hu et al., 2022) (replay attack), (Hu et al., 2014) (selective
forwarding attack), (Sujihelen et al., 2022) (node replication), (Al-Ahmadi et al.,
2022) (wormhole attack), (Faris et al., 2023) (Sybil attack), (Teng et al., 2023)
(sinkhole attack), (Allimuthu et al., 2022) (rushing attack), and (Beddoe et al.,
2013) (message modification). The types of attacks on IloT systems are further
classified in (Keerthika et al., 2021) and (Verma et al., 2020).

One of the key challenges in deploying IloT systems is ensuring cybersecurity
(Jadhav et al., 2017). Possible countermeasures are outlined in (Turakulovich et
al., 2019) and (Mamdouh et al., 2018). Among them are security measures that
should be incorporated during the system design stage, such as the use of secure
data transmission protocols (Turakulovich et al., 2019) (such measures for all
identified attacks are discussed in (Keerthika et al., 2021)). However, these alone
cannot completely eliminate the possibility of a successful attack. Therefore, it
is also necessary to integrate protection mechanisms into the system that enable
the detection of cyberattacks and the implementation of countermeasures, for
example, through the use of machine learning (Mamdoubh et al., 2018). This study
focuses on decision support issues based on such protection mechanisms.

This paper proposes a decision support methodology for responding to
cyberattacks in IloT systems, based on analytical modeling for simulating the
system, attacks, and countermeasures; machine learning for attack detection; rules
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and multi-criteria optimization for countermeasure selection. The application of the
methodology is demonstrated through an example. The advantages and limitations
of the proposed methodology are analyzed, and directions for future research are
outlined. Thus, the main contributions of this research are as follows: (1) a decision
support methodology for responding to cyberattacks in IloT systems, based on
analytical modeling, machine learning, and rules and multi-criteria optimization;
(2) analytical models of system, attacks, and countermeasures considering
specificity of IloT systems, and considering the types of attacks and appropriate
countermeasures; (3) algorithm for countermeasure selection based on rules and
multi-criteria optimization and using the specified models; (4) demonstration of
applicability of the proposed methodology on the toy example.

The paper is organized as follows. Relevant studies are briefly reviewed in
the introduction. Section 2 presents the key definitions and problem statement.
Section 3 describes the proposed decision support methodology for responding to
cyberattacks in [1oT systems. Section 4 provides an example of the methodology’s
application and a discussion.

Materials and Methods

IIoT systems. A IloT system can be formalized as follows:

IS =<N, C>, (1)

where

N — nodes,

C — wireless links between them.

A node consists of core and additional components (Tossa et al., 2025). The
core components include:

Data acquisition component (consisting of a physical sensing device that
collects data from the local environment and an Analog-to-Digital Converter,
ADC) collects analog data from the local environment and converts it into a digital
format understandable by the processor,

Data processing component, including ones using edge computing (a processor
complemented with Random Access Memory) manages the operation of other
components and analyzes/processes the data obtained from the data acquisition
component,

Communication component (which can be optical or radio-frequency) transmits
and receives data in the wireless medium,

Power supply component (a small, limited-capacity battery).

The additional components may include GPS (Global Positioning System), a
mobility system, and an energy generator.

According to (Tossa et al., 2025), depending on the application domain and
architecture, the following types of nodes are distinguished:

Standard node includes a data transmission component and a data processing
component;
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Sensor node (source) a standard node with a data acquisition or detection
component;

Actuator node a standard node with a component for performing specific
mechanical tasks;

Gateway a standard node that relays traffic into the network;

Base station a standard node with a serial converter connected to a second
communication component for relaying data from nodes to users or other networks

Various architectures of [1oT systems are distinguished, including:

Flat architecture all nodes have equal energy, computing resources, and
memory, perform identical roles, and each node can interact with any other,

Hierarchical architecture nodes possess different resources and perform
different roles, and Multitier architecture a hierarchical architecture in which
nodes are grouped into clusters according to their functionality.

Depending on the architecture, the role of each network node is defined:
source, relay, or data collection node. Typically, a IloT system consists of a base
station (data collection node) interacting with multiple sensors (sources and
relays) (hierarchical architecture). A sensor (source) collects data, compresses
it, and transmits it to the base station (data collection node) either directly or
through other sensors (relays). The base station forwards the data to the system.
An example of such an architecture is shown in Figure 1 (a - main components of
a I1oT system and the connections between them, b - an example of a [1oT system
for health monitoring).

The following features of [1oT systems are significant for developing a decision
support methodology for responding to cyberattacks in such systems:

Heterogeneity in terms of energy sources, data processing capabilities,
communication ranges, and sensing modalities, which complicates the deployment
process of [1oT systems;

Constraints related to network lifetime, coverage, energy/memory/
computational resources, and data transmission time.

(a) Main components of a lloT system (b) Example of a lloT system for health monitoring
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a) Main components of a [IoT system b) Example of a [IoT system for health monitoring
Figure 1 — Hierarchical architecture of a IIoT system.
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Problem Statement of the Study. Given: a IIoT system (IS), a set of events — E,
a set of attacks on the IS — A, a set of security mechanisms — SMP, and a set of
countermeasures — CM. It is necessary to develop a decision support methodology
for responding to cyberattacks in IIoT systems that enables the mapping of the set
of attacks A onto the set of countermeasures CM: F: A — CM, taking into account
resource and privilege constraints.

Decision Support for Responding to Cyberattacks in IloT systems. The
proposed decision support methodology for responding to cyberattacks in IIoT
systems is based on analytical modeling for simulating the system, attacks, and
countermeasures; machine learning for attack detection; rules; and multi-criteria
optimization for countermeasure selection. The methodology consists of three
stages: data collection on events occurring in the system, detection of attacks and
anomalies, and selection of countermeasures for the identified attacks (Figure 2).

i 1loT Network (Sources) Relay Nodes | Gateway /Base Station ~ Cloud / Control Center

I
Time-series / Event Data Transmission
Ve i g e o B o e S

i

]

i

i

i

i

|

1

|

i

i

i

]

A i

i . - . i

H", -------- Ml Stage 1 GEEEEEEEE ,‘: ----- © Stage 2 REEELEES Y s @ Stage 3 REEEEEE m

n Data Collection i) Attack and Anomaly Detection : i Countermeasure Selection ||

(R " I S S ———————

[} ligh) — ), ( \ (E)

i ; ‘@ (7 s ) ™ _ Intrusion Prevention i

Hi q@ &_' " * ML- Based Detection I ‘ i System Hlin
i | HERT - — |

i -Anomaly&mack " = b 4

: o RAM / Processor - ==} - :: Identification i Q ATk BaiECL i H

el (4 T J | * Blocking Devices H
i P o W\ i |

3 " i = ‘m? T @Fw P i T 11| MSE/MAE / * Changing Keys 3 "

ol [ i 1| [ Identified Anomalies &Attacks |- +77h Detection & Sending False Data i

RN = - Il e—=y | Accurag i

fiig SO - V- i e — S

| S o | e i

i | Audit & Logging J--=-+t+-[ Decision Support »-- Countermeasures i

! R — —_— i :

! i * Event Logs :: ® Attack » Countermeasures » Traffic Redirection J 4

]

. i ® Network Traffic I Mapping Rules * Blocking Devices ! i

i h ]

11| | Battery-powered i1 | ® Multicriteria Optimization * Changing Keys h
1A J i

I Nl 0 P e} ot

| i

! ! . Data Collectlon (1) Attack and Anomaly Detection Countermeasure Selection ,:;

(a) Main components of a lloT system  (b) Example of an IloT system

a) Main components of a IIoT system b) Example of an IToT system
Figure 2 — Decision support methodology for responding to cyberattacks.

For data collection, it is proposed to implement auditing and logging; for
detecting attacks and anomalies an intrusion detection system based on machine
learning; and for countermeasure selection an intrusion prevention system based
on rules and multi-criteria optimization.

Models. First, we define a set of models based on the relationships between the
objects and subjects involved in the decision-making process, including network
objects (nodes and links between them), their vulnerabilities and weaknesses,
known exploits and attacks, incidents, as well as countermeasures (Figure 3). In the
event of a security incident, protection mechanisms which may be network objects
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or components of such objects are employed to implement countermeasures (for
example, a firewall can be used to block a connection).
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Figure 3 — Relationships between objects and subjects involved in the decision-making process
for response.

Securlty Mechanisms
[« 1Ps, Firewall, etc.

Thus, it is necessary to extend the set of possible node roles in the network
with security mechanisms, such as intrusion detection and prevention
systems (Figure 4).

To account for the possible roles of network nodes as well as embedded
security mechanisms, we define the elements of the network model from
Equation 1 (IS = <N, C>) as follows:

N — network nodes, N ={Un }, where i — number of system node,
n. = <name, role, SM>, where name is the node identifier, role is the
node’s role determining available resources (energy, memory, computing
capacity) and privileges (user/administrator/owner), and SM denotes the
security mechanisms available for this node, SM = {Usm }, where i —
number of security mechanism, sm, = <name, CM>, where CM — the set of
countermeasures related to the security mechanism sm ;

C —wireless and wired links between them, C = <prot, trCh>, where prot
is the transmission protocol, and #Ch is the bandwidth.
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Figure 4 — Hierarchical architecture of a IloT system with security mechanisms.

To identify possible security mechanisms and countermeasures, it is necessary
to define the potential attacks. In (Shahzad et al., 2017), the authors highlight the
following threats to IIoT systems and their corresponding attacks:

Confidentiality threat (unauthorized access to information; in IloT system
terms a message transmitted over the wireless network can be read and understood
by an attacker): Eavesdropping (information gathering from carriers, wiretapping,
interception of electromagnetic/radio frequency signals, traffic analysis, staff
negligence), Interaction (data theft, replay attack, masquerade attack, integrity
violation, man-in-the-middle attack, bypassing security mechanisms, physical
intrusion, authorization violation), System compromise (trapdoor attack, Trojan
attack, service spoofing, viruses/worms).

Integrity threat (unauthorized modification or theft of information; in IloT
system terms a message transmitted over the network is altered or forged):
Modification (denial, interception/modification), Interaction (see above), System
compromise (see above).

Availability threat (denial of service or prevention of authorized access; in [loT
system terms — inability to transmit a message or for a node to use resources):
Denial of Service (integrity violation, resource exhaustion), Interaction (see
above), System compromise (see above).

Non-repudiation threat (denial of an action that has occurred or claiming
that an action has not occurred; in IloT system terms providing information to
an unauthorized/unauthenticated or fake sensor): Reposting, Theft/modification,
Interaction (see above), System compromise (see above).

In (Shahzad et al., 2017), the authors highlight the following possible security
measures and countermeasures according to the types of threats:
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Confidentiality (counteracting unauthorized access to information): passwords
and certificates (key and certificate management must be ensured), firewalls with
access control lists, auditing and logging, intrusion detection systems, antivirus/
spyware software.

Integrity (counteracting unauthorized modification or theft of information):
passwords and certificates (key and certificate management must be ensured;
compared to confidentiality measures, digital signatures and checksums are
additionally introduced), firewalls with access control lists, auditing and logging,
intrusion detection systems, antivirus/spyware software.

Availability (counteracting denial of service or prevention of authorized access):
backup during and recovery after an attack, security and vulnerability incident
reporting, bandwidth limitation, access management, firewalls with access control
lists, auditing and logging, backups and recovery, intrusion detection systems,
antivirus/spyware software, network and system management.

Non-repudiation (counteracting denial that an action took place or claims that
it did not): passwords and certificates (key and certificate management must be
ensured), auditing and logging (for legal proceedings).

‘]" One-to-one attack-countermeasure mapping I Future research direction

Rule-based selection I Increased computational complexity
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Figure 5 — Comparison of single-countermeasure selection and multi-criteria optimization in
the proposed decision-support methodology.

The security mechanisms applied during the operational phase include:

* Firewalls with access control lists (measures: blocking access to a specific
node, blacklisting, message prioritization, bandwidth limitation, and traffic
redirection),

* Audit and logging (a passive measure, i.e., used for data collection but not
involved in supporting response decision-making),
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* Intrusion detection systems (a passive measure, i.e., used for detecting attacks
but not involved in supporting response decision-making, performing monitoring
to identify attacks and anomalies),

* Antivirus/anti-spyware software (blocking malicious software),

» Network and system management (access control, bandwidth limitation).

Within the intrusion prevention subsystem of the security system (Figure 4), it
is proposed to implement the selection of countermeasures for different types of
attacks based on rules, using Table 1 (Keerthika et al., 2021).

Table 1 — Countermeasures in IIoT systems

Attack

Threat to

Countermeasures

Denial of Service (Verma et
al., 2022)

availability

message prioritization

Jamming availability Spread spectrum, region
mapping and traffic redirection
Physical Attack availability traffic redirection

Spoofing, Routing
Information Forgery

availability, integrity,
confidentiality, non-repudiation

Block compromised node and
reconnect, change key

Selective Forwarding (Hu et
al., 2014)

availability

traffic redirection

confidentiality, non-repudiation

Sink Hole Attack (Teng et al., |availability Block compromised node and
2023) redirect traffic
Black Hole Attack availability, integrity, traffic redirection

Sybil Attack (Faris et al.,
2023)

availability, integrity,
confidentiality, non-repudiation

Block nodes and redirect traffic

Wormhole Attack (Al- availability, integrity, traffic redirection
Ahmadi et al., 2022) confidentiality, non-repudiation
HELLO Flood Attack availability message prioritization, traffic

redirection

Acknowledgment Spoofing
(Verma et al., 2020)

integrity, confidentiality, non-
repudiation

Block fake node, reconnect with
legitimate node, change key

al., 2021)

Neglect and Greed Attack availability Recover message transmission

(Verma et al., 2020) algorithm

Homing Attack (Verma et al., |confidentiality Collect information, encryption

2020)

Node Takeover Attack availability, integrity, Block fake node, reconnect
confidentiality, non-repudiation | with legitimate node, change

key

Node Failure Attack availability traffic redirection, restore node

Monitoring and confidentiality Collect information, encryption

Eavesdropping (Keerthika et

al., 2021)

Traffic Analysis (Keerthika et | confidentiality Collect information, encryption

Attacker Masking

availability, integrity,
confidentiality, non-repudiation

Collect information,
encryption, restore message
transmission algorithm
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Node Replication (Sujihelen integrity Block fake node, reconnect

etal., 2022) with legitimate node, change
key

False Knot availability Block fake node, reconnect
with legitimate node, change
key

Replay Attack (Hu et al., confidentiality, non-repudiation | Blocking fake node, reconnect

2022) with legitimate node, change
key

Rushing Attack (Allimuthu et | availability Blocking fake node, restoring

al., 2022) message transfer algorithm,
change key

Vampire Attack Threat to Replacing nodes, redirecting
traffic

Considering Table 1, let us introduce two additional models: the attack model
and the countermeasure model. The attack model is defined as:

A ={Ua}, where i — number of attack, a, = <type, n>, where type — type of
attack, n— attacked network objects.

The countermeasure model is defined as:

CM ={Ucm }, where i — number of countermeasure, cm= <name, Pr, R>,
where name — name of the countermeasure, Pr — required privileges, R — required
resources.

Algorithm. Since the number of countermeasure options for each type of
attack is relatively small, the following rule-based algorithm is proposed for the
countermeasure selection stage of the decision-support methodology:

Input data: IS system, attack a.

1. Map a to the IS using n.

2. Select all em for a : CM <- cm #using rules defined on the basis of Table 1.

3. Map CM to countermeasures in SM : CM lim #to define available
countermeasures.

4. From CM lim, select the optimal CM_opt considering Pr and R.

Output data: countermeasures CM _opt.

Results. Let us consider the application of the methodology using a simple
example. Suppose that the network shown in Figure 1(b) is subjected to a spoofing
attack or a routing information spoofing attack. A security system is deployed
in the network (as shown in Figure 4). The implementation of the methodology
proceeds as follows:

Stage 1. Based on the information collected by the auditing and logging
component, the intrusion detection system uses machine learning to identify an
attack or anomaly, namely, a routing information spoofing attack. It reveals that
one of the sensor nodes 7 is malicious.

Stage 2. Using Algorithm 1 (//oT system and attack a are input data). On the
1* step map a to the IloT system using n. The output of this step is malicious node
n = <name, role, SM>.
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On the second step the countermeasures c¢m against a are determined using
rules defined on the basis of Table 1: IF “a routing information spoofing attack”
THEN action “Blocking the compromised node and redirecting traffic, key
replacement.”. There is only one response option cm “Blocking the compromised
node and redirecting traffic, key replacement.”. Step 3 of the algorithm consists
in mapping cm to countermeasures in SM and obtaining CM [im = cm. Step 4
is skipped as soon as there is only on countermeasure cm in the CM [lim list.
Implementation of this measure ¢m only requires administrator rights and user
interaction for key replacement. Thus, final list of countermeasures CM opt
contains one countermeasure “Blocking the compromised node and redirecting
traffic, key replacement.” For implementation against the detected routing
information spoofing attack.

Discussion. For the system to operate effectively, it is necessary to implement
data collection and processing, as well as methodologies for detecting attacks and
anomalies. Machine learning—based methods, such as those described in (Ahmad
et al., 20122), have demonstrated good performance. This constitutes one of the
directions for future research.

Atpresent, most attacks in Table 1 have only one corresponding countermeasure,
which does not require additional optimization in terms of resource usage and
efficiency, and ensures low algorithmic complexity of O (1). It should be noted
that the methodology can be easily extended with new countermeasures. In such
cases, a multi-criteria optimization algorithm will be required to select the most
suitable countermeasure, which also represents a future research direction.

In addition, algorithms for blocking network nodes and redirecting traffic
deserve special attention.

Conclusion.

This study addressed the problem of decision support for responding to
cyberattacks in I1oT systems. The architecture and key features of IIoT systems
were analyzed. The main types of attacks and possible countermeasures were
identified. A decision support methodology for responding to cyberattacks in [IoT
systems was proposed, based on analytical modeling of the system, attacks, and
countermeasures; machine learning for attack detection; rules; and multi-criteria
optimization for countermeasure selection. Within the methodology, models of the
system, attacks, and countermeasures, as well as an algorithm for countermeasure
selection, were developed. The application of the methodology was demonstrated
on a test example. Future work will focus on implementing attack and anomaly
detection based on machine learning, analyzing the specifics of multi-criteria
optimization in countermeasure selection, and examining in greater detail measures
and algorithms related to traffic redirection.
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