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Abstract. Software Defined Networks (SDN) are a network architecture that
allows for the rapid deployment of services by centrally programming the control
and data planes (Control Plane and Data Plane) by forwarding/switching specific
packets. However, the presence of a central controller node and open northbound/
southbound interfaces can lead to control channel overload, overflow of flow tables,
and service outages during distributed denial-of-service (DDoS) attacks. To detect
and mitigate DDoS attacks in an SDN environment in real time, a flexible modular
software architecture was developed and a machine learning-based detector was
integrated into it. First, normal traffic was monitored for a long time, and features
such as flow count, packet/byte rate, port load, and frequency of new flows were
extracted from OpenFlow statistics. Then, many scenarios were run on the Mininet
emulator for different topologies, attack intensity, and background load, and a set of
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defined data sets were created. In the Google Collaboratory environment, Decision
Tree, Artificial Neural Network (ANN), and Naive Bayes models were trained
and compared through cross-validation; the best model was re-integrated into the
detection and response modules at the controller level. Decision Tree showed 91%
accuracy, outperforming ANN (78%) and Naive Bayes (68%). The system detected
the anomaly at an early stage and mitigated the impact of the attack by automatically
implementing blocking or rate limiting rules for malicious IP/port/flows through the
controller. The modular approach allows for rapid deployment of new Al models,
saving training time, and adapting to real-world SDN infrastructures.

Keywords: DDoS, SDN, Artificial Intelligence, Machine Learning, Network
Security, Decision Tree model
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(backapy xasbikThiFbl (Control Plane) »xome [lepektep xa3pIkThiFbl (Data
Plane)) maktel makertepai eTkizeni (forwarding/switching)) apkbuibl KemiHi
OPTaJIBIKTAHABIPBUIFAH TYpAE OarmapiaManan, CEpBUCTEPHi >KbIJIIAM EHIi3yre
XKaraal skacaipl. JlereHMeH KOHTPOJUIEPIiH OpTaJbIK TYHiH OOIyBI )KOHE alIbIK
northbound/southbound nntepderictepi TapaTbuiFad KbI3MET KOpCETyIeH 0ac TapTy
(DDoS) maOysinnapsl ke3inae 0ackapy apHachIHBIH IIaMaJaH ThIC XYKTelyiHe,
arbIH KECTEJICPIHIH TOJBIN KeTyiHEe YXKOHE KhI3METTiH TOKTayblHA OKETyli MYMKIH.
SDN opraceinga DDoS malysuigapelH HAKTBI YakbITTa aHBIKTAY JKOHE QJICIPETy
VIIH WKeMJi MOAYNBIIK OaFqapiaMalblK apXHUTEKTypaHbl d3ipliey JXKoHE OFaH
MalllMHaMeH OKBITYFa HETi3/IeJreH JETEKTOPIbl OipiKTipy. AJIBIMEH KaJIbIITHI
Tpaduk y3aK yakslT Oakpuianbin, OpenFlow crarucTukacblHaH aFbIH CaHbl, MaKeT/
0aiiT KBUIIAMIBIFBI, TIOPTTHIK JKYKTEME, JKaHa aFbIHIApPIbIH Maiiia 0oy KHiIiri
CUSKTHI Oenrinep anbrHabl. Keliin Mininet SMyJaTOpbIHIA OPTYPIIi TOTIONOTHSIAP,
malybul  KapKbIHABUIBIFBI JKOHE (OHABIK JKYKTeME OOWBIHIIA KONTEreH
CIICHApUIUIEp OPBIHIANBIN, OCNTUICHTeH AEpeKTep >KUBIHBI Kypbuiabl. Google
Colaboratory opraceiaga Decision Tree, sxacanmbl HeipoHIBIK xeli (ANN) sxoHe
Naive Bayes Mozenbaepi OKbITBUIBII, KPOCC-BAIUAALIIS aPKBUIbI CATBICTBIPBUIIBI;
Y34iK MOAEIb KOHTPOJUIEp NCHreHiHAe NeTEKIHMs >KOHE >Kayall MOIyJbACpiHe
Kaiita Oipikripinmi. Decision Tree 91% monmuik kepcerim, ANN (78%) xone Naive
Bayes (68%) kepceTkimTepiHeH sxorapbl 00511b1. JKylie aHOMaIUSHBI epTe Ke3eH1e
aHBIKTAl, KOHTPOJUIEP apKbUIbl 3UsHABI [P/mopt/aFpiHmapra KaThICThl OJOKTay
HEMece KbUIIaM/BIKThI IIEKTEY epesKeNiepiH aBTOMATThl CHI13y apKbUIbl Ma0ybUT
ocepin azaiftTel. Momynpaik Tocin skaHa KM MonenmbaepiH Te3 aybICTBHIPYFa,
OKBITY YaKbITBIH YHEMJeEyre >koHe HakTbl eHaipicTik SDN mHbpakypbUbIMBIHA
OeliiMaeyre MYMKIHJIIK Oepei.

Tyiiin ce3nep: DDoS, SDN, »xacaH/ibl HHTEIUIEKT, MAITUHAIBIK OKBITY, YKEJLITIK
Kayirciznik, Decision Tree
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AnHortanus. [Iporpammuo-onpenensiemsie cetu (SDN) npeacrapisioT coboit
COBPEMEHHYIO CETEBYIO apXHTEKTYpY, O3BOJISIONIYIO ONEPATUBHO Pa3BEPTHIBATH
CepBUCHI 32 CUET IEHTPAIM30BAHHOTO YIIPABJICHUS TUIOCKOCTSMH YIPaBICHUS
W JTaHHBIX MOCPEACTBOM IMPOTPAaMMHOTO KOHTPOJS 00paboTku maketoB. OgHaKo
HAJINYHE TICHTPAIBHOTO y3J1a YIPABICHUS U OTKPBITHIX WHTEP(EHCOB CEBEPHOTO
W IOKHOTO HAaIPaBJICHUI MOXKET MPUBOJHUTH K IMEperpy3ke KaHalloB yIPaBICHHS,
MIEPETIONTHEHNIO TAOIHII TIOTOKOB M cOOsiM B paboTe CEepBHCOB B YCIOBHSX
pacnpenenéHHbIX aTak THIa «0TKa3 B oocmyxkuBanum» (DDoS). /g o6HapyxeHns
u emsiraeHust DDoS-araxk B cpene SDN B pesknMe peaabHOTO BPEMEHH pa3padoTaHa
ruOKast MOAYIbHAS IIPOTPAMMHAs apXUTEKTYpa C MHTErpaliei JeTEeKTOpa Ha 0CHOBE
METOJIOB MaIIMHHOTO 00y4eHusi. Ha mepBoM 3rtare OCyIIecTBISIICS MOHUTOPUHT
HOPMaJIbHOTO CETEBOTO TpaduKa, Ha OCHOBE KOTOporo u3 craructuku OpenFlow
W3BJICKAJIICh KITFOUEBBIC XapAKTEPUCTHKH, BKITFOUYAst KOJIMIECTBO TOTOKOB, CKOPOCTh
nepe/iaud 1MakeToB M 0aiToB, 3arpy3Ky IMOPTOB ¥ YacTOTY TIOSIBICHHS HOBBIX
moTokoB. [lanee B amymsimnoHHON cpene Mininet ObUTH peaTu30BaHbl pa3IMYHbIC
CIICHAPUHM C BapHaIlieil TOIMOJOTHH CeTH, WHTEHCHBHOCTH aTak M (HOHOBOM
Harpy3KH, 4TO IMO3BOJIHIO cHOPMHUPOBATh PENPE3CHTATUBHBIN HA0OP JTAHHBIX JUIs
obyuenus moneneit. B cpene Google Colab Obuti 00ydeHBI B CpaBHEHBI MOJICITH
JepeBa peIIeHu, UCKYCCTBEHHONW HEUPOHHOW CETH M HAWBHOTO 0aiieCOBCKOTO
KJIacCH(HUKATOpa C MCIOIB30BaHUEM TepeKpécTHOi mpoBepku. [lo pesympraram
SKCIIEPUMEHTOB HAWJIy4IllMe TOKa3aTelld MPOAEMOHCTPUpPOBAIa MOAETH JepeBa
pemenuit ¢ ToyHOCTBIO 91%, TPEB30WIS HCKYCCTBEHHYIO HEHPOHHYIO CETh
(78%) n namBHBIN OatiecoBckuii kiaccudurarop (68%). Pazpaborannas cucrema
o0ecrieuynBaeT panHee oOHapyKEHHE aHOMAIINH W aBTOMaTUYeCcKOe pearnpoBaHue
3a Ccu€T BHEIPEHUs MpaBHJ OJNOKHPOBKH WU OTPAHUYCHUS CKOPOCTH JUIs
BpEJIOHOCHBIX [P-ampecoB, TOPTOB W TOTOKOB Ha YpOBHE KOHTPOJUIEPA.
MonynbHBIH TIOAXOJ 00ECIeUunBACT BO3MOXHOCTH OIEPATUBHOTO BHEAPCHUS
HOBBIX MOJIeJIe MCKYCCTBEHHOTO HWHTEIJICKTa, COKpalaeT Bpemst OOydeHUs U
CIOCOOCTBYET aalTallid CHUCTEMBl K PEabHBIM YCIOBUSM (DYHKIIHOHUPOBAHUS
SDN-undpactpyxryp.

KuaroueBbie cjoBa: DDoS, SDN, MckyccTBeHHBIH WHTEUICKT, MammHHOE
obyuenne, CereBas 6e3omacHOCTh, Momens Decision Tree
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Introduction. A Computer Network is defined as the system formed by
connecting devices with the purpose of sharing information and resources within
certain rules. As mentioned earlier, the main purpose of a computer network is to
share information and resources. Computer networks are classified based on the
area they cover, the communication technologies they employ, and their network
structures.

Innovations and improvements in the field of information and communication
technology, which have become an inseparable part of our everyday lives, have
accelerated over the past 30 years. With the widespread use of the internet,
the exchange of information has quickened, and technological developments
have advanced significantly. The existing Traditional Network Architecture is
insufficient to meet the demands of rapidly evolving global technologies. However,
managing Traditional Network Architecture is a demanding and complex task. This
architecture primarily consists of the infrastructure that links network systems and
the devices connected to this infrastructure. Passive components enable computers
to communicate with one another within these systems, while electronic devices
facilitate communication across the infrastructure. Examples of such electronic
equipment include routers, switches, and other intermediary internet devices.
Traditional Network Architecture also encompasses several complex protocols.
While each new protocol may solve one issue, it often introduces another.
Moreover, non-standard network devices, communication systems, and network
management software from various manufacturers can operate the network and
support diverse applications running on it. The introduction of a non-standard
network device into the system can lead to major security flaws. For these reasons,
Traditional Network Architecture is complex and difficult to manage. To address
the aforementioned network issues, the concept of SDN has evolved. SDN emerges
as a new network approach that proposes the separation of data and control planes,
which are integrated into the infrastructure of Traditional Network Architecture.
This separation simplifies the network and its management systems, providing
an autonomous structure in an attempt to eliminate the problems associated with
today’s network infrastructure. OpenFlow is an open standards-based protocol
that enables communication between SDN controllers and network devices.
The controller and OpenFlow-enabled network switches are the most significant
components of OpenFlow. They facilitate a centralized control plane that
enables the development of a dynamic, scalable, efficient, and high-performance
communication infrastructure. In addition to these advantages, SDN introduces
new security concerns.

Controller coding must be done correctly for SDN to function properly. The
number of controllers, for example, is a critical factor in network optimization
scaling. For large-scale networks, a single SDN controller also poses issues
with scalability, response time, infrastructure support, and availability. A single
controller’s limited capacity will not be sufficient to handle the huge data flows of
tens of thousands of nodes in large networks. Finally, consideration should be given
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to SDN security. When SDN is insecure, the network can be subjected to a variety
of assaults.

Network attacks are classified into two types: active and passive. Active attacks
are motivated by the attackers’ desire to obtain the information they want. If there
is a system that monitors their behavior, anything they do to visit the site will be
noticed. However, if attackers are unaware of what to look for, they can carry out
the attack unnoticed. Passive attacks, on the other hand, seek to obtain further
information. The majority of attempts take the form of both active and passive
attacks. Active attacks are the easiest to identify, yet the majority go undiscovered.
Passive attacks are more difficult to detect. As a result, the chances of detecting the
passive attack are almost nonexistent.

In many circumstances, attackers’ resort to active attacks first in order to get
access to the desired network site. Then, using a passive attack, they gain access
to the information they seek. Phishing, password attacks, DoS and DDoS attacks
are some examples. The most significant active attacks are denial of service attacks
and hacking. Denial of service occurs when typical system users are denied service
(Raktate et al., 2024). This includes everything from prohibiting people from
accessing a private website to deactivating user accounts that allow them to log into
the network. Any network connected to the Internet is subject to denial-of-service
attacks. The tools required to carry out this type of assault are easily accessible, and
such programs are not difficult to run.

DDoS attacks are a type of distributed network attack. These attacks take
advantage of capacity limitations that apply to any network resource, such as the
infrastructure that hosts a company’s website. By making numerous requests to the
attacked web resource, a DDoS assault seeks to overwhelm the website’s capacity to
handle huge amounts of requests and prevent it from working effectively. The ease
with which DDoS assaults can be carried out at cheap cost poses a significant risk
to firms who conduct their business on the internet. Organizations who are caught
off guard by this form of DDoS attack may be unable to serve for an extended
period of time.

Attackers often employ three types of DDoS assault tactics (network, protocol,
and application). DDoS attacks on networks are the most prevalent sort of assault
utilized by attackers, with the goal of consuming the internet bandwidth used
by target companies. As a result, both network traffic entering and exiting the
organization will be affected, and both will be unable to respond to genuine requests
and will be unavailable. As a result, all parties who use the internet infrastructure
will be impacted, and all internet-dependent services would be rendered inoperable.
TCP/UDP flood, DNS/NTP/Memcached Amplification assaults are examples of
Network Type DDoS Attacks.

Protocol assaults are broad attacks against OSI K3/K4 protocols. Targeted
systems include firewalls, load balancing devices, routers, and other devices that
use connection session information. Multiple login requests are submitted, and
additional requests are sent before the session ends. As a result, network and

35



Academic Scientific Journal of Computer Science 1. 2026

security devices will fill the session tables and become dysfunctional. Protocol
assaults include SYN/SYN-ACK/ACK flood, ping of death, and others.

Application attacks include web apps, DNS, SMTP, and so on. OSI K7 attacks
target application services. The main purpose is to destabilize the system by
delivering requests to applications that are much over their capability and utilizing
their resources. Overflow attacks on HTTP, HTTPS, DNS, and SMTP services are
examples of application attacks.

Unfortunately, there is currently no conclusive and permanent strategy to avoid
becoming a target of DDoS assaults. However, there are several measures that can
lessen the likelihood of becoming a target as well as the severity of attacks. Separating
DDoS attacks from immediate and typical system performance boosts and drops
necessitates the use of the appropriate technologies and experience. In terms of
businesses, among the major safeguards are a well-designed network architecture
and a high degree of system and TCP/IP understanding among necessary staff.
If router-level protection is given, packets destined to target systems are routed
through the router before being forwarded to other systems. With this feature,
routers are the first systems to be attacked, and the measures taken over the routers
are critical in terms of fighting the attack from the start. If some router settings
and the features of the incoming packets during the attack can be determined, the
attacks can be stopped or their impacts limited with the access control list that will
be established.

Considering the risks of a network attack, software or hardware tools such
as firewalls, antivirus, or Intrusion Detection Systems (IDS) have been built to
thwart internet-based attacks. Cyber security professionals utilize security software
to secure their data and systems from malicious network users. Relying just on a
firewall mechanism to protect network systems is insufficient. As a result, an IDS
should be utilized in addition to the firewall. IDS are systems that automatically
examine events in a computer network to detect external threats. The only way
for IDS to keep up with the speed of emerging attack strategies is for the system
to be constantly updated. Companies are concerned about systems that have been
disconnected from the internet for an extended period of time and have not been
updated. This adds to the workload of network security professionals.

This article describes a customizable modular architecture for detecting
and preventing DDoS attacks. In SDN, normal traffic between computers was
monitored. Then a DDoS attack was started, which was followed by another attack.
In this paper, a system is created to analyze and apply Machine Learning techniques
to fight DDoS attacks in SDN. The system has been tested via Mininet utilizing
various test scenarios. In the 2nd part of the article, the method used in the study is
presented, in the 3rd part the findings are evaluated comprehensively and in the 4th
part the results obtained are discussed.

Methodology. Selected Machine Learning Algorithms. Machine learning,
a subset of artificial intelligence, detects complex patterns in data and makes
informed conclusions using statistical methods and computational power. In
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classification problems, machine learning approaches have been successfully
applied (Gangadhar and Sterbenz, 2017; Sultana et al., 2019; Ray, 2024). presented
a solution for detecting and analyzing DDoS (Distributed Denial of Service)
assaults on cloud computing services using Dempster-Shafer Theory (DST) and
Fault Tree Analysis (FTA) for a virtual machine (VM) intrusion detection system
(IDS). This solution quantitatively represents uncertainty and is effectively used in
intrusion detection systems to reduce false alarm rates. Common machine learning
techniques employed in intrusion detection systems, as mentioned in the literature,
include Bayesian classification, Support Vector Machine (SVM), decision tree, and
artificial neural networks. A study (Peng et al., 2018) identified anomalous flows in
SDN (Software Defined Networking) networks, highlighting the effectiveness of
Machine Learning (ML) techniques in detecting malicious flows. These techniques
enable switches to use information from flow tables to monitor information flow,
processing unusual flows through a detection module equipped with the DPTCM-
KNN algorithm. However, this process, repeated every ten seconds, introduces
significant processing overhead as a potential issue. Additionally, another study
proposed a trust-based method that uses the device profile and packet data to
identify malicious devices, further enhancing security measures in SDN networks.

The used method based on Decision Tree, ANN, Naive Bayes machine learning
algorithms and the main steps showed in Figure 1. The proposed matching strategy
based on the matched the incoming request real-time from the nodes compared
with the trained classifier stored data behavior as (SDN specific dataset generated
by using mininet emulator and used for traffic classification by machine learning).
In addition, the proposed trained model can classified as attack traffic if it is not
matched packet details with the stored behavior, which matched, in the first step.

Bayesian networks are investigated in the context of guided learning in machine
learning. There is usually a pattern at work in the Bayesian classification process,
and this pattern determines the previously determined classes. As an example, con-
sider the process of recognizing superfluous messages (spam) in incoming e-mails.
Spam email and non-spam email are two classes in this example. An example of
machine learning with instruction is an algorithm that will utilize the spam and non-
spam e-mails we have and decide if the e-mails we will receive in the future are
spam or not (Calis et al., 2013). The Bayes theorem is based on determining which
factor has a greater part in the occurrence of an event involving several factors.
Equation 1 shows how Bayes’ theorem can be represented.

Equations should be centered in the page. Equation number should be written
inside paranthesis at the right side of the equation, and should be aligned right in
the page. A sample equation, Equation 1 is shown below. Equations should be cited
with their full names like “as seen in Equation 17, “as seen in Equations 3 and 4”.

E(EE) = ECEIE) BE) BE) (M
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On Equation 1

P(e) = prior probability of event e,

P(T) = a priori probability of training data T

The conditional probability of T given the event P(T|e) = e

P(e|T) =T is expressed as the conditional probability of e given the training data.

In intrusion detection systems, Bayesian classifiers are a common strategy. The
highest classification success with Bayesian analysis was achieved by (Panigrahi
and Patra, 2019) using the DARPA 99 dataset in their IDS. The authors achieved
99.62 percent accuracy in DoS (Denial of Service) assaults, 100 percent accuracy
in information scanning attacks, 98.63 percent accuracy in U2R (User to Root) at-
tacks, and 42.62 percent accuracy in R2L (Remote to Local) attacks in their studies.
(Alhakami et al., 2019) demonstrated a 99.82 percent in accuracy in identifying
normal behaviors, 99.49 percent DoS assaults, 99.72 percent in information scan-
ning attacks, 99.47 percent in U2R attacks, and 99.35 percent in R2L attacks using
the KDD Cup ‘99 dataset. They were successful.
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Figure 1 — Suggested machine learning system model
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Huang et al., proposed the Support Vector Machine (SVM) as a powerful
classifier in 2018. It is based on statistical methods. SVM is a supervised learning
model that recognizes and analyzes patterns through classification and regression
analysis (Huang et al., 2018). A labeled input dataset is required for SVM, which
outputs two classes from the input dataset in binary classification problems. The
training examples submitted fall into one of these two categories. The SVM training
method creates a model to categorize new samples. The SVM model represents
objects in space as points, separated by a hyperplane that is as wide as possible
to differentiate the categories. New samples are positioned in this space, and their
category is predicted based on which side of the hyperplane they fall on. SVM is
widely used in intrusion detection systems.

Zhang, Y., and Zhu, Y. (2010) achieved high classification success with SVM
in a 2010 study utilizing the KDD Cup ‘99 dataset, with 99.32 percent accuracy
for normal behaviors, 93.81 percent for DoS attacks, 33.67 percent for information
scanning attacks, and 99.42 percent for U2R attacks. Wang, J., Li, T., et al. (2010)
employed an artificial bee colony algorithm alongside SVM on the KDD Cup ‘99
dataset, detecting DoS attacks with 99.92 percent accuracy, information search
attacks with 100 percent accuracy, U2R attacks with 76 percent accuracy, and R2L
attacks with 76 percent accuracy, achieving an overall classification accuracy of
87.92 percent. Mu, Q., Chen, Y., et al. (2012), in contrast, reported 100 percent
success in identifying DoS assaults, information scanning attacks, and U2R attacks,
along with 99.11 percent success in R2L attacks.

Decision tree are one of the most commonly used classification methods beca-
use their training and testing times are short, their findings are simple to read, and
they are effective (Diana et al., 2025), Witten, [. H., and Frank, E. (2011). The clas-
sification process with decision tree is divided into two parts. The tree is generated
in the initial stage. This tree structure is used to generate categorization rules in the
second step. In general, the classification procedure is as follows: Let D=t1,t2....,
tn be a database, with each record represented by ti. Let C=C1,C2...Cm denote
the collection of classes made up of m classes. Each Cj is a distinct class with its
own set of records. That is to say, Cj=ti |=Cj, 1lin, and ti D. For each entry in the
database, let the fields be A1,A2,...An. Furthermore, if each record belongs to one
of the C=C1,C2,...Cm classes, the decision tree can be defined as follows: The Ai
field is used to identify each node. Classification rules are the nodes that connect
the root node and the leaf node. When generating decision tree, the algorithm utili-
zed is critical. Depending on the algorithm employed, the structure of the tree may
alter. Different tree architectures can produce varying categorization outcomes (Ko
et al., 2023). Many algorithms have been created that are based on decision tree.
These algorithms are classified according to the root, node, and branching criteria.
ID3, C4.5, and C5 are well-known algorithms. There are numerous STS research
with decision tree in the literature. Table 1 shows the studies that were reviewed.
Bahrololum, M., Salahi, E., et al. (2009) obtained classification success of 99.96
percent in identifying normal activities, 99.97 percent in detecting DOS attacks,
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99.66 percent in information scanning attacks, 88.33 percent in U2R attacks, and
99.02 percent in R2L attacks using decision tree. They’ve done it. Furthermore,
Alazab, A., Hobbs, M., et al. (2012) used the KDD CUP 99 dataset in 2012 to disc-
riminate between 98.2 percent of normal behaviors, 97.2 percent of DOS assaults,
99.6 percent of information scanning attacks, 92.5 percent of U2R attacks, and 92.5
percent of R2L attacks. They were 99.7 percent successful. Sharma, V., and Nema,
A. (2013) conducted another STS investigation utilizing decision tree in 2013 using
the KDD CUP 99 dataset. Sharma and Nema detected 99.98 percent of DOS atta-
cks, 88.19 percent of information scanning attacks, 51 percent of U2R attacks, and
94.70 percent of R2L attacks.

Artificial Neural Networks (ANN) are sophisticated categorization tools that
mimic the behavior of biological nerve cells (neurons). Each network component
is referred to as an artificial nerve (neuron). The neural network is made up of
numerous artificial neural cells that are linked together using various weightings.
A single neuron can normally only tackle linear issues. Many more categorization
issues are solved using multi-layer artificial neural networks (Multi-Layer
Perceptron MLP). In function fitting, classification, and matching issues, multilayer
ANN is commonly employed. Because of its efficacy in classification, it has been
widely employed in IDSs (Bitter et al., 2010). Today’s most prevalent Multi-Layer
Perceptrons (MLPs) are back propagation networks. It is now one of the most often
utilized strategies, particularly in classification procedures. In backpropagation
networks, the delta learning rule is utilized as a learning function. Equation 2
expresses the delta learning rule, as seen below.

(O =0 (U0 A (0 [0 = (0] * 07 (C00)) 2)

MLPs are made up of three layers: input, middleware, and output. Information
enters the network through the input layer, travels through the intermediate layers
to the output layer, and is sent from the output layer to the outside world. Data and
results from real-world problems, or examples, are employed in the artificial neural
network learning process. The variables linked to the problem form the artificial
neural network’s input sequence, and the actual outcomes obtained with these
variables form the target output sequence that the artificial neural network must
achieve (Bengio et al., 2021). Weights are modified during the learning process
based on the learning style chosen. Weight change is a metaphor for learning. If there
is no weight shift in ANN, the learning process comes to a halt. ANNs have shown
excellent outcomes in Intrusion Detection Systems. Cui et al., (2020) constructed
IDS utilizing HPCANN (Hierarchical Principal Component Analysis Neural
Networks) using the KDD Cup99 dataset; their normal behavior is 97.1 percent,
DOS assaults are 100 percent, information scanning attacks are 100 percent, and
R2L attacks are 97.2 percent. successfully classified In 2012, Gong, X., and Guan,
X. (2012) classified normal behaviors as 100 percent, DOS assaults as 100 percent,
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information scanning attacks as 99.76 percent, U2R attacks as 99.85 percent, and
R2L attacks as 99.88 percent using the KDD 99 dataset.

Attack and Attack Detection Scenarios. To identify and prevent DDoS attacks
on SDN, attack and intrusi

on detection scenarios were built to test the effectiveness of the proposed so-
lution, and the findings were evaluated across these three different scenarios. The
findings and discussion section goes into great detail on these instances (Figure 2).

Figure 3 is an example of a DDoS assault scenario. The study employed six
OpenFlow Keys. To provide a safe connection, “4 OpenFlow Key” is connected to
“ca RYU Controller” and “B OpenFlow Key” is connected to “cb RYU Controller.”
The other four OpenFlow switches each have their own networks and users. Some
of the users were identified as the DDoS attackers, and the DDoS attackers were
then leveraged to develop malware packages to attack the target source.
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Figure 2 — SDN Topology
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Figure 3 — Sample of DDoS Attack Scenario

The study’s primary goal is to detect and prevent DDoS assaults against SDN.
Machine learning techniques are used to avoid assaults by quickly developing a
high-performance DDoS detection system using information such as the target IP
and port number. The premise that every packet arriving at the controller is a new
packet is utilized for the destination address parameter, and each incoming packet
is evaluated for a valid destination address. If the destination address is invalid or
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unknown on the network, the packet is sent to the stream collector. Stream collector
is an SDN controller module that stores faulty packets for later analysis. Figure 4
depicts the DDoS detection and blocking system. When the accumulation of inva-
lid packets in a given period becomes considerable, the stream collector sends a
notification to the controller, which then constructs a new process for each network
device to transfer the invalid packet straight to the stream collector. The stream
collector then performs additional processing to the DDoS clustering time model.
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Figure 4 — DdoS Detection and Prevention System

The research universe in the study is all systems that employ SDN because it
is connected to the prevention of DDoS attacks that may occur in SDN networks.
The representative sample is one in which a person or organization using SDN is
subjected to a DDoS attack. Various networking trends influenced the underlying
concept of SDN. A properly configured SDN environment can make it easier and
more cost-effective to deploy processing capacity to remote sites, move data center
functions to the edge, adopt cloud computing, and support [oT settings. The rele-
vant topic of research includes any systems in which such aims are attempted to be
realized.

Evaluation Metrics. In the study, the accuracy, precision, sensitivity, and F-me-
asure (F-Score) of algorithms were used to determine the degree of performance of
the models developed. Precision and sensitivity alone are insufficient to generate a
meaningful comparison result. The F criterion has been defined because assessing
both criteria combined yields more accurate results.

Accuracy is defined as the ratio of correctly identified samples (7P + TN) to total
samples (TP+TN+FP+FN).

Accuracy = (TP+TN)/(TP+FP+FN+TN) (3)

Precision is defined as the ratio of True Positive (TP) samples predicted as class
1 to the total number of class 1 samples anticipated.
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Precision = TPATP+FP) 4)

Recall, on the other hand, is a metric that shows how much of the number of
True Positive (TP) samples estimated as Class 1 is predicted as Positive.

Recall = TPATP + FN) (5)

The precision value is an important parameter to consider when the cost of es-
timating as False Negative is large. Because the cost of inaccurate estimation in
DDos attacks is considerable, the sensitivity for this study is expected to be as high
as possible.

The harmonic mean of precision and sensitivity is the F-scale. We may not be
able to draw significant comparative conclusions based solely on precision and sen-
sitivity criteria. When both criteria are evaluated simultaneously, the findings will
be more accurate. The F-scale has been defined for this purpose.

F-scale=(2 x Precision x Precision)/(Sensitivity+Precision) 6)

Findings. The findings were evaluated using three alternative scenarios. These;
I. While 44 _hl and BB_hl are communicating, user BA_h2 starts a DDoS attack
against user A4_hl,
II. While all users are communicating, user A4 hl starts a DDoS attack against
user BB _hl,
II1. While A44_hl and BB_hI users are communicating, it is the identification and
prevention of a DDoS attack from BA_ h2 user to A4 hl. For this purpose, first
Used SDN Topology. Mininet was used to develop a software defined network
topology. Figure 5 depicts the software defined network topology that was const-
ructed.

ca RYU Controller ch RYU Controller

BA OpenFlow
Switch

Ba_m BA_h2 BE_m1 BE_h2

Figure 5 — Created SDN Topology (Created SDN Topology)
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In the topology shown in Figure 5, there are two “RYU Controllers,” whose
names are “ca” and “cb.” The “A4 Switch” is linked to the “ca Controller.” The “4A4
Switch” and “AB Switch” are linked to the “4 Switch”. The “AA Switch” is connec-
ted to two users. These users are known as “4A4_hl” and “4A_h2”. The “AB Swit-
ch” is connected to two users. These users are known as “4B_hl1” and “AB _h2”.
The “B Switch” is linked to the “cb Controller.” The “BA4 Switch” and “BB Switch”
are linked to the “B Switch”. The “BA Switch” is connected to two users. These
users are known as “BA4_hl1” and “BA_h2”. The “AB Switch” is connected to two
users. These users are known as “BB_hI” and “BB_h2.”

SDN Normal Traffic Flow. Figure 6 depicts regular network traffic on software
defined networks. Pinging BA hl from user AA hl was used to test normal flow.
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Figure 6 — Normal Traffic Flow in Software Defined Networks

Figure 7 depicts normal traffic resource use on software-defined networks using
sFlow.
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Figure 7 — SDN Normal Traffic Monitored over sFlow

Performing User-to-User DDoS Attack on Software Defined Networks.
DDoS refers to the temporary or permanent disruption of a computer’s functions.
As a result, a DDoS assault is a cyber attack that seeks to prevent genuine users
from accessing the computer’s network resources (Gangadhar and Sterbenz, 2017).
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Different scenarios, such as two DDoS attacks, are presented in this study. These
are “DDoS Attack of User 4B hl Against User A4 hl While AA hl and BB hl
Communicate” and “DDoS Attack of User A4 hl Against User BB hl1 While All
Users Communicate.”

Scenario 1: While user AA_hl pings User BB_hl during their communication,
user AB_h1 starts a DDoS attack on User A4_hl . Figure 8 depicts it. By starting a
DDoS attack against user 44_hl, user BA_h2 has depleted A4 h1’s resources (Fi-
gure 9). The attack has prevented users of A4 A1 and BB_hl from communicating.
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Figure 8 — Normal Commumcatlon of AA h] and BB _hl Users
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Figure 9 — Failure of A4 _hl and BB _hl Users to Commumcate as a Result of DDoS Attack from
BA_h2 Endpoint to User 44 _hl

Figure 10 — depicts schematically the DDoS assault by user B4 /2 against user
AA hl.

Figure 10 — Attack by user BA_h2 Agamst User A4 _hl Through DdoS
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DDoS attacks are displayed using Wireshark. Wireshark was used for packet
analysis. DDoS attacks are also depicted visually in Figure 11.

Mome 4t s el L e Teve oy g neade [
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Figure 11 — Wireshark I/O Graph of DDoS Attack of User BA_h2 to User A4_hl

Scenario 2: While all users were communicating, a DDoS attack was started
against users A4 hl and BB hl. Ping was used to communicate between network
users (Figure 10), and the ping test was monitored on sFlow (Figure 12).
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Figure 13 — sFlow Image During Ping Test to Network Users
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As seen in Figure 14, a DDoS attack was started by user A4 /1 against user
BB hl.
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Figure 14 — Starting a DDoS attack on User BB_hl by User A4 _hl

Wireshark was used to perform packet analysis on the DDoS attack output. Fi-
gure 14 depicts a DDoS attack that was carried out.

Figure 15 — In Wireshark, user A4 i1 is showing a DDoS attack to user BB hl.

As seen in the sFlow graph in Figure 15, DDoS attack consumes the computer’s
resources.
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Figure 16 — Showing AA h1’s DDoS Attack on BB hl in sFlow
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DDoS Attack Detection in SDN. Machine learning algorithms are used for
DDoS attack detection in SDN. The algorithms used were trained and tested using
the KDD CUP 99 dataset. For this purpose, KDD CUP 99 dataset was divided into
two parts as 70% training dataset and 30% test dataset by hold-out method. A mo-
del was created by giving the training data set samples to the Decision Trees machi-
ne learning algorithm. This created model has two classes, normal and DDoS. One
of these classes shows the normal traffic of the network, while the other class shows
a network that has suffered a DDoS attack. All types of DDoS attacks fall under
the DDoS class. This classification holds true for Naive Bayes and ANN models
as well. Using the KDD CUP 99 dataset, a model was developed using the Naive
Bayes machine learning technique. The ANN machine learning technique and the
KDD CUP 99 dataset were used to develop a model. However, because the decision
tree model has a 91 percent accuracy rate, the decision tree is used.

The Decision Tree model outperformed the ANN (78%) and Naive Bayes mo-
dels (68%). As a result, the decision tree was selected as the model to be employed
in the DDoS detection procedure. The program developed in the study, on the other
hand, is structured in a modular structure, allowing DDoS and other intrusion dete-
ction systems to be moved to the controller.

Prevention of DDoS Attacks on SDN. After the DDoS assault was identified,
the bandwidth was reduced and the computer’s network resources were accessible
to the principal users.

Scenario 3: While A4_hl and BB hl users were conversing, a DDoS assault
from BA_h2 to AA_hl was detected and prevented. User 44 Al is pinging user
BB hl.User BA h2 attacked to drain A4 _h1’s resources by launching a DDoS as-
sault on A4_/1. Communication between user A4 /1 and user BB_hl was ensured
by recognizing and blocking the assault. Figure 17 depicts it.
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Figure 17 — Ping Test of User A4_hI to User BB_hl and DDoS Attack Prevention

Results and Discussion. In this work, an artificial intelligence-based applica-
tion based on SDN was created to detect and prevent DDoS attacks by modeling
them on a platform. The security of the network topology is assured by this built
application, and precautions are made against vulnerabilities that the configured
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network and users may generate. The system was designed in a modular framework
for upgrades, enabling the low-cost incorporation of various artificial intelligence
models into the system.

The program has been turned into software that requires less human participati-
on in order for the trained models to detect assaults using machine learning metho-
ds. In DDoS attacks, a temporary solution is to increase bandwidth so that the user
can react to requests. The study mostly detects DDoS attacks. Although shutting the
attacked port to avoid DDoS assaults is one of the first solutions that come to mind,
controlling bandwidth is recommended since communication cannot be done via
the closed port, and so the DDoS attack will succeed. After the DDoS attack was
identified, the bandwidth was raised so that the DDoS victim could connect with
other users. Table 1 shows the bandwidth that was consumed.

Table 1 — Bandwidth

Bandwidth before DDoS Bandwidth After DDoS Bandwidth After DDoS Attack
attack Attack Blocked
10bps 4000bps 10bps

According to the predictions, the Decision Tree classifier fared better in terms
of the Accuracy measure. However, because making a judgment based on a single
statistic can be misleading, the recall and acuity metrics should also be considered.
The recall metric value of the Naive Bayes classifier was lower than that of the
Decision Tree and ANN. Table 2 displays the metric values. Using the Mininet
emulator within a tree network architecture, we conducted a DDoS (Distributed
Denial of Service) attack on the Ryu controller (Mehr, S. Y., and Ramamurthy,
B., 2019). By employing machine learning technology, specifically support vector
machines (SVM), we were able to identify DDoS attacks through the installation of
flows in switches. This method allows for the evaluation of the time attack pattern
of the DDoS assault, thereby enhancing our detection capabilities. Leveraging our
detection technology, we successfully minimized the impact of DDoS assaults on
the Ryu controller by 36%. Evaluation of Estimation Algorithms (Test Dataset).
The results of tests suggest that it can detect DDoS attacks with a high degree of
accuracy.

2 — Evaluation of Prediction Algorithms-Test Dataset

Prediction Algorithms Accuracy (%) Recall | Precision F_Score
Decision Tree 91 0.85 0.90 0.87
ANN 78 0.62 0.96 0.75
Naive Bayes 68 0.71 0.95 0.81

Conclusion. The article under review addresses the acute vulnerability of
Software-Defined Networks (SDN) to distributed denial-of-service (DDoS) attacks
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by proposing a modular, Al-driven detection and prevention framework. It begins
by outlining the inherent separation of control and data planes in SDN, which-while
simplifying management-exposes the control layer to volumetric and protocol-
based DDoS threats.

Using the Mininet emulator, the authors constructed a multi-switch topology
managed by dual Ryu controllers to simulate normal and attack traffic flows.
They executed three distinct attack scenarios-targeting individual hosts under
active communication-to capture packet traces via Wireshark and sFlow. Machine
learning classifiers (Decision Tree, Artificial Neural Network, and Naive Bayes)
were trained on the KDD Cup 99 dataset (70% training, 30% testing) to distinguish
between normal and DDoS traffic.

The modular architecture-allowing easy reintegration of improved models trained
off-line on platforms like Google Colaboratory-stands out as a practical strength,
potentially reducing retraining overhead. However, reliance on the outdated KDD
Cup ’99 dataset may limit adaptability to evolving DDoS tactics. Experimental
validation remains confined to emulated topologies; real-world deployment on
production SDN controllers (e.g., OpenDaylight) would better gauge performance
overhead and scalability.

This proof-of-concept demonstrates that a Decision Tree—based SI-SDN
(Security Intelligence for SDN) module can detect and mitigate DDoS with high
accuracy and low latency. Future work should employ contemporary, diversified
traffic datasets (e.g., CIC-IDS2017), extend evaluations to hybrid cloud-edge
environments, and assess integration overhead on commercial SDN controllers.
Such enhancements will solidify the framework’s readiness for operational network
defenses.
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