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Abstract. This article describes how to use modern machine and deep learning 
algorithms to automatically detect offensive language in Kazakh-language web 
content. The relevance of the research work is aimed at protecting the digital 
environment and reducing discriminatory language in social media and user 
platforms. To achieve this goal, methods for data collection, pre-processing, 
classification model creation and optimization were developed and tested. The 
article describes the collection of data from social networks (Instagram, TikTok, 
YouTube, Facebook), news sites and forums with Kazakh-language user-generated 
content as the object of research. As a practical significance of the research work, 
data pre-processing includes noise removal, tokenization, lemmatization and stop 
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word removal. As a result of the presented work, the annotated corpus classified 
communications as “offensive language words” or “neutral opinions”. The authors 
use a hybrid deep learning architecture to create an efficient and flexible system 
for automatically detecting discrimination on the Kazakh-language Internet. CNN, 
LSTM, Bi-LSTM and Transformer models and their integration with the attention 
process are studied to consider local and contextual text features. The result of the 
article is aimed at training and validating a model that can recognize offensive and 
negative words in comments in online content in real time. This approach to social 
media moderation platforms is aimed at improving user safety, removing dangerous 
comments, and laying the foundation for research into natural language processing 
in the Kazakh language. Multilingual platforms can use the proposed method to 
create intelligent systems for automatic moderation and long-term protection of the 
digital environment.

Key words: collecting data, online content, hate speech, neural network, deep 
learning, detection
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Аннотация. Бұл мақала қазақ тіліндегі веб-контенттегі бейәдеп сөздерді 
автоматты түрде анықтау үшін заманауи машина және терең оқыту 
алгоритмдерін қолдану тәсілдерін сипаттайды. Ғылыми зерттеудің өзектілігі 
цифрлық ортаны қорғау және әлеуметтік медиа мен пайдаланушылық 
платформаларда дискриминациялық тілдің таралуын азайту қажеттілігімен 
анықталады. Осы мақсатқа жету үшін деректерді жинау, алдын ала өңдеу, 
классификация моделін құру және оңтайландыру әдістері әзірленіп, сынақтан 
өткізілді. Мақалада зерттеу нысаны ретінде әлеуметтік желілерден (Instagram, 
TikTok, YouTube, Facebook), жаңалықтар сайттарынан және қазақтілді 
қолданушылар құрастырған контенті бар форумдардан алынған деректерді 
жинау үдерісі сипатталады. Зерттеудің практикалық маңыздылығы деректерді 
алдын ала өңдеу кезеңінің — шуды жою, токенизация, лемматизация және 
тоқтау сөздерді алып тастау сияқты қадамдарды қамтуымен түсіндіріледі. 
Зерттеу нәтижесінде аннотацияланған корпус коммуникацияларды «бейәдеп 
сөз» немесе «бейтарап пікір» деп жіктей алды. Авторлар қазақтілді 
интернеттегі дискриминацияны автоматты түрде анықтаудың тиімді әрі 
икемді жүйесін құру үшін гибридті терең оқыту архитектурасын қолданады. 
Жергілікті және мәтінмәндік ерекшеліктерді ескеруге мүмкіндік беретін 
CNN, LSTM, Bi-LSTM және Transformer үлгілері, сондай-ақ назар аудару 
механизмін интеграциялау тәсілдері талданады. Мақаланың нәтижесі онлайн-
контенттегі пікірлерден бейәдеп және жағымсыз сөздерді нақты уақытта тани 
алатын модельді оқыту және валидациялау болды. Әлеуметтік желілерді 
модерациялау платформалары үшін ұсынылған әдіс қолданушылардың 
қауіпсіздігін арттыруға, қауіпті пікірлерді жоюға және қазақ тіліндегі 
табиғи тілді өңдеу бойынша болашақ зерттеулерге негіз қалайды. Көптілді 
платформалар ұсынылған тәсілді автоматты модерацияға арналған 
интеллектуалды жүйелерді дамыту және цифрлық ортаны ұзақ мерзімді 
қорғау үшін пайдалана алады.

Түйін сөздер: деректерді жинау, желілік контент, дискриминациялық 
сөздер, нейрондық желі, терең оқыту, анықтау
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Аннотация. В данной статье рассматривается использование современных 
алгоритмов машинного и глубокого обучения для автоматического выявления 
ненормативной лексики в казахскоязычном веб-контенте. Актуальность 
исследования заключается в необходимости защиты цифровой среды и 
снижении уровня дискриминационной лексики в социальных сетях и на 
пользовательских платформах. Для достижения этой цели были разработаны 
и апробированы методы сбора, предварительной обработки данных, а также 
построения и оптимизации моделей классификации. В статье приводится 
описание сбор данных из социальных сетей (Instagram, TikTok, YouTube, 
Facebook), новостных сайтов и форумов, объектом исследования которых 
является казахскоязычный пользовательский контент. Практическая 
значимость исследования заключается в том, что предварительная обработка 
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данных включает в себя удаление шума, токенизацию, лемматизацию и 
удаление стоп-слов. В результате представленной работы аннотированный 
корпус позволил классифицировать сообщения как «ненормативную 
лексику» или «нейтральные мнения». Авторы используют гибридную 
архитектуру глубокого обучения для создания эффективной и гибкой 
системы автоматического выявления дискриминации в казахскоязычном 
интернете. Изучаются модели CNN, LSTM, Bi-LSTM и Transformer, а также 
их интеграция с процессом внимания для учёта локальных и контекстных 
особенностей текста. Результатом исследования стало обучение и валидация 
модели, способной распознавать оскорбительные и негативные выражения в 
комментариях к онлайн-контенту в режиме реального времени. Предложенный 
подход ориентирован на повышение безопасности пользователей, удаление 
опасных комментариев и создание базы для дальнейших исследований в 
области обработки естественного языка на казахском языке. Предложенная 
методология может быть адаптирована многоязычными платформами 
для разработки интеллектуальных систем автоматической модерации и 
долгосрочной защиты цифровой среды.

Ключевые слова: сбор данных, онлайн-контент, дискриминационные 
слова, нейронная сеть, глубокое обучение, обнаружение

Introduction. The advancement of digital technology and the pervasive 
utilization of social networks, instant messaging applications, and open 
communication platforms have substantially augmented the volume of user-
generated information disseminated on the Internet. Simultaneously, there is a rise 
in the volume of messages featuring toxic language, insulting terminology, and 
various manifestations of hate speech. Such phenomena provide a significant risk 
to the psychological well-being of users and to the establishment of a secure and 
conducive digital environment. The necessity of creating efficient techniques for 
the automatic identification and filtration of such content arises from the imperative 
to safeguard vulnerable populations, particularly children and teenagers, while also 
ensuring a high standard of information security on the Internet. Recent years have 
witnessed notable advancements in the scientific literature regarding automated text 
analysis and the identification of undesirable content. Machine learning and deep 
neural network methodologies have been established and are currently employed, 
encompassing models based on convolutional and recurrent architectures (CNN, 
RNN, LSTM), in addition to transformers and their variants. 

These methodologies are effectively employed to address the issues of classifying 
toxic communications, detecting cyberbullying, and forecasting manifestations of 
violent behavior in both English-language and multilingual online environments 
(Omarov, 2025). Furthermore, the deployment of such systems on platforms for 
automated moderation of social networks, online forums, and news portals can 
markedly diminish the velocity of harmful information propagation. Nonetheless, 
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despite advancements in this domain, the Kazakh-language section of the Internet 
remains inadequately researched. The scarcity of comprehensive labeled corpora, 
inadequate representation of the Kazakh language in global research, and the 
unique morphological characteristics of the language provide significant challenges 
in developing effective and precise models (Azhibekova, 2025). 

Developing and training algorithms necessitates intricate tasks, including data 
collection from many sources, preprocessing, annotation, and the creation of a 
specific corpus. Creating tailored systems that accurately recognize toxic language 
and symptoms of hate speech in the local digital environment is contingent upon 
a high-quality and representative corpus. Consequently, undertaking research in 
this domain is essential for establishing a secure and culturally attuned Internet 
environment in Kazakhstan.

Related work. Recent years have seen a proliferation of research focused on the 
automatic identification of toxic language and hate speech, predominantly within 
the English-speaking domain of the Internet. International research emphasizes 
the advancement and comparative evaluation of machine learning algorithms, 
encompassing traditional classification techniques and contemporary deep learning 
methodologies. 

Initially, such issues were addressed by conventional text processing techniques 
and statistical models. Specifically, Support Vector Machine (SVM), Logistic 
Regression, Naive Bayes, and Random Forest were employed, yielding appropriate 
outcomes with meticulously chosen features. Nevertheless, these strategies were 
inadequate when addressing substantial quantities of unstructured texts and when 
attempting to discern the concealed semantics of hurtful remarks. 

With the advancement of deep learning technologies, recurrent neural networks 
(RNN), long short-term memory networks (LSTM) and its variants, together 
with convolutional neural networks (CNN), have been extensively employed to 
extract contextual and local information from text. Recent research illustrates the 
superior efficacy of hybrid models that include LSTM and CNN, alongside the 
implementation of attention mechanisms and transformers (BERT, RoBERTa), 
which facilitate the consideration of both local and global dependencies within the 
text. 

Significant emphasis in global literature is placed on the development of 
specialized corpora for hate speech detection tasks. Huang proposed a multilingual 
Twitter corpus to examine demographic bias in the identification of harmful 
information (Huang, 2020). Sachdeva utilized Rasch measurement theory to 
evaluate the reliability of annotations and discern variations in the perception of 
message toxicity (Sachdeva, 2024). Fanton developed a corpus of counter-narratives 
to counteract hate speech employing the Human-in-the-Loop methodology (Fanton, 
2022). 

Notwithstanding advancements in international research, the Kazakh-language 
segment remains inadequately explored. The scarcity of open corpora and the 
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limited availability of annotated data hinder the creation of precise models. 
This underscores the necessity of developing localized corpora and tailoring 
contemporary deep learning architectures to the morphological characteristics of 
the Kazakh language (Mussiraliyeva, 2021).

Materials and Methods. This study employs a comprehensive methodology 
for the automatic identifi cation of hate speech in Kazakh-language online content, 
encompassing multiple sequential phases: data collection, pre-processing, 
annotation, corpus formation, and the development and evaluation of deep learning 
models (Bolatbek, 2024).

The process of constructing a data corpus is crucial for developing a system 
that automatically detects hate speech in Kazakh-language online content, as the 
effi  cacy of subsequent training of machine and deep learning models is directly 
contingent upon the quality and representativeness of the gathered data. 

Figure 1 - Data collection and preprocessing framework

A variety of sources were utilized to construct the corpus, ensuring extensive 
representation of user speech (Figure 1). The primary data sources were: 

a) Social networks such as Instagram, TikTok, YouTube, and Facebook off er a 
plethora of casual content accompanied by emotive and spontaneous commentary, 
where instances of hate speech are prevalent. 

b) News portals and online media such as Tengrinews, Informburo, and 
Massaget feature comments on news that refl ect socially signifi cant issues and 
include instances of violent language. 

c) Internet forums and specialized platforms, where in-depth conversations 
occur and covert instances of foul language may be present. 

Two methodologies were employed to automate the collecting:
a) Utilization of Python scripts employing the BeautifulSoup and Selenium 

libraries for the direct processing of web pages to extract comments and messages 
from open sources. 

b) Utilizing offi  cial social media APIs (YouTube Data API, Facebook Graph 
API) enabled the collection of substantial data in a structured format (Haleem,2021). 
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To guarantee the representativeness of the corpus, the sample encompassed 
texts that illustrated both informal user discourse (colloquial language, emotive 
expressions) and public discourses (socially and politically pertinent subjects). At 
this step, initial fi ltering was conducted, which involved eliminating duplicates, 
discarding unnecessary messages (such as advertisements), and identifying the 
language to keep solely Kazakh-language content.

Following the establishment of the primary corpus, manual annotation was 
conducted with the involvement of three voluntary annotators: a researcher, a 
psychologist, and a Kazakh language educator. Each text was categorized as either 
"hate speech" or "non-hate speech". This method guaranteed a signifi cant degree of 
dependability and consistency in the annotation. 

Consequently, a systematic and representative corpus of Kazakh-language 
internet content was established, serving as the foundation for later preprocessing, 
model creation, and training of classifi cation algorithms (Ojo, 2022).

The concluding phase of the study entailed the use and evaluation of deep 
learning techniques for the automatic classifi cation of Kazakh-language internet 
content as either including or not comprising hate speech. The study initially 
encompassed traditional deep learning architectures, including LSTM, Bi-LSTM, 
CNN, and MLP, facilitating an evaluation of their effi  cacy in addressing the 
agglutinative structure of the Kazakh language and revealing the limitations of each 
model (Zhu, 2019). 

The preliminary stage results indicated that employing each architecture alone 
yields adequate accuracy; nonetheless, it is insuffi  cient for detecting contextually 
obscured insults and latent manifestations of hate speech (Guo, 2025). A hybrid 
model was devised and executed, integrating the advantages of multiple deep 
learning techniques.

Figure 2 - Framework for the development and training of models
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The hybrid architecture's structure, seen in the diagram, comprises the subsequent 
stages (Figure 2):

Word vectorization is an important step in preparing text data for processing 
by deep learning algorithms. After text preprocessing, including tokenization, 
lemmatization, and stop word removal, each word is converted into a fixed-
dimensional numerical vector representation that reflects its meaning and contextual 
relationships.

Wi →  = ( , ) 				   (1)

Where Wi – input words,  It is a vector representation of dimension 𝑑, 
comprising numerical values that encapsulate the semantic attributes of the word.

The Word2Vec and FastText models are employed to generate such vectors. 
The Word2Vec model generates vector representations derived from word 
contexts, assigning like vectors to words that appear in comparable situations. 
FastText enhances this methodology by incorporating subwords and morphological 
components, which is particularly significant for the Kazakh language due to its 
agglutinative nature (Chen, 2024). 

Vectorization assigns a numerical representation to each lexeme, enabling input 
into neural networks like Bi-LSTM or CNN for enhanced feature extraction and 
categorization of messages into the categories of "hate speech" and "non-hate 
speech".

During the extraction of contextual data, bidirectional LSTM layers are 
employed, enabling the model to concurrently assess the text sequence from both 
left to right and right to left (Zhang, 2018). This method guarantees that both 
preceding and subsequent words are considered for each text element, which is 
particularly crucial for the Kazakh language due to its agglutinative morphology and 
flexible word order. Consequently, deep context vectors are generated, representing 
semantic dependencies inside a phrase and latent semantic relationships among 
words.

   				    (2)

Where, concealed state of advancement,
hidden state of the opposite direction,

shared context vector for position t
The utilization of Bi-LSTM facilitates the successful extraction of long-term 

dependencies and consideration of sentence context when categorizing text as "hate 
speech" or "non-hate speech." The integration of these features with subsequent 
convolutional or fully connected layers enhances the model's accuracy while 
processing real data from social networks and news sources.

The subsequent phase in text processing is employing a Convolutional 
Neural Network (CNN) to extract localized features and distinctive patterns 
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within text input. In the realm of hate speech analysis, CNN excels in detecting 
n-gram dependencies that may signify the existence of hostile or toxic words. A 
convolutional layer systematically "slides" over a matrix of word embeddings, 
calculating a filter response for each segment of text. Each filter of fixed width 𝑘 
encapsulates the local context of 𝑘 successive words (Naser,2025). 

Consequently, a feature map is generated for each filter, indicating the frequency 
of a specific pattern's occurrence in the text.

 				   (3)

vector representation of a word sequence of length 𝑘
W- filter weight matrix

bias
 activation function

 the value of the attribute at position 𝑖
Subsequent to the use of convolutional filters, Global Max Pooling is employed 

to identify the most salient features over the full sentence length. This enables us to 
diminish the dimensionality of the feature space and concentrate on critical signs 
of hate speech, like combinations of harsh language, aggressive expressions, or 
distinct markers of toxicity.

Employing a CNN at this juncture equips the model to identify localized 
patterns of harmful discourse that may remain obscured when solely examining 
the overarching context. In the hybrid architecture, these features are integrated 
with context vectors derived from Bi-LSTM, enhancing the precision of message 
categorization (Sharifi, 2025).

The concluding phase of the model's functionality entails the amalgamation of 
two categories of features: 

a)	 Contextual characteristics derived from Bi-LSTM, which consider the 
semantic relationships of words inside a phrase; 

b)	 Local characteristics derived from CNN, which represent distinctive 
n-gram patterns and localized indicators of abusive language. 

The features are amalgamated into a singular vector, which is subsequently 
input into a fully linked layer. This layer categorizes messages utilizing the Softmax 
function, which computes the likelihood of the text being classified as either "Hate 
speech" (contains hate speech) or "Not hate speech" (does not contain it).

  					     (4)

Where, output of the model for class 𝑖,
number of classes
 - likelihood of a message being classified as belonging to class 𝑖

The research covered all important processes for automatically detecting hate 
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speech in Kazakh-language internet content, from data collection and annotation 
to hybrid deep learning model creation and evaluation. A sample corpus from 
social networks, news portals, and forums was preprocessed to remove stop words, 
tokenize, lemmatize, and filter unnecessary content. Three volunteer professionals 
annotated corpus. After converting the data into vector representations using 
Word2Vec and FastText models, Kazakh semantic and morphological properties 
were numerically represented. A hybrid architecture using Bi-LSTM for contextual 
dependency capture and CNN for local pattern recognition extracted features and 
built a classifier. The incorporated features were fed into a fully connected layer 
using a Softmax function to determine whether a message was "Hate speech" or 
"Not hate speech". 

Results. Experiments were conducted on three data corpora—Kazakh, Russian, 
and English (Hate Speech and Offensive Language Dataset)—to assess the 
effectiveness of the proposed model. The model was evaluated against traditional 
machine learning algorithms (Logistic Regression, Random Forest, Decision Tree, 
Naïve Bayes, K-Nearest Neighbors, SVM) as well as contemporary deep learning 
architectures (LSTM, BiLSTM, CNN, RNN, MLP, Transformer). 

Table 1. Evaluation of the efficacy in Kazakh, Russian, and English
Type of 
database 

 Method Algorithm Accuracy Precision Recall F1-score AUC-
ROC

Database in 
Kazakh 

Deep 
learning 

Proposed 
model 92.1% 93% 92.5% 92.9% 95%

LSTM 91.0% 92.5% 92.8% 92.5% 92%
BiLSTM 91.3% 92.6% 93% 92.7% 92%
CNN 89.2% 89% 89% 88.7% 90%
RNN 89.7% 89.5% 90% 89.9% 94%

Machine 
learning

LR 87.3% 85.2% 86.2% 85.1% 78%
RF 85.6% 83.9% 83.1% 83.7% 92%
DT 87.4% 83.2% 86.3% 85.1% 80%
NB 60.2% 52.4% 58.5% 64.2% 65%
KNN 85.1% 85.4% 82.2% 85.6% 77%
SVM 86.2% 85.3% 83.7% 85.8% 78%

Database 
in Russian 
(Russian 
Language 
Toxic 
Comments)

Deep 
learning

Ұсынылған 
модель 91.5% 93% 92% 92.4% 94%

BiLSTM 91% 92% 92% 92% 93%
CNN 88.7% 89% 89% 88.9% 90%
LSTM 90% 91% 91.5% 91.2% 93%
RNN 89% 89% 91% 90% 92%

Machine 
learning

LR 87.3% 85.6% 87.4% 60.2% 85.1%
RF 85.2% 83.9% 83.2% 52.4% 85.4%
DT 86.2% 83.1% 86.3% 58.5% 82.2%
NB 85.1% 83.7% 85.1% 64.2% 85.6%
KNN 75% 90% 76% 68% 77%
SVM 87.3% 85.6% 87.4% 60.2% 85.1%
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Type of 
database 

 Method Algorithm Accuracy Precision Recall F1-
score

A U C -
ROC

Database 
in English 
(hate-speech-
and-offensive-
language)

Deep 
learning

Recommended 
model

95% 96% 96.5% 96% 97%

LSTM 93% 92.5% 94% 95% 95%
MLP 91.5% 92% 93% 92.5% 94%
CNN 90% 92% 91% 91.5% 93%
RNN 91% 93% 92% 92% 92%

Machine 
learning

LR 89.3% 90% 89.5% 89.3% 89%
RF 88.6% 89% 88% 88.5% 89%
DT 87.4% 83.2% 86.3% 85.1% 80%
NB 86.2% 82.4% 85.5% 84.5% 85%
KNN 87.1% 85.4% 87.2% 86.4% 87%
SVM 87.2% 87.3% 86.7% 85.8% 88%

The hybrid model applied to the Kazakh corpus achieved an Accuracy of 
92.1%, Precision of 93%, Recall of 92.5%, F1-score of 92.9%, and AUC-ROC 
of 95%, surpassing all traditional and individual neural architectures. Among 
the base models, BiLSTM demonstrated the highest performance; however, the 
incorporation of CNN and attention mechanisms into the hybrid model resulted in a 
substantial enhancement in performance, particularly in the F1-score metric, which 
indicates the equilibrium between recall and accuracy. 

The Russian-language corpus yielded the following indicators: Accuracy 91.5%, 
Precision 93%, Recall 92%, F1-score 92.4%, and AUC-ROC 94%. These results 
further validate the stability and versatility of the proposed architecture within a 
morphologically rich language context. 

The English-language corpus (Hate Speech and Offensive Language Dataset) 
yielded notable results: Accuracy 95%, Precision 96%, Recall 96.5%, F1-score 
96%, and AUC-ROC of 97%. This results from the greater volume and improved 
balance of English-language data, facilitating more effective model training. 

The comparative results indicate that the proposed model offers: 
a)	Notable enhancement in all primary metrics relative to baseline models; 
b)	Significant robustness to class imbalance, particularly relevant for Kazakh-

language and Russian-language datasets. 
The potential for generalization across various languages and domains, 

encompassing social networks and open platforms, is noteworthy. 
The proposed architecture serves as an optimal solution for the automated 

detection of hate speech in multilingual online environments, achieving a balance 
among accuracy, recall, and overall performance.

The developed model's practical applicability is demonstrated through the 
implementation of the web interface "Kazakh Hate Speech Detection," which 
analyzes text messages to classify them as either "Hate speech" or "Not hate 
speech" in real time.
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Figure 3 - Web interface of hate speech detection (hate speech)

Figure 3 illustrates an instance of inputting a message with off ensive language 
("sen shoshqasyn"), which the system accurately categorizes as "Hate speech" with 
a certainty of 100%.

Figure 4 - Web interface of hate speech detection (not hate speech)

Figure 4 illustrates the processing of a neutral statement ("sportpen ainalysu 
mangyzdy"), which the model classifi es as "Not hate speech" with a correspondingly 
high probability. The results indicate that the proposed model exhibits high 
accuracy rates on test samples and possesses practical applicability for integration 
into automatic online content moderation systems.

 The authors developed and tested a hybrid deep learning system to automatically 
detect hate speech in Kazakh-language web content. The suggested model has good 
accuracy, F1-score, and AUC-ROC values of 92%, 92%, and 95%, respectively, 
suggesting its stability and capacity to identify off ensive from neutral phrases. 

Comparing classical machine learning algorithms (LR, RF, NB, KNN, SVM) 
and deep learning models (CNN, LSTM, Bi-LSTM, RNN), the hybrid architecture 
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achieves the best accuracy, completeness, and classification balance. 
Real-time text message analysis was demonstrated by "Kazakh Hate Speech 

Detection," an online application. Empirical testing showed that the system 
can detect offensive and neutral messages, proving its applicability for online 
moderation. 

The results show that the proposed approach can create a safe digital environment 
in Kazakh-language Internet.

Discussion. The study found hybrid deep learning architectures effective for 
automatically detecting hate speech in Kazakh-language web content. Comparative 
investigation indicated that combined Bi-LSTM and convolutional CNN layers 
enhance contextual data retrieved by the recurrent network and local patterns 
recognized by convolutional filters. This method detects overt and covert verbal 
aggressiveness more accurately than typical machine learning models. High 
Accuracy, F1-score, and AUC-ROC values on three language corpora (Kazakh, 
Russian, English) demonstrate the architecture's adaptability to multilingual data 
and class imbalance resistance. The study's "Kazakh Hate Speech Detection" web 
interface showed the model's real-time message analysis potential. This tool can be 
used in social network and forum moderating systems and digital security projects. 

Despite the outcomes, certain issues must be addressed. First, the training data 
corpus does not contain all Kazakh-language Internet sources and stylistic traits. 
Second, the current architecture ignores complicated interphrase connections and 
discourse history, which could improve hidden aggressiveness detection. Expanding 
the corpus to include emoji and slang language and combining attention processes 
and transformer architectures to increase model interpretability are promising 
research areas.

Conclusion. The research proposes using new deep learning approaches 
to automatically detect hate speech in Kazakh-language web content. After 
tokenization, lemmatization, and stop word removal, a representative corpus of 
texts was constructed and annotated. A hybrid model incorporating Bi-LSTM and 
CNN was implemented on this corpus to achieve good classification accuracy and 
data imbalance resistance. 

The system was tested in real time and shown to be effective for automatic 
content filtering, information security, and toxicity reduction on Kazakh-language 
Internet. Development prospects include increasing the corpus, incorporating 
multimodal data, and adding adaptive training methods to develop a universal tool 
for online communication monitoring and analysis.
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