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Abstract. Modern wireless networks rely on robust security protocols for data
protection and offering secure connectivity. In this paper, we address the weaknesses
and strengths of WPA2 (Wi-Fi Protected Access II) and its successor WPA3 (Wi-
Fi Protected Access III), and examine prospects for their future development.
We summarize authentication mechanisms of the protocols (including the SAE
handshake of WPA3) and examine their resistance to popular attack vectors such as
handshake capture, deauthentication, and the KRACK (Key Reinstallation Attack)
vulnerability. Our results demonstrate that WPA3 eliminates a number of WPA2
weaknesses by neutralizing these common attacks: the improved handshake and
mandatory protections of WPA3 entirely thwart the use of captured handshakes
for offline cracking and significantly reduce exposure to deauthentication and
key reinstallation attacks. There are, however, some open issues requiring further
improvement in the protocols to counter emerging threats. These findings underscore
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the imperative of universal WPA3 adoption and ongoing protocol improvements
to deliver strong, future-resistant wireless network security. This article presents a
comprehensive analysis of modern wireless network security protocols, focusing on
their architecture, functionality, and resistance to contemporary cyber threats. The
study examines widely used standards, including WPA3, TLS-based mechanisms,
and emerging encryption approaches, highlighting their strengths and existing
vulnerabilities.

Keywords: Wireless Networks, WPA3, WPA2, Security Protocols, Cyber Threats
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Annotanus. Kazipri 3amaHfbl CBIMCBHI3 JKENIep IEpeKTepli KOpFay MeH
Kayirci3 OaimaHbICThl KAMTaMachl3 €Ty YIIH CEHIMII Kayilci3IiK XarramaliapblHa
cyiieneni. byn makanana WPA2 (Wi-Fi Protected Access 1I) »one oHbIH Myparepi
WPA3 (Wi-Fi Protected Access III) xarramanapbIHbIH 9JICi3 KOHE KYILTI JKaKTapbl
KapacThIPbUIbIN, OJapiblH OONallaKTarbl JaMy IEPCHEKTUBAJapbl TasdaHabl.
[IpoTtokonnapapiH ayteHTHUKaMS MexaHm3MIepi (coHblH imiage WPA3-teri
SAE xon anbICybl) cHIATTaJbIN, OJapibl Hi Ke3[IECETiH 1alybul TypJepiHe —
KOJl aJbICyAbl ycran Kaiy, Aeayrentudukanus skone KRACK (Key Reinstallation
Attack) ocangpIFeiHa Kapchl Te3IMIALTIN 3eprTeneai. 3eprrey HoTmxenepi WPA3
HyckackHEIH WPA2-zeri Gipkarap ocai TycTap/Ibl JKOUBII, KO aJIBICY/IbI JKaKCapTy
YKOHE MIH/IETTI KOPFAHBIC TETIKTEPi apKbUTBI 0(h(hraitH-Kyisice3/1i Oy3y opeKeTTepiH
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TOJNBIKTal OONIBIPMANTBHIHBIH, COHIANH-aK AeayTeHTH(UKAIUs MEH KUITTI Kaiita
opHary malybUIIapbiHa KapChl dJJieKaiiia THIMII KOpFaHBIC OEpeTiHIH KOpCETTi.
JlerenmMeH, jkaHa KayinTepre Kapchl TYPY YIIIH oI JIe KEeTUIIpydl KakKeT eTeTiH
Mmacenenep 6ap. byn Tyxbipeivaap WPA3 xarramackiH omOe0an eHrizy MeH OHBIH
Y3AIKCI3 KEeTUIIPLTYiHIH 3aMaHayd ChIMCBI3 KeJUIep/IiH Kayirci3IiriH KaMTaMachi3
eTy/le IICeIIylll MaHbI3fa Ue €KeHiH alKpIHAaiapl. Makanaga 3amMaHayd CBIMCBI3
KEIIIep/IiH Kayilci3miK XaTTaManaphl OJlap/IblH apXUTEKTypachl, (DYHKIIMOHAIIBIFBI
KoHE KHOepKayinTepre Te3IMIIUTIr TYPFBICHIHAH KaH-)KaKThl Tanganaael. CoHaii-
ak WPA3, TLS Herizinmeri TeTikTep MeH aHa MIU(pIay oicTepi CeKiIIi
KEHiHEH KOJIAHbUIAThIH CTaHAAPTTap/AblH apPTHIKIIBUIBIKTAPEl MEH Ocall TYCTaphl
kepcerineni. COHBIMEH KaTap, MakajaJa KayilCi3[iK TeXHOJIOTHSIIAPBIHBIH JaMy
ypIicTepi KapacThIPBUIBIN, TOCTKBAHTTHIK KPUNTOTPAQUSHBIH, HOIIIK CEHIM
YIITUTIEpiHiH JKOHE jKacaH/bl MHTEIUICKTKE HETI3AeNTeH MISHTMIIEPIiH pelli arar
kepcerineni. Tangay HOTHXKENEpl CHIMCHI3 JKENIJIEPAiH KayillCi3miriH Ooamnrakra
JAMBITY YILIIH TEXHOJIOTHSJIBIK MHHOBAMSIAPAbl, HOPMAaTHUBTIK IIapasiapAbl >KOHE
OeliiMIenTinn KayinTepre Kapchbl 9peKeT €Ty CTpaTerusuIapbiH OipiKTIpETiH KeeH i
TOCUTII KayKeT eTEeTiHIH KopceTeti.

Tyiiin ce3nep: ceimchz xeminep, WPA3, WPA2, Kayirncizaik xaTramanapsl,
Kubepkayinrep
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AHHoTanusi. CoBpeMeHHbIE OeCIPOBOIHBIE CETH IOJIAararoTCsl Ha HAACKHBIC
MPOTOKOMBI O€30MacHOCTH JUISl 3alMTBl JaHHBIX M obecredeHus: 0e30MmacHOro
MOAKIIOYEeHHUS. B 3TOM cTaTbe MBI pacCMOTPUM cJiadble M CHIIbHBIE CTOPOHBI WPA2
(Wi-Fi Protected Access II) u ero mpeemanka WPA3 (Wi-Fi Protected Access
III), a Takxe paccMOTPUM MEPCIEKTHBBI UX Oyayliero pa3sButus. Mbl cymmupyeM
MEXaHU3MBbI ayTeHTH(UKAIMU MPOTOKOJIOB (BKIodas pykomnoxatne SAE WPA3)
U HCCIIelyeM UX YCTOWYMBOCTB K MOIYJISIPHBIM BEKTOPaM aTak, TAKUM Kak 3axBarT
pykonoxkarusi, aeayreHTudukanus u ys3sumoctb KRACK (araka nepeycraHoBKU
kioua). Hammm pesynbsrarel mokassiBatoT, 4to WPA3 yerpasseT psi ciabbix CTOPOH
WPA2, neiitpanusys 3TH pacpOCTpPaHEHHbIC aTaKU: YIYUIIEHHOE PYKOIOXAaTue U
oOs13atenbHas 3ammTa WPA3 momHOCTBIO IPeceKaloT NCTIONb30BaHNE 3aXBaYCHHBIX
pyKOno)kaTtuil Ui oQaaiiH-B3JIOMa M 3HAYUTENIFHO CHMYKAIOT MOABEPKEHHOCTD
arakaMm JeayTeHTU(HUKALUM M TEePEyCTaHOBKH Kitoua. OIHAKO €CTh HEKOTOpBIE
OTKPBITBIC BOIIPOCHI, TPEOYIOIINE NAJbHEHIIEro YIydLICHHs MPOTOKOJOB ISt
MIPOTUBOEHCTBHUS HOBBIM YTPO3aM. DTH PE3yJIbTaThl IOJUEPKUBAIOT HEOOXOIUMOCTh
BceoOmero npuHsaTHs WPA3 ¥ MOCTOSIHHOTO COBEPILICHCTBOBAHUS MPOTOKOJIA IS
oOecrieyeHnsT HaAeKHOW M YCTOMYMBOM K OyAylIIMM H3MEHEHMSM O€30MacHOCTH
OecnpoBoaHBIX ceTei. Mcenenyrorest IMpPOKO NCTIONb3yeMble CTaHAAPTHI, BKIIIOYAs
WPA3, mexanu3mbl Ha ocHOBe TLS 1 HOBBIE MeTONBI H(POBaHUS, C BBIICICHHEM
UX MPEUMYIIECTB U CYLIECTBYIOMIMX ys3BUMocTei. Ocoboe BHUMaHHE YyIeNnseTcs
npoOiemam obecrieueHus: KOHPUACHIMATbHOCTH, LIETIOCTHOCTH U ay TeHTU(PUKALIMN
B IMHAMHYHBIX OeCIPOBOIHBIX cpenax. Kpome Toro, B crarbe paccMaTpHBaIOTCS
aKTyaJbHbIC TEHACHIMH Pa3BUTUSl TEXHOJOTHH 0€30MacHOCTH, MOJUYEPKHUBACTCS
POJIb IIOCTKBAaHTOBOM KpUIITOTrpad Uy, MOJEIIeH «HYJIEBOTO IOBEPHSD U PELICHHUN Ha
OCHOBE MCKYCCTBEHHOTO HHTEJUIEKTA.

KaroueBbie cioBa: OecrpoBognbie cetu, WPA3, WPA2, mnpoTtokonst
0e30macHOCTH, KHOEPYTPO3BI

Introduction. Wi-Fi is a ubiquitous part of our lives nowadays. Wi-Fi covers
nearly all locations, whether homes, offices, or public hotspots. Wi-Fi's security
aspects have changed and have evolved enormously over 20 years. All this
development came based on various pivotal standards that were introduced to make
Wi-Fi secure and reliable. Initial standards like WEP were proven to have design
flaws, and thus Wi-Fi Protected Access (WPA) and most popularly used WPA2
(IEEE 802.111) were introduced during 2004. The newest, Wi-Fi Alliance, debuted
WPA3 as a successor to WPA2 back in 2018 to make WLANSs' encryption and
validation more secure. All these modern 802.11 security protocols (WPA2, WPA3)
were designed to offer confidentiality, integrity, and access control for wireless
networks, and these are currently available as the default settings for personal
routers and business Wi-Fi deployments (Halbouni, Ong, & Leow, 2023; Lounis
& Zulkernine, 2020).
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Wi-Fi Protected Access II (WPA2) is the dominant WLAN security protocol
for well over a decade, providing strong encryption through AES-CCMP. Several
researches have, nonetheless, unveiled serious flaws in WPA2's design. Among
these, there is the Key Reinstallation Attack (KRACK), which utilizes a flaw in the
four-way handshake to cause a nonce reusal and decrypt traffic without knowing
Wi-Fi's password (Vanhoef & Ronen, 2020). Similarly, an attacker can capture a
WPA2 handshake-derived value (the PMKID) to perform offline dictionary attacks,
bypassing the need to intercept the full 4-way exchange (De Almeida Braga,
Fouque, & Sabt, 2020). These revelations highlight that even strong ciphers can be
undermined by protocol logic errors.

Moreover, WPA2 networks are vulnerable to denial-of-service (DoS) tactics due
to unprotected management frames: malicious deauthentication and disassociation
packets can be injected to knock clients off a network at will (Chatzoglou,
Kambourakis, & Kolias, 2022; Gebresilassie et al., 2023). In practice, weak pre-
shared keys also remain an Achilles’” heel of WPA2, as attackers can readily crack
poorly chosen passwords through offline guessing (Banakh et al., 2024; De Almeida
Braga et al., 2020). The accumulation of such vulnerabilities ultimately motivated
the development of WPA3 to fortify Wi-Fi security against these exploits.

The introduction of WPA3 brought important enhancements intended to
address WPA2’s shortcomings. Notably, WPA3-Personal replaces the pre-shared
key exchange with the Simultaneous Authentication of Equals (SAE) handshake,
a variant of the Dragonfly key exchange, to provide forward secrecy and better
resistance to offline password guessing (Lounis & Zulkernine, 2019). WPA3 also
mandates Protected Management Frames (PMFs) to defend against deauthentication
spoofing and introduces individualized data encryption even on open networks
through Opportunistic Wireless Encryption (OWE) (Halbouni, Ong, & Leow, 2023;
Lounis & Zulkernine, 2020). These improvements raised expectations that WPA3
would resolve the prevalent issues in WPA2.

Yet early analyses of WPA3 have shown that it is not immune to vulnerabilities.
Security researchers discovered design and implementation flaws in WPA3 shortly
after its release. For instance, the Dragonblood study uncovered a suite of attacks
that included handshake downgrades, side-channel leaks, and denial-of-service
exploits (Vanhoef & Ronen, 2020). These findings revealed that an attacker could
undermine WPA3’s SAE handshake—gaining the ability to run offline dictionary
attacks or even overload access points with excessive processing requests—despite
the protocol’s new protections. Additionally, prior cryptanalysis of the Dragonfly
handshake underlying SAE had identified potential weaknesses in certain parameter
choices, hinting at the challenges in balancing usability with cryptographic rigor
(De Almeida Braga et al., 2020; Lounis & Zulkernine, 2019).

Attackers often leverage the above protocol weaknesses through well-known
Wi-Fi attack techniques. One such threat is the Evil Twin attack, wherein a rogue
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access point impersonates a legitimate Wi-Fi network to lure victims into connecting
(Shrivastava, Kumar, & Kataoka, 2020). By duplicating a trusted network’s SSID
and settings, an adversary can perform man-in-the-middle interception once clients
unknowingly join the fake hotspot (Banakh et al., 2024; Chatzoglou et al., 2022).
Evil Twin attacks are frequently coupled with deauthentication floods: the attacker
forcefully disconnects users from the genuine AP, prompting them to reconnect—
often to the stronger malicious signal (Gebresilassie et al., 2023; Shrivastava et al.,
2020).

Deauthentication and related denial-of-service (DoS) attacks exploit the fact
that, under WPA2, management frames are not authenticated, allowing any device
to broadcast spoofed disconnection commands (Gebresilassie et al., 2023; Schepers,
Ranganathan, & Vanhoef, 2022). The result is a simple but effective DoS that can
disrupt service or facilitate further exploits like Evil Twin man-in-the-middle
hijacking. Beyond spoofed frames, adversaries can also launch DoS attacks at the
physical layer (jamming the Wi-Fi spectrum) or via resource exhaustion (flooding
the network), rendering the channel unusable (Marais, Coetzee, & Blauw, 2021).
These attack techniques demonstrate how weaknesses in Wi-Fi’s protocol layers
are actively exploited in practice, emphasizing that improvements in standards
(e.g., WPA3’s PMF to counter deauth) must be complemented by vigilance against
a range of attack vectors.

Research Objectives and Tasks

Despite continuous improvements, current wireless security protocols still
suffer from serious vulnerabilities that expose users and organizations to attacks.
Given these persistent weaknesses and the fast-evolving tactics of attackers, there
is a clear need for ongoing evaluation of wireless security protocols under real-
world conditions.

In this work, we take a practical approach to assess the resilience of modern
Wi-Fi security standards. We have built a dedicated wireless security testbed
that simulates a typical network environment and allows controlled execution of
various attacks (including Evil Twin setups, deauthentication floods, handshake
interception, etc.) against WPA2- and WPA3-protected networks. By performing
our own independent experiments, we can verify the severity of known weaknesses
and observe how effectively the protocols’ defenses hold up outside of theoretical
analysis or vendor claims.

Through this hands-on evaluation, we present a synthesized analysis of the
strengths and weaknesses of WPA2 and WPA3, and we offer insights into their
suitability for different use cases. In particular, this study:

1. Identifies which known vulnerabilities remain applicable (or have been
mitigated) in real deployments of WPA2 vs. WPA3 (Chatzoglou et al., 2022; Gao et
al., 2021).

2. Pinpoints security gaps where further improvements or best practices are needed
(for instance, in handling rogue AP threats or ensuring robust user authentication)
(Gebresilassie et al., 2023; Schepers et al., 2022).
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3. Provides guidance on selecting and configuring Wi-Fi security protocols for
distinct contexts—from end-user home networks to large enterprise infrastructures—
in light of their current security posture (Halbouni et al., 2023; Lounis & Zulkernine,
2019).

By emphasizing the practical significance of new protocol advances, this research
seeks to make both researchers and practitioners of networks aware of state-of-the-
art wireless security and how it is likely to evolve in the future. Ultimately, the
purpose of this study lies in explaining how far advanced Wi-Fi security is and
what there is still to be done to point toward and enable wiser, more robust future
wireless security standards.

Materials and Methods

The testbed used for this research is illustrated in Figure 1. The setup consists of
an off-the-shelf Wi-Fi router supporting both WPA2-PSK and WPA3-SAE (Personal
mode), a victim client device, and an attacker’s laptop running Kali Linux with an
Alfa AWUSO036ACH USB Wi-Fi adapter in monitor mode.

A wired control server was connected to the router's LAN to generate traffic and
log attack impacts. The testbed simulates a small-office/home network, ensuring
realistic conditions while allowing controlled execution of attacks.

Wi-Fi Router
(WPAZWPAZ)

[wi-Fi Connection] | [Wi-Fi (Maniter Made)]

Victim Device

Attacker's Laptop
{Laptop/Phone) (Kali

Linux + Alfa Adapter)

Control Server
(Wired Connection)

Figure 1. Diagram of the testbed setup used for hands-on experiments

Research Procedures & Attack Scenarios

We tested the resilience of WPA2 and WPA3 security protocols under practical
conditions by applying a systematic penetration testing approach with Kali Linux
as the basis for the test bed. We tested for four principal attack vectors for Wi-Fi
exploitation: (1) Deauthentication Attack (Deauth), (2) Continuous Deauthentication
as a Denial-of-Service (DoS), (3) Handshake Capture for Offline Attacks, and (4)
Key Reinstallation Attack (KRACK) solely for WPA2.

234



ISSN 1991-346X 3.2025

Each of these types of attacks was performed within a controlled laboratory
setting against both WPA2- and WPA3-secured networks sequentially to have a
consistent basis for comparison. A five-step process was employed for all phases
of testing to preserve methodological rigor and reproducibility. In a first step,
baseline measurements of usual network operation were made to define standard
performance benchmarks. Then, the specific attack script was carried out against
the test network. All wireless traffic and protocol-specific packets were collected
during attack instances with Wireshark and tcpdump for later examination. Then,
the impact of each attack was determined based upon principal indicators such
as packet loss, disconnection time, and recovery behavior of the client. Lastly,
WPA2 and WPA3 results were comparatively examined to find differences between
security resilience and robustness of protocol.

We repeated each attack scenario five times under the same conditions to
guarantee statistical accuracy of results. Through this repetition, we could average
the results obtained and look out for consistent trends or deviations between test
runs to validate the experimental results.

Attack Implementation & Algorithms. Deauthentication Attack

A set of hands-on attack implementations were performed to test WPA2 and
WPA3 protections with standardized procedures and tools under the testbed setup.
The first attack involved a deauthentication attack, whereby an attack is performed
by sending spoofed IEEE 802.11 deauthentication frames to disconnect a client
forcefully from the network. As there is no protection for management frames
provided by WPA2, these frames can be injected by any device with range. The
attack process was conducted by putting it into monitor mode for the attack's
wireless adapter, capturing the MAC address of the victim through Wireshark or
airodump-ng, and sending forged deauthentication frames through aireplay-ng.
As predicted, WPA2 clients got automatically disconnected as soon as spoofed
packets were received, while WPA3 clients, which have Protected Management
Frames (PMF) with them, remained unaffected because of the requirement for
authentication for such frames.

The second attack model was a Denial-of-Service (DoS) attack through constant
deauthentication, which extends the simple deauthentication attack by continually
sending deauth frames with high frequency to disallow reassociation of the client.
It was carried out with a loop script sending packets around 0.1 seconds apart. On
WPA2 networks, this attack was found to cause heavy service disruption, with as
high as 95% observed packet loss and almost total disconnection of the client. On
WPA3 networks with activated PMF, there was no perceivable impact, as rogue
management frames were well-filtered and discarded.

The third attack targeted handshake capture and offline cracking of passwords,
with an attack on the WPA2-Personal process of authentication. The reconnection
was forced with a deauth frame, and the resultant EAPOL 4-way handshake was
captured with the help of packet analyzers. The handshake was pulled out with
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aircrack-ng, and an offline dictionary attack was performed to try and retrieve the
pre-shared key (PSK). For WPA2, this attack was successful with all attempts that
had the password as part of the dictionary. For WPA3, based on the Simultaneous
Authentication of Equals (SAE) protocol, offline cracking did not work. While it was
still possible to capture handshake data, it did not contain adequate cryptographic
data to perform offline brute-force attacks, and therefore required real-time access
to the access point. The last test tried out Key Reinstallation Attack (KRACK),
which involves a WPA2-specific weakness attempting to exploit repeated use of
the nonce during the 4-way handshake. The attack assumed a man-in-the-middle
(MITM) stance with tools such as hostapd and wpa_supplicant, intercepted the
third handshake message, and resent it to the client. It compelled the client to
reinstall an already active encryption key, leading to nonce reuse and potential
decryption or injection of packets. On WPA2 networks, the attack worked reliably,
with key reinstallation witnessed and traffic being decrypted halfway. WPA3's
new key management framework, however, made it resistant to KRACK, and key
reinstallation was impossible under any of the tested conditions.

These deployments facilitated an explicit comparison of protocol-level
protections between WPA3 and WPA2 under controlled experimental conditions,
providing insight into how well these protocols will perform under realistic
conditions against common wireless attack methods.

Experimental Work

Each attack scenario was performed under controlled radio frequency (RF)
conditions to promote consistency and eliminate environmental variability. Traffic
during experiments was captured via Wireshark and saved for later analysis as
PCAP. The captured traffic was examined to measure three performance indicators:
the rate of packet loss, client disconnection time (in seconds), and total success rate
of an attack. These measures provided a quantitative basis for measuring different
types of attack's impact against both WPA2 and WPA3 networks. The experimental
results were later visualized to facilitate comparison and are illustrated below as
Figure 2 and Table 1.
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Figure 2(a). Impact of deauthentication DoS on WPA2 vs. WPA3
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Figure 2(b). Handshake capture and KRACK attack results

Data analysis & Interpretation

In order to evaluate and contrast security performance between WPA2 and
WPA3 protocols, a set of quantitative measures, i.e., attack success rate, average
downtime, and packet loss ratio, were calculated, which were based on repeated
experimental tests and are presented in Table 1. The results offer a relative
perspective of how each protocol resists certain attack channels, which show stark
differences in resistance and susceptibility under the same circumstances. WPA2
showed systematically high attack success rates with extensive service disruption
under all cases, whereas WPA3 showed high resistance, especially against
deauthentication and KRACK-based attacks.

Results and discussion

This section presents and analyzes the experimental results, comparing the
performance of WPA2 and WPA3 under different attack scenarios. Results are
structured into four key attack evaluations: deauthentication attack, handshake
capture, KRACK attack, and overall comparative metrics.

This section introduces and interprets the results of the experimental comparison,
showing differences between WPA3 and WPA2 under actual attack conditions.
The results are organized around three major attack vectors—deauthentication,
capturing of handshakes, and KRACK-—and summarized comparison of protocols
for all tested values.

WPA2 was found to be fully susceptible to deauthentication attacks. The client
was successfully deauthenticated during 100% of test iterations through injection
of forged 802.11 management frames, which takes advantage of WPA2-Personal
networks' lack of protection for management frames. On average, disconnection
happened at around 0.5 seconds post-attack, leading to a loss of packets at a rate
almost as high as 90%, and reconnection at a rate of around 3 seconds. These
findings reassert that WPA2 networks, by default, are still quite susceptible to this
type of denial-of-service, as long as it is not running with optional protections like
Protected Management Frames (PMF). Previous research will find that an estimate
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of almost 94% of Wi-Fi networks worldwide still do not have PMF running, leaving
them open to deauthentication-based service disruption.

In contrast, WPA3-Personal was fully proof against the same attack. During all
tested experiments, the assailant was never successful at forcing disconnection of
any client, and there was no recorded loss of packets or communication disruptions.
The success is a direct result of WPA3’s compulsory use of PMF, which validates
management frames and ensures spoofed deauthentication packets don’t reach or
impact the client. The access point in a WPA3 setting simply ignores illegitimate
frames, thus maintaining consistent service. These results strongly justify the
significance of PMF, implemented as 802.11w, as a vital security component of
contemporary wireless networks, and confirm WPA3’s design goal of preventing
legacy protocol vulnerabilities.

As shown by Figure 2(a), WPA2 networks experienced heavy packet loss
through deauthentication attack, while WPA3 networks were fully secure. The
contrast between them highlights the resilience of WPA3's inherent protection,
specifically the compelled utilization of Protected Management Frames (PMF),
which successfully suppresses forged deauthentication frames. While the WPA2
client kept being dislodged and suffered service loss, the WPA3 client had an
uninterrupted and constant connection during all experiments.

Asimilar disparity was evident with regards to exposure via handshake. In WPA2-
Personal networks, the default 4-way handshake is susceptible to interception and
offline brute-force cracking. In tests, the handshake was successfully intercepted
for all five attempts, and offline dictionary attack was successful at 100% with
the target password being included in the pre-determined wordlist. The average
reconnection time for clients was around 1.5 seconds. All these results authenticate
WPA2's PSK-based authentication as being susceptible to offline attack, which does
not involve an additional communication with the access point once a handshake
is captured.

In contrast, WPA3-Personal employs the Simultaneous Authentication of
Equals (SAE) protocol, specifically created to guard against such vulnerabilities.
While SAE handshakes were successfully intercepted under all test runs, they
never yielded the cryptographic material to be used for offline key derivation.
Consequently, all efforts at cracking WPA3 handshakes via dictionary-based attack
were unsuccessful. The reconnection latency was somewhat longer, at an average
of 2.0 seconds, accounting for the increased complexity of the authentication
round-trip. These results verify that WPA3 design successfully thwarts offline
cracking attempts by requiring a live conversation for every password guess, thus
dramatically enhancing the privacy of user credentials.

As evident in Figure 2(b), the experimental results show that WPA2 was fully
compromised during offline attempts at cracking, but WPA3 was still secure
under similar circumstances. The result supports the effectiveness of WPA3’s
Simultaneous Authentication of Equals (SAE) mechanism for thwarting offline
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password retrieval. Given that WPA3 does not reveal adequate cryptographic data
during the process of handshake, it essentially rules out key derivation without live
access point interactivity.

Another crucial test scenario was Key Reinstallation Attack (KRACK), which
hits a certain weakness of WPA2's 4-way handshake. The weakness lets an attacker
manipulate handshake messages in a certain fashion that causes the victim device
to reinstall an already-used encryption key. In all WPA2 test instances, the KRACK
attack was successful. While the client stayed connected and disruption was not
user-observable at first, reinstallation of the encryption keys happened, resulting
in exposure to security risks. About 5% of packets were lost or temporarily stuck
during the attack. More significantly, the attacker could decrypt parts of traversed
traffic, and under certain circumstances, masquerade as the victim client. These
results agree with previous research, which illustrated that WPA2's handshake
design allows for replay-based manipulation of messages and exposes the session
to reinstallation of keys.

By contrast, WPA3-Personal was completely resistant to KRACK in all of
its tests. The attack didn't succeed once, with no packet loss, no alteration of the
handshake, or impact upon network service being witnessed. The reason is that
WPA3's redesigned process for establishing keys does not have specific protocol
logic that KRACK targets. With redesigned key management and non-reuse of
nonces, WPA3 effectively renders this class of attack useless. The results verify that
WPA3 attempts to fix one of the most serious vulnerabilities of its predecessor and
emphasize how crucial it is to have widespread adoption to achieve secure wireless
communication for contemporary network infrastructures.

Overall comparative metrics

All experimental data collected throughout the study are summarized in Table
1 to facilitate direct comparison of WPA2 and WPA3 performance under all attack
conditions. Table 1 shows average values computed for five independent runs
for all attack types, including success rate, disconnect time, packet loss rate, and
reconnection time. The attack success rate (R ) was calculated based on Equation
(1), which defined how many successful runs there were out of total runs and
expressed as a percentage. The quantification provided a normalized estimation of
how susceptible to individual attack vectors each protocol is.

Rj. — Ns;;cass_fui trials % 100%

tratel trinls

Table 1. Comparative outcomes for WPA2 vs. WPA3 under different attack scenarios

Attack Type  Success Rate (WPA2  Avg. Disconnection Packet Loss (%)  Reconnection
vs. WPA3) Time (s) Time (s)
Deauth 100% vs. 0% 0.5s vs. Os 95% vs. 0% 3.0s vs. Os
Attack
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Handshake 100% vs. 100% 0.5s vs. 1.0s 5% vs. 5% 1.5s vs. 2.0s
Capture
KRACK 100% vs. 0% 0s vs. Os 5% vs. 0% Os vs. Os
Attack

The comparative results demonstrate unequivocally that WPA3 far surpasses
WPA2 as far as security resilience is concerned. All of those attacks which remained
consistently successful against WPA2, including deauthentication flooding, offline
cracking based on a single handshake, and KRACK, were unsuccessful against
WPA3. For instance, deauthentication attack meant 95% packet loss and complete
disconnection of the client for WPA2, while there was no disruption for WPA3 with
the enforcement of Protected Management Frames (PMF).

WPA2 was also found to be heavily susceptible to credential compromise.
During all WPA2 handshake capture tests, offline dictionary attack successfully
recovered with a 100% recovery rate where the password was part of the wordlist.
WPA3, nonetheless, was fully resistant to such attacks because, with the SAE
handshake design, there is an active presence with the access point for every guess
of a password, thus making offline cracking impossible.

Significantly, there is no meaningful performance overhead with the improved
protections of WPA3. The average reconnection time difference between WPA2
and WPA3 was negligible—about 0.5 seconds—and there was no perceptible
impact upon latency or throughput during tests. The results reinforce that WPA3
provides an effective upgrade to WPA2 security without compromising usability
or performance efficiency, which again justifies mass adoption of the new protocol.

Conclusion

This study set out to identify the strengths and weaknesses of modern Wi-
Fi security protocols through hands-on testing, and the findings clearly confirm
the expected security gap between WPA2 and WPA3. WPA3-Personal delivered
substantial improvements over WPA2 in real-world attack scenarios. In our
experiments, WPA3’s use of the Simultaneous Authentication of Equals (SAE)
handshake and mandatory Protected Management Frames (PMF) effectively
thwarted attacks that readily compromised WPA2 networks, including offline
passphrase cracking and deauthentication-based disconnects. Notably, WPA3’s
improved handshake process also mitigated the KRACK key reinstallation
vulnerability that severely affected WPA2. By contrast, WPA2-PSK — still the
most widely deployed Wi-Fi security protocol — was consistently breached under
these tests using well-known tools and techniques, highlighting how easily it can be
compromised under real-world conditions. These results reinforce the conclusion
that WPA2’s legacy protections are insufficient against modern attack methods,
whereas WPA3 offers a far more robust defense in practice.

Given these outcomes, we strongly recommend that both personal and enterprise
environments migrate to WPA3 as the baseline security protocol. Home and small-
office networks should be upgraded to WPA3-Personal to immediately benefit
from its resilience against deauthentication attacks, handshake cracking, and
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other common intrusions. In corporate and institutional settings, adopting WPA3-
Enterprise (802.1X authentication, with its 192-bit cryptographic suite) is advised
to protect sensitive data and communications. Overall, phasing out WPA2 in favor
of WPA3 will significantly raise the security bar for wireless networks, reducing
exposure to known exploits. Network administrators and users should treat WPA3
not just as an optional enhancement but as the default standard moving forward.

Finally, this work highlights several avenues for future research to further
strengthen Wi-Fi security. First, comprehensive assessments of WPA3-Enterprise
deployments (e.g., in 802.1X environments) are needed to verify that enterprise
authentication mechanisms hold up against sophisticated attacks, as our study
focused on personal networks. Second, investigation into side-channel and
implementation-layer vulnerabilities in WPA3 devices is warranted — for example,
early analyses uncovered flaws in the WPA3 Dragonfly handshake (the Dragonblood
attacks) via timing side-channels and insecure transition modes, indicating that
even a strong protocol can be undermined by poor implementations or backward-
compatibility features. Third, as cryptographic technology advances, exploring the
integration of post-quantum cryptographic algorithms into Wi-Fi authentication is
an important forward-looking step to ensure long-term resistance against emerging
threats. Addressing these gaps will help solidify the security of next-generation
wireless networks and ensure that Wi-Fi remains secure as new vulnerabilities and
attack techniques evolve.
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