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Abstract. The main problem, its relevance: This article addresses the scientific
problem of improving approaches and tools for managing information security
incidents in Industrial Internet of Things (IloT) systems. The growing relevance
of this topic is driven by the distributed nature of IloT architectures, the extensive
use of edge computing, and the presence of vulnerable wireless communication
channels that pose threats to data integrity, service availability, and overall system
stability. The proposed approach to managing information security incidents in [loT
systems is based on the edge computing concept. It covers the stages of distributed
and coordinated data collection from various system devices, followed by filtering,
normalization, standardization, aggregation, event correlation, and visualization
of security-related data. Methods used: The research applies systems analysis,
mathematical and physical modeling, machine learning—based forecasting, and
visual data analytics. Key hypotheses and findings: The distinctive feature of
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the proposed approach is the comprehensive consideration of incidents through
the correlation of cyber-physical security events. Another important aspect is the
distributed character of data processing within the IloT infrastructure. Practical
implementation: The feasibility of the approach is confirmed by a hardware-software
prototype developed for managing incidents in the transport infrastructure of an
industrial facility. Due to the presence of autonomous vehicles, edge computing is
essential, with some control functions implemented directly within the vehicle’s
primary computing module. This enables effective distributed data processing and
enhances security monitoring quality.

Key words: industrial internet of things (IloT), edge computing, security
monitoring, security incident, modeling
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Kayilci3ik WHIMACHTTEpiH Oackapy Tocuiaepi MEH KypalIapbhlH IKETUIIipy
JKOHIHJICT1 FRIJIBIMU MACeJIeHI mmiemyre apHajirad. [1oT xylienepiHiy yiaecTipuireH
KYPBUIBIMBI, TPaHUYTIK (Mepu(epusibK) ecenTeyliep/liH KeHIHeH KOJIaHBLTYBI
JKOHE Ocall ChIMCBI3 OailllaHBIC apHANAPBIHBIH IMaiiaa OOJdybl — JIepeKTep/iH
TYTacTHIFbIHA, KBI3METTEP/AIH KODKETIMIITITIHE KOHE JKaNIbl  JKYHEeHiH
CEHIM/IUIITIHE eNleylli Karep TOHAIpeTiH (akTopiap Ooibin Tadbuiaabl. XKymbicTa
aKMapaTThIK Kayilci3Mik WHIMACHTTepiH Oackapyra apHamraH edge computing
TYKBIPbIMJIaMachIHa HETi3/IeNTeH JKaHa TOCUI YCHIHBUIAAbI. ¥ CHIHBUIBIN OTBIPFaH
TOCIT JKYHEHIH opTYpii KYpBUIFBUIAPBIHAH JEePeKTep/i YJECTIPUITeH KoHE
YiNecTipinreH TypAe >KuHay, olapisl Ccys3rijiey, HOpMalu3alusiiay, CTaHaapTTay,
arperarray, KayilcCi3liK OKHUFaJapblH KOPpENNusiay >KOHE BHU3YyaIH3allHsIiay
Ke3eHIepiH Jie KamTubl. Konnaneuiran opicrep: JKylenik Tajiiay, MaTeMaTHKaJIBIK
KOHE HATypaJlblK MOJEIbJACY, MAIIMHAJBIK OKBITYFa HETi3[elreH Oo/Kay MKOoHE
JIepeKTep/li BU3yalJIbl TaJay SJiCTepi KojjaHbUFaH. Herisri rumoresanap MeH
KOPBITBIHABLIAp: TocimmiH 0acThl epeKIenirn — Kuoep-(U3UKAIBIK KayilcCi3Iik
OKHFaJlapblH KOPPEJIMsIdy apKblIbl MHIOUICHTTEPAl KaH-)KaKThl €Cerke aiy.
[IpakTHUKaIBIK iCKEe aCBIPBUTYBI: TOCUIMIH THIMILIITI OHEPKICINTIK KOCITTOPHIHHBIH
KeJIiKk HMH(QPaKypbUIbIMbIHA apHaJIFaH WHOMACHTTEpAI Oackapy OolibIHILIA
anmapaTThIK-0araapiamManblK  CTEHJ MBICATBIHIA JIOJICNJICHICH. ABTOHOMJIBI
KYMBIC ICTEHTIH KeJIiK KypalJapblHbIH 001ybl edge computing TEXHOIOTHsLIapbIH
KOJJTaHy Ka)KeTTITiH aWKpIHAAWAsl. byim jkarmaiima KeJik KypalgapblH Oackapy
GyHKUMsIIApBIHBIH Oip OeJiriH JepeKTepil alFallKbl JKUHAYy HYKTEJepiHAe —
KOJIIK KYPaJIbIHBIH HET13T1 eCenTey MOYIIIHE )KY3€ere achbIpy OPBIHABI. ¥ CHIHBIIIFaH
TOCUIMI €HTi3y apKbUIbl KYPBUIFbLIAp JCHTCHIHIE OINEpalusuIblK JIepPeKTep/i
YJIECTIPIITeH TYpJE KHUHAY, OHJICY KOHE Tayiay YHBIMIACTBIPBUIBII, HOTHKECIH/IE,
KayiIci3IikTi 0aKpLIay camnachl e[oyip jKaKcapasbl.

Tyiiin ce3nep: enxipictik 3arrap muTtepHeri (IIoT), merki ecenrey (edge
computing), Kayirnci3aikTi 0akpuiay, Kayinci3AiK HHIIHISHTI, MOJCIbICY
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AnHoranusa. OcHoBHas mpoOiemMa, ee akTyaqbHOCTh: CTaThsl HampaBiIeHa Ha
peleHre Hay YHOI TPOOIeMbl COBEPILICHCTBOBAH U TOXOA0B M CPEICTB yIIPABICHHUS
MHIMJCHTaMH HMH(OPMALHMOHHONH O0€30IacCHOCTH B CHCTEMax IMPOMBIIIJIEHHOTO
Wntepueraseweii (11oT). [Ipobiaemarrka ynpaBineHus MFHIUIEHTaMU 0€3011aCHOCTH
CTaHOBHTCSl Bce Oojiee akTyaJlbHOM BBHUIY pacrpeneineHHOro xapakrepa IloT-
CHCTEM, ITUPOKOTO MPUMEHEHHUS TPAHUYHBIX BRIYUCIICHUI 1 TTOSBICHUH YSI3BUMBIX
0eCIPOBOIHBIX KaHAJIOB CBSI3M, CO3IAIONIMX YTPO3bI AJS LEJIOCTHOCTU JIAHHBIX,
CepBUCOB M JpyIrue aKTyajbHble YIpo3bl (DyHKIMOHUpPOBAaHUS cHCTeMbl. B
paboTe mpemIoKeH MOAXON K YIPaBICHUIO HHIUACHTaMH HH(OpMalMOHHON
Oe3omacHocTH B cucreMax mnpomeiuieHHoro MaTteprera Bemedn (IloT) ¢
WCTIOJIb30BAHUEM KOHIICTIIIMHM TPaHUYHBIX (repudepuitHpix) BhuuciaeHnid (edge
computing). IlpennokeHHbIH TOAXOJ OXBAaThIBAET ATAIlbl PACIPEICICHHOTO M
KOOPAMHUPOBAHHOrO cOopa [OaHHBIX Ha PAa3JIMYHBIX YCTPOHCTBAX CUCTEMBI,
¢unbTpanyn, HOpMaIU3allK, CTAHAAPTU3ALUH U arperaiiui coOpaHHBIX JTaHHBIX,
KOppEJISILUY ¥ BU3YyalIM3aluM cOOBITHH Oe3zomacHOCTH. Mcnonabp3yemble METOIbI:
B paboTe MPHUMEHSAIOTCS METOJAbl CHCTEMHOTO aHajin3a, MareMaTu4eckoro u
HATypHOTO MOJEIUPOBAHUS, METOIBI MPOTHO3MPOBAHHUS HAa OCHOBE MAIIMHHOTO
o0y4eHHs W METOJbl BHM3YaJbHOTO aHajn3a MAaHHbIX. OCHOBHBIE THIIOTE3bI
U BBIBOJABI: OTIMYUTENBHBIMH YepTaMU TMOAXOAA SIBISIOTCS BCECTOPOHHUIN
y4eT WHIHMJISHTOB Ha OCHOBE KOPPEeJSIHNH COOBITHH KuOep-pu3mdeckoi
OezomacHocTH.. [IpakTHdeckas peamn3yeMOCTh TIOIXOJa IOATBEP)KICHA Ha
npuMepe pazpadaTbiBaeMOro anmnaparHo-IPOrpaMMHOTO CTeHJA Ul yNpaBiIeHUs
WHIMJCHTAMH B TPAHCTIOPTHOW MHPPACTPYKTYPE MPOMBIIUICHHOTO MPEIPUSITHS.
Hannune aBTOHOMHO (YHKIMOHHPYIOUIMX TPAHCIOPTHBIX CPEICTB ONpEACseT
HEOOXOMMMOCTh TIpUMEHEeHHs edge computing, Tpu 3TOM 4YacTh (DyHKIIMOHAIA
yOpaBlIeHHUsT TPAHCIIOPTOM LEJIeco00pa3sHO pealn30oBaTh HENOCPEICTBEHHO
B TOYKaX IEPBUYHOro cOOpa JaHHBIX, B HPEAEIax OCHOBHOIO 3JIEKTPOHHOIO
BBIYHCIUTEIBHOTO MOIYISl  TPAHCIOPTHOTO CpEACTBA. YMEHHE MPHUMEHSTh
pe3ynbTaThl Ha MpaKTHKE: peannu3alusl MpeIoKeHHOTO MOX0/la K yNpaBIECHUIO
MHIMJEHTaMH O€30IIaCHOCTH TAaKOM HH(PACTPYKTypbl MO3BOJIMT OPraHU30BaTh
pacmpenenéHuelii  coop, 00paOOTKY M aHalu3 OMNEpalMOHHBIX JAHHBIX Ha
yCTpOHCTBax M OyneT crocoOCTBOBAThH YIYyHYLICHHIO KaueCTBEHHBIX IOKa3aTesien
MOHHUTOpPUHTa 0€30IMaCHOCTH.

KuaroueBbie cioBa: npombiiiuieHHbIH uHTepHET Betien (IloT), nepudepuiinoe
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BeruncieHne (edge computing), MOHUTOPUHT O€30MTaCHOCTH, UHIIHJICHT Oe3ormac-
HOCTH, MOJICITUPOBAHUE

Introduction. Currently, cyber-physical systems of the Internet of Things,
functioning to solve various industrial problems (IloT infrastructures), are
becoming increasingly widespread. Such infrastructures are used in telemedicine,
in distributed generation and transmission networks of electric power, in transport
and logistics systems, in smart city management processes and other spheres of life.

In a number of works the concept of edge computing is directly associated
with the expansion of cloud computing models by extending the functionality
performed in the cloud to the edges of the computer network with the involvement
of end user devices in such computations (Zhao, et al, 2018; Shirazi, et al, 2017).
Such systems are also referenced to as mobile edge computing, representing the
integration of cloud and mobile computing (Abbas, et al, 2018). In this case,
part of the functionality of such systems and its execution are transferred to end
devices, i.e. directly to the places of generation, removal or receipt of primary
data (Fazeldehkordi, et al, 2022). In particular this is aimed at increasing the total
volume of processed data and speeding up their processing (Ahmadi, 2024). In
(Garg, et al, 2018), Garg, et al. note that in systems with edge computing, peripheral
devices are able to analyze data in order to obtain information before acting with
it. Given the distributed nature of edge computing, Chirra claims an increase in the
efficiency of processing target data during the operation and a decrease in delays
in the transmission and processing of data (Chirra, 2023). At the same time, when
transferring a part of the functionality from the cloud to the edge device level, it is
necessary to take into account limitations on the computing and storage resources
of edge devices (Lin, et al, 2018).

In addition, Rapuzzi and Repetto note the specificity of using edge computing for
systems with geographical distribution and a variety of device types with multilayer
horizontal and vertical architectures and the use of virtualization (Rapuzzi, et al,
2018). Thus, within the framework of the multilayer architecture of a typical cyber-
physical system, an additional edge layer appears, accumulating part of the target
functionality of the system, information security functions and incident monitoring
(Kim, et al, 2024). Thus, in a general case, the edge layer is structurally located
between the cloud layer and the user terminal layer.

At the same time, the distribution of functionality from the cloud to other devices
can significantly change the security context, which should be taken into account
both at the stage of designing the target system and during its operation. Thus,
in particular ensuring the proper security level in systems with edge computing
may require the modification and development of anomaly detection and incident
management mechanisms based on security policies (Shirazi, et al, 2017). At the
same time, in general, the expansion of the system in the direction of the emergence
of edge computing increases the attack surface due to the greater heterogeneity of
devices and the rise in the number of potential vulnerabilities in the software and
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hardware of such systems (Chirra, 2023). In particular, the most important types of
attacks include data leaks, Denial-of-Service attacks, and attacks of unauthorized
access to sensitive information located permanently or temporarily within the
system devices (Chirra, 2023).

Fazeldehkordi and Grenli consider edge computing as computations that are
performed not directly within the end cyber-physical user devices, but within one
hop along network channels from them (Fazeldehkordi, et al, 2022). That is, such
computations are performed within small data centers close to end users. The goal
of'such a scheme is to increase the efficiency of access to primary data, at least in the
early stages of data processing, including filtering, preprocessing and aggregation
of data from IoT devices. In addition, the advantage here is the ability to use the
computing and storage resources of end devices that will be in close contact with
such small data centers.

As aresult, in general, edge computing provides higher computing performance
in a distributed system due to some reduction in the level of centralization of data
storage and processing, as well as computations. This allows for a reduction in the
total latency time due to a decrease in access time to the data used. In addition,
reducing the flows of transmitted data in the system allows for a descent in the
number of types of data that can leak, as well as the total volumes of such sensitive
data. In addition, due to possible pre-processing of data near the nodes, some of
the data can be anonymized on them, thereby increasing the privacy of data when
transmitting them to a central cloud or server. Thus, it becomes possible to more
flexibly configure the functioning of such systems with the possibility of increasing
data availability. In addition, there is less dependence on less reliable communication
channels due to the expected reduction in the volume of transmitted data in such
systems (Fazeldehkordi, et al, 2022).

The benefits of using edge computing to solve computationally heavy information
security problems such as deep traffic inspection are also demonstrated in (Kozik,
etal, 2018), where efficient traffic classification is performed using edge computing
based on models pre-trained in the cloud.

Zhao, et al. propose a system that is based on edge computing technology and
uses an edge cloud for organizing data collection and managing crowd social
security incidents (Zhao, et al, 2018). Depending on the types of information
got, including graphic, text, audio and video data, the police are able to check the
current situation and respond in a timely manner. To optimize the police response
and increase its efficiency, an ant colony optimization algorithm proposed by the
authors is applied. Within the framework of the edge computing system server, data
is collected and accumulated from individual user devices, smartphones. Besides,
after that the data is processed and interpreted. In this case, the effectiveness of
this algorithm is tested experimentally using software simulator Matlab. As an
alternative example, in (Al-Zinati, 2020), edge computing technology is used to
process and analyze medical information from user mobile devices in real time,
including against biological outbreaks and epidemics.
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In (Banik, et al, 2024), various machine learning methods and artificial neural
networks are investigated for detecting attacks on cyber-physical systems with
edge computing. The hypothesis on the potential effectiveness of such methods
for detecting attacks such as intrusion, data breaches, and various other malicious
actions is empirically confirmed using several datasets such as UNSW-NB15 and
NSL-KDD. Based on the use of machine learning, a range of methods are also
proposed in (Chirra, 2022) to improve the security of edge computing systems
against attacks, as well as to enhance real-time anomaly detection, predictive
analytics, and robust encryption techniques. Attack detection is also possible using
cooperative approaches at several levels of edge computing system representation
with improvement of a number of non-functional performance metrics of attack
detection (Krishnan, et al, 2019).

In (Garg, et al, 2018), the concept of edge computing is further extended by
involving unmanned aerial vehicles (UAVs) in the network. Such systems represent
the next generation of intelligent transportation systems. The transmission of data
from the vehicle to the edge devices for real-time analysis can be simplified by using
UAVs, which can act as intermediate above-ground nodes between the vehicles and
the edge nodes.

The issues of security incident management in systems using edge computing are
becoming especially relevant due to the following three reasons. Namely these are,
first, the importance of the correctness of target processes of cyber-physical systems
in the Industrial Internet of Things, second, the distributed nature of functioning
using edge computing, and, third, the presence of wireless communication channels
for transmitting data between devices of such infrastructures. At the same time,
wireless channels and data transmission protocols over them present vulnerabilities,
and their exploitation allows attackers to successfully perform actions to
compromise devices, data stored and circulated within the infrastructure, as well
as information services provided to end users. The need to build mechanisms for
managing information security incidents within such systems is due to the necessity
for decentralized collection of primary data from sensors, operating system logs
of devices, various user data, events from information security tools used, such
as antiviruses, firewalls, network traffic scanning and interception tools, intrusion
detection and prevention tools.

This article proposes an approach to managing information security incidents
in systems using the concept of edge computing with the use of distributed and
coordinated data collection on various devices of the system, filtering, normalization,
standardization and aggregation of collected data, correlation and visualization of
security events, as well as data mining. Unlike existing alternative published works,
the novelty of this article includes a comprehensive accounting of incidents based
on the correlation of information and cyber-physical security events, as well as the
distributed nature of data collection and processing within an IIoT infrastructure.

The rest of the article is organised as follows. The next section includes a
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description of the proposed approach to security incident management in cyber-
physical systems implementing edge computing. The next section presents a
description of the practical implementation in the form of an incident management
test-bench for the transport infrastructure of an industrial enterprise and an analysis
of the results obtained. The final section provides a summary of the results obtained
and the main conclusions.

Materials and methods.

Based on the conducted analysis of the subject research field of cyber-physical
security of systems using edge computing, we propose the following approach
to security incident management. The approach includes the following 7 main
stages, where the initial data are collected, cyber-physical security incidents are
generated, processed and managed. In Fig. 1, the stages are schematically indicated
by rectangles, and generally the stages are performed sequentially. Rectangles with
rounded corners indicate the data that is the input and output of the stages. Arrows
present control and data transmission loops, i.e. the output data of some stage in
turn is the input for the next stage.

| Device Specification ] Events, traffic dumps, sensor readings |

S,tage_t_CoIleition of data on the system structure anifunctioning processes

[ 1 Primary data l- ]

Stage 2. Data filtering, removing noise in the data

( Filtered data )

e

Stage 3. Data normalization and standardization

Pre-processed data ]

Stage 4. Data aggregation

Security Events

| I

Stage 5: Data Correlation and Intelligent Attack Detection

4-«-«07
P R =

( i Security Incidents H ]
| Stage 6. Visualization and interpretation of data [
[ l Visual Data Models "' ]
—_Stage 7. Forecasting incidents I
( $ Predicting results ‘ |

Fig. 1. An approach to managing security incidents in edge computing systems
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In the framework of the proposed approach, the input data are, first, static data
on the network structure and devices included in it in the form of specifications
presented using CSV and JSON formats, as well as in the form of text descriptions
and links to standards and open vulnerability databases, and, second, dynamic
data generated directly during the network operation. Dynamic data characterize
the processes of device operation and user behavior. An example of such data is
streaming records of traffic between network devices and traffic outside and from
outside the network. Another example is the logs of device operating systems,
intrusion detection tools, antivirus and other tools presented in heterogeneous
formats, different units of measurement and with different semantic features. Also,
the initial data can include readings from the sensors of the system devices, data
from user interfaces, data on the current states of device actuators.

At stage 1, the above-mentioned types of source data are collected and written
to a single distributed storage, which generally can be divided among the system
devices. The distribution of data among the devices during their storage can be
performed taking into account, first, the data source devices and, second, the places
of their direct target use. Note that according to the concept of edge computing,
it is preferable to process such data near the end devices, including to minimize
the number of operational calculations and improve the values of resource
consumption indicators. A NoSQL database such as MongoDB, which is necessary
when processing large data arrays, as well as traditional relational databases, can
be used as a data storage technology. In addition, at stage 1 one can use security
scanners, such as Nmap for building a network map, and Nessus for identifying
specific vulnerabilities in the software used on the system devices. The result of
stage 1 is so-called primary data, which can be used for further processing, analysis,
visualization, interpretation, forecasting and making any management decisions
regarding the functioning of the system and its information security.

At stage 2, data filtering is performed. It involves extracting the most significant
data fragments only, for example, those one related to information security. The
data filtering is performed using rules of the following type x((n) ) (t)—{0,1,...
,k}, where x*((n) ) specifies the value of the next input vector of size n of data
entering the filtering at time t, while the resulting values 0, 1, ... k indicate the need
to discard (0) and leave this vector in the output data stream with redirection to
computing units 1,2,....k, respectively. Within the framework of this type of rules,
regular expressions can also be used, specifying the need to fulfill certain properties
for the rule to be triggered, for example, describing the network addresses of devices
to which the rule in question is applicable, the time intervals for the rule to be
triggered, restrictions on the types and volumes of data, and other characteristics.
In addition, at stage 2, noise in the data is removed if necessary, for example, using
Kalman filters (Thuraisingham, 2020) or other relevant digital signal processing
methods. As a result of data filtering, the flow size can be significantly reduced.
In addition, in case of large arrays of filtered data, parallelization is applied using
Map-Reduce paradigm by Apache Hadoop framework within a computing cluster
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integrated into the cyber-physical system (Apache Hadoop, 2024). Thus, the output
of stage 2 presents filtered data and, if necessary, divided into several flows, where
each one is supposed to be processed separately.

Stage 3 includes standardization and normalization of data, which involves their
unification according to a single specification format. Also, if necessary, data can be
standardized by converting to a given range, for example (0,1) while maintaining
the statistical distribution. Thus, the output of stage 3 is pre-processed data suitable
for subsequent generalization, transformations, and analysis.

At stage 4, data is aggregated, including data related to one or more devices,
i.e. data sources. In particular at this stage some statistical transformations can be
applied, such as formation of time series, as well as convolution of a range of
information fields into one field. The result of this stage is the generated flows
of security events, where each of them has a single presentation format. Such a
format assumes, in fact, data in one of the existing formats (for example, JSON)
with a specified list of metadata describing their sources, time of creation and last
modification, and, if necessary, any other crucial characteristics.

At stage 5, individual security events are correlated into an incident that covers
several events, such as a network event, an operating system event, and an event
of the physical infrastructure of the system. In particular, linking an information
security event, e.g. direct user access to the operating system of the on-board
computer of a vehicle via a local hardware-software interface, and a physical
security event, e.g. loading a vehicle with cargo in excess of the permitted weight,
forms a cyber-physical security incident with a number of attributes describing the
user, location of the vehicle, its speed, actual weight, etc. In addition, this stage
uses trained software classifiers built using supervised machine learning methods,
which are capable of identifying attacks of certain types based on the analysis of
existing events. Thus, the output of this stage is a list of security incidents and some
relevant types of attacks.

Stage 6 involves visualization of security events and incidents using various
visual representations, including structured and unstructured graphical data
models, such as scatter plots, tabular representations, planar graphs, tree maps,
Chord diagrams, and trilinear coordinates (Kolomeets, et al, 2023). In combination
with quantitative and qualitative data on the current functioning of the system,
suitable visual models can be used to quickly assess the cyber-physical security of
the system and identify anomalous data based on the overall situation and changing
trends observed expertly.

At stage 7, forecasting of subsequent cyber-physical security incidents is
performed taking into account the current behavioral characteristics of the
functioning and the history of security events and incidents for the analyzed period.
In particular, this stage involves the use of a recurrent neural network LSTM for
sequential forecasting of security incidents with their iterative refinement as the
time of their forecasting approaches.

Distinctive features of this approach include comprehensive accounting of
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incidents based on the correlation of information and cyber-physical security
events, which are performed at stages 4—7 of this approach. The peculiarities of
this approach also include the distributed nature of the implemented processes of
data collection and processing within the IloT infrastructure. It should be noted
that within the framework of the proposed approach, edge computing can be used
primarily at stage 1 when collecting data directly on the devices of the cyber-
physical system, at stages 2, 3 and 4 in the process of their filtering, pre-processing
and aggregation, using decentralized methods of information presentation and
processing. In this case, in general, stages 5, 6 and 7 are advisable to be fulfilled
within the centralized network entities and devices, as well as within the cloud
infrastructure.

Results

The practical part of the work includes the construction of a hardware/software
test-bench implementing a laboratory research prototype of a fragment of an
industrial system using the concept of edge computing with microcircuits. Besides
it includes testing of the proposed approach to incident management using this
tesn-bench. In fact, this prototype represents a full-scale model of a specialized
service of the industrial Internet of Things for managing cyber-physical incidents
of a transport infrastructure.

The modeled object presents a rectangular industrial place with two transport
vehicles (T1 and T2) moving along specified routes around the place for loading
and unloading materials or products of some industrial production. The vehicles
move along the perimeter of the place. Loading and unloading points for materials
are also located along the perimeter. The vehicles are 4 wheeled robotic models
of cars with an engine that allows them to move in two directions (forward and
backward) and turn 90 degrees, both when moving forward and backward (Fig. 2).

[
B

mA
chl

«—Tn

Fig. 2. Schematic of a fragment of the test-bench of the transport infrastructure system for
modeling cyber-physical security incidents

The test-bench includes a control server. Using it the system operator can assign
tasks to the vehicles. For example, a task may be as follows, it is necessary to drive
to point A — accept cargo — move to point B — unload cargo. Both vehicles (T1
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and T2) have a permanent network connection to the server via a wireless channel,
and both vehicles can also communicate to each other via a wireless channel. The
hardware/software test-bench currently being implemented is based on the use of
Arduino microcontrollers, a wheeled platform, several sensors and a Wi-Fi channel.
Using a wireless channel, control of physical models of the vehicles is realized.

In general, based on data on the movement and operation of the vehicles, as
well as any additional data characterizing the technological process of a given
industrial facility, incidents of information and physical security can be generated
on the server. But as a result of the possibility of direct data exchange between
two vehicles, it becomes possible to process some of the incidents directly on the
vehicles, that is, at the data collection points. This is essentially the edge computing
that is of primary interest in the modeling being performed.

The modeled incidents include the following two types of transport infrastructure
incidents.

— Information security incidents. An example of such an incident is a transfer
of some false information from a vehicle to the server, for example, incorrect data
on the state of the vehicle, i.e. an illegitimately modified information field that
determines whether the vehicle is currently loaded or unloaded.

— Physical security incidents. An example of such one is an incident of a collision
between two vehicles or their dangerous approach to each other.

It should be noted that in general, some complex, composite incidents may
arise, including manifestations at the information level and at the physical level at
the same time.

Discussion

The feasibility of the proposed approach to information security incident
management is confirmed by an example of a currently developed hardware/software
test-bench for incident management of the transport infrastructure of an industrial
enterprise. The scenario under study includes modeling an incident of dangerous
approach of vehicles during modeled movement along specified trajectories in
accordance with specified rules. Table 1 discloses the security incident management
process for this case study in the form of data generated and processed within the
stages of the proposed approach in compliance with the scheme shown in Fig. 1.

Table 1. Incident management using the example of a fragment of the transport infrastructure of
an industrial enterprise

Stage Incident of dangerous approach of the vehicles
1

Vehicle location event chains 7, and T, {al{,-} (T1 )(t,-)}{id} , {al{i} (Tz )(ti)}{[e[}
, where 7 — index for designating discrete time moments of occurrence of events a/ for
vehicles 7', and 7,

2 Eliminate duplication in data, including events of position of vehicle 7, and T, in a state
of no movement for some period of time

{al{i} (]I)(t[)}{iel} - {al{i} (Tl)(ti)}{iel'}ywhefe I'cl
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3 Transformation of local positioning values of a specific vehicle based on a
black line scanner (one-dimensional value @/ (i ) into global location values

on the industrial place (two-dimensional vector value ( a l{(il}) ,a Z{(IZ})) )

{aly (T} ey, — Al @l YT e

4 Formation of vehicle trajectories {al{i) (7 )(l‘i)}{iel} - {tr{l.}} and
{al{;} (Tz )(t,- )}{[el} - {tr{i}} , necessary to identify a close-in incident
> Checking conditions (J({lalyy (T)(t) =l (T)(1) < d})
iel'
6 Expert selection of the most effective visual means for displaying identified incidents,
including a graphical two-dimensional map of the physical place and a traffic light
model
7 Using LSTM recurrent neural networks to form chains of » previous events to

iteratively predict future (n+1)", (n+2)",..., (n+k)" events with the issuance of forecasts
(type(in), t, P) as a result, where ¢, means predicted time of incident in of type type(in)
with probability P,

The feasibility ofthe developed test-bench and the modeled scenario of movement
of two models of vehicles is confirmed experimentally. During the testing, the attack
and anomaly detection component generated security incidents using calculations
on vehicle microcontrollers, thereby implementing edge computing.

The advantages of the proposed approach include flexibility in the use of
computing resources of the cyber-physical system by transferring part of the
calculations to the end devices, i.e. cyber-physical models of the vehicles. In addition,
in conditions of possible communication failures, it becomes possible to process
part of the data and make some operational decisions locally directly on the side of
the vehicles. This helps to increase the reliability and uninterrupted operation. This
circumstance is especially relevant for transport systems, when the connection of
the vehicle with the server or cloud can occasionally deteriorate or disappear due to
the limited range of the wireless signal and possible electromagnetic interference.

Conclusion. This article proposes an approach to managing information
security incidents in [IoT systems using edge computing. The approach allows for
the formation of mechanisms for collecting and processing initial data, generating
security events and incidents, identifying attacks and providing information about
them to the operator in an interpretable form within the framework of solving
transport infrastructure problems. As a direction for further research on this topic,
we are planning experiments to calculate indicators of efficiency, reliability and
resource consumption on a fully functional implementation of the proposed
hardware/software test-bench.
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