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Abstract. This research presents a novel methodology for detecting DeepFake 
voices, which is based on the effective classification of fake and real audio signals. 
To enhance the assessment of information in the audience, the voices of 58 
politicians and public figures were compiled as fake and real audio files. In the study, 
fake audio samples were artificially generated, while real samples were obtained 
from authentic sources. The analysis of the audio signal structure employed Mel-
Frequency Cepstral Coefficients (MFCC), Zero-Crossing Rate (ZCR) metrics, and 
data visualization techniques, including bar charts and histograms.

During the research, the numerical distribution, lengths, MFCC features, and 
ZCR values of the fake and real audio samples were analyzed. LSTM and CNN 
models were tested for DeepFake voice detection, resulting in the LSTM model 
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achieving 100% accuracy, while the CNN model was rated at 97.50% accuracy. 
The findings demonstrated that the LSTM model could accurately and reliably 
distinguish between fake and real audio, emphasizing the importance of assessing 
the authenticity of audio signals in light of the dangers posed by DeepFake 
technology.

This research provides functional methodologies aimed at developing systems 
for visual individuals while also uncovering new ways to determine the authenticity 
of audio signals and demonstrating the effectiveness of applying modern deep 
learning technologies. The study emphasizes that DeepFake plays a significant role 
in assessing and identifying information in an audience and provides a foundation 
for future research and practice.

Keywords: DeepFake, Voice Classification, Audio Signals, Mel-Frequency 
Cepstral Coefficients (MFCC), Zero-Crossing Rate (ZCR), LSTM Model, CNN 
Model.
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Аннотация. Зерттеу DeepFake дауысын анықтауға арналған жаңа әдіс-
темені ұсынады, ол фейк және реал аудио сигналдарын тиімді класси фи-
кациялауға негізделген. Аудиториядағы ақпаратты бағалауды жақсарту 
мақсатында 58 саясаткер мен танымал тұлғалардың дауыстары фейк және реал 
аудио файлдары ретінде жинақталды. Зерттеуде фейк аудио үлгілері жасанды 
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түрде жасалған, ал реал үлгілері шынайы дереккөздерден алынды. Аудио 
сигналдардың құрылымын талдау үшін Mel-Frequency Cepstral Coefficients 
(MFCC) әдісі, Zero-Crossing Rate (ZCR) көрсеткіші және деректердің 
визуализациясы қолданылды.

Зерттеу барысында фейк және реал аудио үлгілерінің сандық таралуы, 
ұзындықтары, MFCC ерекшеліктері және ZCR мәндері талданды. LSTM және 
CNN модельдері DeepFake дауысын анықтау үшін сыналды, нәтижесінде 
LSTM моделі 100% дәлдікпен, ал CNN моделі 97.50% дәлдікпен бағаланды. 
Алынған нәтижелер LSTM моделінің фейк және реал аудионы дәл және 
сенімді түрде анықтай алатынын көрсетті, бұл DeepFake технологиясының 
қауіптілігін ескере отырып, аудио сигналдардың шынайылығын бағалаудың 
маңыздылығын білдіреді.

Бұл зерттеу нәтижелері визуалды тұлғаларға арналған жүйелерді 
дамытуға негізделген функционалдық әдістемелерді ұсынумен қатар, аудио 
сигналдардың шынайылығын анықтаудың жаңа жолдарын ашып, қазіргі 
заманғы терең оқыту технологияларын қолданудың тиімділігін дәлелдейді. 
Зерттеу DeepFake аудиториядағы ақпаратты бағалау мен идентификациялауда 
маңызды рөл атқаратынын атап өтеді және болашақ зерттеулер мен практикаға 
арналған негіздерді қамтамасыз етеді.

Түйін сөздер: DeepFake, Дауыс классификациясы, Аудио сигналдар, Mel-
Frequency Cepstral Coefficients (MFCC), Zero-Crossing Rate (ZCR), LSTM 
моделі, CNN моделі.
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Аннотация. Данное исследование представляет новую методику для 
обнаружения голосов DeepFake, основанную на эффективной классификации 
фейковых и реальных аудиосигналов. С целью улучшения оценки 
информации в аудитории были собраны аудиозаписи голосов 58 политиков 
и публичных фигур, содержащие как реальные, так и фейковые аудиофайлы. 
В исследовании фейковые аудиопримеры были искусственно созданы, в то 
время как реальные образцы были получены из достоверных источников. 
Для анализа структуры аудиосигналов использовались коэффициенты 
мел-частотного кепстра (MFCC), метрика нулевого пересечения (ZCR) и 
визуализация данных, включая столбчатые диаграммы и гистограммы.

В ходе исследования была проанализирована распределение числовых 
значений, длины, особенности MFCC и значения ZCR фейковых и реальных 
аудиопримеров. Модели LSTM и CNN были протестированы для обнаружения 
голосов DeepFake, в результате чего модель LSTM достигла 100% точности, 
а модель CNN была оценена на уровне 97,50% точности. Полученные 
результаты продемонстрировали, что модель LSTM может точно и надежно 
различать фейковые и реальные аудиозаписи, подчеркивая важность оценки 
подлинности аудиосигналов с учетом опасностей, связанных с технологией 
DeepFake.

Данное исследование предлагает функциональные методологии, 
направленные на разработку систем с визуальными методами анализа 
данных, а также открывает новые способы определения подлинности 
аудиосигналов и демонстрирует эффективность применения современных 
технологий глубокого обучения. Исследование подчеркивает, что DeepFake 
играет важную роль в оценке и идентификации информации в аудитории и 
предоставляет основы для будущих исследований и практики.

Ключевые слова: DeepFake, классификация голосов, аудиосигналы, мел-
частотные кепстральные коэффициенты (MFCC), нулевая частота пересечения 
(ZCR), модель LSTM, модель CNN.

Introduction. The digital media and communication technologies of the modern 
era have developed rapidly, and their impact has deeply penetrated various sectors of 
society (Karnouskos, 2020). In recent years, advancements in artificial intelligence 
and deep learning have paved the way for increasingly sophisticated methods of 
information manipulation (Al-Khazraji, et al., 2023). Among these, DeepFake 
technologies stand out, as they enable the artificial generation of a person’s voice 
or image with high accuracy (Mullen, 2023). DeepFake voice synthesis can imitate 
a real person’s voice and be used for various dangerous purposes, ranging from 
spreading misinformation to cyberattacks, which significantly threatens information 
security and public trust (Kumar & Kundu, 2024).
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In such circumstances, the issue of detecting DeepFake voices is considered not 
only a technical challenge but also a socially significant task. The application areas 
of DeepFake voice detection technologies are very broad, and they play a crucial 
role in various sectors of society. Below, in Figure 1, the main application areas of 
these technologies are presented.

 
Figure 1. Fields of application of DeepFake voice detection. 

 
Combating voice manipulation goes beyond merely addressing security issues; it also serves 

the goals of protecting personal privacy, enhancing the effectiveness of law enforcement systems, 
and ensuring the authenticity of information. The need to explore new methods and models to 
achieve these objectives is increasing, and in this regard, the potential of deep learning technologies 
plays a particularly important role. 

DeepFake voice detection has become an essential tool with deep learning models such as 
Convolutional Neural Networks (CNN) (Patel, et al., 2023) and Recurrent Neural Networks (RNN) 
(Al-Dhabi & Zhang, 2021). CNN models are effective in identifying visual features by processing 
the spectrograms of audio signals, while RNN models excel in examining dynamic changes over 
time and understanding the structure of temporal data. However, there is a pressing need for 
comprehensive comparative studies on the ability of both models to accurately and reliably detect 
DeepFake voices. 

This research addresses significant questions in the field of DeepFake voice detection and 
compares the performance of CNN and RNN models. The goal of the study is to identify an 
effective method through an in-depth investigation of the advantages and limitations of these two 
models, enabling their application in specific fields. Furthermore, the proposed approaches aim to 
contribute significantly to cybersecurity, combatting misinformation, and verifying the authenticity 
of audio media. 

The results of this study will facilitate the improvement of DeepFake voice detection methods, 
enhancing the reliability of the information space and providing effective solutions against new 
threats. 

Research on DeepFake Voice Detection Technologies 
Research on DeepFake voice detection technologies plays a crucial role in the current field of 

information security. Various methods and approaches used in this area are essential for identifying 
the complexities of voice manipulation and effectively combating them. Signal processing 
techniques are fundamental in the initial phase of DeepFake voice detection, as they form the basis 
for analyzing and processing audio signals. Tasks such as filtering sound signals, removing noise, 
and generating spectrograms enhance the effectiveness of detecting manipulated content. 

Machine learning methods, including models such as Support Vector Machine (SVM), Random 
Forest, and k-Nearest Neighbors (k-NN), enable the analysis of large volumes of data (Hamza, et al. 
2022). These methods are widely used for pattern recognition and detecting manipulated audio. 
However, deep learning methods, particularly Convolutional Neural Networks (CNN) and 
Recurrent Neural Networks (RNN), demonstrate exceptional effectiveness in DeepFake voice 
detection (Al-Adwan et al., 2024). These models are designed for processing the visual features of 
audio signals and understanding the structure of temporal data. 

Figure 1. Fields of application of DeepFake voice detection.

Combating voice manipulation goes beyond merely addressing security issues; 
it also serves the goals of protecting personal privacy, enhancing the effectiveness 
of law enforcement systems, and ensuring the authenticity of information. The 
need to explore new methods and models to achieve these objectives is increasing, 
and in this regard, the potential of deep learning technologies plays a particularly 
important role.

DeepFake voice detection has become an essential tool with deep learning 
models such as Convolutional Neural Networks (CNN) (Patel, et al., 2023) and 
Recurrent Neural Networks (RNN) (Al-Dhabi & Zhang, 2021). CNN models are 
effective in identifying visual features by processing the spectrograms of audio 
signals, while RNN models excel in examining dynamic changes over time and 
understanding the structure of temporal data. However, there is a pressing need for 
comprehensive comparative studies on the ability of both models to accurately and 
reliably detect DeepFake voices.

This research addresses significant questions in the field of DeepFake voice 
detection and compares the performance of CNN and RNN models. The goal of 
the study is to identify an effective method through an in-depth investigation of 
the advantages and limitations of these two models, enabling their application in 
specific fields. Furthermore, the proposed approaches aim to contribute significantly 
to cybersecurity, combatting misinformation, and verifying the authenticity of 
audio media.



37

ISSN 1991-346X                                                                                             1. 2025

The results of this study will facilitate the improvement of DeepFake voice 
detection methods, enhancing the reliability of the information space and providing 
effective solutions against new threats.

Research on DeepFake Voice Detection Technologies
Research on DeepFake voice detection technologies plays a crucial role in 

the current field of information security. Various methods and approaches used in 
this area are essential for identifying the complexities of voice manipulation and 
effectively combating them. Signal processing techniques are fundamental in the 
initial phase of DeepFake voice detection, as they form the basis for analyzing and 
processing audio signals. Tasks such as filtering sound signals, removing noise, 
and generating spectrograms enhance the effectiveness of detecting manipulated 
content.

Machine learning methods, including models such as Support Vector Machine 
(SVM), Random Forest, and k-Nearest Neighbors (k-NN), enable the analysis 
of large volumes of data (Hamza, et al. 2022). These methods are widely used 
for pattern recognition and detecting manipulated audio. However, deep learning 
methods, particularly Convolutional Neural Networks (CNN) and Recurrent 
Neural Networks (RNN), demonstrate exceptional effectiveness in DeepFake voice 
detection (Al-Adwan et al., 2024). These models are designed for processing the 
visual features of audio signals and understanding the structure of temporal data.

A new direction in identifying manipulated content involves leveraging the 
synchronization of audio and text (Wang, et al, 2022). This approach enables the 
disruption of DeepFake voice technologies by analyzing the coherence between 
audio and text data (Agarwal & Farid, 2021). The presence of synchronization, 
meaning the correspondence between audio and text, serves as a critical indicator 
in detecting DeepFake manipulations (Bohacek, & Farid, 2024).

Hybrid methods enhance the effectiveness of DeepFake voice detection by 
combining signal processing, machine learning, and deep learning techniques. 
These approaches aim to achieve optimal results by integrating the advantages of 
both traditional and modern technologies(Saikia et al, 2022). Hybrid models offer 
a comprehensive strategy(Kaddar et al., 2021), enabling improved efficiency in 
detecting DeepFake voices (Cho, et al., 2023).

In conclusion, the development of DeepFake voice detection technologies 
requires the integration of signal processing, machine learning, deep learning, audio 
and text synchronization, and hybrid approaches. Enhancing the effectiveness of 
these methods contributes to the development of new tools and strategies aimed at 
ensuring information security and mitigating the risks posed by DeepFake content.

Methods and materials. In this study, we utilize an architecture that leverages 
two models—LSTM and CNN—to detect DeepFake audio, with a dataset 
organized into two folders: one for fake audio and one for real audio (Figure 2). 
The performance of these models is compared to identify the best approach for 
protecting against DeepFake voice threats.
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integration of signal processing, machine learning, deep learning, audio and text synchronization, 
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development of new tools and strategies aimed at ensuring information security and mitigating the 
risks posed by DeepFake content. 
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LSTM and CNN—to detect DeepFake audio, with a dataset organized into two folders: one for fake 
audio and one for real audio (Figure 2). The performance of these models is compared to identify 
the best approach for protecting against DeepFake voice threats. 

  

 
Figure 2. LSTM Architecture for DeepFake Voice Detection 
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In our research, we utilized the «In-the-Wild» dataset, which comprises a 
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representation of vocal characteristics and speech patterns.

The dataset was sourced from publicly available platforms such as social 
networks and video streaming sites, enabling the collection of realistic audio 
samples reflective of natural speech. In total, the dataset features 20.8 hours of 
bona-fide audio and 17.2 hours of spoofed audio. On average, each speaker is 
represented by approximately 23 minutes of bona-fide audio and 18 minutes of 
spoofed audio, providing a robust foundation for evaluating deepfake detection and 
voice anti-spoofing machine-learning models (Cavia, et al., 2024).

This dataset serves as a critical resource for assessing the generalization 
capabilities of various detection models when exposed to realistic, in-the-wild 
audio samples. Its design facilitates the exploration of model performance across 
diverse audio scenarios, ultimately contributing to the advancement of deepfake 
detection technology.

For our experiments, we employed several noteworthy deepfake detection models 
that are open-source and available on GitHub, including RawNet 2, RawGAT-ST, 
and PC-Darts. These models were selected based on their relevance and effectiveness 
in addressing the challenges presented by the dataset (Baxevanakis, et al., 2022).

The dataset, along with its accompanying documentation, is licensed under 
the Apache License, Version 2.0, ensuring that it remains accessible for further 
research and development in the field of audio deepfake detection. For additional 
information regarding the dataset and its application, please refer to our published 
paper and the provided download link.

Convolutional Neural Networks (CNNs)
In this study, we employed Convolutional Neural Networks (CNNs) as a pivotal 

method for detecting DeepFake audio(Ahmed, et al., 2022). CNNs have gained 
prominence in the fields of image and audio processing due to their ability to learn 
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and extract hierarchical features from input data effectively. Their architecture is 
particularly suited for analyzing audio signals represented as spectrograms, as they 
can capture both local and global features crucial for distinguishing between bona-
fide and spoofed audio samples.

The methodological approach commenced with transforming raw audio 
recordings from the «In-the-Wild» dataset into spectrogram representations (Mcuba, 
et al., 2023). Utilizing the Short-Time Fourier Transform (STFT), we generated 
time-frequency representations that encapsulate the spectral characteristics of the 
audio signals. This transformation is fundamental, as it enables the CNN to leverage 
the intricate patterns inherent in the audio, which may indicate manipulation(Li, et 
al., 2022).

The architecture of the CNN utilized in our experiments is structured to facilitate 
a comprehensive feature extraction process. The input layer receives spectrograms 
formatted as XЄRH×W, where H represents the height (frequency bins) and W 
denotes the width (time frames) of the spectrogram. The subsequent convolutional 
layers are tasked with applying a series of learnable filters (kernels) K to the input 
data. Each filter kЄK is convolved with the input X to generate feature maps F, 
which highlight relevant patterns in the audio:
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To ensure the robustness of our model, we implemented various data augmentation 
strategies during training, such as random cropping, flipping, and time-stretching of 
the spectrograms. This approach aimed to enhance the generalization capabilities of 
the CNN and mitigate overfitting risks. The performance of the CNN was rigorously 
evaluated using standard metrics, including accuracy, precision, recall, and F1-
score, which collectively provide a comprehensive assessment of the model’s 
efficacy in distinguishing between genuine and manipulated audio samples.

The deployment of CNNs in this research highlights their critical role in addressing 
the challenges posed by audio deepfake detection. Our findings demonstrate that 
CNNs significantly improve detection accuracy while offering a robust framework 
for real-world applications in audio forensics and voice authentication systems. 
Through this investigation, we aim to contribute to the broader field of audio signal 
processing, paving the way for future advancements in the detection and mitigation 
of audio manipulations (Figure 3).
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activation function. 
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DeepFake Voice Detection Using RNN LSTM
In our approach to detecting DeepFake audio, we utilized Recurrent Neural 

Networks (RNNs) with Long Short-Term Memory (LSTM) units. RNNs, and 
particularly LSTM networks, are well-suited for sequential data processing, making 
them an effective choice for audio analysis. Their ability to capture temporal 
dependencies is crucial for distinguishing between bona-fide and spoofed audio, 
as the subtle patterns indicating manipulation may only become evident over time.
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The choice of LSTM over traditional RNNs is driven by the challenges associated 
with learning long-range dependencies. In standard RNNs, the problem of vanishing 
or exploding gradients can hinder the model’s ability to learn from long sequences 
(Alshehri, et al., 2024). LSTM networks, on the other hand, address these issues 
by introducing a memory cell that maintains a persistent state, along with gating 
mechanisms that control the flow of information. This design enables the LSTM to 
remember essential features over extended time frames while forgetting irrelevant 
details, thus improving the model’s performance in detecting audio deepfakes.

The raw audio data from the «In-the-Wild» dataset was first converted into Mel-
spectrograms to capture the time-frequency characteristics. The Mel-spectrograms 
serve as a compact representation of the audio signals, highlighting relevant 
features that the LSTM can leverage for detection. The resulting sequences were 
then normalized to ensure consistency across different samples.

The LSTM network takes the sequences of Mel-spectrogram features as input, 
where each time step represents a feature vector corresponding to a specific frame 
in the audio. The network’s architecture includes multiple LSTM layers stacked 
sequentially to learn both short-term and long-term temporal dependencies within 
the data. Each LSTM cell comprises three gates: the input gate, the forget gate, and 
the output gate, which are mathematically expressed as follows:

Controls the extent to which new information is added to the cell state.
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detection. The resulting sequences were then normalized to ensure consistency across different 
samples. 
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Figure 4. LSTM Architecture for DeepFake Voice Detection.

Here is a diagram depicting the LSTM architecture for DeepFake voice detection:
• Input Layer: Takes the Mel-spectrogram features derived from the audio data.
• LSTM Layers: Two LSTM layers are used to capture temporal dependencies 

in the audio features.
• Dropout Layer: Added to prevent overfitting by randomly disabling some 

connections during training.
• Dense Layer with Softmax Activation: Converts the output to a probability 

distribution across the classes.
• Output Layer: Provides the final classification, distinguishing between bona 

fide and spoofed audio.
This architecture is well-suited for detecting patterns in audio sequences, 

allowing the model to effectively distinguish between real and DeepFake voices.
Results. During the research, several visualization methods were used to analyze 

the structure and characteristics of the audio data. The results provide the necessary 
information for training models aimed at detecting DeepFake voices.

Initially, the dataset was composed of fake and real audio files. A total of 58 
voices from politicians and public figures were collected. The fake audio samples 
were artificially created, while the real audio samples were obtained from genuine 
sources. During data processing, parameters such as the length of the audio files 
and MFCC features were calculated.

The quantitative distribution of fake and real audio samples in the collected 
dataset was analyzed. A bar chart was utilized to illustrate the proportion between 
classes, indicating whether the examined audio files belong to the fake or real 
category. This chart allows for the determination of the balance level within the 
dataset (Figure 5).



43

ISSN 1991-346X                                                                                             1. 2025
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and real audio files was presented in the form of a histogram. This analysis helps to identify certain 
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 The bar chart displays the quantitative distribution of audio samples according 
to fake and real classes, allowing for the assessment of the impact of data imbalance 
on the classification model.

The lengths of the audio files vary over time, and analyzing their distribution 
is crucial for determining the authenticity of the audio. During the study, the 
distribution of lengths for both fake and real audio files was presented in the form 
of a histogram. This analysis helps to identify certain length characteristics typical 
of fake audio.

 
Figure 6. Distribution of Audio Lengths. 

 
 The histogram of audio lengths describes the distribution of lengths for fake and real audio 

samples. This visualization is aimed at identifying potential patterns and differences in audio 
lengths. 

To investigate characteristics specific to fake audio, the Mel-Frequency Cepstral Coefficients 
(MFCC) method was employed. The heatmap of MFCC features illustrates the energy of the audio 
signal across various frequencies, depicting how it changes over time. This visualization of features 
allows for a deeper understanding of the variations within DeepFake audio signals. 
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 This heatmap illustrates how the MFCC features of fake audio signals change over time. 

Analyzing the heatmap revealed differences in the spectral characteristics of fake and real audio 
signals. 

These analysis results provide essential information necessary for training models used to 
reliably detect DeepFake voices. 

To assess the authenticity of audio signals, the Zero-Crossing Rate (ZCR) was employed. ZCR 
is a metric that describes the frequency of moments when the amplitude of the signal crosses zero 
over time, aiding in the identification of the audio's spectral features. Comparing the ZCR 
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 The histogram of audio lengths describes the distribution of lengths for fake and 
real audio samples. This visualization is aimed at identifying potential patterns and 
differences in audio lengths.

To investigate characteristics specific to fake audio, the Mel-Frequency Cepstral 
Coefficients (MFCC) method was employed. The heatmap of MFCC features 
illustrates the energy of the audio signal across various frequencies, depicting how it 
changes over time. This visualization of features allows for a deeper understanding 
of the variations within DeepFake audio signals.
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 The histogram of audio lengths describes the distribution of lengths for fake and real audio 

samples. This visualization is aimed at identifying potential patterns and differences in audio 
lengths. 

To investigate characteristics specific to fake audio, the Mel-Frequency Cepstral Coefficients 
(MFCC) method was employed. The heatmap of MFCC features illustrates the energy of the audio 
signal across various frequencies, depicting how it changes over time. This visualization of features 
allows for a deeper understanding of the variations within DeepFake audio signals. 
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signals. 

These analysis results provide essential information necessary for training models used to 
reliably detect DeepFake voices. 

To assess the authenticity of audio signals, the Zero-Crossing Rate (ZCR) was employed. ZCR 
is a metric that describes the frequency of moments when the amplitude of the signal crosses zero 
over time, aiding in the identification of the audio's spectral features. Comparing the ZCR 

Figure 7. MFCC Features Heatmap.

 This heatmap illustrates how the MFCC features of fake audio signals change 
over time. Analyzing the heatmap revealed differences in the spectral characteristics 
of fake and real audio signals.

These analysis results provide essential information necessary for training 
models used to reliably detect DeepFake voices.

To assess the authenticity of audio signals, the Zero-Crossing Rate (ZCR) was 
employed. ZCR is a metric that describes the frequency of moments when the 
amplitude of the signal crosses zero over time, aiding in the identification of the 
audio’s spectral features. Comparing the ZCR distributions of fake and real audio 
signals allows for the identification of differences in their temporal and spectral 
characteristics.

The histogram of the obtained results shows the distribution of ZCR values 
among the audio samples, indicating that the features of the samples can be utilized 
to determine whether they are genuine or fake.
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distributions of fake and real audio signals allows for the identification of differences in their 
temporal and spectral characteristics. 

The histogram of the obtained results shows the distribution of ZCR values among the audio 
samples, indicating that the features of the samples can be utilized to determine whether they are 
genuine or fake. 

 

 
Figure 8. Zero-Crossing Rate in the histogram. 

 
The histogram displays the distribution of ZCR values, enabling the visualization of differences 

between fake and real audio signals, which aids in determining their authenticity. 
The performance metrics for detecting DeepFake voices using LSTM and CNN models are as 

follows. The results have been compiled in Table 1 below for comparison. 
 

Table 1 – Results of the LSTM and CNN models. 
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This indicates that the model may not always correctly identify fake audio samples. 

The results show that the LSTM model is significantly more effective for detecting DeepFake 
voices, while the CNN model, despite its good performance, lags behind LSTM in terms of 
accuracy. 

The primary findings of the study focus on evaluating the effectiveness of the model used for 
classifying audio files. A key component of the utilized code is the predict_audio function, which 
loads the audio file and computes its MFCC (Mel Frequency Cepstral Coefficients) features to 
make a preliminary assessment with the model. 

Once the audio file is loaded, it is processed at a frequency of 16 kHz using the librosa library. 
The MFCC function is employed to extract the frequency characteristics of the audio signal, 
utilizing 40 coefficients for this feature extraction. As a result, the obtained MFCC array is 
averaged, ensuring high accuracy for the model. 

Figure 8. Zero-Crossing Rate in the histogram.

The histogram displays the distribution of ZCR values, enabling the visualization 
of differences between fake and real audio signals, which aids in determining their 
authenticity.

The performance metrics for detecting DeepFake voices using LSTM and 
CNN models are as follows. The results have been compiled in Table 1 below for 
comparison.

Table 1 – Results of the LSTM and CNN models.
Model Accuracy Precision Recall F1-Score
LSTM 100.00% 1.00 1.00 1.00
CNN 97.50% 0.98 0.97 0.97

The LSTM model demonstrated excellent results across all metrics, achieving 
100% in accuracy, precision, recall, and F1-Score. This confirms the model’s ability 
to accurately and reliably distinguish between fake and real audio.

The CNN model also performed well, but its metrics were slightly lower than 
those of the LSTM model. The CNN achieved an accuracy of 97.50%, a precision 
of 0.98, and a recall of 0.97. This indicates that the model may not always correctly 
identify fake audio samples.

The results show that the LSTM model is significantly more effective for 
detecting DeepFake voices, while the CNN model, despite its good performance, 
lags behind LSTM in terms of accuracy.

The primary findings of the study focus on evaluating the effectiveness of the 
model used for classifying audio files. A key component of the utilized code is the 
predict_audio function, which loads the audio file and computes its MFCC (Mel 
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Frequency Cepstral Coefficients) features to make a preliminary assessment with 
the model.

Once the audio file is loaded, it is processed at a frequency of 16 kHz using 
the librosa library. The MFCC function is employed to extract the frequency 
characteristics of the audio signal, utilizing 40 coefficients for this feature extraction. 
As a result, the obtained MFCC array is averaged, ensuring high accuracy for the 
model.

The code employs the torch library to convert the MFCC array into a PyTorch 
tensor, enabling the model to make predictions. The model operates in eval() mode, 
and predictions are executed within the torch.no_grad() context, eliminating the 
need to compute gradients during the calculations.

The model’s output indicates «Fake» if the prediction equals 1, and «Real» if it 
equals 0. The result for the audio file tested is presented in the format «The audio is 
classified as: {result}.» This functional approach allows for the assessment of audio 
signal quality and their classification, which could be applied in future systems 
designed for individuals with visual and auditory impairments.

Discussion. The study demonstrates that LSTM outperforms CNN for DeepFake 
voice detection, achieving perfect scores in Accuracy, Precision, Recall, and F1-
Score. This highlights LSTM’s strength in handling sequential data, capturing 
subtle temporal patterns that aid in distinguishing real from fake audio. In contrast, 
CNN, while accurate (97.50%), showed slightly lower Precision and Recall due 
to its focus on spatial rather than temporal features, limiting its ability to detect 
intricate patterns in manipulated audio.

These results underscore LSTM’s suitability for DeepFake detection in 
applications like cybersecurity and media verification. Future work could explore 
hybrid models combining LSTM and CNN or test other RNN variants to further 
enhance detection accuracy.

Conclusion. This research utilized various visualization methods to analyze the 
structure and features of audio data, providing essential information for training 
models aimed at detecting DeepFake voices. The dataset consisted of fake and real 
audio files, incorporating the voices of 58 politicians and public figures. While the 
fake audio samples were artificially generated, the real audio samples were sourced 
from authentic references. During the data processing phase, parameters such as 
audio file lengths and MFCC (Mel Frequency Cepstral Coefficients) features were 
computed.

The analysis of the numerical distribution of fake and real audio samples, 
particularly through bar charts, enabled the assessment of balance levels within 
the dataset. Given the varying lengths of audio files over time, analyzing their 
distribution is crucial for evaluating the authenticity of fake and real audio. A 
histogram depicted the distribution of lengths for fake and real audio files, aiding in 
identifying specific length characteristics typical of fake audio.

The MFCC method played a significant role in exploring characteristics specific 
to fake audio. The heatmap of MFCC features allowed for a deeper understanding 
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of the changes within DeepFake audio signals. Additionally, the Zero-Crossing Rate 
(ZCR) metric was employed to assess the authenticity of audio signals, helping to 
identify differences in the temporal and spectral characteristics of fake and real 
audio signals.

Utilizing LSTM and CNN models, the results of the DeepFake voice detection 
indicated that the LSTM model achieved an accuracy of 100%, while the CNN 
model was rated at 97.50% accuracy. The findings demonstrated that the LSTM 
model is significantly more effective in detecting DeepFake voices, while the CNN 
model, despite its commendable performance, lagged behind in terms of accuracy.

Overall, the research focused on evaluating the effectiveness of the models 
used for classifying audio files, ultimately proposing methodologies for reliably 
detecting DeepFake audio signals. The data obtained can be applied in systems 
designed for individuals with visual and auditory impairments, enhancing the 
process of assessing audio signal authenticity and improving information retrieval.
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