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Abstract. In an era marked by rapid technological evolution, especially 
within cloud computing and container orchestration, the security of systems like 
Kubernetes is paramount.  In this study, we investigate the security architecture of 
Kubernetes, emphasizing both its strengths and vulnerabilities. We analyze the core 
components—such as the master node and worker nodes – highlighting their roles in 
maintaining scalability and resilience in containerized environments. Our research 
further explores the various security challenges, including misconfigurations and 
vulnerabilities identified in recent CVEs (Common Vulnerabilities and Exposures), 
and the potential impact these issues have on Kubernetes deployments. A significant 
portion of the analysis is dedicated to recent developments in Kubernetes security, 
such as the introduction of Kubernetes 1.29 and the Kubernetes Gateway API. 

A critical part of our analysis is the comparative evaluation of security tools, 
including Kube-bench, Sonobuoy, and Kube-hunter. These tools are assessed based 
on criteria such as usability, customization options, performance overhead, and 
integration capabilities. Our findings suggest that while these tools provide essential 
security features, there is still a gap in comprehensive, automated solutions that can 
address the dynamic and complex nature of Kubernetes environments.

The study offers valuable insights into the current state of Kubernetes security 
and suggests future directions for research, including the development of AI-driven 
security solutions that can proactively detect and mitigate threats. 
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Аннотация. Бұлтты есептеулер мен контейнерлерді оркестрациялаудың 
қарқынды дамыған дәуірінде Kubernetes сияқты жүйелердің қауіпсіздігі бірінші 
орында тұрады. Бұл зерттеуде біз Kubernetes-тің қауіпсіздік архитектурасын, 
оның күшті және әлсіз жақтарын зерттейміз. Біз негізгі компоненттерді 
– мастер (master node)  және жұмыс нодтарын (worker nodes) талдай 
отырып, олардың контейнерленген ортада масштабталу мен орнықтылықты 
сақтаудағы рөлін айқындаймыз. Зерттеу барысында конфигурациялардың 
қателіктері мен соңғы CVE (Common Vulnerabilities and Exposures) арқылы 
анықталған осалдықтар сияқты қауіпсіздік қиындықтары қарастырылады, 
сондай-ақ бұл мәселелердің Kubernetes ортасына әсері талданады. Зерттеудің 
маңызды бөлігі ретінде, Kubernetes 1.29 және Kubernetes Gateway API сияқты 
қауіпсіздік саласындағы соңғы жетістіктер талқыланады. 

Біздің талдауымыздың маңызды бөлігі Kube-bench, Sonobuoy және 
Kube-hunter сияқты қауіпсіздік құралдарының салыстырмалы бағалануына 
арналады. Бұл құралдар қолайлылық, баптау мүмкіндіктері, өнімділікке 
әсері және интеграциялау мүмкіндіктері сияқты критерийлер бойынша 
бағаланады. Зерттеу нәтижелері көрсеткендей, бұл құралдар негізгі қауіпсіздік 
функцияларын қамтамасыз еткенімен, Kubernetes ортасының күрделі және 
динамикалық табиғатын шешуге арналған кешенді автоматтандырылған 
шешімдердің жетіспеушілігі бар.

Зерттеу Kubernetes қауіпсіздігінің қазіргі жағдайы туралы құнды ақпарат 
береді және болашақ зерттеулерге бағыттар ұсынады, оның ішінде қауіптерді 
белсенді түрде анықтап, жоюға мүмкіндік беретін жасанды интеллектке 
негізделген қауіпсіздік шешімдерін әзірлеуге бағыттар ұсынады. 

Түйін сөздер: Kubernetes, архитектура, қауіпсіздік, масштабталу, 
контейнерленген қосымшалар, конфигурация қателіктері.
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Аннотация. В эпоху быстрого технологического развития особенно 
в сфере облачных вычислений и оркестрации контейнеров, безопасность 
систем, таких как Kubernetes, имеет первостепенное значение. В этом 
исследовании мы рассматриваем архитектуру безопасности Kubernetes, 
акцентируя внимание как на её сильных сторонах, так и на уязвимостях. 
Мы анализируем основные компоненты — такие как главные узлы (master 
node) и рабочие узлы (worker nodes), подчеркивая их роль в поддержании 
масштабируемости и устойчивости в контейнеризованных средах. Наше 
исследование также затрагивает различные проблемы безопасности, включая 
неправильные конфигурации и уязвимости, выявленные в последних CVE 
(Common Vulnerabilities and Exposures), и потенциальное влияние этих 
проблем на развертывания Kubernetes. Значительная часть анализа посвящена 
последним достижениям в области безопасности Kubernetes, таким как 
введение Kubernetes 1.29 и Kubernetes Gateway API. 

Ключевым элементом нашего анализа является сравнительная оценка 
инструментов безопасности, включая Kube-bench, Sonobuoy и Kube-hunter. 
Эти инструменты оцениваются на основе таких критериев, как удобство 
использования, возможности настройки, нагрузка на производительность и 
интеграционные возможности. Наши результаты показывают, что, несмотря 
на наличие важных функций безопасности, существует разрыв в комплексных 
автоматизированных решениях, способных справляться с динамической и 
сложной природой Kubernetes-сред. 

Исследование предлагает ценные инсайты в текущее состояние 
безопасности Kubernetes и предлагает направления для будущих исследований, 
включая разработку решений безопасности на основе ИИ, способных 
проактивно обнаруживать и устранять угрозы. 
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Introduction. In today’s rapidly advancing digital landscape, the need for robust 
and adaptable security measures has never been more critical. With the proliferation 
of cloud computing and containerization, Kubernetes has emerged as a cornerstone 
technology, offering unparalleled flexibility, scalability, and automation in managing 
cloud-native applications. In their comprehensive review, (Senjab, et al., 2023) 
describe Kubernetes as an open-source platform that simplifies the deployment, 
scaling, and management of containerized applications by automating infrastructure 
tasks. However, this evolution has brought about significant challenges, particularly 
in ensuring the security and integrity of Kubernetes environments. The primary 
goal of this review is to explore the architecture of Kubernetes, identify its inherent 
security challenges, and propose advanced methods for mitigating these risks. By 
addressing these concerns, our work aims to provide a comprehensive understanding 
of how to protect containerized applications and infrastructures effectively.

The problem at hand revolves around the increasing complexity and dynamic 
nature of Kubernetes environments, which introduces various vulnerabilities that 
could be exploited by malicious actors. Our hypothesis is that by implementing 
continuous monitoring, advanced vulnerability management, and leveraging 
cutting-edge security tools, it is possible to significantly enhance the security of 
Kubernetes deployments. To test this hypothesis, we have conducted an extensive 
review of existing literature, analyzed the latest developments in Kubernetes 
security, and evaluated various security tools. This study not only synthesizes 
current knowledge but also identifies gaps and opportunities for further research, 
particularly in the application of AI and machine learning to proactively detect and 
mitigate security threats.

Kubernetes Architecture
Kubernetes is architected to provide a highly modular, scalable, and resilient 

environment for orchestrating containerized applications across a distributed 
network of computers. This section delves into the intricacies of Kubernetes’ 
architecture.

In the paper, (Karim, et al., 2020) describe Kubernetes as an advanced container 
orchestration platform designed to automate the management of containerized 
applications. The platform’s architecture is centered around a master-worker model, 
where the master node manages the cluster’s state and orchestrates workloads, 
while the worker nodes execute the containerized tasks. This architecture, built 
on RESTful APIs and a highly modular design, allows Kubernetes to efficiently 
manage large-scale, distributed applications.

The Kubernetes architecture is designed to provide a flexible and extensible 
environment for deploying and managing containerized applications across a 
cluster of computers (Fig. 1).
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Figure 1. The architecture of a Kubernetes cluster

(Vohra, 2016) provides a detailed exploration of Kubernetes’ architecture, 
focusing on its integration with Docker to manage microservices efficiently. The 
book highlights Kubernetes’ modular and scalable nature, making it a robust choice 
for managing complex cloud-native applications.

Master Node: The control plane’s brain, the master node, oversees the cluster’s 
state, manages replication, and orchestrates rolling updates. Key components like 
the kube-scheduler and kube-controller-manager work in tandem to optimize 
resource allocation and ensure self-healing capabilities within the cluster (Thota, 
2018). Worker Nodes: Serving as the data plane, worker nodes execute the 
containerized workloads. Each node, managed by the master, runs multiple pods 
through essential services such as kubelet and kube-proxy. These nodes ensure 
that the desired state defined by the master is continuously maintained, providing 
resilience and scalability to the Kubernetes environment.

Kube-scheduler. Determines where workloads should run based on what it thinks 
is the optimal node. It uses filtering and scoring to make this decision (Rosso, et al., 
2021). Factors taken into account for scheduling decisions include: individual and 
collective resource requirements, hardware/software/policy constraints, affinity and 
anti-affinity specifications, data locality, inter-workload interference, and deadlines 
(Kubernetes Components, 2024). 

Kube-controller-manager. Kube-controller is a daemon for self-healing. It is 
responsible for noticing and responding when nodes go down. It watches etcd for 
changes to objects such as replication, namespace, and service account controller 
objects, and then uses the API to enforce the specified state. Kube-controller makes 
sure the correct number of replications requested exist in the cluster. For example, 
when a user requests of the system to scale the application into ten instances kube-
controller-manager makes sure that if one or more of them go down to spawn 
replacements, so that the requested number, matches the actual number of pods and 
the application is running on full capacity (Mytilinakis, 2020).
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Cloud-controller-manager. A daemon with similar purpose to kube-controller-
manager, but instead of focusing on components within Kubernetes, it focuses 
on maintaining alignment with the cloud platform that is hosting the Kubernetes 
cluster. It was originally in the kube-controller manager but because every cloud 
provider release at a different pace it became a cloud vendor dependent project that 
gave the cloud providers flexibility in the evolution of IT (Mytilinakis, 2020).

Etcd is a highly-consistent, distributed key-value store that hosts the cluster’s 
state and the all the API objects. In Kubernetes, objects stored in etcd are solely 
accessed through the api-server (Karim, et al., 2020). Etcd leverages gPRC and TLS, 
used to store the most sensitive data within a cluster. By default, TLS is enabled 
including an optional authentication of the client with a certificate (Mytilinakis, 
2020).

Kube-apiserver is the gateway and the glue that connects the distributed 
components together. It receives HTTP RESTful requests, validates the objects and 
pushes them to etcd. It also provides the front-end to the cluster’s shared state 
through which all the other components interact. DevOps can interact with the API-
server either by invoking directly the HTTP API or through a CLI wrapper, entitled 
kubectl (Karim, et al, 2020). The primary interaction point for all Kubernetes 
components and users. This is where we get, add, delete, and mutate objects. The 
API server delegates state to a backend, which is most commonly etcd (Rosso, et 
al., 2021).

Kubelet. The on-host agent that communicates with the API server to report 
the status of a node and understand what workloads should be scheduled on it. 
It communicates with the host’s container runtime, such as Docker, to ensure 
workloads scheduled for the node are started and healthy.

Kube Proxy. Implements Kubernetes services providing virtual IPs that can 
route to backend Pods. This is accomplished using a packet filtering mechanism on 
a host such as iptables or ipvs  (Rosso, et al., 2021).

This architecture, while robust, introduces several challenges, particularly in 
maintaining security and managing network traffic across dynamic and distributed 
environments. The following sections will explore the security challenges inherent 
in Kubernetes’ architecture and propose potential solutions to mitigate these risks.

Materials and Methods
In this study, a comprehensive literature review was conducted to analyze 

the existing security tools for Kubernetes. The selection criteria for these tools 
included their relevance to Kubernetes environments, their popularity within the 
community, and their ability to address identified security gaps. The evaluation of 
these tools focused on several critical parameters: installation complexity, usability, 
customization options, performance overhead, and integration capabilities.

The methodology also included a systematic comparison of these tools against 
established security benchmarks such as the CIS Kubernetes Benchmark and the 
NIST cybersecurity framework. Additionally, the impact of these tools on the overall 
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security posture of Kubernetes environments was analyzed through hypothetical 
scenarios that reflect real-world security challenges.

Kubernetes Vulnerabilities
Kubernetes, while offering scalability and flexibility, introduces complex 

security challenges, especially concerning vulnerabilities. In the article emphasizes 
the importance of securing each deployment layer, from Docker containers to 
Kubernetes nodes, to prevent potential breaches (Vohra, 2016). The rise in identified 
vulnerabilities, with a 440% increase between 2018 and 2023, underscores the 
expanding attack surface and the critical need for continuous monitoring and timely 
patching (Kubernetes vulnerabilities in 2023).

For example, Martin and Hausenblas provide a comprehensive analysis of 
various attack vectors within Kubernetes, such as CVE-2023-5528, where users 
can escalate privileges on Windows nodes, and CVE-2023-2728, which allows 
bypassing the mountable secrets policy (Martin, et al, 2021). This analysis 
highlights the growing complexity of Kubernetes environments and the necessity 
of robust security practices.

Security Tools for Kubernets
Based on the findings from the literature review, we identified a list of essential 

security tools that are commonly used in Kubernetes environments. The tools 
were categorized into several groups, including image scanning, network security, 
runtime monitoring, and auditing. Criteria for selection included the tool’s relevance, 
popularity, and coverage of the identified security gaps in Kubernetes deployments.

The security landscape for Kubernetes is vast, with various tools designed to 
address specific vulnerabilities and challenges. These tools can be categorized 
based on their primary functions within Kubernetes environments (Table 1) (Top 
10 Kubernetes Security Tools in 2023).

Table 1 – Categories of Kubernetes Security Tools
Categories Security tools
Kubernetes image scanning and static analysis Clair 

Checkov 
Security during execution Falco 
Kubernetes Network Security Calico 

Cilium 
Istio 

Image sharing and secret management Vault 
Kubernetes Security Audit Kube-bench 

Kube-hunter 
Kubeaudit 
KubeLinter 
Open Policy Agent 

Comprehensive commercial products Aqua Security 

Each tool plays a crucial role in strengthening the security posture of a 
Kubernetes environment. For example, Kube-hunter is designed to identify 
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potential vulnerabilities by simulating attacks within the Kubernetes environment, 
making it a valuable asset in preemptively detecting security flaws. On the other 
hand, Clair is particularly effective for static analysis and image scanning, helping 
to ensure that container images are free of known vulnerabilities before deployment.

As we move deeper into securing Kubernetes environments during runtime, 
Falco emerges as a powerful tool that continuously monitors container activity, 
detecting anomalous behavior that could indicate a security breach. Similarly, 
Calico and Cilium provide robust network security by implementing policies 
that control the communication between containers, ensuring that only authorized 
traffic flows within the cluster.

Given the critical nature of secret management and image sharing in Kubernetes, 
tools like Vault offer a secure method for managing sensitive information such as 
API keys and passwords, mitigating the risk of unauthorized access. Additionally, 
Kubernetes security auditing tools, including Kube-bench and Kubeaudit, provide 
a comprehensive overview of cluster security by assessing configurations against 
established benchmarks.

Recent studies have demonstrated the effectiveness of these tools in identifying 
and mitigating security risks within Kubernetes clusters. For instance, Alqarni 
explored the integration of zero-knowledge encryption within Kubernetes to 
enhance privacy and protect against cloud service provider threats (Alqarni, (2023).

Furthermore, Van der Slik and Wiersma evaluated alternative admission 
controllers like Gatekeeper and Kyverno, which have been proposed as replacements 
for the deprecated Pod Security Policies (PSP). Their research underscores the 
importance of selecting the right security tools to maintain a secure Kubernetes 
environment (van der Slik, et al., 2021).

In the study (Budigiri, et al., 2021), the authors evaluate performance overheads 
of eBPF-based solutions by Calico and Cilium, and analyze the security of network 
policies, highlighting security threats to network policies and outline corresponding 
state-of-the-art solutions. Their assessment shows that network policies are a suitable 
low-overhead security solution for low-latency inter-container communication.

Recent Developments in Kubernetes Security
The security landscape of Kubernetes has witnessed significant advancements 

aimed at addressing both existing and emerging threats. These developments 
emphasize proactive approaches, enhancing both detection and prevention 
capabilities within Kubernetes environments.

One such advancement is the introduction of WARP, a proactive attack 
mitigation approach proposed by Bagheri et al. WARP integrates seamlessly 
with Kubernetes, enabling the prediction of potential attack paths and triggering 
non-disruptive mitigation actions before these threats can escalate. This 
approach represents a shift from reactive to proactive security measures, crucial 
in maintaining the integrity of Kubernetes deployments​ (Bagheri, et al., 2023). 
Similarly, Dell’Immagine et al. introduced KubeHound, a tool designed to detect 
‘security smells’—subtle indicators of potential security issues within Kubernetes 
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deployments. KubeHound’s ability to identify issues such as insufficient access 
control and hardcoded secrets is vital for maintaining secure and compliant 
Kubernetes environments (Dell’Immagine, et al., 2023). 

The dynamic and scalable nature of Kubernetes clusters introduces unique 
security challenges, particularly in managing network connectivity and enforcing 
security policies across containerized applications. Verma emphasizes the necessity 
of implementing robust network security policies within Kubernetes environments, 
particularly through the integration of Container Network Interface (CNI) plugins. 
His research demonstrates how tools like port scanners can identify potential 
vulnerabilities, which can then be mitigated through carefully crafted network 
policies that enforce secure communication between containers. These insights are 
critical for developing a comprehensive security strategy that adapts to the evolving 
threat landscape in cloud-based deployments (Verma, 2024). 

Understanding and securing the connectivity between microservices in 
Kubernetes clusters is critical to maintaining a robust security posture. Bufalino 
et al. introduced Kubesonde, a tool specifically designed to analyze microservice 
connectivity within Kubernetes deployments. By utilizing a probing methodology 
that operates with minimal impact on performance, Kubesonde can reveal dis
crepancies between declared and actual microservice connectivity, highlighting 
potential security gaps. Their analysis of 200 cloud applications demonstrated that 
over 60% exhibited connectivity inconsistencies, emphasizing the need for more 
stringent network isolation practices in Kubernetes environments (Bufalino, et al., 
2023).

The release of Kubernetes 1.29, named Mandala ( Mandala, 2024), marks a 
pivotal advancement in Kubernetes security. This version introduces significant 
features like KMS V2 encryption at rest and support for nftables, enhancing both 
security and resource management. These updates, particularly the introduction of 
sidecar containers and refined access controls, are crucial for bolstering the security 
and performance of modern cloud-native applications​. These updates are crucial 
for maintaining the security and performance of modern cloud-native applications.

Additionally, the Kubernetes Gateway API, now generally available, offers 
significant advantages over traditional network ingress controllers, particularly 
in terms of flexibility and enhanced traffic management. Joslyn explains that the 
Gateway API allows for more precise routing and better integration with service 
meshes, which is essential for modern, scalable applications. This development 
highlights a shift towards more dynamic and secure traffic management solutions 
in Kubernetes environments (Joslyn,  2024). 

These developments underscore a broader trend towards more dynamic and 
integrated security solutions within Kubernetes. As the platform continues to 
evolve, so too must the strategies employed to secure it, ensuring that Kubernetes 
remains resilient against both current vulnerabilities and future threats.

Results and Discussion
The comprehensive analysis of various Kubernetes security tools, presented in 
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Table 2, provides critical insights into their applicability across different security 
needs within Kubernetes environments. Each tool has been evaluated based 
on criteria such as installation complexity, usability, customization options, and 
performance overhead, which are crucial factors when considering the deployment 
of these tools in real-world scenarios.

Table 2 – Comparative analysis of Kubernetes security tools
Criteria Kube-bench Test-infra Sonobuoy Power-

fulSeal
Kubesonde KubeHunter Istio

Primary 
Focus

Security 
compliance 
(CIS 
Benchmark)

Cluster testing 
(including 
security)

Confor-
mance & 
custom 
testing

Chaos 
Engineering

Network 
security 
policies

Vulnerability 
scanning

Service mesh 
for micro-
services

Installation 
Complexity

Easy (local or 
Docker)

Requires 
Prow CI/CD 
knowledge

Modular, 
plugin-
based

Configurable 
via 
ConfigMap

Medium 
(Kubernetes 
& network 
security)

Moderate 
(container/
Python source)

Moderate 
(requires 
networking 
knowledge)

Usability Simple CLI Sophis-ticated, 
with a learning 
curve

Usable, 
but custom 
Docker 
image 
needed

Easy to 
configure

Designed for 
developers/
admins

User-friendly 
CLI

User-
friendly, 
with CLI & 
dashboard

Custo-
mization 
Options

Limited 
security 
checks

Extensive 
plugins

High, via 
custom 
plugins

Configurable 
checks

Customizable 
probing 
scenarios

Customizable 
scans (internal/
external)

Extensive 
(traffic/
security 
policies)

Testing 
Scenarios

СIS 
Benchmark

Varied 
(security, 
integration)

Confor-
mance & 
custom

Chaos tests 
(kill pods/
nodes)pods/
nodes

Probing 
connectivity 
(internal/
external)

Vulnerability & 
misconfiguration 
scans

Fault 
injection, 
traffic 
shifting

Performance 
Overhead

Minimal; tests Depends on 
selected jobs

Varies (up 
to an hour)

Continuous, 
configurable 
intervals

Minimal Minimal Minimal to 
moderate

Integration CI/CD 
pipelines

CI/CD 
integration

CI/CD 
integration

Monitoring 
integrations

Continuous 
monitoring

CI/CD 
integration

Strong 
(CI/CD, 
observability 
tools)

Reporting Detailed 
reports

TestGrid 
dashboard

Requires 
detailed 
analysis

Continuous 
feedback 

Connectivity 
graphs

Detailed reports, 
no built-in 
visualization

Metrics, 
logs, traces 
(Grafana, 
etc.)

Security 
Features

Identifies 
miscon-
figurations

Security 
testing 
scenarios

Confor-
mance 
compliance

System 
resilience 
testing

Connectivity 
security 
analysis

Identifies 
vulnerabilities

Mutual 
TLS, access 
controls

Community 
Support and 
Updates

Actively 
maintained

Supported by 
Kubernetes 
community

VMware-
supported, 
regularly 
updated

Active, 
focused 
on chaos 
engineering

Open-source, 
active 
community

Open-source, 
regular updates

Very active, 
frequent 
updates

The analysis of Kubernetes security tools revealed several key insights. While 
tools like Kube-bench and Kube-hunter are effective for identifying vulnerabilities 
and compliance issues, they have notable limitations. For instance, Kube-bench 
primarily focuses on static configuration checks and does not provide real-time 
monitoring capabilities. This limits its effectiveness in dynamic environments 
where security configurations may change frequently.

Similarly, Kube-hunter, despite its strength in simulating attack scenarios, lacks 
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integration with continuous deployment pipelines, which makes it less suitable 
for environments with rapid deployment cycles. This tool also has limitations in 
identifying complex misconfigurations related to Kubernetes network policies, 
which are critical for preventing lateral movement of attacks within clusters.

One significant gap identified in the current toolset is the lack of comprehensive 
automated solutions that integrate both runtime monitoring and static analysis. 
Most existing tools focus on either one or the other, which can lead to security blind 
spots in environments where threats evolve rapidly.

To address these gaps, we propose a framework that combines the capabilities 
of multiple tools to create a more comprehensive security solution. This framework 
leverages real-time monitoring tools like Falco in conjunction with static analysis 
tools like Clair to provide a more holistic view of the security posture. Furthermore, 
we suggest integrating these tools with AI-driven threat detection systems that can 
predict and mitigate potential security issues before they escalate.

Conclusion
This study highlights the need for a more integrated approach to Kubernetes 

security. While existing tools provide valuable functionalities, they often operate 
in isolation, leading to potential security gaps. Our comprehensive analysis 
demonstrates that current solutions, such as Kube-bench and Kube-hunter, are 
effective in identifying specific vulnerabilities but lack the capability to provide 
real-time monitoring and proactive threat mitigation.

The primary scientific contribution of this study is the development of an 
integrated security framework that combines the strengths of existing tools while 
addressing their limitations. By leveraging real-time monitoring tools like Falco 
and static analysis tools like Clair, we propose a holistic approach to securing 
Kubernetes environments. This framework not only improves the detection and 
mitigation of security threats but also offers a structured methodology for selecting 
and deploying security tools in dynamic Kubernetes environments.

Future research should focus on refining and validating the proposed framework 
in diverse Kubernetes environments. Additionally, exploring the integration of AI-
driven threat detection systems could further enhance the framework’s capabilities, 
enabling proactive threat management and automated responses to emerging 
security challenges.
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