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SPEAKER IDENTIFICATION USING DISTRIBUTION-PRESERVING
X-VECTOR GENERATION
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Abstract. With the increasing use of voice assistants and conversational
language interfaces, serious concerns have arisen regarding the privacy of voice
data. In our work, we propose an x-vector-based identification and authentication
system to mitigate the risk of attacks on voice data. This method modifies the
speaker’s pitch and accent information from the original speech signal. In this work,
we present a voice recognition system that better supports the natural diversity
of voices than previous approaches. By maintaining this diversity and using a
generative model to learn and select properties of the x-vector space, we show
that this method better captures the distribution of similarities between pseudo-
vectors. In our work, we also propose to use a forced inequality that allows the
speaker to ensure that the anonymous voice they produce is not too similar to their
own voice. The proposed method allows to obtain a natural-sounding anonymous
voice in addition to the unidentified voice. However, it provides a relative EER
improvement of up to 19.30% for identified anonymous registration-test pairs. We
observed that anonymous words have adequate intelligibility and natural speech in
addition to good speaker identification. Our method can be easily integrated with
others as a matching component of the system and eliminates the need for voice
separation for use during matching.

Keywords: voice identification, voice privacy, x-vector
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AnHoTanus. JlaypICTRIK KOMEKIIJIEp MEH ceilyiecy TUTiHIH MHTEepdeicTepin
KOJIJITAaHYJIbIH apTybl JaybICTBIK JIEPEKTEPiH KYMUSUIBUIBIFbIHA KATBICTBHI YJIKCH
aTaHIayIIBUTBIK TYABIPABL. MaKaaaa 1aybICTHIK IepEeKTepre MIa0dyhll skacay KayIiH
a3aiiTy YIIIH X BEKTOpPbIHA HETI3ACITeH COWKECTEHAIPY KOHE ayTCHTH(HKALUs
JKyHeciH YehiHaMBbI3. byit onmic ceiyieyiHiH I6I0bIC IEHTei MEH EKITiH aKIapaThIH
Oacramkbl CeiJiey CHTHAJIBIHAH ©3TepTelli. 3epTTeyiae 0i3 allIbIHFBI TIciiuepre
KaparaHaa JaybICTapIbIH TaOWFU OPTYPJIUIITIH KAKCHIPAK KOJNIANWTBIH JayBICTHI
TaHy XKYWECiH YChiHaMbI3. OChl OPTYPIIUIIKTI CaKTall OTBIPHIN KOHE X-BEKTOPJIBIK
KEHICTIKTIH KACHETTEPiH 3epTTEY )KOHE TaHIay YIITiH TeHepaTUBTI MOJIEIThI1 KO TaHa
OTBIPBII, OYJI 9JIiC JKaJIFaH BEKTOPJIAP apachIHIarbl YKCACTBIKTAPABIH TapallyblH
TOMEHJCTETIHIHE KO3 JKeTKi3mik. CoHpai-ak IWHAMHUKKE OJlap IIbIFapaThiH
AQHOHUMJII JTAyBICTBIH ©3 JaybIChIHA THIM YKCac OOJIMayblH KaMTaMachl3 €Tyre
MYMKIHAIK OepeTiH MOyl TeHCI3AIKTI maiaanaHyabl YChIHAMbI3. ¥ CHIHBIIIFAH
omic Oenrici3 AaybICKa KOCHIMINA TaOWUFU JBIOBICTHI AaHOHHUMJI JaybICTBI allyFa
MYMKIiHAIK Oepeni. Anaiina, Oy aHBIKTaJIFaH aHOHUM/II TiPKEy-TeCTIIey KYNTaphl
YIIiH canbicThipMansl Typae 19,30% - ra neiiin jkakcapTyabl KAMTaMachl3 €TeIi.
AHOHMM/II CO3CP/IH COMICYIIiHI JKAaKChl COMKECTCHIIpPYACH 0Oacka, TYCIHIKTI
JKOHE TaOWFU CeIUIeHTIHIH Oalikaablk. Bi3miH ofic KyHeHiH coiikec Kypamjac
Oeutiri peringe OackamapMeH OHaW OIpIKTIPiIyl MYMKIH jKOHE COMKECTIK Ke3iHJe
naiganaHy YIiH JaybICThl 06Ty KaKETTUTITIH OO IbIpMaiIb.

Tyiiin ce3mep: naybICThI COMKECTEHIIPY, AaYBICTHIK KYMHSIBUIBIK, X-BEKTOD.
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AHHOTAIIHA. C pocToM HCHOJB30BAaHUSI TOJOCOBBIX IIOMOIIHHKOB U
Pa3TOBOPHBIX  SI3BIKOBBIX ~ HMHTEP(EHCOB BO3HHUKIM CEPhE3HBIC  ONACCHHS
OTHOCHTEIHHO KOH(DHIEHIIMAILHOCTH TOJIOCOBBIX JIaHHBIX. B Hamrelr pabote Mbl
mpejyiaraeM CUCTeMY WICHTU(DUKAIMK W ayTCHTU(UKAIMU C HCIOJIh30BAHUEM
X-BEKTOpPOB, YTOOBI CHU3UTh PUCK aTaK Ha TOJOCOBBIC JaHHBIC. JTOT METOJ
M3MEHSET MHPOPMAIIMIO O TIOJE€ M aKIICHTE TOBOPSIIETO W3 MCXOJHOTO PEYCBOIO
curHaia. B aToit paboTe MbI IpeicTaBiIsieM CHCTEMY PAaCIIO3HABAHHS FOJIOCa, KOTOpast
Jy4IIe TOAJIEPKUBACT €CTECTBEHHOE Pa3HOOOpa3ue rojocoB, YeM TPEAbIAYIIHE
nogxofpl. [lognepkuBast 3To0 pasHOOOpa3Ue W HUCIONB3Yysl TCHEPATUBHYIO MOCIh
JUTSL U3yUYSHUSI U BBIOOpa CBOMCTB MPOCTPAHCTBA X-BEKTOPOB, TIOKA3bIBAsI, YTO 3TOT
METOJI JIydllle OTPa’kaeT pacIlpelesiecHue CXOACTB MEXAY IceBIOBEeKTOpamu. B
Harrel paboTe TakXke IpeJiaraeM HCIOIb30BaTh MPUHYAUTEIHPHOE HEPABEHCTRBO,
KOTOpPOE TIO3BOJISIET TOBOPSIIEMY TapaHTUPOBATh, YTO MPOU3BOJUMBIN UM
AHOHMMHBIH T'OJIOC HE CJIMIIIKOM II0X0K Ha €ro COOCTBEHHBIH T'0I0C.

[Ipennaraemplii  MeTOA TO3BOJISET MOIYYUTh €CTECTBEHHO 3BydYalluid
QHOHUMHBIA TOJIOC B JIOMOJHEHHWE K HEOMO3HAHHOMY Trojiocy. Tem He
MeHee, 3TO obecreunBaeT OTHOcuTenbHOe yayuiienne EER mo 19,30% mms
UACHTU(DUIIUPOBAHHBIX AHOHUMHBIX Iap PETUCTPANUSA-TECT. MBI 3aMETHIIH, YTO
AHOHUMHBIC CJI0Ba OONAJIAIOT a/IEKBATHOW Pa30OPUYUBOCTHIO M €CTECTBEHHOCTHIO
peuH B JIOTIOJIHEHUE K XOPOIIeH niaeHTu(UKauu ropopsimiero. Hamr MeTox MoxxHO
JIETKO UHTETPUPOBATH C APYTUMU B KQYECTBE COMTIACYIOIIETO KOMITIOHEHTA CUCTEMBbI
U YCTpaHSET HeOOXOJUMOCTh pa3JIelICHHUs TOJIOCOB JUIS UCIIOJIb30BaHUS BO BpeMs
comTacoOBaHMSI.

KaroueBbie c10Ba: roiocoBast HIeHTHPUKAIHS, KOHQHUIESHIINAILHOCTh roI0ca,
X-BeKTOp.

Introduction. Speech is widely used as a powerful form of communication
between humans and several automated systems. With the advancement and
ease of voice biometrics and voice assistants, people are using them for online
banking, security, meeting transcription, online shopping and more is used for
(Chen, et al, 2018). However, voice data may include passwords, age, gender,
health status, geographic origin and more, for example, the speaker has sensitive
and personal information that may threaten the privacy of the speaker (Liu, et al,
2018). Therefore, the General Data Protection Regulation pays special attention
to the protection of personal data, including speech data (Arik, et al, 2018). There
are several ways to protect the speaker data in the speech signal: cryptographic
methods, de-identification, pseudonymization and anonymization of speech (Arik,
et al, 2018) A system that includes this method is called a voice privacy system
(Tomashenko, et al, 2020). Speaker identification is the process of hiding or
changing the identity of the speaker so that the speech sounds as if it is spoken by
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another speaker (i.e., a pseudo-speaker) without affecting the linguistic content. The
unpublished voice of the user is fed to the system and the resulting speech signal
is called the test speech of the fake speaker. Some of these studies include methods
based on voice transformation, voice mask, voice path length normalization
based on voice transformation, and noise addition (i.e., pink noise). J.Qian et al.
proposed a de-identification approach using a dual-frequency distortion feature,
voice mask. Moreover, it was observed that the age and gender of the speaker
could be manipulated to anonymize the speech signal. To achieve this, J.Piribill
et al. varied the fundamental frequency (i.e., F ), the first four formant frequencies
(i.e., F, to F,), and the corresponding -3 dB bandwidth (i.e., B, to B,), which
carries speaker-specific information, especially the higher formant frequencies.
Fang et al. proposed that the speaker embedding (x-vector) is modified after it
is separated from the language content (i.e., F ). The modified x-vector is then
used with the source language features to generate anonymized voice using the
Neural Source Filter (NSF) model. This approach is presented as the basis of the
Voice Privacy Challenge organized during INTERSPEECH 2020. Recently, the
study by Mawalim et al. further improved this x-vector and NSF-based approach
by modifying the singular value of the x-vector. Both approaches require a pool
of x-vectors to obtain an anonymized x-vector. Generative Adversarial Networks
(GANSs) are mainly proposed to estimate the probability density function of the
underlying data. They have many variations that have proven effective in several
key areas. One such system is the DNN x&i vector, which is popular in voice
transformation. The translatability of DNN features from one domain to another
makes it a suitable candidate for the anonymization approach in our proposed study.
Therefore, we used the x-vector to adapt the features of male and female speakers.
We also studied the effect of combining the proposed approach with the underlying
system - identification and authentication.

Voice Identification. Speaker privacy is not a new concept, work on protecting
and encrypting voices has been around for decades, dating back to the analog
processing era (Cox, et al,1987). This physical anonymization has its uses, but
approaches that work at this level either do not mask the voice itself, such as by
adding a signal to existing audio (MawmbipOaes, et al, 2021), or make the audio
unintelligible without a decryption key, preventing other legitimate uses.

This work focuses specifically on identification, which suppresses personally
identifiable attributes of the speech signal but leaves all other aspects intact. Past
work in this area includes using voice mapping to transform voices into a specific
speaker identity (Mamyrbayev, 1.0., 2021), or using a convolutional neural network
(CNN) to transform each speaker into a new anonymized voice created as a function
of a set of mapping functions between the original voice and a database of voices
(Kalimoldayev, et al, 2020). The level of anonymity offered by previous work is
not immediately clear, so the Voice Identification and Authentication Framework
was created to evaluate systems with common data sets, protocols, and metrics
(Hashimoto, et al, 2016).
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The Voice Identification and Authentication Framework provides the foundation
for this work and defines a specific goal, data set, and metrics for evaluating and
comparing voice anonymization systems. The problem seeks a solution to a scenario
in which “speakers want to hide their identity while simultaneously achieving all
other subgoals” (Kalimoldayev, et al, 2020). This is done by turning the speaker
into a fake speaker, a new identity for the original speaker.

The following system requirements are imposed on the task to achieve the lower
goals: (a) the shape of the output speech waveform, (b) maximal concealment of the
speaker’s identity, (c) as little distortion of other speech characteristics as possible,
possibly (d) all test words from a given speaker spoken by a single pseudo-speaker
are guaranteed to appear, and test words from different speakers appear to be
spoken by different pseudo-speakers. The task provides a common set of permitted
data sets.

Attack Framework. The problem assumes that attackers have access to one
or more anonymous test words and possibly to the original or hidden registration
words for each speaker. The threat model states that the attacker cannot access
the identification system used by the user. Although our proposal works within
this threat model, we do not believe that this assumption is necessarily the most
appropriate for a voice recognition system. In fact, security assumes that the
attacker knows the details of the system (Kerkhoff’s principle).

Architecture of the x-vector model

Rationale. The design of our system is based on the same approach as in (Jin,
etal, 2009). F. Bahmaninezhad et al. proposed three methods for generating pseudo
x-vectors: nearest speakers, random sampling, and range sampling. The basic
identification and authentication system uses a variant of the last of these methods,
choosing the outermost x-vector and then averaging their random selection.
The rationale behind this work is that the above methods for generating pseudo
x-vectors introduce a bias that causes their distribution to differ from that of the
original x-vectors. In particular, we note that the cross-similarity properties of the
x-vector distribution should be preserved, i.e., the similarities between the forgeries
should have the same behavior.

We replace the base module identification x-vector with the method of the new
generation (shown in orange color in the diagram).

The similarity of the fake voice is higher than that of the original voice. Such
behavior is a consequence of averaging a set of x-vectors during the period of
pseudo-voting and leads to underutilization of the global space of x-vectors, which
leads to the following disadvantages:

* low entropy in the space of pseudo x-vectors: anonymous votes are more
similar to each other than a pair of original votes,

* Confidentiality is reduced, as it is possible to easily distinguish anonymous
voices from real ones.
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* The system requires a pool of x-vectors to receive at the anonymization stage,
which can lead to the leakage of confidential information, since this information
is sent together with the system. Next, we explain how our system improves the
generation of x-vectors to preserve the desired similarity properties (Figure 1).

We have a voice identification and authentication system similar to the one
described in (Tomashenko, et al, 2020). The generator 2-1-2D, described in
(Nautsch, et al, 2020), is used with some modifications to restore signs as close as
possible to real ones. Stepwise 2D-layer convolution with sample normalization
and valve linear unit (GLU) as an activation function were used for sampling the
two lower layers (F.Fang, et al, 2019). Six residual layers of 1D CNN with position
normalization and GLU were used for feature transformation. Instead of using
pixel-by-pixel interpolation, stepwise transposition layers are used as two layers
of upsampling to study the own sampling. The 1x1 1-D transformation is used to
adjust the size of objects when changing the shape, performed before and after the
residual layers. For voice transformation based on CycleGAN, instead of dividing
the data set by speakers, we created two classes depending on the gender of the
speakers, namely the female class and the male class. Using CycleGAN training,
we try to change male speech to female speech and vice versa.

Voice Datasets Extractor —>|  X-vector Pool PCA o GMM

Phase 2

- \

| |

IASR Acoustic Bottl% eck Speech Neural Synthesis
- Model Features gt

T

i-vector 8 {
SEEE Similarity
) Teio Check l\./\e\r
nymous X-vector filterbanks
inverse-PCA
i |sample C GMM Pcy

e '

Figure 1. Architecture of voice identification and authentication system.

Let MCRDxT be the space of features of utterances of male speakers, and
let FCRDXT be the space of features of utterances of women. D is the size of
the feature vector used, and T corresponds to the number of speech frames. Our
goal is to transform meM into feF and vice versa. Using the CycleGAN network,
ten study functions mapping GM—F: M—F and GF—M:F—M. To improve the
performance of mapping these functions, they are trained on the opponent using the
discriminative functions DM:RDXT — (0,1) and DF:RDxT—(0,1).

Method. In our method, we focus on improving the generation of the false
x-vector base system. In the basic version, three types of characteristics are extracted
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for dynamics: fundamental frequency, bottleneck characteristics and x-vector. The
x-vector describes the personality of the speaker, while other features only encode
the speech content (E.Richardson, et al, 2018).

Taking into account the shortcomings, we improve the generation of the x-vector
in two stages. First, we study the properties of the 512-dimensional x-vector space
using principal component analysis (PCA) on a large set of x-vector data. Secondly,
we fit the generative model to the space reduced by PCA, and for sampling from it
we use the Gaussian mixture model (GMM). Using a generative model, we avoid
the systematic error introduced by the basic generation of false x-vectors, which
generates them by averaging subgroups of population vectors. Whenever a voice
needs to be identified, a vector of reduced dimension is randomly selected from
the GMM and then returned to the 512-dimensional x-vector space by applying
the inverse PCA transformation. We note that the generation of the x-vector can
be solved by training a generative-adversarial network, however, it has been
shown that GMMs better generalize the captured distributions (R.Shokri, et al,
2017) and do not suffer from membership inference (which can damage system
confidentiality guarantees) (A.Nagrani, et al, 2017). Loss of cycle consistency.
Since the job of generators is to transform an object from one class to another, we
need to recreate the original object using another generator. In other words, the two
mapping functions G, and G, must be inverse functions. This ensures that the
two comparisons are mutually exclusive (also included).

GF —M (Gyv —F (m)) = m. (1)
LCyC(GMﬁF: Gr_y) = EmNPM(m)(” GM —F (GM —F (M) —mll) + Er pp (f)( Gy
—r(Grom () =S 2

where ||. ||, represents L -norm, and E(.) represents expec- tation operator.

Experiments. Determination of optimal parameters

In order to evaluate the performance of generating pseudo x-vectors, we analyze
the cross-similarity distribution of the generated vectors, varying the number of
PCA and GMM components. We use the Kolmogorov-Smirnov test between two
distributions to check how close the cross-similarity distributions are between the
fake and original x-vectors. The Kolmogorov-Smirnov test quantifies the distance
between two empirical cumulative distribution functions, and low scores indicate
that these two distributions are similar. For PCA, we focus on three values of the
total amount of variance extracted, namely 90%, 95% and 99%.

We will set up the evaluation as follows: we extracted all x-vectors from
VoxCelebl, VoxCeleb2 (20 for men and 30 for women), performed a 50% split
of the training test for each gender and trained PCA+GMM. Then we sample
from the GMM and apply the inverse PCA transformation to obtain 512 dummy
x-vectors. Then we calculate the similarity distribution between pseudo x-vectors
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and cosines for the remaining 50% of the test distributions and calculate the statistic
KS between the distributions. For GMM, we study the diagonal covariance matrix,
set the maximum number of EM iterations to 1000 and the convergence resistance
to 10-16.

s Tss Tss
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m """-._,. f
g - _-_‘_-_‘_‘_-—_'_I

15 10 20 30 40 1 5 10 20 30 40 1 5 10 20 30 40
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Figure 2. KS statistics between distributions of cross-similarity of fake x-vectors and x-vectors of
the system for different stored variances of PCA and numbers of GMM. component floor.

Results
Figure 2 shows the results of three PCA models with an increase in the number

of components used to fit the GMM, and some examples of the obtained eCDF
are shown in Figure 4. The use of one or two components of the GMM provides a
relatively good fit with a tendency to decrease less pronounced for men, but not for
women. The components of GMM increase. Figure 2 shows how close our mock
x-vectors are to the cross-similarity distribution in the Vox-Celeb data compared
to the original mock x-vectors. Although increasing the number of components
usually leads to greater similarity between the distributions, in order to avoid
overestimation of the data, VoxCelebs decided to use 95% of the variance retained
by the components of PCA and 20 GMM. This allows us to better approximate the
512-dimensional space of x-vectors without requiring too complex a model.
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Conclusion

In this paper, we propose a voice recognition system that better supports the
natural diversity of voices than previous approaches. Using a generative model
to study and select the properties of the space of x-vectors, we support this
diversity, showing that this method better reflects the distribution of similarities
between fictitious vectors. Such an increase in the diversity of anonymous votes
distinguishes them from each other, which is evidenced by the improved results
in both registration scenarios and anonymous feedback scenarios. In our work, we
also propose to use a forced inequality, which allows the speaker to guarantee that
the anonymous voice produced by him is not too similar to his own voice.

We experimentally confirm that the proposed system gives more votes, and
evaluate our system using the base level. The results of our tests show a slight
decrease in the quality of anonymous voices compared to the original recorded
voices, but show a significant improvement when comparing two versions of the
same anonymous voice. Our results also show that women perform worse than
men, which is a result of the unbalanced data set used for training, and suggests the
potential to eliminate this systematic error.
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