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KAMBIPBIMABIABIK, KOPbI

HALYK

CHARITY FOUNDATION

b «XAJBbIK)»

B 2016 rogy mist pa3BUTHS U YAYYIICHUS Ka9eCTBa )KU3HHU Ka3aXCTAHIIEB OBLT
CO3J1aH YacTHBIN briarorBopuTtenbHbIH HOHT « XalbIK». 3aTOIBI CBOCH IEATEITHPHOCTH
Ha pealln3aluio OJaroTBOPUTEIIBHBIX IIPOCKTOB B 001ACTIX 00pa30BaHus U HAYKH,
COLIMANIbHOM 3allMThI, KYJBTYPBI, 3APaBOOXpaHEHUs] W cnopta, POoHA BBLACITHI
Oonee 45 MIITHAP/IOB TEHTE.

Ocoboe BHuManue bnarorBopurenshelii  GoHa  «XadbIK»  yaenseT
00pazoBaTeNbHBIM IPOrpaMMaM, CUUTas 3TO HANpaBlICHHE OJHUM U3 KIIFOUEBBIX
B cBoell nesrenbHOCTH. OKas3biBasi MOAJEPIKKY OTEUECTBEHHOMY OOpa30BaHMIO,
@oH1 BHOCUT CBOW MOCHJIBHBINA BKJIaJ B pa3BUTHE KAueCTBEHHOI'O 00pa30BaHUs
B Kazaxcrane. Tem caMbIM crmocoOCTBYSl pOCTY 4YHcia JIIOf#EH, CIIOCOOHBIX
MEHSITh KU3Hb B CTpaHe K JydmeMmy — NpodeccHOHAIIOB B pa3IMUHBIX cdepax,
MOTCHLIUANBHBIX JIMACPOB U «BEIUKUX YMOB». ONHONW M3 3HAYMMBIX WHULIMATUB
¢donaa «Xansik» B 00pazoBarenbHol cdepe cran npoekT Ozgeris powered by Halyk
Fund — nepBsrii B cTpane 6uzHec-nHKyOaTop utst ydamuxcs 9-11 knaccoB, KOTOpBIT
MOMOTaeT Pa3BUBaTh HEOOXOANMBIC B COBPEMEHHOM MHpE NMpeIIpUHIMATEIbCKHIE
HaBbIKU. Tak, Ha cozelicTBHE MaJloMy OM3HECY HIKOJILHUKOB OBIIO BBIIEIEHO Oosiee
200 rpanrtoB. yig noanep:KKW TaJaHTIMBBIX U MOTHBUPOBAaHHBIX JeTed DoHn
HEOIHOKPATHO BBIACIISUI IPAaHTHI Ha 00yueHue B MextyHapoqHoH mkoie «Mupacy»
u B Astana IT University, a Takke MOMOT' Ka3aXCTaHCKHM HIKOJIbHUKAaM NPHUHATH
ydactue B mpectmxkHoM koHkypce «USTEM Robotics» B CLIA. Atopckue
paboTsI B pamkax npoekTa « Tamimrepy», koropomy ®oHJ 0Ka3al NOAICPKKY, JICIIIN
B OCHOBY y4yeOHOW MpOrpaMMbl, Y4EOHHKOB M Y4E€OHO-METOIMYECKHUX KHHI IO
npeameTy «OCHOBBI IpeIIPUHIMATEIbCTBA U On3HEecay, npenogasaemoro B 10-11
KJIaccax Ka3axCTaHCKMX LIKOJ M KOJIICIKEH.

[ToMuMO moOMOIIM HIKOJIBHUKAM, YYalIUMCsl KOJUIeKeld u cryneHTamM DoHp
CYUTAET BAXHBIM BHECTH CBOHM BKJIaJl B MOBBIMICHUE KBAJIM(HUKALNUU MEIaroros,
COBEPLICHCTBOBAHHE MX 3HAHWH M HABBIKOB, MOCKOJIBKY MMEHHO OHH SIBJISIOTCS
MPOBOAHMKAMM 3HAHWK OyyIIMX MOKOJICHMH Ka3axcTaHueB. [Ipu mommepikke
doHma «Xanplk» B KOKHOH CTONHWIE OBUT OpPraHW30BaH €XKETOIHBIN TOPOICKOM
KOHKYpc neparoros «Almaty Digital Ustaz.

BaxHoil MHMUIMATHBOM CTayl peaju3yeMblii MPOEKT M0 OOYYEHUIO OCHOBAM
(MHAHCOBOM TPaMOTHOCTH IpenojaBaTesiedl M3 BochbMM obnacteil Kazaxcrana,

I'paMOTHOCTHU U IPCANTIPUHUMATCIILCKOT'O MBIIIIJICHUS Y HOBOT'O ITOKOJICHU A I'PpaXXJAaH
CTpaHBbI.



HeoOxomumyto nomomps @onp «Xalblk» OKa3bIBa€T U TEM, KTO OCOOECHHO
OCTpPO B HEHl Hykmaercs. B pamkax coluanpHON 3aIlIMTBHl HACEJICHUS aKTHBHO
MpoBOAXTCS paboTa MO MOAJEPIKKE AETeH, ocTaBIIMXCs Oe3 poxuTenel, AeTei u
B3POCIBIX U3 COLMAIBHO YS3BUMBIX CIIOCB HACEJICHHUS, JIOACH C OrpaHMYCHHBIMU
BO3MOJKHOCTSIMH, @ TaKXe 00CCIICUCHHIO HYKAAIOMINXCS COLHMAJIbHBIM KHUIBEM,
CTPOUTENILCTBY COLIMAJIbHO BaKHBIX OOBEKTOB, TAKUX KaK JAETCKUE CaJlbl, AETCKUE
TUIOIIAAKH U (PU3KYIBTYPHO-0310POBUTEIBHBIC KOMITJICKCHI.

B xonmnky 106psix gen @onaa «Xasblk» MOKHO 100aBUTh OKa3aHUE TOMOLIH
JIETCKOMY CIIOPTY, Ky/la OTHOCUTCS MOJJICPKKa B Pa3BUTHM JETCKOro ¢gyrdoia u
Kapate B Hauel crpane. JKu3HEeHHO BasKHYIO ITOMOIbL biiaroTBOpUTeIbHbIN (GOHIT
«XanpIK» OKa3aJl HallUM COOTEYECTBEHHMKAaM BO BpeMsl HEAaBHEH MaHIEMUU
COVID-19. Torna, B pasrap Tsbkenoil 0opsObl ¢ KOpOHaBHUpPYCHOW MHQeEKuuei
®onpx Bbtennn cBbimie 11 MWIIMAapIOB TEHTe Ha MPHOOpETeHHEe HEOOXOIUMOro
MEIUIMHCKOTO OOOPYAOBaHMS M JOPOTOCTOSIIMX MEIWLHUHCKUX Ipernaparos,
aBTOMOOWJICH CKOPOM MEIUIMHCKOM MOMOIIM M CPEIACTB 3aIlUTHI, aJpPECHYIO
MaTepranbHyl0 MMOMOIIb COLMANBHO YS3BHMBIM CJIOSM HACEICHHUS U JCHEKHBIC
BBIMJIATHl MEJULIMHCKUM PAOOTHHUKAM.

B 2023 rogy napsiny ¢ OIpyruMH MpPOEKTaMH, HALICIECHHBIMH Ha MOBBILICHUE
01aroCcOCTOSHUS Ka3aXCTaHCKHUX IpaskaaH DOoH peLn yIeIuTh 0c000e BHUMAaHHUE
HayKe, TOCKOJIbKY OHa SIBJISIETCSl 4YaCThIO OOIIECTBEHHOM KYJIBTYPHI, & YPOBEHb €€
Pa3BUTHS ONPEACISICT YPOBEHD PA3BUTHUS TOCYIAPCTBa.

[Honnepxka @oHIOM BbIMycKa >XypHanoB HamuonanbHOH AKaneMuu Hayk
PecnyOnmukn KazaxcTtaH, KOTOpble BXOAAT B MEXAyHaponuHble (OHABI Scopus U
Wos 1 B KOTOPBIX IYOJIHMKYIOTCS CTaTbH OTEYECTBEHHBIX YUYCHBIX, JOKTOPAHTOB
W MarucTpPaHTOB, a TAK)KE HAyYHBIX COTPYIHHKOB BBICHIMX Y4YEOHBIX 3aBEeICHHI
W HayYHO-HCCIIEIOBATENbCKAX MHCTHUTYTOB HAIICH CTpaHbl SBISIETCS HE MEHEE
3HAYUMBIM BKJIaioM PoH/Ia B pa3BUTHE Ka3aXCTaHCKOTO OOIIECTBa.

C yBa:kenuem,
BbaarorBopurenbHblii ®oHa «XaabIK»!
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yHUBepcuTeTiHIH npodeccops! (JIroomun, [Tonbma), H=23

BOIIKAEB Kyanraii ABra3piyibl, Ph.D. TeopusutbIk xoHe sIporbIK (r3nKa KadeapachIHbIH
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QUEVEDO Hemando, npodeccop, Saponsik FeuibiMaap HHCTUTYTH (Mexuko, Mekcuka), H=28

KYCIIIOB Mapar A6:xaHyJIbl, U3HKa-MaTeMaTHKA FEUTBIMIAPBIHBIH JJOKTOPBI, TEOPUSIIBIK )KOHE
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(Anmarsl, Kazakcran), H=7

KOBAJIEB Anekcanap MuxaiiioBud, Gpusnka-MaTeMaTHKa FUTBIMIAPBIHBIH JOKTOPEI, YKpanHa
YFA akanemuri, Konnan6aipl MmaTeMaTrka jkoHE MEeXaHUKa HHCTUTYTH ([lonenk, Ykpauna), H=5

PAMA3AHOB Tinekka6pl1 Co0utTyibl, (H3nKa-MareMaTvka FbUIBIMIAPBIHBIH JIOKTOPEI,
npodeccop, KP ¥FA akanemuri, on-®apabu areiHmarel Kazak YITTHIK YHUBEPCHUTETIHIH FHUIBIMHU-
MHHOBAIMANIBIK KbI3MET JKOHIHIET1 IpopeKTopsl, (AnMarsl, Kazakcran), H=26

TAKUBAEB Hypranu Ka6arayibl, (pr3ruka-MareMaTuKa FhUTBIMIAPBIHBIH JOKTOPBI, podeccop,
KP ¥TA akanemuri, on-dapadu arsiHmars! Kazak yiTTeik yHuBepcuTeTi (Anmarel, Kasakcran), H=5

TUTUHSIHY Hon MuxaiinoBuy, Gpu3nka-MareMaTnka FbUIBIMAAPBIHBIH JOKTOPBI, aKaJeMHUK,
MoinnoBa Frutbv AkageMHsICBIHBIH Ipe3uaeHTi, MonjgoBa TexHHKaiblK yHuBepcuteti (Kummnes,
Monposa), H=42

XAPHUH CranuciaaB HukosaeBud, Gprsika-mMaTeMaTiKa FhUTBIMAAPBIHBIH JOKTOPEIL, podeccop,
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JABJIETOB Ackap Ep0Oy1anoBud, ¢pru3nka-MaTeMaTnKa FEUTBIMAAPBIHBIH JOKTOPHI, Ipodeccop,
an-MDapabu arsiHgars! Kazak ynTTeIk yHEBepeHuTeTi (Anmarsl, Kasakcran), H=12
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Kazaxcran), H=7
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yHHBepcuTeT nM. anb-Dapadu (Anmarel, Kasaxcran), H=26
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HAH PK, Kazaxcrancko-bpuranckuii Texandaeckuii yausepeutet (Anmarsl, Kazaxcran), H=10
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«M3Bectuss HAH PK. Cepust pusnka u HHGOPMATHKI.

ISSN 2518-1726 (Online),

ISSN 1991-346X (Print)

CobcTBeHHUK: Pecnybnuxanckoe obujecmeentnoe obdvedunenue «Hayuonanvuas axademuss HAYK
Pecnyonuxu Kazaxcmany (2. Aimameot).

CBUICTENECTBO O TIOCTAaHOBKE HA YUeT HEPHOANIECKOTO0 ITedaTHoro n3nanus B Komutere napopmanun
MunucrepcetBa uHbOpManuu U odiiecTBeHHOro pa3sutusi Pecnybmuku Kasaxcran No 16906-K
BbliaHHOe 14.02.2018 1.

Temarudeckasi HAPABICHHOCTD: cepusi (PU3UKA U UHPOPMAYUOHHBLE KOMMYHUKAYUOHHBLE IEXHONOSULL.
B Hacrosiiiee BpeMsi: gowten 6 cnucok ocypranos, pexomenoosannvix KKCOH MOH PK no
HANpasienuto «UHGOPMAYUOHHbIE KOMMYHUKAYUOHHbLE MEXHOLOSULLY.

[epuoangnocts: 4 pas 6 200.

Tupax: 300 sxzemnisipos.

Anpec penaxmmu: 050010, e. Anmamul, ya. Llleguenxo, 28, ogh. 219, men.: 272-13-19
http://www.physico-mathematical.kz/index.php/en/

© POO «HammonansHas akanemus Hayk PecyOnuku Kazaxcrany», 2024

5



EDITOR IN CHIEF:
MUTANOYV Galimkair Mutanovich, doctor of technical Sciences, Professor, Academician of
NAS RK, acting director of the Institute of Information and Computing Technologies of SC MES RK
(Almaty, Kazakhstan), H=5

DEPUTY EDITOR-IN-CHIEF
MAMYRBAYEV Orken Zhumazhanovich, Ph.D. in the specialty nformation systems,
executive secretary of the RSE “Institute of Information and Computational Technologies”, Committee
of Science MES RK (Almaty, Kazakhstan) H=5

EDITORIAL BOARD:

KALIMOLDAYEV Maksat Nuradilovich, doctor in Physics and Mathematics, Professor,
Academician of NAS RK (Almaty, Kazakhstan), H=7

BAYGUNCHEKOV Zhumadil Zhanabayevich, doctor of Technical Sciences, Professor,
Academician of NAS RK, Institute of Cybernetics and Information Technologies, Department of
Applied Mechanics and Engineering Graphics, Satbayev University (Almaty, Kazakhstan), H=3

WOICIK Waldemar, Doctor of Phys.-Math. Sciences, Professor, Lublin University of
Technology (Lublin, Poland), H=23

BOSHKAYEYV Kuantai Avgazievich, PhD, Lecturer, Associate Professor of the Department
of Theoretical and Nuclear Physics, Al-Farabi Kazakh National University (Almaty, Kazakhstan), H=10

QUEVEDO Hemando, Professor, National Autonomous University of Mexico (UNAM),
Institute of Nuclear Sciences (Mexico City, Mexico), H=28

ZHUSSUPOV Marat Abzhanovich, Doctor in Physics and Mathematics, Professor of the
Department of Theoretical and Nuclear Physics, al-Farabi Kazakh National University (Almaty,
Kazakhstan), H=7

KOVALEV Alexander Mikhailovich, Doctor in Physics and Mathematics, Academician of
NAS of Ukraine, Director of the State Institution «Institute of Applied Mathematics and Mechanics»
DPR (Donetsk, Ukraine), H=5

RAMAZANOV Tlekkabul Sabitovich, Doctor in Physics and Mathematics, Professor,
Academician of NAS RK, Vice-Rector for Scientific and Innovative Activity, al-Farabi Kazakh
National University (Almaty, Kazakhstan), H=26

TAKIBAYEV Nurgali Zhabagaevich, Doctor in Physics and Mathematics, Professor,
Academician of NAS RK, al-Farabi Kazakh National University (Almaty, Kazakhstan), H=5

TIGHINEANU Ion Mikhailovich, Doctor in Physics and Mathematics, Academician, Full
Member of the Academy of Sciences of Moldova, President of the AS of Moldova, Technical
University of Moldova (Chisinau, Moldova), H=42

KHARIN Stanislav Nikolayevich, Doctor in Physics and Mathematics, Professor, Academician
of NAS RK, Kazakh-British Technical University (Almaty, Kazakhstan), H=10

DAVLETOV Askar Erbulanovich, Doctor in Physics and Mathematics, Professor, al-Farabi
Kazakh National University (Almaty, Kazakhstan), H=12

CALANDRA Pietro, PhD in Physics, Professor at the Institute of Nanostructured
Materials (Monterotondo Station Rome, Italy), H=26

News of the National Academy of Sciences of the Republic of Kazakhstan.

Series of physics and informatics.

ISSN 2518-1726 (Online),

ISSN 1991-346X (Print)

Owner: RPA «National Academy of Sciences of the Republic of Kazakhstan» (Almaty). The certificate
of registration of a periodical printed publication in the Committee of information of the Ministry of
Information and Social Development of the Republic of Kazakhstan No. 16906-7K, issued 14.02.2018
Thematic scope: series physics and information technology.

Currently: included in the list of journals recommended by the CCSES MES RK in the direction of
«information and communication technologies».

Periodicity: 4 times a year:

Circulation: 300 copies.

Editorial address: 28, Shevchenko str., of. 219, Almaty, 050010, tel. 272-13-19
http://www.physico-mathematical.kz/index.php/en/

© National Academy of Sciences of the Republic of Kazakhstan, 2024

6




N E W S of the National Academy of Sciences of the Republic of Kazakhstan

NEWS OF THE NATIONAL ACADEMY OF SCIENCESOF THE REPUBLIC OF KAZAKHSTAN
PHYSICO-MATHEMATICAL SERIES

ISSN 1991-346X

Volume 2. Number 350 (2024). 177-189

https://doi.org/10.32014/2024.2518-1726.275

UDC 004.5

© A.M. Jumagaliyeva', A.A. Shekerbek?', Zh.Zh. KhamitovaZ,
M. Svoboda?, S. Kaldar?, 2024
'Kazakh University of Technology and Business, Astana, Kazakhstan;
*Eurasian National University named after L.N. Gumilyov, Astana, Kazakhstan;
*European Institute of applied science and management, Prague, Czech;
“Karaganda Medical University, Karaganda, Kazakhstan.
E-mail: shekerbek80@mail.ru

ENHANCING CYBERSECURITY WITH ADAPTIVE ANOMALY DETECTION
SYSTEMS THROUGH MACHINE LEARNING

Jumagaliyeva Ainur Maxsimovna — Senior Lecturer, Department of Information Technology Kazakh Uni-
versity of Technology and Business Astana, Kazakhstan

E-mail: jumagalievaainur.m@gmail.com, https://orcid.org/0000-0001-8632-5209;

Shekerbek Ainur Azimbaevna — Senior Lecturer, Department of Information Systems, Eurasian National
University named after L.N. Gumilyov, Astana, Kazakhstan

E-mail: shekerbek80@mail.ru, https://orcid.org/0000-0002-1088-42391;

Khamitova Zhainagul Zhanatkyzy — Senior Lecturer, Department of Information Systems, Eurasian Na-
tional University named after L.N. Gumilyov, Astana, Kazakhstan

E-mail: khamitova_zhzh@mail.ru https://orcid.org/0009-0005-3351-7449;

Svoboda Martin — MBA, Ph.D, European School of Management and Leadership, European Institute of
applied science and management, Prague, Czech

E-mail: martinsvobodal91@gmail.com, https://orcid.org/0009-0006-7365-893X;

Kaldar Saule — Lecturer Department of Informatics and biostatistics, Karaganda Medical University, Kara-
ganda, Kazakhstan

E-mail: kaldarsaule7@gmail.com, https://orcid.org/0009-0002-4453-8630.

Abstract. As cybersecurity threats grow in complexity and frequency, the inade-
quacy of traditional security measures to counter these evolving threats becomes increas-
ingly apparent. This article investigated the integration of adaptive anomaly detection
systems enhanced by machine learning as a vital advancement in cybersecurity defenses.
Through an analytical and empirical study of diverse machine learning algorithms tai-
lored for real-time anomaly detection, this research assessed the capacity of these systems
to adaptively identify and mitigate cyber threats. The methodology included building
adaptive models for anomaly detection using machine learning in Python, a thorough
examination of the role of machine learning in pattern recognition and anomaly detection,
and a critical analysis of system architecture and adaptive capabilities. The major findings
revealed that machine learning-based adaptive anomaly detection systems significantly
outperform traditional models by improving detection accuracy and reducing false pos-
itives, attributed to their continuous learning from data dynamics. These results under-
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scored the importance and relevance of leveraging advanced machine learning technolo-
gies in cybersecurity, offering a proactive and intelligent approach to safeguarding digital
infrastructures against the sophisticated threat landscape. This study not only proved the
effectiveness of adaptive anomaly detection systems in enhancing cybersecurity but also
emphasized the pressing need for ongoing research and innovation in this field, marking
a crucial step toward developing more resilient and predictive security mechanisms.
Keywords: cybersecurity, machine learning, adaptive detection, anomaly, threats,
blockchain technology, infrastructure security, advanced technologies, blockchain
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AnHoramus. Kubepkayinci3mik Kkarepyiepi Kypaelipek oHe xkui 0Ooia
OactaraH caiiblH, OCHI JaMbINl KeJe >KaTKaH KayinTepre Kapchl TYpy YUIIH I9CTYpdi
Kayilci3aik miapanapblHbIH THIMCI3IT1 OapraH caiiblH aliKbIH Oojia Tycyzae. byn makana
aKnapaTThlK TEXHOJIOTHSIaFbl KHOEpKAyilCi3MiKTI KOprayAarbl MaHbI3[bl TPOrpecc
peTiHAe MalIMHAIBIK OKBITY apKbUIBI JKAaKCapThUIFAH aJalTHUBTI aHOMAaUsIIap/Ibl
aHpIKTay OKYHenepiH Oipiktipyai 3eprremi. HakThl yakpITTarbl aHOMaIHsIIap/bl
aHBIKTayFa apHajJFaH oOpTYpJi MAallMHAIBIK OKBITY aJITOPUTMIEPiH aHAINTHKAIBIK
KOHE DMITMPUKAJIBIK 3€pPTTEY apKbUIbI OYJI 3epTTEy OCHI XKYHenepAiH KuOepKayinTepai
OeifiM/iey skoHEe KHOepKayinTep i a3aity kadinetin Oaranaspl. Oaicteme petinge Python
TUTIHJE MalIMHAIBIK OKBITY apKbLIbl aHOMAJIHSJIApAbl aHBIKTayFa apHalFaH aJalTHBTI
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MOJICNBACPAI KYPY, YJTiHI TaHy JKOHE aHOMAJIMSUIAP/bl AHBIKTAYJAFbl MAIldHATBIK
OKBITYJIBIH POJTIH MYKHUST TEKCEPY, )KYHe apXUTEKTypachl MeH OeHiM/Iery MyMKIHAIKTepiH
CBIHM Tannay Kipai. Herisri HoTKenep MallMHAIBIK OKBITYFa HETi3NeNreH aJanTHBTI
aHOMAJTUSITAp/Ibl  AHBIKTAY OIKYHeNepi AaHbIKTay JOINJITiH apTThIPYy JKOHE JCpPeKTep
JUHAMHUKACBIHAH Y3IIKCI3 YHpeHyre OallaHbICTl JKAIFaH TMO3UTUBTEP/Al a3aiTy
apKBUIBI JIOCTYPII YITUICPACH alTapibIKTall achill TYCETiHIH KopceTTi. bys HoTwxkenep
nuGpIbIK WHOPAKYPBUTBIMIAPBl KYPACTi Kayill OpTachlHAaH KOpFayFa OeJCEHl KoHe
WMHTEIUICKTYaJIIbl TOCUII YChIHA OTBIPHIT, KHOEPKAYIICi3iKTe MAIIMHAIBIK OKBITYIBIH
03bIK TEXHOJIOTHSIIAPBIH TalJalaHyAbIH MAaHbI3IBUTBIFBI MEH ©3CKTIUIIMH KOpCEeTTi.
KopbIThIHABLTAM, MaKaa KHOePKAyITCI3AIKTI apTTHIPYIaFbl aIallTUBTI aHOMAJTHSIIAP BT
aHBIKTAY KYHeepiHiH THIMIUTITIH JT9JIeI e KaHa KOMMaii, COHBIMEH 0ipre OCHI caaiarbl
Y3IUKCi3 3epTTeyiep MEH WHHOBAIUSUIAP/ABIH IIVFBIT KAKETTUIrH, WKEeMIi J>KOHE
0oJKaMIBI KAyirci3miK TeTIKTEPiH 931pIey JKOJIbIHIaFbl MaHBI3 bl KaJaM Ikl KOPCETTi.

Tyiiin ce3mep: kuOepKayinci3mik, MaIIUHAIBIK OKBITY, AIalTHBTI aHBIKTAY,
aHoMaJIusl, KHOepKayinrep, OJOKUYSHH TEXHOIOTHICH, HHPPAKYPBUIBIMIBIK KayilcCi3IiK,
03bIK TEXHOJIOTHUSIIIAP
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Aunnoramus. [To mepe Toro, kak yrpo3sl KHOepOe30MacHOCTH CTAHOBSATCS BCE
OoJiee CII0KHBIMU U 9aCTBIMH, HEI()(PEKTUBHOCTH TPAJUIIMOHHBIX Mep 0€30MaCHOCTH JUIS
MPOTUBOACHCTBUS ATUM Pa3BUBAIOLIMMCS YIPO3aM CTaHOBUTCS Bce Oostee oueBHIHOM. B
ITOM CTaThe MCCIIE0BATACH MHTErPAaLlUsl aJalTHBHBIX CHCTEM OOHApYKEHUsI aHOMAJIHH,
YIIy4IICHHBIX MAallMHHBIM 00y4YeHHEM KaK KU3HEHHO Ba)KHOTO JOCTW)KEHHS B 00JIaCTH
3aIIUTHl OT KuOepOe3onacHOCTH B chepe MHPOPMAMOHHBIX TexHoNorui. braromaps
AQHAMTHYECKOMY M SMIIMPUYECKOMY HM3yYCHHUIO Pa3IMYHBIX AITOPHUTMOB MAIIMHHOTO
00y4eHus, IpeTHa3HAYCHHBIX JUII OOHApY)KEHHs aHOMAIIMH B PEKUME PEalbHOTO Bpe-
MEHH, JAaHHOE MCCIIEIOBAaHHUE OL[CHWIIO CIIOCOOHOCTh ATHX CHCTEM a/IalITUBHO BBISABIISTH
U cMsrdaTh KHOepyrpo3bl. MeTomonorus BKIFOYHIa B ce0sl CO3AaHNe aJalTHBHBIX MO-
Aesei JUIS BBISBICHHS aHOMAIIMH C MICIIONB30BAaHHEM MAIIMHHOTO OOYYEHHs Ha SI3bIKe
Python, TmiarensHoe M3y4eHHe PO MAIIMHHOTO OOYYEeHUs B PAacIio3HaBaHUU 00pa3oB
U OOHApy)XCHUHM AaHOMAJIMH, a TaKKe KPHUTHYCCKUH aHalM3 apXUTEKTYPhl CHCTEMBI
W aJanTUBHBIX BO3MOXHOCTEH. OCHOBHBIE DPE3yJbTAaThl IMOKa3alH, YTO aJalTHBHbBIC
CHCTEMBl OOHApY)KCHHs aHOMAaJIWl Ha OCHOBE MAIIMHHOTO OOYYEHHs 3HAYUTEIBHO
MPEBOCXO/AT TPAAUIIMOHHBIE MOJIENN 32 CYET MOBBIIICHHS TOYHOCTH OOHApPYXECHUS H
YMEHBIICHUS] KOJIIMYECTBA JIOXKHBIX CpaOaThIBaHM, YTO CBS3aHO C MX HEMPEPBIBHBIM
00y4YeHHEM Ha OCHOBE JAWHAMHKH JAHHBIX. DTH Pe3yJbTaThl MOTYEPKHYIH BasKHOCTb
U aKTyaJbHOCTh HCIOJIB30BAHUS TIEPEHAOBBIX TEXHOJIOTHH MAIIMHHOTO OOydYeHHs B
KnOepOe30macHOCTH, TIpeiarast yIpesKIatoIliid 1 HHTEIUIEKTYIbHBIH ITOIX0/] K 3aIlIUTe
IUQPOBBIX HHPPACTPYKTYP OT CIOKHOH Cpeabl yrpo3. DTO HcCIeI0BaHUE HE TOJIBKO
noka3ano 3G HeKTHBHOCTD aIalITUBHBIX CHCTEM OOHApYKEHHsI aHOMAJIMI B ITOBBIIICHUH
KnOepOe30MacHOCTH, HO TaKke MOAYEPKHYJIO OCTPYIO HEOOXOAWMOCTH B MOCTOSHHBIX
UCCIICOBAHUAX U MHHOBALMSIX B 9TOM 00JIACTH, YTO CTAJIO PEIIAFONIMM [IIaroM Ha ITyTH K
pa3paboTke Oosiee yCTOHYMBBIX M MPOTHO3UPYIOINX MEXaHH3MOB 0€30ITaCHOCTH.

KiioueBble cioBa: xnbOepOe30macHOCTh, MAlIMHHOE OOyUYCHHE, allalTHBHOE
oOHapy’KeHUe, aHOMAITHsI, YTPO3bl, TEXHOJIOTHS OJIOKYEiH, HHpacTpyKTypHas Oe3omac-
HOCTb, TIEPEIOBBIC TEXHOJIOTUU

Introduction

In the rapidly evolving landscape of digital technology, cybersecurity has
emerged as a critical concern for individuals, corporations, and governments alike.
The sophistication and frequency of cyber attacks are on the rise, rendering traditional
security measures increasingly ineffective. Among the arsenal of tools available for
defending against such threats, anomaly detection stands out as a cornerstone technique
for identifying unusual patterns that may signify a security breach. However, the static
nature of conventional anomaly detection methodologies, which rely on predefined rules
or thresholds, is a significant limitation. These systems often struggle to adapt to the
dynamic nature of cyber threats, resulting in high false positive rates and an inability to
detect novel types of attacks.

Enter the realm of adaptive anomaly detection systems, which leverage the power
of machine learning (ML) to continually learn from data patterns, thereby enhancing
their ability to identify potential security breaches. Unlike traditional systems, adaptive
models do not rely solely on historical attack signatures. Instead, they can analyze and
learn from evolving data in real time, enabling them to recognize new and sophisticated
cyber threats. This dynamic approach to anomaly detection represents a paradigm shift in
cybersecurity, offering the potential to significantly improve the detection accuracy and
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reduce false positives. The importance of this shift cannot be overstated, as cybercrime
costs are expected to grow by 15 % per year over the next five years, reaching $10.5
trillion USD annually by 2025, according to Cybersecurity Ventures. Furthermore, a
report by IBM revealed that the average time to identify and contain a breach was 280
days, highlighting the critical need for more proactive and adaptive security measures.
The same report also underscores the financial stakes, with the global average cost of
a data breach reaching $3.86 million in 2020 (Ahmadi-Assalemi et al., 2022). Given
that an estimated 70 % of breaches are initiated by sophisticated cyber-attacks, many of
which employ novel tactics that evade traditional detection methods, the case for adaptive
anomaly detection systems becomes even more compelling (Alloghani et al., 2020).

The objective of this article is to explore the potential of machine learning-
based adaptive systems in enhancing anomaly detection capabilities within the domain
of cybersecurity. We propose a novel approach that not only addresses the limitations
of traditional systems but also introduces a level of adaptability previously unseen in
cybersecurity measures. By integrating machine learning algorithms that excel in pattern
recognition and anomaly detection, we aim to develop a system that is not only reactive to
known threats but also proactive in identifying emerging risks. This exploration involves
a thorough analysis of machine learning algorithms suitable for real-time anomaly
detection, the architectural considerations for implementing such systems, and the
challenges and opportunities associated with adaptive cybersecurity solutions. Through
this investigation, we seek to contribute to the ongoing dialogue in the cybersecurity
community regarding the integration of advanced technologies in security strategies.
By highlighting the effectiveness and adaptability of machine learning-based anomaly
detection systems, this article aims to pave the way for more resilient cybersecurity
defenses capable of countering the sophisticated and ever-changing landscape of cyber
threats.

Materials and methods

The burgeoning field of adaptive anomaly detection in cybersecurity has been
marked by an extensive exploration of machine learning methodologies, each contribut-
ing to our understanding and capabilities in this domain. Elmrabit ez al. (2020) pioneered
the comparison of supervised, unsupervised, and semi-supervised learning models, re-
vealing that unsupervised learning, in particular, offers substantial potential for detecting
novel threats without the need for labeled data. This methodological exploration laid the
groundwork for further investigations into the applicability of specific ML techniques for
anomaly detection (Al-Turaiki & Altwaijry, 2021). Deep learning models, as explored by
Mohammadi et al. (2020), have been identified as especially effective, with their ability
to unearth complex patterns within large datasets significantly reducing false positive rate
is a key finding that marks a substantial improvement over traditional detection methods.
The study reported a notable enhancement in detection accuracy, with Deep Neural Net-
works and Recurrent Neural Networks outperforming classical machine learning models
in identifying sophisticated cyber threats (Elmrabit et al., 2020). The advent of reinforce-
ment learning in the context of adaptive systems, highlighted in the work of Ravikumar
et al. (2020), introduced a dynamic element to anomaly detection. This research demon-
strated that reinforcement learning could allow systems to modify their detection strate-
gies based on feedback, presenting a methodological innovation that resulted in increased
responsiveness to emerging threats. The key result here was an adaptive system that could
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evolve, showcasing an improved ability to handle the ever-changing landscape of cyber
threats (Jumagaliyeva et al., 2024a: 13).

Furthermore, the integration of unsupervised learning techniques, as discussed
by Ahmadi-Assalemi et al. (2022), tackled the challenge of limited labeled data in cyber
threat detection. Techniques like Isolation Forests and Autoencoders were shown to effec-
tively identify data outliers, indicating anomalous activity without predefined knowledge
of what constitutes an attack. This approach yielded promising results in detecting unseen
threats, underscoring the potential of unsupervised learning in enhancing the adaptability
of anomaly detection systems (Jumagaliyeva et al., 2024b: 16).

In the context of enhancing cybersecurity with adaptive anomaly detection sys-
tems, the work of Jumagaliyeva ef al. (2024) on the Analysis of research on the implemen-
tation of Blockchain technologies marks a significant intersection between Blockchain
technology and cybersecurity measures in electronic voting systems. Their investigation
highlights how Blockchain’s inherent properties of immutability and decentralization
can address critical cybersecurity concerns in e-voting, offering a layer of security that
prevents tampering and ensures transparency. This integration of Blockchain within the
realm of cybersecurity exemplifies a forward-thinking approach to safeguarding digital
infrastructures, especially in sensitive applications like electoral processes. The study
underscores the potential of Blockchain to enhance the robustness and trustworthiness
of electronic voting systems, contributing valuable insights into the amalgamation of
advanced technologies for cybersecurity enhancement (Hosseinzadeh et al., 2021).

In summary, the literature collectively underscores a significant evolution in
anomaly detection methodologies, from the initial application of machine learning models
to the sophisticated integration of adaptive and hybrid systems. The key findings across
these studies reveal an overarching trend towards increasing the accuracy, reducing false
positives, and enhancing the adaptability of anomaly detection systems in the face of
sophisticated and evolving cyber threats. These results not only demonstrate the efficacy
of machine learning in cybersecurity but also highlight the critical areas for future re-
search, particularly in terms of scalability, computational efficiency, and the development
of datasets that reflect the contemporary digital threat landscape.

The methodology employed in this study on enhancing cybersecurity through
adaptive anomaly detection systems involves a comprehensive examination of machine
learning algorithms suitable for detecting anomalies in network traffic. Adaptive anomaly
detection systems utilize machine learning to identify and respond to unusual patterns
in data that deviate from established norms. These systems are termed “adaptive” be-
cause they can learn from data continuously, thereby improving their accuracy over time.
Initially, the system gathers and processes data, selecting features that are indicative of
normal operations. A machine learning model is then trained on historical data, which has
been categorized as normal or anomalous, to recognize complex patterns. Once the train-
ing phase is complete, the model is employed to scrutinize new data, making predictions
about its normality or anomaly.
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Figure 1. Data gathering from network

1. Data Gathering: Initially, network data is collected—this stage is vital as
accurate analysis depends on a comprehensive dataset.
2. Preprocessing: The data is then cleaned and normalized, a crucial step

that ensures the model trains on quality information.

The adaptability of the system is evident as it updates its models in response
to new information, employing techniques such as online learning to adjust to what is
considered “normal.” When an anomaly is detected, the system can trigger alerts or take
pre-defined actions to mitigate potential issues. The effectiveness of the system is en-
hanced through a feedback loop where anomalies are reviewed by human experts, and
their input is used to refine the model (Markevych & Dawson, 2023). This continuous
cycle of learning, detection, and feedback ensures that the anomaly detection system be-
comes more adept over time, offering a robust defense against the evolving landscape of
network security threats.
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Feature Comparison with Anomaly Highlighting
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Figure 2. Model training and visualization of detected anomalies

3. Feature Selection: Features such as ‘Packet Length’ and ‘Destination Port’ are
carefully chosen for their significance in network patterns.
4. Model Training: The model learns from the training data, a pivotal stage where it
gains the ability to recognize normal behavior and detect deviations.
5. Prediction: The trained model classifies traffic in the test set, identifying anoma-
lies and setting the stage for visualization.
6. Visualization: A scatter plot transforms the data into an intuitive visual format,
highlighting anomalies and providing quick insights (Figure 2).
7. Interpretation: The plot is analyzed, giving immediate context to the model’s
performance and revealing potential security or operational issues.
8. Model Refinement: Insights from the plot inform iterative model improvements,
ensuring the detection system evolves with the data it analyzes.
9. Documentation: The entire process and findings are documented, creating a valu-

able record for future reference and decision-making.

The Multi-Scale Anomaly Detection scoring is integral to adaptive anoma-
ly detection systems in machine learning as it provides a dynamic, multi-dimensional
assessment of network behavior, crucial for models that must adapt to evolving data
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patterns (Mohammadi Rouzbahani et al., 2020). By analyzing deviations across multi-
ple timeframes, the Multi-Scale Anomaly Detection approach enables machine learning
algorithms to adjust to new types of anomalies and refine their detection capabilities
iteratively. This flexibility is vital for identifying complex, correlated patterns that static
systems might miss, allowing for real-time updates to the model’s understanding of what
constitutes an anomaly, thus maintaining robust network security in an ever-changing
digital environment.

No Anomaly

07

0.6

05 0.8

0.4

0.3 02

Non-correlated Anomaly

Correlated Anomaly

Figure 3. Multi-Scale anomaly detection algorithms

The visualizations in Figure 3 offer a nuanced approach to the analysis of
network traffic, utilizing the Multi-Scale Anomaly Detection scoring system. This system
is designed to detect and evaluate deviations in data behavior over time, providing a
quantifiable measure of anomaly presence and significance. Each subplot in the figure
captures a distinct type of anomaly within a time series of network traffic, presented in
both raw data and Multi-Scale Anomaly Detection score form:

° Panel (a) - Baseline (No Anomaly): This panel acts as a control, displaying
a normal range of traffic fluctuations without any detected anomalies. The Multi-Scale
Anomaly Detection score remains flat and close to the baseline, signifying the absence of
significant deviations that would be indicative of network threats or failures.

° Panel (b) - Sporadic Anomalies (Non-correlated): Here, individual
spikes in the Multi-Scale Anomaly Detection score signal the presence of anomalies.
These are independent and isolated incidents within the network traffic, as depicted by the
uncorrelated peaks in the scoring. The sporadic nature of these anomalies suggests they
may be random or one-off events that require individual investigation.

° Panel (c) - Systematic Anomalies (Correlated): Contrasting with the
previous panels, this one exhibits a series of correlated anomalies, implying a systemic
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issue within the network. The continuous and correlated upward trend in the Multi-Scale
Anomaly Detection score points to a persistent and potentially more severe problem,
such as a coordinated attack or network malfunction, necessitating immediate and
comprehensive intervention (Mokhtari et al., 2021).

The Multi-Scale Anomaly Detection scoring effectively distills complex time
series data into a simpler form that highlights areas of concern, enabling network analysts
to focus on specific time intervals where traffic behavior deviates from the norm. This
method serves as a critical tool for ongoing network monitoring and maintenance,
allowing for the timely detection of both discrete and ongoing network abnormalities.

Results and discussion

In the analysis of the results, we meticulously dissected the output from the ma-
chine learning model, which was trained to detect anomalies in network traffic. The his-
togram of anomaly scores, a key feature of our results (as seen in Figure 6), revealed
an intriguing distribution: a substantial concentration of activity around the lower score
values and an elongated tail reaching into higher scores. This pattern suggests that while
most of the network behavior is within expected norms, the model has flagged a subset of
events with significantly higher anomaly scores, warranting further scrutiny.

Anomaly Score Distribution Consumption Boxplot Summary Statistics

count: 100.00
mean: 0.19
std: 1.00
min: -1.54
25%: -0.68
50%: 0.25
75%: 0.93
max: 2.38

-15 -10 -05 00 05
Anomaly_Scare

DateTime Consumption Anomaly_Score Alert_Indicator

0 2024-01-0100:00:00 54.881350 -1.165150 0
1 2024-01-01 01:00:00 71.518937 0.900826 1]
2 2024-01-0102:00:00 60.276338 0.465662 0
3 2024-01-0103:00:00 54.488318 -1.536244 0
4 2024-01-0104:00:00 42.365480 1.488252 0
5 2024-01-0105:00:00 64.589411 1.895889 0
6 2024-01-0106:00:00 43.758721 1.178780 0
7 2024-01-0107:00:00 89177300 -0.179925 0
8 2024-01-0108:00:00 96.366276 -1.070753 0
9 2024-01-0109:00:00 36.344152 1.054452 0

Figure 4. Results of anomaly detection by using machine learning training model

The boxplot for consumption provides an additional layer of understanding, pre-
senting the spread and central tendency of data usage within the network. Here, outliers
stand apart, depicted as points that diverge from the main cluster of the data. These data
points are critical, as they may represent instances of abnormal consumption that could
be symptomatic of network issues or security breaches.

Complementing these visual insights, the summary statistics furnish a quantita-
tive snapshot of the anomaly scores, highlighting metrics that reveal the depth and sever-
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ity of the detected anomalies. For instance, the mean anomaly score suggests a baseline
against which deviations are measured, while the standard deviation provides a sense of
the variability within the anomaly scores. The table enriches our analysis with granular
details. It pairs the datetime of network events with their corresponding consumption and
anomaly score, augmented by an alert indicator for scores that surpass a predetermined
threshold (Mozaffari et al., 2020). This granular view is pivotal, allowing us to pinpoint
the precise moments when the network deviated from its regular pattern and to potentially
correlate these with known network incidents or operational changes. From these results,
we can infer the adaptability and acuity of our anomaly detection system. The ability of
the system to not only identify outliers but also to quantify their deviation from the norm
speaks to the robustness of the underlying model. Furthermore, the visual and statistical
representation of these anomalies equips network operators with actionable intelligence,
enabling prompt and informed decision-making to mitigate potential risks. Our results
analysis underscores the efficacy of our anomaly detection approach, combining the
strength of machine learning with the clarity of visual analytics. This integrated method
allows for an agile and informed response to maintaining network integrity and security.

Challenge Potential implications Proposed solutions
Dynamic Model may not react quickly to Integrate online learning algorithms to
Environment new patterns in network traffic. update the model in real-time.
Adaptability

Feature Selection

Incorrect or suboptimal features
could lead to poor anomaly detec-
tion.

Employ feature engineering techniques
and domain expertise to refine feature
selection.

Scalability and High data volumes could slow Optimize algorithms for performance, con-

Efficiency down analysis and increase com- sider distributed computing environments.
putational cost.

Anomaly Labeling Inaccurate labeling can lead to an | Use semi-supervised learning with human-

Accuracy ineffective model. in-the-loop validation for labeling.

Balancing Sensitivity
and Specificity

Over-tuning to one can result in
loss of the other, affecting the
quality of detection.

Apply cross-validation techniques and
adjust model parameters to optimize both
metrics.

False Positive
Reduction

High false positive rates can desen-
sitize response teams to alerts.

Implement a secondary confirmation
loop, such as rule-based filtering, before
alerting.

Real-time Data
Stream Challenges

Streaming data may have different
characteristics from historical data.

Develop adaptive streaming algorithms
that can handle concept drift.

Interpretable Results

Complex models may provide
good detection but lack explain-
ability.

Explore models that balance accuracy with
interpretability, like decision trees or rule-
based systems.

Integration with
Existing Systems

ML models must work within the
existing IT ecosystem without
causing disruptions.

Design APIs and microservices for smooth
integration with current IT infrastructure.

Data Privacy and
Security

Handling sensitive data requires
adherence to privacy standards and
regulations.

Implement robust encryption and ano-
nymization protocols for sensitive data.

Table 1. Potencial implicationsand proposed solutions for machine learning detection

The deployment of machine learning models for real-time anomaly detection in
network systems is an intricate task that presents several challenges (Table 1). These
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range from ensuring the model’s adaptability to dynamic environments to maintaining the
balance between detection sensitivity and specificity. The proposed solutions emphasize
the necessity for ongoing model refinement, optimization of computational resources, and
the integration of human expertise to augment the automated processes. Moreover, con-
siderations around data privacy and seamless integration with existing systems highlight
the multifaceted nature of implementing such technology. Addressing these challenges is
paramount to develop a robust, efficient, and trustworthy anomaly detection system that
can operate effectively within the ever-evolving landscape of network traffic. The strides
made towards overcoming these hurdles will not only enhance network security but also
contribute to the broader field of applied machine learning (Nassif et al., 2021).

The empirical findings underscore the substantial potential of machine learning
algorithms to adaptively pinpoint and mitigate cyber threats, offering a glimpse into a
future where cybersecurity measures are increasingly intelligent, responsive, and effec-
tive. This evolution is anticipated to pivot around the integration of more sophisticated
artificial intelligence techniques, such as deep learning for intricate pattern recognition
and reinforcement learning for dynamic decision-making based on real-time data.

The discussion extends beyond current capabilities, speculating on future en-
hancements in anomaly detection systems. These enhancements could include improved
computational efficiency to handle vast data volumes generated by expanding digital in-
frastructures and seamless integration with burgeoning technologies like the Internet of
Things (IoT), which will likely introduce new vulnerabilities and attack vectors. More-
over, the discourse acknowledges the challenges lying ahead, particularly the need for
systems that can evolve without human intervention while ensuring the privacy and secu-
rity of data. As the digital threat landscape becomes increasingly complex, the necessity
for adaptive systems that can pre-emptively identify and neutralize novel threats becomes
paramount (Ravikumar & Govindarasu, 2020). Hence, the future of cybersecurity, as
illuminated by this study, points towards a paradigm where machine learning not only
enhances the detection of anomalies but also drives the initiative-taking development
of cybersecurity defenses. This initiative-taking approach is critical in an era where the
sophistication and frequency of cyber-attacks continue to escalate. Through continuous
learning and adaptation, anomaly detection systems are envisioned to become more than
just a shield against attacks; they will evolve into predictive instruments, forecasting and
neutralizing threats before they can cause harm, thereby ensuring a more secure and re-
silient digital ecosystem.

Conclusion

The conclusion of the research delineates the transformative potential of machine
learning-enhanced adaptive anomaly detection systems in fortifying cybersecurity. Such
systems represent a quantum leap over traditional mechanisms, dynamically evolving
through continuous learning to detect and mitigate emergent cyber threats effectively.
The presented findings, including the distribution of anomaly scores and consumption
patterns, highlight the precision of these advanced models in identifying genuine security
breaches while minimizing false alerts. This study lays the groundwork for overcoming
challenges related to real-time data analysis, advocating for strategies that scale efficient-
ly and integrate seamlessly with existing cybersecurity infrastructures. The integration of
machine learning into cybersecurity regimes emerges as a crucial step towards building
robust defenses capable of preempting the sophisticated threat landscape that character-
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izes the digital age. Future endeavors must focus on refining these intelligent systems,
enhancing their capacity to adapt and respond to the intricacies of network environments,
ensuring compliance with data privacy standards, and upholding the integrity of digital
ecosystems.
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