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EL-GAMAL’S CRYPTOGRAPHIC ALGORITHM: MATHEMATICAL 
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Abstract: This paper is a comprehensive review of the El-Gamal cryptograph-
ic algorithm. The El-Gamal algorithm is a key algorithm in asymmetric encryption 
widely used in modern cryptography. It is main advantages include a high level of 
security due to the complexity of computing discrete logarithms and the ability to 
be used in digital signatures for authentication and non-repudiation. However, the 
El-Gamal algorithm is not without it is limitations. It is computational complexity 
can be quite high, especially when dealing with large numbers, which can lead to 
increased encryption and decryption times. Additionally, in some cases, the algo-
rithm may be vulnerable to attacks based on mathematical analyses of the struc-
ture of the finite field. Overall, the El-Gamal algorithm remains an important tool 
in the field of cryptography, and  it is application continues to expand across vari-
ous platforms and industries. Moreover, asymmetric cryptography also facilitates 
the establishment of secure communication channels by using key exchange pro-
tocols, such as Diffie-Hellman, which allows two parties to agree upon a shared 
secret key without revealing it to any eavesdroppers. This is crucial in ensuring 
secure connections for various applications, including secure web browsing, on-
line banking, and secure email communication. However, for maximum efficiency 
and security, it is necessary to consider both the advantages and limitations of this 
method, and apply it in accordance with the specific needs and requirements of 
each individual application. The paper details the mathematical foundations of 
the algorithm, including the computation of discrete logarithms, finite field oper-
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ations, and cryptographic robustness evaluation. Encryption and digital signature 
algorithms based on El-Gamal’s method are described. The advantages and disad-
vantages of the algorithm are analyzed, as well as its application in various fields 
such as e-commerce, email and cryptocurrencies. The paper contains a descriptive 
part explaining the concept of asymmetric cryptography and its advantages.

Keywords: cryptography, El-Gamal algorithm, discrete logarithm, finite field, 
encryption, digital signature, e-commerce, e-mail, cryptocurrencies, asymmetric 
cryptography.
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МАТЕМАТИКАЛЫҚ НЕГІЗДЕРІ, ҚОЛДАНУ ЖӘНЕ ТАЛДАУ
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Аннотация: Бұл мақалада Эль-Гамальдың криптографиялық алгоритміне 
жан-жақты  шолу жасалынған. Эль-Гамаль  алгоритмі қазіргі криптографияда 
кеңінен қолданылатын негізгі асимметриялық шифрлау алгоритмі болып 
табылады. Оның негізгі артықшылықтары дискретті логарифмдерді 
есептеудің күрделілігіне байланысты қауіпсіздіктің жоғары деңгейін, 
сондай-ақ аутентификацияны қамтамасыз ету үшін цифрлық қолтаңбада 
пайдалану мүмкіндігін және жасалған әрекеттерге қарсылық білдірудің 
мүмкін еместігін қамтиды. Дегенмен, Эль-Гамаль  алгоритмінің кемшіліктері 
де жоқ емес. Оның есептеу күрделілігі айтарлықтай жоғары болуы мүмкін, 
әсіресе үлкен сандармен жұмыс істегенде, бұл деректерді шифрлау және 
шифрды шешу уақытының ұзағырақ болуына әкелуі мүмкін. Сонымен қатар, 
кейбір жағдайларда алгоритм соңғы өріс құрылымының математикалық 
талдауларына негізделген шабуылдарға бейім болуы мүмкін. Тұтастай 
алғанда, Эль-Гамаль  алгоритмі криптография саласындағы маңызды құрал 
болып қала береді және оны қолдану әртүрлі платформалар мен салаларда 
кеңеюін жалғастыруда. Сонымен қатар, асимметриялық криптография 
Диффи-Хеллман сияқты кілт алмасу протоколдарын пайдалану арқылы 
қауіпсіз байланыс арналарын құруды жеңілдетеді, бұл екі тарапқа ортақ құпия 
кілтті тыңдаушыларға ашпай-ақ келісуіне мүмкіндік береді. Бұл қауіпсіз веб - 
парақшаны, онлайн банкингті және қауіпсіз электрондық пошта байланысын 
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қоса алғанда, әртүрлі қолданбаларға қауіпсіз қосылымдарды қамтамасыз ету 
үшін өте маңызды. Дегенмен, тиімділік пен қауіпсіздікті барынша арттыру 
үшін бұл әдістің артықшылықтары мен шектеулерін қарастырып, оны белгілі 
бір қолданбаның нақты қажеттіліктері мен талаптарына қолдану қажет. 
Бұл жұмыста Эль-Гамаль алгоритмнің математикалық негіздерін егжей-
тегжейлі қарастырған, соның ішінде дискретті логарифмдерді есептеу, соңғы 
өрістердегі операциялар және криптографиялық беріктікті бағалау әдістері 
қарастырылған. Эль-Гамаль әдісіне негізделген шифрлау және цифрлық 
қолтаңба алгоритмдері сипатталған. Алгоритмнің артықшылықтары 
мен кемшіліктері, сондай-ақ оны электрондық коммерция, электрондық 
пошта және криптовалюта сияқты әртүрлі салаларда қолдану талданған. 
Мақалада асимметриялық криптография тұжырымдамасын және оның 
артықшылықтары сипатталған.  

Түйін сөздер: криптография, Эль-Гамаль алгоритмі, дискретті логарифм, 
ақырлы өріс, шифрлау, цифрлық қолтаңба, электрондық коммерция, 
электрондық пошта, криптовалюта, асимметриялық криптография.
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Аннотация. Данная статья представляет собой комплексный обзор 
криптографического алгоритма Эль-Гамаля. Алгоритм Эль-Гамаля — 
ключевой алгоритм асимметричного шифрования, широко используемый 
в современной криптографии. К его основным преимуществам относятся 
высокий уровень безопасности за счет сложности вычисления дискретных 
логарифмов и возможность использования в цифровых подписях для 
аутентификации и не доказуемости. Однако алгоритм Эль-Гамаля не лишен 
ограничений. Вычислительная сложность может быть довольно высокой, 
особенно при работе с большими числами, что может привести к увеличению 
времени шифрования и дешифрования. Кроме того, в некоторых случаях 
алгоритм может быть уязвим для атак, основанных на математическом 
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анализе структуры конечного поля. В целом алгоритм Эль-Гамаля остается 
важным инструментом в области криптографии, и его применение продолжает 
расширяться на различных платформах и в различных отраслях. Более того, 
асимметричная криптография также облегчает создание безопасных каналов 
связи с использованием протоколов обмена ключами, таких как Диффи-
Хеллман, который позволяет двум сторонам согласовать общий секретный 
ключ, не раскрывая его перехватчикам. Это имеет решающее значение для 
обеспечения безопасных соединений для различных приложений, включая 
безопасный просмотр веб-страниц, онлайн-банкинг и безопасную связь по 
электронной почте. Однако для максимальной эффективности и безопасности 
необходимо учитывать как преимущества, так и ограничения этого метода и 
применять его в соответствии с конкретными потребностями и требованиями 
каждого отдельного приложения. В статье подробно описаны математические 
основы алгоритма, включая вычисление дискретных логарифмов, операции 
с конечными полями и оценку криптографической устойчивости. Описаны 
алгоритмы шифрования и цифровой подписи на основе метода Эль-
Гамаля. Анализируются преимущества и недостатки алгоритма, а также 
его применение в различных областях, таких как электронная коммерция, 
электронная почта и криптовалюты. Статья содержит описательную часть, 
объясняющую концепцию асимметричной криптографии и ее преимущества.

Ключевые слова: криптография, алгоритм Эль-Гамаля, дискретный 
логарифм, конечное поле, шифрование, цифровая подпись, электронная 
коммерция, электронная почта, криптовалюты, асимметричная криптография.

Introduction. The El-Gamal encryption algorithm is an asymmetric encryption 
algorithm for public-key cryptography based on Diffie-Hellman key exchange. 
It was described by Taher El-Gamal in 1985 and is based on the complexity 
of computing discrete logarithms in a finite field. The algorithm allows both 
encryption and digital signatures and works on the principle of using different 
keys for encryption and decryption, which is a fundamental concept in asymmetric 
cryptography. The security of El-Gamal algorithm is based on the computational 
complexity of the discrete logarithm problem, which makes it a robust choice for 
modern cryptographic applications (Huang, Zhang, 2020).

El-Gamal algorithm belongs to the class of asymmetric cryptographic 
algorithms, also known as public key algorithms. These algorithms use two 
different but mathematically related key pairs: a public key, which can be publicly 
available, and a secret key, which must be kept secret.

One of the key benefits of asymmetric algorithms such as El-Gamal is the 
ability to securely distribute public keys, which allows secure communication 
channels to be easily established between parties that previously had no sensitive 
information. This is particularly useful in scenarios where parties are physically 
distant from each other, such as e-commerce and email.

In addition to encryption, the El-Gamal algorithm can also be used to create 
digital signatures that ensure the authenticity and non-negativity of messages. 
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Digital signatures are widely used in a variety of applications, including legal 
documents, financial transactions, and electronic voting systems.

Analyzing the use of the El-Gamal algorithm in areas such as cryptocurrencies, 
e-commerce, and e-voting, its versatility and importance for modern cybersecurity 
systems is highlighted. These examples confirm the practical relevance of the 
algorithm and its ability to adapt to different security requirements.

El-Gamal’s algorithm is used in various fields such as:
E-commerce: to ensure the privacy of information in online payments.
Email: to encrypt emails and ensure their confidentiality.
Cryptocurrencies: Bitcoin and other cryptocurrencies use the El-Gamal 

algorithm to create digital signatures to secure transactions.
Electronic Signature Systems: El-Gamal algorithm can be used to create legally 

binding electronic signatures.
VPNs: El-Gamal algorithm can be used to provide privacy and authentication 

in virtual private networks.
High crypto-resistant: The El-Gamal algorithm is considered crypto-resistant 

because calculating the discrete logarithm is a difficult task.
Efficiency: El-Gamal algorithm is relatively easy to implement and has a high 

speed of operation.
Flexibility: El-Gamal algorithm can be used for both encryption and digital 

signatures.
There are disadvantages in El-Gamal algorithm:
Key length: it requires the use of long length keys to provide sufficient 

cryptographic strength, which may lead to performance degradation.
Attacks: there are various attacks on El-Gamal algorithm such as man-in-the-

middle attack and side-channel attack.
This paper performs an in-depth analysis of El-Gamal cryptographic 

algorithm based on its mathematical principles, variety of applications and 
future prospects. Highlighting the impact of quantum computing on El-Gamal’s 
algorithm emphasizes the need to adapt and evolve the algorithm to maintain its 
crypto-resistance in the future. The potential for threats and adaptation strategies 
that can ensure the algorithm’s resilience in the era of quantum technologies are 
explored.

Mathematical foundations of the algorithm. Highlighting defense strategies 
against third-party attacks and data masking techniques provides an in-depth 
understanding of the mechanisms that increase the resilience of the El-Gamal 
algorithm against advanced threats. This research suggests ways to strengthen the 
algorithm, making it more resilient to a variety of cyberattacks.

An examination of discrete logarithms reveals their key role in ensuring the 
crypto-resistance of El-Gamal’s algorithm. A detailed analysis of these mathematical 
structures allows us to understand how the complexity of their computation in 
finite fields contributes significantly to the security of the algorithm. The study of 
operations in finite fields demonstrates their importance in ensuring the integrity 
and reliability of the cryptographic procedures used in the algorithm (Talaki, et 
all, 2022).
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The El-Gamal algorithm operates in a finite field, which is a set of a finite 
number of elements on which addition and multiplication operations are defined. 
The elements of the field can be integers, polynomials, or other mathematical 
objects.

The key mathematical concept used in the El-Gamal algorithm is the discrete 
logarithm. The discrete logarithm of a number b on base a in a finite field GF(p) 
is an integer x such that:

α^x= b  					     (1)

The computation of the discrete logarithm in a finite field is a hard problem, 
which ensures the cryptographic robustness of the algorithm.

The generator g of a finite field GF(p) is chosen to operate the El-Gamal 
algorithm. The generator is an element of the field whose order is (p-1). All 
computations in the algorithm, such as degree, multiplication and division, are 
performed in the finite field GF(p) modulo a prime number p.

A large prime number p is selected.
A generator g of the finite field GF(p) is selected.
Alice (the sender) chooses a random integer a and computes a:

A = ga  					     (2)

Bob (the receiver) chooses a random integer b and computes a:

B = gb  					     (3)

Alice and Bob publish their public keys A and B respectively, and keep the 
secret keys a and b secret (Huang, Zhang,Yu, 2020).

Example of encryption with El-Gamal algorithm: Alice wants to send a message 
M to Bob.

Alice chooses a random integer k. Alice calculates:

C1 = gk и  С2 = M*Bk 			   (4) 

Alice sends Bob a pair (C1, C2).
Example decryption algorithm:
Bob, using his secret key b, computes:

M =C2(C1
b) 					     (5)

The computation of the discrete logarithm in a finite field is a hard problem, 
which ensures the cryptographic strength of the algorithm (Feng, et all, 2022).

The use of finite fields in El-Gamal’s algorithm is based on algebraic structure 



58

N E W S  of  the National Academy of  Sciences of  the  Republic  of  Kazakhstan

theory and number theory. Finite fi elds have important algebraic properties such 
as associativity, commutativity and the presence of inverse elements, which allows 
computation while preserving the closedness of operations.

The choice of a fi nite fi eld generator ensures that the generated sequence 
of elements contains all non-zero elements of the fi eld, which is crucial for 
cryptographic applications. This follows from Lagrange’s theorem on the order of 
an element in a group and properties of cyclic groups (Zhao, et all, 2024).

The complexity of calculating discrete logarithms in fi nite fi elds, on which the 
crypto-resistance of the El-Gamal algorithm is based, is confi rmed by the results 
in the fi eld of computational complexity theory and number theory (Figure 1). The 
problem of computing the discrete logarithm in a fi nite fi eld belongs to the class 
of complex problems for which no effi cient solution algorithms have been found. 
The best known algorithms have exponential time complexity, which makes them 
practically inapplicable for large numbers (Zhao, Xu, Han, Ren, Wang, Chen, Liu, 
2020).

The mathematical foundations of El-Gamal’s algorithm have a rigorous 
scientifi c foundation in various parts of mathematics, including algebraic structure 
theory, number theory, and computational complexity theory.

Figure 1. Conceptual model of visualization of different aspects of El-Gamal algorithm.

The use of hash functions is based on their important cryptographic properties, 
such as collision resistance and one-directionality. Collision resistance means 
that it is virtually impossible to fi nd two different messages with the same hash 
value. One-directionality means that it is extremely diffi cult to recover the original 
message from a known hash value.

The use of fi nite fi elds and the complexity of computing discrete logarithms 
is justifi ed by algebraic structure theory, number theory, and computational 
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complexity theory, as described in the section on the mathematical foundations of 
the encryption algorithm. 

Results. The proof of correctness of the signature algorithm is based on the 
following mathematical facts:

g(ak) * g(kH(M)) = g(k*(a+H(M)))  			   (6) 
(degree property in a finite field)

S2 k = H(M) − α * S1  			   (7) 
(by definition of S2)

Substituting 2 into 1, we obtain:

g(S
2

*k+a*S
1

) = gH(M) 				    (8)

Elevating both parts to degree S1, we have (gS2*k * g(a S1))S1 = g(H(M) g S1)           (9) 

Given that A = ga, finally: (gS2 * AS1)S1 = g(H(M) * S1) * S1
S1  		         (10)

If the signature (S1, S2) is genuine, then v1 = v2. Otherwise, if the signature 
is incorrect, the equality is Not fulfilled with a high probability determined by 
the persistence of the hash function (Jiang, et all, 2023). This mathematical 
justification confirms the correctness of El-Gamal’s digital signature algorithm 
and its cryptographic strength based on the complexity of computing discrete 
logarithms and the properties of hash functions. Example of signing using the 
algorithm: Alice wants to sign a message M. Alice computes the hash function 
H(M) of the message. Alice chooses a random integer k.

Alice computes:  

C1 =gk и S2 =k*H(M) + α*S1 				    (11)  

Alice signs the message with the pair (S1, S2). Example of verification using 
the algorithm:

Bob, using Alice’s public key A, calculates the following:

H′(M) = (S2 – S1
α)/ S1 					     (12) 

Bob compares H’(M) с H(M). If they match, then Alice’s signature is correct 
(ElGamal,1984).

Discussion. The El-Gamal algorithm continues to be relevant and widely used 
due to its proven crypto-resistance and flexibility of use (ElGamal,1984). Further 
research to improve its efficiency, security, and adaptation to new challenges will 
keep it relevant in the field of cryptography and information security in the future.
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Several key assumptions were made during the study:
1.	It is assumed that the attacker is limited to certain computational resources, 

which may not correspond to reality given the continuous increase in computing 
power, especially in the context of quantum computing.

2.	 The study is based on the assumption that the El-Gamal algorithm will be 
implemented and applied without errors, which may not correspond to reality due 
to potential vulnerabilities in software or hardware.

The use of El-Gamal’s algorithm as the basis for digital signatures in the 
Bitcoin cryptocurrency has demonstrated the survivability and practical value of 
this method (ElGamal,1984). The advent of blockchain and cryptocurrencies has 
opened a new chapter in the application of asymmetric cryptography, where the 
robustness and crypto-resistance of algorithms are critical.

Errors in the implementation of the El-Gamal algorithm can introduce 
significant distortions in the evaluation of its crypto stability. The choice of 
cryptographic parameters based on incorrect or outdated assumptions can lead to 
erroneous conclusions regarding the security of the algorithm.

The use of empirical data and attack modeling can contain their own limitations 
and sources of error related to the assumptions underlying these methods and the 
accuracy of the experimental data itself.

Understanding and recognizing these limitations, assumptions, and potential 
sources of error is critical to objectively evaluate the results of this study and their 
applicability in the broader context of cryptographic technology development and 
information security in the age of quantum computing.

The successful implementation of the El-Gamal algorithm in Bitcoin confirmed 
its ability to provide the necessary level of security even in the context of distributed 
computing systems and decentralized networks. This, has motivated further study 
and improvement of this algorithm in the context of emerging technologies 
(Huang, Zhang, Yu, 2020).

In the context of the robustness of El-Gamal’s algorithm to quantum attacks, 
it is important to emphasize that its security is based on the discrete logarithm 
problem, which is still challenging for quantum computing. Referring to the study 
of El-Gamal (1984), we see that the cryptographic robustness of the algorithm is 
actively used in various applications, including digital signatures and secure email 
(Feng, Cui, Jiang, Li, 2022).

The paper also discusses the potential of El-Gamal algorithm in the context 
of new challenges including quantum computing. Considering its application in 
systems requiring a high level of security, such as cryptocurrencies and electronic 
voting, its practical value and flexibility are emphasized (Duc, Dziembowski, 
Faust, 2018).

The importance of protecting the algorithm from attacks through third-
party channels and the need to optimize the algorithm for different computing 
environments is explored (Huang, et all, 2020).  Research in this area shows that 
the implementation of protection techniques such as data masking and computation 
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randomization can signifi cantly increase the resilience against these threats. The 
present study focuses on analyzing the cryptographic resilience of the El-Gamal 
algorithm in the context of existing and anticipated quantum threats. It should be 
emphasized that the conclusions drawn from the analysis are applicable within the 
specifi c set of conditions and parameters considered in this paper. Variations in the 
conditions of changes in the algorithmic implementation, can have a signifi cant 
impact on the overall cryptostability picture.

Attempting to account for the future development of quantum technologies, 
the speed of this development, and the potential emergence of new cryptanalysis 
methods may change the resilience of the El-Gamal algorithm to quantum attacks. 
As a result of the rapid development of quantum technologies and the potential 
impact on cryptanalysis methods, the experimental simulation performed provides 
key key key scientifi c insights regarding the current vulnerability of the El-Gamal 
algorithm and other widely used cryptographic algorithms.

The simulation showed that the El-Gamal algorithm exhibits some vulnerability 
to the Shor attack, with the key decomposition time being signifi cantly reduced 
using the quantum algorithm compared to classical methods. Despite this, the 
selection of algorithm parameters, such as key length, can signifi cantly increase 
the resistance to such attacks (Duc, Dziembowski,Faust,2018).

During the experiment, we obtained two curves (Figure 2): one shows how 
the key decomposition time grows exponentially for classical methods, and the 
other shows how it grows polynomially for Shor’s algorithm as the key length 
increases. Despite the simplifi ed nature of the model, such visualization will 
help to demonstrate the importance of choosing the key length for ensuring 
cryptocurrencies in the conditions of quantum computing development.

Figure 2. Comparison of key decomposition time by classical methods and Shor’s algorithm.
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The results for RSA showed (Figure 3) a more pronounced vulnerability to 
quantum attacks, especially to Shor’s algorithm, which can effectively decompose 
the modulus N into simple multipliers, thereby jeopardizing the security of the 
entire system. This emphasizes the need to move towards quantum-resistant 
algorithms for systems using RSA.

Figure 3. Comparison of factorization time for classical and quantum algorithms.

The simulation showed that ECC is also vulnerable to threats from quantum 
computing, but to a lesser extent than RSA. The effectiveness of Shor’s attack on 
ECC depends on the size of the fi eld used, with larger fi elds being able to slow 
down the attack process but not eliminate the potential vulnerability completely.

The simulation study confi rms that in the era of quantum computing, approaches 
to the crypto-resistance of encryption algorithms need to be reconsidered. For 
El-Gamal and other popular algorithms such as RSA and ECC, adaptation to 
potential quantum threats is required, which may include increasing key sizes or 
moving to new, quantum-resistant algorithms. The simulation results emphasize 
the importance of continued research in post-quantum cryptography and the 
development of new encryption methods that can withstand the capabilities of 
quantum computing.

Currently, research in the fi eld of application of the El-Gamal algorithm 
covers such areas as improving its computational effi ciency, adaptation to mobile 
and resource-limited devices, as well as the development of protection against 
potential threats in the form of quantum computing (Morales, Reyes Barranca, 
Tinoco Varela, Flores, Espinosa Garcia, 2022). The possibilities of combining 
the algorithm with other cryptographic primitives to create hybrid encryption and 
authentication schemes are being considered.
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Despite the lack of focused studies of Kazakhstan scientists directly focused 
on the El-Gamal algorithm, its use in cryptocurrencies and prospects for further 
development make this algorithm a relevant object of study in the global scientific 
community. Scientists of Kazakhstan specializing in the field of cryptography 
and information security, of course, should also pay attention to the analysis and 
improvement of this algorithm, given its growing importance in the context of new 
technological developments.

The scientific community is actively researching to eliminate the shortcomings 
and improve the efficiency of the El-Gamal algorithm (Feng, et all, 2020).

One of the major drawbacks is the need to use long keys to achieve the desired 
level of security. The use of long encryption keys leads to performance degradation 
and increased computational burden, especially in resource-constrained 
environments.

Researchers in the field of cybersecurity are actively exploring various 
approaches and improvements to address the key problems.

A comparison of El-Gamal algorithm with other asymmetric methods 
emphasizes its unique properties and advantages. This analysis not only highlights 
El-Gamal in the context of cryptographic theory, but also emphasizes its practical 
value by demonstrating its flexibility and robustness.

Exponentiation and multiplication in finite fields to optimize computational 
operations in the El-Gamal algorithm are actively considered. The use of specialized 
arithmetic methods, pre-computation and parallel algorithms can significantly 
increase the speed of cryptographic operations. To counter attacks through third-
party channels, exploiting information leaks through physical manifestations of 
computations, methods of data masking, randomization of computations are being 
developed. Application of such defense mechanisms increases the algorithm’s 
resistance to this class of attacks. (Al-Zubaidie, Shyaa, 2023)

Given the potential threat of quantum computing to asymmetric cryptosystems, 
ways of adapting the El-Gamal algorithm to quantum-resistant variants are 
investigated. This may include using alternative mathematical problems that 
are resistant to quantum attacks, or combining with other quantum-resistant 
cryptographic primitives. This line of research has the essence of better adaptation 
to quantum computing.

Optimized implementations of El-Gamal algorithm are being developed for 
various applications such as embedded systems, Internet of Things, mobile devices 
and cloud computing. These implementations take into account the specific 
performance, power consumption and security requirements of the respective 
environments (Morales, et all, 2022).

It should be noted that many of these approaches are under active research and 
theoretical development. Their practical implementation and widespread adoption 
will require further efforts to standardize, test, and ensure compatibility with 
existing systems using the El-Gamal algorithm.
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The possibility of new types of attacks, such as third-party channel attacks 
exploiting information leaks through physical manifestations of computation 
(energy consumption, electromagnetic radiation, etc.) must be considered. The 
development of countermeasures, such as data masking and the introduction of 
computation randomization techniques, can increase resistance to this class of 
attacks.

An important aspect is the proper choice of algorithm parameters such as field 
size, generator selection, and key generation procedure. Non-compliance with the 
parameter recommendations can lead to a serious weakening of crypto-resistance 
and make the algorithm vulnerable to attacks. Parameter recommendations 
should be analyzed and regularly updated to take into account the development of 
computing power and new crypto-analytic techniques.

In addition to technical aspects, the use of the algorithm in different applications 
and environments should be considered (Talaki, et all, 2022). For example, in the 
context of cryptocurrencies and blockchain, attention should be paid to issues of 
scalability, efficiency, and resistance to quantum attacks. For electronic voting 
systems, strong authentication, validation and anti-manipulation procedures are 
critical.

Conclusion. The El-Gamal algorithm has a strong place in modern cryptography 
due to its rigorous mathematical foundations and proven cryptographic security. 
Its security is based on the difficult computational problem of finding discrete 
logarithms in finite fields, which belongs to the class of intractable problems 
in computational complexity theory. The best-known algorithms for solving 
this problem have exponential time complexity, which makes them practically 
inapplicable for large key sizes.

A rigorous mathematical proof of the correctness of El-Gamal’s algorithm for 
encrypting and creating digital signatures is based on fundamental results from 
algebraic structure theory, number theory, and properties of cryptographic hash 
functions. The proof relies on the law of degrees in finite fields, properties of the 
order of elements and one-directionality of hash functions.

The results of the cryptanalysis show that with proper parameter selection 
and implementation, El-Gamal’s algorithm provides a high level of resistance to 
various types of attacks, including brute-force attacks, attacks through third-party 
channels, and active man-in-the-middle attacks.

The flexibility of the El-Gamal algorithm for both data encryption and digital 
signatures has determined its widespread use in various fields such as e-commerce, 
secure email, cryptocurrencies and electronic signature systems. The algorithm 
has contributed significantly to the development of asymmetric public key 
cryptosystems.

Despite having some limitations due to the need for long keys and vulnerability 
to certain types of attacks, the El Gamal algorithm continues to be actively used 
and developed due to the constant progress in cryptography. Further research is 
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aimed at improving its efficiency, enhancing its crypto-resistance, and adapting it 
to new challenges in information security.

The conclusion brings together the key findings of the study, emphasizing the 
importance of the El-Gamal algorithm in modern cryptography and its potential to 
adapt to future challenges. We outline directions for future research that will help 
expand the understanding and application of the algorithm in new cryptographic 
scenarios.

The El-Gamal algorithm can be considered one of the fundamental achievements 
of modern cryptography, which gave impetus to the development of asymmetric 
cryptographic systems and laid the foundation for ensuring confidentiality, 
integrity and authenticity of data in the digital age.
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