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Abstract: This paper is a comprehensive review of the El-Gamal cryptograph-
ic algorithm. The El-Gamal algorithm is a key algorithm in asymmetric encryption
widely used in modern cryptography. It is main advantages include a high level of
security due to the complexity of computing discrete logarithms and the ability to
be used in digital signatures for authentication and non-repudiation. However, the
El-Gamal algorithm is not without it is limitations. It is computational complexity
can be quite high, especially when dealing with large numbers, which can lead to
increased encryption and decryption times. Additionally, in some cases, the algo-
rithm may be vulnerable to attacks based on mathematical analyses of the struc-
ture of the finite field. Overall, the El-Gamal algorithm remains an important tool
in the field of cryptography, and it is application continues to expand across vari-
ous platforms and industries. Moreover, asymmetric cryptography also facilitates
the establishment of secure communication channels by using key exchange pro-
tocols, such as Diffie-Hellman, which allows two parties to agree upon a shared
secret key without revealing it to any eavesdroppers. This is crucial in ensuring
secure connections for various applications, including secure web browsing, on-
line banking, and secure email communication. However, for maximum efficiency
and security, it is necessary to consider both the advantages and limitations of this
method, and apply it in accordance with the specific needs and requirements of
each individual application. The paper details the mathematical foundations of
the algorithm, including the computation of discrete logarithms, finite field oper-
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ations, and cryptographic robustness evaluation. Encryption and digital signature
algorithms based on El-Gamal’s method are described. The advantages and disad-
vantages of the algorithm are analyzed, as well as its application in various fields
such as e-commerce, email and cryptocurrencies. The paper contains a descriptive
part explaining the concept of asymmetric cryptography and its advantages.
Keywords: cryptography, El-Gamal algorithm, discrete logarithm, finite field,
encryption, digital signature, e-commerce, e-mail, cryptocurrencies, asymmetric

cryptography.
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AnHortanus: byn makanana Onb-I"amManbIbIH KpUOTOTpaQUsUIBIK AITOPUTMIHE
KaH-)KaKThl LIOJTY )KacalbIHFaH. DJb-I'aManb aaropuTMi Kasipri kpunrorpadusia
KEeHIHEH KOJJIAHBUIATHIH HETi3r1 acCMMMETPHSUIBIK MU(pIIay alropuT™i OOJBII
TaObuiazpl. OHBIH HETI3TI  apTHIKIIBUIBIKTAphl  JTUCKPETTI  Jorapudmaepii
€CeNTeyNiH KypJeniirine OalIaHbICTBl KayillCI3MIKTIH IKOFapbl JE€HIeHiH,
COHJAll-aK ayTeHTU(HUKALMSIHEI KaMTaMachl3 €Ty YIIiH HUQPIbIK KontaHOana
naijanany MYMKIHJIITIH JKOHE JKacallFaH OpeKeTTepre KapChUIBIK OUIIIpyIiH
MYMKIiH eMeCTiriH KaMTu b1, Jlerenmen, Dib-1"amMans aaropuTMiHiH KeMITUTIKTEpi
ne KoK eMec. OHBIH ecelTey KYpAeNIiliri aiTapiablKTaid )KoFapsl 00Iybl MYMKIiH,
ocipece YIKEH CaHJapMeH JKYMbIC icTereHjie, Oy nepekrtepai mmdpray xxoHe
i Qpabl ey yakbITBIHBIH Y3aFbIpak 00aybIHa 9Keryi MyMKiH. COHBIMEH Karap,
KeiOip JKaFjailapaa ajaropuT™M COHFBI ©piC KYPBUIBIMBIHBIH MaTeMaTHKaJIbIK
TaljayjapblHa HETi3/eNreH malysuigapra Oeifim Oomybl MyMmKiH. TyTtacraii
anranna, Jnb-l'amane anroputmi Kpunrorpadus cagacblHAAFBI MaHBI3IbI Kypaj
OobIn Kana Oepe/ii ’KoHe OHBI KOJIJIaHy SpTYpIIi IuiardopMaiap MeH canaiapia
KeHeloiH skanracTeipyga. COHBIMEH Karap, aCHMMMETPHSUIBIK Kpunrorpadus
JAupou-Xemman CHAKTBI KUIT anMacy HpPOTOKOJJApbIH MNaijganaHy apKbUIbI
Kayirci3 0aiiyaHbIC apHaIapbIH KYPY/IbI )KEHUIIeTeI1, OYJ1 €Ki Taparka OpTakK KyIus
KUITTI THIHJIAyIBUIAPFA alllllaii-aK Kelicyine MyMKiHiK Oeperi. by kayincis BeO -
MapaKnIaHbl, OHJIAH OAaHKWHTTI )KOHE KayillCi3 AJIEKTPOH/IBIK MOIITa OAHITaHBICHIH
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KOca ajiFaHaa, 9pTypii KosganOanapra Kayincis KOChbUIbIMAAPAbl KAMTaMAaChI3 €Ty
YIIH 6Te MaHbI3/Abl. J[ereHMeH, THIMAUTIK MeH Kayilci3aiKTi OapbIHIIa apTTHIPY
YIIiH OYJT 9MiCTIH apTHIKIIBUIBIKTAPBI MEH IIEKTEYICPiH KapaCTHIPHIT, OHBI OCIT 1T
0ip KoIaHOAHBIH HAKThl KAKETTUNKTEpI MEH TajanTapblHa KOJJIaHY KaKeT.
Byn xymbicta Onb-I'amanb aaropuTMHIH MaTeMaTHUKANbIK HETi3[IepiH erKei-
TEKeHITi KapacThIpFaH, COHBIH 1MITHAE TUCKPETTI JorapudMaepai ecentey, COHFbI
epicTep/ieri onepanusiiap koHe KpUnTorpadusiblk OepikTikTi Oaranay omictepi
KapacThIpbUIFaH. Dnb-l'amanp omiciHe HerizmenreH mmdpray koHE TU(PITBIK
KOJITaHOa anropuTMJIepi cumarrtairaH. AJTOPUTMHIH — apTHIKIIBUIBIKTAPHI
MEH KEeMINUIIKTepl, COHJAl-aK OHbI AJIEKTPOHJBIK KOMMEPIIUS, SJICKTPOHJIBIK
MOIITa JKOHE KPHUNTOBAIIOTA CHSKTHI 9PTYpJl canajapia KoJJaHy TajJaHFaH.
Makanaga acUMMETPHUSUIBIK KpHUNTOrpadus TYKBIPHIMAAMAChlH >KOHE OHBIH
apTHIKIIBUIBIKTAPbl CUIIATTAJIFaH.

Tyiiin ce3aep: xpunrorpadus, Imb-I"amanb anropuT™i, TUCKPETTI Torapudm,
aKpIpIIbl  ©pic, MmUdpnay, TUPPIBIK KONTaHOA, AIIEKTPOHJIBIK KOMMEPIIHS,
AIIEKTPOH/IBIK MOIITa, KPUMITOBAIIOTA, ACHMMETPHSUIBIK KPUIITOTpadusl.
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AnHoTamusi. JlaHHas CTaThsd TPEACTABISIET COOOH KOMILIEKCHBIH 0030p
Kpunrorpaguaeckoro aiaroputma OIib-lamansa. Anroput™ Onb-lamans —
KITFOYEBOM aNTOPUTM aCHMMETPHUYHOTO MU(POBAHUS, IHPOKO HCIIOIB3YeMBbIH
B COBpeMEHHOH kpumnrorpaduu. K ero oCHOBHBIM MpEeNMyIIecTBaM OTHOCSTCS
BBICOKHI YPOBEHb O€30TIACHOCTH 3a CYET CIOKHOCTH BBIYHCICHUS JUCKPETHBIX
Jorapu(MOB W BO3MOXXHOCTH HCITOJIB30BaHUS B IU(PPOBBIX MOJIUCIX I
ayTeHTH(DUKAINY 1 He JoKazyeMocTH. OqHAKO alTOpuTM Dib-1'aMals He JHIIeH
orpaHWYeHUi. BprauciauTensHas CI0KHOCTh MOXKET OBITH JTOBOJBHO BBICOKOM,
0COOCHHO TTPH padboTe ¢ OONBIIUMHE YUCIIAMH, YTO MOYKET IMTPUBECTH K YBEITUICHUIO
BpeMeHHN mudpoBanug n Aemudposanns. Kpome TOro, B HEKOTOPBIX CIIydasix
aNTOPUTM MOXKET OBITh YA3BUM JUIS aTaK, OCHOBAaHHBIX Ha MaTeMaTHYECKOM
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aHaJIN3€ CTPYKTYpbl KOHEUHOro noiist. B menom anroputm Omnb-I'amans octaeTcs
BaKHBIM HHCTPYMEHTOM B 00JIaCTH KpUNITOrpaduu, ¥ €ro MpUMEHEHHE MPOA0IIKAET
pacimMpsTHCS Ha Pa3lIuYHbIX IUIaTGOpPMax U B pa3IMyHbIX oTpacisix. bomee Toro,
acMMMeTpHUYHAs KpurTorpadus Takxke odlieryaeT co3aanre 0e30MacHbIX KaHAIOB
CBSI3W C HCIOJb30BaHUEM IPOTOKOJIOB OOMEHa KiouaMH, Takux kak Huddu-
XennMman, KOTOPBIH IO3BOJISIET JIBYM CTOPOHAM COIJIacOBaTh OOMIMK CEKPETHBIN
KJII0Y, HE pacKphIBasl €ro nepexBardukaM. JTO UMEET pelIarollee 3HaYeHnue A
oOecriedeHnsl OE30MACHBIX COCTUHEHUHN ISl PA3IUUHBIX NPUIOKEHUH, BKIIOUas
0e30macHbI IPOCMOTP BEO-CTPaHML, OHIAHH-OAHKUHT U O€30MacHYIO CBS3b 110
3NIEKTPOHHOH mouTe. OIHAKO AJISI MAKCUMaJIbHOU 3 PEeKTHUBHOCTH U 0€301MacCHOCTH
HEOOXOIMMO YUUTHIBATh KaK MIPEUMYILECTBA, TaK U OTPAaHUUYCHHSI TOrO METOAa U
MPUMEHSTH €T0 B COOTBETCTBHUHU C KOHKPETHBIMU MOTPEOHOCTAMH U TPEOOBAaHUSAMU
Ka)JI0T0 OTAEIHLHOTO MPUIIOKEHUs. B craTbe mogpoOHO onrcaHbl MaTeMaTHIECKHE
OCHOBBI aJITOPUTMA, BKITIOUAs! BEIYMCIICHUE TUCKPETHBIX JIOTapu(pMOB, ONepauu
C KOHEYHBIMH MOJISIMHM M OLEHKY KpHnTorpaduieckol ycroiunBoctu. OnucaHbl
anroputMbl npoBaHus W UM(GPOBOM MNOANMKWCH Ha OCHOBE MeTona Oilb-
lamasis. AHaIM3UPYIOTCS NPEUMYIIECTBA M HEJOCTATKH aJrOpUTMa, a TaKxkKe
€ro MPUMEHEHHUE B Pa3IMYHBIX 00JACTAX, TAKMX KaK 3JCKTPOHHAS KOMMEpLHS,
UIEKTPOHHASI 110Y4Ta U KPUNTOBATMIOTHL. CTaThsl COAEPKHUT OMUCATEIBHYIO YacTh,
OOBSACHSIONIYIO KOHIETIINIO aCHMMETPUYHON KpUITOrpaduu 1 ee NperuMyIecTBa.

KiroueBbie cioBa: kpunrorpadus, aaroput™m Oib-I'amans, IHUCKpETHBIN
norapudmM, KoHeyHoe moje, ImudppoBaHue, UUPpPoOBas MOANUCH, HICKTPOHHAS
KOMMEPLHS, SJICKTPOHHAS [10YTa, KPUIITOBAIIOTHL, ACHMMETPUUHAs KpUITOrpadus.

Introduction. The El-Gamal encryption algorithm is an asymmetric encryption
algorithm for public-key cryptography based on Diffie-Hellman key exchange.
It was described by Taher El-Gamal in 1985 and is based on the complexity
of computing discrete logarithms in a finite field. The algorithm allows both
encryption and digital signatures and works on the principle of using different
keys for encryption and decryption, which is a fundamental concept in asymmetric
cryptography. The security of El-Gamal algorithm is based on the computational
complexity of the discrete logarithm problem, which makes it a robust choice for
modern cryptographic applications (Huang, Zhang, 2020).

El-Gamal algorithm belongs to the class of asymmetric cryptographic
algorithms, also known as public key algorithms. These algorithms use two
different but mathematically related key pairs: a public key, which can be publicly
available, and a secret key, which must be kept secret.

One of the key benefits of asymmetric algorithms such as El-Gamal is the
ability to securely distribute public keys, which allows secure communication
channels to be easily established between parties that previously had no sensitive
information. This is particularly useful in scenarios where parties are physically
distant from each other, such as e-commerce and email.

In addition to encryption, the El-Gamal algorithm can also be used to create
digital signatures that ensure the authenticity and non-negativity of messages.
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Digital signatures are widely used in a variety of applications, including legal
documents, financial transactions, and electronic voting systems.

Analyzing the use of the El-Gamal algorithm in areas such as cryptocurrencies,
e-commerce, and e-voting, its versatility and importance for modern cybersecurity
systems is highlighted. These examples confirm the practical relevance of the
algorithm and its ability to adapt to different security requirements.

El-Gamal’s algorithm is used in various fields such as:

E-commerce: to ensure the privacy of information in online payments.

Email: to encrypt emails and ensure their confidentiality.

Cryptocurrencies: Bitcoin and other cryptocurrencies use the El-Gamal
algorithm to create digital signatures to secure transactions.

Electronic Signature Systems: El-Gamal algorithm can be used to create legally
binding electronic signatures.

VPNs: El-Gamal algorithm can be used to provide privacy and authentication
in virtual private networks.

High crypto-resistant: The El-Gamal algorithm is considered crypto-resistant
because calculating the discrete logarithm is a difficult task.

Efficiency: El-Gamal algorithm is relatively easy to implement and has a high
speed of operation.

Flexibility: El-Gamal algorithm can be used for both encryption and digital
signatures.

There are disadvantages in EI-Gamal algorithm:

Key length: it requires the use of long length keys to provide sufficient
cryptographic strength, which may lead to performance degradation.

Attacks: there are various attacks on El-Gamal algorithm such as man-in-the-
middle attack and side-channel attack.

This paper performs an in-depth analysis of El-Gamal cryptographic
algorithm based on its mathematical principles, variety of applications and
future prospects. Highlighting the impact of quantum computing on El-Gamal’s
algorithm emphasizes the need to adapt and evolve the algorithm to maintain its
crypto-resistance in the future. The potential for threats and adaptation strategies
that can ensure the algorithm’s resilience in the era of quantum technologies are
explored.

Mathematical foundations of the algorithm. Highlighting defense strategies
against third-party attacks and data masking techniques provides an in-depth
understanding of the mechanisms that increase the resilience of the El-Gamal
algorithm against advanced threats. This research suggests ways to strengthen the
algorithm, making it more resilient to a variety of cyberattacks.

An examination of discrete logarithms reveals their key role in ensuring the
crypto-resistance of El-Gamal’s algorithm. A detailed analysis of these mathematical
structures allows us to understand how the complexity of their computation in
finite fields contributes significantly to the security of the algorithm. The study of
operations in finite fields demonstrates their importance in ensuring the integrity
and reliability of the cryptographic procedures used in the algorithm (Talaki, et
all, 2022).
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The El-Gamal algorithm operates in a finite field, which is a set of a finite
number of elements on which addition and multiplication operations are defined.
The elements of the field can be integers, polynomials, or other mathematical
objects.

The key mathematical concept used in the El-Gamal algorithm is the discrete
logarithm. The discrete logarithm of a number b on base a in a finite field GF(p)
is an integer x such that:

o™x=Db (D)

The computation of the discrete logarithm in a finite field is a hard problem,
which ensures the cryptographic robustness of the algorithm.

The generator g of a finite field GF(p) is chosen to operate the El-Gamal
algorithm. The generator is an element of the field whose order is (p-1). All
computations in the algorithm, such as degree, multiplication and division, are
performed in the finite field GF(p) modulo a prime number p.

A large prime number p is selected.

A generator g of the finite field GF(p) is selected.

Alice (the sender) chooses a random integer a and computes a:

A=g (2)
Bob (the receiver) chooses a random integer b and computes a:
B-g’ (3)

Alice and Bob publish their public keys 4 and B respectively, and keep the
secret keys a and b secret (Huang, Zhang,Yu, 2020).

Example of encryption with El-Gamal algorithm: Alice wants to send a message
M to Bob.

Alice chooses a random integer k. Alice calculates:

C,=g‘n C,=M*B* (4)

Alice sends Bob a pair (C,, C,).
Example decryption algorithm:
Bob, using his secret key b, computes:

M =C,(C") (5)

The computation of the discrete logarithm in a finite field is a hard problem,
which ensures the cryptographic strength of the algorithm (Feng, et all, 2022).
The use of finite fields in El-Gamal’s algorithm is based on algebraic structure
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theory and number theory. Finite fields have important algebraic properties such
as associativity, commutativity and the presence of inverse elements, which allows
computation while preserving the closedness of operations.

The choice of a finite field generator ensures that the generated sequence
of elements contains all non-zero eclements of the field, which is crucial for
cryptographic applications. This follows from Lagrange’s theorem on the order of
an element in a group and properties of cyclic groups (Zhao, et all, 2024).

The complexity of calculating discrete logarithms in finite fields, on which the
crypto-resistance of the El-Gamal algorithm is based, is confirmed by the results
in the field of computational complexity theory and number theory (Figure 1). The
problem of computing the discrete logarithm in a finite field belongs to the class
of complex problems for which no efficient solution algorithms have been found.
The best known algorithms have exponential time complexity, which makes them
practically inapplicable for large numbers (Zhao, Xu, Han, Ren, Wang, Chen, Liu,
2020).

The mathematical foundations of El-Gamal’s algorithm have a rigorous
scientific foundation in various parts of mathematics, including algebraic structure
theory, number theory, and computational complexity theory.

Graifc of discrete logarithms

== y = 5"x mod 23
=== b= 8 (mod 23)

Figure 1. Conceptual model of visualization of different aspects of El-Gamal algorithm.

The use of hash functions is based on their important cryptographic properties,
such as collision resistance and one-directionality. Collision resistance means
that it is virtually impossible to find two different messages with the same hash
value. One-directionality means that it is extremely difficult to recover the original
message from a known hash value.

The use of finite fields and the complexity of computing discrete logarithms
is justified by algebraic structure theory, number theory, and computational
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complexity theory, as described in the section on the mathematical foundations of
the encryption algorithm.

Results. The proof of correctness of the signature algorithm is based on the
following mathematical facts:

g(ak) * g(kH(M)) = g(k*(aﬂ'l(M))) (6)
(degree property in a finite field)

S, k=HM)—-a*S, (7
(by definition of S))

Substituting 2 into 1, we obtain:

g(sz*k+a*s1) _ gH(M) (8)

Elevating both parts to degree S , we have (g***k * g@3V)5! = g esh Q)
Given that A = g2, finally: (g5 * AS")S! = gH®M S * S]Sl (10)

If the signature (S, S,) is genuine, then v, = v,. Otherwise, if the signature
is incorrect, the equality is Not fulfilled with a high probability determined by
the persistence of the hash function (Jiang, et all, 2023). This mathematical
justification confirms the correctness of El-Gamal’s digital signature algorithm
and its cryptographic strength based on the complexity of computing discrete
logarithms and the properties of hash functions. Example of signing using the
algorithm: Alice wants to sign a message M. Alice computes the hash function
H(M) of the message. Alice chooses a random integer k.

Alice computes:

C =g n S, =k*H(M) + a*$, (11)

Alice signs the message with the pair (S, S,). Example of verification using
the algorithm:
Bob, using Alice’s public key A, calculates the following:

H'(M)=(S,-S,%/S, (12)

Bob compares H'(M) ¢ H(M). If they match, then Alice’s signature is correct
(ElGamal,1984).

Discussion. The El-Gamal algorithm continues to be relevant and widely used
due to its proven crypto-resistance and flexibility of use (ElGamal,1984). Further
research to improve its efficiency, security, and adaptation to new challenges will
keep it relevant in the field of cryptography and information security in the future.
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Several key assumptions were made during the study:

1. It is assumed that the attacker is limited to certain computational resources,
which may not correspond to reality given the continuous increase in computing
power, especially in the context of quantum computing.

2. The study is based on the assumption that the ElI-Gamal algorithm will be
implemented and applied without errors, which may not correspond to reality due
to potential vulnerabilities in software or hardware.

The use of El-Gamal’s algorithm as the basis for digital signatures in the
Bitcoin cryptocurrency has demonstrated the survivability and practical value of
this method (ElGamal,1984). The advent of blockchain and cryptocurrencies has
opened a new chapter in the application of asymmetric cryptography, where the
robustness and crypto-resistance of algorithms are critical.

Errors in the implementation of the El-Gamal algorithm can introduce
significant distortions in the evaluation of its crypto stability. The choice of
cryptographic parameters based on incorrect or outdated assumptions can lead to
erroneous conclusions regarding the security of the algorithm.

The use of empirical data and attack modeling can contain their own limitations
and sources of error related to the assumptions underlying these methods and the
accuracy of the experimental data itself.

Understanding and recognizing these limitations, assumptions, and potential
sources of error is critical to objectively evaluate the results of this study and their
applicability in the broader context of cryptographic technology development and
information security in the age of quantum computing.

The successful implementation of the El-Gamal algorithm in Bitcoin confirmed
its ability to provide the necessary level of security even in the context of distributed
computing systems and decentralized networks. This, has motivated further study
and improvement of this algorithm in the context of emerging technologies
(Huang, Zhang, Yu, 2020).

In the context of the robustness of El-Gamal’s algorithm to quantum attacks,
it is important to emphasize that its security is based on the discrete logarithm
problem, which is still challenging for quantum computing. Referring to the study
of El-Gamal (1984), we see that the cryptographic robustness of the algorithm is
actively used in various applications, including digital signatures and secure email
(Feng, Cui, Jiang, Li, 2022).

The paper also discusses the potential of El-Gamal algorithm in the context
of new challenges including quantum computing. Considering its application in
systems requiring a high level of security, such as cryptocurrencies and electronic
voting, its practical value and flexibility are emphasized (Duc, Dziembowski,
Faust, 2018).

The importance of protecting the algorithm from attacks through third-
party channels and the need to optimize the algorithm for different computing
environments is explored (Huang, et all, 2020). Research in this area shows that
the implementation of protection techniques such as data masking and computation
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randomization can significantly increase the resilience against these threats. The
present study focuses on analyzing the cryptographic resilience of the El-Gamal
algorithm in the context of existing and anticipated quantum threats. It should be
emphasized that the conclusions drawn from the analysis are applicable within the
specific set of conditions and parameters considered in this paper. Variations in the
conditions of changes in the algorithmic implementation, can have a significant
impact on the overall cryptostability picture.

Attempting to account for the future development of quantum technologies,
the speed of this development, and the potential emergence of new cryptanalysis
methods may change the resilience of the EI-Gamal algorithm to quantum attacks.
As a result of the rapid development of quantum technologies and the potential
impact on cryptanalysis methods, the experimental simulation performed provides
key key key scientific insights regarding the current vulnerability of the El-Gamal
algorithm and other widely used cryptographic algorithms.

The simulation showed that the El-Gamal algorithm exhibits some vulnerability
to the Shor attack, with the key decomposition time being significantly reduced
using the quantum algorithm compared to classical methods. Despite this, the
selection of algorithm parameters, such as key length, can significantly increase
the resistance to such attacks (Duc, Dziembowski,Faust,2018).

During the experiment, we obtained two curves (Figure 2): one shows how
the key decomposition time grows exponentially for classical methods, and the
other shows how it grows polynomially for Shor’s algorithm as the key length
increases. Despite the simplified nature of the model, such visualization will
help to demonstrate the importance of choosing the key length for ensuring
cryptocurrencies in the conditions of quantum computing development.

Comparison of key decomposition time by classical methods and Shor's algorithm

——{Classical decomposition
Decompaosition using Sheor's algorithm

Decomposition time
Q

108 /

3 30 1.3 wo s 130 s
Key length

AeEdr Q=08 we 3 08 = 0048 3

Figure 2. Comparison of key decomposition time by classical methods and Shor’s algorithm.
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The results for RSA showed (Figure 3) a more pronounced vulnerability to
quantum attacks, especially to Shor’s algorithm, which can effectively decompose
the modulus N into simple multipliers, thereby jeopardizing the security of the
entire system. This emphasizes the need to move towards quantum-resistant
algorithms for systems using RSA.

% Figure 1 - a X

Comparison of factorization time for classical and quantum algorithms

—— Classical factorization time
Quantum factorization time
102 4

Factorization time (logarithmic scale)
-
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Key size (bits)
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Figure 3. Comparison of factorization time for classical and quantum algorithms.

The simulation showed that ECC is also vulnerable to threats from quantum
computing, but to a lesser extent than RSA. The effectiveness of Shor’s attack on
ECC depends on the size of the field used, with larger fields being able to slow
down the attack process but not eliminate the potential vulnerability completely.

The simulation study confirms that in the era of quantum computing, approaches
to the crypto-resistance of encryption algorithms need to be reconsidered. For
El-Gamal and other popular algorithms such as RSA and ECC, adaptation to
potential quantum threats is required, which may include increasing key sizes or
moving to new, quantum-resistant algorithms. The simulation results emphasize
the importance of continued research in post-quantum cryptography and the
development of new encryption methods that can withstand the capabilities of
quantum computing.

Currently, research in the field of application of the El-Gamal algorithm
covers such areas as improving its computational efficiency, adaptation to mobile
and resource-limited devices, as well as the development of protection against
potential threats in the form of quantum computing (Morales, Reyes Barranca,
Tinoco Varela, Flores, Espinosa Garcia, 2022). The possibilities of combining
the algorithm with other cryptographic primitives to create hybrid encryption and
authentication schemes are being considered.
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Despite the lack of focused studies of Kazakhstan scientists directly focused
on the El-Gamal algorithm, its use in cryptocurrencies and prospects for further
development make this algorithm a relevant object of study in the global scientific
community. Scientists of Kazakhstan specializing in the field of cryptography
and information security, of course, should also pay attention to the analysis and
improvement of this algorithm, given its growing importance in the context of new
technological developments.

The scientific community is actively researching to eliminate the shortcomings
and improve the efficiency of the El-Gamal algorithm (Feng, et all, 2020).

One of the major drawbacks is the need to use long keys to achieve the desired
level of security. The use of long encryption keys leads to performance degradation
and increased computational burden, especially in resource-constrained
environments.

Researchers in the field of cybersecurity are actively exploring various
approaches and improvements to address the key problems.

A comparison of El-Gamal algorithm with other asymmetric methods
emphasizes its unique properties and advantages. This analysis not only highlights
El-Gamal in the context of cryptographic theory, but also emphasizes its practical
value by demonstrating its flexibility and robustness.

Exponentiation and multiplication in finite fields to optimize computational
operations in the El-Gamal algorithm are actively considered. The use of specialized
arithmetic methods, pre-computation and parallel algorithms can significantly
increase the speed of cryptographic operations. To counter attacks through third-
party channels, exploiting information leaks through physical manifestations of
computations, methods of data masking, randomization of computations are being
developed. Application of such defense mechanisms increases the algorithm’s
resistance to this class of attacks. (Al-Zubaidie, Shyaa, 2023)

Given the potential threat of quantum computing to asymmetric cryptosystems,
ways of adapting the El-Gamal algorithm to quantum-resistant variants are
investigated. This may include using alternative mathematical problems that
are resistant to quantum attacks, or combining with other quantum-resistant
cryptographic primitives. This line of research has the essence of better adaptation
to quantum computing.

Optimized implementations of El-Gamal algorithm are being developed for
various applications such as embedded systems, Internet of Things, mobile devices
and cloud computing. These implementations take into account the specific
performance, power consumption and security requirements of the respective
environments (Morales, et all, 2022).

It should be noted that many of these approaches are under active research and
theoretical development. Their practical implementation and widespread adoption
will require further efforts to standardize, test, and ensure compatibility with
existing systems using the El-Gamal algorithm.
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The possibility of new types of attacks, such as third-party channel attacks
exploiting information leaks through physical manifestations of computation
(energy consumption, electromagnetic radiation, etc.) must be considered. The
development of countermeasures, such as data masking and the introduction of
computation randomization techniques, can increase resistance to this class of
attacks.

An important aspect is the proper choice of algorithm parameters such as field
size, generator selection, and key generation procedure. Non-compliance with the
parameter recommendations can lead to a serious weakening of crypto-resistance
and make the algorithm vulnerable to attacks. Parameter recommendations
should be analyzed and regularly updated to take into account the development of
computing power and new crypto-analytic techniques.

In addition to technical aspects, the use of the algorithm in different applications
and environments should be considered (Talaki, et all, 2022). For example, in the
context of cryptocurrencies and blockchain, attention should be paid to issues of
scalability, efficiency, and resistance to quantum attacks. For electronic voting
systems, strong authentication, validation and anti-manipulation procedures are
critical.

Conclusion. The El-Gamal algorithm has a strong place in modern cryptography
due to its rigorous mathematical foundations and proven cryptographic security.
Its security is based on the difficult computational problem of finding discrete
logarithms in finite fields, which belongs to the class of intractable problems
in computational complexity theory. The best-known algorithms for solving
this problem have exponential time complexity, which makes them practically
inapplicable for large key sizes.

A rigorous mathematical proof of the correctness of El-Gamal’s algorithm for
encrypting and creating digital signatures is based on fundamental results from
algebraic structure theory, number theory, and properties of cryptographic hash
functions. The proof relies on the law of degrees in finite fields, properties of the
order of elements and one-directionality of hash functions.

The results of the cryptanalysis show that with proper parameter selection
and implementation, El-Gamal’s algorithm provides a high level of resistance to
various types of attacks, including brute-force attacks, attacks through third-party
channels, and active man-in-the-middle attacks.

The flexibility of the EI-Gamal algorithm for both data encryption and digital
signatures has determined its widespread use in various fields such as e-commerce,
secure email, cryptocurrencies and electronic signature systems. The algorithm
has contributed significantly to the development of asymmetric public key
cryptosystems.

Despite having some limitations due to the need for long keys and vulnerability
to certain types of attacks, the El Gamal algorithm continues to be actively used
and developed due to the constant progress in cryptography. Further research is
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aimed at improving its efficiency, enhancing its crypto-resistance, and adapting it
to new challenges in information security.

The conclusion brings together the key findings of the study, emphasizing the
importance of the El-Gamal algorithm in modern cryptography and its potential to
adapt to future challenges. We outline directions for future research that will help
expand the understanding and application of the algorithm in new cryptographic
scenarios.

The ElI-Gamal algorithm can be considered one of the fundamental achievements
of modern cryptography, which gave impetus to the development of asymmetric
cryptographic systems and laid the foundation for ensuring confidentiality,
integrity and authenticity of data in the digital age.
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