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ЧФ «ХАЛЫҚ»

В 2016 году для развития и улучшения качества жизни казахстанцев был 
создан частный Благотворительный фонд «Халык». За годы своей деятельности 
на реализацию благотворительных проектов в областях образования и науки, 
социальной защиты, культуры, здравоохранения и спорта, Фонд выделил 
более 45 миллиардов тенге.

 Особое внимание Благотворительный фонд «Халык» уделяет 
образовательным программам, считая это направление одним из ключевых 
в своей деятельности. Оказывая поддержку отечественному образованию, 
Фонд вносит свой посильный вклад в развитие качественного образования 
в Казахстане. Тем самым способствуя росту числа людей, способных 
менять жизнь в стране к лучшему – профессионалов в различных сферах, 
потенциальных лидеров и «великих умов». Одной из значимых инициатив 
фонда «Халык» в образовательной сфере стал проект Ozgeris powered by Halyk 
Fund – первый в стране бизнес-инкубатор для учащихся 9-11 классов, который 
помогает развивать необходимые в современном мире предпринимательские 
навыки. Так, на содействие малому бизнесу школьников было выделено более 
200 грантов. Для поддержки талантливых и мотивированных детей Фонд 
неоднократно выделял гранты на обучение в Международной школе «Мирас» 
и в Astana IT University, а также помог казахстанским школьникам принять 
участие в престижном конкурсе «USTEM Robotics» в США. Авторские 
работы в рамках проекта «Тәлімгер», которому Фонд оказал поддержку, легли 
в основу учебной программы, учебников и учебно-методических книг по 
предмету «Основы предпринимательства и бизнеса», преподаваемого в 10-11 
классах казахстанских школ и колледжей. 

 Помимо помощи школьникам, учащимся колледжей и студентам Фонд 
считает важным внести свой вклад в повышение квалификации педагогов, 
совершенствование их знаний и навыков, поскольку именно они являются 
проводниками знаний будущих поколений казахстанцев. При поддержке 
Фонда «Халык» в южной столице был организован ежегодный городской 
конкурс педагогов «Almaty Digital Ustaz. 

 Важной инициативой стал реализуемый проект по обучению основам 
финансовой грамотности преподавателей из восьми областей Казахстана, 
что должно оказать существенное влияние на воспитание финансовой 
грамотности и предпринимательского мышления у нового поколения граждан 
страны. 
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 Необходимую помощь Фонд «Халык» оказывает и тем, кто особенно 
остро в ней нуждается. В рамках социальной защиты населения активно 
проводится работа по поддержке детей, оставшихся без родителей, детей и 
взрослых из социально уязвимых слоев населения, людей с ограниченными 
возможностями, а также обеспечению нуждающихся социальным жильем, 
строительству социально важных объектов, таких как детские сады, детские 
площадки и физкультурно-оздоровительные комплексы. 

 В копилку добрых дел Фонда «Халык» можно добавить оказание помощи 
детскому спорту, куда относится поддержка в развитии детского футбола и 
карате в нашей стране. Жизненно важную помощь Благотворительный фонд 
«Халык» оказал нашим соотечественникам во время  недавней пандемии 
COVID-19. Тогда, в разгар тяжелой борьбы с коронавирусной инфекцией 
Фонд выделил свыше 11 миллиардов тенге на приобретение необходимого 
медицинского оборудования и дорогостоящих медицинских препаратов, 
автомобилей скорой медицинской помощи и средств защиты, адресную 
материальную помощь социально уязвимым слоям населения и денежные 
выплаты медицинским работникам.

В 2023 году наряду с другими проектами, нацеленными на повышение 
благосостояния казахстанских граждан Фонд решил уделить особое внимание 
науке, поскольку она является частью общественной культуры, а уровень ее 
развития определяет уровень развития государства. 

Поддержка Фондом выпуска журналов Национальной Академии наук 
Республики Казахстан, которые входят в международные фонды Scopus и 
Wos и в которых публикуются статьи отечественных ученых, докторантов 
и магистрантов, а также научных сотрудников высших учебных заведений 
и научно-исследовательских институтов нашей страны является не менее 
значимым вкладом Фонда в развитие казахстанского общества.

С уважением, 
Благотворительный Фонд «Халык»!
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БАС РЕДАКТОР:
МҰТАНОВ Ғалымқайыр Мұтанұлы, техника ғылымдарының докторы, профессор, 
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институты» РМК жауапты хатшысы (Алматы, Қазақстан), Н=5
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ВОЙЧИК Вальдемар, техника ғылымдарының докторы (физика), Люблин технологиялық 
университетінің профессоры (Люблин, Польша), H=23

БОШКАЕВ Қуантай Авғазыұлы, Ph.D. Теориялық және ядролық физика кафедрасының 
доценті, әл-Фараби  атындағы Қазақ ұлттық университеті (Алматы, Қазақстан), Н=10

QUEVEDO Hemando, профессор, Ядролық ғылымдар институты (Мехико, Мексика), Н=28
ЖҮСІПОВ Марат Абжанұлы, физика-математика ғылымдарының докторы, теориялық және 

ядролық физика кафедрасының профессоры, әл-Фараби  атындағы Қазақ ұлттық университеті 
(Алматы, Қазақстан), Н=7
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Abstract. Information security is now more relevant than ever, and information
is now as valuable to criminals as our physical property. The attacker's motives 
may include stealing information, obtaining financial benefits, spying or sabotage. 
Organizations should allocate funds to ensure security and be ready to detect, 
respond and proactively prevent attacks such as phishing, malicious software, 
viruses, malicious insiders and ransomware. Since the number of cyber threats 
is growing rapidly, organizations cannot prepare for all of them. Often, the 
information security systems used are not enough to identify new types of attacks 
and vulnerabilities ― it is necessary to complement existing security systems with 
intelligent solutions. This paper proposes an approach to solving the problem of 
detecting malicious traffic in data transmission networks based on processing the 
received tuples of information sequences of network packets by the ensemble 
classification method ― stacking machine learning algorithms. The approach 
does not require special data preparation, the resulting classification errors of 
individual algorithms are smoothed out by the solution of the metaclassifier. The 
proposed solution, in order to increase the accuracy and completeness of detecting 
destructive effects, makes it possible to use its classification algorithms optimized 
for different types of anomalies, which are trained on their own subsets of data 
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presented as a tuple of values of information sequences of network packets. The 
experiment is described using the machine learning classifiers Naïve Bayes, 
Hoeffding Three, Random Tree, REP Tree and J48. The evaluation was carried 
out using classifiers separately and using stacking, which was based on the same 
classifiers. Experimental results were obtained on the NSL-KDD public dataset. 
The software implementation of the approach, as a full-fledged intellectual solution, 
will make it possible to more effectively identify destructive effects. The approach 
can be applied as an addition to the existing monitoring systems of organizations 
related to network traffic processing. The essential advantages of the approach are 
its versatility for various technologies and data processing systems, the purpose 
of which is the accurate classification of data, and scalability, through the use of 
additional algorithms beyond those used in the approach. The purpose of this study 
is to increase the accuracy of detecting malicious network traffic by using stacking 
machine learning algorithms.

Keywords: information security, machine learning, stacking of algorithms, 
network traffic, NSL-KDD

© Б.Т. Рзаев*, Ж.Т. Бельдеубаева, И.М. Увалиева, 2023
C. Сейфуллин атындағы Қазақ агротехникалық зерттеу университеті, 

Астана, Казақстан.
Е-mail: pathinchaos@gmail.com

СТЕКИНГ ӘДІСІН ҚОЛДАНУ АРҚЫЛЫ АҚПАРАТТЫҚ ЖЕЛІДЕГІ 
ЗИЯНДЫ ДЕРЕКТЕРДІ АНЫҚТАУ

Рзаев Бабыр Темірбекұлы ― докторант. С. Сейфуллин атындағы Қазақ агротехникалық 
зерттеу университеті. 010000. Астана, Қазақстан
E-mail: pathinchaos@gmail.com.  ORCID ID: https://orcid.org/0000-0002-9671-650X; 
Бельдеубаева Жанар Толеубаевна ― PhD, С. Сейфуллин атындағы Қазақ агротехникалық 
зерттеу университеті. 010000. Астана, Қазақстан
E-mail: zh.beldeubayeva@mail.ru. ORCID ID: https://orcid.org/0000-0003-4056-6220; 
Увалиева Индира Махмутовна ― PhD, қауымдастырылған профессор,  Д. Серікбаев 
атындағы Шығыс Қазақстан техникалық университеті. 010000. Өскемен, Казақстан
E-mail: iuvalieva@mail.ru. ORCID ID: https://orcid.org/0000-0002-2117-5390. 

Аннотация. Қазіргі таңда ақпараттық қауіпсіздік бұрынғыдан да өзекті ал 
ақпарат біздің физикалық мүлкіміз сияқты қылмыскерлер үшін құнды болып 
келеді. Қылмыскердің мотивтеріне ақпаратты ұрлау, қаржылық пайда табу, 
тыңшылық немесе диверсия кіруі мүмкін. Ұйымдар қауіпсіздікті қамтамасыз 
етуге қаражат бөліп, фишинг, зиянды бағдарламалық жасақтама, вирустар, 
зиянды инсайдерлер және төлем бағдарламалары сияқты шабуылдарды 
анықтауға, әрекет етуге және алдын-алуға дайын болуы керек. Киберқауіптердің 
саны тез өсіп келе жатқандықтан, ұйымдар олардың барлығына дайын 
бола алмайды. Көбінесе ақпараттық қауіпсіздікті қамтамасыз ету жүйелері 
шабуылдардың жаңа түрлерін және осалдықтарды анықтау үшін жеткіліксіз, 
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сондықтан қолданыстағы қауіпсіздік жүйелерін зияткерлік шешімдермен 
толықтыру қажет. Бұл жұмыста  ансамбльдік жіктеу әдісі ― машиналық 
оқыту алгоритмдерінің стекингімен желілік пакеттердің ақпараттық тізбектер 
кортеждерін өңдеуге негізделген деректерді тарату желілеріндегі зиянды 
трафикті анықтау мәселесін шешу тәсілі ұсынылады. Тәсіл деректерді 
арнайы дайындауды қажет етпейді, алынған жеке алгоритмдердің жіктеу 
қателері метаклассификатор шешімімен тегістеледі. Диструктивті әсерлерді 
анықтаудың дәлдігі мен толықтығы көрсеткіштерін арттыру мақсатында 
ұсынылған шешім желілік пакеттердің ақпараттық тізбектер мәндерінің 
кортежі түрінде ұсынылған деректердің өзіндік ішкі жиындарында оқытылған 
түрлі аномалиялар үшін оңтайландырылған олардың жіктеу алгоритмдерін 
пайдалануға мүмкіндік береді. Naïve Bayes, Hoeffding Three, Random Tree, 
REP Tree және J48 машиналық оқыту классификаторларын қолданылған 
эксперименттердің сипаттамасы берілген. Бағалау классификаторларды жеке 
қолдану және сол классификаторларды жіктеу негізіндегі стекингті қолдану 
арқылы жүргізілді. Эксперименттік нәтижелер NSL-KDD жалпыға ортақ 
деректер жинағын өңдеу арқылы алынған. Диструктивті әсерлерді тиімді 
анықтауға мүмкіндік беретін толыққанды интеллектуалды шешім ретінде 
тәсілді бағдарламалық қамтамасыз ету қажет. Тәсіл желілік трафикті өңдеуге 
қатысты ұйымдардың қолданыстағы бақылау жүйелеріне қосымша ретінде 
қолданылуы мүмкін. Тәсілдің маңызды артықшылықтары оның әртүрлі 
технологиялар мен деректерді өңдеу жүйелері үшін әмбебаптығы және тәсілде 
қолданылғаннан тыс қосымша алгоритмдерді қолдана отырып масштабталуы 
болып табылады. Зерттеудің мақсаты машиналық оқыту алгоритмдер стекингі 
арқылы зиянды желілік трафикті анықтау дәлдігін арттыру болып табылады.

Түйін сөздер: ақпараттық қауіпсіздік, машиналық оқыту, алгоритмдер 
стекингі, желілік трафик, NSL-KDD
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Аннотация. Информационная безопасность сейчас как никогда актуальна, 
а информация теперь так же ценна для преступников, как и наше физическое 
имущество. Мотивы злоумышленника могут включать кражу информации, 
получение финансовой выгоды, шпионаж или саботаж. Организации дол-
жны выделять средства на обеспечение безопасности и быть готовыми к 
обна ружению, реагированию и упреждающему предотвращению таких атак, 
как фишинг, вредоносное программное обеспечение, вирусы, вредоносные 
инсай деры и программы ― вымогатели. Поскольку количество киберугроз 
быстро растет, организации не могут подготовиться ко всем из них. 
Зачастую, имеющихся систем обеспечения информационной безопасности 
недостаточно для выявления новых видов атак и уязвимостей. Необходимо 
доуком плектовывать существующие системы безопасности новыми интел-
лектуальными решениями. В данной работе предлагается подход к реше-
нию проблемы выявления вредоносного трафика в сетях передачи данных, 
осно ванный на обработке полученных кортежей информационных после-
до вательностей сетевых пакетов ансамблевым методом классификации 
– сте кингом алгоритмов машинного обучения.  Подход не требует спе-
циаль  ной подготовки данных и полученные ошибки классификации от-
дельных алгоритмов сглаживаются решением метаклассификатора. Пред-
ло женное решение с целью повышения показателей точности и пол ноты 
выявления диструктивных воздействий дает возможность исполь зовать опти-
мизированные для разных типов аномалий свои алгоритмы клас сификации, 
которые обучены на собственных подмножествах данных, представленных 
в виде кортежа значений информационных после дователь ностей сетевых 
пакетов. Приведено описание эксперимента с использованием классификаторов 
машинного обучения Naïve Bayes, Hoeffding Tree, Random Tree, REP Tree и 
J48. Оценка производилась с использованием классификаторов в отдельности 
и с применением стекинга, в основе которого были использованы те же 
классификаторы. Экспериментальные результаты получены на публич ном 
наборе данных NSL-KDD. Программная реализация подхода как полно-
ценного интеллектуального решения позволит более эффективно выявлять 
диструктивные воздействия. Подход может быть применим как дополнение к 
существующим системам мониторинга организаций, связанных с обработкой 
сетевого трафика. Существенными преимуществами подхода является его 
универсальность для различных технологий и систем обработки данных, 
целью которых является точная классификация данных и масштабируемость 
путем применения дополнительных алгоритмов сверх используемых в под-
ходе. 

Целью данного исследования является повышение точности выявления 
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вредоносного сетевого трафика, путем применения стекинга алгоритмов 
машинного обучения. 

Ключевые слова: информационная безопасность, машинное обучение, 
стекинг алгоритмов, сетевой трафик, NSL-KDD

Introduction
The functioning of corporate telecommunications networks (CTS) requires 

constant monitoring of the occurrence of all types of failures, collisions associated 
with the processing of network traffic. The development of the concept of the 
industrial Internet, the Internet of Things makes it necessary to assess the operability, 
functional security of individual network devices and the network segments formed 
by them. The analysis of the CTS operability is carried out using various monitors 
that process internal and external information containing statistical data of network 
packets and indicators of their processing. As a result, multidimensional time 
series are formed, which can contain many time-varying parameters reflecting the 
functioning of the system.

The variety of elements of the Internet of Things, a large number of objects, 
protocols of interaction in network traffic, data processing technologies, 
heterogeneity of formats, constantly changing architecture, configuration changes 
and improvement of attacks cause problems with prompt detection and response to 
subsequent information security (IS) incidents. This shows that existing approaches 
and methods may not always be effective in conditions of constant changes in CTS.

The task of identifying malicious data refers to the tasks of detecting anomalies 
(Cyral, 2022). There are specialized anomaly detection systems (Knapp, 2011), 
which allow you to detect unusual behavior or events in network traffic. They can 
help network administrators detect and respond to security threats, network errors, 
and performance issues. In recent years, there has been a growing interest of the 
scientific community in investigating the problem of anomaly detection using 
machine learning and deep learning methods (Yuan Gao et al., 2023).

Related works
Here is an overview of scientific studies on key aspects of detecting anomalies 

in network traffic.
Types of anomalies. Study (Hayes et al., 2015) offers the division of anomalies 

in network traffic into three types: point anomalies, contextual anomalies and 
collective anomalies. Point anomalies refer to individual data points that differ 
significantly from the rest of the data. Contextual anomalies occur when the 
behavior of the system deviates from the expected context or pattern. Collective 
anomalies occur when a group of data points deviates from an expected pattern.

Problems with detecting anomalies. Detection of anomalies in network traffic 
faces a number of problems, including high dimensionality (Zheng et al., 2022) 
and the complexity of network data, the dynamic nature of network traffic (Stephen 
Ranshous et al., 2015) and the presence of noisy and incomplete data. In addition, it 
is necessary to carefully balance the ratio between false positive and false negative 
results in order not to miss real anomalies and minimize false positives.
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Areas of application of anomaly detection. Anomaly detection systems in 
network traffic have a wide range of applications, including intrusion detection, 
network monitoring and performance analysis. For example, anomaly detection 
can be used to detect malicious activity in network traffic, such as DDoS attacks 
(Purwanto et al., 2014; Haiping et al., 2022; Purwanto et al., 2015; Chovanec et al, 
2023; Lopez et al., 2019) and botnet activity (Zhao et al., 2013; Alaa Obeidat et 
al., 2022). It can also be used to detect network performance issues (Wawrowski et 
al., 2023; Igor Fosić et al., 2023), such as packet loss and latency, and to identify 
optimization opportunities.

Approaches to detecting anomalies in network traffic include statistical methods, 
machine learning methods, and rule-based methods.

One of the common approaches to detecting anomalies in network traffic are 
statistical methods (Iglesias Vázquez et al., 2014; Liu et al., 2023). This includes 
analyzing the statistical properties of network traffic data to detect unusual patterns 
or behaviors. For example, an anomaly can be detected if the volume of traffic or 
the frequency of certain types of traffic deviates significantly from the expected 
levels. An example of a statistical method for detecting anomalies is the use of 
moving averages (Zhang et al., 2020; Zhou Zeng-Guang et al., 2016) or exponential 
smoothing (Tang et al., 2022) to identify trends and anomalies in network traffic 
data.

Machine learning methods (Eduardo Weber Wächter et al., 2022; Nassif Ali 
et al., 2021; Thudumu et al., 2020). They can also be used to detect anomalies 
in network traffic. These methods include training the model on a large set of 
network traffic data and using the model to identify unusual patterns or behaviors 
in new data. For example, clustering methods can determine the current state of IoT 
devices (Sukhoparov et al., 2020). Also, an example of a machine learning method 
for detecting anomalies is the use of neural networks (Benjamin Staar et al., 2019; 
AlDahoul et al., 2021), who are able to study complex patterns and relationships 
in data.

Rule-based methods (Elfaki Abdelrahman, 2014; Duffield et al., 2009), They 
can also be used to detect anomalies in network traffic. These methods include 
defining a set of rules or thresholds that trigger an alert when certain conditions 
are met. For example, a rule can be defined to trigger an alert if the number of 
failed login attempts exceeds a certain threshold within a specified time period. 
An example of a rule-based anomaly detection method is the use of Snort (Szmit 
Maciej et al., 2007). An open source intrusion detection system that uses a set of 
predefined rules to detect various types of network threats.

In conclusion, it should be noted that each conducted study can make a 
significant contribution to the implementation of anomaly detection systems, 
which are an important tool for network administrators and security specialists. 
They help detect unusual behavior and events in network traffic, identify security 
threats and network performance issues. With the advent of machine learning and 
deep learning methods, the accuracy and efficiency of anomaly detection systems 
continue to increase.
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Proposed solution
This work involves the use of a stacking algorithm to identify abnormal, 

potentially malicious data in network traffic.
The operation of the algorithm can be represented as follows (Figure 1). 

Fig. 1. Stacking operation scheme

There are -distinct subsets of the training dataset, which are created using a 
stratified sample with substitution, where the relative proportion of different 
classes is preserved in all subsets (Sikora Riyaz et al., 2014). Each subset of the 
training set is used to determine the performance of classifiers in the training set. 
A metaclassifier in the form of a relative weight for each classifier is created by 
assigning a weight proportional to its performance to the classifier.

When evaluating an instance from a test set, each algorithm outputs a class 
distribution vector for this instance, which gives the probability that this particular 
instance belongs to this class. We can represent the vector of class distribution over  
c classes for the j-th classifier by the  1 x c vector as follows:

Fig. 1. Stacking operation scheme

There are 𝑛𝑛𝑛𝑛-distinct subsets of the training dataset, which are created using a stratified sample with 
substitution, where the relative proportion of different classes is preserved in all subsets (Sikora Riyaz et 
al., 2014). Each subset of the training set is used to determine the performance of classifiers in the training 
set. A metaclassifier in the form of a relative weight for each classifier is created by assigning a weight 
proportional to its performance to the classifier.
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At the same time, as mentioned above, the stacking algorithm assumes that the weight distribution 
vector of the metaclassifier Θ it is created by assigning a weight to the classifier proportional to its 
performance.

Evaluation of the proposed solution and results
The experimental evaluation of the proposed solution was carried out using the publicly distributed 

NSL-KDD dataset (Bhupendra Ingre et al., 2015), which contains 125973 entries for training and 22544 
entries for testing.

The description of the features of the NSL-KDD set is presented in Table 1.

Table 1. Description of the features of the NSL-KDD dataset

№ Feature Description
1 Duration Duration of connection time
2 Protocol_type Protocol used for connection
3 Service Destination network service used
4 Flag Connection Status - Normal or Error
5 Src_bytes The number of bytes of data transferred from the source to the destination in a 

single connection
6 Dst_bytes The number of bytes of data transferred from the destination to the source in a 

single connection
7 Land if the source and destination IP addresses and port numbers are equal, then this 

variable takes the value 1, another 0
8 Wrong_fragment The total number of incorrect fragments in this connection
9 Urgent The number of urgent packets in this connection. Urgent packets are packets with 

the urgency bit activated.
10 Hot The number of "burning" indicators in the content, such as: entering the system 

directory, creating programs and executing programs
11 Num_failed_logins Number of failed login attempts
12 Logged_in Login status: 1 on successful login; 0 otherwise
13 Num_compromised Number of "compromise" conditions
14 Root_shell 1 if the root shell is obtained; 0 otherwise
15 Su_attempted 1 if the "su root" command was tried or used; 0 otherwise
16 Num_root The number of "root" accesses or the number of operations performed as root in 

the connection
17 Num_file_creations The number of operations to create a file when connecting
18 Num_shells Number of shell hints
19 Num_access_files Number of operations with access control files
20 Num_outbound_cmds Numbering of outgoing commands in an ftp session
21 Is_hot_login 1 if the login belongs to the "hot" list, i.e. root or administrator; otherwise 0
22 Is_guest_login 1 if login is "guest"; 0 otherwise
23 Count The number of connections to the same destination node as the current 

connection in the last two seconds.
24 Srv_count The number of connections to the same service (port number) as the current 

connection in the last two seconds.
25 Serror_rate Percentage of connections that activated the flag (4) s0, s1, s2 or s3 among the 

connections combined in count (23)
26 Srv_serror_rate Percentage of connections that activated the flag (4) s0, s1, s2 or s3 among the 

connections combined in srv_count (24)
27 Rerror_rate Percentage of connections that activated the REJ flag (4) among the connections 

combined in count (23)
28 Srv_rerror_rate Percentage of connections that activated the REJ flag (4) among connections 

combined in srv_count (24)
29 Same_srv_rate Percentage of connections to the same service, among the connections combined

in the account (23)
30 Diff_srv_rate Percentage of connections to various services, among the connections combined 

in the column (23)
31 Srv_diff_host_rate Percentage of connections that were to different destination machines among the 

connections combined in srv_count (24)
32 Dst_host_count The number of connections having the same destination host IP address
33 Dst_host_srv_count The number of connections having the same port number
34 Dst_host_same_srv_rate Percentage of connections to the same service, among connections combined in 

dst_host_count (32)

At the same time, as mentioned above, the stacking algorithm assumes that 
the weight distribution vector of the metaclassifier  
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At the same time, as mentioned above, the stacking algorithm assumes that the weight distribution 
vector of the metaclassifier Θ it is created by assigning a weight to the classifier proportional to its 
performance.

Evaluation of the proposed solution and results
The experimental evaluation of the proposed solution was carried out using the publicly distributed 

NSL-KDD dataset (Bhupendra Ingre et al., 2015), which contains 125973 entries for training and 22544 
entries for testing.

The description of the features of the NSL-KDD set is presented in Table 1.

Table 1. Description of the features of the NSL-KDD dataset

№ Feature Description
1 Duration Duration of connection time
2 Protocol_type Protocol used for connection
3 Service Destination network service used
4 Flag Connection Status - Normal or Error
5 Src_bytes The number of bytes of data transferred from the source to the destination in a 

single connection
6 Dst_bytes The number of bytes of data transferred from the destination to the source in a 

single connection
7 Land if the source and destination IP addresses and port numbers are equal, then this 

variable takes the value 1, another 0
8 Wrong_fragment The total number of incorrect fragments in this connection
9 Urgent The number of urgent packets in this connection. Urgent packets are packets with 

the urgency bit activated.
10 Hot The number of "burning" indicators in the content, such as: entering the system 

directory, creating programs and executing programs
11 Num_failed_logins Number of failed login attempts
12 Logged_in Login status: 1 on successful login; 0 otherwise
13 Num_compromised Number of "compromise" conditions
14 Root_shell 1 if the root shell is obtained; 0 otherwise
15 Su_attempted 1 if the "su root" command was tried or used; 0 otherwise
16 Num_root The number of "root" accesses or the number of operations performed as root in 

the connection
17 Num_file_creations The number of operations to create a file when connecting
18 Num_shells Number of shell hints
19 Num_access_files Number of operations with access control files
20 Num_outbound_cmds Numbering of outgoing commands in an ftp session
21 Is_hot_login 1 if the login belongs to the "hot" list, i.e. root or administrator; otherwise 0
22 Is_guest_login 1 if login is "guest"; 0 otherwise
23 Count The number of connections to the same destination node as the current 

connection in the last two seconds.
24 Srv_count The number of connections to the same service (port number) as the current 

connection in the last two seconds.
25 Serror_rate Percentage of connections that activated the flag (4) s0, s1, s2 or s3 among the 

connections combined in count (23)
26 Srv_serror_rate Percentage of connections that activated the flag (4) s0, s1, s2 or s3 among the 

connections combined in srv_count (24)
27 Rerror_rate Percentage of connections that activated the REJ flag (4) among the connections 

combined in count (23)
28 Srv_rerror_rate Percentage of connections that activated the REJ flag (4) among connections 

combined in srv_count (24)
29 Same_srv_rate Percentage of connections to the same service, among the connections combined

in the account (23)
30 Diff_srv_rate Percentage of connections to various services, among the connections combined 

in the column (23)
31 Srv_diff_host_rate Percentage of connections that were to different destination machines among the 

connections combined in srv_count (24)
32 Dst_host_count The number of connections having the same destination host IP address
33 Dst_host_srv_count The number of connections having the same port number
34 Dst_host_same_srv_rate Percentage of connections to the same service, among connections combined in 

dst_host_count (32)

 it is created by assigning a 
weight to the classifier proportional to its performance.
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11 Num_failed_logins Number of failed login attempts
12 Logged_in Login status: 1 on successful login; 0 otherwise
13 Num_compromised Number of "compromise" conditions
14 Root_shell 1 if the root shell is obtained; 0 otherwise
15 Su_attempted 1 if the "su root" command was tried or used; 0 otherwise
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16 Num_root The number of "root" accesses or the number of operations 
performed as root in the connection

17 Num_file_creations The number of operations to create a file when connecting
18 Num_shells Number of shell hints
19 Num_access_files Number of operations with access control files
20 Num_outbound_cmds Numbering of outgoing commands in an ftp session
21 Is_hot_login 1 if the login belongs to the "hot" list, i.e. root or administrator; 

otherwise 0
22 Is_guest_login 1 if login is "guest"; 0 otherwise
23 Count The number of connections to the same destination node as the 

current connection in the last two seconds.
24 Srv_count The number of connections to the same service (port number) 

as the current connection in the last two seconds.
25 Serror_rate Percentage of connections that activated the flag (4) s0, s1, s2 

or s3 among the connections combined in count (23)
26 Srv_serror_rate Percentage of connections that activated the flag (4) s0, s1, s2 

or s3 among the connections combined in srv_count (24)
27 Rerror_rate Percentage of connections that activated the REJ flag (4) 

among the connections combined in count (23)
28 Srv_rerror_rate Percentage of connections that activated the REJ flag (4) 

among connections combined in srv_count (24)
29 Same_srv_rate Percentage of connections to the same service, among the 

connections combined in the account (23)
30 Diff_srv_rate Percentage of connections to various services, among the 

connections combined in the column (23)
31 Srv_diff_host_rate Percentage of connections that were to different destination 

machines among the connections combined in srv_count (24)
32 Dst_host_count The number of connections having the same destination host 

IP address
33 Dst_host_srv_count The number of connections having the same port number
34 Dst_host_same_srv_rate Percentage of connections to the same service, among 

connections combined in dst_host_count (32)
35 Dst_host_diff_srv_rate Percentage of connections to various services, among 

connections combined in dst_host_count (32)
36 Dst_host_same_src_port_rate Percentage of connections that were to the same source port 

among the connections combined in dst_host_srv_count (33)
37 Dst_host_srv_diff_host_rate Percentage of connections that were to different destination 

machines among the connections combined in dst_host_srv_
count (33)

38 Dst_host_serror_rate Percentage of connections that activated the flag (4) s0, s1, s2 
or s3 among the connections combined in dst_host_count (32)

39 Dst_host_srv_serror_rate Percentage of connections that activated the flag (4) s0, s1, s2 
or s3 among the connections combined in dst_host_srv_count 
(33)

40 Dst_host_rerror_rate Percentage of connections that activated the (4) REJ flag 
among the connections combined in dst_host_count (32)

41 Dst_host_srv_rerror_rate Percentage of connections that activated the REJ flag (4)
among the connections combined in dst_host_srv_count (33)

42 Class Class of data
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Training is performed based on KDDTrain data, which contains 22 types of 
attacks, and testing is performed on KDDTest data, which contains an additional 17 
types of attacks. These attacks are divided into four classes of attacks:

Denial of Service (DoS) - malicious attempt to block system or network 
resources and services.

Probe – this attack collects information about potential vulnerabilities of the 
target system, which can later be used to launch attacks on these systems.

Remote to Local (R2L) – Unauthorized ability to send data packets to a remote 
system over the network and gain access either as a user or as root to perform their 
unauthorized actions.

User to Root (U2R) – In this case, attackers gain access to the system as a 
normal user and hack vulnerabilities to gain administrative privileges.

In addition to attacks, for classification purposes, the set also contains normal 
data that does not contain malicious components. The number of NSL-KDD set 
entries distributed by classes is shown in the Table 2.

Table 2. Number of NSL-KDD set entries distributed by category

Testing dataset Training dataset
Class Number of entries Class Number of entries

Normal 67343 Normal 9711
DOS 45927 DOS 7458
Probe 11656 Probe 2421
R2L 995 R2L 2754
U2R 52 U2R 200
Total 125973 Total 22544

The freely distributed Weka application for data processing and machine learning 
was used for the experiment. This application is written in Java at the University 
of Waikato (New Zealand), distributed under the GNU GPL license (Wikipedia, 
2021).

The first part of the experiment involved the use of classifiers separately. Naïve 
Bayes (NB), Hoeffding Tree (HT), Random Tree (RT), REP Tree (REP) and J48 
were selected from the classifiers.

The classifiers were evaluated using the ROC error curve, which displays the 
ratio between correctly classified records and incorrectly classified ones, Figure 2.
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a) b)

c) d)

e)

Fig. 2. ROC curves: a) NB, b) HT, c) RT, d) REP, e) J48

The obtained results of data classification using ML algorithms are presented in 
the Table 3.

Table 3. Classification results

Parameter\Classifier NB HT RT REP J48
Accuracy, % 76,1 77,1 81,3 81,5 81,5
Precision, % 80,9 81,2 83,7 83,5 85,8
Recall, % 76,1 77,2 81,4 81,5 81,5
F-measures, % 75,9 77,1 81,4 81,6 81,5
ROC 91,7 90,7 82,7 82,2 84,0
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The best results on the ROC curve were shown by the NB classifier (81,5 %).
In the second part of the experiment, the stacking of ML algorithms (ST) was 

implemented using the same classifiers - Naïve Bayes (NB), Hoeffding Tree (HT), 
Random Tree (RT), REP Tree (REP) and J48. The metaclassifier for stacking was 
chosen – Logistic Regression.

The assessment of the use of stacking was carried out according to the ROC 
curve, Figure 3.

Fig. 3. Indicators of the ROC curve when using stacking

The results of classifiers individually and with the use of stacking are shown in 
the Table 4.

Table 4. Comparative classification results

Parameter\Classifier NB HT RT REP J48 ST
Accuracy, % 76,1 77,1 81,3 81,5 81,5 82,2
Precision, % 80,9 81,2 83,7 83,5 85,8 86,2
Recall, % 76,1 77,2 81,4 81,5 81,5 82,3
F-measures, % 75,9 77,1 81,4 81,6 81,5 82,2
ROC 91,7 90,7 82,7 82,2 84,0 92,2

A comparative histogram using classifiers separately and using stacking is 
shown in Figure 4.

In the second part of the experiment, the stacking of ML algorithms (ST) was implemented using 
the same classifiers - Naïve Bayes (NB), Hoeffding Tree (HT), Random Tree (RT), REP Tree (REP) and 
J48. The metaclassifier for stacking was chosen – Logistic Regression.

The assessment of the use of stacking was carried out according to the ROC curve, Figure 3.

Fig. 3. Indicators of the ROC curve when using stacking

The results of classifiers individually and with the use of stacking are shown in the Table 4.

Table 4. Comparative classification results

Parameter\Classifier NB HT RT REP J48 ST
Accuracy, % 76,1 77,1 81,3 81,5 81,5 82,2
Precision, % 80,9 81,2 83,7 83,5 85,8 86,2
Recall, % 76,1 77,2 81,4 81,5 81,5 82,3
F-measures, % 75,9 77,1 81,4 81,6 81,5 82,2
ROC 91,7 90,7 82,7 82,2 84,0 92,2

A comparative histogram using classifiers separately and using stacking is shown in Figure 4.

Fig. 4. Comparative histogram with using stacking

The stacking results are superior to the result of the best single classifier. Therefore, it can be argued 
about the effectiveness of the use of stacking algorithms more than the use of algorithms separately.

Conclusion
This article proposes an approach to the identification of malicious traffic based on the use of an 

ensemble method of machine learning – stacking. The approach is based on the use of individual ML 
classifiers as the basic ones, and on their basis the training of the metaclassifier, in our case, logistic 
regression is used for subsequent data classification.

The application of the proposed solution based on stacking makes it possible to improve 
classification accuracy indicators rather than using separate classifiers.

76

78

80

82

84

86

88

90

92

94

NB HT RT REP J48 Stacking

RO
C

CLASSIFIERS

Fig. 4. Comparative histogram with using stacking

The stacking results are superior to the result of the best single classifier. 
Therefore, it can be argued about the effectiveness of the use of stacking algorithms 
more than the use of algorithms separately.
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Conclusion
This article proposes an approach to the identification of malicious traffic based 

on the use of an ensemble method of machine learning – stacking. The approach 
is based on the use of individual ML classifiers as the basic ones, and on their 
basis the training of the metaclassifier, in our case, logistic regression is used for 
subsequent data classification.

The application of the proposed solution based on stacking makes it possible 
to improve classification accuracy indicators rather than using separate classifiers.

The advantage of using stacking is versatility for various data processing 
systems and scalability, through the use of additional algorithms beyond those used 
in the approach.

The disadvantage of the proposed approach is sensitivity to data quality, as one 
of the main requirements for data classification by MO methods, as well as the need 
for additional computing resources when the model becomes more complex.
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