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Abstract. There is a high probability of various attacks coming from unknown
network devices, in this regard, ensuring the security and confidentiality of data
is relevant and one of the main problems today. It is important to note that IoT
has a number of limitations in terms of power supply, memory and dimensions.
Thus, it is necessary to define more resource-optimized and security-related
inferences to solve the problems generated in the network. Along with this, device
resources are consumed at a higher rate due to complex cryptographic maintenance
algorithms, so it is necessary to determine an appropriate encryption procedure for
an automated [oT network, taking into account data integrity. This article presents
an analysis of lightweight algorithms for hardware and software implementation,
the levels of various data flow architectures in the IoT network are considered, an
overview of scientific papers is given that notes the relevance of ensuring security
in the interaction of IoT devices and the development of lightweight cryptography
for 2022-2023. As a result, the results of a comparative analysis of lightweight
algorithms in terms of several indicators for hardware implementation are given;
when implemented in software, relative to the amount of memory and time delay.
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AHHOTamusA. benriciz >Keminik KypbUIFbLIApIaH KeNeTiH OopTypii malybpui-
JapAblH  YJAKCH BIKTUMAJJIBIFBl  0ap, OCBIFAaH OAalNaHBICTBI  JIEPEKTEPAiH
Kayilci3[iri MEH KYIWSUIBUIBIFBIH KaMTaMmachl3 €Ty ©3eKTi jKoHe OYTiHTi KyHi
Heri3ri Macenenepaiy Oipi 6ompin Tadbuiaapl. loT-Te Kyart, skamael koHe Oipkarap
enmIeM iep OOMBIHINA IIEKTeyaep Oap eKeHiH eckepy MaHbI31bl. OchUTai1Ia, JKeliae
TYBIHJAFAH MOCEIIENIEp/i MUy VIIH PeCcypCcTapiblH OHTAWTaHABIPBIIFAH KOHE
Kayilci3[liKKke KaThICTBI KOPBITHIHABUIAPIBI aHBIKTay KakeT. COHBIMEH Katap,
KypZeni KpUnTorpadusuiblK KbI3MET alTOPUTMICPIHE OalIaHBICTBl KYPBUIFBI
pecypcTapbl  JKOFapbl KBUITAMIBIKIICH KOJJAHAIbI, COHIBIKTAH JEPEKTEPIiH
TYTACTBIFBIH €CKEpPE OTBIPHIT, aBTOMATTAHABIpbIIFaH [0T *emici yuriH Komaimsl
mudpray MporeaypachlH aHBIKTAy KaKeT. byl Makanana anmaparThlK JKOHE
OaFrgapiaMaiblK KaMTaMachl3 €Tyl iCKe achIpyIarkl JKEHIJ calMak alTOpUTMAEPiH
tanmay, loT skemiciHmeri opTypii JEpeKTep aFbIHBIHBIH aApPXUTEKTYPalapbIHbIH
JeHrelnepi KapacTeipbutrad, [0T KypbUIFBUIAPBIHBIH ©3apa dpeKeTTeCyiHeri
Kayilci3MiKTI KaMTaMmachl3 eTy[iH e3eKTumriH >koHe 20222023 euimapaarsl
MKEHIT calMak KpUNTOrpadUsChIHBIH JaMYbIH aTal OTeTiH FhUIBIMH KYMBICTApFa
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mony OepinreH. Hotmkenep peTiHae ammaparThiK iCKe achlpy KesiHie OipHere
KepceTKilTep OOWBIHINA >KEHUI CaJMakTarbl aJrOpUTMICPHAl CajbICTHIPMAaIbl
Tajnay HOTWXKENEPl KeNTIpUIreH; OHBIMEH KOCa JKaJbl KeJEeMiHE >KOHE YaKbIT
KizipiciHe KaThICThI OaFqapiaMalbIK iCKe aChIpy KOPBITHIHIBLIAPEI KOPCETIITEH.

Tyiiin ce3nep: UnTepHeT 3arTap, Kayirnci3mik, KYMUSIbUIBIK, )KeHUT mudpiay,
XKEHLUT Kpurrorpadus
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Ne BR10262555).
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peanu3anyy, pacCCMOTPEHBI YPOBHH Pa3IMYHbBIX APXUTEKTYP TOTOKA JAHHBIX B CETH
IoT, npuBenensr 0630p HayyHBIX PaOOT OTMEUAIOLINX aKTyaJIbHOCTh 00eCIeyeHns
Oe3omacHocTd Tpu B3auMojeicTBun [oT ycTpolcTB u pa3BUTHE JETKOBECHOM
kpuntorpagpuu 3a 2022-2023 roma. B kauecTBe pe3ynbTaTOB IMPHUBEICHBI
Pe3yNbTaThl CPABHUTENBHOTO aHAN3a JIETKOBECHBIX AITOPUTMOB 110 HECKOIBKUM
MOKa3aTeNsiM TpH ammapaTHOM pealu3aluy; MpH NPOrpaMMHON peanu3aluu
OTHOCHUTEILHO 00beMa MaMsATH U 33A€P>KKHU 110 BPEMEHHU.

KiroueBble cioBa: MHTepHeT Bemieid, 6e30macHOCTb, KOH(GHUACHINAIBHOCTD,
JIETKOBECHOE IU(POBaHUE, JIETKOBECHAs KpunTorpadus

dunancupoBanue: JlanHoe wuccnenoBaHue (QuUHAHCHPOBaIOCH Komurerom
HayKl MuUHHCTEpCTBa HayKd M Bbicuiero oOpa3zoBaHusi PecrmyOnukn Kazaxcran
(I'paat Ne BR10262555).

KoH(uMKT uHTepecoB: aBTOpHl 3asBISIOT 00 OTCYTCTBUM KOH(IHMKTa
HWHTEPECOB.

Introduction

The Internet of Things (IoT) is an intelligent infrastructure formed using several
self-organizing devices. Currently, the “loT” can be defined as an intelligent
infrastructure of interacting physical objects in the form of sensors and actuators
with the digital world (Vermesan et al., 2009: 52), which transmits information
using a network. There are many applications where systems are deployed using
[oT. In everyday life, people use many devices, which include sensors to detect
problems, transmit information, monitor, control, and so on. The information is
provided in real time and can be used to make a decision; therefore, the security and
confidentiality of information is a very important aspect. It is also important that the
IoT has a number of limitations in terms of power supply, memory and dimensions.
Along with this, it is important to determine suitable encryption methods for the
IoT network in order to ensure data integrity (Eryk et al., 2022: 18).

According to Statista, the number of attacks on the Internet of Things in 2022
exceeded 10.54 million. Ensuring security in IoT interaction is one of the important
tasks of the present time. One of the current methods for ensuring the security
and confidentiality of transmitted data in a network of IoT devices is lightweight
cryptography algorithms. The National Institute of Standards and Technology
NIST conducts research in this area and scientists around the world in search of
optimally suitable lightweight algorithms used in IoT devices. So scientists from
Graz Technology University (Austria), chip manufacturing company Infineon
Technologies (Germany), Lamarr Security Research (Austria) and Radboud
University (Netherlands) are working on security and privacy issues,

Encryption is an effective solution to ensure the confidentiality of information
and its integrity. Today, loT applies encryption to touch devices in environments with
various restrictions, such as limited memory, low computing power, small physical
area, devices with limited power consumption, and at the same time, processes must
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take place in real time,that have not previously been encrypted. When designing
IoTthere are a number of risks directly related to energy consumption and data
security. If standard cryptography methods are applied to IoT devices, they may not
support the given performance and not only, respectively, for these problems, the
solution can be - lightweight cryptography (Nurlan et al., 2021: 19).

This article consists of two sections, which discusses the IoT architecture,
development stages, parameters, lightweight cryptography standards, an overview
of the work, and also provides an analysis of the numerical characterstics of the
hardware and software implementation of lightweight algorithms.

1oT architecture

There are several types of IoT architecture, such as three-, four-, five-layer
architectures (Figure 1). Table 1 shows scientists - whose research is carried out on
various architectures. To determine the relevance and degree of resolution of the
issue under consideration, a search and review of scientific papers in the databases
of digital libraries "Web Of Science", "Google Scholar", "IEEE Xplore" was carried
out.The review paper (Muhammad et al., 2022: 12) discusses the importance of
IoT network security, considers various threats depending on the IoT architectural
model. The paper also presents lightweight cryptographic algorithms and protocols
for data protection in the IoT environment. S.L. Keoh et al presented an overview of
the IEFT (Internet Engineering Task Force) requirements for standardizing security
solutions in the IoT network (Keoh, et al., 2014: 10). P. Gaikweid et al presented
the IoT architecture associated with the attack model. As mentioned above, IoT
is used in various applications, for example, a smart home network can control
home devices and appliances, controlling and remotely controlling through various
connection methods. The paper also presents some problems in the mode and real
time (Gaikwad et al., 2015: 6). It is important to note that depending on the IoT
architecture and the level under consideration, various security solutions can be
selected for the interaction of [oT devices.
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Fig. 1. Layers of different loT data flow architectures

9



NE WS of the National Academy of Sciences of the Republic of Kazakhstan

Consider a three-layer architecture:

- The level of sensors is the physical level, which consists of sensors and sensors
responsible for collecting information about the surrounding world. At the sensor
level, the IEEE 802.15.4 standard is used as a specification. It's an affordable
solution that provides security, but still needs to address existing threat protection
loopholes. For example, RFID, various sensors for location, motion, voice, etc.
Possible attacks at the sensor level — jamming, tampering, radio interference,
unfairness, exhaustion, collisions (Singh et al., 2020: 12);

- Network layer - serves to communicate with other network objects, such as
servers, network devices, etc. Here we can note the method of interaction with each
other — a wireless sensor network or Internet protocols. The network layer works
with the physical layer data. It is also used to disseminate and analyze sensor data.
At the network level, the message is divided into packets in order to route packages
from source to destination using IPv6. With IoT networks growing rapidly, IPv4
address space has an advantage over IPv6 with more address spaces. Built-in
cryptographic conventions such as AES and DES can be updated with [Psec at
this level. Attacks possible at the network level — Sinkhole, blackhole, wormhole,
misdirection, homing (Singh et al., 2020: 12);

- Application level — the level of applications that provide a special service
for working with data and managing them. The application layer is responsible for
providing the user with resources regarding the application being used. This layer
supports services for client and programmatic functions. As an example, various
classes of IoT solutions can be noted: Smart city, smarthome, digital factories,
precision farming oil, etc. Attacks possible at the application level — Reprogram,
Overwhelm (Singh et al., 2020: 12).

Table - 1. IoT architecture

Type of Year | Authors Name of the Journal
Architecture
Three-layer 2015 | 1. Mashal et al. Ad Hoc Networks Journal
architecture |2022 | Aguru, A.D. et al. | Algorithms
2022 | B. Paul Lecture Notes in Networks and Systems
2020 | M. Parto Procedia Manufacturing
2016 | F. Bing 2016 2nd International Conference on Cloud Computing
and [oT
2022 | B. Paul ICT Analysis and Applications
Four-layer |2017 | C. Zhong et al. 16th International Symposium on Distributed Computing
architecture and Applications to Business, Engineering and Science
2013 | J. Gubbi et al. Future Generation Computer Systems Journal
2022 | Denner Silva et al. | Journal of Network & Systems Management
2019 |J. Lietal. IEEE Access
2017 [ S. Singh et al. Journal of Ambient Intelligence and Humanized
Computing
2018 | C. Kejun Journal of Hardware and Systems Security
2015 | D. Darwish International Journal of Computing Academic Research

10
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Five-layer |2022 | Raja Gopal, S. International Journal of System Assurance Engineering
architecture et al. and Management

2017 | P. Sethi et al. Journal of Electrical and Computer Engineering

2022 | Jinyuan Xu et al. | Artificial Intelligence in Agriculture

2013 | S. Omar et al. International Journal of Computer Networks

2022 | A. Khaled et al. Journal of Cloud Computing

2021 | M. Yildirim et al. | European Journal of Science and Technology

IoT device security concerns arise in a variety of situations that include
technological, ethical, and privacy issues. [oT devices will be considered secure
if the following security requirements are met, such as secure authentication,
secure download and data transfer, [oT data security, secure access to data by an
authorized person. Figure 2 shows the threats and security requirements of a three-
layer architecture. The sensor layer is the perception layer and is responsible for
identifying devices and collecting information from them. The sensors are selected
according to the requirements of the applications. Information that is collected at
the level of sensors can be information about location, changes in the air, about
the environment, about movement, about vibration, etc. At the same time, this
information is the main goal of attackers who want to use them to achieve their own
goals. Therefore, most threats are related to the level of sensors and lightweight
encryption methods have a special role.
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Fig. 2. Threats and security requirements based on a three-layer architecture

Lightweight cryptography in loT

Lightweight cryptography is divided into two ciphers: a symmetric cipher and
an asymmetric cipher. If a symmetric cipher uses the same key for both encryption
and decryption, an asymmetric cipher uses the public key for encryption and the
private key for decryption. Symmetric encryption provides security and high
speed, along with this, an asymmetric cipher is complex and relatively slow, but at
the same time, it ensures the confidentiality and integrity of data. The symmetric
cipher is divided into three groups: the lightweight block cipher, the lightweight
hash function, and the lightweight stream cipher. The classification of lightweight
cryptography, the most common algorithms and attacks is shown in Figure 3.
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Fig. 3. Classification of algorithms by structure

Research in the direction of lightweight cryptography was started in 2004.
In 2007, the PRESENT block cipher was developed and published, which was
registered in the ISO / IEC 29192 standard. The US National Security Agency
published the SIMON / SPECK lightweight block cipher with a small ROM size
and implemented it on a microprocessor (2014). The main stages in the development
of lightweight cryptography are shown in Figure 4.
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Fig. 4. Stages of development of lightweight cryptography

Lightweight Cryptography Options

One of the important properties of lightweight algorithms is the non-linearity of
the coordinate functions of the round transformation (Poschmann, 2009: 516). The
nonlinearity of the coordinate function of the output block is determined using the
minimum number of rounds.

There are randomly selected options. For these parameters x,x',p € S,,p # 0

12
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, vectors are encrypted x,x’,x +p,x"+p. The transformation is non-linear if the
condition is satisfied f(x) + f(x +p) # f(x") + f(x' + D).
The superposition of non-linear functions produces a system of linear equations:

Y)=x@yDxy
f2(x,y) =x @ xy

When setting functions instead of , the following system of equations is obtained:

LU0, L00y) =xDy @ xy

When learning lightweight cryptography, you need to consider the main criteria
for security, cost and performance. In the case of block ciphers, the key length
provides a trade-off between security and cost, the number of rounds is a trade-off
between security and performance, and the hardware is a trade-off between cost
and performance (Figure 5). Considering all three trade-offs at the same time is
challenging, and two design goals are mainly considered — safety and low cost,
safety and productivity, or low cost and productivity. For example, a secure and
high performance hardware implementation can be achieved with a pipelined
architecture that also includes many side-channel attack countermeasures. The
resulting structure will occupy a large area, which is correlated with high costs.
On the other hand, it is possible to develop a secure and inexpensive hardware
implementation with the disadvantage of limited performance.
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Fig. 5. Lightweight Cryptography Options

Table 2 summarizes the main challenges of implementing cryptographic algorithms in IoT devices
and lightweight cryptography solutions.
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Table 2. Lightweight Cryptography Options

Implementation challenges in IoT devices

Lightweight Cryptography Solutions

limited memory (registers, RAM, ROM)

small block size (64-bit or less)

low processing power

small key size (80-bit or less)

small physical area

simple logic and simple calculations

low battery (no battery)

simple key planning

work in real time

reliable structure (SPN or FN) [5]

Shannon in his work proposed to use several stages of replacement and
permutation, thereby creating a reliable block cipher (Shannon E., et al, 1949:59).
Such a scheme is called an SP or FN network. SP- processes the data through
a series of substitutions (S-box) and permutations (table), changing the data and
finalizing it for the next round. FN is a multi-round cipher that divides the input
message into two parts and operates on only one part in each round of encryption

or decryption.

ISO/IEC 29192 "Lightweight Cryptography" is an eight-part standard that defines

lightweight

cryptographic

algorithms  for  privacy, authentication,

identification, security, and key exchange (Table-3) (https://webstore.iec.ch).

Table - 3. Lightweight Cryptography Standards

29192-4:2013

using asymmetric
methods

Standard Description Summary
ISO/IEC General Terms and Definitions; Safety requirements, Classification
29192-1:2012 | Information requirements; Implementation requirements for mechanisms
ISO/IEC Block Encryption | Three block ciphers are described that are suitable
29192-2:2019 for applications requiring lightweight cryptographic
implementations:
- PRESENT: simplified block cipher / block size 64 bits / key
size 80/128 bits;
- CLEFIA: lightweight block cipher / block size 128 bits / key
size 128/192/256 bits;
- LEA: Lightweight block cipher/block size 128 bits/key size
128/192/256 bits
ISO/IEC Stream Ciphers | Defines keystream generators for lightweight stream ciphers:
29192-3:2012 - Enocoro: lightweight keystream generator with 80/128 bit
key size;
- Trivium: lightweight keystream generator with 80 bit key size
ISO/IEC Mechanisms Defines lightweight mechanisms that use asymmetric methods:

- one-way authentication mechanism based on discrete
logarithms on elliptic curves;

- Authenticated Lightweight Key Exchange (ALIKE)
mechanism for one-way authentication and session key
establishment;

- identification-based signature mechanism

ISO/IEC
29192-4:2013/
AMDI1:2016

Mechanisms
using asymmetric
methods

Updated version

14
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ISO/IEC
29192-5:2016

hash function

Defines hash functions suitable for applications requiring
lightweight cryptographic implementations.

- PHOTON: lightweight hash function/permutation
size  100/144/196/256/288  bits/calculated hash codes
80/128/160/224/256 bits.

- SPONGENT: lightweight hash function/permutation
size  88/136/176/240/272  bits/calculated hash  codes
88/128/160/224/256 bits.

- Lesamnta-LW: lightweight hash function/permutation size
384 bits/computed hash code 256 bits

ISO/IEC Message MAC algorithms suitable for applications requiring lightweight
29192-6:2019 | Authentication | cryptographic mechanisms have been defined:

Code (MACs) - a mechanism for ensuring data integrity;

- message authentication mechanism

ISO/IEC Broadcast Defines broadcast authentication protocols, which are
29192-7:2019 | Authentication | protocols that provide data integrity and entity authentication

Protocols in a broadcast setting
ISO/IEC Authenticated An authenticated encryption method suitable for applications
29192-8:2022 | Encryption requiring lightweight cryptographic mechanisms is described.

The method processes the data string with the following
security objectives:

- data confidentiality;

- data integrity

In the table-4 presents scientific papers published in 2022-2023 devoted to the
problems of cryptography and security in the context of the Internet of things (IoT).
The table lists the titles of articles, authors, year of publication, and a brief abstract
for each article.

Table - 4. Review of works on lightweight IoT encryption for 2022-2023.

Year Annotation

2022

Authors
P. Prakasam et al.

The paper proposes and implements a hybrid lightweight cryptographic
authentication scheme with low latency, area and optimal power, which
uses the 8-bit keying principle.

S. Blank et al. 2022 | The paper presents the practical results of research of 12 cryptographic
algorithms on a test bench

The paper presents a literature review of post-quantum cryptography for
IoT networks, discusses the problems and directions of research in real-
time applications.

The paper investigates well-known lightweight cryptographic algorithms
and their architecture. The analysis of security algorithms, architecture
and hardware limitations in healthcare applications is given.

The paper proposes an attribute-based access control scheme for IoT
using the Hyperledger Fabric blockchain to solve security problems.
Performance metrics are measured based on latency, throughput, and
storage overhead,

The paper presents the results of hardware implementation of PRESENT,
AES, ECDH, DH and RSA cryptography algorithms.

A.Kumaretal. |2022

K. Tsantikidou
et al.

2022

S. Alshehri et al. | 2022

T. Goyal et al. 2022
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Sheeja S. et al. 2022 | The paper presents approaches to authentication in the IoT-Cloud

architecture.

M. Jammula 2022 | The paper presents the LWC-ABE method for improving security
et al.

performance against various attacks in the IoT environment.

A.Ahmedetal. | 2023 | The paper investigates integration systems between authentication and

encryption to preserve confidentiality when passing messages between
IoT devices.

J. Chauhan et al. | 2023 | This paper presents a comparison of their memory performance, latency

and throughput, area (GE), key and block size, and other parameters of
hardware and software efficient lightweight algorithms.

Lightweight algorithms are designed to protect the transmitted information during
the interaction of the Internet of things, at the same time, lightweight algorithms are
used in miniature devices where a limited amount of electronic resources is used
to ensure security. Today, many researchers from different countries continue to
search for weaknesses and identify reliable and efficient algorithms for lightweight
cryptography. The choice of the optimal cryptographic algorithm depends on the
specific requirements and constraints of the system, including hardware resources,
power, power consumption, and performance requirements.

The hardware implementation of lightweight algorithms is determined by the
following parameters (Figure 6):

i

key size;

block size;

logical process;
Energy consumption;
throughput;

hardware performance.

Fig. 6. Numerical characteristics of the hardware implementation of lightweight algorithms

The diagram shows the number of gates in hardware implementation and you
can see that the high throughput is achieved by the “PRINCE” algorithm with a
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minimum power consumption indicator (Figure 6). Various FPGA families are used
as a platform for implementing lightweight algorithms.

The software implementation of lightweight algorithms is described using
parameters (Figure 7):

* key size;

¢ block size;

¢  RAM size;

*  Energy consumption;

* throughput;

* software performance;

Additionally, diagrams are given with the dimensions of the read-only memory
and the time delay.

kbl

Fig.7. Numerical characteristics of software implementation of lightweight algorithms

-

The diagram shows several lightweight algorithms such as SPN and FN.
According to the diagram, in software implementation, the “PRESENT” algorithm
dominates in terms of bandwidth, the “MIBS” algorithm in terms of power
consumption and memory space occupied in ROM, and the lowest time delay is
demonstrated by the “PRINCE” algorithm (Figure 7).

Conclusion

The Internet of Things (IoT) is rapidly finding its way into our modern lives,
seeking to improve the quality of life by connecting various smart devices,
technologies and applications. In general, if you choose the right lightweight
security algorithm, then IoT will automate everything that surrounds us. The
wide range of loT applications in various fields creates a demand for lightweight
cryptographic algorithms with different requirements. Smart home appliances
such as smart TV, smart refrigerator, smart kettle, smart light bulbs, etc. require
little memory and little processing power. Lightweight algorithms must support
simple hardware and software implementation for fast execution, so that it can be
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easily embedded in software for encryption, protection transmission and storage
data in real applications. When using loT, an organization faces the challenge of
managing, monitoring and securing huge amounts of data and connections from
disparate devices.

The paper presents the architecture of [oT devices, an overview of lightweight
cryptographic algorithms, threats and security requirements based on a three-
layer architecture, lightweight cryptography primitives regarding key size, block
length, number of rounds and structure, as well as classification and parameters of
lightweight cryptography. Descriptions of sections of ISO/IEC 29192 "Lightweight
cryptography" were presented. The works of the authors, who in their studies
considered various types of architectures in relation to the tasks to be solved, are
summarized. The security problems of IoT devices are considered, as well as a
review of works on lightweight IoT encryption for 2022-2023.

This article provides an overview of various studies about layered IoT
architectures. Along with the exponential growth in the number of connected
devices, every thing in the IoT transmits data packets that require reliable
connectivity, storage, and security. The hardware and software implementation of
lightweight algorithms is analyzed in terms of such parameters as key size, block
size, logical process, power consumption, bandwidth, hardware performance, RAM
size, software. Taking into account the growth of attacks and threats on the loT
infrastructure, the discussed issues of lightweight cryptography need to be further
studied and developed to ensure sufficient security.
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