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Abstract. Today, it is possible to use machine learning to develop automated
methods that make it simple to gather negative comments on social networks.
The situation is getting worse nowadays due to the overwhelmingly unfavorable
comments on online content. We are compiling a database of vulgar remarks made
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on Kazakh social networks and news outlets. By examining the complaints received
from numerous social networks, we discovered that the publication of disparaging,
or insulting, comments in online content is growing daily. The outcomes of our
research, which used machine learning techniques, will aid in not only analyzing
the origins of abusive phrases posted on social media but also in categorizing
different forms of offensive remarks and gaining access to automated data sources.
Measurement of the accuracy of vocabulary addition by using different indicators.
We are creating a dataset of Internet users in Kazakhstan, who use social networks
and media to share their opinions. The description of the proposed research work
describes the collection of data to the classification and identification of sets of
words with destructive content.

Keywords: online content, artificial intelligence, obscene language, parsing, NLP
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AHHoTanus. ByriHae aieyMeTTik JKemiep/ie KarbIMChI3 TIKIpIepi KUHAYIbI
XKEHUIIETeTiH aBTOMATTaHIBIPBUIFAH ONICTepAl o3ipiey VINiH MallMHAIbIK
OKBITY/IBI KOJIJIaHyFa Oonajel. Ka3ipri yakeITTa sKeijieri Ma3MYHJIaFbl KaFbIMChI3
MIKIpIEPIiH calgapblHAH OJICYMETTIK JKeIl  KOJNJAHYMIBUIAPABIH  IICHXO-
SMOLMOHAJABIK JKariaiibl KUbIHAAI Oapa >KaTKaHbIH IICUXOJIOITap alThI Ha0bLI
Karyzaa. Kaszak Tinai oneyMeTTiK jkesijep MeH aknapaT KypanJapblHia jKa3bUIFaH
JepeKi ce3nepAiH 0a3achlH KHUHAI, OHbI KjaccTap OOMBIHINIA TOMNTAI >KATBIPMBI3.
Kemnteren omeyMeTTik >kemijiepAeH Kelill TYCKEH apbl3-IIaFbIMAApIbl 3epaeiei
Kene, Oi3 JKeNmifieri KOHTEHTTE KEMCITETIH HeMece KOPJAWThIH MiKipJaepaiH
XKapHsUlaHybl KYH CadbIH apThIl OTHIPFAHBIH AHBIKTAJBIK. MalIMHAIBIK OKBITY
OMICTEpiH TaimamaHraH 3epTTCYIMI3MiH HOTIDKEIEPI OJNIEYMETTIK JKENiiepae
XKapuslaHFaH OanaraT ceslepHiH IIbIFy TEriH TajjayFa FaHa eMec, COHIan-ak
KOPJIaWTBIH MIKipAEpAiH OpTYPIi TYpJIepiH caHaTTayFa )KoHEe aBTOMATTaHIbIPbUIFaH
JepeKTep Ko3JepiHe KO KETKi3yre KoMeKTece i. OpTypiii KOPCETKIITep apKbUIbI
CO3MIIK TOJBIKTBIPY IAIIIriH eiiey. bi3 aneymertik kemiiepmed BAK apkbuibt
o3 mikipiepiMeHn OemiceriH KazakcraHmarsl HWHTEpHET IaimagaHyIIbUIapaaH
KeJIiIl TYCKEeH MiKIpAepAEH AEPEKTEP XKUHAFbIH KYPyAaMbl3. ¥ CHIHBUIFAH 3€PTTEY
KYMBICBIHBIH CHIIaTTaMachl JIECTPYKTHBTI Ma3MYHAArbl CO3ACPAIH TONTaMAaChIH
KIKTeyTe, aHbIKTayFa *KoHE AePEKTep )KUHAYAbl CUIIaTTal bl
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AnHoTanusa. CerogHs MOXHO HWCIIONB30BaTh MAIIMHHOE OOy4YeHHe I
pa3pabOTKH aBTOMATH3WPOBAHHBIX METOAOB, YIPOIIAIOIIUX COOp HETaTHBHBIX
KOMMCHTApUEB B COHHAJIBHBIX  CETAX. B HaCTOAICEC BpEMsA CHUTyalus
YXyOIIaeTcsl W3-3a KpaHe HeONaronpusaTHBIX KOMMEHTAapHeB K OHJIAH-
KOHTEHTY. MBI (opmupyeM 0a3y IONUIBIX BBICKA3BIBAHWH B Ka3aXCTaHCKHUX
COIIMAJIBHBIX CETAX MU HOBOCTHBIX Aar€HTCTBAX. I/ISY‘H/IB )KaHO6I)I, IMOJTYYCHHBIC
U3 MHOT'OYHCIICHHBIX COIUAJIBHBIX CeTeﬁ, MBI 06Hapy>1<mm, YTO KOJIUYCCTBO
MyOMKAIAi  TPEeHEeOPESKUTETBHBIX WIH  OCKOPOUTEIHHBIX KOMMEHTAPHECB B
OHJIAH-KOHTCHTE pacTeT C KaXAbIM JTHCM. PCSYHBTaTBI Hamero MCCJIcaoBaHM,
B KOTOPOM HCIIOJB30BaJIMCh METOALI MAIIMHHOTO 06yquI/151, TIIOMOTYT HE€ TOJIBKO
MPOaHAN3UPOBATh TPOUCXOKICHHE OCKOPOWUTENBHBIX (hpa3, pa3MEmIeHHBIX B
COILIMAJTBHBIX CETAX, HO U KIIAaCCU(UITPOBATH pa3TMIHbIEe (POPMBI OCKOPOUTETBEHBIX
3aMEUaHuU U IMOJIY4YUTh OOCTYIl K aBTOMaTU3WPOBAHHBIM HMCTOYHHKAM JaHHBIX.
W3mepeHne TOYHOCTH MOIOJHEHUS CIOBApPHOTO 3amaca C IOMOIIBIO pa3IMYHbIX
mokaszareneil. Mbl cozmaem Habop momp3oBateneii Murepnera B Kasaxcrawme,
KOTOPBIE HCIIONB3YIOT commaibHble ceth u CMI, d9T0o0BI MOAETUTHCS CBOUM
MHeHueM. OmnucaHue Ipe/ularaéMoil HCCIIe0BaTeIbCKOM paboThl ONUCHIBAET
C60p JaHHBIX IJIA K.]'IaCCI/I(bI/IKaHI/II/I 1 BBIABJICHUA Ha60pOB CJIOB JECTPYKTUBHOT'O
COZIEpKaHHUA.

KuroueBble ¢j10Ba: OHIIAWH-KOHTEHT, HCKYCTBEHHBIN MHTEIIEKT, HELICH3YpHAas
JIEKCHKa, mapcuHr, NLP.

Introduction

The volume of information in different text formats is growing exponentially and
out of control asa result of Internet development. You can interact with a variety of
online audiences and operate anonymously with unlimited Internet access, which
entails 24-hour access. Violence and offensive words are still significant today
because they put people’s mental and emotional well-being in danger.

Along with its positive aspects, technological advancement necessitates
consideration of its drawbacks and effects, which means that it encourages more
destructive behavior users. In this instance, destructive data is hurting the online
content user by posting offensive comments (Huang et al., 2019).
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The vast amount of information on today’s networks necessitates the protection
of people’s interests and rights. Even on a worldwide scale, we can observe the
effects of it, as evidenced, for instance, by international disagreements and conflicts
involving online information (Salloum et al., 2020).

For instance, the state of Kazakhstan has 15.47 million people, or 81.9% of the
total population, as of 2021, according to statistics on the percentage of countries
around the world that utilize the Internet. You cannot protect yourself against
«attacks» on the Internet since emails, mobile phones, and numerous personal
social networking sites can arrive at any moment. Information on the Internet is
accessible twenty-four hours a day, seven days a week. People, even teenagers,
mentally impacted by it.

Additionally, it is possible to access the Internet anonymously, thus you might
not be able to identify the source of the «attack.» According to psychologists,
psychological illnesses are more likely to result from the conclusion of an emotional
«assault» than physical violence.

Materials and methods. Research analysis and problem statement

It is suggested that a variant of the formal model of this process’ implementation
inside the framework of the engineering method, in which a linguistic object
(phenomenon) can be replicated using a computer (Mohan et al., 2021).

To examine what showed, felt, feeling mood in texts, we should collect database.
Unfortunately, when it comes to non-normative vocabulary in a particular language,
it might be challenging to discover texts that are appropriate for this purpose. Our
recommendation is for you to develop your own corpus of non-normative Kazakh
terminology.

The corpus divided into two schemes: open social network sites without any non-
normative vocabulary messages and text entries with non-normative vocabulary.
Syntax analysis technology uses to collect data.

The first parsing strategy devised by the API developer states that in order to use
this technique, a connection must first be made, which entails obtaining a token and
gaining access to the connection. The token c directly obtained in the program’s
developer part, and used to access the database, may provide any kind of data
conversion services. Following the requisite database’s «cleaning,» the information
saved and made available for machine learning (Mussiraliyeva et al., 2021).

On the second point, the connection made differently here; you can build a
database and your own user interface to access web pages. In other words, we
gather «emotional» data from social networks and internet content sites. Although
this procedure is laborious at first, once you finished gathering data, you might
realize that the logic of operation unified (Singh et al., 2020) and (Canhoto et al.,
2020).
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Figure 1- Data collection

Eight classes of verbal markers identified that clearly indicate the presence of
electronic bullying:

The taboo and obscene language (one-component, two-component, three-
component and multi-component) - is used as a means of pronounced verbal
aggression with the aim of socially discrediting the victim, manipulating,
emphasizing one’s own superiority.

The word that related to the intimate life of a person — often used by hooligans in
order to hurt the feelings of the victim, humiliate and insult her. In many languages,
the names of genitals and types of sexual acts are taboo vocabulary and often used
to express a high degree of aggression in the addressee.

The words related to concepts related to sexual orientation and sexism — often,
in order to achieve the above goals, victims are attributed and / or emphasize their
non-traditional sexual orientation, for example, gay, lesbian, pedophile / sexist,
trans, etc., and the addressee is not is necessarily a representative of a sexual
minority;

The words expressing a wish for evil and death - the use of such lexical units is
due to the strong personal dislike of the buller and even hatred of the victim. The
use of lexical items such as committing suicide, dying in hell, cutting one’s wrists,
stopping breathing, etc. shows that the buller wants to emphasize his superiority
over the victim, to prove his greatness;

The words expressing humiliation and insult to a person — most often
used when electronic harassment occurs according to the «several bullies - one
victim» scheme. Lexical items brash, dumb, dirty, ignorant, stupid, etc. aimed at
undermining the self-esteem and self-respect of the victim through their constant
criticism and downplaying of their abilities. Thus, Buller seeks to demonstrate his
power over him or her;

The words that name concepts related to nationality and racism, such as black-
faced, hack, Uzbek, racist, sociopath, etc. — allow the aggressor to cause the victim
not only moral, but also social harm;

Animal names are insulting terms that are used. By equating the attributes of
the victim with those of animals, such as cows, donkeys, pigs, mongrel sheep, and
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worms, bullies are able to diminish the victim’s place in society and boost their own
self-esteem.

The word which call people with physical and mental disabilities - the
main purpose of using this vocabulary is to humiliate honor, reduce its social
attractiveness, destroy it as a person. Buller often uses expressions to indicate the
victim’s limited mental capacity when the victim is smarter than him or her, and
Buller wants to prove otherwise (Yuan et al., 2021).

In terms of Al, automation, communication platforms, bots, and smart computers
can combine with big data to improve a variety of technologies used in homes and
offices, from security data analytics to investment analysis tools.

Artificial intelligence performs in-depth analysis of large amounts of data using
neural networks with many hidden layers. Deep learning models require large
amounts of data, as this is the basis of artificial intelligence. Therefore, the more
data, the more accurate the model (Miihlhoff et al., 2020).

In the process of collecting data from social networks with Kazakh-speaking
customers on online content, it was decided to create 2 types of parsing: API-based
parsing and creating your own «web browser» using keywords. Each type has its
advantages and disadvantages.

An application programming interface (API) is a collection of classes,
procedures, and functions in the form of an interface for creating new software
applications through which one program can interact with another program. This
allows developers to extend the functionality of their products and connect them
with software.
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Figure 2 - Data Collection Method Using Two Different Parsers
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A parser that utilizes the API readily accessible by the developers themselves
makes up the first branch of the schema. You must first establish a connection in
order to begin using these methods. In this instance, a token obtained to accomplish
this. In the section for app developers, you can directly obtain the token, which you
can then use to gain access to the services. The service offers the option to convert
the data in any format for ease of usage after obtaining the data. The required data
then cleansed and put through the primary processing stage. Following that, this
information kept and can be used to train and test models (Neupane et al., 2020).

The connection built slightly differently in the second branch because the parser
created entirely from scratch. You must gain access to the browser in order to
perform this imitation of web page browsing behavior. Since browsers not give
third-party programs and websites access to their APIs, the de-tailed description
that follows explains how this parser fragment made. Although this procedure is
quite laborious, once we have finished and extracted the required data, we can once
more begin primary processing, at which point the logic of work crosses with the
logic of using the API.

The initial parser do not cause any issues because it adheres to particular
algorithms, and because of an established system, the API operates flawlessly and
consistently provides accurate information. An E-token supplied to each user when
connecting to the API utilized, for instance, while using the Vk API for Vkontatkte.

Then the Instagram parser underwent the similar treatment. To do this, lists
of communities (accounts) with a sizable subscriber base compiled; personal
and entertainment accounts disregarded because they were unnecessary. Then,
Instagram-specific methods substituted using the same reasoning as for the Vk APIL.
Vkontakte and Instagram are both social networks, however their working theories
are very different from one another. Actualy, one thing hasn’t changed: we still
need to obtain a token before we can begin using the given methods.

The app needs to be whitelisted in order to use a specially configured Instagram
URL scheme. For this, modify the Info. plist file of the app by adding instagram:/
to the LSApplicationQueriesSchemes key.

After adding the schema to your whitelist, you can use it with the following
parameters to carry out specific activities within the Instagram app.

However this is only the first step; since we can not upload the data we need right
away, we must first clear the data we received and then choose the pertinent data
that contains the text we need from it (in our case, keywords for cyberbullying).
After that, you may save this processed data and use it with our models’ training
and testing procedures (Kumar et al., 2020).

The Instagram API exactly the same across all of them, even though the methods
may alter slightly in appearance.

Getting a token -> getting access to services ->Using methods and getting
relevant data -> Clearing them of unnecessary data.

The drawback of such a parser is that you have to create your own filter to
extract the required data after the data received and even after preprocessing.
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This architecture has the benefit of requiring less time and money to construct a
system of this kind uploading data does not require us to develop our own functions.

The second kind of parser entirely created by a person. To put it another way,
the scripts were customized for the architecture of a given web resource (Sarker et
al., 2020).

The servers will kick us out if they «understand» that this is code, rather than a
person, in this situation, when the token’s function is to mimic human behavior. The
user-agent used to establish the initial connection with the browser. User agent is a
character string that enables servers and network nodes to recognize the requesting
user agent’s application, operating system, vendor, and version gives us the option
to connect to the server, eradicating the potential.

Listing 1:

Import redgucsts

user id = [ 2345

url = "hitp: wwow Kinopoisk ma'usen™ed voleslist'ord date/ page 2 #list’ To
(user id) #

headers = { "User-Agenl’: "Maosilla'5.00( Macintosh; Intel Mac O5% X 1009;
red 500 Geeke/2010010) Firelox/45.0' )

r = requests.getiurl, headers = headers)

A script that extracts all of the headers from this page provided by the code
block above. The data we require is stored in the html structure, so we will need to
put in a little effort next. As a result, once we have identified the blocks in which
our records are stored, we can cycle through each article or record and choose a
particular block, then extract the relevant data from there. For instance:
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The information we require in this block is found in blocks with «h2,» which is
found inside the «first level» block.

Once we get the required information, we may instantly filter it to remove any
records that are not pertinent to our inquiry. The data then simply written into our
files or given to the training algorithms.

Listing 2:

f = opend"demofile2. =%, "a") # opening the fle for editing
fowrite] “---") # writing data
felose ) # close the fle

After we have the necessary data, we may immediately filter it to get rid of
any records that are not relevant to our inquiry. The information was then either
submitted to the training algorithms or just written into our files.

Result and discussion

Data Preprocessing and Filtering which we obtained a dataset of social media
texts using the built parsers scarping comments from youtube which chowed on
Fig.3 . We therefore have unstructured data that is irrelevant. We now faced with the
issue. Using uncleaned data prevents you from using it properly. We want pertinent
data, together with a sufficient number of training and testing sets. All of this aids
in obtaining the most precise findings.

Depending on the objective, you can use one or a combination of several data
cleaning or data preparation approaches. It depends on your preferences and the
task’s requirements.
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Figure 3- Youtube scarper comments (interface)

Avoiding duplicates
The probability of parsing the same text high because we are using multiple
sources of data. For instance, we have posts from the news website https://
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tengrinews.kz, Instagram, and VK. So, occasionally we must delete. In this instance,
we made VK a privileged source because all of the data on https://tengrinews.kz/
semantically reviewed before posting and may change for a variety of reasons.

Although we have not encountered those circumstances yet, we must keep an
eye out for their emergence and set up functionality to remove copies.

Avoid typos

Typos are grammatical errors made by people most frequently, and they can
happen everywhere. Grammar errors corrected using a variety of calculations and
techniques. Since models address distinct features in unexpected ways, mistakes
are simple to remedy. Spelling and case are very important for strings.

For example, although having the same spelling, «ka3zak» and «ka3zak» are
distinct words. This kind of mistakes will need to check for and properly fixed.

Data Filtering

Not all of the information we gathered used, because we analyze all the news
posts’ data. This indicates that the parser we created covers all the information,
even news about the coronavirus, which has no bearing on our issue. Therefore,
it is not a problem. We just created a code that determines whether certain terms,
such as «piggy,» «I hate you,» «fatty,» «nigga,» and others, are present in each cell.
Additionally, we created a bag of hateful words in Kazakh, which we simply added
to the filtering mechanism. Following that, we have a suitable data collection of our
own for identifying and preventing possible bullying (Jain et al., 2020).
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Figure 4- hate speech comments in Kazakh language
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We have created a database that consists of Kazakh obscene speeches Fig. 4.
The database consists of three columns, one of them is the number of sentences
which have hate speech comments and attributes that are divided into classes if «1»
means there is obscene speech in the sentence if «0» is neutral words.

Conclusion

Summarizing the above, finding negative reviews show as the job of information
technology. Two solutions describes in solving the given problem: a person does it
with his own hands or turns to an automated system. Machine learning considered
as a system that is constantly growing and gaining new momentum in science.
Intimidation - the types of intimidation and the signs of their detection presented
in this research paper. In addition, it shows that an automated system needed in the
search of destructive databases. We present a set of methods used for this purpose.
You can see the search paths and their differences from each other.

We have noticed that the collected database used to identify online content using
natural language processing and machine learning methods, and to determine the
type of a string of offensive words. In addition, it observed that it is possible to
create a model for identifying offensive words in online content, and it discussed
that it takes as the main issue of our future scientific research.
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Abstract. The relevance of the topic in me in particular, if we take one of the
information flows, whether it is a human factor action or a specific object, it is
true that special machine learning language processing and automatic output of
information significantly optimize human life. With the help of neural networks
and their chest radiography is one of the most accessible radiological studies for
screening and diagnosis of many lung diseases a special deep learning language is
to study the flow of information about him and the same object in real time using
neural networks. The article describes the terminology of the problem of X-ray
recognition using deep learning algorithms, examines the relevance of the problem,
and analyzes the current state of the problem in the field of X-ray recognition.
The aspects of the problem being solved, identified during the analysis, in the
form of solved problems, approaches, methods, information technologies used,
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