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MODELS OF STANDARDS AND GOVERNING RULES FOR THE
SYSTEMS OF EARLY DETECTION OF APT-ATTACKS AND
IDENTIFICATION OF VIOLATORS IN CYBERSPACE

Abstract. The violator of cybersecurity acting on the system changes
some of its parameters, initializes or blocks the processes inherent in it.
By evaluating these parameters, it is possible to detect the fact of intrusion
into the system. On this principle the work of modern systems for the early
detection of attacks and the identification of violators is based. In previous
works, the authors described the parameters by which the intruder is identified
- these are host and network parameters. Since the process of detecting and
identifying an intruder takes place under conditions of uncertainty, and a
number of certain parameters of systems for early detection of attacks are
fuzzy, the functioning of such a system should be based on fuzzy logic.

Thus, in this work, on the basis of the proposed parameters, the linguistic
variables were introduced and models of parameter standards were created.
Membership functions were calculated for each variable and graphs of their
terms were plotted. Also, standards have been formed that are necessary for
the development of a system of logical rules to ensure the functioning of the
system for early detection of attacks.

The results obtained will be further used to create an IDS / IPS system
based on honeypot technology. In addition, examples of rules were developed
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to identify the activities of different categories of cybersecurity intruders:
disinformer, spammer, cracker, hacker, spam bot and hacker bot. These
results can be used to improve existing IDS / IPS system or develop a new
security system for early detection of APT-attacks directed on the critical
information infrastructure of the state or other important objects.

Key words: intruder identification, cybersecurity, attack detection,
linguistic variables, security policy.

K.C. ABkypoBa'’, C.A. I'natiox?, b.K. Agnypanmosa’®, J.LM. Keiibipaiuna*

"Kaparanasl uHIyCcTpUsuibiK yHUBepcuTeTi, KeAK, Kazakcran, Temipray;
*Y ITTHIK aBHAIMSIIBIK YHUBEPCUTETI, YKpanHa, Kues;
3JL.H.I'ymuieB arbingarsl Eypasust YITTBIK YHUBEPCHUTETI,
Kazakcran, Acrana;

*Cemeii kanacoiabiH [1Iokopim atbiHgars! yauBepcuteti KeAK,
Kazakcran, Cemeil.

E-mail: zhadyra.avkurova.83@mail.ru

KUBEPKEHICTIKTEI'T APT-IHABYBIJIZAPAbBI EPTE AHBIKTAY
"KOHE BY3YIIBLIAPIbI COUKECTEH/IIPY YIIIH 3TAJIOH
MOJIEJIBAEPI AHBIKTAYIIbBI EPEKEJIEP

AnHotranusi. Kyilene opeker ereTiH KHOEpKayiNCI3OIKTI OY3yIIbI
OHBIH KeHOip mapaMeTpiiepiH ©3repTeli, 031He TOH MpoLecTepIi OacTai bl
Hemece Oiokka Kosiabel. Ochl mapamerpiiepil Oaraniay apKbUIbl Kykere
eHy (akTiciH aHbIKTayFa Oonajabl. J[o1 ochl mpUHIMN MA0YbLUIAAPABI epTe
AHBIKTAYJbIH OHE KYKBIK OY3yIIbUIApIbl COHKECTCHIIPYIIH 3aMaHayd
JKYHEJICPiHIH JKYMBIChIHA HETI3/e/TeH. AJIBIHFBI )KYMBICTap/a aBTOpIap
Oy3yIIbIHBI AHBIKTANTBIH TapaMeTpJIepi CUIATTaJbl - OYJI XOCT JKOHE
xeni napamerpiepi. KykbIk Oy3ylIbIHBI aHBIKTAY OHE HAKTBUIAY MPOLEC]
Oenrici3mik )KaFraaibIHAa )KYPETIHIIKTEH KoHE Ma0ybIIIapAbl €pTe aHBIKTAY
XKy#enepiHiH Oipkarap mapaMeTpriepi aHbIK eMec OOJFaH/IBIKTaH, MYHIai
KYHEHIH )KYMBIC iCTeyl aHBIK eMeC JIOTUKara Heri3enyi kepek. Ocpuiaiiia,
Oy JKYMBICTa YCBIHBUIFAH IapaMeTpiiep HETi3iHAe JUHTBHCTHUKAJIBIK
aliHBIMAJIBLIAP CHII3LIIN, HapaMeTpliep CTaHIapTTAPBIHBIH MOJCIbACpPl
xKacanpl. OpOip alHBIMAIBI YIIIH THICTUTIK (YHKIUSIIAPBI €CENTEN/ Il )KOHE
onap/biH Tpadukrepi canbiHapl. CoHmal-aK, madyblIIapAbl epTe aHBIKTaY
KYHECIHIH KYMBIC ICTEY1H KaMTaMachl3 €Tyre MyMKIH1K OepeTiH JTOTHKaJIbIK
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epexeriep KYHWeciH a3ipiieyre KaKeTTI CTaHIapTTap KaJbIITACTHIPBUIIbI.
AJBIHFaH HOTHXKeNep onxaH opi honeypot TexHomorusicel Herizinae IDS
/ TIPS sxyieciH Kypy YIIiH maipananHeuiaTelH Oonaabl. COHBIMEH KaTap,
KHOepKayinCi3AiKTI OY3ylIbUIapAbIH SPTYPIi CaHATTApbIHBIH KbI3METIH
ColiKeCTeH 11y KOHE aHBIKTAY YIL1H epexeNiep MbIcalgapbl 931pJIeH/Il: Tepic
aknapar Oepyuri (me3suHdopmarop), crmammep, Kpekep, Xakep, craM-00T
xoHe kpekep OoT. byn notmxkenepni kKonnansictarsl IDS/IPS sxyiienepin
KakcapTy HeMece MEMIICKETTIH oHe Oacka MaHbI3Ibl OObEKTUIEPIiH
MaHbI3/Ibl AKIAPaATTHIK HHOPAKYPhUIbIMbIHA JKacaiFan APT malybuigapeia
epTe aHbIKTayFa OarbITTAIFaH aHa KayllCI3AIK KylenepiH o3ipiey YIIiH
naianaHbuTybl MyMKIiH.

Tyiiin ce3aep: malybUIAAYIIBIHBI COMKECTEHAIPY, KHOEpKayimncCi3mik,
1120y bIJI/IbI AHBIKTAY, JIMHTBUCTUKAJIBIK AiHBIMAJIbLIAP, KAYINCI3/IIK CasiCaThl.
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MOJIEJIA 39TAJIOHOB U OITPEAEJIAIOINUE ITPABUJIA
JJIsA CUCTEM PAHHEI'O BBIAABJIEHUSA APT-
ATAK 1 UIEHTUO®UKAIIUA HAPYIIUTEJIEN B
KHUBEPIIPOCTPAHCTBE

AnHotanusi. Hapymurens kubep6e30mnacHOCTH, ASHCTBYsI Ha CUCTEMY,
MEHSIET HEKOTOpble €€ MapaMeTpbl, MHULUAIU3UPYET WU OJIOKHpYeT
npucyie el mpoueccsl. OLeHMBas 3TU MapaMeTpbl, MOXKHO MPOBECTU
BbISIBJICHUST (aKkTa BTOPXKEHHsI HapylIuTenss B cucremy. VIMeHHO Ha
TakOM TPUHIHUIIE OCHOBBIBAE€TCA paboTa OONBIIMHCTBA CYIIECTBYIOLIUX
COBPEMEHHBIX CHCTEM pPAHHETO BBISBICHUSA aTaKk M HUIACHTH(PHUKAIUU
Hapymmrteneil. B mpeaplaynmx paborax aBTopaMu  OBbLIHM  OMHCAHbI
MapaMeTpsl, 10 KOTOPHIM OCYIIECTBISETCS UACHTU(DUKAIMS HAPYIIUTENS —
3TO XOCTOBBIE M CeTeBbIe MapaMeTpbl. [loCckoIbKy mpolecc BBISBICHUS U
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UACHTU(DUKAIIMHI HAPYIIUTENS] IPOUCXOIUT B YCIOBUAX HEOTPEACTIEHHOCTH,
a psii ONPEJEICHHBIX MapaMeTPOB CUCTEM PAHHETO BBISBICHHS aTaK HOCST
HEUETKHI XapakTep, TO (PyHKIMOHMPOBAHHE TAKOW CHCTEMBI JOJHKHO
OCHOBBIBAThCSI HA HEUETKOU JIOTHKE.

Taxum 06pa3oM, B 3TOM paboTe Ha OCHOBE MPEITIOKESHHBIX TapaMETPOB,
ObUTM BBEICHBI JIMHIBUCTHUECKHE MEPEMEHHbIE U MOCTPOEHBI MOJAETH
ATAJIOHOB MapaMeTpoB. [l KakIoil mMepeMeHHOW ObUIM pacCYUTaHbI
GYHKIMHM TPUHAAIEKHOCTH U TOCTPOEHBbI rpaduku ux TepMoB. Takke
c(hOpMUPOBaHbI CTaHAAPTHI, HEOOXOAMMBIC [UIsI Pa3pabOTKU CHCTEMBI
JIOTUYECKUX TPABUJ, TMO3BOJSIIOIIUX OOECHeunTh (HyHKIIMOHUPOBAHUE
CUCTEMBbI PAHHETO BBISBIICHUS aTak.

[TomydeHnHble pe3ynbTaThl B JalbHEWUIIEM MOTYT OBITh HCIOJIB30BAHbBI
g noctpoenus IDS / IPS cuctem Ha 6a3e texnonoruu honeypot. Kpome
TOTO, aBTOpaMu OBLIM pa3paboTaHbl MPUMEPHI MPABUI JJISl BBISBICHUS
U WACHTU(UKALUK JACSITENbHOCTH pPa3HbIX KaTeropuil HapyluTenen
kubepOe3onacHOCTU: Je3uH(opMaropa, cHammepa, Kpekepa, Xakepa,
cnam-0ota u 60Ta B3IOMIIUKA. DTHU PE3yAbTaThl MOTYT HCIOJB30BaThCS
JUIS ycoBepIleHCTBOBaHMs cymectByrommx IDS / IPS cucrem wnu ans
pa3paboTKu HOBBIX CHCTEM O€30MacCHOCTH, KOTOpbIE HampaBiIeHbl Ha
panee BoisiBneHne APT-atak Ha 00BEKTBI KPUTHYECKOW MH(POPMAITMOHHOMN
UHGPACTPYKTYPBI TOCYIAPCTBA U APYTUX BAXKHBIX OOBHEKTOB.

KuroueBble ci10Ba: naeHTHPUKAIINN HApYIIUTENEH, KuOepOe30macHOCTb,
BBISIBJICHUS aTaK, JIMHIBUCTHUECKHE TIEPEMEHHBIE, MTOIUTHKA 0€30MaCHOCTH.

Introduction. During the attack, the intruder, acting on the system,
changes some of its parameters, creates or stops its inherent processes, and
the like. All these actions affect the state of the system. By evaluating these
parameters, it is possible to detect the fact of intrusion into the system. On
this principle the work of modern systems for early detection of attacks
(SEDA) and identification of violators is based (Avkurova, et all, 2020).
This is how the NIDES system audits such processes as logging in, working
with files and processes, administration and fixing errors and failures. The
work (Iashvili, et all, 2021) describes the parameters by which the intruder is
identified by the developed system. These include (host parameters):

"1 Username when logging in, UID;

" Login time, Tlog;

| Frequency of login requests, Nlog;

| Time taken to login, TSlog;

"I Intensity of actions, I;

(] CPU time/CPU load, CPU;
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[J The amount of loaded RAM, Muse;

[0 Number of executable files, NEF;

) The type of files used in the attack, AtEF;

[J Number of failures and errors, NEr;

[ Process/file execution time, RTPr/F;

] Unusual processes, UPr;

"] File transfer to the system, TrFin;

"1 Modifying files, ModF,

| Copy/transfer files from the system, TrFout;

1 Keyboard keystrokes, KS;

) Characteristics of ARP-, IP-, ICMP- and TCP- packets (network
parameters).

Since the process of detecting and identifying an intruder takes place
under conditions of uncertainty, and a number of the given parameters of the
SEDA are fuzzy, the operation of such a system should be based on fuzzy
logic.

Analysis of modern research and problem statement. In order to
identify the intruder, we can use the logical-linguistic approach and the basic
model of parameters, partially described in (Iashvili, et all, 2021), which will
be the basis for creating of the developed SEDA. For example, to detect port
scans, papers (Zhang, et all, 2020) use linguistic variables (LV) «Number of
virtual channels» and «Age of virtual channelsy», and in paper (Zuzcék, et
all, 2019) LV «Number of simultaneous connections», «Request processing
speed», «Delay between requests» and «Number of packets with the same
source and destination address» - to detect DDOS attacks and spoofing.

The process of detecting and identifying an intruder requires determining
the necessary parameters and their properties. In this regard, the main goal
of this work is to create models of parameter standards and a system of
defining rules (DR) necessary for the effective functioning of SEDA and the
identification of violators in a poorly formalized environment.

Materials and methods: Rationale for the approach. Let us consider
the method of linguistic terms using statistical data (MLTS), where as a
measure of membership of an element in a set, an estimate of the frequency
of using a concept, which is given by a fuzzy set to characterize the element,
is taken. To do this, the value of LV X={x1, x2, . . ., xn} is placed on the
universal scale [0,1]. The method is based on the condition that the same
number of experiments fall into each interval of the scale, but in practice
this is usually not observed. In real conditions, there is an empirical table in
which experiments can be unevenly distributed over intervals. Some of them
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may not be involved at all, then the data is processed using a hint matrix.
Let it be necessary to estimate in LV values the deviations of the parameter
A BO [0, B] (B - the maximum possible deviation), which characterizes the
current measurements. Next, for n =5, we determine the value of the LV {x1,
x2,x3, x4, x5}. The interval [0, B] and B/B (estimated ratio) are divided into
k segments (for example, 5), according to which statistics are collected that
characterize the frequency of using the LV value by an expert to display his
conclusions. Further, the data is entered into the table and processed in such
a way as to reduce the errors introduced during the experiment: individual
elements are removed from the table, on the left side and on the right side
of which there are zeros in the line. The hint matrix is a line whose elements
are calculated by the formula:

n 5 R
k=Y b,=> b, j=1>5. (5)
i=1 i=1

Next, in the resulting row of the matrix, the maximum element £,

max

is selected, and then all elements of the table are converted by the expression

¢, =byk,, k. i=1,5;j=135 (6)

ij" max

and for columns where & =0 linear approximation is applied
)/2,i=1,5:j=1,5. Next, the value of the LV is calculated by

=max k/.

¢y = (¢ ¢y
the formula

Wy =¢;/c

imax >

where c,,, =maxc,, i=1,5j=1,5. (7)
X

The described method uses data from statistical studies. Their processing
is quite laborious, since to construct the FV of one term, it is necessary to
carry out statistical studies of all terms of the LP (Gizun et all, 2013).

Let us create a model of standards of linguistic variables for fuzzy
parameters of intruder identification from the set of parameters defined in
(Tashvili, et all, 2021).

Login time, Tlog. This parameter is based on the fact that the activity
of IS and users of these systems depends on the time of day. Usually, a lot
of user activity when logging into the system is manifested in the daytime,
less - at night, but other statistics are possible, which is determined by the
mode of operation of the organization, which includes IS. The nature of
this parameter is unclear, because it is impossible to unequivocally draw a
conclusion about the illegal activity of the violator. So in organizations with
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working hours from 08.00 to 16.00, the probability that the user who logged
in is the intruder is the lowest at 08.00 and increases over time, reaching a
maximum in the hours after 16.00. However, it should be noted that in the
concept of honeypot technologies, this parameter loses its weight somewhat,
since any activity on them is considered malicious.

Let’s evaluate the LV «The level of legitimacy over time». Let’s define
the value of the linguistic variable {x, x, 3)(3} corresponding to {legitimate,
suspicious, illegitimate}. That is Triop = U 77 = {legitimate, suspicious,
illegitimate } =l Tlog

We use statistics on B =24 hours. It is advisable to divide the total interval
into 4 intervals [00:00;06:00], [06:00;12:00], [12:00;18:00], [18:00;24:00].

Data for LV Tlog Table 1
LV value Interval
Nel No2 Ne3 N4
High 0 8 6 1
Medium 2 1 2 3
Low 6 1 1 4

Using expression (5), we determine &, = ||8 1098
in accordance with (6), calculate:

, where k=10, and,

0 8 6,66 125
les|=[l 25 1 222 3.75).
7,5 1 L1l 5
Let us calculate the FV by the formula (7):
0 1 08 016
|| = 0.66 0,26 0,59 1
1 013 015 0,66

3 o
For U,u[j respectively, we find the estimated relations U4B,/B=
i=1 i=1
={0,25; 0,5, 0,75; and get the following fuzzy numbers:
./]:{0/0,25; 1/0,5; 0,83/0,75; 0,]6/]},
{0,66/0,25; 0.26/0,5; 0,59/0,75; 1/1}.
{1/0,25; 0,13/0,5; 0,15/0,75; 0,66/]}

11
H
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Graph of FP for the LP terms. The login time is shown on Fig. 1.
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Fig. 1. Linguistic patterns of fuzzy numbers for Tlog

The frequency of login requests, Nlog. It is clear that a high frequency of
login requests will be noted when the system is attacked by bots (in particular
by hacking bots, since spammers do not require a login). A human attacker
is also characterized by an increased frequency of requests as a result of an
attempt to bypass the protection and the theoretical assumption that he does
not have a legitimate login and password, so he will be forced to make at
least several attempts. Moreover, the greater the number of attempts, the
more likely it is that the intruder is really trying to enter the IS. It is clear that
this parameter is also fuzzy.

Let’s estimate the LV «Frequency of requests to enter the system.» Let’s
define the value of the linguistic variable {x1, x2, x3, x4, x5} corresponding
to {low, below average, average, above average, high}. That is

5
Tyiog = U T, log = {low,belowaverage, average,aboveaverage, high}
i=1

The frequency of login requests for an ordinary user is usually minimal
(more often, a legitimate user enters a login and password once), and modern
password guessing programs are able to take 5310986 passwords /s (Golub
et all, 2009). However, to determine the terms of this LV, it will be sufficient
to limit ourselves to the value B = 100 requests/s, because a person is not
able to go through the authentication procedure more than 10-15 times per
minute. It is advisable to divide the general interval into 5 intervals [0, 1], [1,
10], [10, 40], [40, 80], [80, 100]
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Data for LV Nlog Table 2
LV value Interval
Nel Ne2 Ne3 Ned No5
Low 8 0 0 0 0
Below average 5 2 0 0 0
Average 1 6 4 0 0
Above average 0 2 8 1 0
High 0 0 1 6 6

Using expression (5), we determine &, =[14 10 13 7 6|, where

k =14, and, in accordance with (6), calculate:

8 0 0 0 0
528 0 0 0
les[=[1 84 431 0 of
0 28 862 2 0
0 0 108 12 16

Let us calculate the FV by the formula (7):

10 0 0 0
1 05 0 0 0
le|=lo12 1 051 0 o
0 032 1 0230
0 0 007 075 1

For U u, respectively, we find the estimated relations UAB /B = {0,01;

i=1

0,1; 0,4; 0 8 1} and get the following fuzzy numbers:

={1/0,01; 0/0,1; 0/0,4; 0/0,8; 0/I}.
HC={1/0,01; 0,56/0,1; 0/0,4; 0/0,8; 0/1}.
C={0,12/0,01; 1/0,1; 0,51/0,4; 0/0,8; 0/1},
BC={0/0,01; 0,32/0,1; 1/0,4; 0,23/0,8; 0/I},

={0/0,01; 0/0,1; 0,07/0,4; 0,75/0,8; 1/1}.

Graph of FP for the LP terms. The frequency of login requests is shown
on Fig. 2
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Fig. 2. Linguistic patterns of fuzzy numbers for Nlog

Time taken to login, TSlog. A parameter that is closely related to the
previous one. The time spent by the intruder is in most cases greater than the
time spent by the legitimate user. But it is fuzzy, because it does not allow an
unambiguous identification.

Let’s estimate the LV «Time spent on logging in». Let’s define the value
of the linguistic variable {x1, x2, x3, x4, x5} corresponding to {very small,
small, medium, large, very large}. That is

5
Tg10p = U Slog = verysmall small, medium,l arg e, veryl arg e}

A legitimate user in a password-protected IS spends from several seconds
to several minutes on identification. But the time spent by illegitimate users
to break the password system is relatively large. So modern password
guessing systems for cracking an 8-character password, consisting of a
combination of letters, numbers and special characters, spend up to 61 days
(Niu, et all, 2017). Therefore, we take the value of B = 60 days = 5184000
s. It is advisable to divide the total interval into 5 intervals [0 s; 30 s], [30 s;
5 min], [5S min; 1 h], [1 h; 1 day], [1 day; 60 days].

Data for LV TSlog Table 3
LV value Interval
Nel Ne2 Ne3 Ne4 NeS
Very small 9 3 0 0 0
Small 5 10 1 0 0
Medium 1 7 5 0 0
Large 0 1 2 9 2
Very large 0 0 1 6 9
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Using expression (5), we determine k;= ||14 21 9 15 11
k_ =21 and, in accordance with (6), calculate:

, Where

135 3 0 0 0
75 10 233 0 0
le;[=[15 7 167 0 0
0 1 467 12,6 382
0 0 233 84 1718

Let us calculate the FV by the formula (7):

1 022 0 0 0
075 1 023 0 0
le|=]013 06 1 0 0
0 008 037 1 03

0 0 014 049 1

5 5
For Uy, respectively, we find the estimated relations U4B,/B =
i=l 7 i=1

={579-107; 579-107;6,94-107; 0,02; 1 } and get the following

fuzzy numbers:

oM ={ 1/5,79-107°; 0,22/5,79-107; 0/6,94-10~*; 0/0,02; 0/1 },
={ 0,75/5,79-107°; 1/5,79-107; 0,23/6,94-107; 0/0,02; 0/1 },
{ 0,13/5,79-107°; 0,6/5,79-107; 1/6,94-107*; 0/0,02; 0/1 },
{ 0/5,79-107°; 0,08/5,79-107; 0,37/6,94-10~*; 1/0,02; 0,3/1 },
Ob z{ 0/5,79-107°; 0/5,79-107; 0,14/6,94-107"; 0,49/0,02; 1/1 }

M
C
E:
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The graph of the FP for the LP terms is shown on Fig.3.
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Fig. 3. Linguistic patterns of fuzzy numbers for TSlog

Intensity of actions, 1. This refers to the number of any user actions,
including logging in/out of the system, transferring, changing, copying files,
starting/stopping processes, etc., per unit of time. The intensity may not differ
for a human intruder and for a legitimate user, however, for bots it is much
higher, therefore, it is the most significant for identifying and distinguishing
between human-robot categories. Although a significant excess of the norm
indicates the activity of unauthorized automatic intruder systems (bots),
however, I is a fuzzy parameter, since it is very difficult to determine the
normal value of the intensity indicator.

Let’s evaluate the LV «Intensity of actionsy». Let’s determine the value of
the linguistic variable {x1, x2, x3} corresponding to {low, medium, high}.

Thatis 7', =T, = {low, medium, high}
i=1

The intensity of the actions of an ordinary person is very low, usually
from 3 to 10 actions per minute. The intensity of the bots is ten times greater.
For research, we will take the upper limit of 100 actions/min, although this
figure may be higher for robots. It is advisable to divide the total interval into
4 intervals [0; 5], [5, 10], [10, 501, [50, 100].

Data for LV 1 Table 4
LV value Interval
Nol No2 No3 No4
Low 7 5 1 0
Medium 0 7 4 0
High 0 1 5 7
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Using expression (5), we determine k; =[713107 |, where k__ = 13, and,
in accordance with (6), calculate:

13 5 13 0
les[=]l 0 7 5.2 o
0 1 65 13

Let us calculate the FV by the formula (7):

1 0,38 01 0
lw|=lo 1 074 of
0 0,08 0,5 1

3 3
For U, respectively, we find the estimated relations UABI/B={0,05;
=l i=1
0,1; 0,5; I} and get the following fuzzy numbers:

H={1/0,05; 0,380.1; 0,1/0,5; 0/1}.
C={0/0,05; 1/0.1; 0.74/0,5; 0/1}.
B={0/0,05; 0,08/0.1; 0.5/0.5; 1/I}.

The graph of the FP for the LP terms. The intensity of actions is shown
on Fig.4.
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Fig. 4. Linguistic patterns of fuzzy numbers for I

Processor time / processor load, CPU. Since the number of active
processes on honeypot systems should be kept to a minimum, any increase
in load is a sign of intruder activity on the system. In real ISs, the probability
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that the activity is caused by the intruder is somewhat lower, and, of course,
the normal amount of processor time is higher. However, this parameter
can still be effectively used to identify the fact of a violation in intrusion
detection systems and SEDA. Since it is impossible to give an unambiguous
answer about the intruder for this parameter, primarily due to the possible
activity of viruses, the processor CPU is a fuzzy parameter.

Let’s estimate the LV «Processor time/processor load». Let’s determine
the value of the linguistic variable {x1, x2, x3} corresponding to {low,
medium, high}.

3 .
Thatis 7, = UT'CPU = {low, medium, high |
i=1

Under normal conditions of average use of PC capacities and in the absence
of intruders or malware, the average processor load is 20-30%. Of course,
the norm may vary somewhat depending on the OS, installed software and
the production tasks of the organization. The maximum possible percentage
of CPU load is B = 100%. It is advisable to divide the total interval into 4
intervals [0; 20], [20, 50], [50; 75], [50, 100].

Data for LV CPU Table 5
Interval
LV value Nel Ne2 Ne3 Ned
Low 9 6 0 0
Medium 3 8 1 0
High 0 1 5 8

Using expression (5), we determine &, =|121568|, where k_x =15, and,
in accordance with (6), calculate:

I1L2S 6 0 O
=l 3,75 8 2,5 0
0 I 12,5 15

Let us calculate the FV by the formula (7):

Cjj

1 053 0 O
=0,47 1 0,31 O
0 0,07 0,83 1

Hﬂv‘
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3 3
For U, respectively, we find the estimated relations EJ,AB"/B:{O’Z"
0,5: 0,75; I}, and get the following fuzzy numbers:

H={1/0,2; 0,53/0,5; 0/0,75; 0/I}.
C={0,47/02; 1/0,5; 0,31/0,75; 0/1},
B={0/0.2; 0,07/0,5; 0,83/0,75; 1/1}.

The graph of the FP for the LP terms. Processor time / processor load is
shown on Fig.5.
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Fig. 5. Linguistic patterns of fuzzy numbers for CPU

The amount of loaded RAM, Muse. Similar in essence to the previous
one and is also fuzzy. The FV for this parameter is almost identical to the LV
«Processor time/processor load».

Number of executable files/processes, NEF. Also included in the group
of fuzzy parameters. The fact of an attacker’s actions on this parameter is
determined by a deviation from the norm. This parameter includes only user
processes and files, and system files are not taken into account. So in each
organization, in accordance with the security policy and job responsibilities,
each legitimate user can use certain files at a certain moment, and the
simultaneous use of several files or processes at once is practically excluded.
This allows to identify both external and internal Intruders, but with a certain
probability.

Let’s estimate the LV «Number of executable files». Let’s define the value
of the linguistic variable {x1, x2, x3} corresponding to {very small, small,
normal, large, very large}.

5

That is T,,, = U TINEF = {very small, small, normal, large, very large }
i=1
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The normal number of executable files, as already noted, is very dependent
on the industry in which a particular IS operates, and on the set of security
policy rules and job descriptions of the organization. Basically, this value
ranges from 7 to 10 processes. Considering also the technological limitations
of IS and typical security policies, we will take the maximum value of 20
user processes for research. It is advisable to divide the total interval into 4
intervals [0; 4], [4, 8], [8, 12], [12, 16], [16; 20].

Data for LV NEF Table 6
Interval
LV value Nel Ne2 Ne3 Ned No5

Very small 8 5 1 0 0
Small 4 7 2 0 0
Normal 1 4 9 3 1
Large 0 0 4 8 2
Very large 0 0 1 5 8

Using expression (5), we determine k, = ”13 16 17 16 11
where k =17, and, in accordance with (6), calculate:

2

10,46 531 1 0 0
523 7,44 2 0 0
HCrH: 1,31 4,25 9 3,19 1,55
0 0 4 85 3,09
0 0 1 531 12,36

Let us calculate the FV by the formula (7):

1 051 01 0 0
07 1 027 0 0
le;|=]0.15 0,47 1 035 017
0 0 047 1 036
0 0 008 043 1

5
U4B,/B={0,2;

5
For Uy, respectively, we find the estimated relations
i=1 i=1

0.4: 0.6: 0,8; ]} and get the following fuzzy numbers:
34
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OM ={1/0.2; 0,51/0,4; 0,1/0.,6; 0/0.8; 0/1}.
M=1{07/0,2; 1/0.4; 0.27/0.,6; 0/0.8; 0/I}.
H={015/0.2; 0,47/0.4; 1/0.6; 0.35/0.8; 0.17/1I},
B={0/0,2: 0/0,4; 0,47/0,6; 1/0.8; 0,36/1}.
OB =1{0/0.2; 0,0/0.4; 0,080,6; 0,43/0.8; 1/1}.

The graph of the FP for the LP terms. The number of executable files/
processes 1s shown on Fig.6.
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Fig. 6. Linguistic patterns of fuzzy numbers for NEF

Number of failures and errors, NEr. This parameter is fuzzy, since
failures and errors can occur when working in the authorized user mode
and intruder. However, with frequent repeated failures or errors, it can be
concluded with a certain degree of probability that the system has been
attacked. This group includes a wide range of events from authorization
errors to failures when executing certain processes or files. With the active
work of the intruder, regardless of his class and category, the frequency of
occurrence of malfunctions will be somewhat higher. It should also be noted
that it is quite possible when identifying an intruder-work, this frequency
will be even higher.

Let’s estimate the LV «Number of failures and errors». Let’s determine
the value of the linguistic variable {x1, x2, x3} corresponding to {low,
medium, high}.

3 .
That is Ty, = UTINEF = {IOW, medium, high }
i=1
The functionality of an IS is considered normal if there are no errors or

failures in its operation at all. However, the occurrence of a small number
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of failures is still possible, mainly due to insufficient user qualifications,
his negligence or the use of low-quality hardware / software. There are no
official statistics on this issue, so it is difficult to determine the normal value
of this parameter. As part of the study, we set the maximum number of errors
and failures per day B = 10. It is advisable to divide the total interval into 4

intervals [0, 11, [1, 4], [4, 8], [8, 10].

Data for LV NEr Table 7
WurepBan
LV value Nel Ne2 Ne3 Nod
Low 5 1 0 0
Medium 0 4 3 0
High 0 0 1 6

Using expression (5), we determine k, =
accordance with (6), calculate:

6 1,2 0 0
les[=1l0 48 45 0
0 0 L5 6

Let us calculate the FV by the formula (7):

102 0 0
le|=ll 0 1 094 0
0 0 025 1

,wherek =
max

6, and, in

For U 1, respectively, we find the estimated relations U AB,/B = {0

i=1

0,4; 0, 8 1 } and get the following fuzzy numbers:

={1/0,1; 02/0,4; 0/0,8; 0/1}.
C={0/0.1; 1/0,4; 0,94/0,8; 0/1}.
={0/0,1; 0/0,4; 0.25/0,8; 1/I}.

The graph of the FP for the LP terms. The number of failures and errors

is shown on Fig.7.
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ABB

Fig. 7. Linguistic patterns of fuzzy numbers for NEr

Process/file execution time, RTPr/F. Examining the statistics of the
work of IS of various enterprises and organizations, it is easy to notice
that, depending on the specifics of the work, the time spent on performing
a certain operation is approximately the same for the same type of IS and
their tasks. Honeypot systems mainly run system processes, that support
the operation of the honeypot itself, or administrator processes that run at a
certain time for a certain period. Thus, when identifying such processes, it
can be concluded that the system is attacked by an intruder. Since this can be
caused by the negligence of the employee, the conclusion is ambiguous and,
accordingly, the parameter is fuzzy.

Let’s estimate the LV «Process/file execution time». Let’s define the value
of the linguistic variable {x1, x2, x3, x4, x5} corresponding to {very small,
small, medium, large very large}.

That Typp,r = U T Ry = {Very small, small, medium, large, very large}

A legitimate user in IS, in the course of performing his job duties, works
with a certain file or process in the course of a certain time. So the average
worker works with one file or process for a period of time from 30 minutes to
3 hours. If this indicator is significantly less or more, then this may indicate
suspicious activity. It is advisable to set the maximum value of this variable
B =24 hours, the total interval is divided into 5 intervals [0 s; 1 min], [1 min;
30 min], [30 min 3 h], [3 h; 6 h], [6 h; 24h].

Data for LV RTPr/F Table 8
Interval
LV value
Nel No2 Ne3 N4 No5
Very small 9 4 1 0 0
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Small 5 7 2 0 0
Medium 0 3 8 3 0
Large 0 0 3 9 6
Very large 0 0 1 4 9
Using expression (5), we determine k. = ||14 14 , where
k_ =16, and, in accordance with (6), calculate:
10,29 4,57 1,07 0 O
5,71 8 2,13 0 O
les[ =] o 343 853 3
0 0 32 9 6,4
0 0 107 4 9,6

Let us calculate the FV by the formula (7):

1 044 01 0 0

071 1 027 0 0

|2, = 0,4 1 035 0
0 0 03 1 071

0 0 0l 042 1

For U ,ul/ respectively, we find the estimated relations UAB /B =

i=1

{6 94 ] 070,02, 0,125; 0,25, ]} and get the following fuzzy numbers:

oM :{ 1/6,94-107%; 0,44/0,02; 0,1/0,125; 0/0,25; 0/1 }
{ 0,71/6,94-107; 1/0,02; 0,27/0,125; 0/0,25; 0/1 }
C:{ 0/6,94-107; 0,4/0,02; 1/0,125; 0,35/0,25; 0/1 }
{ 0/6,94-107; 0/0,02; 0,36/0,125; 1/0,25; 0,71/1 }

Ob { 0/6,94-107; 0/0,02; 0,11/0,125; 0,42/0,25; 1/1 }

The graph of the FP for the LP terms. The execution time of the process/

file is shown on Fig.8.
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—AM

0,0002441 0,0019531 0,015625 0,125 1

A\B'B

Fig. 8. Linguistic patterns of fuzzy numbers for RTPr/F

Thus, in the work with the use of SEDA, LV was introduced and models
of the standards of parameters Tlog, Nlog, TSlog, I, CPU, Muse, NEF, NEr,
RTPr/F were created. Also, for each LV, the FV were calculated and the
graphs of their terms were plotted. Formed standards are necessary for the
formation of logical rules to ensure the functioning of the SEDA. The results
obtained will be further used to create an IDS system based on honeypot
technology. Firstly, we will form in the next subsection of the DR to identify
the fact of an IS violation and identify the identity of the attacker

DR system for efficient implementation of virtual honeypots.

To date, the following classes of SEDA are being developed:

] systems that detect the fact of an intrusion based on a comparison of
the functional state of the IS with a set of specific signatures (templates) and

] systems based on used so-called DR (Gizun et all, 2013- Siddiqui, et
all, 2016).

The main disadvantage of the first class of SEDA, which DR-based
systems are deprived of, is the impossibility of their use in unknown attacks
and, as a result, the impossibility of practical use in conditions of uncertainty
and a fuzzy formalized environment. Therefore, despite the extremely low
percentage of false positives of signature systems, the further development
of second-class SEDA, in our opinion, is much more promising. The
existing decision-principle SEDA are mainly focused on the use of complex
mathematical models and require a lot of time for the formation of statistical
data. However, expert approaches do not have such a requirement, which
greatly simplifies the use of this method in the field of constructing SEDA.
In this regard, an urgent task in the development of SOPs is to create models
for detecting an anomalous state of IS caused by the activity of an intruder,
based on the use of fuzzy logic methods, expert assessments and models
of parameter standards necessary to identify an intruder. The use of these
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models in the construction of the decisive type of SEDA is associated with
the need to form rules aimed at identifying the intruder and his identification.
That is why the purpose of this work is to develop a mathematical model that
is used in the formation of the corresponding DR to identify the intruder.

In previous works (Avkurova, et all, 2020- Iashvili, et all, 2021), two
groups of parameters for detecting and identifying an intruder are defined:
with fuzzy and clear nature, respectively. So fuzzy parameters (Login time,
Tlog; Frequency of login requests, Nlog; Time spent on login, TSlog;
Intensity of action, I; Processor time / processor load, CPU; Amount of
loaded RAM, Muse; Number of executable files, NEF; Number of failures
and errors, NEr; Process/file execution time, RTP1/F) at the first stage of the
SEDA operation make it possible to identify the presence of an intruder in
the IS and to carry out their preliminary identification in a poorly formalized
environment. Clear parameters should be used to confirm the fact of activity
of the violation and the final assignment of the intruder to a certain category
(Login user name, UID; Type of files used in the attack, AtEF; Unusual
processes, UPr; Transfer file to the system, TrFin; modifying files, ModF;
copy / transfer files from the system, TrFout; Keyboard keystrokes, KS) at
the second stage of the system operation.

To solve the problem, it is necessary to create sets of DR, which are some
statements that are based on the result of generalization of certain theoretical
and experimental knowledge (data) and reflect the intuitive judgments of
experts to ensure the search for a rational semantic solution to weakly
formalized problems.

The construction of the DR can be carried out using the corresponding
model, for the creation of which we introduce a set of linguistic identifiers:

le_LdJlLI={L11,L12,...,le}, (8)

where d - the number of elements of the set required to detect the anomalous
state, a LI (i=1,d) —elements LI, each of which takes one of the text values
that characterize in linguistic form the level of the anomalous state of the
system, which can be generated by attacking actions. For example, for d =5,
expression (1) can be defined as follows:

5
LI=ULI={LI,LI,LIL,LI, LI} =

i=1

{H,BHB,5BH,B,K}, )
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where LI =H, LIL=bHB, LI,=bBH, LI,=B and LL=K respectively
reflected by the text values «Low», «More low than high», «More high than
low», «High» and «Critical».

Further, based on the sets of identifiers LI and the set of linguistic or
extended by the name - logical-linguistic connection LC, we will construct
a set of PV:

={LnJERi}:{ER],ERZ,...,ERn}’ (10)

i=1

where ER. (i=1,n) - a subset of possible rules for detecting the n-th
anomalous state generated by the n-th attack, while

C:

ER = U{UER_ } {ER.ER,,,...ER, |,

i=1 i=l | j=1

{ER,,ER,,, ....ER,, }....{ER,.ER,,....ER, |,

(11)

where ER,(i=1,n, j=1,r)) - j-th rule of the n-th subset of possible rules,
r, (i=1,n) - the total number of possible rules aimed at detecting the n-th
anomaly.

Note that for each ER; there is a corresponding DR:

{ER,,=(LC,, > LI,),ER,=(LC, = LI,,),...,
= (LC —> LI, )}, {ER21 =(LC,, > LL,),
(LCZZ - L]22) - (L —) L121‘2 )})

{ERn1 =(LC,—>LIl),ER,=(LC,—>LI,),..,

ER, =(LC, — LI, )}. a2)

Generalizing expression (5), taking into account (10) and (11), we obtain

:@{ ER }:Q{Q(Lci’/ _)Lli’,i)}:

ERir/_ = (LCI.VI_ - L[ir/_)}}, (13)
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where ERW is r-th anomaly detection rule generated by the n-th attack,
which is hterally interpreted as: «If LC is true, then the level of the
abnormal state that can be generated by the n-th attack will be LI, ».

The creation of rules is usually carried out on the basis of an expert
approach, this is especially important in cases where it is necessary to give
preference to one of the alternatives, for example, in which LC, (13) is
the result associated with LI, and most objectively reflect the state of the
system. Let consider the process of forming a choice for a set of alternatives
using a specific example.

Let r. logical-linguistic links and d (1) linguistic identifiers be used to
create a set of rules, one of which can most objectively reflect the state of the
environment about the presence of an anomaly. Therefore, the total number
of possible alternative solutions is dxr , that is, for the assembly of each rule
ER]j (= Lr)), itis necessary to consider d alternative variants of the rules, to
select one of which we will use the methods of determining the coefficients
of importance (CI). We will use the rank transformation method (RT), since
it allows using the services of several experts, tabular forms are used as
input, the initial function is linear, and the complexity is low.

Next, as an example, we define d=5, r =3, then

= {L_JILCI_/} ={LC,,LC,, LC,} ={(ty,, =11,

= B,t

NEF — NEr

g = BC 3L rSing =B,tep, =Bt = B,
trgpor = AM), (e = 11,y = BC tyg,, = B,

tCPU =B tNEF = ﬂB tNEr =B tRTPr/F = ,Z]B)

(tTlog = H’tNIOg = BC’tTS]()g = /Bt py = Bty = /]IB,
NEr = B tRTPr/F - /ZZB)}

and as values L/, (k = 1,..,5) use the data from the formula (9). Thus, for
each LC, (j = 1,..,3) there are possible d=5 finals of detection of anomalies
associated with specific values of linguistic identifiers in (9). The most
objective result will be determined using the method of average ranks (AR)
(Gornitska et all, 2012).

According to this method, as an example, we will use the judgments of 4
experts on d=5 of possible results Ele/,(k =1,d, j=1,r)) for each j-th rule.

For example, for the first rule, the set of alternative solutions will be
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d
UER = {ER,,ER}, ER,,ER},ER;,| =

112

{( Tlog = =11 2 Iniog = BC s lrsiog = Bitepy = Bty = B,
Ingr = B sLrrpr = ﬂM) —>H (tTlog =
TSlog, = B tCPU = B tNEF = B tNEr = B’tRTPr/F = /ZZM)
— BHB,(t;,,, = I1,ty,,, = BC,t;g,, = B,tp, = B,
Iner = B oIy = B’tRTPr/F = JIM)— BBH (trlo,g =
Uyig = BCotrg,y = Byl opy = Bty = Boty, =B,
Lrrpyr = ﬂM) - B’(tTlog = H’tNlog = BC’tTSlog =B,
tepy = Botygr = Bty = Bty = AM ) — K7}

TSlog

Further, on the basis of RT, we determine the CI, which are reflected by
the parameter A. Its minimum value indicates a greater advantage of the
alternative, that s, its Cl is higher. Fo the rule ER, | let’s calculate the values Xlk/,
i Z{; for each of the possible results ER*,, (k=1,5): Xf,=(1+3+1+2)/4=1,75;
X =(2+1+3+2)/4=2; X}, =(3+2+2+2)/4=2,25; X, 1=(2+4+3+3)/4=3; x|
=(4+4+ 3+4)/4=3,75. The CI value is defined as ﬂl’“j =x1kj / N, where N -
sum of all ranks (N=10). According to the results listed in Table 1, it can be
seen that the best result has ER/,, since A Al =21 =0,18.

Similarly, we will make calculations for ER',(j=2,3): for ER}, - xi,
=(2+3+142)/4=2, x,=(1+2+1+2)/4=1,5; x12—(3+1+2+3)/4 =2,25; Xps
=(3+4+2+2)/4=2,75; X =(3+2+3+4)/4=3; n1s ER), - X, =(2+3+2+4)/4=2,75;
Xp=(3H2+2+1)/4 =2; XA=(2+3+1+1)/4=1,75; Xs=(3+4+3+4)/4= 3,5; x|
=(4+3+2 +4)/4=3,25.

Results and discussion. The calculation results (see Table 9) show that
the best result for the rules ER,,, ER;, have corresponding alternatives
ER’. ER’,.

The obtained data can be used as specific values in the construction of
real rules in practical SEDA (Niu, et all, 2017- Ma, et all, 2019).
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Ranks Elej and CI Table 9
. Experts
ER ;13 % 2] s |4 A A
ER', sl f2] 155 | o018
ER?, 2213 ]2] 2 0.2
ER, |1 [3[3[2]2]2] 225 | 023
ER al2lal3 ]3] 3 0,3
ERSH 51414 3 4 3,75 0,38
ER' 1231 |2] 2 0,2
ER?, 221 |2] 15 | 015
ER', |2 3|31 2]3] 225 | 023
ER® al3al2]2] 275 | 028
ER®, s|af2]3]4] 3 0.3
ERII3 11213 2 4 2,75 0,28
ER?, 2322 ]1] 2 0,2
ER, |3 [3|2|3]1]1] 1,75 | 018
ERY | 4 3]al 3 4] 35 | 035
ERS | s{4 (3] 24325 | 033

Thus the rule E R11 will take the form:
ER, :(tﬂog =Ilt, = BC,tTS,Og =Bty =Bty =Bty =

Nlog

= /IM) > which can be verbally interpreted as follows: «If the cur-
rent values of Ip,0 38 nin0 s lrsiog s Ecpy s Envgr s Engr s trrpr  @re  closest
to the wvalues [I,BC,B,B,B,B,/[M rtespectively, included in
T Tlog’T Nlog’T TSlog’T crv s Iners Lvgrs Lrzpyr, then the level of anomalous state
generated by the attack of the intruder (in this case, a disinformer, cracker or

hacker) will be LOW «.

Based on fuzzy parameters, we will form a set of DR ER, to identify such
categories of the intruder as a disinformer, cracker, hacker and present it in
the form of table 10, denoting the values of the parameters IT - suspicious,
H - illegitimate, BC - above average, B - high (large) , Ob - very large, OM
- very small, M — small:
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Table 10

Set of rules £R,

= m mlolao oo zialazaalaalsiee |z alelz T | m
mHHHHHHHHHHHHBHHBHHHHBHHBBHHBBBBBHH
~ [da] [Salyyaalyydaiyydaly i daiyidalydaydaly s daidaldai i sal ol ol ol (ol daly daly i dal g da] |Safy e ]
| = Q| = Q| = Q| = Q| = Q| = Q| = Q= Q| =
WOMBOOMBOOMBOOMBOOMBOOMBOOMBOOMBOOM
<4

R G e e e e e e e e L e L e L O G L L I I e e
N S A S I I I EEHEEHE B R R EEHEPE R R EEEREEEE
NI S A A A A A A A A A Y A A A A -
O

dolnlmmooan 338|388 388|rraannnn S 33838383838
=

Jolololuo|o|lulo|olo|o|lu|lu|o|lu]|u]o Ol
I G G A A GG ) Al e I Lo Ll Ll Ll Ll I M Ll el Ll B =2
JE|IB|EIEIEIBEIEREEEEEEREEEREEEEBEBEEREEREEEEREEREEEEE®TZ®TE
g

o [ Al 2l 2l Aol 2l mloz2l2l 22 21 2 2 2 2 = 2 2 g g 8 8 & & 8 8 & 8 g z 8 8
A AR A A A A A A A AR A A A A A
ZIREEREEEGSEEEGEESEEESEEEESEE SRS SRS
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ER..| H |BC| B B | B| B B H
ER| H | BC| B B | B| B Ob BHB
ER. | H |BC| B B |Ob| B oM BBH
ER .. H |BC| B B |Ob| B M FHB
ER,( H |BC| B B |Ob| B B FHB
ER, H |BC| B B |ObF| B Ob BBH
ER, | H | BC| OB B | B| B oM BBH
ER ., H | BC| OB B | B| B M BBH
ER . H | BC| OB B | B| B B EBH
ER,| H | BC| OB B | B| B Ob BBH
ER,| H | BC| OB B |Ob| B oM B
ER . | H | BC| OB B |ObF| B M EBH
ER,| H | BC| OB B |Ob| B B BBH
ER . H | BC| OB B |Ob| B Ob B
ER , | H B B B | B| B oM EBH
ER | H B B B | B| B M BBH
ER, | H B B B | B| B B BBH
ER_| H B B B |B| B Ob BBH
ER | H B B B |Ob| B oM B
ER, | H B B B |Ob| B M BBH
ER | H B B B |ObF| B B EBH
ER | H B B B |Ob| B Ob B
ER_| H B | OB B | B| B oM B
ER | H B | OB B | B| B M EBH
ER | H B | OB B | B| B B BBH
ER | H B | OB B | B| B Ob B
ER, | H B | OB B |Ob| B OM K
ER | H B | OB B |Ob| B M B
ER, .| H B | OB B |Ob| B B B
ER, | H B | OB B |Ob| B Ob K

Based on fuzzy parameters, we will form sets of DRs to

spammer:
ER,={ER,, =(t,=C,t.p, = B,t\; =B,
terpr = AM) — BHB,ER,, =(t, = C,
ZLCPU = B’tNEr = B’tRTPr/F = M) - H=
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ER,, =(t, = B,tp, = B,ty;, = B,t,

JIM) > B,ER,, = (1, = B,1,,, = B,

tyg, = Boterp» =M)— BBH }

and ER, to detect and identify spam bots:
ER, ={ER,;, =(t, = B,t.p, = B,t\;, = B,
terpr =AM ) — B ER,, =(t, = B,t ., = B,

= B,terpr =M)—> BBH}.

tNEr

TPr/F

~

Based on fuzzy parameters, we will form a set of DRs for detecting and

identifying a cracker bot and present it in the form of a table 11:

Set of rules ER, Table 11
RU1e tTlog tNlog tTSlog tI tC]"U tNEF tNer tRT]"r/F Result
ER, |1 [BC| B [B|B | B|B|[OM| H
ER,| T [BC| B [B|B|B|[B| M | H
ER, | IT | BC B [B B B B B H
ER,| 1 [BC| B [B| B |B|B| Ob | H
ER, | I [BC| B |[B| B |Ob| B | OM | BHB
ER, | IT | BC B |B B |Ob| B M H
ER,_ | m [BC| B [B| B |Ob|B| B | H
ER Im| BC| B |[B| B |Ob| B Ob | BHB
ER, IT | BC| Ob |B B B B | OM | BHB
ER, | m [BC|OBb|[B| B | B |B| M | BHB
ER, | m [BC|O5 [B| B | B |B| B |BHB
ER, | I [BC| OB [B| B | B | B| O | BHB
ER,. | T [BC| OB [B| B [Ob| B | OM | BBH
ER, | M [BC|Ob [B| B |[Ob| B| M | BHB
ER,,| I [BC| OB [B| B |[Ob| B| B | BHB
ER, | T [BC| OB [B| B [Ob| B | Ob | BBH
ER_| I | B | B |B|B|B|B|OM|BHB
ER, |11 | B| B [B|B|B|B| M |BHB
ER,|m|B| B [B|B|B|B| B |BHB
ER, |1 | B | B |[B|B | B|B| Ob |BHB
ER, | T | B | B [B| B |[O5| B | OM | BBH
ER_ | T |B | B [B|B|Ob| B| M | BHB
ER_ | T |B | B |B| B |Ob| B| B |BHB
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bFBH

bFBH

FHB
FHB

BBH

B
bFBH

BBH

HFHB

HFHB

bFBH

FHB
GHB

bFBH

bBH

bFBH

bFBH

bBH

B
bFBH

bBH

bFBH

bBH

bFBH

bFBH

B
bFBH

bFBH

bFBH

bFBH

Ob

oM

Ob

OM
M
B

Ob

oM

Ob

oM
M
B

Ob

OM

Ob

oM
M
B

Ob

oM

Ob

OM
M
B

Ob

OM

B

B

B

B

Ob | B

Ob | B

Ob | B

Ob | B

B |Ob| B

B

B |Ob| B

B |Ob| B

B

B |Ob | B

B

B |Ob| B

B |Ob | B

B
B
B
B

B |Ob| B

B |Ob | B

B

B |Ob| B

B |Ob| B

B |Ob| B

B |Ob | B

B |Ob| B

B

B
B
B
B

B
B
B
B

B
B
B
B

B

Ob

Ob

Ob

Ob

B

B
B

B
B
B
B

BC
BC

BC
BC

BC

BC
BC

BC

H | BC| Ob |B

H | BC| Ob |B

H | BC| Ob |B

H | BC| Ob |B

H | BC| Ob |B

H | BC| Ob |B

H | BC| Ob |B

H | BC| Ob |B

ER124

ER]ZS

ER126

ER127

ER]ZS

ER129

ER130

E1{131

ER]32

ER133

ER134

ER]35

ER136

ER137

ER138

ER139

ER140

EI{141

ER142

ER143

ER144

ER145

ER146

ER147

ER148

ER149

ER]SO

ER]SI

ER152

E11153

ER154

ER]SS

E11156

ER157

ER]SS

ER159

48



ISSN 1991-346X 3. 2022

ER, | H|[ B |[OB[B|B[B[B] OB | B
ER, | H| B (OB [B| B |[Ob|B|OM| K
ER, | H| B |[OB[B| B |[Oh|B| M | B
ER,| H | B |[OB[B|B|[Ob|B| B | B
ER, | H | B [OB[B| B |[Ob|B| OB | K

At the second stage, after applying the DR, created on the basis of fuzzy
parameters, the rules developed on the basis of clear parameters should be
applied to verify the decision made and to carry out the final categorization
of the intruder’s personality. So they will look as follows:

D= {UID = I,AtEF = PHP or Java-script,

UPr =1,TrFin = 1,ModF = 1,TrFout = 0,KS = I} -foradisinformer,
S ={UID =0,AtEF = PHP,UPr =1,TrFin=1,

ModF =0,TrFout =0,KS =1} - for a spammer,
C ={UID = 1,AtEF = .exe, .com,UPr =1,
TrFin=1,ModF = 1,TrFout = 1,KS =1}
H ={UID = 1,AtEF = script,UPr =1,
TrFin=0,ModF = 1,TrFout = 1,KS = I} - for a hacker,
SB ={UID = 0,AtEF = PHP,UPr =1,

TrFin=1,ModF = 0,TrFout = 0,KS = 0} - for a spam bot and
B ={UID = 0,AtEF = script, UPr =1,

TrFin =0,ModF = 1,TrFout = 1,KS =0} - for a hacker bot.

The obtained rules are used to develop PWIS based on expert methods
and based on fuzzy logic (Khosravi et all, 2020).

Conclusions. Intruder identification in the cyberspace is not simple
research task because cyberspace is complex and non-formalised space as
well as security side faces with conditions of uncertainty. But there are some
parameters in the cyberspace that can be monitored and analised. Intruder
influences on these and the assessment process can explain the character
of intruder action as well as his attack strategy. In their previous works,
the authors described the parameters by which the intruder is identified —
these are host and network parameters. Since the process of detecting and
identifying an intruder takes place under conditions of uncertainty, and a
number of certain parameters of systems for early detection of attacks are
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fuzzy, the functioning of such a system should be based on fuzzy logic. This
theory has chosen as the basis of research study.

In the work, based on the proposed parameters, using the MLTS,
there were introduced LVs and were created models of the standards of
parameters Tlog, Nlog, TSlog, I, CPU, Muse, NEF, NEr, RTPt/F. Also, for
each LV, the FV were calculated and the graphs of their terms were plotted.
Formed standards necessary for the formation of logical rules to ensure the
functioning of the SEDA. The results obtained will be further used to create
an IDS system based on honeypot technology (other technologies also can
be used for attacks detection).

In addition, the proposed DR model using fuzzy logic for the first group of
rules and conventional logic for the second group makes it possible to display
the anomalous state by using the set “influence of the intruder-parameter”,
“influence of the intruder-set of logical-linguistic connections” and the
universal model of parameter standards in IS, generated by the influence of
an intruder of information security of a certain type. Based on this model,
there were developed examples of rules to detect and identify the activities
of a disinformer, spammer, cracker, hacker, spam bot and hacker bot, which
can be used to improve existing or develop a new system for early detection
of APT-attacks directed on the critical information infrastructure of the state
or other important objects.
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