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MODELS OF STANDARDS AND GOVERNING RULES FOR THE 
SYSTEMS OF EARLY DETECTION OF APT-ATTACKS AND 

IDENTIFICATION OF VIOLATORS IN CYBERSPACE

Abstract. The violator of cybersecurity acting on the system changes 
some of its parameters, initializes or blocks the processes inherent in it. 
By evaluating these parameters, it is possible to detect the fact of intrusion 
into the system. On this principle the work of modern systems for the early 
detection of attacks and the identification of violators is based. In previous 
works, the authors described the parameters by which the intruder is identified 
- these are host and network parameters. Since the process of detecting and 
identifying an intruder takes place under conditions of uncertainty, and a 
number of certain parameters of systems for early detection of attacks are 
fuzzy, the functioning of such a system should be based on fuzzy logic.

Thus, in this work, on the basis of the proposed parameters, the linguistic 
variables were introduced and models of parameter standards were created. 
Membership functions were calculated for each variable and graphs of their 
terms were plotted. Also, standards have been formed that are necessary for 
the development of a system of logical rules to ensure the functioning of the 
system for early detection of attacks. 

The results obtained will be further used to create an IDS / IPS system 
based on honeypot technology. In addition, examples of rules were developed 
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to identify the activities of different categories of cybersecurity intruders: 
disinformer, spammer, cracker, hacker, spam bot and hacker bot. These 
results can be used to improve existing IDS / IPS system or develop a new 
security system for early detection of APT-attacks directed on the critical 
information infrastructure of the state or other important objects.

Key words: intruder identification, cybersecurity, attack detection, 
linguistic variables, security policy.
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КИБЕРКЕҢІСТІКТЕГІ АРТ-ШАБУЫЛДАРДЫ ЕРТЕ АНЫҚТАУ 
ЖӘНЕ БҰЗУШЫЛАРДЫ CӘЙКЕСТЕНДІРУ ҮШІН ЭТАЛОН 

МОДЕЛЬДЕРІ АНЫҚТАУШЫ ЕРЕЖЕЛЕР

Аннотация. Жүйеде әрекет ететін киберқауіпсіздікті бұзушы 
оның кейбір параметрлерін өзгертеді, өзіне тән процестерді бастайды 
немесе блокқа қояды. Осы параметрлерді бағалау арқылы жүйеге 
ену фактісін анықтауға болады. Дәл осы принцип шабуылдарды ерте 
анықтаудың және құқық бұзушыларды сәйкестендірудің заманауи 
жүйелерінің жұмысына негізделген. Алдыңғы жұмыстарда авторлар 
бұзушыны анықтайтын параметрлерді сипаттады - бұл хост және 
желі параметрлері. Құқық бұзушыны анықтау және нақтылау процесі 
белгісіздік жағдайында жүретіндіктен және шабуылдарды ерте анықтау 
жүйелерінің бірқатар параметрлері анық емес болғандықтан, мұндай 
жүйенің жұмыс істеуі анық емес логикаға негізделуі керек. Осылайша, 
бұл жұмыста ұсынылған параметрлер негізінде лингвистикалық 
айнымалылар енгізіліп, параметрлер стандарттарының модельдері 
жасалды. Әрбір айнымалы үшін тиістілік функциялары есептелді және 
олардың графиктері салынды. Сондай-ақ, шабуылдарды ерте анықтау 
жүйесінің жұмыс істеуін қамтамасыз етуге мүмкіндік беретін логикалық 
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ережелер жүйесін әзірлеуге қажетті стандарттар қалыптастырылды. 
Алынған нәтижелер одан әрі honeypot технологиясы негізінде IDS 
/ IPS жүйесін құру үшін пайдаланылатын болады. Сонымен қатар, 
киберқауіпсіздікті бұзушылардың әртүрлі санаттарының қызметін 
сәйкестендіру және анықтау үшін ережелер мысалдары әзірленді: теріс 
ақпарат беруші (дезинформатор), спаммер, крекер, хакер, спам-бот 
және крекер бот. Бұл нәтижелерді қолданыстағы IDS/IPS жүйелерін 
жақсарту немесе мемлекеттің және басқа маңызды объектілердің 
маңызды ақпараттық инфрақұрылымына жасалған  APT шабуылдарын 
ерте анықтауға бағытталған жаңа қауіпсіздік жүйелерін әзірлеу үшін 
пайдаланылуы мүмкін.

Түйін сөздер: шабуылдаушыны сәйкестендіру, киберқауіпсіздік, 
шабуылды анықтау, лингвистикалық айнымалылар, қауіпсіздік саясаты.
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МОДЕЛИ ЭТАЛОНОВ И ОПРЕДЕЛЯЮЩИЕ ПРАВИЛА 
ДЛЯ СИСТЕМ РАННЕГО ВЫЯВЛЕНИЯ АРТ-

АТАК И ИДЕНТИФИКАЦИИ НАРУШИТЕЛЕЙ В 
КИБЕРПРОСТРАНСТВЕ

Аннотация. Нарушитель кибербезопасности, действуя на систему, 
меняет некоторые ее параметры, инициализирует или блокирует 
присущие ей процессы. Оценивая эти параметры, можно провести 
выявления факта вторжения нарушителя в систему. Именно на 
таком принципе основывается работа большинства существующих 
современных систем раннего выявления атак и идентификации 
нарушителей. В предыдущих работах авторами были описаны 
параметры, по которым осуществляется идентификация нарушителя – 
это хостовые и сетевые параметры. Поскольку процесс выявления и 
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идентификации нарушителя происходит в условиях неопределенности, 
а ряд определенных параметров систем раннего выявления атак носят 
нечеткий характер, то функционирование такой системы должно 
основываться на нечеткой логике. 

Таким образом, в этой работе на основе предложенных параметров, 
были введены лингвистические переменные и построены модели 
эталонов параметров. Для каждой переменной были рассчитаны 
функции принадлежности и построены графики их термов. Также 
сформированы стандарты, необходимые для разработки системы 
логических правил, позволяющих обеспечить функционирование 
системы раннего выявления атак. 

Полученные результаты в дальнейшем могут быть использованы 
для построения IDS / IPS систем на базе технологии honeypot. Кроме 
того, авторами были разработаны примеры правил для выявления 
и идентификации деятельности разных категорий нарушителей 
кибербезопасности: дезинформатора, спаммера, крекера, хакера, 
спам-бота и бота взломщика. Эти результаты могут использоваться 
для усовершенствования существующих IDS / IPS систем или для 
разработки новых систем безопасности, которые направлены на 
ранее выявление АРТ-атак на объекты критической информационной 
инфраструктуры государства и других важных объектов.

Ключевые слова: идентификации нарушителей, кибербезопасность, 
выявления атак, лингвистические переменные, политика безопасности.

Introduction. During the attack, the intruder, acting on the system, 
changes some of its parameters, creates or stops its inherent processes, and 
the like. All these actions affect the state of the system. By evaluating these 
parameters, it is possible to detect the fact of intrusion into the system. On 
this principle the work of modern systems for early detection of attacks 
(SEDA) and identification of violators is based (Avkurova, et all, 2020). 
This is how the NIDES system audits such processes as logging in, working 
with files and processes, administration and fixing errors and failures. The 
work (Iashvili, et all, 2021) describes the parameters by which the intruder is 
identified by the developed system. These include (host parameters): 

 Username when logging in, UID; 
 Login time, Tlog; 
 Frequency of login requests, Nlog; 
 Time taken to login, TSlog; 
 Intensity of actions, I; 
 CPU time/CPU load, CPU; 
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 The amount of loaded RAM, Muse; 
 Number of executable files, NEF; 
 The type of files used in the attack, AtEF; 
 Number of failures and errors, NEr; 
 Process/file execution time, RTPr/F; 
 Unusual processes, UPr; 
 File transfer to the system, TrFin; 
 Modifying files, ModF, 
 Copy/transfer files from the system, TrFout; 
 Keyboard keystrokes, KS;
 Characteristics of ARP-, IP-, ICMP- and TCP- packets (network 

parameters).
Since the process of detecting and identifying an intruder takes place 

under conditions of uncertainty, and a number of the given parameters of the 
SEDA are fuzzy, the operation of such a system should be based on fuzzy 
logic. 

Analysis of modern research and problem statement. In order to 
identify the intruder, we can use the logical-linguistic approach and the basic 
model of parameters, partially described in (Iashvili, et all,  2021), which will 
be the basis for creating of the developed SEDA. For example, to detect port 
scans, papers (Zhang, et all, 2020) use linguistic variables (LV) «Number of 
virtual channels» and «Age of virtual channels», and in paper (Zuzčák, et 
all, 2019) LV «Number of simultaneous connections», «Request processing 
speed», «Delay between requests» and «Number of packets with the same 
source and destination address» - to detect DDOS attacks and spoofing.

The process of detecting and identifying an intruder requires determining 
the necessary parameters and their properties. In this regard, the main goal 
of this work is to create models of parameter standards and a system of 
defining rules (DR) necessary for the effective functioning of SEDA and the 
identification of violators in a poorly formalized environment.

Materials and methods: Rationale for the approach. Let us consider 
the method of linguistic terms using statistical data (MLTS), where as a 
measure of membership of an element in a set, an estimate of the frequency 
of using a concept, which is given by a fuzzy set to characterize the element, 
is taken. To do this, the value of LV Х={x1, x2, . . ., xn} is placed on the 
universal scale [0,1]. The method is based on the condition that the same 
number of experiments fall into each interval of the scale, but in practice 
this is usually not observed. In real conditions, there is an empirical table in 
which experiments can be unevenly distributed over intervals. Some of them 
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may not be involved at all, then the data is processed using a hint matrix. 
Let it be necessary to estimate in LV values   the deviations of the parameter  
D BО [0, В] (В - the maximum possible deviation), which characterizes the 
current measurements. Next, for n = 5, we determine the value of the LV {x1, 
x2, x3, x4, x5}. The interval [0, B] and B/B (estimated ratio) are divided into 
k segments (for example, 5), according to which statistics are collected that 
characterize the frequency of using the LV value by an expert to display his 
conclusions. Further, the data is entered into the table and processed in such 
a way as to reduce the errors introduced during the experiment: individual 
elements are removed from the table, on the left side and on the right side 
of which there are zeros in the line. The hint matrix is   a line whose elements 
are calculated by the formula: 

 
n 5

j ij ij
i 1 i 1

k b b , j 1, 5
= =

= = =  .    (5) 

Next, in the resulting row of the matrix, the maximum element max max jk k=  is selected, and then 
all elements of the table are converted by the expression 

,ij ij max jc b k /k= i 1, 5; j 1, 5= = ,    (6) 

and for columns where 0jk =  linear approximation is applied ijc = 1( ijc − + ij 1c )/2,+

i 1, 5; j 1, 5= = . Next, the value of the LV is calculated by the formula 

ij ij imaxμ c /c= ,  

where imax ijj
c maxc ,= i 1, 5; j 1, 5= = .   (7) 

The described method uses data from statistical studies. Their processing is quite laborious, since to 
construct the FV of one term, it is necessary to carry out statistical studies of all terms of the LP (Gizun et 
all, 2013). 
Let us create a model of standards of linguistic variables for fuzzy parameters of intruder identification 
from the set of parameters defined in (Iashvili, et all, 2021). 

Login time, Tlog. This parameter is based on the fact that the activity of IS and users of these systems 
depends on the time of day. Usually, a lot of user activity when logging into the system is manifested in the 
daytime, less - at night, but other statistics are possible, which is determined by the mode of operation of 
the organization, which includes IS. The nature of this parameter is unclear, because it is impossible to 
unequivocally draw a conclusion about the illegal activity of the violator. So in organizations with working 
hours from 08.00 to 16.00, the probability that the user who logged in is the intruder is the lowest at 08.00 
and increases over time, reaching a maximum in the hours after 16.00. However, it should be noted that in 
the concept of honeypot technologies, this parameter loses its weight somewhat, since any activity on them 
is considered malicious. 

Let's evaluate the LV "The level of legitimacy over time". Let's define the value of the linguistic 
variable {x1, x2, x3} corresponding to {legitimate, suspicious, illegitimate}. That is 
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We use statistics on B = 24 hours. It is advisable to divide the total interval into 4 intervals 
[00:00;06:00], [06:00;12:00], [12:00;18:00], [18:00;24:00]. 
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Using expression (5), we determine  8 10 9 8jk = , where kmax = 10, and, in accordance with (6), calculate:  
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Next, in the resulting row of the matrix, the maximum element max max jk k=  is selected, and then 
all elements of the table are converted by the expression 
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i 1, 5; j 1, 5= = . Next, the value of the LV is calculated by the formula 
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where imax ijj
c maxc ,= i 1, 5; j 1, 5= = .   (7) 

The described method uses data from statistical studies. Their processing is quite laborious, since to 
construct the FV of one term, it is necessary to carry out statistical studies of all terms of the LP (Gizun et 
all, 2013). 
Let us create a model of standards of linguistic variables for fuzzy parameters of intruder identification 
from the set of parameters defined in (Iashvili, et all, 2021). 

Login time, Tlog. This parameter is based on the fact that the activity of IS and users of these systems 
depends on the time of day. Usually, a lot of user activity when logging into the system is manifested in the 
daytime, less - at night, but other statistics are possible, which is determined by the mode of operation of 
the organization, which includes IS. The nature of this parameter is unclear, because it is impossible to 
unequivocally draw a conclusion about the illegal activity of the violator. So in organizations with working 
hours from 08.00 to 16.00, the probability that the user who logged in is the intruder is the lowest at 08.00 
and increases over time, reaching a maximum in the hours after 16.00. However, it should be noted that in 
the concept of honeypot technologies, this parameter loses its weight somewhat, since any activity on them 
is considered malicious. 

Let's evaluate the LV "The level of legitimacy over time". Let's define the value of the linguistic 
variable {x1, x2, x3} corresponding to {legitimate, suspicious, illegitimate}. That is 
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The described method uses data from statistical studies. Their processing 
is quite laborious, since to construct the FV of one term, it is necessary to 
carry out statistical studies of all terms of the LP (Gizun et all, 2013).

Let us create a model of standards of linguistic variables for fuzzy 
parameters of intruder identification from the set of parameters defined in 
(Iashvili, et all, 2021).

Login time, Tlog. This parameter is based on the fact that the activity 
of IS and users of these systems depends on the time of day. Usually, a lot 
of user activity when logging into the system is manifested in the daytime, 
less - at night, but other statistics are possible, which is determined by the 
mode of operation of the organization, which includes IS. The nature of 
this parameter is unclear, because it is impossible to unequivocally draw a 
conclusion about the illegal activity of the violator. So in organizations with 
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working hours from 08.00 to 16.00, the probability that the user who logged 
in is the intruder is the lowest at 08.00 and increases over time, reaching a 
maximum in the hours after 16.00. However, it should be noted that in the 
concept of honeypot technologies, this parameter loses its weight somewhat, 
since any activity on them is considered malicious.

Let’s evaluate the LV «The level of legitimacy over time». Let’s define 
the value of the linguistic variable {x1, x2, x3} corresponding to {legitimate, 
suspicious, illegitimate}. That is  
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following fuzzy numbers: 

Л 0/ 0,25;  1/0,5;  0,83/0,75;  0,16/1= , 

П 0,66/ 0,25;  0,26/0,5;  0,59/0,75;  1/1= , 

Н 1/ 0,25;  0,13/0,5;  0,15/0,75;  0,66/1= . 

Graph of FP for the LP terms. The login time is shown on Fig. 1.  

 
Fig. 1. Linguistic patterns of fuzzy numbers for Tlog 

 
The frequency of login requests, Nlog. It is clear that a high frequency of login requests will be noted 

when the system is attacked by bots (in particular by hacking bots, since spammers do not require a login). 
A human attacker is also characterized by an increased frequency of requests as a result of an attempt to 
bypass the protection and the theoretical assumption that he does not have a legitimate login and password, 
so he will be forced to make at least several attempts. Moreover, the greater the number of attempts, the 
more likely it is that the intruder is really trying to enter the IS. It is clear that this parameter is also fuzzy. 

Let's estimate the LV "Frequency of requests to enter the system." Let's define the value of the 
linguistic variable {x1, x2, x3, x4, x5} corresponding to {low, below average, average, above average, 
high}. That is  
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The frequency of login requests for an ordinary user is usually minimal (more often, a legitimate user enters 
a login and password once), and modern password guessing programs are able to take 5310986 passwords 
/s (Golub et all,  2009). However, to determine the terms of this LV, it will be sufficient to limit ourselves 
to the value B = 100 requests/s, because a person is not able to go through the authentication procedure 
more than 10-15 times per minute. It is advisable to divide the general interval into 5 intervals [0, 1], [1, 
10], [10, 40], [40, 80], [80, 100] 

 
Data for LV Nlog    Table 2 

LV value Interval 

№1 №2 №3 №4 №5 
Low 8 0 0 0 0 

Below average 5 2 0 0 0 
Average 1 6 4 0 0 

Above average 0 2 8 1 0 
High 0 0 1 6 6 
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A legitimate user in a password-protected IS spends from several seconds 
to several minutes on identification. But the time spent by illegitimate users 
to break the password system is relatively large. So modern password 
guessing systems for cracking an 8-character password, consisting of a 
combination of letters, numbers and special characters, spend up to 61 days 
(Niu, et all,  2017). Therefore, we take the value of B = 60 days = 5184000 
s. It is advisable to divide the total interval into 5 intervals [0 s; 30 s], [30 s; 
5 min], [5 min; 1 h], [1 h; 1 day], [1 day; 60 days].

Data for LV TSlog    Table 3 

LV value Interval
№1 №2 №3 №4 №5

Very small 9 3 0 0 0
Small 5 10 1 0 0
Medium 1 7 5 0 0
Large 0 1 2 9 2
Very large 0 0 1 6 9
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Using expression (5), we determine 14 21 9 15 11jk = , where kmax = 21 and, in accordance with (6), 

calculate:  

13,5 3 0 0 0
7,5 10 2,33 0 0
1,5 7 11,67 0 0
0 1 4,67 12,6 3,82
0 0 2,33 8,4 17,18

ijc = . 

Let us calculate the FV by the formula (7):  

1 0,22 0 0 0
0,75 1 0,23 0 0
0,13 0,6 1 0 0

0 0,08 0,37 1 0,3
0 0 0,14 0,49 1

ij = . 

For 
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 respectively, we find the estimated relations 
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6 5 4
i

i 1
ΔB /B 5,79 10 ;  5,79 10 ; 6,94 10 ;  0,02;  1− − −

=
=     and get the following fuzzy numbers:  

 ,6 5 4ОМ  1/5,79 10 ; 0,22/5,79 10 ; 0/6,94 10 ; 0/0,02; 0/1− − −=   

 ,6 5 4М  0,75/5,79 10 ; 1/5,79 10 ; 0,23/6,94 10 ; 0/0,02; 0/1− − −=   

 ,6 5 4C  0,13/5,79 10 ; 0,6/5,79 10 ; 1/6,94 10 ; 0/0,02; 0/1− − −=   

 ,6 5 4Б  0/5,79 10 ; 0,08/5,79 10 ; 0,37/6,94 10 ; 1/0,02; 0,3/1− − −=   

 .6 5 4ОБ  0/5,79 10 ; 0/5,79 10 ; 0,14/6,94 10 ; 0,49/0,02; 1/1− − −=   
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The graph of the FP for the LP terms is shown on Fig.3.

 
Fig. 3. Linguistic patterns of fuzzy numbers for TSlog 

 
Intensity of actions, I. This refers to the number of any user actions, including logging in/out of the 

system, transferring, changing, copying files, starting/stopping processes, etc., per unit of time. The 
intensity may not differ for a human intruder and for a legitimate user, however, for bots it is much higher, 
therefore, it is the most significant for identifying and distinguishing between human-robot categories. 
Although a significant excess of the norm indicates the activity of unauthorized automatic intruder systems 
(bots), however, I is a fuzzy parameter, since it is very difficult to determine the normal value of the intensity 
indicator. 

Let's evaluate the LV "Intensity of actions". Let's determine the value of the linguistic variable {x1, 
x2, x3} corresponding to {low, medium, high}. 
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The intensity of the actions of an ordinary person is very low, usually from 3 to 10 actions per minute. 
The intensity of the bots is ten times greater. For research, we will take the upper limit of 100 actions/min, 
although this figure may be higher for robots. It is advisable to divide the total interval into 4 intervals [0; 
5], [5, 10], [10, 50], [50, 100]. 

Data for LV I    Table 4 

LV value Interval 

№1 №2 №3 №4 
Low  7 5 1 0 

Medium 0 7 4 0 
High 0 1 5 7 
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0 7 5,2 0
0 1 6,5 13
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Let us calculate the FV by the formula (7):  

1 0,38 0,1 0
0 1 0,74 0
0 0,08 0,5 1

ij = . 

For 
3

1
ij
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=
 respectively, we find the estimated relations 
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i 1

ΔB /B 0,05;  0,1;  0,5;  1
=

=  and get the 

following fuzzy numbers:  

H 1/ 0,05;  0,38/0,1;  0,1/0,5;  0/1= , 

C 0/ 0,05;  1/0,1;  0,74/0,5;  0/1= , 
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The intensity of the actions of an ordinary person is very low, usually 
from 3 to 10 actions per minute. The intensity of the bots is ten times greater. 
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figure may be higher for robots. It is advisable to divide the total interval into 
4 intervals [0; 5], [5, 10], [10, 50], [50, 100].

Data for LV I    Table 4

LV value Interval

№1 №2 №3 №4
Low 7 5 1 0
Medium 0 7 4 0
High 0 1 5 7



31

ISSN 1991-346X 3. 2022

Using expression (5), we determine 

 
Fig. 3. Linguistic patterns of fuzzy numbers for TSlog 

 
Intensity of actions, I. This refers to the number of any user actions, including logging in/out of the 

system, transferring, changing, copying files, starting/stopping processes, etc., per unit of time. The 
intensity may not differ for a human intruder and for a legitimate user, however, for bots it is much higher, 
therefore, it is the most significant for identifying and distinguishing between human-robot categories. 
Although a significant excess of the norm indicates the activity of unauthorized automatic intruder systems 
(bots), however, I is a fuzzy parameter, since it is very difficult to determine the normal value of the intensity 
indicator. 

Let's evaluate the LV "Intensity of actions". Let's determine the value of the linguistic variable {x1, 
x2, x3} corresponding to {low, medium, high}. 

That is  highmediumlow
i

i

i
II TT ,,

1

==
=
  

The intensity of the actions of an ordinary person is very low, usually from 3 to 10 actions per minute. 
The intensity of the bots is ten times greater. For research, we will take the upper limit of 100 actions/min, 
although this figure may be higher for robots. It is advisable to divide the total interval into 4 intervals [0; 
5], [5, 10], [10, 50], [50, 100]. 

Data for LV I    Table 4 

LV value Interval 

№1 №2 №3 №4 
Low  7 5 1 0 

Medium 0 7 4 0 
High 0 1 5 7 

 

Using expression (5), we determine 7 1310 7jk = , where kmax = 13, and, in accordance with (6), calculate: 

13 5 1,3 0
0 7 5,2 0
0 1 6,5 13

ijc = . 

Let us calculate the FV by the formula (7):  

1 0,38 0,1 0
0 1 0,74 0
0 0,08 0,5 1

ij = . 

For 
3

1
ij

i


=
 respectively, we find the estimated relations 

3

i
i 1

ΔB /B 0,05;  0,1;  0,5;  1
=

=  and get the 

following fuzzy numbers:  

H 1/ 0,05;  0,38/0,1;  0,1/0,5;  0/1= , 

C 0/ 0,05;  1/0,1;  0,74/0,5;  0/1= , 

, where kmax = 13, and, 
in accordance with (6), calculate:

 
Fig. 3. Linguistic patterns of fuzzy numbers for TSlog 

 
Intensity of actions, I. This refers to the number of any user actions, including logging in/out of the 

system, transferring, changing, copying files, starting/stopping processes, etc., per unit of time. The 
intensity may not differ for a human intruder and for a legitimate user, however, for bots it is much higher, 
therefore, it is the most significant for identifying and distinguishing between human-robot categories. 
Although a significant excess of the norm indicates the activity of unauthorized automatic intruder systems 
(bots), however, I is a fuzzy parameter, since it is very difficult to determine the normal value of the intensity 
indicator. 

Let's evaluate the LV "Intensity of actions". Let's determine the value of the linguistic variable {x1, 
x2, x3} corresponding to {low, medium, high}. 

That is  highmediumlow
i

i

i
II TT ,,

1

==
=
  

The intensity of the actions of an ordinary person is very low, usually from 3 to 10 actions per minute. 
The intensity of the bots is ten times greater. For research, we will take the upper limit of 100 actions/min, 
although this figure may be higher for robots. It is advisable to divide the total interval into 4 intervals [0; 
5], [5, 10], [10, 50], [50, 100]. 

Data for LV I    Table 4 

LV value Interval 

№1 №2 №3 №4 
Low  7 5 1 0 

Medium 0 7 4 0 
High 0 1 5 7 

 

Using expression (5), we determine 7 1310 7jk = , where kmax = 13, and, in accordance with (6), calculate: 

13 5 1,3 0
0 7 5,2 0
0 1 6,5 13

ijc = . 

Let us calculate the FV by the formula (7):  

1 0,38 0,1 0
0 1 0,74 0
0 0,08 0,5 1

ij = . 

For 
3

1
ij

i


=
 respectively, we find the estimated relations 

3

i
i 1

ΔB /B 0,05;  0,1;  0,5;  1
=

=  and get the 

following fuzzy numbers:  

H 1/ 0,05;  0,38/0,1;  0,1/0,5;  0/1= , 

C 0/ 0,05;  1/0,1;  0,74/0,5;  0/1= , 

.

Let us calculate the FV by the formula (7): 

 
Fig. 3. Linguistic patterns of fuzzy numbers for TSlog 

 
Intensity of actions, I. This refers to the number of any user actions, including logging in/out of the 

system, transferring, changing, copying files, starting/stopping processes, etc., per unit of time. The 
intensity may not differ for a human intruder and for a legitimate user, however, for bots it is much higher, 
therefore, it is the most significant for identifying and distinguishing between human-robot categories. 
Although a significant excess of the norm indicates the activity of unauthorized automatic intruder systems 
(bots), however, I is a fuzzy parameter, since it is very difficult to determine the normal value of the intensity 
indicator. 

Let's evaluate the LV "Intensity of actions". Let's determine the value of the linguistic variable {x1, 
x2, x3} corresponding to {low, medium, high}. 

That is  highmediumlow
i

i

i
II TT ,,

1

==
=
  

The intensity of the actions of an ordinary person is very low, usually from 3 to 10 actions per minute. 
The intensity of the bots is ten times greater. For research, we will take the upper limit of 100 actions/min, 
although this figure may be higher for robots. It is advisable to divide the total interval into 4 intervals [0; 
5], [5, 10], [10, 50], [50, 100]. 

Data for LV I    Table 4 

LV value Interval 

№1 №2 №3 №4 
Low  7 5 1 0 

Medium 0 7 4 0 
High 0 1 5 7 

 

Using expression (5), we determine 7 1310 7jk = , where kmax = 13, and, in accordance with (6), calculate: 

13 5 1,3 0
0 7 5,2 0
0 1 6,5 13

ijc = . 

Let us calculate the FV by the formula (7):  

1 0,38 0,1 0
0 1 0,74 0
0 0,08 0,5 1

ij = . 

For 
3

1
ij

i


=
 respectively, we find the estimated relations 

3

i
i 1

ΔB /B 0,05;  0,1;  0,5;  1
=

=  and get the 

following fuzzy numbers:  

H 1/ 0,05;  0,38/0,1;  0,1/0,5;  0/1= , 

C 0/ 0,05;  1/0,1;  0,74/0,5;  0/1= , 

.

For 

 
Fig. 3. Linguistic patterns of fuzzy numbers for TSlog 

 
Intensity of actions, I. This refers to the number of any user actions, including logging in/out of the 

system, transferring, changing, copying files, starting/stopping processes, etc., per unit of time. The 
intensity may not differ for a human intruder and for a legitimate user, however, for bots it is much higher, 
therefore, it is the most significant for identifying and distinguishing between human-robot categories. 
Although a significant excess of the norm indicates the activity of unauthorized automatic intruder systems 
(bots), however, I is a fuzzy parameter, since it is very difficult to determine the normal value of the intensity 
indicator. 

Let's evaluate the LV "Intensity of actions". Let's determine the value of the linguistic variable {x1, 
x2, x3} corresponding to {low, medium, high}. 

That is  highmediumlow
i

i

i
II TT ,,

1

==
=
  

The intensity of the actions of an ordinary person is very low, usually from 3 to 10 actions per minute. 
The intensity of the bots is ten times greater. For research, we will take the upper limit of 100 actions/min, 
although this figure may be higher for robots. It is advisable to divide the total interval into 4 intervals [0; 
5], [5, 10], [10, 50], [50, 100]. 

Data for LV I    Table 4 

LV value Interval 

№1 №2 №3 №4 
Low  7 5 1 0 

Medium 0 7 4 0 
High 0 1 5 7 

 

Using expression (5), we determine 7 1310 7jk = , where kmax = 13, and, in accordance with (6), calculate: 

13 5 1,3 0
0 7 5,2 0
0 1 6,5 13

ijc = . 

Let us calculate the FV by the formula (7):  

1 0,38 0,1 0
0 1 0,74 0
0 0,08 0,5 1

ij = . 

For 
3

1
ij

i


=
 respectively, we find the estimated relations 

3

i
i 1

ΔB /B 0,05;  0,1;  0,5;  1
=

=  and get the 

following fuzzy numbers:  

H 1/ 0,05;  0,38/0,1;  0,1/0,5;  0/1= , 

C 0/ 0,05;  1/0,1;  0,74/0,5;  0/1= , 

 respectively, we find the estimated relations 

 
Fig. 3. Linguistic patterns of fuzzy numbers for TSlog 

 
Intensity of actions, I. This refers to the number of any user actions, including logging in/out of the 

system, transferring, changing, copying files, starting/stopping processes, etc., per unit of time. The 
intensity may not differ for a human intruder and for a legitimate user, however, for bots it is much higher, 
therefore, it is the most significant for identifying and distinguishing between human-robot categories. 
Although a significant excess of the norm indicates the activity of unauthorized automatic intruder systems 
(bots), however, I is a fuzzy parameter, since it is very difficult to determine the normal value of the intensity 
indicator. 

Let's evaluate the LV "Intensity of actions". Let's determine the value of the linguistic variable {x1, 
x2, x3} corresponding to {low, medium, high}. 

That is  highmediumlow
i

i

i
II TT ,,

1

==
=
  

The intensity of the actions of an ordinary person is very low, usually from 3 to 10 actions per minute. 
The intensity of the bots is ten times greater. For research, we will take the upper limit of 100 actions/min, 
although this figure may be higher for robots. It is advisable to divide the total interval into 4 intervals [0; 
5], [5, 10], [10, 50], [50, 100]. 

Data for LV I    Table 4 

LV value Interval 

№1 №2 №3 №4 
Low  7 5 1 0 

Medium 0 7 4 0 
High 0 1 5 7 

 

Using expression (5), we determine 7 1310 7jk = , where kmax = 13, and, in accordance with (6), calculate: 

13 5 1,3 0
0 7 5,2 0
0 1 6,5 13

ijc = . 

Let us calculate the FV by the formula (7):  

1 0,38 0,1 0
0 1 0,74 0
0 0,08 0,5 1

ij = . 

For 
3

1
ij

i


=
 respectively, we find the estimated relations 

3

i
i 1

ΔB /B 0,05;  0,1;  0,5;  1
=

=  and get the 

following fuzzy numbers:  

H 1/ 0,05;  0,38/0,1;  0,1/0,5;  0/1= , 

C 0/ 0,05;  1/0,1;  0,74/0,5;  0/1= , 

 

 
Fig. 3. Linguistic patterns of fuzzy numbers for TSlog 

 
Intensity of actions, I. This refers to the number of any user actions, including logging in/out of the 

system, transferring, changing, copying files, starting/stopping processes, etc., per unit of time. The 
intensity may not differ for a human intruder and for a legitimate user, however, for bots it is much higher, 
therefore, it is the most significant for identifying and distinguishing between human-robot categories. 
Although a significant excess of the norm indicates the activity of unauthorized automatic intruder systems 
(bots), however, I is a fuzzy parameter, since it is very difficult to determine the normal value of the intensity 
indicator. 

Let's evaluate the LV "Intensity of actions". Let's determine the value of the linguistic variable {x1, 
x2, x3} corresponding to {low, medium, high}. 

That is  highmediumlow
i

i

i
II TT ,,

1

==
=
  

The intensity of the actions of an ordinary person is very low, usually from 3 to 10 actions per minute. 
The intensity of the bots is ten times greater. For research, we will take the upper limit of 100 actions/min, 
although this figure may be higher for robots. It is advisable to divide the total interval into 4 intervals [0; 
5], [5, 10], [10, 50], [50, 100]. 

Data for LV I    Table 4 

LV value Interval 

№1 №2 №3 №4 
Low  7 5 1 0 

Medium 0 7 4 0 
High 0 1 5 7 

 

Using expression (5), we determine 7 1310 7jk = , where kmax = 13, and, in accordance with (6), calculate: 

13 5 1,3 0
0 7 5,2 0
0 1 6,5 13

ijc = . 

Let us calculate the FV by the formula (7):  

1 0,38 0,1 0
0 1 0,74 0
0 0,08 0,5 1

ij = . 

For 
3

1
ij

i


=
 respectively, we find the estimated relations 

3

i
i 1

ΔB /B 0,05;  0,1;  0,5;  1
=

=  and get the 

following fuzzy numbers:  

H 1/ 0,05;  0,38/0,1;  0,1/0,5;  0/1= , 

C 0/ 0,05;  1/0,1;  0,74/0,5;  0/1= , 

 and get the following fuzzy numbers: 

 
Fig. 3. Linguistic patterns of fuzzy numbers for TSlog 

 
Intensity of actions, I. This refers to the number of any user actions, including logging in/out of the 

system, transferring, changing, copying files, starting/stopping processes, etc., per unit of time. The 
intensity may not differ for a human intruder and for a legitimate user, however, for bots it is much higher, 
therefore, it is the most significant for identifying and distinguishing between human-robot categories. 
Although a significant excess of the norm indicates the activity of unauthorized automatic intruder systems 
(bots), however, I is a fuzzy parameter, since it is very difficult to determine the normal value of the intensity 
indicator. 

Let's evaluate the LV "Intensity of actions". Let's determine the value of the linguistic variable {x1, 
x2, x3} corresponding to {low, medium, high}. 

That is  highmediumlow
i

i

i
II TT ,,

1

==
=
  

The intensity of the actions of an ordinary person is very low, usually from 3 to 10 actions per minute. 
The intensity of the bots is ten times greater. For research, we will take the upper limit of 100 actions/min, 
although this figure may be higher for robots. It is advisable to divide the total interval into 4 intervals [0; 
5], [5, 10], [10, 50], [50, 100]. 

Data for LV I    Table 4 

LV value Interval 

№1 №2 №3 №4 
Low  7 5 1 0 

Medium 0 7 4 0 
High 0 1 5 7 

 

Using expression (5), we determine 7 1310 7jk = , where kmax = 13, and, in accordance with (6), calculate: 

13 5 1,3 0
0 7 5,2 0
0 1 6,5 13

ijc = . 

Let us calculate the FV by the formula (7):  

1 0,38 0,1 0
0 1 0,74 0
0 0,08 0,5 1

ij = . 

For 
3

1
ij

i


=
 respectively, we find the estimated relations 

3

i
i 1

ΔB /B 0,05;  0,1;  0,5;  1
=

=  and get the 

following fuzzy numbers:  

H 1/ 0,05;  0,38/0,1;  0,1/0,5;  0/1= , 

C 0/ 0,05;  1/0,1;  0,74/0,5;  0/1= , 

B 0/ 0,05;  0,08/0,1;  0,5/0,5;  1/1= . 

The graph of the FP for the LP terms. The intensity of actions is shown on Fig.4. 

 
Fig. 4. Linguistic patterns of fuzzy numbers for I 

 
Processor time / processor load, CPU. Since the number of active processes on honeypot systems 

should be kept to a minimum, any increase in load is a sign of intruder activity on the system. In real ISs, 
the probability that the activity is caused by the intruder is somewhat lower, and, of course, the normal 
amount of processor time is higher. However, this parameter can still be effectively used to identify the fact 
of a violation in intrusion detection systems and SEDA. Since it is impossible to give an unambiguous 
answer about the intruder for this parameter, primarily due to the possible activity of viruses, the processor 
CPU is a fuzzy parameter. 

Let's estimate the LV "Processor time/processor load". Let's determine the value of the linguistic 
variable {x1, x2, x3} corresponding to {low, medium, high}. That is 

 highmediumlowT
i

i
CPUCPU T ,,

3

1

==
=
  

Under normal conditions of average use of PC capacities and in the absence of intruders or malware, 
the average processor load is 20-30%. Of course, the norm may vary somewhat depending on the OS, 
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Processor time / processor load, CPU. Since the number of active 
processes on honeypot systems should be kept to a minimum, any increase 
in load is a sign of intruder activity on the system. In real ISs, the probability 
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that the activity is caused by the intruder is somewhat lower, and, of course, 
the normal amount of processor time is higher. However, this parameter 
can still be effectively used to identify the fact of a violation in intrusion 
detection systems and SEDA. Since it is impossible to give an unambiguous 
answer about the intruder for this parameter, primarily due to the possible 
activity of viruses, the processor CPU is a fuzzy parameter.

Let’s estimate the LV «Processor time/processor load». Let’s determine 
the value of the linguistic variable {x1, x2, x3} corresponding to {low, 
medium, high}. 

That is 

B 0/ 0,05;  0,08/0,1;  0,5/0,5;  1/1= . 

The graph of the FP for the LP terms. The intensity of actions is shown on Fig.4. 
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Under normal conditions of average use of PC capacities and in the absence of intruders or malware, 
the average processor load is 20-30%. Of course, the norm may vary somewhat depending on the OS, 
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Under normal conditions of average use of PC capacities and in the absence 
of intruders or malware, the average processor load is 20-30%. Of course, 
the norm may vary somewhat depending on the OS, installed software and 
the production tasks of the organization. The maximum possible percentage 
of CPU load is B = 100%. It is advisable to divide the total interval into 4 
intervals [0; 20], [20, 50], [50; 75], [50, 100].

Data for LV CPU    Table 5
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Processor time / processor load, CPU. Since the number of active processes on honeypot systems 

should be kept to a minimum, any increase in load is a sign of intruder activity on the system. In real ISs, 
the probability that the activity is caused by the intruder is somewhat lower, and, of course, the normal 
amount of processor time is higher. However, this parameter can still be effectively used to identify the fact 
of a violation in intrusion detection systems and SEDA. Since it is impossible to give an unambiguous 
answer about the intruder for this parameter, primarily due to the possible activity of viruses, the processor 
CPU is a fuzzy parameter. 

Let's estimate the LV "Processor time/processor load". Let's determine the value of the linguistic 
variable {x1, x2, x3} corresponding to {low, medium, high}. That is 
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Under normal conditions of average use of PC capacities and in the absence of intruders or malware, 
the average processor load is 20-30%. Of course, the norm may vary somewhat depending on the OS, 
installed software and the production tasks of the organization. The maximum possible percentage of CPU 
load is B = 100%. It is advisable to divide the total interval into 4 intervals [0; 20], [20, 50], [50; 75], [50, 
100]. 
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For 

B 0/ 0,05;  0,08/0,1;  0,5/0,5;  1/1= . 

The graph of the FP for the LP terms. The intensity of actions is shown on Fig.4. 
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Under normal conditions of average use of PC capacities and in the absence of intruders or malware, 
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Under normal conditions of average use of PC capacities and in the absence of intruders or malware, 
the average processor load is 20-30%. Of course, the norm may vary somewhat depending on the OS, 
installed software and the production tasks of the organization. The maximum possible percentage of CPU 
load is B = 100%. It is advisable to divide the total interval into 4 intervals [0; 20], [20, 50], [50; 75], [50, 
100]. 

Data for LV CPU    Table 5 

LV value Interval 
№1 №2 №3 №4 

Low  9 6 0 0 
 Medium 3 8 1 0 

 High 0 1 5 8 
 

Using expression (5), we determine 12 15 6 8jk = , where kmax = 15, and, in accordance with (6), calculate: 

11,25 6 0 0
3,75 8 2,5 0

0 1 12,5 15
ijc = . 

Let us calculate the FV by the formula (7):  

1 0,53 0 0
0,47 1 0,31 0

0 0,07 0,83 1
ij = . 

For 
3

1
ij

i


=
 respectively, we find the estimated relations 

3

i
i 1

ΔB /B 0,2;  0,5;  0,75;  1
=

= , and get the 

following fuzzy numbers:  

H 1/ 0,2;  0,53/0,5;  0/0,75;  0/1= , 

 

B 0/ 0,05;  0,08/0,1;  0,5/0,5;  1/1= . 

The graph of the FP for the LP terms. The intensity of actions is shown on Fig.4. 

 
Fig. 4. Linguistic patterns of fuzzy numbers for I 

 
Processor time / processor load, CPU. Since the number of active processes on honeypot systems 

should be kept to a minimum, any increase in load is a sign of intruder activity on the system. In real ISs, 
the probability that the activity is caused by the intruder is somewhat lower, and, of course, the normal 
amount of processor time is higher. However, this parameter can still be effectively used to identify the fact 
of a violation in intrusion detection systems and SEDA. Since it is impossible to give an unambiguous 
answer about the intruder for this parameter, primarily due to the possible activity of viruses, the processor 
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Under normal conditions of average use of PC capacities and in the absence of intruders or malware, 
the average processor load is 20-30%. Of course, the norm may vary somewhat depending on the OS, 
installed software and the production tasks of the organization. The maximum possible percentage of CPU 
load is B = 100%. It is advisable to divide the total interval into 4 intervals [0; 20], [20, 50], [50; 75], [50, 
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should be kept to a minimum, any increase in load is a sign of intruder activity on the system. In real ISs, 
the probability that the activity is caused by the intruder is somewhat lower, and, of course, the normal 
amount of processor time is higher. However, this parameter can still be effectively used to identify the fact 
of a violation in intrusion detection systems and SEDA. Since it is impossible to give an unambiguous 
answer about the intruder for this parameter, primarily due to the possible activity of viruses, the processor 
CPU is a fuzzy parameter. 
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Under normal conditions of average use of PC capacities and in the absence of intruders or malware, 
the average processor load is 20-30%. Of course, the norm may vary somewhat depending on the OS, 
installed software and the production tasks of the organization. The maximum possible percentage of CPU 
load is B = 100%. It is advisable to divide the total interval into 4 intervals [0; 20], [20, 50], [50; 75], [50, 
100]. 
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The amount of loaded RAM, Muse. Similar in essence to the previous one and is also fuzzy. The FV 
for this parameter is almost identical to the LV "Processor time/processor load". 

Number of executable files/processes, NEF. Also included in the group of fuzzy parameters. The fact 
of an attacker's actions on this parameter is determined by a deviation from the norm. This parameter 
includes only user processes and files, and system files are not taken into account. So in each organization, 
in accordance with the security policy and job responsibilities, each legitimate user can use certain files at 
a certain moment, and the simultaneous use of several files or processes at once is practically excluded. 
This allows to identify both external and internal Intruders, but with a certain probability. 

Let's estimate the LV "Number of executable files". Let's define the value of the linguistic variable 
{x1, x2, x3} corresponding to {very small, small, normal, large, very large}. That is 
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The normal number of executable files, as already noted, is very dependent on the industry in which 
a particular IS operates, and on the set of security policy rules and job descriptions of the organization. 
Basically, this value ranges from 7 to 10 processes. Considering also the technological limitations of IS and 
typical security policies, we will take the maximum value of 20 user processes for research. It is advisable 
to divide the total interval into 4 intervals [0; 4], [4, 8], [8, 12], [12, 16], [16; 20]. 
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The amount of loaded RAM, Muse. Similar in essence to the previous 
one and is also fuzzy. The FV for this parameter is almost identical to the LV 
«Processor time/processor load».

Number of executable files/processes, NEF. Also included in the group 
of fuzzy parameters. The fact of an attacker’s actions on this parameter is 
determined by a deviation from the norm. This parameter includes only user 
processes and files, and system files are not taken into account. So in each 
organization, in accordance with the security policy and job responsibilities, 
each legitimate user can use certain files at a certain moment, and the 
simultaneous use of several files or processes at once is practically excluded. 
This allows to identify both external and internal Intruders, but with a certain 
probability.
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The normal number of executable files, as already noted, is very dependent on the industry in which 
a particular IS operates, and on the set of security policy rules and job descriptions of the organization. 
Basically, this value ranges from 7 to 10 processes. Considering also the technological limitations of IS and 
typical security policies, we will take the maximum value of 20 user processes for research. It is advisable 
to divide the total interval into 4 intervals [0; 4], [4, 8], [8, 12], [12, 16], [16; 20]. 
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The normal number of executable files, as already noted, is very dependent 
on the industry in which a particular IS operates, and on the set of security 
policy rules and job descriptions of the organization. Basically, this value 
ranges from 7 to 10 processes. Considering also the technological limitations 
of IS and typical security policies, we will take the maximum value of 20 
user processes for research. It is advisable to divide the total interval into 4 
intervals [0; 4], [4, 8], [8, 12], [12, 16], [16; 20].

Data for LV NEF    Table 6

LV value Interval
№1 №2 №3 №4 №5

Very small 8 5 1 0 0
Small 4 7 2 0 0
Normal 1 4 9 3 1
Large 0 0 4 8 2
Very large 0 0 1 5 8

Using expression (5), we determine 
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B 0/ 0,2;  0,07/0,5;  0,83/0,75;  1/1= . 

The graph of the FP for the LP terms. Processor time / processor load is shown on Fig.5. 

 
Fig. 5. Linguistic patterns of fuzzy numbers for CPU 

The amount of loaded RAM, Muse. Similar in essence to the previous one and is also fuzzy. The FV 
for this parameter is almost identical to the LV "Processor time/processor load". 

Number of executable files/processes, NEF. Also included in the group of fuzzy parameters. The fact 
of an attacker's actions on this parameter is determined by a deviation from the norm. This parameter 
includes only user processes and files, and system files are not taken into account. So in each organization, 
in accordance with the security policy and job responsibilities, each legitimate user can use certain files at 
a certain moment, and the simultaneous use of several files or processes at once is practically excluded. 
This allows to identify both external and internal Intruders, but with a certain probability. 

Let's estimate the LV "Number of executable files". Let's define the value of the linguistic variable 
{x1, x2, x3} corresponding to {very small, small, normal, large, very large}. That is 

 large very large, normal, small, small,very 
5

1

==
=

i

i
NEFNEF TT  

The normal number of executable files, as already noted, is very dependent on the industry in which 
a particular IS operates, and on the set of security policy rules and job descriptions of the organization. 
Basically, this value ranges from 7 to 10 processes. Considering also the technological limitations of IS and 
typical security policies, we will take the maximum value of 20 user processes for research. It is advisable 
to divide the total interval into 4 intervals [0; 4], [4, 8], [8, 12], [12, 16], [16; 20]. 

 
Data for LV NEF    Table 6 

LV value Interval 
№1 №2 №3 №4 №5 

Very small 8 5 1 0 0 
Small 4 7 2 0 0 

Normal 1 4 9 3 1 
Large 0 0 4 8 2 

Very large  0 0 1 5 8 
 

Using expression (5), we determine 13 16 17 16 11jk = , where kmax = 17, and, in accordance with 

(6), calculate: 

10,46 5,31 1 0 0
5,23 7,44 2 0 0
1,31 4,25 9 3,19 1,55

0 0 4 8,5 3,09
0 0 1 5,31 12,36

ijc = . 

Let us calculate the FV by the formula (7): 

, 
where kmax = 17, and, in accordance with (6), calculate:

C 0,47/ 0,2;  1/0,5;  0,31/0,75;  0/1= , 

B 0/ 0,2;  0,07/0,5;  0,83/0,75;  1/1= . 

The graph of the FP for the LP terms. Processor time / processor load is shown on Fig.5. 

 
Fig. 5. Linguistic patterns of fuzzy numbers for CPU 

The amount of loaded RAM, Muse. Similar in essence to the previous one and is also fuzzy. The FV 
for this parameter is almost identical to the LV "Processor time/processor load". 

Number of executable files/processes, NEF. Also included in the group of fuzzy parameters. The fact 
of an attacker's actions on this parameter is determined by a deviation from the norm. This parameter 
includes only user processes and files, and system files are not taken into account. So in each organization, 
in accordance with the security policy and job responsibilities, each legitimate user can use certain files at 
a certain moment, and the simultaneous use of several files or processes at once is practically excluded. 
This allows to identify both external and internal Intruders, but with a certain probability. 

Let's estimate the LV "Number of executable files". Let's define the value of the linguistic variable 
{x1, x2, x3} corresponding to {very small, small, normal, large, very large}. That is 

 large very large, normal, small, small,very 
5

1

==
=

i

i
NEFNEF TT  

The normal number of executable files, as already noted, is very dependent on the industry in which 
a particular IS operates, and on the set of security policy rules and job descriptions of the organization. 
Basically, this value ranges from 7 to 10 processes. Considering also the technological limitations of IS and 
typical security policies, we will take the maximum value of 20 user processes for research. It is advisable 
to divide the total interval into 4 intervals [0; 4], [4, 8], [8, 12], [12, 16], [16; 20]. 
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The functionality of an IS is considered normal if there are no errors or failures in its operation at all. 
However, the occurrence of a small number of failures is still possible, mainly due to insufficient user 
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The functionality of an IS is considered normal if there are no errors or failures in its operation at all. 
However, the occurrence of a small number of failures is still possible, mainly due to insufficient user 
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The functionality of an IS is considered normal if there are no errors or failures in its operation at all. 
However, the occurrence of a small number of failures is still possible, mainly due to insufficient user 
qualifications, his negligence or the use of low-quality hardware / software. There are no official statistics 
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The functionality of an IS is considered normal if there are no errors or failures in its operation at all. 
However, the occurrence of a small number of failures is still possible, mainly due to insufficient user 
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Number of failures and errors, NEr. This parameter is fuzzy, since 
failures and errors can occur when working in the authorized user mode 
and intruder. However, with frequent repeated failures or errors, it can be 
concluded with a certain degree of probability that the system has been 
attacked. This group includes a wide range of events from authorization 
errors to failures when executing certain processes or files. With the active 
work of the intruder, regardless of his class and category, the frequency of 
occurrence of malfunctions will be somewhat higher. It should also be noted 
that it is quite possible when identifying an intruder-work, this frequency 
will be even higher.
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The functionality of an IS is considered normal if there are no errors or failures in its operation at all. 
However, the occurrence of a small number of failures is still possible, mainly due to insufficient user 
qualifications, his negligence or the use of low-quality hardware / software. There are no official statistics 
on this issue, so it is difficult to determine the normal value of this parameter. As part of the study, we set 
the maximum number of errors and failures per day B = 10. It is advisable to divide the total interval into 
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The functionality of an IS is considered normal if there are no errors or 
failures in its operation at all. However, the occurrence of a small number 



36

N E W S  of  the National Academy of  Sciences of  the  Republic  of  Kazakhstan

of failures is still possible, mainly due to insufficient user qualifications, 
his negligence or the use of low-quality hardware / software. There are no 
official statistics on this issue, so it is difficult to determine the normal value 
of this parameter. As part of the study, we set the maximum number of errors 
and failures per day B = 10. It is advisable to divide the total interval into 4 
intervals [0, 1], [1, 4], [4, 8], [8, 10].

Data for LV NEr    Table 7

LV value Интервал
№1 №2 №3 №4

Low 5 1 0 0
 Medium 0 4 3 0
 High 0 0 1 6

Using expression (5), we determine 
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The graph of the FP for the LP terms. The number of failures and errors is shown on Fig.7. 
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Process/file execution time, RTPr/F. Examining the statistics of the work of IS of various enterprises 

and organizations, it is easy to notice that, depending on the specifics of the work, the time spent on 
performing a certain operation is approximately the same for the same type of IS and their tasks. Honeypot 
systems mainly run system processes, that support the operation of the honeypot itself, or administrator 
processes that run at a certain time for a certain period. Thus, when identifying such processes, it can be 
concluded that the system is attacked by an intruder. Since this can be caused by the negligence of the 
employee, the conclusion is ambiguous and, accordingly, the parameter is fuzzy. 

Let's estimate the LV "Process/file execution time". Let's define the value of the linguistic variable 
{x1, x2, x3, x4, x5} corresponding to {very small, small, medium, large, very large}. That 
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A legitimate user in IS, in the course of performing his job duties, works with a certain file or process 
in the course of a certain time. So the average worker works with one file or process for a period of time 
from 30 minutes to 3 hours. If this indicator is significantly less or more, then this may indicate suspicious 
activity. It is advisable to set the maximum value of this variable B = 24 hours, the total interval is divided 
into 5 intervals [0 s; 1 min], [1 min; 30 min], [30 min 3 h], [3 h; 6 h], [6 h; 24h]. 
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A legitimate user in IS, in the course of performing his job duties, works with a certain file or process 
in the course of a certain time. So the average worker works with one file or process for a period of time 
from 30 minutes to 3 hours. If this indicator is significantly less or more, then this may indicate suspicious 
activity. It is advisable to set the maximum value of this variable B = 24 hours, the total interval is divided 
into 5 intervals [0 s; 1 min], [1 min; 30 min], [30 min 3 h], [3 h; 6 h], [6 h; 24h]. 

 

A legitimate user in IS, in the course of performing his job duties, works 
with a certain file or process in the course of a certain time. So the average 
worker works with one file or process for a period of time from 30 minutes to 
3 hours. If this indicator is significantly less or more, then this may indicate 
suspicious activity. It is advisable to set the maximum value of this variable 
B = 24 hours, the total interval is divided into 5 intervals [0 s; 1 min], [1 min; 
30 min], [30 min 3 h], [3 h; 6 h], [6 h; 24h].

Data for LV RTPr/F   Table 8

LV value
Interval

№1 №2 №3 №4 №5
Very small 9 4 1 0 0
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Small 5 7 2 0 0
Medium 0 3 8 3 0
Large 0 0 3 9 6
Very large 0 0 1 4 9

Using expression (5), we determine  
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Small  5 7 2 0 0 
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Large  0 0 3 9 6 

Very large 0 0 1 4 9 
 

Using expression (5), we determine 14 14 15 16 15jk = , where kmax = 16, and, in accordance with 

(6), calculate: 

10,29 4,57 1,07 0 0
5,71 8 2,13 0 0

0 3,43 8,53 3 0
0 0 3,2 9 6,4
0 0 1,07 4 9,6

ijc = . 

 
Let us calculate the FV by the formula (7):  

1 0,44 0,1 0 0
0,71 1 0,27 0 0

0 0,4 1 0,35 0
0 0 0,36 1 0,71
0 0 0,11 0,42 1

ij = . 
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i 1
ΔB /B 6,94 10 ; 0,02; 0,125; 0,25; 1−

=
=   and get the following fuzzy numbers: 

 4ОМ 1/6,94 10 ;  0,44/0,02;  0,1/0,125;  0/0,25;  0/1−=  , 

 4М 0,71/6,94 10 ;  1/0,02;  0,27/0,125;  0/0,25;  0/1−=  , 

 4C 0/6,94 10 ;  0,4/0,02;  1/0,125;  0,35/0,25;  0/1−=  , 

 4Б 0/6,94 10 ;  0/0,02;  0,36/0,125;  1/0,25;  0,71/1−=  , 

 4ОБ 0/6,94 10 ;  0/0,02;  0,11/0,125;  0,42/0,25;  1/1−=  . 

The graph of the FP for the LP terms. The execution time of the process/file is shown on Fig.8. 
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Thus, in the work with the use of SEDA, LV was introduced and models 
of the standards of parameters Tlog, Nlog, TSlog, I, CPU, Muse, NEF, NEr, 
RTPr/F were created. Also, for each LV, the FV were calculated and the 
graphs of their terms were plotted. Formed standards are necessary for the 
formation of logical rules to ensure the functioning of the SEDA. The results 
obtained will be further used to create an IDS system based on honeypot 
technology. Firstly, we will form in the next subsection of the DR to identify 
the fact of an IS violation and identify the identity of the attacker

DR system for efficient implementation of virtual honeypots.
To date, the following classes of SEDA are being developed: 
 systems that detect the fact of an intrusion based on a comparison of 

the functional state of the IS with a set of specific signatures (templates) and 
 systems based on used so-called DR (Gizun et all, 2013- Siddiqui, et 

all, 2016). 
The main disadvantage of the first class of SEDA, which DR-based 

systems are deprived of, is the impossibility of their use in unknown attacks 
and, as a result, the impossibility of practical use in conditions of uncertainty 
and a fuzzy formalized environment. Therefore, despite the extremely low 
percentage of false positives of signature systems, the further development 
of second-class SEDA, in our opinion, is much more promising. The 
existing decision-principle SEDA are mainly focused on the use of complex 
mathematical models and require a lot of time for the formation of statistical 
data. However, expert approaches do not have such a requirement, which 
greatly simplifies the use of this method in the field of constructing SEDA. 
In this regard, an urgent task in the development of SOPs is to create models 
for detecting an anomalous state of IS caused by the activity of an intruder, 
based on the use of fuzzy logic methods, expert assessments and models 
of parameter standards necessary to identify an intruder. The use of these 
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models in the construction of the decisive type of SEDA is associated with 
the need to form rules aimed at identifying the intruder and his identification. 
That is why the purpose of this work is to develop a mathematical model that 
is used in the formation of the corresponding DR to identify the intruder.

In previous works (Avkurova, et all, 2020- Iashvili, et all, 2021), two 
groups of parameters for detecting and identifying an intruder are defined: 
with fuzzy and clear nature, respectively. So fuzzy parameters (Login time, 
Tlog; Frequency of login requests, Nlog; Time spent on login, TSlog; 
Intensity of action, I; Processor time / processor load, CPU; Amount of 
loaded RAM, Muse; Number of executable files, NEF; Number of failures 
and errors, NEr; Process/file execution time, RTPr/F) at the first stage of the 
SEDA operation make it possible to identify the presence of an intruder in 
the IS and to carry out their preliminary identification in a poorly formalized 
environment. Clear parameters should be used to confirm the fact of activity 
of the violation and the final assignment of the intruder to a certain category 
(Login user name, UID; Type of files used in the attack, AtEF; Unusual 
processes, UPr; Transfer file to the system, TrFin; modifying files, ModF; 
copy / transfer files from the system, TrFout; Keyboard keystrokes, KS) at 
the second stage of the system operation.

To solve the problem, it is necessary to create sets of DR, which are some 
statements that are based on the result of generalization of certain theoretical 
and experimental knowledge (data) and reflect the intuitive judgments of 
experts to ensure the search for a rational semantic solution to weakly 
formalized problems.

The construction of the DR can be carried out using the corresponding 
model, for the creation of which we introduce a set of linguistic identifiers:
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where LI1=H, LI2=БНВ, LI3=БВН, LI4=В and LI5=К respectively 
reflected by the text values «Low», «More low than high», «More high than 
low», «High» and «Critical».

Further, based on the sets of identifiers LI and the set of linguistic or 
extended by the name - logical-linguistic connection LC, we will construct 
a set of PV: 
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where ERi (i=1,n) - a subset of possible rules for detecting the n-th anomalous state generated by the n-th 
attack, while 
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where ijER  (i=1,n, j=1,rn) - j-th rule of the n-th subset of possible rules, ri (i=1,n) - the total number of 
possible rules aimed at detecting the n-th anomaly.  

Note that for each ijER  there is a corresponding DR: 
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Generalizing expression (5), taking into account (10) and (11), we obtain  
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where 
jirER  is rj-th anomaly detection rule generated by the n-th attack, which is literally interpreted as: 

"If 
jirLC  is true, then the level of the abnormal state that can be generated by the n-th attack will be 

jirLI
". 

The creation of rules is usually carried out on the basis of an expert approach, this is especially 
important in cases where it is necessary to give preference to one of the alternatives, for example, in which 

jirLC  (13) is the result associated with 
jirLI and most objectively reflect the state of the system. Let 

consider the process of forming a choice for a set of alternatives using a specific example. 
Let ri logical-linguistic links and d (1) linguistic identifiers be used to create a set of rules, one of 

which can most objectively reflect the state of the environment about the presence of an anomaly. 
Therefore, the total number of possible alternative solutions is dхr1, that is, for the assembly of each rule 
ER1j (j = 1,r1), it is necessary to consider d alternative variants of the rules, to select one of which we will 
use the methods of determining the coefficients of importance (CI). We will use the rank transformation 
method (RT), since it allows using the services of several experts, tabular forms are used as input, the initial 
function is linear, and the complexity is low. 

Next, as an example, we define d=5, r1=3, then  
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jirLI and most objectively reflect the state of the system. Let 

consider the process of forming a choice for a set of alternatives using a specific example. 
Let ri logical-linguistic links and d (1) linguistic identifiers be used to create a set of rules, one of 

which can most objectively reflect the state of the environment about the presence of an anomaly. 
Therefore, the total number of possible alternative solutions is dхr1, that is, for the assembly of each rule 
ER1j (j = 1,r1), it is necessary to consider d alternative variants of the rules, to select one of which we will 
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method (RT), since it allows using the services of several experts, tabular forms are used as input, the initial 
function is linear, and the complexity is low. 
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 

1 j

kER  (k = 1,d,  j = 1,r1) for each j-th rule. 

For example, for the first rule, the set of alternative solutions will be 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
1 j

kx  і 1
k
j  for each of the possible results 11

kER  (k = 1,5): 1
11x

=(1+3+1+2)/4=1,75; 2
11x =(2+1+3+2)/4=2; 3

11x =(3+2+2+2)/4=2,25; 4
11x =(2+4+3+3)/4=3; 5

11x =(4+4+ 

3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 

the results listed in Table 1, it can be seen that the best result has 1
11ER , since 
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Similarly, we will make calculations for 1
k
jER (j=2,3): for 12

kER  - 1
12x =(2+3+1+2)/4=2, 2

12x
=(1+2+1+2)/4=1,5; 3

12x =(3+1+2+3)/4=2,25; 4
12x =(3+4+2+2)/4=2,75; 5

12x =(3+2+3+4)/4=3; для 13
kER  - 

1
13x =(2+3+2+4)/4=2,75; 2

13x =(3+2+2+1)/4 =2; 3
13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3

13ER .  

and as values 
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 

1 j

kER  (k = 1,d,  j = 1,r1) for each j-th rule. 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
1 j

kx  і 1
k
j  for each of the possible results 11

kER  (k = 1,5): 1
11x

=(1+3+1+2)/4=1,75; 2
11x =(2+1+3+2)/4=2; 3

11x =(3+2+2+2)/4=2,25; 4
11x =(2+4+3+3)/4=3; 5

11x =(4+4+ 

3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 

the results listed in Table 1, it can be seen that the best result has 1
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Similarly, we will make calculations for 1
k
jER (j=2,3): for 12
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12x =(3+1+2+3)/4=2,25; 4
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1
13x =(2+3+2+4)/4=2,75; 2

13x =(3+2+2+1)/4 =2; 3
13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3

13ER .  
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
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According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
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kx  і 1
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j  for each of the possible results 11

kER  (k = 1,5): 1
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3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 

the results listed in Table 1, it can be seen that the best result has 1
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Similarly, we will make calculations for 1
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jER (j=2,3): for 12
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13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
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j  for each of the possible results 11
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 
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kER  (k = 1,d,  j = 1,r1) for each j-th rule. 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
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kx  і 1
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j  for each of the possible results 11

kER  (k = 1,5): 1
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3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 
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12x =(2+3+1+2)/4=2, 2

12x
=(1+2+1+2)/4=1,5; 3

12x =(3+1+2+3)/4=2,25; 4
12x =(3+4+2+2)/4=2,75; 5

12x =(3+2+3+4)/4=3; для 13
kER  - 

1
13x =(2+3+2+4)/4=2,75; 2

13x =(3+2+2+1)/4 =2; 3
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Results and discussion. The calculation results (see Table 9) show that the best result for the rules 
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
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kx  і 1
k
j  for each of the possible results 11

kER  (k = 1,5): 1
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=(1+3+1+2)/4=1,75; 2
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11x =(4+4+ 

3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 
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Similarly, we will make calculations for 1
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jER (j=2,3): for 12

kER  - 1
12x =(2+3+1+2)/4=2, 2
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13x =(3+2+2+1)/4 =2; 3
13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3

13ER .  

, since 

 
1

1 1 2 3
1

, , {( ,

, , , , ,
),( , , ,

, , , ),
( , , , , ,

r

1 j Tlog
j

Nlog TSlog CPU NEF NEr

RTPr/F Tlog Nlog TSlog

CPU NEF NEr RTPr/F

Tlog Nlog TSlog CPU NEF

N

LC LC LC LC LC t П

t ВС t В t В t В t В
t ДМ t П t ВС t В
t В t ДВ t В t ДВ
t П t ВС t ДВ t В t ДВ

t

=

 = = =  
 

    

   

   

    

, )},Er RTPr/FВ t ДВ 

 

and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  
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11ER , since 
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Similarly, we will make calculations for 1
k
jER (j=2,3): for 12

kER  - 1
12x =(2+3+1+2)/4=2, 2

12x
=(1+2+1+2)/4=1,5; 3

12x =(3+1+2+3)/4=2,25; 4
12x =(3+4+2+2)/4=2,75; 5

12x =(3+2+3+4)/4=3; для 13
kER  - 

1
13x =(2+3+2+4)/4=2,75; 2

13x =(3+2+2+1)/4 =2; 3
13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3

13ER .  
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 

1 j

kER  (k = 1,d,  j = 1,r1) for each j-th rule. 

For example, for the first rule, the set of alternative solutions will be 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
1 j

kx  і 1
k
j  for each of the possible results 11

kER  (k = 1,5): 1
11x

=(1+3+1+2)/4=1,75; 2
11x =(2+1+3+2)/4=2; 3

11x =(3+2+2+2)/4=2,25; 4
11x =(2+4+3+3)/4=3; 5

11x =(4+4+ 

3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 

the results listed in Table 1, it can be seen that the best result has 1
11ER , since 

5

11 111
0,18k k

k
 

=
 = = . 

Similarly, we will make calculations for 1
k
jER (j=2,3): for 12

kER  - 1
12x =(2+3+1+2)/4=2, 2

12x
=(1+2+1+2)/4=1,5; 3

12x =(3+1+2+3)/4=2,25; 4
12x =(3+4+2+2)/4=2,75; 5

12x =(3+2+3+4)/4=3; для 13
kER  - 

1
13x =(2+3+2+4)/4=2,75; 2

13x =(3+2+2+1)/4 =2; 3
13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3

13ER .  
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 

1 j

kER  (k = 1,d,  j = 1,r1) for each j-th rule. 

For example, for the first rule, the set of alternative solutions will be 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
1 j

kx  і 1
k
j  for each of the possible results 11

kER  (k = 1,5): 1
11x

=(1+3+1+2)/4=1,75; 2
11x =(2+1+3+2)/4=2; 3

11x =(3+2+2+2)/4=2,25; 4
11x =(2+4+3+3)/4=3; 5

11x =(4+4+ 

3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 

the results listed in Table 1, it can be seen that the best result has 1
11ER , since 
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Similarly, we will make calculations for 1
k
jER (j=2,3): for 12

kER  - 1
12x =(2+3+1+2)/4=2, 2

12x
=(1+2+1+2)/4=1,5; 3

12x =(3+1+2+3)/4=2,25; 4
12x =(3+4+2+2)/4=2,75; 5

12x =(3+2+3+4)/4=3; для 13
kER  - 

1
13x =(2+3+2+4)/4=2,75; 2

13x =(3+2+2+1)/4 =2; 3
13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3

13ER .  
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 

1 j

kER  (k = 1,d,  j = 1,r1) for each j-th rule. 

For example, for the first rule, the set of alternative solutions will be 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
1 j

kx  і 1
k
j  for each of the possible results 11

kER  (k = 1,5): 1
11x

=(1+3+1+2)/4=1,75; 2
11x =(2+1+3+2)/4=2; 3

11x =(3+2+2+2)/4=2,25; 4
11x =(2+4+3+3)/4=3; 5

11x =(4+4+ 

3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 

the results listed in Table 1, it can be seen that the best result has 1
11ER , since 
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Similarly, we will make calculations for 1
k
jER (j=2,3): for 12

kER  - 1
12x =(2+3+1+2)/4=2, 2

12x
=(1+2+1+2)/4=1,5; 3

12x =(3+1+2+3)/4=2,25; 4
12x =(3+4+2+2)/4=2,75; 5

12x =(3+2+3+4)/4=3; для 13
kER  - 

1
13x =(2+3+2+4)/4=2,75; 2

13x =(3+2+2+1)/4 =2; 3
13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3

13ER .  

=(2+3+1+2)/4=2, 
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 

1 j

kER  (k = 1,d,  j = 1,r1) for each j-th rule. 

For example, for the first rule, the set of alternative solutions will be 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
1 j

kx  і 1
k
j  for each of the possible results 11

kER  (k = 1,5): 1
11x

=(1+3+1+2)/4=1,75; 2
11x =(2+1+3+2)/4=2; 3

11x =(3+2+2+2)/4=2,25; 4
11x =(2+4+3+3)/4=3; 5

11x =(4+4+ 

3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 

the results listed in Table 1, it can be seen that the best result has 1
11ER , since 
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Similarly, we will make calculations for 1
k
jER (j=2,3): for 12

kER  - 1
12x =(2+3+1+2)/4=2, 2

12x
=(1+2+1+2)/4=1,5; 3

12x =(3+1+2+3)/4=2,25; 4
12x =(3+4+2+2)/4=2,75; 5

12x =(3+2+3+4)/4=3; для 13
kER  - 

1
13x =(2+3+2+4)/4=2,75; 2

13x =(3+2+2+1)/4 =2; 3
13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3

13ER .  

=(1+2+1+2)/4=1,5; 
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 

1 j

kER  (k = 1,d,  j = 1,r1) for each j-th rule. 

For example, for the first rule, the set of alternative solutions will be 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
1 j

kx  і 1
k
j  for each of the possible results 11

kER  (k = 1,5): 1
11x

=(1+3+1+2)/4=1,75; 2
11x =(2+1+3+2)/4=2; 3

11x =(3+2+2+2)/4=2,25; 4
11x =(2+4+3+3)/4=3; 5

11x =(4+4+ 

3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 

the results listed in Table 1, it can be seen that the best result has 1
11ER , since 
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Similarly, we will make calculations for 1
k
jER (j=2,3): for 12

kER  - 1
12x =(2+3+1+2)/4=2, 2

12x
=(1+2+1+2)/4=1,5; 3

12x =(3+1+2+3)/4=2,25; 4
12x =(3+4+2+2)/4=2,75; 5

12x =(3+2+3+4)/4=3; для 13
kER  - 

1
13x =(2+3+2+4)/4=2,75; 2

13x =(3+2+2+1)/4 =2; 3
13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3

13ER .  

=(3+1+2+3)/4=2,25; 
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 

1 j

kER  (k = 1,d,  j = 1,r1) for each j-th rule. 

For example, for the first rule, the set of alternative solutions will be 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
1 j

kx  і 1
k
j  for each of the possible results 11

kER  (k = 1,5): 1
11x

=(1+3+1+2)/4=1,75; 2
11x =(2+1+3+2)/4=2; 3

11x =(3+2+2+2)/4=2,25; 4
11x =(2+4+3+3)/4=3; 5

11x =(4+4+ 

3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 

the results listed in Table 1, it can be seen that the best result has 1
11ER , since 
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Similarly, we will make calculations for 1
k
jER (j=2,3): for 12

kER  - 1
12x =(2+3+1+2)/4=2, 2

12x
=(1+2+1+2)/4=1,5; 3

12x =(3+1+2+3)/4=2,25; 4
12x =(3+4+2+2)/4=2,75; 5

12x =(3+2+3+4)/4=3; для 13
kER  - 

1
13x =(2+3+2+4)/4=2,75; 2

13x =(3+2+2+1)/4 =2; 3
13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3

13ER .  
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 

1 j

kER  (k = 1,d,  j = 1,r1) for each j-th rule. 

For example, for the first rule, the set of alternative solutions will be 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
1 j

kx  і 1
k
j  for each of the possible results 11

kER  (k = 1,5): 1
11x

=(1+3+1+2)/4=1,75; 2
11x =(2+1+3+2)/4=2; 3

11x =(3+2+2+2)/4=2,25; 4
11x =(2+4+3+3)/4=3; 5

11x =(4+4+ 

3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 

the results listed in Table 1, it can be seen that the best result has 1
11ER , since 
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Similarly, we will make calculations for 1
k
jER (j=2,3): for 12

kER  - 1
12x =(2+3+1+2)/4=2, 2

12x
=(1+2+1+2)/4=1,5; 3

12x =(3+1+2+3)/4=2,25; 4
12x =(3+4+2+2)/4=2,75; 5

12x =(3+2+3+4)/4=3; для 13
kER  - 

1
13x =(2+3+2+4)/4=2,75; 2

13x =(3+2+2+1)/4 =2; 3
13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3

13ER .  
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 
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kER  (k = 1,d,  j = 1,r1) for each j-th rule. 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
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kx  і 1
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j  for each of the possible results 11

kER  (k = 1,5): 1
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=(1+3+1+2)/4=1,75; 2
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11x =(3+2+2+2)/4=2,25; 4
11x =(2+4+3+3)/4=3; 5
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1
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13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x
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Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 

1 j

kER  (k = 1,d,  j = 1,r1) for each j-th rule. 

For example, for the first rule, the set of alternative solutions will be 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
1 j

kx  і 1
k
j  for each of the possible results 11

kER  (k = 1,5): 1
11x

=(1+3+1+2)/4=1,75; 2
11x =(2+1+3+2)/4=2; 3

11x =(3+2+2+2)/4=2,25; 4
11x =(2+4+3+3)/4=3; 5

11x =(4+4+ 

3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 

the results listed in Table 1, it can be seen that the best result has 1
11ER , since 
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Similarly, we will make calculations for 1
k
jER (j=2,3): for 12

kER  - 1
12x =(2+3+1+2)/4=2, 2

12x
=(1+2+1+2)/4=1,5; 3

12x =(3+1+2+3)/4=2,25; 4
12x =(3+4+2+2)/4=2,75; 5

12x =(3+2+3+4)/4=3; для 13
kER  - 

1
13x =(2+3+2+4)/4=2,75; 2

13x =(3+2+2+1)/4 =2; 3
13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3

13ER .  
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 

1 j

kER  (k = 1,d,  j = 1,r1) for each j-th rule. 

For example, for the first rule, the set of alternative solutions will be 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
1 j

kx  і 1
k
j  for each of the possible results 11

kER  (k = 1,5): 1
11x

=(1+3+1+2)/4=1,75; 2
11x =(2+1+3+2)/4=2; 3

11x =(3+2+2+2)/4=2,25; 4
11x =(2+4+3+3)/4=3; 5

11x =(4+4+ 

3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 

the results listed in Table 1, it can be seen that the best result has 1
11ER , since 
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Similarly, we will make calculations for 1
k
jER (j=2,3): for 12

kER  - 1
12x =(2+3+1+2)/4=2, 2

12x
=(1+2+1+2)/4=1,5; 3

12x =(3+1+2+3)/4=2,25; 4
12x =(3+4+2+2)/4=2,75; 5

12x =(3+2+3+4)/4=3; для 13
kER  - 

1
13x =(2+3+2+4)/4=2,75; 2

13x =(3+2+2+1)/4 =2; 3
13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3

13ER .  
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 

1 j

kER  (k = 1,d,  j = 1,r1) for each j-th rule. 

For example, for the first rule, the set of alternative solutions will be 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
1 j

kx  і 1
k
j  for each of the possible results 11

kER  (k = 1,5): 1
11x

=(1+3+1+2)/4=1,75; 2
11x =(2+1+3+2)/4=2; 3

11x =(3+2+2+2)/4=2,25; 4
11x =(2+4+3+3)/4=3; 5

11x =(4+4+ 

3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 

the results listed in Table 1, it can be seen that the best result has 1
11ER , since 
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Similarly, we will make calculations for 1
k
jER (j=2,3): for 12

kER  - 1
12x =(2+3+1+2)/4=2, 2

12x
=(1+2+1+2)/4=1,5; 3

12x =(3+1+2+3)/4=2,25; 4
12x =(3+4+2+2)/4=2,75; 5

12x =(3+2+3+4)/4=3; для 13
kER  - 

1
13x =(2+3+2+4)/4=2,75; 2

13x =(3+2+2+1)/4 =2; 3
13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3

13ER .  
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 

1 j

kER  (k = 1,d,  j = 1,r1) for each j-th rule. 

For example, for the first rule, the set of alternative solutions will be 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
1 j

kx  і 1
k
j  for each of the possible results 11

kER  (k = 1,5): 1
11x

=(1+3+1+2)/4=1,75; 2
11x =(2+1+3+2)/4=2; 3

11x =(3+2+2+2)/4=2,25; 4
11x =(2+4+3+3)/4=3; 5

11x =(4+4+ 

3+4)/4=3,75. The CI value is defined as 1 1 /k k
j jx N = , where N - sum of all ranks (N=10). According to 

the results listed in Table 1, it can be seen that the best result has 1
11ER , since 
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Similarly, we will make calculations for 1
k
jER (j=2,3): for 12

kER  - 1
12x =(2+3+1+2)/4=2, 2

12x
=(1+2+1+2)/4=1,5; 3

12x =(3+1+2+3)/4=2,25; 4
12x =(3+4+2+2)/4=2,75; 5

12x =(3+2+3+4)/4=3; для 13
kER  - 

1
13x =(2+3+2+4)/4=2,75; 2

13x =(3+2+2+1)/4 =2; 3
13x =(2+3+1+1)/4=1,75; 4

13x =(3+4+3+4)/4= 3,5; 5
13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3

13ER .  
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 

1 j

kER  (k = 1,d,  j = 1,r1) for each j-th rule. 

For example, for the first rule, the set of alternative solutions will be 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
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j  for each of the possible results 11
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13x

=(4+3+2 +4)/4=3,25. 
Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
12ER , 3
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
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and as values 1kLI (k = 1,..,5) use the data from the formula (9). Thus, for each 1 jLC (j = 1,..,3) there are 
possible d=5 finals of detection of anomalies associated with specific values of linguistic identifiers in (9). 
The most objective result will be determined using the method of average ranks (AR) (Gornitska et all,  
2012). 

According to this method, as an example, we will use the judgments of 4 experts on d=5 of possible 
results 

1 j

kER  (k = 1,d,  j = 1,r1) for each j-th rule. 

For example, for the first rule, the set of alternative solutions will be 

 1

11

2 3 4 5
11 11 11 11 11

1
, , , ,

{( , , , , ,
, ) ,( , ,
, , , , )
,( , , ,

d
k

k

Tlog Nlog TSlog CPU NEF

NEr RTPr/F Tlog Nlog

TSlog CPU NEF NEr RTPr/F

Tlog Nlog TSlog CPU

ER ER ER ER ER ER

t П t ВС t В t В t В
t В t ДМ Н t П t ВС
t В t В t В t В t ДМ

БНВ t П t ВС t В t

=
= =

    

  →  

    

→     ,
, , ) ,( ,

, , , , ,
) ,( , , ,

, , , ) }.

NEF NEr RTPr/F Tlog

Nlog TSlog CPU NEF NEr

RTPr/F Tlog Nlog TSlog

CPU NEF NEr RTPr/F

В
t В t В t ДМ БВН t П
t ВС t В t В t В t В
t ДМ В t П t ВС t В
t В t В t В t ДМ К

   → 

    

 →   

    →

 

Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  

let's calculate the values 
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Similarly, we will make calculations for 1
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13x =(2+3+1+1)/4=1,75; 4
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Results and discussion. The calculation results (see Table 9) show that the best result for the rules 

12ER , 13ER , have corresponding alternatives 2
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The obtained data can be used as specific values in the construction of 

real rules in practical SEDA (Niu, et all,  2017- Ma, et all,  2019).
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
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Further, on the basis of RT, we determine the CI, which are reflected by the parameter  . Its 
minimum value indicates a greater advantage of the alternative, that is, its CI is higher. Fo the rule 11ER  
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1 2 3 4

ER1
11

1

1 1 3 1 2 1,75 0,18
ER2

11 2 2 1 3 2 2 0,2

ER3
11 3 3 2 2 2 2,25 0,23

ER4
11 4 2 4 3 3 3 0,3

ER5
11 5 4 4 3 4 3,75 0,38

ER1
12

2

1 2 3 1 2 2 0,2
ER2

12 2 1 2 1 2 1,5 0,15
ER3

12 3 3 1 2 3 2,25 0,23
ER4

12 4 3 4 2 2 2,75 0,28
ER5

12 5 3 2 3 4 3 0,3
ER1

13

3

1 2 3 2 4 2,75 0,28
ER2

13 2 3 2 2 1 2 0,2

ER3
13 3 2 3 1 1 1,75 0,18

ER4
13 4 3 4 3 4 3,5 0,35

ER5
13 5 4 3 2 4 3,25 0,33

Thus the rule 

The obtained data can be used as specific values in the construction of real rules in practical SEDA (Niu, 
et all,  2017- Ma, et all,  2019). 
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ER511 5 4 4 3 4 3,75 0,38 
ER112 

2 

1 2 3 1 2 2 0,2 
ER212 2 1 2 1 2 1,5 0,15 
ER312 3 3 1 2 3 2,25 0,23 
ER412 4 3 4 2 2 2,75 0,28 
ER512 5 3 2 3 4 3 0,3 
ER113 

3 

1 2 3 2 4 2,75 0,28 
ER213 2 3 2 2 1 2 0,2 
ER313 3 2 3 1 1 1,75 0,18 
ER413 4 3 4 3 4 3,5 0,35 
ER513 5 4 3 2 4 3,25 0,33 

 
Thus the rule 11ER  will take the form: 

( , , , , , , ) ,11 Tlog Nlog TSlog CPU NEF NEr RTPr/FER t П t ВС t В t В t В t В t ДМ Н=        →  

which can be verbally interpreted as follows: " If the current values of , , , , , ,Tlog Nlog TSlog CPU NEF NEr RTPr/Ft t t t t t t  

are closest to the values , , , , , ,П ВС В В В В ДМ  respectively, included in 

, , , , , ,Tlog Nlog TSlog CPU NEF NEr RTPr/FT T T T T T T , then the level of anomalous state generated by the attack 
of the intruder (in this case, a disinformer, cracker or hacker) will be LOW ". 

Based on fuzzy parameters, we will form a set of DR 1ER  to identify such categories of the 
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ER122 П В В В ОБ В М БНВ 
ER123 П В В В ОБ В В БНВ 
ER124 П В В В ОБ В ОБ БВН 
ER125 П В ОБ В В В ОМ БВН 

   Table 10
Rule tTlog tNlog tTSlog tCPU tNEF tNer tRTPr/F Result
ER11 П ВС В В В В ОМ Н
ER12 П ВС В В В В М Н
ER13 П ВС В В В В В Н
ER14 П ВС В В В В ОБ Н
ER15 П ВС В В ОБ В ОМ БНВ
ER16 П ВС В В ОБ В М Н
ER17 П ВС В В ОБ В В Н
ER18 П ВС В В ОБ В ОБ БНВ
ER19 П ВС ОБ В В В ОМ БНВ
ER110 П ВС ОБ В В В М БНВ
ER111 П ВС ОБ В В В В БНВ
ER112 П ВС ОБ В В В ОБ БНВ
ER113 П ВС ОБ В ОБ В ОМ БВН
ER114 П ВС ОБ В ОБ В М БНВ
ER115 П ВС ОБ В ОБ В В БНВ
ER116 П ВС ОБ В ОБ В ОБ БВН
ER117 П В В В В В ОМ БНВ
ER118 П В В В В В М БНВ
ER119 П В В В В В В БНВ
ER120 П В В В В В ОБ БНВ
ER121 П В В В ОБ В ОМ БВН
ER122 П В В В ОБ В М БНВ
ER123 П В В В ОБ В В БНВ
ER124 П В В В ОБ В ОБ БВН
ER125 П В ОБ В В В ОМ БВН
ER126 П В ОБ В В В М БНВ
ER127 П В ОБ В В В В БНВ
ER128 П В ОБ В В В ОБ БВН
ER129 П В ОБ В ОБ В ОМ В
ER130 П В ОБ В ОБ В М БВН
ER131 П В ОБ В ОБ В В БВН
ER132 П В ОБ В ОБ В ОБ В
ER133 Н ВС В В В В ОМ БНВ
ER134 Н ВС В В В В М Н
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ER135 Н ВС В В В В В Н
ER136 Н ВС В В В В ОБ БНВ
ER137 Н ВС В В ОБ В ОМ БВН
ER138 Н ВС В В ОБ В М БНВ
ER139 Н ВС В В ОБ В В БНВ
ER140 Н ВС В В ОБ В ОБ БВН
ER141 Н ВС ОБ В В В ОМ БВН
ER142 Н ВС ОБ В В В М БВН
ER143 Н ВС ОБ В В В В БВН
ER144 Н ВС ОБ В В В ОБ БВН
ER145 Н ВС ОБ В ОБ В ОМ В
ER146 Н ВС ОБ В ОБ В М БВН
ER147 Н ВС ОБ В ОБ В В БВН
ER148 Н ВС ОБ В ОБ В ОБ В
ER149 Н В В В В В ОМ БВН
ER150 Н В В В В В М БВН
ER151 Н В В В В В В БВН
ER152 Н В В В В В ОБ БВН
ER153 Н В В В ОБ В ОМ В
ER154 Н В В В ОБ В М БВН
ER155 Н В В В ОБ В В БВН
ER156 Н В В В ОБ В ОБ В
ER157 Н В ОБ В В В ОМ В
ER158 Н В ОБ В В В М БВН
ER159 Н В ОБ В В В В БВН
ER160 Н В ОБ В В В ОБ В
ER161 Н В ОБ В ОБ В ОМ К
ER162 Н В ОБ В ОБ В М В
ER163 Н В ОБ В ОБ В В В
ER164 Н В ОБ В ОБ В ОБ К

Based on fuzzy parameters, we will form sets of DRs to identify a 
spammer:

ER126 П В ОБ В В В М БНВ 
ER127 П В ОБ В В В В БНВ 
ER128 П В ОБ В В В ОБ БВН 
ER129 П В ОБ В ОБ В ОМ В 
ER130 П В ОБ В ОБ В М БВН 
ER131 П В ОБ В ОБ В В БВН 
ER132 П В ОБ В ОБ В ОБ В 
ER133 Н ВС В В В В ОМ БНВ 
ER134 Н ВС В В В В М Н 
ER135 Н ВС В В В В В Н 
ER136 Н ВС В В В В ОБ БНВ 
ER137 Н ВС В В ОБ В ОМ БВН 
ER138 Н ВС В В ОБ В М БНВ 
ER139 Н ВС В В ОБ В В БНВ 
ER140 Н ВС В В ОБ В ОБ БВН 
ER141 Н ВС ОБ В В В ОМ БВН 
ER142 Н ВС ОБ В В В М БВН 
ER143 Н ВС ОБ В В В В БВН 
ER144 Н ВС ОБ В В В ОБ БВН 
ER145 Н ВС ОБ В ОБ В ОМ В 
ER146 Н ВС ОБ В ОБ В М БВН 
ER147 Н ВС ОБ В ОБ В В БВН 
ER148 Н ВС ОБ В ОБ В ОБ В 
ER149 Н В В В В В ОМ БВН 
ER150 Н В В В В В М БВН 
ER151 Н В В В В В В БВН 
ER152 Н В В В В В ОБ БВН 
ER153 Н В В В ОБ В ОМ В 
ER154 Н В В В ОБ В М БВН 
ER155 Н В В В ОБ В В БВН 
ER156 Н В В В ОБ В ОБ В 
ER157 Н В ОБ В В В ОМ В 
ER158 Н В ОБ В В В М БВН 
ER159 Н В ОБ В В В В БВН 
ER160 Н В ОБ В В В ОБ В 
ER161 Н В ОБ В ОБ В ОМ К 
ER162 Н В ОБ В ОБ В М В 
ER163 Н В ОБ В ОБ В В В 
ER164 Н В ОБ В ОБ В ОБ К 

 
Based on fuzzy parameters, we will form sets of DRs to identify a spammer: 
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) , ( ,
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( , , ,

) , ( , ,
, ) }

2 21 I CPU NEr

RTPr/F 22 I

CPU NEr RTPr/F

23 I CPU NEr RTPr/F

24 I CPU

NEr RTPr/F

ER ER t C t В t В
t ДМ БНВ ER t C
t В t В t М Н
ER t В t В t В t
ДМ В ER t В t В
t В t М БВН

= =   

 → = 

   →

=    

→ =  

  →

 

and 3ER  to detect and identify spam bots: 

{ ( , , ,
) , ( , ,

, ) }.

3 31 I CPU NEr

RTPr/F 32 I CPU

NEr RTPr/F

ER ER t В t В t В
t ДМ В ER t В t В
t В t М БВН

= =   

 → =  
  →

 

 
Based on fuzzy parameters, we will form a set of DRs for detecting and identifying a cracker bot and present it in the 

form of a table 11: 

Set of rules 4ER      Table 11 
Rule tTlog tNlog  tTSlog  tI tCPU tNEF tNer tRTPr/F Result 
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Based on fuzzy parameters, we will form a set of DRs for detecting and identifying a cracker bot and present it in the 

form of a table 11: 
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     Table 11
Rule tTlog tNlog tTSlog tI tCPU tNEF tNer tRTPr/F Result
ER11 П ВС В В В В В ОМ Н
ER12 П ВС В В В В В М Н
ER13 П ВС В В В В В В Н
ER14 П ВС В В В В В ОБ Н
ER15 П ВС В В В ОБ В ОМ БНВ
ER16 П ВС В В В ОБ В М Н

ER17 П ВС В В В ОБ В В Н
ER18 П ВС В В В ОБ В ОБ БНВ
ER19 П ВС ОБ В В В В ОМ БНВ
ER110 П ВС ОБ В В В В М БНВ
ER111 П ВС ОБ В В В В В БНВ
ER112 П ВС ОБ В В В В ОБ БНВ
ER113 П ВС ОБ В В ОБ В ОМ БВН
ER114 П ВС ОБ В В ОБ В М БНВ
ER115 П ВС ОБ В В ОБ В В БНВ
ER116 П ВС ОБ В В ОБ В ОБ БВН
ER117 П В В В В В В ОМ БНВ
ER118 П В В В В В В М БНВ
ER119 П В В В В В В В БНВ
ER120 П В В В В В В ОБ БНВ
ER121 П В В В В ОБ В ОМ БВН
ER122 П В В В В ОБ В М БНВ
ER123 П В В В В ОБ В В БНВ
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ER124 П В В В В ОБ В ОБ БВН
ER125 П В ОБ В В В В ОМ БВН
ER126 П В ОБ В В В В М БНВ
ER127 П В ОБ В В В В В БНВ
ER128 П В ОБ В В В В ОБ БВН
ER129 П В ОБ В В ОБ В ОМ В
ER130 П В ОБ В В ОБ В М БВН
ER131 П В ОБ В В ОБ В В БВН
ER132 П В ОБ В В ОБ В ОБ В
ER133 Н ВС В В В В В ОМ БНВ
ER134 Н ВС В В В В В М Н
ER135 Н ВС В В В В В В Н
ER136 Н ВС В В В В В ОБ БНВ
ER137 Н ВС В В В ОБ В ОМ БВН
ER138 Н ВС В В В ОБ В М БНВ
ER139 Н ВС В В В ОБ В В БНВ
ER140 Н ВС В В В ОБ В ОБ БВН
ER141 Н ВС ОБ В В В В ОМ БВН
ER142 Н ВС ОБ В В В В М БВН
ER143 Н ВС ОБ В В В В В БВН
ER144 Н ВС ОБ В В В В ОБ БВН
ER145 Н ВС ОБ В В ОБ В ОМ В
ER146 Н ВС ОБ В В ОБ В М БВН
ER147 Н ВС ОБ В В ОБ В В БВН
ER148 Н ВС ОБ В В ОБ В ОБ В
ER149 Н В В В В В В ОМ БВН
ER150 Н В В В В В В М БВН
ER151 Н В В В В В В В БВН
ER152 Н В В В В В В ОБ БВН
ER153 Н В В В В ОБ В ОМ В
ER154 Н В В В В ОБ В М БВН
ER155 Н В В В В ОБ В В БВН
ER156 Н В В В В ОБ В ОБ В
ER157 Н В ОБ В В В В ОМ В
ER158 Н В ОБ В В В В М БВН
ER159 Н В ОБ В В В В В БВН
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ER160 Н В ОБ В В В В ОБ В
ER161 Н В ОБ В В ОБ В ОМ К
ER162 Н В ОБ В В ОБ В М В
ER163 Н В ОБ В В ОБ В В В
ER164 Н В ОБ В В ОБ В ОБ К

At the second stage, after applying the DR, created on the basis of fuzzy 
parameters, the rules developed on the basis of clear parameters should be 
applied to verify the decision made and to carry out the final categorization 
of the intruder’s personality. So they will look as follows:

At the second stage, after applying the DR, created on the basis of fuzzy parameters, the rules 
developed on the basis of clear parameters should be applied to verify the decision made and to carry out 
the final categorization of the intruder's personality. So they will look as follows: 

{
}

D UID 1,AtEF PHP or Java-script,
UPr 1,TrFin 1,ModF 1,TrFout 0,KS 1
= = =
= = = = =

 - for a disinformer,  

{
}

S UID 0,AtEF PHP,UPr 1,TrFin 1,
ModF 0,TrFout 0,KS 1
= = = = =

= = =
 - for a spammer, 

{
}

C UID 1,AtEF .exe, .com,UPr 1,
TrFin 1,ModF 1,TrFout 1,KS 1
= = = =

= = = =
 - for a cracker, 

{
}

H UID 1,AtEF script,UPr 1,
TrFin 0,ModF 1,TrFout 1,KS 1

= = = =
= = = =

 - for a hacker, 

{
}

SB UID 0,AtEF PHP,UPr 1,
TrFin 1,ModF 0,TrFout 0,KS 0

= = = =
= = = =

 - for a spam bot and  

{
}

B UID 0,AtEF script,UPr 1,
TrFin 0,ModF 1,TrFout 1,KS 0
= = = =

= = = =
 - for a hacker bot. 

The obtained rules are used to develop PWIS based on expert methods and based on fuzzy logic (Khosravi 
et all, 2020). 
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developed on the basis of clear parameters should be applied to verify the decision made and to carry out 
the final categorization of the intruder's personality. So they will look as follows: 

{
}

D UID 1,AtEF PHP or Java-script,
UPr 1,TrFin 1,ModF 1,TrFout 0,KS 1
= = =
= = = = =

 - for a disinformer,  

{
}

S UID 0,AtEF PHP,UPr 1,TrFin 1,
ModF 0,TrFout 0,KS 1
= = = = =

= = =
 - for a spammer, 

{
}

C UID 1,AtEF .exe, .com,UPr 1,
TrFin 1,ModF 1,TrFout 1,KS 1
= = = =

= = = =
 - for a cracker, 

{
}

H UID 1,AtEF script,UPr 1,
TrFin 0,ModF 1,TrFout 1,KS 1

= = = =
= = = =

 - for a hacker, 

{
}

SB UID 0,AtEF PHP,UPr 1,
TrFin 1,ModF 0,TrFout 0,KS 0

= = = =
= = = =

 - for a spam bot and  

{
}

B UID 0,AtEF script,UPr 1,
TrFin 0,ModF 1,TrFout 1,KS 0
= = = =

= = = =
 - for a hacker bot. 

The obtained rules are used to develop PWIS based on expert methods and based on fuzzy logic (Khosravi 
et all, 2020). 

 

- for a cracker,

At the second stage, after applying the DR, created on the basis of fuzzy parameters, the rules 
developed on the basis of clear parameters should be applied to verify the decision made and to carry out 
the final categorization of the intruder's personality. So they will look as follows: 

{
}

D UID 1,AtEF PHP or Java-script,
UPr 1,TrFin 1,ModF 1,TrFout 0,KS 1
= = =
= = = = =

 - for a disinformer,  

{
}

S UID 0,AtEF PHP,UPr 1,TrFin 1,
ModF 0,TrFout 0,KS 1
= = = = =

= = =
 - for a spammer, 

{
}

C UID 1,AtEF .exe, .com,UPr 1,
TrFin 1,ModF 1,TrFout 1,KS 1
= = = =

= = = =
 - for a cracker, 

{
}

H UID 1,AtEF script,UPr 1,
TrFin 0,ModF 1,TrFout 1,KS 1

= = = =
= = = =

 - for a hacker, 

{
}

SB UID 0,AtEF PHP,UPr 1,
TrFin 1,ModF 0,TrFout 0,KS 0

= = = =
= = = =

 - for a spam bot and  

{
}

B UID 0,AtEF script,UPr 1,
TrFin 0,ModF 1,TrFout 1,KS 0
= = = =

= = = =
 - for a hacker bot. 

The obtained rules are used to develop PWIS based on expert methods and based on fuzzy logic (Khosravi 
et all, 2020). 

 

 - for a hacker,

At the second stage, after applying the DR, created on the basis of fuzzy parameters, the rules 
developed on the basis of clear parameters should be applied to verify the decision made and to carry out 
the final categorization of the intruder's personality. So they will look as follows: 

{
}

D UID 1,AtEF PHP or Java-script,
UPr 1,TrFin 1,ModF 1,TrFout 0,KS 1
= = =
= = = = =

 - for a disinformer,  

{
}

S UID 0,AtEF PHP,UPr 1,TrFin 1,
ModF 0,TrFout 0,KS 1
= = = = =

= = =
 - for a spammer, 

{
}

C UID 1,AtEF .exe, .com,UPr 1,
TrFin 1,ModF 1,TrFout 1,KS 1
= = = =

= = = =
 - for a cracker, 

{
}

H UID 1,AtEF script,UPr 1,
TrFin 0,ModF 1,TrFout 1,KS 1

= = = =
= = = =

 - for a hacker, 

{
}

SB UID 0,AtEF PHP,UPr 1,
TrFin 1,ModF 0,TrFout 0,KS 0

= = = =
= = = =

 - for a spam bot and  

{
}

B UID 0,AtEF script,UPr 1,
TrFin 0,ModF 1,TrFout 1,KS 0
= = = =

= = = =
 - for a hacker bot. 

The obtained rules are used to develop PWIS based on expert methods and based on fuzzy logic (Khosravi 
et all, 2020). 

 

 - for a spam bot and 

At the second stage, after applying the DR, created on the basis of fuzzy parameters, the rules 
developed on the basis of clear parameters should be applied to verify the decision made and to carry out 
the final categorization of the intruder's personality. So they will look as follows: 

{
}

D UID 1,AtEF PHP or Java-script,
UPr 1,TrFin 1,ModF 1,TrFout 0,KS 1
= = =
= = = = =

 - for a disinformer,  

{
}

S UID 0,AtEF PHP,UPr 1,TrFin 1,
ModF 0,TrFout 0,KS 1
= = = = =

= = =
 - for a spammer, 

{
}

C UID 1,AtEF .exe, .com,UPr 1,
TrFin 1,ModF 1,TrFout 1,KS 1
= = = =

= = = =
 - for a cracker, 

{
}

H UID 1,AtEF script,UPr 1,
TrFin 0,ModF 1,TrFout 1,KS 1

= = = =
= = = =

 - for a hacker, 

{
}

SB UID 0,AtEF PHP,UPr 1,
TrFin 1,ModF 0,TrFout 0,KS 0

= = = =
= = = =

 - for a spam bot and  

{
}

B UID 0,AtEF script,UPr 1,
TrFin 0,ModF 1,TrFout 1,KS 0
= = = =

= = = =
 - for a hacker bot. 

The obtained rules are used to develop PWIS based on expert methods and based on fuzzy logic (Khosravi 
et all, 2020). 

 

 - for a hacker bot.
The obtained rules are used to develop PWIS based on expert methods 

and based on fuzzy logic (Khosravi et all, 2020).
Conclusions. Intruder identification in the cyberspace is not simple 

research task because cyberspace is complex and non-formalised space as 
well as security side faces with conditions of uncertainty. But there are some 
parameters in the cyberspace that can be monitored and analised. Intruder 
influences on these and the assessment process can explain the character 
of intruder action as well as his attack strategy. In their previous works, 
the authors described the parameters by which the intruder is identified – 
these are host and network parameters. Since the process of detecting and 
identifying an intruder takes place under conditions of uncertainty, and a 
number of certain parameters of systems for early detection of attacks are 
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fuzzy, the functioning of such a system should be based on fuzzy logic. This 
theory has chosen as the basis of research study.

In the work, based on the proposed parameters, using the MLTS, 
there were introduced LVs and were created models of the standards of 
parameters Tlog, Nlog, TSlog, I, CPU, Muse, NEF, NEr, RTPr/F. Also, for 
each LV, the FV were calculated and the graphs of their terms were plotted. 
Formed standards necessary for the formation of logical rules to ensure the 
functioning of the SEDA. The results obtained will be further used to create 
an IDS system based on honeypot technology (other technologies also can 
be used for attacks detection).

In addition, the proposed DR model using fuzzy logic for the first group of 
rules and conventional logic for the second group makes it possible to display 
the anomalous state by using the set “influence of the intruder-parameter”, 
“influence of the intruder-set of logical-linguistic connections” and the 
universal model of parameter standards in IS, generated by the influence of 
an intruder of information security of a certain type. Based on this model, 
there were developed examples of rules to detect and identify the activities 
of a disinformer, spammer, cracker, hacker, spam bot and hacker bot, which 
can be used to improve existing or develop a new system for early detection 
of APT-attacks directed on the critical information infrastructure of the state 
or other important objects.
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