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CYBERSECURITY OF INFORMATION RELATIONS IN THE 
FIELD OF INFORMATION INFRASTRUCTURE 

OF A GLOBAL SOCIETY

Abstract. The article deals with cybersecurity issues in the field of 
information relations, with an analysis of the legislation of the countries of 
the European Union (EU), Japan and the states of the Eurasian Economic 
Union (EAEU). Information relations in the world are becoming one of 
the important components of the interaction of various subjects of law, 
where, in the practical implementation of relationships, legal issues arise 
in the field of data security. The information environment, expressed in the 
form of the Internet space, is a key factor that is based on the information 
infrastructure. The rapid development of information infrastructure gives 
impetus to the process of the emergence of new legal norms, institutions, 
branches in the field of law, which makes it possible to ensure legal 
regulation of cybersecurity both at the national and international levels, 
taking into account the legislation of certain countries included in the 
integration associations.

The purpose of the work is to analyze and formulate proposals for the 
further development of new directions in the field of cybersecurity based 
on the development of a common information infrastructure based on the 
development of legal, economic relations aimed at ensuring data security.

Cybersecurity, as an area of   information technology protection, is 
intended to regulate information and communication technologies in the 
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масын ескере отырып, ұлттық және халықаралық деңгейлерде кибер-
қауіпсіздікті құқықтық реттеуді қамтамасыз етуге мүмкіндік береді.

Жұмыстың мақсаты – деректер қауіпсіздігін қамтамасыз етуге 
бағытталған құқықтық, экономикалық қатынастарды дамыту негі-
зінде, жалпы ақпараттық инфрақұрылымды дамыту негізінде кибер-
қауіпсіздік саласындағы жаңа бағыттарды одан әрі дамыту бойынша 
ұсыныстарды талдау және тұжырымдау. Киберқауіпсіздік, Ақпараттық 
технологияларды қорғау саласы ретінде, ғаламдық желіні және оны 
пайдаланушылардың қауіпсіздігі мен ақпараттық-коммуникациялық 
технологияларды реттеуге арналған; бұл сала өзекті болып, жалғасып 
жатқан жаһанданудың шоғырланған көрінісіне айналады.

Ақпараттық қатынастарды дамыту жөніндегі зерттеулер құқықтық 
және экономикалық ақпарат алмасу үшін ортақ құрылым құратын 
ақпараттық заңнаманы, оның ішінде ЕАЭО-ға мүше мемлекеттерді 
қалыптастыруға ықпал етеді. Цифрлық процестердің қауіпсіздігін 
халықаралық бақылау тетігін құру ақпараттық-коммуникациялық 
техно логияларды, интернет желілерін дамытудың, жаһандық инфра-
құрылымды құруда мемлекеттер мен бірқатар елдердің интеграциялық 
өзара іс-қимылын қамтамасыз етудің басым бағыты болып отыр.

Түйін сөздер: киберқауіпсіздік, ақпараттық қатынастар, ақпарат-
тық кеңістік, ақпараттық инфрақұрылым, ЕО, ЕАЭО, стратегия, 
тұжы рымдама, заңнама, экономика.
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КИБЕРБЕЗОПАСНОСТЬ ИНФОРМАЦИОННЫХ 
ОТНОШЕНИЙ В СФЕРЕ ИНФОРМАЦИОННОЙ 

ИНФРАСТРУКТУРЫ ГЛОБАЛЬНОГО ОБЩЕСТВА

Аннотация. В статье рассматриваются вопросы кибербезопасности 
в области информационных отношений, с проведением анализа зако-
нодательства стран Европейского союза (ЕС), Японии и государств 
Евразийского экономического союза (ЕАЭС). Информационные 
отно шения в мире становятся одним из важных компонентов 
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взаимодействия различных субъектов права, где при практической 
реа лизации взаимоотношений возникают правовые моменты в области 
обеспечения безопасности данных. Информационная среда, выра-
женная в виде интернет-пространств является ключевым фактором, 
который основан на информационной инфраструктуре. Быстрое 
развитие информационной инфраструктуры дает толчок процессу 
появление новых правовых норм, институтов, отраслей в области 
права, что дает возможность обеспечить правовое регулирование 
кибербезопасности, как на национальном, так и на международном 
уровнях, с учетом законодательства тех или иных стран входящих в 
интеграционные объединения.

Цель работы - на основе развития правовых, экономических отно-
шений направленных на обеспечения безопасности данных дать 
анализ и сформировать предложения для дальнейшего развития новых 
направлений в области кибербезопасности, основанных на развитии 
общей информационной инфраструктуры.

Кибербезопасность, как область защиты информационных техно-
логий предназначена для регулирования информационных и комму-
никационных технологий в области защиты и безопасности глобальной 
сети и ее пользователей, это направление приобретает актуальность 
и становится концентрированным отражением происходящей глоба-
лизации.

Исследование по развитию информационных отношений способ-
ствует формированию информационного законодательства, в том 
числе стран-участниц ЕАЭС, которые создают общую структуру 
обмена правовой и экономической информации. Установления меха -
низма международного контроля за безопасностью цифровых про-
цессов,  становится приоритетным направлением развития инфор ма-
ционно-коммуникационных технологий, интернет сетей, обес печивая 
интеграционное взаимодействие государств и ряда стран в вопросах 
построения глобальной инфраструктуры.

Ключевые слова: Кибербезопасность, информационные отно ше-
ния, информационное пространство, информационная инфра струк-
тура, ЕС, ЕАЭС, стратегия, концепция, законодательство, экономика.

Introduction. The development of the information sphere requires the 
solution of general issues of information security, since the development of 
the Internet based on technologies of open standards of networks has turned 
into a developed international commercial infrastructure with extensive 
information exchange. The basic technology of the Internet structure is 
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becoming the main factor in the dissemination of information in the global 
information space. Cyberspace involves more and more new users and 
new network management capabilities, including the use of the “Internet 
of Things” systems, that is, the involvement of technically managed 
objects. Since the Internet web servers contain a variety of information and 
distribute information resources for the documents sought, the protection 
of content resources from malicious software becomes the main direction 
of the fight against cybercrime and ensures the cybersecurity of information 
relations in information storage and exchange systems.

The development of integration processes in the field of digital 
transformation of the EAEU member states sets certain tasks in the fight 
against cybercrime, threats in the information infrastructure are currently 
becoming relevant for the national and economic security of states. The 
overall coordination of states in the direction of the development and 
adoption of appropriate legal documents protecting state structures in the 
field of information relations, ensuring the security of economic, financial, 
social, political information resources and the consequences of cybercrime 
actions should be aimed at improving and interacting with common state 
security structures. Studying the experience of countries in the field of 
cybersecurity will help avoid the risks of losing its own information 
infrastructure and develop legal methods to prevent cybercrime.

Research materials and methods. The research materials were 
legislation and economic strategies in the field of information relations of 
a number of countries, including the European Union, Japan and the EAEU 
member countries in the field of information relations development.

The purpose of the work is a legal and economic analysis of inter-
action in the study of cybersecurity in information relations in some 
advanced countries, including the EAEU. An opportunity to assess the 
regulatory sphere and the current situation, identify gaps and develop 
recommendations for filling them. Assess the principles of data protection 
and their proportionality in matters of cybersecurity, taking into account 
the global crisis and the spread of COVID-19, to develop a number of 
proposals that can improve the work of the EAEU.

Information relations in the global information space depend on 
information resources, which are the basis for the exchange, storage and 
creation of information products. The protection of information products, 
including information databases, taking into account the global crisis 
phenomena, is becoming the main criterion for cyber security.

The methodological basis of the research was the use of general and 
general scientific methods: - the method of the empirical level, where facts 
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are collected, judgments are developed and theoretical generalizations are 
made; - the method of the theoretical level, where a systematic, integrated 
approach to statistical, economic, legal information is applied and a 
comparative analysis of legal and economic data is proposed.

Results. Cybersecurity of information relations in the 21st century 
has become a major component of supporting and ensuring the safety 
of data. The global community is currently concerned about the growth 
of cybercrime, and the lack of legal regulation of entire sectors of the 
economy, as well as national information security at the level of states and 
individual countries, may lead to the risk of losing information / digital 
sovereignty. Today information technologies are aimed at meeting the 
information needs of all users, including users of leading businesses using 
various information databases, electronic directories, financial, scientific 
and technical information and other electronic resources related to 
international, national, regional information systems  (Semenov S.R., 2018: 
55) . Information / digital sovereignty is one of the modern foundations of 
any state, which should be based on various information content and have 
a degree of national influence and support for the implementation of an 
independent information policy. A number of states are already actively 
promoting the ideas of cybersecurity and its institution, in particular:

European Union (EU). In 2013, at the level of the European Commission, 
the EU Cybersecurity Strategy is adopted, where in Part 1 it is recognized 
that Cybersecurity is necessary to integrate the social and political 
environment together, to support and exercise freedom through democratic 
institutions, with the possibility of promoting European values   in the field 
of human rights and freedoms and citizen, but the values   themselves must 
be protected from illegal actions  (Cybersecurity Strategy of the European 
Union, 2013: 2). At the same time, clause 1.2 establishes the basic principles 
of Cybersecurity, such as - The core values   of the EU should be applied 
both in physical and digital space (the same force of EU legal sources), 
protection of fundamental rights and freedoms (recognition and support of 
natural rights enshrined in legislation), open access for all subjects of law, 
democratic governance (participation of many stakeholders represented by 
the private sector), the presence of shared responsibility (formation of a 
legal model of responsibility). Accordingly, these principles create priority 
areas consisting of cyber resilience, cybercrime reduction, the formation 
of a common cybersecurity policy (including defense policy), the 
development of cybersecurity production capacities, and the development 
of a common EU vision on international cyberspace. When developing 
this strategy, the EU took the 2001 Budapest Declaration as a basis, 
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which approved a common vision of legal measures (computer-assisted 
privacy crimes, copyright infringements, etc.), with further harmonization 
of law, both nationally and at the international level (Convention on 
Cybercrime, 2021: 5-7). Separately, the scope of procedural law was 
designated under Article 14, with the possibility of conducting criminal 
investigations, judicial proceedings. Moments in the field of search and 
seizure of computer data, data collection in real time, jurisdiction are 
identified. In 2020, a new EU Cybersecurity Strategy is adopted, where 
part 2 outlines the key trends in the development of the industry, in 
particular: 1) technological sovereignty, sustainable politics, leadership; 
2) strengthening technological capacity to prevent risks; 3) promotion of 
global cyberspace (The EU’s Cybersecurity strategy for the digital decade, 
2020: 1). Thus, the EU intentionally supports and promotes the idea of   an 
open and secure cyber network space with the ability to attract international 
investment and promote European values   (openness of data, freedom of 
information, freedom of communication, data security, etc.). The EU is 
a unified data security system, which is supported by the EU Directive 
2016/1148, as a major element in the formation and implementation of 
cyber law in the national legislation of the participating countries in various 
areas of the economy (implementation and support of online trading with 
the conclusion of online contracts; banking infrastructure; development 
of a system of online search engines with multilingual support), building 
a CSIRT (computer security incident response team to detect risks, 
warnings, mutual assistance, cross-border data exchange, establish fines in 
this area, etc.) (Directive (EU) 2016/1148, 2016: 1). Accordingly, support 
for cybersecurity has been established in the national legislation of the 
EU member states. For example: the Republic of Poland has introduced 
its plan for the development of cybersecurity for 2017-2022, where part 
4 indicates that secure cyberspace will provide the necessary potential 
for building the country’s digital economy, while ensuring the necessary 
level of provision of digital services, both from private and public sectors 
(National framework of cybersecurity policy of the Republic of Poland for 
2017-2022, 2017 : 4-5). In addition to general trends, the Czech Republic, 
in its Cybersecurity Strategy for 2015-2020, has taken a course towards 
research and scientific work in this area, strengthening educational policy 
from schools to universities, training government officials, especially 
paying attention to the training of prosecutors and judges (National cyber 
security strategy of the Czech Republic for the period from 2015 to 2020, 
2015:5-10). An important component of EU cybersecurity is a supranational 
body - the EU Cybersecurity Agency (ENISA), which aims to promote 
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and develop the cybersecurity of the EU member states (starting with the 
construction of a single network, an integration gateway). At the same 
time, by the end of 2019, all EU countries had implemented cybersecurity 
at the national level in the format of strategies, concepts, programs or plans. 

Japan: In 2000, the Law on the Formation of a Modern Information and 
Telecommunication Network Society was adopted, which establishes that 
Japan’s society becomes networked, where legal entities are in a single 
data stream  (Basic Act on the formation of an advanced information and 
telecommunications network society, 2000: 1-5). At the same time, the 
network society, in accordance with Article 3, gives its possibilities of open 
access to the Internet, to various technologies, which leads to the emergence 
of the creative development of the individual and the recognition of his 
rights of digital rights. In 2013, the first draft of the Cybersecurity Strategy 
(based on the results of the first conference in Japan on cybersecurity) is 
being developed, which leads to a rethinking of the process of information 
flows and information protection (private and public) (Cyberdefense report, 
2020: 14). In 2014, the Law on Cybersecurity was adopted, indicating the 
importance of cyber threats to the information space, which, on the basis 
of Article 12, leads to the formation of a cybersecurity strategy plan for the 
country, and, on the basis of Article 24, to form a Strategic Cybersecurity 
Headquarters under the Cabinet of Ministers, which will allow developing 
standards and measures for state bodies, adopt functions and plans for 
intergovernmental cooperation. The Chief of Staff is the Chief Secretary of 
the Cabinet of Ministers. In 2015, as a product of previous decisions, the 
Cybersecurity Strategy was adopted, which, according to 4. established 
the basic security principles, such as the free flow of information (without 
censorship, political pressure, but with the protection of users’ personal 
data), the rule of law (the ratio of national law to international law) , 
openness of sources, autonomy (formation of mechanisms that allow legal 
entities to independently develop legal relations within the information 
environment), cooperation (in this area)  (Cybersecurity strategy, 2015: 
1-12). The main goal of this Strategy is to build a safe society where 
every subject of law can feel safe. Consequently, the planning process 
(development, analysis and adoption of a three-year plan (2015-2018)) 
with a display of financial costs, the degree of implementation in the field of 
state bodies, etc., serves as a tool for implementing the Strategy. In 2018, a 
new Cybersecurity Strategy is adopted, where from the innovations it can 
be noted that there is no longer a distinction between cyberspace and real 
space (Cyberdefense report, 2020:15). Now there is only their synthesis 
- “mutually interacting subjects”. The emphasis was also placed on new 
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threats in the field of cryptocurrency, the Internet of Things (data exchange 
between different devices), 5G, etc.

Eurasian Economic Union (EAEU). Information security, and in the 
future also cybersecurity, should become key trends in the development 
of information relations among the EAEU member states. It is necessary 
to distinguish between normative legal acts (NLA) at the level of the 
EAEU integration law and the national law of the participating countries. 
Integration law is a number of legal acts approved by the EAEU bodies. 
First of all, it is possible to single out Article 367 of the Customs Code 
of the EAEU, which indicates the legal protection of information data 
based on the legislation of the participating countries, including the 
authorized customs authorities (Treaty on the Customs Code of the 
Eurasian Economic Union, 2017: 983). But this article does not indicate 
the application of cybersecurity and the identification of possible risks 
in this area. Suggestion: to supplement this article - with the wording 
“including in the field of cyberspace”, thus, the legal level of legal relations 
will expand. In 2016, a project was laid for the cryptographic protection 
of information resources and integration gateways, which can become 
practical elements of cybersecurity  (On the implementation of a project 
for the joint development of specialized means of cryptographic protection 
of information of the Eurasian Economic Union, 2016: 1-20). Another 
NLA is the 2017 Decision of the Supreme Eurasian Economic Council on 
the development of the digital agenda until 2025, where Part 1 states that 
the EAEU member states independently develop policies in the field of 
information space (On the main directions for the implementation of the 
digital agenda of the Eurasian Economic Union until 2025, 2017: 3-5). 
Thus, there is only the establishment of trends and directions, without a 
specific program for the information or cybersecurity system. At the same 
time, the digital agenda itself should not contradict national legislation. 
National law is expressed in the following legal acts:

-Armenia. In 2017, the Concept of Information Security is adopted, 
which confirms the main directions of the country’s information policy 
(Concept of Information Security and Information Policy of the Republic 
of Armenia, 2017: 1-5), and in 2020, the National Security Strategy of the 
country is adopted, where Part 7 establishes that information security is a 
key area of   the future, while cybersecurity will serve as protection from 
possible cyberattacks and crimes in the digital field  (National Security 
Strategy of the Republic of Armenia,  2020: 1-10). And the main challenges 
in this area are: the lack of specialized legislation, issues of critical 
infrastructure, a unified state policy, but in the future these challenges will 
be overcome.
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-Belarus. In 2019, the Information Security Concept is adopted, which 
confirms the importance of cyber threats, including the emergence of 
cybercrimes in the Internet space (Information security concept of the 
Republic of Belarus, 2019: 1-5). Clause 61 recognizes under the cyber 
threat the failure of technical equipment, software failures, which may be 
caused by the illegal actions of certain groups of people. Accordingly, in 
order to ensure cyber security, it is necessary to create a national security 
system that would allow responding to modern challenges. The important 
areas of clause 65.66 confirm the provision of the national segment of 
the Internet as an important space for interaction between the public and 
private sectors.

-Kazakhstan. In 2017, the Cybersecurity Concept was approved, which 
forms a model of approaches to this area, including the development of a data 
monitoring system, a unified policy in the field of information resources, 
the display of legal principles (observance of human rights and freedoms, 
ensuring the legitimate interests of legal entities, personal security and etc.) 
(Kazakhstan Cyber Shield, 2017: 1-10). An important point of this concept 
is the idea of   promoting “Cyberhygiene” (security rules in the electronic 
network, when working with information flows). In addition, in 2018, to 
strengthen the country’s financial sector, a separate Cybersecurity Strategy 
for 2018-2022 was adopted, which should strengthen the banking sector 
with the formation of a national security system in the field of banking 
operations (On the approval of the Cybersecurity Strategy of the Financial 
Sector of the Republic of Kazakhstan for 2018-2022, 2018: 1-10).

-Kyrgyzstan. In 2019, the Cybersecurity Strategy for 2019-2023 
was adopted, with the approval in part 5 of the profile directions for the 
development of state policy in the field of cybersecurity, in particular, the 
formation of a unified system of measures (strengthening the interaction 
of state bodies in the field of information; teaching computer / digital 
literacy among state employees; uniform state policy), organization of 
information infrastructure security (identification of problematic aspects of 
infrastructure, development of criteria for assessing critical infrastructure), 
creation of a threat prevention system, development and implementation 
of the institution of cybercrime into national legislation, creation of a 
protection system, etc. (Cybersecurity Strategy of the Kyrgyz Republic 
for 2019-2023, 2019: 1-10). The issue of security of the country’s critical 
infrastructure is being worked out, with the introduction of the rights and 
obligations of users into the legislation, the introduction of monitoring 
and security assessment, which will strengthen the current Cybersecurity 
Strategy (Semenov N.S., 2020: 190-192).
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-Russia. In 2013, a draft Concept of the country’s cybersecurity strategy 
is being developed, which identifies the main problems, such as causing 
damage to the rights of individuals, government agencies and legal entities; 
the presence of cyberattacks against information resources; cyber warfare 
(Concept of the Cybersecurity Strategy of the Russian Federation, 2013:2-
6). At the same time, part 2 of this draft mentions that “Cybersecurity” 
is not yet separated from the concept of “information security”, which 
is an existing gap in the legislation. Part 5 denotes the basic principle of 
cyber security: guaranteed constitutional human and civil rights in the field 
of working with information, maximum personal protection, constructive 
cooperation, balance of responsibility, etc. In the future, the Cybersecurity 
Strategy will be adopted, and the presented draft of 2013 can serve as a 
basis for it.

Discussion. Any document, regulatory legal acts approving the 
idea of   cybersecurity should be based on national legislation, with the 
implementation of the information space, including interaction with 
information, forms of implementation and information infrastructure and 
the possibility of economic application. This direction is confirmed in 
international legislation, since cybersecurity has, first of all, cross-border 
coverage (two or more countries), expressed in the form of a regional 
segment (Asia, Europe, etc.), and secondly, in the form of a transcontinental 
segment (North and South America, etc.). Accordingly, each country, 
integration association has its own policy and vision. For example: the EU 
through building information relations and ensuring their protection in the 
cyber space, where it promotes its European values   and rights in the global 
information space. There is a specialized supranational agency (ENISA) 
that deals with the cybersecurity of the entire EU, monitoring relevant 
actions in the field of legislation, information infrastructure, and technical 
means. Japan is giving impetus to the formation of a number of areas 
in the field of legislation, from the Laws on the formation of a modern 
information and telecommunication network society to Cybersecurity, 
and ending with three profile strategies, which indicates a high level of 
preparation of the society. The main feature was the creation of a ready-
made model of an information and network society and state with specific 
legal principles, institutions and a security structure, where the differences 
between cyberspace and real space are becoming a thing of the past. There 
is a recognition of equal opportunities both in the physical and in the 
virtual worlds, with different legal relationships. Within the framework 
of integration law, the EAEU is still inferior to the EU, but at the level 
of national legislation, the experience of the EU and Japan is taken in 
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the field of informatization and building information infrastructure. From 
the general analysis of the development of cybersecurity, a number of 
proposals are relevant that can improve the work of the EAEU, including:

1. To form a separate area of   cybersecurity on the basis of the Information 
Technology Department of the EAEU, which will harmonize the legislation 
of the participating countries, develop general recommendations at the 
national levels.

2. To develop a common strategy and plan for the cybersecurity of 
the EAEU, which will lead to the formation of a common vision on the 
problems and prospects.

3. Finalize national strategies and plans for cybersecurity of the EAEU 
member states.

4. Expand the capabilities of the EAEU integration gateway, as there 
is the experience of the Customs Union and its information infrastructure.

5. To create conditions for the promotion of national integration projects 
in the field of cybersecurity, data processing, electronic services, etc.

Conclusion. The unifying structure for both the EU, Japan and the 
EAEU is the provision of information / digital sovereignty, which plays an 
important role in the security of the country or any territorial association. 
The more successfully this sovereignty is protected, the more opportunities 
the states will have to advance their priority areas in the field of data 
security, both in the national information field and in the global space. 
The basis for this will be a strong information infrastructure, with its own 
scientific and resource base.
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area is gaining relevance and becomes a concentrated reflection of the 
ongoing globalization.

Research on the development of information relations contributes to the 
formation of information legislation, including the EAEU member states, 
which create a common structure for the exchange of legal and economic 
information. Establishing a mechanism for international control over the 
safety of digital processes is becoming a priority area for the development 
of information and communication technologies, Internet networks, 
ensuring the integration interaction of states and a number of countries in 
building a global infrastructure.

Key words: Cybersecurity, information relations, information space, 
information infrastructure, EU, EAEU, strategy, concept, legislation, eco-
no mics.
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ЖАҺАНДЫҚ ҚОҒАМНЫҢ АҚПАРАТТЫҚ 
ИНФРАҚҰРЫЛЫМЫ САЛАСЫНДАҒЫ АҚПАРАТТЫҚ 

ҚАТЫНАСТАРДЫҢ КИБЕРҚАУІПСІЗДІГІ

Аннотация. Мақалада Еуропалық Одақ (ЕО) елдерінің, Жапония-
ның және Еуразиялық экономикалық одақ (ЕАЭО) мемлекеттерінің 
заң  намасын талдай отырып, ақпараттық қатынастар саласындағы 
кибер қауіпсіздік мәселелері қарастырылады. Әлемдегі ақпараттық 
қаты  настар әртүрлі құқық субъектілерінің өзара әрекеттесуінің 
маңыз  ды құрамдас бөліктерінің біріне айналады, онда қатынастарды 
іс жүзінде жүзеге асыру кезінде мәліметтер қауіпсіздігі саласында 
құқық  тық мәселелер туындайды. Интернет кеңістігі түрінде көрсе-
тілген ақпараттық орта ақпараттық инфрақұрылымға негізделген 
негізгі фактор болып табылады. Ақпараттық инфрақұрылымның 
қар  қынды дамуы құқық саласындағы жаңа құқықтық нормалардың, 
инс титуттардың, салалардың пайда болу процесіне серпін береді, 
бұл интеграциялық бірлестіктерге кіретін жекелеген елдердің заңна-
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