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CYBERSECURITY OF INFORMATION RELATIONS IN THE
FIELD OF INFORMATION INFRASTRUCTURE
OF A GLOBAL SOCIETY

Abstract. The article deals with cybersecurity issues in the field of
information relations, with an analysis of the legislation of the countries of
the European Union (EU), Japan and the states of the Eurasian Economic
Union (EAEU). Information relations in the world are becoming one of
the important components of the interaction of various subjects of law,
where, in the practical implementation of relationships, legal issues arise
in the field of data security. The information environment, expressed in the
form of the Internet space, is a key factor that is based on the information
infrastructure. The rapid development of information infrastructure gives
impetus to the process of the emergence of new legal norms, institutions,
branches in the field of law, which makes it possible to ensure legal
regulation of cybersecurity both at the national and international levels,
taking into account the legislation of certain countries included in the
integration associations.

The purpose of the work is to analyze and formulate proposals for the
further development of new directions in the field of cybersecurity based
on the development of a common information infrastructure based on the
development of legal, economic relations aimed at ensuring data security.

Cybersecurity, as an area of information technology protection, is
intended to regulate information and communication technologies in the
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MacChIH €CKepe OTBIPHII, YITTHIK KOHE XalbIKapalblK JeHIeinepae kuoep-
KaylIMCi3IKTI KYKBIKTBIK PETTEY/I1 KaMTaMachl3 €Tyre MYMKIHIIK Oepei.

JKyMBICTBIH MakcaTbl — JepeKTep KayillCi3IiriH KamMTaMmachl3 eTyre
OarpITTaFaH KYKBIKTHIK, SKOHOMHUKAJBIK KATBIHACTAPJbI JTAMBITY HETi-
3iH€e, XKaJMbl aKMapaTThIK HHOPAKYPBUIBIMIBI 1aMbITy HETi31HAe Kubep-
KaylICi3iK cajachlHAAFbl )KaHa OaFbITTAp/Ibl OaH dp1 AAMBITY OOMBIHIIIA
YCBIHBICTAPBI TAJIAY KOHE TYKBIpbIMaay. Kubepkayincisaik, AKnaparThiK
TEXHOJIOTHsIap/ibl KOpFay callachl peTiHAe, FalaM/IbIK JKeJIiHl )KOHE OHBI
naiasaHymbUIapAslH Kayilci3airi MEH aKmaparThlK-KOMMYHUKALUSIIBIK
TEXHOJIOTUSUIAP/IBI PETTEYTe apHAJIFaH; OYJI caia ©3€KTi OOJIBII, KaJFaChII
KaTKaH kahaHIaHyAbIH IOFBIPIaHFaH KOPIHICIHE aifHAIAIbI.

AKnaparThIK KaTbIHACTAPABI JAMBITY KOHIHET1 3epTTEyaeP KYKBIKTHIK
KOHE SKOHOMHKAJBIK aKMapaT alMacy YIIiH OpTaK KYPBUIBIM KYpaTblH
aKmaparThlK 3aHHaMaHbl, OHBIH imIiHAe EADO-Fa mMyme MemiekerTep/ai
KaJIBIITACTBIpyFa bIKNAd erefi. LIudpiaslk mporecTepain Kayinci3airin
XaJIBIKApalblK OaKpliay TETITIH KYpPy aKmaparThIK-KOMMYHUKAIUSIIBIK
TEXHOJOTUSIIApAbl, UHTEPHET JKEIUIEPIH JaMBITYIbIH, kahaHAbIK HH)pa-
KYPBUIBIMBI KYpYZla MEMJIEKETTEp MeH OipKarap eiaepAiH HHTeTpalUsIIbIK
©3apa i1C-KUMBUTBIH KAMTaMacChI3 eTyIiH 0achIM OaFbITHI OOJIBIIT OTHIP.

Tyiiin ce3nep: xKuOepKayinci3aik, akmapaTThlK KaTbIHACTap, aKmapar-
TBIK KEHICTIK, akmaparTelk HH(ppakypeuibiM, EO, EADO, crparerus,
TYKBIpbIM/IaMa, 3aHHAMa, YKOHOMUKA.

T.A. I'anuena', H.C. Cemenon>*, C.P. Cemenon?,
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KUBEPBE30OITACHOCTH HH®OPMALIMOHHBIX
OTHOIIEHUM B COEPE UH®OPMAILIMOHHOM
NHOPACTPYKTYPbI INTOBAJIBHOI'O OBIIECTBA

AnHOTanus. B cTaThe paccMaTpuBarOTCs BOPOCH KHOEPOE30MacCHOCTH
B 007acTH MH()OPMALIMOHHBIX OTHOIIEHUH, C TPOBEICHUEM aHAJIN3a 3aK0-
HomaresnbcTBa cTpaH EBpomneiickoro corosza (EC), Slmonun u rocymapcTs
EBpaswmiickoro skxoHomuueckoro corsa (EADC). HudbopmanmoHHbIE
OTHOLICHUA B MHUPC CTAHOBATCA OAHHM H3 BaXXHbBIX KOMIIOHCHTOB
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B3aUMOJICHCTBUS Pa3NUYHBIX CyOBEKTOB IpaBa, 1€ MPU MPAKTUYECKON
peanu3anyy B3aMMOOTHOILIEHUH BO3HUKAIOT IPABOBbIE MOMEHTHI B 00JIaCTH
obecrieueHnst 0€30MACHOCTH JaHHBIX. MHpoOpManuoHHas cpeia, BbIpa-
KCHHasl B BUJE WHTEPHET-TIPOCTPAHCTB SIBISETCS KIIOYEBBIM (DaKTOPOM,
KOTOpBI OCHOBaH Ha HWH(OpMaMOHHOW uHPpacTpykType. bnicTpoe
pa3BuTHe MHOOPMAIMOHHOW HMHPPACTPYKTYpPHl JAeT TOTYOK Mpolieccy
MOSIBJICHUE HOBBIX IPABOBBIX HOPM, WHCTUTYTOB, OTpacjieil B 00JacTu
mpaBa, 4TO J1aeT BO3MOXKHOCTh OOECIEYUTHh IMPABOBOE PETYIUPOBAHUE
KnOepOe30nacHOCTH, KaK Ha HAIMOHAJIBHOM, TaK M Ha MEXKIyHApOJIHOM
YPOBHSIX, C YUETOM 3aKOHOJATENIbCTBA TE€X WJIM MHBIX CTPaH BXOASIINX B
WHTETPAIlMOHHBIC 00BEIMHEHUSI.

Ilens paboOThI - HA OCHOBE Pa3BUTHS MPABOBBIX, SKOHOMHYECKUX OTHO-
IICHUN HampaBJICHHBIX Ha oOecreyeHuss O€30MacHOCTH JAHHBIX [aTh
aHaIu3 v cpopMUPOBATH NPEIIIOKEHUS 1J1s1 JaIbHENHIIIET0 pa3BUTHS HOBBIX
HaIpaBJIeHUH B o0acTu KuOepOe30macHOCTH, OCHOBAHHBIX Ha Pa3BUTHU
o0mieit nHGopMaMOHHON UHPPACTPYKTYPHI.

Kubepbe3onacHOCTh, KaKk 00J1aCTh 3alIUTHl HHPOPMAITMOHHBIX TEXHO-
JIOTUH NpeaHa3HayeHa JJid perylupoBaHus UHPOPMALUOHHBIX U KOMMY-
HUKAIIMOHHBIX TEXHOJIOTUM B 001aCTH 3aIIUTHI U 0€3011aCHOCTH INI00aIbHOU
CeTH W ee MOJb30BaTesei, 3TO HaMpaBlIeHHE MPUOOpETaeT aKTyaaIbHOCTh
U CTAHOBUTCSI KOHIEHTPUPOBAHHBIM OTPaKEHHEM MPOUCXOAIIEH ro0a-
JIU3ALHH.

HccnenoBanue mo pa3BUTHIO WH(GOPMAIIMOHHBIX OTHOMICHHH CITOCO0-
cTByeT (opmMupoBaHHiO0 WH(OOPMAIIMOHHOTO 3aKOHOAATEIhCTBA, B TOM
gyucne crpaH-ydyactHull EADC, KoTopeie co3qaioT OOIIyI CTPYKTYpPY
oOMeHa PaBOBOM M SKOHOMHUYECKOW MHPOpPMAIIMU. YCTAHOBJICHHS MeXa-
HU3Ma MEXIYHApPOJHOTO KOHTPOJS 32 0€30MacCHOCTHIO IMU(PPOBBIX IPO-
[[ECCOB, CTAaHOBUTCS MPUOPHUTETHBIM HAMPABICHUEM Pa3BUTUS HHPOpPMA-
[IUOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH, MHTEPHET CeTeH, oOecreunBas
MHTErpallMOHHOE B3aUMOJEHCTBHE rOCYIapCTB U psija CTpaH B BOMPOCAX
MOCTPOCHUS TTI00aTbHON HHPPACTPYKTYPHI.

KuroueBbie ciaoBa: Kubepbe3zonmacHOCTh, HHPOPMALIMOHHBIE OTHOIIIE-
HUA, UHPOPMAIMOHHOE MPOCTPAHCTBO, UHPOpPMAIMOHHAS UH]pACTPYK-
typa, EC, EADC, crparerus, KoHUENIHMs, 3aKOHOIATEIbCTBO, YKOHOMHUKA.

Introduction. The development of the information sphere requires the
solution of general issues of information security, since the development of
the Internet based on technologies of open standards of networks has turned
into a developed international commercial infrastructure with extensive
information exchange. The basic technology of the Internet structure is
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becoming the main factor in the dissemination of information in the global
information space. Cyberspace involves more and more new users and
new network management capabilities, including the use of the “Internet
of Things” systems, that is, the involvement of technically managed
objects. Since the Internet web servers contain a variety of information and
distribute information resources for the documents sought, the protection
of content resources from malicious software becomes the main direction
ofthe fight against cybercrime and ensures the cybersecurity of information
relations in information storage and exchange systems.

The development of integration processes in the field of digital
transformation of the EAEU member states sets certain tasks in the fight
against cybercrime, threats in the information infrastructure are currently
becoming relevant for the national and economic security of states. The
overall coordination of states in the direction of the development and
adoption of appropriate legal documents protecting state structures in the
field of information relations, ensuring the security of economic, financial,
social, political information resources and the consequences of cybercrime
actions should be aimed at improving and interacting with common state
security structures. Studying the experience of countries in the field of
cybersecurity will help avoid the risks of losing its own information
infrastructure and develop legal methods to prevent cybercrime.

Research materials and methods. The research materials were
legislation and economic strategies in the field of information relations of
a number of countries, including the European Union, Japan and the EAEU
member countries in the field of information relations development.

The purpose of the work is a legal and economic analysis of inter-
action in the study of cybersecurity in information relations in some
advanced countries, including the EAEU. An opportunity to assess the
regulatory sphere and the current situation, identify gaps and develop
recommendations for filling them. Assess the principles of data protection
and their proportionality in matters of cybersecurity, taking into account
the global crisis and the spread of COVID-19, to develop a number of
proposals that can improve the work of the EAEU.

Information relations in the global information space depend on
information resources, which are the basis for the exchange, storage and
creation of information products. The protection of information products,
including information databases, taking into account the global crisis
phenomena, is becoming the main criterion for cyber security.

The methodological basis of the research was the use of general and
general scientific methods: - the method of the empirical level, where facts
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are collected, judgments are developed and theoretical generalizations are
made; - the method of the theoretical level, where a systematic, integrated
approach to statistical, economic, legal information is applied and a
comparative analysis of legal and economic data is proposed.

Results. Cybersecurity of information relations in the 21st century
has become a major component of supporting and ensuring the safety
of data. The global community is currently concerned about the growth
of cybercrime, and the lack of legal regulation of entire sectors of the
economy, as well as national information security at the level of states and
individual countries, may lead to the risk of losing information / digital
sovereignty. Today information technologies are aimed at meeting the
information needs of all users, including users of leading businesses using
various information databases, electronic directories, financial, scientific
and technical information and other electronic resources related to
international, national, regional information systems (Semenov S.R.,2018:
55) . Information / digital sovereignty is one of the modern foundations of
any state, which should be based on various information content and have
a degree of national influence and support for the implementation of an
independent information policy. A number of states are already actively
promoting the ideas of cybersecurity and its institution, in particular:

European Union (EU). In 2013, at the level of the European Commission,
the EU Cybersecurity Strategy is adopted, where in Part 1 it is recognized
that Cybersecurity is necessary to integrate the social and political
environment together, to support and exercise freedom through democratic
institutions, with the possibility of promoting European values in the field
of human rights and freedoms and citizen, but the values themselves must
be protected from illegal actions (Cybersecurity Strategy of the European
Union, 2013: 2). Atthe same time, clause 1.2 establishes the basic principles
of Cybersecurity, such as - The core values of the EU should be applied
both in physical and digital space (the same force of EU legal sources),
protection of fundamental rights and freedoms (recognition and support of
natural rights enshrined in legislation), open access for all subjects of law,
democratic governance (participation of many stakeholders represented by
the private sector), the presence of shared responsibility (formation of a
legal model of responsibility). Accordingly, these principles create priority
areas consisting of cyber resilience, cybercrime reduction, the formation
of a common cybersecurity policy (including defense policy), the
development of cybersecurity production capacities, and the development
of a common EU vision on international cyberspace. When developing
this strategy, the EU took the 2001 Budapest Declaration as a basis,
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which approved a common vision of legal measures (computer-assisted
privacy crimes, copyright infringements, etc.), with further harmonization
of law, both nationally and at the international level (Convention on
Cybercrime, 2021: 5-7). Separately, the scope of procedural law was
designated under Article 14, with the possibility of conducting criminal
investigations, judicial proceedings. Moments in the field of search and
seizure of computer data, data collection in real time, jurisdiction are
identified. In 2020, a new EU Cybersecurity Strategy is adopted, where
part 2 outlines the key trends in the development of the industry, in
particular: 1) technological sovereignty, sustainable politics, leadership;
2) strengthening technological capacity to prevent risks; 3) promotion of
global cyberspace (The EU’s Cybersecurity strategy for the digital decade,
2020: 1). Thus, the EU intentionally supports and promotes the idea of an
open and secure cyber network space with the ability to attract international
investment and promote European values (openness of data, freedom of
information, freedom of communication, data security, etc.). The EU is
a unified data security system, which is supported by the EU Directive
2016/1148, as a major element in the formation and implementation of
cyber law in the national legislation of the participating countries in various
areas of the economy (implementation and support of online trading with
the conclusion of online contracts; banking infrastructure; development
of a system of online search engines with multilingual support), building
a CSIRT (computer security incident response team to detect risks,
warnings, mutual assistance, cross-border data exchange, establish fines in
this area, etc.) (Directive (EU) 2016/1148, 2016: 1). Accordingly, support
for cybersecurity has been established in the national legislation of the
EU member states. For example: the Republic of Poland has introduced
its plan for the development of cybersecurity for 2017-2022, where part
4 indicates that secure cyberspace will provide the necessary potential
for building the country’s digital economy, while ensuring the necessary
level of provision of digital services, both from private and public sectors
(National framework of cybersecurity policy of the Republic of Poland for
2017-2022, 2017 : 4-5). In addition to general trends, the Czech Republic,
in its Cybersecurity Strategy for 2015-2020, has taken a course towards
research and scientific work in this area, strengthening educational policy
from schools to universities, training government officials, especially
paying attention to the training of prosecutors and judges (National cyber
security strategy of the Czech Republic for the period from 2015 to 2020,
2015:5-10). Animportant component of EU cybersecurity is a supranational
body - the EU Cybersecurity Agency (ENISA), which aims to promote
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and develop the cybersecurity of the EU member states (starting with the
construction of a single network, an integration gateway). At the same
time, by the end of 2019, all EU countries had implemented cybersecurity
at the national level in the format of strategies, concepts, programs or plans.

Japan: In 2000, the Law on the Formation of a Modern Information and
Telecommunication Network Society was adopted, which establishes that
Japan’s society becomes networked, where legal entities are in a single
data stream (Basic Act on the formation of an advanced information and
telecommunications network society, 2000: 1-5). At the same time, the
network society, in accordance with Article 3, gives its possibilities of open
access to the Internet, to various technologies, which leads to the emergence
of the creative development of the individual and the recognition of his
rights of digital rights. In 2013, the first draft of the Cybersecurity Strategy
(based on the results of the first conference in Japan on cybersecurity) is
being developed, which leads to a rethinking of the process of information
flows and information protection (private and public) (Cyberdefense report,
2020: 14). In 2014, the Law on Cybersecurity was adopted, indicating the
importance of cyber threats to the information space, which, on the basis
of Article 12, leads to the formation of a cybersecurity strategy plan for the
country, and, on the basis of Article 24, to form a Strategic Cybersecurity
Headquarters under the Cabinet of Ministers, which will allow developing
standards and measures for state bodies, adopt functions and plans for
intergovernmental cooperation. The Chief of Staff is the Chief Secretary of
the Cabinet of Ministers. In 2015, as a product of previous decisions, the
Cybersecurity Strategy was adopted, which, according to 4. established
the basic security principles, such as the free flow of information (without
censorship, political pressure, but with the protection of users’ personal
data), the rule of law (the ratio of national law to international law) ,
openness of sources, autonomy (formation of mechanisms that allow legal
entities to independently develop legal relations within the information
environment), cooperation (in this area) (Cybersecurity strategy, 2015:
1-12). The main goal of this Strategy is to build a safe society where
every subject of law can feel safe. Consequently, the planning process
(development, analysis and adoption of a three-year plan (2015-2018))
with a display of financial costs, the degree of implementation in the field of
state bodies, etc., serves as a tool for implementing the Strategy. In 2018, a
new Cybersecurity Strategy is adopted, where from the innovations it can
be noted that there is no longer a distinction between cyberspace and real
space (Cyberdefense report, 2020:15). Now there is only their synthesis
- “mutually interacting subjects”. The emphasis was also placed on new
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threats in the field of cryptocurrency, the Internet of Things (data exchange
between different devices), 5G, etc.

Eurasian Economic Union (EAEU). Information security, and in the
future also cybersecurity, should become key trends in the development
of information relations among the EAEU member states. It is necessary
to distinguish between normative legal acts (NLA) at the level of the
EAEU integration law and the national law of the participating countries.
Integration law 1s a number of legal acts approved by the EAEU bodies.
First of all, it is possible to single out Article 367 of the Customs Code
of the EAEU, which indicates the legal protection of information data
based on the legislation of the participating countries, including the
authorized customs authorities (Treaty on the Customs Code of the
Eurasian Economic Union, 2017: 983). But this article does not indicate
the application of cybersecurity and the identification of possible risks
in this area. Suggestion: to supplement this article - with the wording
“including in the field of cyberspace”, thus, the legal level of legal relations
will expand. In 2016, a project was laid for the cryptographic protection
of information resources and integration gateways, which can become
practical elements of cybersecurity (On the implementation of a project
for the joint development of specialized means of cryptographic protection
of information of the Eurasian Economic Union, 2016: 1-20). Another
NLA is the 2017 Decision of the Supreme Eurasian Economic Council on
the development of the digital agenda until 2025, where Part 1 states that
the EAEU member states independently develop policies in the field of
information space (On the main directions for the implementation of the
digital agenda of the Eurasian Economic Union until 2025, 2017: 3-5).
Thus, there is only the establishment of trends and directions, without a
specific program for the information or cybersecurity system. At the same
time, the digital agenda itself should not contradict national legislation.
National law is expressed in the following legal acts:

-Armenia. In 2017, the Concept of Information Security is adopted,
which confirms the main directions of the country’s information policy
(Concept of Information Security and Information Policy of the Republic
of Armenia, 2017: 1-5), and in 2020, the National Security Strategy of the
country is adopted, where Part 7 establishes that information security is a
key area of the future, while cybersecurity will serve as protection from
possible cyberattacks and crimes in the digital field (National Security
Strategy of the Republic of Armenia, 2020: 1-10). And the main challenges
in this area are: the lack of specialized legislation, issues of critical
infrastructure, a unified state policy, but in the future these challenges will
be overcome.
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-Belarus. In 2019, the Information Security Concept is adopted, which
confirms the importance of cyber threats, including the emergence of
cybercrimes in the Internet space (Information security concept of the
Republic of Belarus, 2019: 1-5). Clause 61 recognizes under the cyber
threat the failure of technical equipment, software failures, which may be
caused by the illegal actions of certain groups of people. Accordingly, in
order to ensure cyber security, it is necessary to create a national security
system that would allow responding to modern challenges. The important
areas of clause 65.66 confirm the provision of the national segment of
the Internet as an important space for interaction between the public and
private sectors.

-Kazakhstan. In 2017, the Cybersecurity Concept was approved, which
forms amodel of approaches to this area, including the development of a data
monitoring system, a unified policy in the field of information resources,
the display of legal principles (observance of human rights and freedoms,
ensuring the legitimate interests of legal entities, personal security and etc.)
(Kazakhstan Cyber Shield, 2017: 1-10). An important point of this concept
is the idea of promoting “Cyberhygiene” (security rules in the electronic
network, when working with information flows). In addition, in 2018, to
strengthen the country’s financial sector, a separate Cybersecurity Strategy
for 2018-2022 was adopted, which should strengthen the banking sector
with the formation of a national security system in the field of banking
operations (On the approval of the Cybersecurity Strategy of the Financial
Sector of the Republic of Kazakhstan for 2018-2022, 2018: 1-10).

-Kyrgyzstan. In 2019, the Cybersecurity Strategy for 2019-2023
was adopted, with the approval in part 5 of the profile directions for the
development of state policy in the field of cybersecurity, in particular, the
formation of a unified system of measures (strengthening the interaction
of state bodies in the field of information; teaching computer / digital
literacy among state employees; uniform state policy), organization of
information infrastructure security (identification of problematic aspects of
infrastructure, development of criteria for assessing critical infrastructure),
creation of a threat prevention system, development and implementation
of the institution of cybercrime into national legislation, creation of a
protection system, etc. (Cybersecurity Strategy of the Kyrgyz Republic
for 2019-2023, 2019: 1-10). The issue of security of the country’s critical
infrastructure is being worked out, with the introduction of the rights and
obligations of users into the legislation, the introduction of monitoring
and security assessment, which will strengthen the current Cybersecurity
Strategy (Semenov N.S., 2020: 190-192).
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-Russia. In 2013, a draft Concept of the country’s cybersecurity strategy
is being developed, which identifies the main problems, such as causing
damage to the rights of individuals, government agencies and legal entities;
the presence of cyberattacks against information resources; cyber warfare
(Concept of the Cybersecurity Strategy of the Russian Federation, 2013:2-
6). At the same time, part 2 of this draft mentions that “Cybersecurity”
is not yet separated from the concept of “information security”, which
is an existing gap in the legislation. Part 5 denotes the basic principle of
cyber security: guaranteed constitutional human and civil rights in the field
of working with information, maximum personal protection, constructive
cooperation, balance of responsibility, etc. In the future, the Cybersecurity
Strategy will be adopted, and the presented draft of 2013 can serve as a
basis for it.

Discussion. Any document, regulatory legal acts approving the
idea of cybersecurity should be based on national legislation, with the
implementation of the information space, including interaction with
information, forms of implementation and information infrastructure and
the possibility of economic application. This direction is confirmed in
international legislation, since cybersecurity has, first of all, cross-border
coverage (two or more countries), expressed in the form of a regional
segment (Asia, Europe, etc.), and secondly, in the form of a transcontinental
segment (North and South America, etc.). Accordingly, each country,
integration association has its own policy and vision. For example: the EU
through building information relations and ensuring their protection in the
cyber space, where it promotes its European values and rights in the global
information space. There is a specialized supranational agency (ENISA)
that deals with the cybersecurity of the entire EU, monitoring relevant
actions in the field of legislation, information infrastructure, and technical
means. Japan is giving impetus to the formation of a number of areas
in the field of legislation, from the Laws on the formation of a modern
information and telecommunication network society to Cybersecurity,
and ending with three profile strategies, which indicates a high level of
preparation of the society. The main feature was the creation of a ready-
made model of an information and network society and state with specific
legal principles, institutions and a security structure, where the differences
between cyberspace and real space are becoming a thing of the past. There
is a recognition of equal opportunities both in the physical and in the
virtual worlds, with different legal relationships. Within the framework
of integration law, the EAEU is still inferior to the EU, but at the level
of national legislation, the experience of the EU and Japan is taken in
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the field of informatization and building information infrastructure. From
the general analysis of the development of cybersecurity, a number of
proposals are relevant that can improve the work of the EAEU, including:

1. To form a separate area of cybersecurity on the basis of the Information
Technology Department of the EAEU, which will harmonize the legislation
of the participating countries, develop general recommendations at the
national levels.

2. To develop a common strategy and plan for the cybersecurity of
the EAEU, which will lead to the formation of a common vision on the
problems and prospects.

3. Finalize national strategies and plans for cybersecurity of the EAEU
member states.

4. Expand the capabilities of the EAEU integration gateway, as there
is the experience of the Customs Union and its information infrastructure.

5. To create conditions for the promotion of national integration projects
in the field of cybersecurity, data processing, electronic services, etc.

Conclusion. The unifying structure for both the EU, Japan and the
EAEU is the provision of information / digital sovereignty, which plays an
important role in the security of the country or any territorial association.
The more successfully this sovereignty is protected, the more opportunities
the states will have to advance their priority areas in the field of data
security, both in the national information field and in the global space.
The basis for this will be a strong information infrastructure, with its own
scientific and resource base.
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field of protection and security of the global network and its users; this
area is gaining relevance and becomes a concentrated reflection of the
ongoing globalization.

Research on the development of information relations contributes to the
formation of information legislation, including the EAEU member states,
which create a common structure for the exchange of legal and economic
information. Establishing a mechanism for international control over the
safety of digital processes is becoming a priority area for the development
of information and communication technologies, Internet networks,
ensuring the integration interaction of states and a number of countries in
building a global infrastructure.

Key words: Cybersecurity, information relations, information space,
information infrastructure, EU, EAEU, strategy, concept, legislation, eco-
nomics.
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