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IMPROVING THE QUALITY AND RELIABILITY OF SIGNAL
TRANSMISSION AND RECEPTION IN MULTISERVICE NETWORKS»

Abstract. This article describes the entire complete cycle of signal transmission and reception from the terminal
device on the transmitting side to the terminal device on the receiving side, due to the fact that the reliability and
quality of information transmission and reception in public access networks depend on many different parameters.
The article describes the process of converting a signal from an analog form to a digital one. For this purpose, the so-
called encoding of the graphic signal is used. To get a rich palette of colors, different intensities were set for the base
colors. During the experiment, an IP video camera was used and digital traffic was prepared to transmit it over
multiservice or open networks. The Novus IP video camera uses a web interface. During the initial installation, in
order to access the camera interface, you must assign an IP address, subnet mask, and Ethernet adapter gateway to
the PC. To ensure greater protection of information, it is necessary to apply encryption, which will increase the
reliability of the process of transmitting and receiving information. Today, cryptography is one of the most used
ways to ensure the confidentiality and authenticity of information. There are symmetric and asymmetric
cryptosystems. In the symmetric encryption process, the same key is used for both encryption and decryption.
Asymmetric systems use public and private keys that are mathematically related to each other. The DHCP-installer
program was used and the distribution of IP addresses was obtained by agreeing to its terms. First, you need to
configure the DHCP server. The DHCP Protocol is commonly used in most cases used in TCP/IP networks. In
addition to the IP address, DHCP can also tell the client additional parameters that are necessary for normal network
operation and these are called DHCP options. Today, there is a modern and high-speed Wi-Fi router that supports the
wireless communication standard 802.11 a/b/g/n/ac. The router, in turn, transmits private information through any
built-in interfaces. After high-speed transmission of traffic, the receiving side must perform the reverse encryption
procedure-decryption, in order to get the original signal. As a result of the experiment on the equipment, we come to
the conclusion that the studied parameters such as reliability, quality and secrecy of the transmitted information
depend on the technical characteristics of the real equipment that was used in the experiment.

Key words: signal, IP-video camera, format, encryption, decryption, broadcast, receiving, quality, reliability,
traffic.

Today, the reliability and quality of data transmission and reception in public access networks depend
on many different parameters such as:

1) The operation of routers.

2) The quality of converting the source signal from one format to another (for example, digitization
in IP cameras, etc.).

3) The use of various types of hiding information itself (for example, encryption).

4) Network service quality.

It means that the relevance of this task is undeniable. This article will cover the entire complete cycle
of signal transmission and reception, starting from the terminal device on the transmitting side to the
terminal device on the receiving side.

At the beginning, the process of converting a signal from an analog form to a digital one will be
briefly considered. For this purpose, we will use the so-called encoding of the graphic signal. The screen
resolution and color depth determines image quality. The number of colors (K) displayed on the display
screen depends on the number of bits (N) allocated in video memory for each pixel:
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K=2N, 1)
Where N is the value of the bit depth.

To achieve a intense palette of colors, the base colors can be set to different intensities. For instance,
if the color depth is 24 bits, 8 bits (RGB) are allocated for each color, i.e. K = 28 = 256 intensity levels are
possible for each color. One bit of video memory is occupied by information about one pixel on a black-
and-white screen (without halftones). Figure 1 depicts an example of this transformation [1, 3].

x.
22

Figure 1 - Example of converting pixels (image points) to a bit sequence

1001
0110
0100
1001

00 11 00 01
01 00 10 00
00 10 00 01
0100 11 00

For the experiment, an IP video camera "NOVUS NVIP-TC2400D / MPX1. 3-11" was used, which

was installed on a laboratory stand designed for the study and research of analogue CCTV systems, on the
left end wall of the laboratory table Ne 1 (figure 2) [2].

Figure 2 - Appearance of the laboratory table Nel

The Novus IP video camera uses a web interface. During the initial installation, in order to access the
camera interface, IP address, subnet mask, and Ethernet adapter gateway to the PC have to be assigned. In
the address bar of the Internet browser, select the IP address:IP-angpec: 192.168.0.83.

Subnet mask: 255.255.255.0

sluice: 192.168.0.200

After all the pre-settings described above on endpoints such as IP video cameras, digital traffic was
prepared for transmission over multiservice or open networks. To better protect information, you can now
use encryption, which will increase the reliability of the process of transmitting and receiving information.

Today, cryptography is one of the most used ways to ensure the confidentiality and authenticity of
information. There are symmetric and asymmetric cryptosystems.

In the symmetric encryption process, the same key is used for both encryption and decryption.

Asymmetric systems use public and private keys that are mathematically related to each other.

Information is encrypted using a public key that is shared, and decrypted using a private key that is known
only to the recipient of the message.
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Figure 3 — General classification of cryptographic algorithms

After selecting and applying the encryption algorithm, the traffic is ready to transfer the already
encrypted information over the communication channels. To do this, let's briefly consider how packet
traffic is transmitted and received over communication networks [4].

First, it is needed to configure the Dhcp server. The Dhcp Protocol is commonly used in most cases
used in TCP/IP networks.

In addition to the IP address, Dhcp can also tell the client additional parameters that are necessary for
normal network operation and these are called Dhcp options.

There are the most frequently used options:

- The IP address of the default router;

- Subnet mask;

- DNS server address and

- DNS domain name.

Running the dhcp-installer program and agreeing to its terms, we get the distribution of IP addresses,
which is shown in figure 4.

7 \ Antamedia DHCP Server Installer I

ANTAMEDTA'

Please choose install path

Install path:
Ci\AntamediatDHEP,

Change
Click on the button below ta install Antamedia DHCP, After instalation press 'Run’ and configure the software,
[ Install as service

Install J | Run Uninstall

< Back
Compatible with Windaws $P{200xYistain 7

Figure 4 - Antamedia DHCP Server Installer window

Now the original signal is completely ready for transmission to the router, which in turn will transmit
the closed information via any interfaces built into it, such as fiber, twisted pair or Wi-Fi, to the
communication channels (figure 5) [5].
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Figure 5 -ASUS RT-AC52U B1 router

Today, there are modern and high-speed Wi-Fi router which supports wireless standards 802.11
a/b/g/n/ac, and can operate in 2 frequency bands such as 2.4 GHz and 5 GHz. Therefore, there is a
possibility of traffic with high speed is 733 Mbit/s, which will significantly affect the figure as processing
time and packet delay, in addition to Wi-Fi interface it enables connection of copper source and optical
fiber [5].

After the high-speed traffic on the receiver side, it was necessary to carry out the opposite procedure
of encryption — decryption, in order to obtain the original signal. In this case, the IP video image.

Conclusion. After conducting an experiment on the equipment, it can be seen that the studied
parameters such as reliability, quality and secrecy of the transmitted information depend on the technical
characteristics of the real equipment that was used in the experiment and the use of an encryption system
that generally improves the quality of service in multi-service public access networks.
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MYJIBTUCEPBUCTIK XKEJIJAE TAPATY ’KOHE KABBIJITAY KE3IHJIE
CUT'HAJIIBbIH CAITACBI MEH CEHIMAUIITTH APTTBIPY

Annortanusi. by Makanana Tapaty MeH KaObUIIayAbIH OapJiblK asKTalFaH UK KapacThIPhLUIA/Ibl, TAPATYyIIIbI
KaKTaH TEPMHHAIABI KYPBUIFBIIAH KaObUIJAy >KarblHAAFbl TEPMHUHAIABI KYPBUIFBIFA, OHTKEHI akKmapaTThiH
CEHIMILTIri MEH carachl KeIIIIKKe apHaJIFaH JKeIiiepae opTypiii mapameTpiepre OaimanbicTel Oomaabl. Makaiaga
CUTHAJIBI aHAJIOTTHIK ()OPMATTaH CaHABIK Typre TYpPJIEeHAIpY mporieci cumartanFad. O YIIiH rpadUKaIbIK CUTHAIIBI
KOATay Jel aTajaThlH OJiC KOJAaHbLIambl. TycTepiH Oail maauTpachlH aiy VIINIH HETi3Ti TycTepre op Typii
KapKbIHIABUIBIK  Oepinmi. Toxkipube OapeichiHma I[P OeliHekamepachl KOJMAHBUIABI JKOHE CaHIBIK Tpaduk
MYJIBTUCEPBHUCTIK HEMece allblK KeJijiep apKbuibl Oepinyre naitbiHpanrad. Novus I[P OeiiHexamepachl BeO-
uHTepdeiicTi KoamaHanpl. AJFallKpl OpHATylaH KeliH KamepaHbIH uHTepdeiiciHe Kipy yuriH kommsiorepre I[P
MEKCH)KalbIH, 1IIKi keIl MackachlH jkoHe Ethernet amanrtepiHiH IUTIO3iH TaFaWbIHAAy KepeK. AKHNApaTThIH YJIKEH
KOpFaJIybIH KaMTaMachl3 €Ty VIIIH aKmaparThl Oepy KOHE KaObuIIay MPOIECIHIE CCHIMIUTIKTI apTThIPAThIH
mmdpraynsl KOJNOaHy KakeT. ByriHri Tapma kpunTorpadus aKmapaTThIH KYNMASUTBUIBIFE MCH TIBIHAWBUTBIFBIH
KaMTaMachl3 eTy[OiH ¢H KeNl KOJNJAHBUIATBHIH oficTepiHiH Oipi Oonbim TaObutagpl. CHMMETPHSUTBIK SKOHE
ACHMMETPHSUIBIK KpHUNTOXYHenep Oap. CuMMeTprsuiblK mudpiay mporecinae Oipaed xint mmdpnay ymiH ge,
mmdpray YIIiH e KOJTaHBUIaAbl. ACHMMETPISUIBIK JKyhenepae O0ip-OipiMeH MaTeMaTHKANBIK OailIaHBICKAH alllbIK,
JKOHE JKeke Kintrep Koimansutagsl. DHCP-installer 6armapiaMacs! KOIIaHBUIIB! KOHE OHBIH IMIapTTapbiHa coiikec [P
aapectepniH Taparysl aneiHIEL. AngeivMer ci3s DHCP cepsepin xorpurypamusuiaysisiz kepek. DHCP ke6inece TCP
/ 1P >keninepinze Kosinansuiansl. [P Mekemxkaiibinan 6acka, DHCP kimeHTKe jkenifie KalbIThl )KYMBIC iCTEY YIIiH
Ka)KeT OO0JIaThIH KOCHIMIIIA ITApaMETPIICpIi aiiTa anasl JKoHe ojapasl Dhep omwsuiapsl aemn ataiiabl. byridri Tanga
802.11a /b / g/ n/ ac ceIMChI3 OaiiTaHbIC CTAHAAPTHIH KOJNJIANHTHIH 3aMaHayH JKOHE KOFaphl XKbUIIaMIBIKTEl Wi-Fi
MapuIpyTH3aTOpbl 0ap. MapuipyTusarop e3 Ke3eriHje *aObIK aKlapaTThl OFaH CaJbIHFaH Ke3-KelireH HHTepdeiic
apkputbl kiOepemi. TpadukTi >KOFapbl KbUITAMIBIKICH OCpreHHEH KeWiH, KaObUIOayIllbl »KarblHAa OacTamKbl
CHUTHAJIIBl ally YLIH Kepi mudpray NponenypacslH OpblHAAYy Kepek - mmdprnay. JKabmplkra KyprisiireH
JKCIICPUMECHT HOTIDKCCIHJC aJbIHFaH MONIMETTEP/IH CEHIMILIIr, camachl >KOHE KYIHSACHI CHSKTHI 3CPTTEITCH
rapaMmeTpIiiep SKCHepHUMEHTTE KOJIAHBUIFaH HAKTHI JKaOABIKTBIH TEXHHUKAJBIK CHIIaTTamMaliapbiHa OailylaHBICTHI Jemn
TYXKBIPBIMIARMBI3.
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Tyiiin ce3: curnan, IP-Oeiinekamepa, dopmar, mmdpnay, mmdpnay, Tapary, Kadbuigay, cama, CEHIMILUIIK,
Tpaduxk.
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YJIYUYIIEHUE KAYECTBA U HAJEXKHOCTHU CUTHAJIA
ITPU TEPEJAYE U TIPUEME B MYJIbTUCEPBUCHBIX CETAX

AnHoTanus. B 1aHHO# cTaThe pacCMOTPEH BECh 3aKOHYCHHBIH LIUKII 10 Niepeiaue U NpUeMy CUTHaJIa, HauuHas
OT OKOHEYHOI'0 YCTPOMCTBA C MEPEAAIOIIEH CTOPOHBI JO OKOHEYHOI'0 yCTPOMCTBA Ha NIPUEMHON CTOPOHE, B CBA3M C
TEM, 4TO HAJEKHOCTh W KAyeCcTBO NPH IepeAade U mnpueMe WHPOpMaluu B CETSIX OOLIero 0CTyHa 3aBUCST OT
MHOXKECTBAa Da3IMYHBIX mapamerpoB. OnmcaH mpouecc NpeoOpa3oBaHMs CHIHalNa C aHaJoroBodH (oOpMBI B
mudposyro. s 3TOro MCHonb30BaHO Tak Ha3blBaeMoe KOJIUpOBaHHME Tpaduueckoro curHana. Jms momydeHus
OoraToii manMTpel IBETOB 0a30BBIM I[BeTaM OBLIM 3afaHbl pPa3IM4YHble WHTEHCUBHOCTH. lIpM mpoBeneHHn
IKCIIEPUMEHTA HCTOIb30BaNach |P-Bumeokamepa W ObLI MOATOTOBIACH IUGPOBOH TpaduK I IMepeaadd ero 1o
MYJBTHCEPBUCHBIM HJIM OTKPBITBIM ceTsiM. s ucnomp3oBanus |P-Bumeokamepbr NOVUS wmcmomb3yercst BeO-
nHtepdeiic. Ilpu mnepBOHAYATLHOW YCTAHOBKE, UISI TOTO YTOOBI TOJIYYUTh JOCTYyN K HHTepdelcy KaMmepsl,
HeoOxoauMo HasHauuTh IP-anpec, macky moaceru u nuio3 Ethernet-aganrepa ma IIK. st Gosnblirero obecreueHus
3amUTEl HHGOPMAUK HEOOXOIMMO NPUMEHUTHh MH(POBAaHUE, YTO TOBBICUT HAJIEKHOCTh NPH CaMOM IIpOIecce
nepenaun-npuema uHbopmanuu. Ha ceromusmHuMi JeHb Kpunrorpadus SBISETCS OJHMM M3 HauOosee
HCIOJB3YEMBIX CIOCOOOB oOOecmedeHuss KOH(MUACHIMATBPHOCTH U MOUIMHHOCTH UHpopManuu. CylecTBYIOT
CUMMETPHYHBIE U aCUMETPUYHbIE KPUIITOCUCTEMBL. B mpornecce cummerpudHOro mndpoBaHus U Ajsl IUGpOBaHHS,
W st IS pOBaHMS UCTIONB3YETCS OJIMH U TOT )K€ KJII0Y. B acMMeTpHyYHBIX CHCTEMax MCHOJIB3YIOTCS OTKPBITHIA 1
3aKpBITHIA KIIIOYM, CBSI3aHHBIE JPYr C APyrom marematuyecku. Mcmonb3oBanack mporpamma DHCP-installer wu,
corylamasich C ee ycCJIOBUSIMM, Oblia moiydeHa pazgada IP — anpeco. Brawane Hamo nactpouts DHCP-cepsep.
IIporoxon DHCP sBiseTcs 4acTo HCHONIB3yEMBIM B GOJIBIIMHCTBE CIIydaeB MCHONb3yeMbiM B ceTsx TCP/IP. Kpome
IP-ampeca, DHCP Takke MOXXET COOOUIUTH KIMEHTY IOMOJHUTEIBHBIC MapaMeTphl, KOTOPhIE HEOOXOIMMBI ISt
HOPMaJIbHOM pabOTHI B CETH W OHU HaszbiBatoTcs onmusamMu DHCP. Ha ceromHsmiHuil 1eHh HMEETCS COBPEMEHHBIN U
ckopoctHoii  WIi-Fi  poyrep, KoTopblii mouepkuBaer craHmapT OecrpoBomnoi cBszu - 802.11a/b/g/n/ac.
MapipyTr3aTop B CBOIO OUYepe/lb NepeiacT 3aKPhITYI0 HHPOPMALIUIO Yyepe3 JIFo0ble BCTPOCHHbBIE B HEM HHTEP(ECHI.
[Tocne BRICOKOCKOPOCTHOM mepenaun Tpaduka, Ha IPUEMHOI CTOPOHE HEOOXOIMMO MIPOBECTH 0OPATHYIO MPOLEAYPY
mudpoBaHuio — nemudpoBaHue, Uil TOrO 4TO OBl IHOJYYUTh WCXOJHBIM CUrHal. B pesynbrare mpoBeneHus
JKCIIEPUMEHTa Ha OOOpYJOBAaHHM, IPHUXOAUM K 3aKIIOYEHHIO, YTO HCCIeNyeMble IapameTpbl, TaKHe Kak
HAJIe)KHOCTh, Ka4eCTBO U CKPBITOCTh IeperaBaeMoil HMH(QOPMAIMU 3aBUCAT OT TEXHUYECKHX XapaKTEePUCTHK
peasbHOro 000pyI0BaHMs, KOTOPOE OBLIO MCIIOIb30BAHO B IKCIIEPUMEHTE.

KuiroueBble caoBa: curHan, |IP-Buneokamepa, dopmar, mudposaHue, AemnppoBaHie, TPAHCIALMS, TPUEM,
Ka4ecTBO, HaJIS)KHOCTb, Tpa(uK.
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