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NAS RK is pleased to announce that News of NAS RK. Series physico-mathematical journal
has been accepted for indexing in the Emerging Sources Citation Index, a new edition of Web of
Science. Content in this index is under consideration by Clarivate Analytics to be accepted in the
Science Citation Index Expanded, the Social Sciences Citation Index, and the Arts & Humanities
Citation Index. The quality and depth of content Web of Science offers to researchers,
authors, publishers, and institutions sets it apart from other research databases. The inclusion of
News of NAS RK. Series of chemistry and technologies in the Emerging Sources Citation Index
demonstrates our dedication to providing the most relevant and influential content of chemical
sciences to our community.

KasakcmaH Pecniybnukacb! ¥immbiK fbiribiM akademusicbl «KP YFA Xabapnapbl. @u3uka XoHe
UHGbOpMamuKka CepusiCbl» fbifbIMU XypHarnbiHbiH Web of Science-miH xaHanaHfaH HycKachbl
Emerging Sources Citation Index-me uHOekcmenyze KabbindaHraHbiH xabapnaldbl. byn
uHOekcmerny 6apbicbiHOa Clarivate Analytics komnaHusicbl XypHanobl o0aH api the Science Citation
Index Expanded, the Social Sciences Citation Index xoaHe the Arts & Humanities Citation Index-xe
Kabbinday maceneciH Kapacmbipyda. Webof Science 3epmmeywinep, asmopnap, bacnawbi-
lap MeH MmeKkemerniep2e KOHmeHm mepeHOiai MeH canacbiH ycbiHadbl. KP ¥FA Xabapnapel.
Xumusi xxeHe mexHonoaus cepusicbl Emerging Sources Citation Index-ke eHyi 6i30iH KoramdacmbiK
YWiH eH e3ekmi xxoHe 6e0esiOi XUuMUsTbIK fblribiMOap 6olbiHWa KOHMeHmMKe adarsiObifbiMbl30b! birl-
Oipedi.

HAH PK coobwaem, 4ymo Hay4yHbIil xXypHan «Wseecmus HAH PK. Cepus ¢usuka u
UHGbOpMaUUOHHbIE mexHonoa2uu» 6bin npuHam Ons uHOekcuposaHuss 8 Emerging Sources
Citation Index, obHosneHHoU sepcuu Web of Science. CodepxxaHue 8 3mom UHOeKCUposaHUU
Haxodumcs 8 cmaduu paccmompeHusi komnaHueld Clarivate Analytics dnsi OanbHeliwe20 rnpuHs-
musi XXypHara 8 the Science Citation Index Expanded, the Social Sciences Citation Index u the Arts
& Humanities Citation Index. Web of Science npednazaem kadecmego u anybuHy KoHmeHma 0ns
uccnedosamenel, asmopos, uzdamernel u ydpexdeHuld. BkrwoyeHue WNzsecmus HAH PK e
Emerging Sources Citation Index OemoHcmpupyem Hawy [pueepXeHHoCmMb K Haubosee
akmyarnbHOMY U 8/1USiIMesIbHOMY KOHMEHMY 0 XUMUYECKUM HayKkam Orid Hawezo coobuwecmea.
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MODEL OF PARA METERS FOR EARLY DETECTION OF APT ATTACKS
AND IDENTIFICATION OF SECURITY INTRUDERS IN CYBERSPACE

Abstract. Detection of attacks in information and communication systems and networks is an important
and complex task in the field of information security. It is especially important to effectively identify threats
to the critical infrastructure of the state. There are many approaches that are based either on signature
analysis or anomaly detection. But there is no universal approach for early detection of targeted attacks and
identification of violators, since the nature of cyberspace is heterogeneous and poorly formalized - not all
parameters of cyberspace can be measured quantitatively and monitor their change over a certain period
of time. In this regard, the article developed a model of host and network parameters, the processing of
which will make it possible to detect an ART attack in cyberspace at an early stage. In addition, the model
allows you to develop a system for determining the category of the intruder, and this will make it possible
to predict the nature of the intruder’s actions, potential targets in the system and possible damage. Also,
the article provides an abstract model of the violator, which will allow classifying potential violators for
a more detailed formalization of their actions in relation to the object of protection. The next step is to
develop a system of decision rules based on clear and fuzzy logic. The results obtained are important in the
context of the further creation of a modern system for detecting and preventing intrusions in information
and communication systems and networks.

Key words: information security, cracker bot, host parameters, intruder identification, APT attack
detection, targeted attacks, cyberspace monitoring.
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APT-IHABYBLUILIAP/JbI EPTE AHBIKTAYT'A ’KOHE KUBEPKEHICTIKTEI']
KAYHICI3AIK BY3YIIIBIJIAPBIH AHBIKTAYFA APHAJIFAH ITAPAMETPJIEP MOJEJII

AHHOTAIUS. AKNapaTTHIK-KOMMYHUKAIASIIBIK JKYHEIIep MEH JKeNIep/eri Ia0ybuiaappl aHBIKTAY
AKIapaTThIK KAYIMNCI3JiK caJachlHAaFbl MaHBI3/IbI J)KOHE KYpHAeial MiHAeT OosbIn TaObuiajsl. MeMIICKEeTTiH
CBIHIAPJIBl HHPPAKYPHUIBIMBI  OOBEKTIJIEpIHE TOHETIH KAyilTepai THIMII aHBIKTay aca MaHBI3IbL.
Konranbansl Tanmayra HeMece aybITKyJap[bsl aHBIKTayFa HeETi3/IeNTeH KemTereH Taciimep Oap. bipak
MaKcaTThl IA0ybUIIApABI €pTe aHBIKTAYbIH KOHE OY3yIIbLIapAbl aHBIKTAy YIIiH aMOeOam Tocii JKOK,
ONTKeHI KMOSPKEHICTIKTIH TaOMFAThl TETEPOTCHII JKOHE HAIllap PICIMIEITEH - KHOSPKEHICTIKTIH OapIIbIK
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napamMeTpliepiH CaHABIK TYpAC OJIIeyre »XOHE ONaplblH ©3repyiH Oenrimi Oip yakpIT apaibIFbIHIA
Oakputayra OomMaiiael. OCeIFaH OaiTaHBICTHI MaKajaaa kKudepkeHicTikTeri APT-mabysuiasr epre Ke3eHae
aHBIKTayFa MYMKIHJIIK O€pETiH XOCT jKoHE JKeJIl mapaMeTpiIepiHiH Moei a3ipiaeHai. CoHbIMEH Katap,
MOJIeJIb OY3YIIBIHBIH CaHAThIH aHBIKTAy YIOiH JKYHeHI Kypyra MyMKiHIIK Oepexi, Oy Oy3YIIBIHBIH ic-
OpEKeTiHIH CHMATHIH, KYHene BIKTUMAI MaKCaTTap/Abl KoHe BIKTHMAI 3aJlalIbl O0JDKayFa MYMKIHIIK
Oepeni. Connaii-ak, Makamanga KYKbIK OY3YIIBIHBIH I€PEKCi3 MOIETI KENTIpiiTeH, Oy KOpFaHbIC O0BEKTICiHE
KATBICTBI OJIAPABIH OPEKETTEPiH erKel-TerKeili peciMey YIIiH BIKTUMal KYKBIK Oy3YIIbUIapbl )KIKTEeyre
MYMKiHAIK Oepeni. Keneci KamaM-HaKTHI )KOHE aHBIK €MeC JIOTHKA HETi3iHfe MIeNIyIi epekenep Kyhecin
JAMBITY. AJIBIHFaH HOTIDKENep aKMapaTThIK-KOMMYHHUKALMSUIBIK JKYHenep MeH XKeJiiepaeri madysuiaap st
AHBIKTAY JKOHE aJIbIH-aTyAbIH 3aMaHayH )KYHEeCiH OaH 9pi KYpy TYPFBICBIHAH MaHBI3IbI OOJBIN TaObIIa bl
Tyiiin ce3mep: akmapaTThIK Kayilci3aik, Kpekep-00T, XOCT mapaMeTpIiepi, 3usHKecTepAi anbikTay, APT
maOybIIBIH aHBIKTAY, MAKCATTHI Ma0ybIIIap, KHOSPKEHICTIK MOHUTOPHUHTI.
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MOJAEJIb ITAPAMETPOB JJI51 PAHHEI'O BBIABJIEHUA APT-ATAK U
UJIEHTU®UKALIMU HAPYIIUTEJIEN BE3OIIACHOCTHU B KUBEPITPOCTPAHCTBE

AHHOTanus. BrisBiaeHne arak B MH()OPMAaLMOHHO-KOMMYHHUKALMOHHBIX CHCTEMax M CETAX SBISETCS
BaXHOHM W CIOXHOH 3agaueil B obsacTy HHPpOpMaoOHHOH Oe3omacHocTH. OCcOOEHHO BaHO d(H(HEKTHBHO
BBISIBJISITH YTPO3bl 00bEKTAM KPUTHUECKOM HH(pacTpyKTypsl rocynapcrsa. CyliecTByeT MHOTO ITOAXOOB,
KOTOpbIE 0a3upyIOTCs WM Ha CUTHATYPHOM aHaJlu3€e, WK K€ Ha BBISIBIICHUH aHoManuii. Ho He cymecTByer
YHHUBEPCAIBHOTO TMOJIX0Aa JUISl PAHHETO BBISBICHUS LEJEBbIX aTaK W WACHTH(OUKAIUKN HApYIIUTENeH, TaK
KaK [IPUpOJa KNOEPIPOCTPAHCTBA SBISIETCSI HEOTHOPOAHON U c1abo(opMaIn30BaHHOMN - HE BCE MTapaMeTpbl
KHOEpIpOCTPaHCTBA MOXXHO HM3MEPHUTh KOJMYECTBEHHO M MOHHUTOPUTH WX H3MEHEHHE Ha TPOTSHKCHUU
HEKOTOpPOr'O TMEepHuojia BpeMeHH. B cBs3M ¢ 3TUM, B CTaThe pa3paboTaHa MOJENb XOCTOBBIX M CETEBBIX
napaMeTpoB, 00padOTKa KOTOPHIX TIO3BOJMUT BBISIBUTH Ha paHHel ctaann APT-ataky B KHOeprpocTpaHCTBe.
Kpome 3toro, Mozaeinb 1mo3BOIUTh pa3paboTaTh CUCTEMY AJISl ONPEACTICHUS KaTErOpUU HapYIIUTENs, a 3TO
JIaCT BO3MOKHOCTH IPOTHO3UPOBATh XapakTep ACHCTBUN HapyIIWTeNs, MOTEHLIUANbHBIE L€ B CHCTEME
U BO3MOXHBIA ymepO. Takxe B craThe IpHUBEICHA aOCTpakTHAs MOAETb HAPYLIUTENs, YTO IMO3BOJIUT
KJIAaCCU(UITPOBATh TOTEHIMAIBHBIX HapymuTeNnel s Ooliee AeTaabHON (opManm3aluyd WX JeHCTBHA
II0 OTHOLICHHUIO K OG’I)CKTy 3alluThI. CHCI{yIOHIHM mraroM sBJISICTCA pa3pa60TKa CHUCTCMbI pCHIAOIINX
MpaBUII Ha 0a3e YeTKOW M HeYeTKOW JOTWKHU. [lomydeHHbIe pe3ynbTaThl BaXKHBI B KOHTEKCTE JaIbHEHIIIErO
CO3/IaHMs COBPEMEHHON CHCTEMbl BBISBICHHS W NPEAOTBPALICHHUsS BTOPXKEHHH B HH(OPMALMOHHO-
KOMMYHUKAIIMOHHBLIX CUCTEMAX U CCTAX.

KiroueBble cioBa: mHdopManuoHHas O€30MaCHOCTH, OOT-B3JIOMIIHMK, XOCTOBBIC NapaMeTphl, HUACH-
TU(UKAUK HapymuTeel, BeisseineHnst APT-atak, meneBsie aTaku, MOHUTOPHHT KHOEPIPOCTPaHCTBA.

Introduction. The development of information technologies gives rise to new types of information
security threats, among which the intrusion into computer systems and networks occupies the main place.
To effectively counter this threat, early detection systems and intruder detection systems (IDS) are being
developed, which make it possible to reveal the fact of an intrusion into the system and to identify it.
Many of these modern systems use honeypot technology [1]. Particularly relevant is the early detection of
targeted attacks (APT), the task of which is to detect important information on the user’s device and use it
in the interests of intruders (cybercriminals).

Research analysis and problem statement. A typical IDS should perform the following main functions
[2]: monitor and analyze the activity of IS users; fix system configurations and vulnerabilities; evaluate
the integrity of critical system files and data files; recognize patterns of activity that reflect known attacks;
conduct statistical analysis to detect abnormal behavior; recognize violations of the security policy by the
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user of the system. The tasks that are solved by the IDS can be divided into global and local. Global tasks
- recognition of an intruder (Hp) and a legitimate user - the solution of this problem includes the following
stages [2-4]: data collection, filtering, behavior classification - the process of Hp recognition itself, a
report and system response. As can be seen from the main functions and tasks of the IDS, one of the most
important aspects of their functioning is not only fixing the fact of violation of IS protection, but also its
recognition (identification) - this will help to more effectively respond to the incident and to implement the
appropriate countermeasures. The aim of the work is to develop a model of parameters for detecting APT
attacks and identifying intruders.

The main part of the research. Under Hp, in general, it is possible to consider a person or a group of
persons who, as a result of intentional or unintentional actions, ensure the implementation of information
security threats. In [5] the following definition is given - this is a subject whose actions violate the security
of information in a computer system. In each specific case, based on the information processing technology,
it is necessary to develop a model of Hp, which should be adequate to the real Hp for this IS. Hp model
is an abstract formalized or non-formalized description of Hp’s actions, which reflects its practical and
theoretical capabilities, a priori knowledge, time and place of action, etc. Hp model should determine
the possible aim of Hp and its gradation according to the degree of danger to IS, the category of persons,
from which there may be Hp, assumptions about the qualifications of Hp, assumptions about the nature
of his actions. Regarding IS, Hp can be internal (from among IS personnel) or external (unauthorized
persons). There are three main motives of Hp: irresponsibility, selfish interest, self-affirmation. All Hp can
be classified as follows: according to the level of knowledge about IS, according to the level of possibilities
(used by the method and means), according to the time of action, according to the place of action, etc.
However, for effective identification of Hp, the IDS must «know» a set of key parameters. Let us define
the main parameters, the changes of which must be monitored for effective identification of Hp, based on
the abstract model of the intruder.

Determining the specific values of the characteristics of possible Hp is largely subjective. The HP
model, created taking into account the peculiarities of a specific subject area and information processing
technology, can be represented by listing several options for its type. Each type of Hp must be characterized
by the values of the parameters given above. As the analysis of the models of potential actions of Hp in IS
has shown [3-8], Hp can be classified according to the following criteria:

1. Regarding IS: a) internal, including system users, personnel serving technical facilities, managers of
various levels of the job hierarchy, employees of the software development and maintenance department,
technical personnel serving the premises; b) external, which include representatives of organizations
interacting on the life support of the institution, representatives of competing institutions or persons acting
on their instructions, visitors, persons who accidentally or intentionally violate the access control, any
persons outside the controlled area, and etc.

2. According to the reasons of intrusion: a) irresponsibility of the person; i) persons with a selfish
interest; ¢) persons seeking to assert themselves.

3. According to the level of knowledge about IS: a) knows the functional features of the system; b)
has a high level of knowledge in the field of programming, design and operation of the system; c) has a
high level of knowledge and experience with the technical means of the system.

4. According to the time of action: a) during the functioning of the system; b) during the period of
inactivity of the system components; c) both during the functioning of the system and during the period of
inactivity of the system components.

5. According to the level of capabilities: a) using undercover methods of mastering information; b)
using passive means; ¢) using only standard means and disadvantages of the security system to overcome
it; d) using methods and means of active influence.

6. According to the place of action: a) without access to the controlled area; b) from a controlled area
without access to the premises; c) indoors, but without access to the technical means of the system; d) from
the workstations of the end users of the system; e) with access to the data zone; f) with access to the system
security control area.

In general, in the context of this work, it is advisable to divide Hp into classes, and those, in turn, will
be divided into categories. Based on the nature of Hp itself, it is worth highlighting both main classes: Hp-
man (HpM) and Hp-robot (or Hp-bot, HpB). According to the capabilities, motives and nature of actions,
the HpM includes four categories: burglar, cracker, spammer and disinformer. Likewise, HpB has
categories such as spam bot and cracker bot. The presentation of these categories within the framework of
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the standard intruder model is given in Table. 1. One of the central concepts in the field of Hp information
security is a hacker (English hacker, from to hack - to hack, shred) - an extremely qualified IT specialist,
a person who understands the very depths of computer systems. At first, hackers were called programmers
who corrected errors in software in some quick and not always elegant (in the context of the programming
style used in the program and its general structure, interface design) or in a professional way. Now hackers
are very often identified with computer crackers (English cracker, from to crack - to crack, break), but
this use of the word “hacker” is incorrect. Sometimes this term is used to refer to specialists in general -
in the context that they possess very detailed knowledge in any matters or have rather non-standard and
constructive thinking. Since its inception in the form of a computer term (1960s), it has acquired new, often
different meanings. Thus, a hacker is too general concept and the paper proposes to divide it into such
categories as burglar and cracker [9].

In this research, the category of burglar will be understood as Hp, which, using mainly scripts written
with his own hand, breaks the IS protection and violates the confidentiality of information stored in it,
mostly without useful purposes. His attack ends at the moment of breaking the IS protection, and in the IS
itself, he usually does not make any changes and modifications (unlike a cracker).

Cracker - a type of computer cracker: 1) a person who breaks into security systems (in particular
software protection) 2) a person who creates or modifies so-called cracks; 3) a person who breaks into
computer games, software, etc. In practice, the general term «computer burglar» or «hacker» is also used,
which is also not correct. Crackers deliberately result in crack, in the vast majority of cases the cracker does
not have the source code of the program, so the program is studied by a combination of a disassembler and a
debugger using special utilities. Crackers’ motives are predominantly selfish. In this paper, we will assume
that the main difference between a burglar and a cracker is that the cracker makes certain modifications in
the system, not limited only to cracking or obtaining the necessary information.

A spammer is an Hp that spreads spam by attacking IS with it. Spam (English spam) - sending
commercial and other advertisements or other types of messages (information) to persons who have not
expressed a desire to receive them. In addition to mail spam itself, there are other types of attacks that can
be carried out in a similar way, namely DoS and DDoS attacks - mass mailing on behalf of another person
in order to cause a negative attitude towards him, mailing letters containing computer viruses (for their
initial distribution), phishing and the like. Thus, in our classification, the spammer category also includes
Hps who organize DoS and DDoS attacks, as well as those involved in computer fraud - phishing (since
their methods of constructing attacks are practically the same).

The last category of HpM is a disinformer - this is a special type of Hp, which in its characteristics is
close to a hacker or cracker, but has one feature - the purpose of his attacks is to violate the integrity and
reliability (sometimes availability) of information stored in the IS.

A robot, or a bot, as well as an Internet bot (English bot, abbreviated from English robot) is a special
program that performs automatically and (or) according to a given schedule any actions through the same
interfaces as a regular user. When discussing computer programs, the term is used primarily in relation to
the Internet. Usually bots are designed to do repetitive work as fast as possible (obviously much beyond
human capabilities).

Bots are also used in conditions where a better response is required compared to human capabilities
(for example, game bots, bots for Internet auctions, etc.) or, less often, for imitating human actions (for
example, chat bots, etc.). A harmful manifestation of bots is their use to coordinate network attacks on
computers, for example, DDoS and DoS attacks through a botnet. Internet bots can be used for Click fraud.
Recently, bots used in games of the MMORPG genre have become massive. Spambots are used to spread
information (usually advertising content) across various network resources.

Categories in the standard Hp model Table 1
Category Regarding | Motive Knowledge level Opportunity | Time of action | Place of
IS level action

Burglar External | Self-affirmation Possess a high level of Use methods Both during Without
Cracker External / | Selfish motive knowledge in the field of and means of | the functioning gaining

Internal computing and programming, | active influence | of the IS, and access to the

design and operation of IS on IS during the period | controlled

Spammer External | Selfish motive | Possess information about the of activity of the | territory of the
Disinformer | External / | Selfish motive | functional features of the IS, components of organization

Internal know how to use standard tools the IS
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Let us distinguish both categories in this class: spam-bots and burglar-bots.

Spam-bots are similar to the spammer’s HpM, but perform their actions automatically. The main
harmful actions of bots in this category are spam-bots that collect E-mail addresses from contact forms and
guest books; programs that loaded the Internet channel with a stream of unnecessary information (usually
of an advertising nature); sites that collect information on harmless sites for use in automatically generated
doorways (special HTML pages designed for high positioning in search engines for a specific keyword)
DoS and DDoS attacks, etc.

The second category includes botnets and zombie computers. In essence, they contain the characteristics
of hackers and crackers, and are organized in a completely automatic manner. A botnet (English botnet,
comes from the words robot and network) is a computer network consisting of a number of hosts running
bots - autonomous software. Most often, a bot as part of a botnet is a program that is secretly installed
on a victim’s device and allows an attacker to perform certain actions using the resources of an infected
computer. They are usually used for illegal activities - sending spam, brute-force attacks on a remote
system, DoS attacks, and etc.

To recognize Hp, you need to compare its profile (that is, his activity in IS) with the profile of each
of the categories of the general Hp model. The IDES model uses profiles to characterize the expected
performance of a computing system. The parameters of the computing system activity used to construct the
profile may vary depending on the type of IS activity that is being monitored. Parameters for identification
are divided into two types: host (Table 2) and network (Table 3), the characteristics of which are described
below. In most cases, the common types of information found in profiles at the host level are [1]:

1) Lognin activity. For a user or a system, profiles can represent the typical number of logins at a specific
time period during the day, the earliest expected login time, the estimated maximum login duration, and
etc. Practice has shown that such parameters are most typical for most computing operating environments.
For example, in some operating environments, it is abnormal for users to login to the system at 4 AM,
while in others it may be considered normal.

2) Runtime parameters. Profiles can also be set based on the intended use of the resources that a particular
computing system needs to support. These profiles typically include statistics on the use of CPU time,
memory, and other resources. This is another parameter that is usually regular and predictable. In a clerical
report runtime, for example, a program that is called that takes more than 10 minutes of CPU time should
be considered abnormal, while in a scientific operating environment it may be quite normal. The execution
parameters in the Hp detection system provide a means of possibly repelling this type of malicious activity.

3) Access to files. You can create profiles for the frequency of reading and writing specific files, the
number of times that read or write requests for specific files are denied, and profiles for other file access
parameters. This setting may be less predictable, but certain files may be marked as inaccessible to regular
users. For example, if a regular user tries to write something to a password file, this could be considered
abnormal behavior. In most operating environments, copying a password file should be considered a
suspicious activity. Depending on the types of suspected attacks, the following audit methods can be
proposed for a IDS host, given in the works of the NIDES system developers [2]:

a) Login audit - collects data about who, when and how logged on to the system. In this case, it is
advisable to record: the name of the user logged into the system; the name of the terminal or remote host
from which the system was logged in; user login and logout time.

b) process audit - collects data about which system services were used. In this case, it is advisable
to record: the conditions for the execution (for example, whether the superuser rights are used) of the
process; the return value of the process on termination; username and group name, terminal from which
the process is started; process call time; time spent in user mode; time spent in kernel mode; total execution
time; average used memory; the number of characters processed; the number of read-written blocks of
information; the name of the command to start the process.

4) Audit of errors and administrative information data.

Host parameters

Similarly, our system must monitor certain parameters of the IS activity, that are given in table. 2, fix
them and identify Hp.
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Host parameters for Hp identification and their characteristics Table 2
Parameter | Fuzziness HpM HpB
Disinformer Spammer Cracker Hacker Spam-bot Burglar-bots
UID - + - + + - +
. . With tai With tai . .
With a certain 1t a certain 1t a certain With a certain
. probability probability .
probability . . probability
Tlog + . - depending on | depending on - .
depending on the . . depending on
. the time of the time of .
time of day the time of day
day dayv
Above .
Nlog + Above average - Above average - High
average
Above
TSlog + Above average - Above average - Above average
average
o ... | Within normal Within Within normal Above Above normal
I + Within normal limits . .. .. .. ..
limits normal limits limits normal limits limits
CPU N Above normal limits Abov.e 1'10rmal Abox{e . Abov'e 1.10rmal Abox{e . Abov.e r'10rmal
limits normal limits limits normal limits limits
MUse N Above normal limits Abov.e 1'10rmal Abox{e . Abov'e 1.10rmal Abox{e . Abov.e r'10rmal
limits normal limits limits normal limits limits
Not within normal Not within Not within Not within
NEF + . - . . - .
limits normal limits | normal limits normal limits
AtEF - Scripts :«:md PHP PHP- scripts Executable Scripts PHP- scripts Scripts
scripts files
. .. | Above normal Above Above normal Above Above normal
NEr + Above normal limits .. .. .. .. ..
limits normal limits limits normal limits limits
. . Different . Different .
Different from Different from reren Different from Heren Different from
RTPr/F + . . from normal . from normal .
normal time normal time . normal time . normal time
time time
UPr - Present Present Present Present Present Present
TrFin - Present Present Present Mostly absent Present Mostly absent
ModF - Present Absent Present Mostly present Absent Mostly present
TrFout - Absent Absent Mostly Present Absent Present
present
KS - Fixed Fixed Fixed Fixed not fixed not fixed

Let’s consider in more detail the model of the host parameters, which will actually be the basis for
further research:

1) Login username (UID). A list of users (logins) who are allowed to use the IS resources (i.e., are
authorized) must be defined and stored in the IDS database or honeypot, on the basis of which this system
is created. Any other usernames that are not included in this list are considered unauthorized and their
appearance indicates an unauthorized entry into the system. This parameter is clear since the occurrence
of an unusual login clearly indicates Hp. However, spammers, spam bots and bloodhound bots usually
do not require authorization in the system, and therefore it is mostly impossible to determine the fact of
penetration into the system by this parameter.

2) Login time (Tlog). The parameter is based on the fact that the activity of the IS and users of these
systems depends on the time of day. Usually, a lot of user activity when logging into the system is
manifested in the daytime, less - at night, but other statistics are possible, which is determined by the mode
of operation of the organization to which the IS belong. The nature of this parameter is unclear, because
it is impossible to unambiguously draw a conclusion about the illegal activity of Hp. So in organizations
with a working time from 08:00 to 16:00, the probability that a user who logged in is Hp is the lowest at
08:00 and increases over time, reaching a maximum in hours after 16:00. However, it should be noted that
in the concept of honeypot technologies, this parameter loses its weight somewhat, since any activity on
them is considered malicious.

3) Frequency of login requests (Nlog). It is clear that a high frequency of login requests will be observed
when the system is attacked by bots (in particular, burglar bots, since spammers do not require login). HpM
is also distinguished by an increased frequency of requests as a result of attempts to bypass the protection
and the theoretical assumption that it does not have a legitimate username and password, so it will have to
make at least several attempts. Moreover, the greater the number of attempts, the more probability that Hp
is really trying to enter the IS. It is clear that this parameter is also fuzzy.
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4) Time spent on logging in (TSlog). A parameter that is closely related to the previous one. The time
spent by Hp is, in most cases, longer than the time spent by the legitimate user. But it is indistinct, since it
does not allow for an unambiguous identification.

5) Intensity of action (I). It means the number of any user actions, including logging in/out of the
system, transferring, modifying, copying files, starting/stopping processes, etc. per unit of time. The
intensity may not differ in HpM and in a legitimate user, however, in bots it is much higher, therefore, it is
most essential for identifying and distinguishing between human-robot categories. Although a significant
excess of the norm indicates the activity of unauthorized automatic systems-Hp (bots), however, I is an
indistinct parameter, since the normal value of the intensity indicator is very difficult to determine.

6) Processor time / processor load (CPU). Since the number of active processes on honeypot systems
should be minimal, any increase in load is a sign of Hp activity in the system. In real ISs, the probability
that the activity caused by Hp is somewhat lower, and, of course, the normal value of the processor time is
higher. However, this parameter can still be effectively used to identify the fact of a violation in intrusion
detection and sleep detection systems. Since it is impossible to give an unambiguous answer about Hp
for this parameter, primarily due to the possible activity of viruses, the processor CPU is an indistinct
parameter.

7) The amount of loaded RAM (MUse). Similar in content to the previous one and also fuzzy.

8) Number of executable files (NEF). Also included in the group of fuzzy parameters. The fact of an
attacker’s actions on this parameter is determined by a deviation from the norm. So, in each organization,
in accordance with the security policy and job responsibilities, each legitimate user can use certain files at
a given moment, and the simultaneous use of several files at once is practically excluded. This allows to
identify both external and internal Hp, but with a certain probability.

9) The type of files used during the attack (AtEF). If a recently changed or created file was noticed,
which is identified as a script, then we are dealing with a hacker, a person who is highly computer literate
and capable of further breaking systems with the help of the script we discovered. If the seen file is
an executable file, then according to the definition ... the result of the cracker’s work is ... a modified
(“cracked” or “broken”) program with the required functionality” we can judge that the person who broke
the server’s protection is a cracker. Finally, the case when we find a PHP script clearly speaks of a hacker
working on the Internet. According to modern research, the largest number among the considered categories
of cybercriminals, DDoS attackers and spammers. The disinformer can use several types of files, mainly
scripts and PHP scripts. Since the result of applying the parameter gives an unambiguous answer about the
presence of Hp and its class, the parameter is clear.

10) Number of failures and errors (NEr). This option is fuzzy because failures es and errors can occur
during both logged in and Hp. However, with frequent repetition of failures or errors, we can conclude
with a certain degree of probability that the system has been attacked. This group includes a wide range of
events, from authorization errors to failures in the execution of certain processes or files. With the active
work of Hp, regardless of its class and category, the failure rate will be slightly higher. It should also be
noted that it is quite possible that when determining HpM, this frequency will be even higher.

11) Process/file execution time (RTPr/F). Examining the statistics of the work of IS of various
enterprises and organizations, it is easy to notice that, depending on the specifics of the work, the time
spent on performing a certain operation is approximately the same for the same type of IS and their tasks.
Honeypot systems run primarily system processes, that is, those that keep the honeypot itself running,
or administrator processes that run at a specific time for a specific period. Thus, when identifying such
processes, it can be concluded that the Hp system was attacked. Since this state of affairs can be caused
by the negligence of the employee, the conclusion is ambiguous and, accordingly, the parameter is fuzzy.

12) Unnatural processes (UPr). According to the concept of IDS and honeypot systems in the IS,
continuous monitoring of the running processes must be carried out. So, over the course of the system’s
operation, so-called system snapshots can be formed, recording all activity on the host, or lists of processes
and their characteristics that have been launched are created. In the event that an unusual process appears
in the operation of the IS, that is, one that has not been launched at all for a long time or has been launched
a limited number of times, our IDS immediately notes the fact of the appearance of Hp. Since in this case
the probability of correct raising of the alarm is practically equal to «1», the parameter can be classified
as clear.

13) Transferring a file to the system (TrFin), modifying files (ModF), copying/transferring files from
the system (TrFout) is a group of clear parameters. Any actions with files inherent in each attack, but those

23



N E W S of the National Academy of Sciences of the Republic of Kazakhstan

actions that prevail during the attack determine the class and category of Hp. For example, in a spam
attack, the transfer of files to the system is usually noted, but their change or transfer from the system is
mostly absent. Other categories of Hp are identified similarly.

14) Pressing the keyboard keys (KS). To detect attacks, this technology uses monitoring by pressing the
user on the keyboard keys. The basic idea is that the sequence of user clicks sets the attack pattern. The
disadvantage of this approach is the lack of a sufficiently reliable mechanism for intercepting work with
the keyboard without the support of the operating system, as well as a large number of possible variants of
presenting the same attack. In addition, without a semantic keystroke analyzer, various kinds of command
aliases can easily destroy this technology. Because it analyzes keystrokes, automated attacks that result
from the execution of malicious programs may also go undetected. But this fact is most useful for us in the
process of identifying Hp and is attributed to the class of people or robots. This parameter is unambiguous,
therefore it is also assigned to the clear group.

Network parameters. Network IDS, presented in table. 3, work with network traffic and detect attacks
related to low-level impact on network protocols, and can detect attacks on multiple hosts on the network.
Network IDS is created on the basis of an intelligent traffic analyzer that processes each data frame passing
through it in order to search for prohibited signatures in it, indicating attacks. Network data, network traffic
is received from a network adapter operating in a promiscuous mode (that is, receiving all packets on the
network).

Network parameters for Hp identification and their characteristics Table 3
Parameter | Fuzziness HpM HpB
Disinformer Spammer Cracker Hacker Spam-bot Burglar-bot
ARP- Does not match | Does not match | Does not match | Does not match | Does not match | Does not match
request ) the allowed the allowed the allowed the allowed the allowed the allowed
IP- Does not match | Does not match | Does not match | Does not match | Does not match | Does not match
fragmet ) the allowed the allowed the allowed the allowed the allowed the allowed
ICMP- Does not match | Does not match | Does not match | Does not match | Does not match | Does not match
message ) the allowed the allowed the allowed the allowed the allowed the allowed
TCP- Does not match | Does not match | Does not match | Does not match | Does not match | Does not match
packet . the allowed the allowed the allowed the allowed the allowed the allowed

Let’s list the audit data that must be collected to detect remote attacks, with the characteristics of the
TCP/IP protocol family [2]:

ARP request is monitored according to the following parameters: source IP address; source hardware
address; the network interface that restricts the ARP request.

IP fragment: source address; receiver address; protocol field; offset field; length; header length; MF bit;
identification.

ICMP message: source IP address; receiver IP address; ICMP field type; ICMP identifier; ICMP
sequence number.

TCP packet: source IP address; receiver IP address; source TCP port; receiver TCP port; bit of TCP
code.

All of the listed network parameters, with the correct configuration of the interworking policy, clearly
indicate an attack, and therefore belong to the group of clear ones [10]. The parameters described in the
work (both network and host) form a tuple of identification and identification of Hp:

DIO = < UID, Tlog, Nlog, TSlog, I, CPU, MUse, NEF, AtEF, NEr, RTPr/F, UPr, TrFin, ModF,
TrFout, KS, ARP, IP, ICMP, TCP >.

The value of the elements (or rather, their change) of this tuple allow to reveal the fact of penetration of
Hp into the IS (to identify an APT attack), as well as the type of Hp: for HpM - burglar, spammer, disinformer
and cracker, and for HpB — burglar-bot and spam-bot. To use this tuple in the process of identifying an
intruder, in particular its fuzzy components, it is necessary to construct models of standards of parameters
necessary for the functioning of the IDS in a not clear defined, poorly formalized environment, which
today is cyberspace.

Conclusions. In this work, a model of parameters (host and network) has been created for early
detection of APT attacks and identification of a clear definition of the type of intruder - that is, HpM or
HpB). Formalization of such parameters allows us to take into account the peculiarities of attacks on IS and
increase the effectiveness of preventive measures, rapid response tools and information protection systems.
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The results obtained can serve as a basis for building an effective system for early detection of APT
attacks and identification of intruders in cyberspace based on honeypot technology.

In further work, it is planned to construct models of standards and logical rules for detecting using the
preset model of parameters for early detection of APT attacks and identification of the type of intruder.
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	Host parameters
	DIO = < UID, Tlog, Nlog, TSlog, I, CPU, MUse, NEF, AtEF, NEr, RTPr/F, UPr, TrFin, ModF, TrFout, KS, ARP, IP, ICMP, TCP >.
	Information about authors:

	СОДЕРЖАНИЕ ИНФОРМАТИКА
	Ж.С. Абдимуратов, В.И. Дмитриченко, М.А. Джетписов, Е.Н. Жагыпаров
	Ж.С. Авкурова, Б.К. Абдураимова, С. Гнатюк, Л.М. Кыдыралина
	Т.С. Байшоланов, Ж.М. Алимжанова, Н. Байшолан, К.Е. Кубаев, К.С. Байшоланова
	Ж.С. Есенгалиева, К.Н. Касылкасова, А.О. Касылкасова
	Ж.С. Иксебаева, К. Жетписов, Ж.М. Муратова
	В.А. Лахно, Б.C. Ахметов, М.Б. Ыдырышбаева, Ш. Сагындыкова
	О.Ж. Мамырбаев, Д.О. Оралбекова, K. Алимхан, M. Othman, Б. Жумажанов
	А.Р. Оразаева, Д.А. Тусупов, С.В. Павлов, Г.Б. Абдикеримова
	Ж.М. Ташенова, Э.Н. Нурлыбаева, Ж.К. Абдугулова, Ш.А. Аманжолова
	O.A. Уcaтoвa, A.Ш. Бaрaкoвa
	Г.С. Ыбытаева, Н.Ф. Хайрова, К.Ж. Мухсина, Б.Ж. Жумажанов
	К.С. Чежимбаева, М.Ж. Батырова

	ФИЗИКА
	А.Е. Амантаева, Г.Р. Сүбебекова, А.Т. Агишев, С.А. Хохлов
	Т.Н. Исмагамбетова, М.Т. Габдуллин, Т.С. Рамазанов

	МАЗМҰНЫ ИНФОРМАТИКА
	Ж.С. Авкурова, Б.К. Абдураимова, Б. Гнатюк, Л.М. Қыдыралина
	Ж.C. Есенгалиева, К.Н. Касылкасова, А.О. Касылкасова
	Ж.С. Иксебаева, К. Жетписов, Ж.М. Муратова
	В.А. Лахно, Б.C. Ахметов, М.Б. Ыдырышбаева, Ш. Сагындыкова
	О.Ж. Мамырбаев, Д.О. Оралбекова, Қ. Әлімхан, M. Othman, Б. Жумажанов
	А.Р. Оразаева, Д.А. Тусупов, С.В. Павлов, Г.Б. Абдикеримова
	Ж.М. Ташенова, Э.Н. Нурлыбаева, Ж.К. Абдугулова, Ш.А. Аманжолова
	O.A. Уcaтoвa, A.Ш. Бaрaкoвa
	Г.С. Ыбытаева, Н.Ф. Хайрова, К.Ж. Мухсина, Б.Ж. Жумажанов
	К.С. Чежимбаева, М.Ж. Батырова

	ФИЗИКА
	А.Е. Амантаева, Г.Р. Сүбебекова, А.Т. Агишев, С.А. Хохлов
	Т.Н. Исмагамбетова, М.Т. Габдуллин, Т.С. Рамазанов

	CONTENTS
	Zh. Avkurova, B. Abduraimova , S. Gnatyuk, L.M. Kydyralina
	Zh. Yessengaliyeva, K. Kassylkassova, A. Kassylkassova
	Zh.S. Ixebayeva, K. Jetpisov, Zh.M. Muratova
	V.A. Lakhno, B.S. Akhmetov, M.B. Ydyryshbayeva, Sh. Sagyndykova
	О.Zh. Mamyrbayev, D.O. Oralbekova, K. Alimhan, M. Othman, B. Zhumazhanov
	A.R. Orazayeva, J.A. Tussupov, S.V. Pavlov , G.B. Abdikerimova
	Zh. Tashenova, E. Nurlybaeva, Zh. Abdugulova, Sh. Amanzholova
	O.A. Ussatova, A.Sh. Barakova
	G.S. Ybytayeva, N.F. Khairova, K.Zh. Mukhsina, B.Zh. Zhumazhanov
	K.S. Chezimbayeva, M.Z. Batyrova

	PHYSICS
	А.Е. Amantayeva, G.R. Subebekova, A.T. Agishev, S.A. Khokhlov
	T.N. Ismagambetova, M.T. Gabdullin, T.S. Ramazanov
	www:nauka-nanrk.kz
	ISSN 1991-346X (Print)


