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THE IMPLEMENTATION AND THE USE OF THE LAN 
MONITORING SYSTEMS FOR SYSTEMATISATION OF THE 
INPUT DATA OF THE INCIDENT FORECASTING SYSTEMS

Abstract. This article explores the work on the implementation of an 
automated LAN monitoring systems and the feasibility of the utilisation 
of the data produced by these systems.  The purpose of this article is to 
identify a systematic approach to the problem identification, to model 
business-processes according to the set goals and to determine functions of 
the implemented high-tech solutions. In the process of writing the article, 
the authors reviewed of local computer networks and server infrastructures 
of five universities: L.N. Gumilyov Eurasian National University, Astana 
IT University, Seifullin KazATU, KazGUU and Korkyt Ata Kyzylorda 
University and found out that despite all efforts to modernize the server 
and network infrastructure in the compared universities, most of them do 
not have LAN monitoring systems. Authors of this article emphasise the 
necessity of monitoring and data storage systems for the optimisation of 
the functioning of the LAN maintenance services, as well as, subsequent 
introduction of other systems, such as forecasting systems. As for the 
implementation of systems using machine-learning algorithms, so far none 
of the reviewed Higher Education Institutions are planning such projects in 
the near future. Nevertheless, such projects have every reason for research 
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in various areas, including automation and prediction of LAN system 
failures. Authors emphasize that data collection by monitoring systems 
can significantly facilitate further work in the above areas.

Key words: network equipment’ failure forecasts, local area network, 
monitoring systems, LAN, business-processes modelling.
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ОҚИҒАЛАРДЫ БОЛЖАУ ЖҮЙЕЛЕРІНІҢ КІРІСТЕРІН 
ЖҮЙЕЛЕУ ҮШІН LAN МОНИТОРИНГ ЖҮЙЕСІН ЕНГІЗУ 

ЖӘНЕ ПАЙДАЛАНУ

Аннотация. Бұл мақалада жергілікті желіні бақылаудың авто
маттандырылған жүйелерін енгізу және осы жүйелер арқылы алынған 
деректерді пайдалану мүмкіндігі қарастырылады. Бұл мақаланың 
мақсаты – проблемаларды анықтауға жүйелі көзқарасты айқындау, 
қойылған мақсаттарға сәйкес бизнес-процестерді модельдеу және 
енгізілген жоғары технологиялық шешімдердің функцияларын анық
тап, келешекте қолданылатын жүйелерде немесе зерттелетін зерттеу 
жұмыстарында ыңғайлы қолданысқа ие болатын жүйеге келтіру. 
Мақала жазу барысында авторлар бес университеттердің жергілікті 
компьютерлік желілері мен серверлік инфрақұрылымдарын қарас
тырды: Л.Н. Гумилев атындағы Еуразия Ұлттық Университеті, Astana 
IT University, С.Сейфуллин атындағы ҚАТУ, М.С. Нарикбаев атын
дағы КазГЮУ, Қорқыт Ата атындағы Қызылорда университеті. Бұл 
оқу орындарының серверлік және желілік инфрақұрылымды модер
низациялау бойынша атқарылып жатқан барлық жұмыстарына қара
мастан, көпшілігінде автоматтандырылған жергілікті желіні бақы
лау жүйелері жоқ екені анықтады. Осы мақаланы жазу барысында, 
жергілікті желі қызметтерінің жұмысын оңтайландыру, сонымен 
қатар болжау жүйелері сияқты басқа жүйелерді кейіннен енгізу үшін 
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деректерді бақылау және сақтау жүйелерінің қажеттілігін авторлар 
атап өтеді. Машиналық оқыту алгоритмдерін қолдана отырып, әр 
түрлі жүйелерді қолданысқа енгізу жұмыстарына келетін болсақ, 
қарастырылған жоғары оқу орындарының ешқайсысы жақын арада 
мұндай жобаларды жоспарламайды. Алайда, мұндай жобалар жер
гілікті желі жүйелерінің істен шығуын автоматтандыру мен болжауды 
қоса алғанда, әртүрлі салаларда зерттеу жұмыстарын жүргізу үшін 
барлық негіздерге ие. Авторлар мониторинг жүйелерін іске енгізу 
арқылы деректерді жинау жұмысы – жоғарыда аталған салалардағы 
атқаратын келешек жұмыстарын одан әрі жеңілдететінін айтады.

Түйін сөздер: желілік жабдықтың істен шығуын болжау, жергілікті 
желі, мониторинг жүйелері, жергілікті-есептеу желісі, бизнес-процес
терді модельдеу.
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ВНЕДРЕНИЕ И ИСПОЛЬЗОВАНИЕ СИСТЕМ 
МОНИТОРИНГА ЛВС ДЛЯ СИСТЕМАТИЗИРОВАНИЯ 
ВХОДНЫХ ДАННЫХ СИСТЕМ ПРОГНОЗИРОВАНИЯ 

ИНЦИДЕНТОВ

Аннотация. В этой статье рассматривается работа по внедрению 
автоматизированных систем мониторинга локальной сети и возмож
ности использования данных, полученных с помощью этих систем. 
Целью данной статьи является определение системного подхода к 
выявлению проблем, моделирование бизнес-процессов в соответ
ствии с поставленными целями и определение функций внедряемых 
высокотехнологичных решений. В процессе написания статьи авторы 
рассмотрели локальные компьютерные сети и серверные инфраструк-
туры пяти университетов: Евразийского Национального Университе-
та им. Л.Н.Гумилева, Astana IT University, КазАТУ им. Сакена Сей-



57

ISSN 1991-346X                                                                                             2. 2022

фуллина, КазГЮУ им. М.С. Нарикбаева и Кызылординского универ-
ситета им. Коркыт Ата и выяснили, что несмотря на все усилия по 
модернизации серверной и сетевой инфраструктуры в сравниваемых 
университетах, большинство из них не имеют каких либо систем мо-
ниторинга локальной сети. Авторы этой статьи подчеркивают необхо-
димость внедрения и активное использование систем мониторинга и 
хранения данных для оптимизации функционирования служб обслу-
живания локальной сети, а также последующего внедрения других 
систем, таких как системы прогнозирования использующих алгорит-
мы машинного обучения. Что касается непосредственно внедрения 
систем с использованием алгоритмов машинного обучения в рассма-
триваемых университетах, то пока ни одно из них не планирует по-
добных проектов в ближайшем будущем. Тем не менее, такие про-
екты имеют все основания для исследований в различных областях, 
включая автоматизацию и прогнозирование отказов систем локальной 
сети. Соответственно, авторы подчеркивают, что сбор данных систе-
мами мониторинга могут существенно облегчить дальнейшие работы 
в вышеуказанных направлениях.

Ключевые слова: прогнозы отказов сетевого оборудования, 
локальная сеть, системы мониторинга, ЛВС, моделирование бизнес-
процессов.

Introduction. Continuous development of the information technologies 
has led to an increase in the number of active equipment and the scale of 
the local networks of enterprises, as well as, problems associated with the 
appropriate organisation and monitoring of these networks. The existing 
automated enterprise management systems (ACS) must meet the stated 
requirement in the context of ever-growing complexity of the problem 
being solved: the constant growth of the scale of the provided service, the 
development of the route network, logistics management, the increase in 
time and event loads.

Materials and methods. In the past an organisation and LAN monitoring 
was the prioritised task for the large enterprises only, but in the modern 
times, full of digital solutions, the organisation and monitoring of data 
networks has become one the defining factors of the successful business. 
Taking into account that each minute, there is humongous amount of 
heterogeneous data being generated in a network, timely management of 
the LAN’s network infrastructure has become a non-trivial task. First of 
all, a network infrastructure consists of the multitude of various devices 
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(communicators, servers, routers, computers, etc.). Secondly, each of these 
devices hosts a large amount of applied programs, which are sources of 
data as well.  In the selection process of the software for the monitoring of 
data networks, authors took following two goals into consideration:

The first goal was to ensure collection, storage and real-time access to 
such a heterogeneous set of data.

The second goal was to reduce incident response time after automatically 
identifying deviant behaviours in the middle of multiple time series. 

In the operational monitoring and incident management system (OM&M), 
incidents are recorded – incidents related to equipment breakdowns, delay 
or loss of traffic, overheating or failure due to external factors, and other 
important events. Those incidents are registered promptly from the devices 
(switches) of the company or through the communication channels of the 
end users of the services. Usually, those incidents are handled at the levels 
of dispatch services, monitoring centres or system/network administrator 
departments. Some categories of incidents require prompt resolution, for 
example, all kinds of breakdowns (failures) of active equipment. In order 
to improve the efficiency of the companies’ operations, the fault tolerance 
of a number of active LAN equipment can be predicted. 

Authors also reviewed the infrastructures of 5 universities: L.N. 
Gumilyov Eurasian National University, Astana IT University, S. Seifullin 
KazATU, KazGUU and Korkyt Ata Kyzylorda University. All of the 
above educational institutions have a well-developed server and network 
infrastructures that meets all the needs of the organization. For example, 
at the L.N. Gumilyov ENU uses 18 virtual servers in active way which 
deployed on 5-6 server machines and about 20-30 switches in the LAN 
contour. KazATU is actively using 4-5 server machines where virtual servers 
and information systems are deployed, as well as about 20-25 switches 
providing Internet access to educational and administrative personnel. 
Astana IT University rents most of its LAN infrastructure; however, they 
have 4 powerful servers where vital systems for the organization are 
deployed. KazGUU in the last 5 years have been thoroughly invested in 
their digital infrastructure to facilitate the work and automation of many 
business processes, respectively, they have a developed LAN network and 
one of the most optimized information systems. Korkyt Ata Kyzylorda 
University has 5 server arrays and LAN with a total of slightly more than 30 
switches and hubs to organize access to the Internet for its staff and students.

All of the above universities and their information systems operate non-
stop and all universities have staff to maintain the LAN circuit and server 
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infrastructure. However, not all universities have certain LAN monitoring 
systems for prompt response to LAN segment outages or other types of 
system failure. For example, in the same Kyzylorda University named 
Korkyt Ata the implementation of a LAN monitoring system is at the 
development stage, and the implementation of such systems is expected 
only by the end of 2023.

The main anticipated business effect from the use of forecasting tools 
is a reduction in financial losses through an increase of the technical 
availability of equipment. This goal should be achieved by providing 
means of predicting the fault tolerance of the equipment based on the 
researched forecasting methods.

These days, knowledge on the intellectual data analysis is widely 
explored. There are a lot of publications on this topic in the IT field. 
However, most of the times those publications focus on either a particular 
case or those works could be supplemented by the new variables which 
might in turn affect the final forecast results. 

As for the implementation of systems using machine-learning algorithms, 
so far none of the listed Higher Education Institutions are planning such 
projects in the near future. Nevertheless, such projects have all the grounds 
for research in various areas, including automation and prediction of LAN 
system failures.

This article addresses the issue of the usage of LAN monitoring systems 
as an integral part of the subsequent introduction of the forecasting systems 
based on machine learning.

To address the first challenge, «PRTG network monitor» software was 
implemented on the basis of the existing LAN network of the private 
IT company, consisting of switches and servers. After configuring the 
necessary sensors, predominantly consisting of SNMP, ping, HTTP and 
IMAP protocols, above-mentioned software has commenced its operation, 
displaying up-to-date information in regards to the data transfer and active 
equipment of the network.

Figure 1 - «As-Is» model of the LAN monitoring process
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Figure 1 outlines «As-Is» model, an example of the monitoring process 
of the local IT company prior to the implementation of the automated 
monitoring system. Process was initiated by system/network administrator, 
who spent 15-30 minutes on initial diagnostics of the LAN health. As one 
can observe from this process, at each stage of monitoring the segment of 
the LAN there is a room for “human factor”, which can be interpreted as 
the possibility of missing one message or another in the equipment logs.

After the construction of «As-Is» model, and to solve the set challenges 
it was decided that the LAN diagnostics time will be reduced and online 
monitoring of the network will be implemented through introduction of 
the relevant software. To get a clearer picture of how the implemented 
software was supposed to operate, authors constructed «To-Be» model 
(Figure 2). 

Figure 2 - «To-Be» model of the LAN monitoring process

If one were to compare two processes illustrated on Figures 1 and 2, one 
can observe that collection of the equipment logs of the LAN segment has 
changed from manual to automated way, whilst,  the time required for the 
identification of the problem area in practice was reduced by no less than 
5-10 times. In addition, the ability to see up-to-date statistical information 
was now not limited to engineers only, but to their higher management 
as well, for further decision-making on managerial level.  Besides those 
point, the software also enables analysis of the operation of the whole 
system and its private sub-systems via the deployment of various sensors.

Alternatively, the authors have explored a solution on the basis of the 
shareware «ZABBIX» monitoring system. «ZABBIX» was implemented 
alongside search engine «Elasticsearch», which was responsible for the 
search, collection and extraction of the log messages from the LAN 
equipment. Various errors, exceptions and requests were used as metrics. 
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It is worth to mention that the above-mentioned solutions are for the most 
part available for free, but they do require a certain degree of proficiency 
in a large amount of systems, such as Apache, PHP, MySQL, VMware,  
KVM, Hyper-V, Virtual Box, Azure, etc., and to have at least a minimum 
level of knowledge of the Java, C+, Python, Jason programming languages.

Results and discussion. The authors have constructed «To-Be v.2» 
(Figure 3) after the applied analysis of the two LAN monitoring systems. 
This model could be universally applicable to a LAN of any scale.  The 
authors presume that the implementation of the monitoring systems and 
the storage of the data from the sensors of the monitoring systems is a 
necessary minimum for the building of the incident forecasting system 
based on the machine learning algorithms.

Figure 3. LAN monitoring process after the implementation of monitoring and 
forecasting systems. 

Model «To-Be v.2» (how it should)

As an example, the authors collected a year-worth of operational data 
from the sensors of several switches using the system monitoring software 
(Figure 4). In the raw form, this data cannot be easily processed by other 
systems, hence authors had proceeded on structuring of it. In the future, 
the structuring could be automated through the use of various systems of 
data processing and grouping of big data.
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Figure 4. A sample of the unloading data from the LAN monitoring software.

Figure 5. Structured unload of the sensor data from the switch.

Conclusion. The systematic approach to the problem identification, 
adequate goal-setting and modelling of business processes for the 
determination of the functions of the implemented high-tech solutions 
is the main conclusion of this article. As a result, the authors highlight 
the necessity of having monitoring and data storage systems for the 
optimisation of the functioning of the LAN maintenance services, as well 
as, subsequent introduction of forecasting systems. It is presumed that 
additional resources would be employed for the structuring of the data 
from databases for the further use by other implemented systems. Authors 
emphasize that data collection by monitoring systems can significantly 
facilitate further work in the LAN forecasting systems. However, economic 
basis for those solutions was not taken into consideration by the authors, 
which might provide an ample ground for discussion of the feasibility of 
these implementations for small enterprises, where each business-solution 
needs to pay off.
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