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THE IMPLEMENTATION AND THE USE OF THE LAN
MONITORING SYSTEMS FOR SYSTEMATISATION OF THE
INPUT DATA OF THE INCIDENT FORECASTING SYSTEMS

Abstract. This article explores the work on the implementation of an
automated LAN monitoring systems and the feasibility of the utilisation
of the data produced by these systems. The purpose of this article is to
identify a systematic approach to the problem identification, to model
business-processes according to the set goals and to determine functions of
the implemented high-tech solutions. In the process of writing the article,
the authors reviewed of local computer networks and server infrastructures
of five universities: L.N. Gumilyov Eurasian National University, Astana
IT University, Seifullin KazATU, KazGUU and Korkyt Ata Kyzylorda
University and found out that despite all efforts to modernize the server
and network infrastructure in the compared universities, most of them do
not have LAN monitoring systems. Authors of this article emphasise the
necessity of monitoring and data storage systems for the optimisation of
the functioning of the LAN maintenance services, as well as, subsequent
introduction of other systems, such as forecasting systems. As for the
implementation of systems using machine-learning algorithms, so far none
of the reviewed Higher Education Institutions are planning such projects in
the near future. Nevertheless, such projects have every reason for research
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in various areas, including automation and prediction of LAN system
failures. Authors emphasize that data collection by monitoring systems
can significantly facilitate further work in the above areas.

Key words: network equipment’ failure forecasts, local area network,
monitoring systems, LAN, business-processes modelling.
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OKHUFAJIAPIIBI BOJIKAY KYHWEJEPIHIH KIPICTEPIH
JKYWEJIEY YIIITH LAN MOHUTOPUHT )KYWUECIH EHT'I3Y
JKOHE MMAMUJIAJTAHY

AnHoTanus. byn Makamana >KepriaikTi KeliHi OaKbUIayJblH aBTO-
MaTTaHIBIPBUIFaH )KYHEJIepiH eHT13y )KOHE OChI )KYHenep apKblTbl aJIbIHFaH
JepeKTepal maiianaHy MYMKIHZIITT KapacTwlpbliaabl. byn makaigaHbIH
MakcaTbl — TpoOJieMaiapAbl aHBIKTAyFa KYHell Ke3KapacThl alKbIHAY,
KOMBUIFAaH MakcaTTapra Colikec OM3HEC-IPOLECTEpIl MOJENbAEY >KOHE
€HT131IreH KOFaphl TEXHOJIOTHSUIBIK MISIIMIAEPAIH (QYHKIUSIIAPbIH aHbIK-
Tar, KeJENIeKTe KOJIaHbIIATHIH JKYHelepie HeMece 3epTTeNIeTiH 3epTTey
KYMBICTapbIH/Ia BIHFAIUIBI KOJJAHBICKA He OONaThIH JKyllere KenTipy.
Makana xa3y OapbICbIHIa aBTOpiap 0ec YHUBEPCHTETTEPIiH JKEPTiTiKTi
KOMITBIOTEPIIIK KEIiJepl MEH CepBepiK WH(PpaKypbUIBIMIAPBIH Kapac-
teipabl: JILH. I'ymunes atsingarsl Eypaszust ¥ a1tk YHUBEpCUTETI, Astana
IT University, C.Ceitbynnun areianarsl KATY, M.C. HapukbaeB aTbiH-
narbl Kas['FOY, KopkeiT Ata atsingarsl Kei3euiopaa yHusepcuteti. by
OKY OpBIHJIApPBIHBIH CEPBEPIIIK JKOHE KENITIK WHPPaKYPBUIBIMIBI MOJAEP-
HU3anusAgay OOMBIHIIA aTKapbUIbII KaTKaH OapiiblK KYMBbICTapblHA Kapa-
MacTaH, KOIIITITiHAe aBTOMATTaHABIPBUIFAH JKEPTUTKTI KeliHi OaKbI-
Jay Ky#enepi KoK ekeHl aHbIKTanbl. OChl MaKajaHbI jka3y OapbICHIHJA,
KEPriumKTI Kejl KbI3METTEPiHIH MKYMBICBIH OHTAMIaHJBIPY, COHBIMEH
Karap Ooipkay Kylenepi CHSIKThI 0acka JKyienepii KeHiHHEeH eHTi3y YIIiH
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JepeKTepii Oakblaay >KOHE cakTay >KyHelepiHiH KaXeTTUIIriH aBTopIiap
aran eTeai. MamMHAIBIK OKBITY alTOPUTMICPIH KOJJaHA OTBIPHIN, Jp
TYpii JKyHenepal KOJJaHBICKa €HT13y »KYMBICTapblHA KeleTiH OoJcak,
KapacThIPBUIFAH KOFapbl OKY OPBIHIAAPBIHBIH €IIKANCHICHI KAaKbIH apajia
MyH7all jko0amapibl kocnapiaMaiael. Anaiijna, MyHAal skobanap xep-
TUTIKTI JKeJ )KyHeepiHiH ICTeH MIBIFybIH aBTOMATTAHBIPY MEH O0JIKayIbI
KOCa aifaHaa, opTyp:l cajanapaa 3epTTey KYMBICTapbIH XKYPrizy YIIiH
OapnbIK Heri3aepre we. ABTOpPIap MOHUTOPHHT XXYHeJIepiH iCKe €HTi3y
apKBUIBI AEPEKTeP/Ii KUHAY KYMBICHI — JKOFaphlJla aTajJFaH cayalapaarbl
aTKapaTblH KeJIeHIeK KYMBICTApbIH OJ]aH op1 )KEHUIIETETIHIH alTaabl.

Tyiiin ce3aep: Keninik xKaOIbIKThIH 1CTEeH IIBIFYbIH 00JIXKAay, KEPTLTIKT1
KeJll, MOHUTOPHHT XKYHesepi, KepriTiKTi-ecenTey xelici, On3Hec-mpouec-
TepJi MOJCIBILY.
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BHEJAPEHME U UCITIOJIB3O0BAHUE CUCTEM
MOHUTOPHUHTA JIBC VI CUCTEMATU3UPOBAHUSA
BXOJAHBIX JTAHHbBIX CUCTEM ITPOI'HO3UPOBAHMUSA

NHIMIAEHTOB

AHHoTanus. B 3701 crarke paccMaTpuBaercs paboTa 1Mo BHEAPEHUIO
aBTOMAaTHU3UPOBAHHBIX CUCTEM MOHUTOPUHIA JIOKAJIBHOW CETH U BO3MOXK-
HOCTHU HCIIOIb30BAaHUS JAHHBIX, MOJYyYCHHBIX C IIOMOILBI 3TUX CHUCTEM.
[lenpto naHHOW CTAaTbU SIBISETCA OINPEACIIEHHE CUCTEMHOIO IOAXOAA K
BBISIBJICHUIO IIPOOJEM, MOJEIMPOBaHHE OM3HEC-NPOLIECCOB B COOTBET-
CTBUU C MOCTABJIECHHBIMHU LIEJIIMU U ONpezesieHne pyHKUUN BHEIPSEMBbIX
BBICOKOTEXHOJIOTUYHBIX pellieHHui. B mpoliecce HanvcaHus cTaTbu aBTOPbI
paccMOTpeln JIOKaJIbHbIE KOMIIBIOTEPHBIE CETH U CEPBEPHBIE MHPPACTPYK-
TypBl IIITH YHUBEpPCUTETOB: EBpasuiickoro HanuonansHoro Yuusepcure-
ta uM. JL.H.I'ymunesa, Astana IT University, KasATY um. Cakena Ceii-
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¢bymuna, Kas['FOY um. M.C. Hapuk6aeBa u KbI3pU10pIMHCKOTO YHUBEP-
cuteta uM. KOpKBIT ATa M BBISICHUIIM, 9YTO HECMOTPS HA BCE YCUIIUS IO
MOJIEpHHU3AIMU CEPBEPHOI U ceTeBOM MH(PPACTPYKTYphl B CPAaBHUBAEMBIX
YHUBEPCUTETAX, OONBIIMHCTBO U3 HUX HE UMEIOT KaKUX JTHOO0 CUCTEM MO-
HUTOPHHTA JIOKAJILHOHN CeTH. ABTOPBI 3TOU CTAaThH MOTUYEPKUBAIOT HEOOXO-
JUMOCThH BHEJPEHUS U aKTUBHOE MCIIOJIb30BAaHUE CUCTEM MOHUTOPUHTA U
XpaHEeHUS JaHHBIX JJIS ONTHMHU3ANUH (YHKIIMOHUPOBAHUS CITYKO 00CITy-
KUBaHUS JOKAJIbHOM CETH, a TaKXke MOCIEAYIOIIETr0 BHEIPEHUsl APYTHUX
CUCTEM, TaKUX KaK CUCTEMbI IPOTHO3UPOBAHUS UCTIONB3YIOIINX aITOPUT-
MBI MAIIMHHOTO O0y4deHHUs. UTO KacaeTcs HEMOCPEICTBEHHO BHEIPCHUS
CUCTEM C MCTOJB30BAHUEM AJITOPUTMOB MAIIMHHOTO O0yUY€HHUS B paccMa-
TPUBAEMbBIX YHUBEPCHUTETAX, TO MMOKAa HU OJHO M3 HUX HE IJIAHUPYET IO-
TOOHBIX TIPOEKTOB B OnmkaimieMm OymymieM. Tem He MeHee, Takue Ipo-
€KThl IMEIOT BCE OCHOBAHUS ISl UCCIIEIOBAaHUHN B PAa3TMYHBIX 00IACTSX,
BKJTFOYAst aBTOMATHU3AIIMIO U IPOTHO3UPOBAHKUE OTKA30B CHCTEM JIOKAJTbHON
cetu. COOTBETCTBEHHO, aBTOPBI MOJYEPKUBAIOT, UTO COOp JAHHBIX CHUCTE-
MaMH MOHUTOPUHTA MOTYT CYIIECTBEHHO OOJIETYHUThH JlabHEUITNE paboThI
B BBILIIEYKa3aHHBIX HAMPaBICHUIX.

KiiroueBble cji0Ba: TPOTHO3BI OTKAa30B CETEBOTO O0OpydOBaHUS,
JIOKallbHasl CeTh, cucTeMbl MOoHUTOpUHTa, JIBC, MonenupoBanue OusHec-
MIPOIIECCOB.

Introduction. Continuous development of the information technologies
has led to an increase in the number of active equipment and the scale of
the local networks of enterprises, as well as, problems associated with the
appropriate organisation and monitoring of these networks. The existing
automated enterprise management systems (ACS) must meet the stated
requirement in the context of ever-growing complexity of the problem
being solved: the constant growth of the scale of the provided service, the
development of the route network, logistics management, the increase in
time and event loads.

Materials and methods. In the past an organisation and LAN monitoring
was the prioritised task for the large enterprises only, but in the modern
times, full of digital solutions, the organisation and monitoring of data
networks has become one the defining factors of the successful business.
Taking into account that each minute, there is humongous amount of
heterogeneous data being generated in a network, timely management of
the LAN’s network infrastructure has become a non-trivial task. First of
all, a network infrastructure consists of the multitude of various devices
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(communicators, servers, routers, computers, etc.). Secondly, each of these
devices hosts a large amount of applied programs, which are sources of
data as well. In the selection process of the software for the monitoring of
data networks, authors took following two goals into consideration:

The first goal was to ensure collection, storage and real-time access to
such a heterogeneous set of data.

The second goal was to reduce incident response time after automatically
identifying deviant behaviours in the middle of multiple time series.

Inthe operational monitoringandincidentmanagementsystem (OM&M),
incidents are recorded — incidents related to equipment breakdowns, delay
or loss of traffic, overheating or failure due to external factors, and other
important events. Those incidents are registered promptly from the devices
(switches) of the company or through the communication channels of the
end users of the services. Usually, those incidents are handled at the levels
of dispatch services, monitoring centres or system/network administrator
departments. Some categories of incidents require prompt resolution, for
example, all kinds of breakdowns (failures) of active equipment. In order
to improve the efficiency of the companies’ operations, the fault tolerance
of a number of active LAN equipment can be predicted.

Authors also reviewed the infrastructures of 5 universities: L.N.
Gumilyov Eurasian National University, Astana IT University, S. Seifullin
KazATU, KazGUU and Korkyt Ata Kyzylorda University. All of the
above educational institutions have a well-developed server and network
infrastructures that meets all the needs of the organization. For example,
at the L.N. Gumilyov ENU uses 18 virtual servers in active way which
deployed on 5-6 server machines and about 20-30 switches in the LAN
contour. KazATU is actively using 4-5 server machines where virtual servers
and information systems are deployed, as well as about 20-25 switches
providing Internet access to educational and administrative personnel.
Astana IT University rents most of its LAN infrastructure; however, they
have 4 powerful servers where vital systems for the organization are
deployed. KazGUU in the last 5 years have been thoroughly invested in
their digital infrastructure to facilitate the work and automation of many
business processes, respectively, they have a developed LAN network and
one of the most optimized information systems. Korkyt Ata Kyzylorda
University has 5 server arrays and LAN with a total of slightly more than 30
switches and hubs to organize access to the Internet for its staff and students.

All of the above universities and their information systems operate non-
stop and all universities have staff to maintain the LAN circuit and server
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infrastructure. However, not all universities have certain LAN monitoring
systems for prompt response to LAN segment outages or other types of
system failure. For example, in the same Kyzylorda University named
Korkyt Ata the implementation of a LAN monitoring system is at the
development stage, and the implementation of such systems is expected
only by the end of 2023.

The main anticipated business effect from the use of forecasting tools
is a reduction in financial losses through an increase of the technical
availability of equipment. This goal should be achieved by providing
means of predicting the fault tolerance of the equipment based on the
researched forecasting methods.

These days, knowledge on the intellectual data analysis is widely
explored. There are a lot of publications on this topic in the IT field.
However, most of the times those publications focus on either a particular
case or those works could be supplemented by the new variables which
might in turn affect the final forecast results.

As forthe implementation of systems using machine-learning algorithms,
so far none of the listed Higher Education Institutions are planning such
projects in the near future. Nevertheless, such projects have all the grounds
for research in various areas, including automation and prediction of LAN
system failures.

This article addresses the issue of the usage of LAN monitoring systems
as an integral part of the subsequent introduction of the forecasting systems
based on machine learning.

To address the first challenge, «PRTG network monitor» software was
implemented on the basis of the existing LAN network of the private
IT company, consisting of switches and servers. After configuring the
necessary sensors, predominantly consisting of SNMP, ping, HTTP and
IMAP protocols, above-mentioned software has commenced its operation,
displaying up-to-date information in regards to the data transfer and active
equipment of the network.

Figure 1 - «As-Is» model of the LAN monitoring process
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Figure 1 outlines «As-Is» model, an example of the monitoring process
of the local IT company prior to the implementation of the automated
monitoring system. Process was initiated by system/network administrator,
who spent 15-30 minutes on initial diagnostics of the LAN health. As one
can observe from this process, at each stage of monitoring the segment of
the LAN there is a room for “human factor”, which can be interpreted as
the possibility of missing one message or another in the equipment logs.

After the construction of «As-Is» model, and to solve the set challenges
it was decided that the LAN diagnostics time will be reduced and online
monitoring of the network will be implemented through introduction of
the relevant software. To get a clearer picture of how the implemented
software was supposed to operate, authors constructed «To-Be» model
(Figure 2).

Figure 2 - «To-Be» model of the LAN monitoring process

If one were to compare two processes illustrated on Figures 1 and 2, one
can observe that collection of the equipment logs of the LAN segment has
changed from manual to automated way, whilst, the time required for the
identification of the problem area in practice was reduced by no less than
5-10 times. In addition, the ability to see up-to-date statistical information
was now not limited to engineers only, but to their higher management
as well, for further decision-making on managerial level. Besides those
point, the software also enables analysis of the operation of the whole
system and its private sub-systems via the deployment of various sensors.

Alternatively, the authors have explored a solution on the basis of the
shareware «ZABBIX» monitoring system. «ZABBIX» was implemented
alongside search engine «Elasticsearchy», which was responsible for the
search, collection and extraction of the log messages from the LAN
equipment. Various errors, exceptions and requests were used as metrics.
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It is worth to mention that the above-mentioned solutions are for the most
part available for free, but they do require a certain degree of proficiency
in a large amount of systems, such as Apache, PHP, MySQL, VMware,
KVM, Hyper-V, Virtual Box, Azure, etc., and to have at least a minimum
level of knowledge of the Java, C+, Python, Jason programming languages.

Results and discussion. The authors have constructed «To-Be v.2»
(Figure 3) after the applied analysis of the two LAN monitoring systems.
This model could be universally applicable to a LAN of any scale. The
authors presume that the implementation of the monitoring systems and
the storage of the data from the sensors of the monitoring systems is a
necessary minimum for the building of the incident forecasting system
based on the machine learning algorithms.
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Figure 3. LAN monitoring process after the implementation of monitoring and
forecasting systems.

Model «To-Be v.2» (how it should)

As an example, the authors collected a year-worth of operational data
from the sensors of several switches using the system monitoring software
(Figure 4). In the raw form, this data cannot be easily processed by other
systems, hence authors had proceeded on structuring of it. In the future,
the structuring could be automated through the use of various systems of
data processing and grouping of big data.
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Figure 4. A sample of the unloading data from the LAN monitoring software.

Figure 5. Structured unload of the sensor data from the switch.

Conclusion. The systematic approach to the problem identification,
adequate goal-setting and modelling of business processes for the
determination of the functions of the implemented high-tech solutions
is the main conclusion of this article. As a result, the authors highlight
the necessity of having monitoring and data storage systems for the
optimisation of the functioning of the LAN maintenance services, as well
as, subsequent introduction of forecasting systems. It is presumed that
additional resources would be employed for the structuring of the data
from databases for the further use by other implemented systems. Authors
emphasize that data collection by monitoring systems can significantly
facilitate further work in the LAN forecasting systems. However, economic
basis for those solutions was not taken into consideration by the authors,
which might provide an ample ground for discussion of the feasibility of
these implementations for small enterprises, where each business-solution
needs to pay off.
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