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RECOGNITION OF IDENTIFICATION DATA OF BANK CARDS

Abstract. This article describes the recognition of bank card information. Recognizing an object with a camera
is one of the most important tasks at the moment. Recognizing credit card data at the same time is a rather complex
algorithmic task, but at the moment the implementation of this task is very relevant and in-demand due to the
increase in the number of payment transactions via mobile devices. The implementation of this task can save a
person from having to enter most of the data when making online payments. The fundamental difficulties of this
problem are discussed and methods for solving it are proposed. The problem under consideration is solved for the
case of application on mobile devices, which imposes strict requirements for computational complexity. The article
presents the results of a formal analysis of the performance and accuracy of the proposed algorithm. The error
spectrum of the recognition system as a whole shows that the proposed algorithm solves the problem with the
required accuracy.

The main question that was investigated at this work: is it possible to use the Tesseract OCR library for text
recognition from video images, for example, timecode? That is, digital time data embedded in the footage images.
This is important for the automation of individual procedures for video technical expert studies.

Object recognition by the camera is one of the most important tasks at the moment. The fundamental difficulties
of this problem are discussed and methods for its solution are proposed. The article presents the results of a formal
analysis of the performance and accuracy of the proposed algorithm. The spectrum of errors of the recognition
system as a whole shows that the proposed algorithm solves the problem with the required accuracy.

Keywords: Python, recognition, bank card, embossed numbers, OpenCV.

Introduction. The development of banking technologies has led to the widespread introduction of
Internet banking, i.e. remote banking customer service via the Internet, as well as mobile banking, which
provides the ability to manage bank accounts using a tablet computer or smartphone. Currently, one client
of the bank may have two or more bank cards, which he can use for payment. Filling in all data fields
when paying for services or making purchases using mobile banking requires time and attention.
Therefore, the improvement of mobile banking involves the development of algorithmic and software to
automate the entry of bank card details into the system based on the analysis of its image obtained using a
mobile device.

A bank card is a typical example of a document with a flexible form, therefore, when processing it,
algorithms for detecting and recognizing data that are used on other types of documents with a flexible
form can be used [1]. The work [2] presents an approach for the segmentation and recognition of text
characters on business cards with a plain background. In this case, such basic steps are used as the
selection of edges by the Sobel operator, line thinning, projective transformation, adaptive binarization,
segmentation of words and text symbols with their subsequent recognition. The application of this
approach is limited by the ability to work only with a simple background and rather significant
computational costs, which imposes a limitation on its implementation. The paper proposes an algorithm
for processing business cards at the first stage of which a rough background removal is performed based
on block analysis of the input image, at the second stage the obtained connected components are classified
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to determine text regions and exclude logo images. Then adaptive binarization is applied to the result,
which allows you to separate the text from the background for further recognition. This algorithm can also
be used only for images of cards with a monotone background.

Development uses python for preprocessing and segmentation of text characters, and the Tesseract
library for their recognition. In this article, preprocessing uses several operations with high computational
complexity to improve the input image and segmentation of characters, therefore, a simplified version of
the algorithm is implemented on a mobile device with the absence of certain preprocessing stages, which
led to a significant decrease in the quality of its work. At the first step, the size of the input image is
reduced, preprocessing operations are performed using the OpenCV library, and character recognition is
based on Tesseract. However, the results of experiments in the works are presented for images of business
cards with a single-color background, on which text symbols are visible.

The capabilities of the algorithms for recognizing bank card numbers under the control of python
software also do not include the recognition of the user's first and last name. The use of preprocessing of
card images ensures the accuracy of digit recognition up to 90%. It should also be noted that these
algorithms are designed to work with embossed cards with numbers and letters embossed on the front
side. In [3], a method for constructing the reliability function of recognition of images of embossed
symbols is presented and its effectiveness is shown to increase the probability of their correct recognition.
However, non-embossed cards have become widespread, which can be issued to a client on the day of his
application to the bank. But due to the lack of a procedure for extruding alphanumeric information, its
localization and recognition are much more difficult and require effective preprocessing to localize
characters and ensure their correct recognition.

Existing approaches use static images as input data, on which in some cases noise, glare, significant
changes in brightness, insufficient sharpness, etc. can occur, which leads to the need to obtain a new
image, which may also be unsuitable for correct detection cards, information fields on it, and (or) their
further recognition. Improving the efficiency of data processing can be achieved through the use of video,
which is easily obtained using a mobile phone. However, the presence of not one image, but their
sequence leads to the need to develop other approaches to processing. In [4], it was proposed to use video
sequences to detect document edges by mobile devices. At the same time, image segmentation is
performed in the Lab color space using morphological processing, linking the boundaries of individual
segments based on the Hough transformation and detecting lines that limit the document as a whole.
However, to reduce computational costs, a reduction of the input image frame size from 1280 x 720 to
180 x 100 pixels is applied. Such a reduction in the frame is not suitable for solving the problem of
localizing and recognizing information on a bank card, since the probability of character recognition will
be low due to its small size.

In this paper, an algorithm is proposed for detecting and recognizing bank card details by video
sequences. The algorithm allows almost real-time recognition of information fields on the front of a bank
card, for embossed and non-embossed types of cards.

Setting of problems

2. Algorithm for recognizing bank card details by video sequences

In the developed algorithm, a sequence of frames obtained with a video camera enters the rectangular
areas detection unit, which detects all rectangles in the frame and returns only one that satisfies the bank
card parameters.

This area is converted to a grayscale image, which is transferred to the segmentation unit to highlight
and index areas on the card image that correspond to information fields such as the card number, its
expiration date, and the owner's first and last name. For segmented blocks, filtering contrast is improved.
This is followed by adaptive binarization and morphological processing. The next step is to refine the
boundaries of the symbol areas and uses the sliding window method. Thereafter, the segmented areas are
passed to the OCR unit to recognize digital and text characters. Finally, the data evaluation unit processes
the received information to display or reject the result. If the received card number and expiration date are
valid, the result is considered correct for them. Recognition of the owner name field data stops after the
first result is obtained. If information is not read from all three information fields in the current frame, then
only the missing ones are processed in the next frame.
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Methods

2.1. Card detection. When developing a card detection algorithm, it is taken into account that the
frame size of the input video sequence varies and can reach a resolution of 3840 x 2160 pixels; the devices
also provide automatic focus on the object, brightness correction, and white balance. Thus, the resulting
image will, as a rule, have the following acceptable characteristics: sharpness, brightness, and sufficient
frame resolution for automatic extraction of bank card data.

At the first stage, all rectangular areas in the image are detected and localized. Further, to determine
the contour describing the bank card, the analysis of the aspect ratio of the sides of the obtained objects is
used. Since the height m, and width n, of the card are standardized, the ratio of the dimensions of its sides
is a constant value, it is advisable to use it as a criterion when finding the card outline from all detected
rectangular areas. Then a rectangular region »; with dimensions m; X n; can be assigned to the card image
in the frame if the condition is met:

no n;, no (1)

where e is the coefficient of permissible deviation of the aspect ratio of the card sides.

An unambiguous match is considered to be the rectangle with the longest side m.. of all detected
ones. The dimensions of the rectangular area found at this stage and its location relative to the entire
image pi(x;, y;) are used to extract the card area from the input frame.

2.2. ROI segmentation. On the resulting image of card / with dimensions m; X ny, t is necessary to
find areas containing information about the bank card number (/¢). The size and location of these areas are
defined by ISO / IEC 7811-5.4: 2018, which can be used to segment these fields, formally represented as:
C(xc, yc, me, nc) — card number;

Since the values of m;and n; can vary during filming, it is necessary to provide normalization to
correctly determine C. For this, scaling factors are used, which are multiplied by the parameters of these
areas, in width (Cs,,) and in height (Cgp):

] my #)
Cop = — = —,
sw no » “sh m

The bank card number contains 16 digits, divided into 4 equal groups of 4 digits each. Based on this,
the /¢ image selected at the previous stage with the area of the C; card number is divided into 4 equal areas
Cu, Cn, Ci3, Cua.

2.3. Segment display enhancement. Using the operations of mathematical morphology, the
boundaries of symbols are underlined on the grayscale image obtained from the previous stage. To
determine the color of the background and symbols, the average brightness value is calculated. If the result
is greater than 127, then the background color is light and the character color is dark, and vice versa.

If the color of the characters is defined as light, a morphological transformation WhiteTopHat is
performed on the image, which subtracts the open image from the original one, thus emphasizing the
details of the outlines of light characters. The BlackTopHat transform is used to emphasize the detail of
the borders of dark characters by subtracting the original image from the closed image. The structuring
element b for the cores of both filters has a rectangular shape and its size n, % m; , taking into account the
experimentally determined scaling factors, is calculated as:

n, = 0.06n;,my, = 3n, 3)

where n; is the width of the image received for transformation.

2.4. Localization of borders. Since in the images of bank cards, despite their small size, the
brightness-contrast characteristics of the fragments can differ significantly, the brightness levels of the
pixels of the background areas on which the symbols are located also change. Taking into account this
feature and the need to preserve the boundaries of symbols, the image binarization method with an
adaptive threshold is used based on the analysis of the local region according to the expression:
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bin {255, if Yoy >T(x,y)

Yy 0, otherwise
where 7(x, y) is an adaptive binarization threshold, calculated for each pixel as 7(x, y) = = corr(l, G) — c;
corr(l, G) — cross-correlation of a local £ x k image fragment with a Gaussian window; c is a constant. The
k *x k Gaussian window coefficient matrix is defined as[6]:

(-4

Gi=a-e wat )

0 =0.3((k—1)-05—1)+ 0.8,

where i =0 ... k— 1, a is the scaling factor chosen in such a way that }'; G; = 1

To reduce the amount of noise and remove uninformative details from the image, as well as to
roughly separate the characters from the background of the image, morphological operations of closure
and erosion are applied sequentially.

The shape of the structuring element b of size my, X n, (n, = @) of the kernels of both filters is

set taking, into account the peculiarities of the font characters according to ISO / IEC 7811-7.1: 2018 in
the form ellipse. The thickness of the symbol wy,.» does not depend on the type of the processed fragment
of the card image and is defined for OCR-B. The projection of the font width (mm) by the size in pixels,
relative to the size of the bank card area, is a constant and is calculated based on its full width:

Weymp = 0.004884 - n (5)

Next, the edges of the character area on the processed image are refined based on the sliding vertical
window method. The height of the window varies according to the font size of the characters. H;. — card
number font height (4.0 mm). Then their projections to the height in pixels relative to the size of the full
card area H,;.. The general view of the calculation is represented by the formula:

_H-my (6)
"~ 540

where 54.0 mm is the height of the card (ISO / IEC 7811-6.3: 2018), and mo is the height of the detected
area of the card (pix).

The received character area from the previous step, black and white lists of characters, as well as the
language identifier, are sequentially transferred to the Tesseract recognition system.

The white list, consisting of a set of numbers from 0 to 9 and the language identifier "eng", are
transmitted as parameters for displaying the bank card number. For an image with an expiration date: the
numbers 0 through 9 and the "/" character form the white list, and "eng" is the language identifier. For the
name of the cardholder: "rus" and "eng" are language identifiers, and a set of characters, including
punctuation marks, special characters, and numbers, is blacklisted. This approach helps to increase the
speed of character recognition by the Tesseract library and speed up the entire processing process as a
whole.

Results. Testing of the quality characteristics of the developed algorithm was performed using a
database of 180 bank cards, which were placed on a complex background, the information fields of the
details were not blocked by foreign objects and were visually recognized.

The values of the coefficients that are used in the calculations were experimentally obtained using the
ROC analysis technique [7]. The calculation of the permissible deviation coefficient of the aspect ratio
of the sides of the bank card (e) was carried out taking into account its exact dimensions by ISO / IEC
7811-5.4: 2018 on a sample of 214 images, 178 of which had card objects, 36 had no cards, or their
borders have been blurred or distorted. As a result of the experiment, for each coefficient e, which varied
from 0 to 0.02 with a step of 0.0002, the proportions of true (TPR) and false (FPR) detection were
calculated. For e = 0.011, the maximum TPR value is 0.974194 and the minimum FPR =0.111111
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The size of the local region for binarization was determined taking into account the scaling factor
since this parameter depends on the input dimensions of the detected area of the bank card (its width
(W, pixels)): k = W, - k'.

The k' values varied from 0.002 to 0.03 with a step of 0.001. At this stage, the maximum value of the
fraction of true character recognition TPR = 0.83447 and the fraction of false recognition of characters
FPR = 0.140864 was obtained for &' = 0.016. The constant ¢ = 13 is defined similarly.

According to the results obtained using the ROC analysis, after setting the optimal coefficients and
threshold values in the implementation of the algorithm, the proportion of truly positive classification of
all data fields on the card is TPR = 0.88, and the proportion of false-positive classification is FPR = 0.14.
Figure 1—- 3 shows examples of bank card detection from a set of video sequences, indicating keyframes
and detection diagrams. Card detection on the diagram corresponds to — 1, absence — 0. Video capture was
carried out at a constant frequency of 30 frames / s.

Figure 1 - An example of frames of a video sequence

Detection {a)
1
{]IIIIIII IIIIIIII\III’
1 35 55575961 0365676971 73757779
Frame number
Detection
{] LILELLEL I T I LI I I I I [I LI m W
I 357 9111315171921 23252?293] 33 6TG9TI T3TSTTTORI RIRSETRG
Frame number

Figure 2 — Diagram of detecting a card on a video sequence

IR40 = 2160 1920 1218 1280 =729
The size of processed frame
B Card datection B Sagmentation of areas
Algorithm o - ving character quality ® Clarification of block boundaries
stages B Character recognifion

Figure 3 — Algorithm time-consuming distribution
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The time spent for each stage of processing the algorithm of one frame of a video sequence of
different resolutions is shown in figure 3.

As can be seen from the graphs (figure 3), the time spent on the character recognition operation has a
non-linear dependence on the size of the processed frame, in contrast to other operations.

Discussion. The experiments were carried out for 180 cards under various shooting conditions, of
which for 104 cases the cards were embossed with symbols.

An analysis of the recognition results for all the cards in the database used shows that the developed
approach significantly improves recognition on cards with non-embossed characters, which does not
provide for the recognition of the cardholder's name. In general, the proportion of truly positive
classification by the proposed algorithm of all three data fields on the card is TPR = 0.88, for the card
number and validity period — TPR = 0.925.

Analysis of the results obtained during research shows that detection and recognition errors occur due
to the influence of a combination of factors: the location of the card object on a complex background,
similar to the image of the card itself; the presence of glare of artificial lighting or a significant difference
in brightness; too far away from the camera; blurring the outlines of the card if the camera or the card
moves during video recording. Further improvement of the algorithm is planned by improving the
character recognition algorithm.

Conclusion. This article presents an algorithm for recognizing the details of the front side of bank
cards.

Improving the efficiency of card detection and data recognition in comparison with existing
approaches is provided by analyzing the sequence of images obtained from the video sequence. The
proposed approach includes the detection of card boundaries in the frame based on the Viola-Jones
algorithm and the OverFeat method, segmentation of information fields taking into account their location
on the card, improvement of segment images using histogram normalization and morphological
processing, determination of the boundaries of symbol blocks based on adaptive binarization and
morphological processing, their refinement using a sliding vertical window, character recognition using
the Tesseract library. The software implementation of the developed algorithm is performed using python,
the OpenCV, and Tesseract libraries. At the same time, the share of truly positive classification by the
proposed algorithm of all three data fields on the card is TPR = 0.88, for the card number and validity
period — TPR = 0.925.

K. X. CnadexoBa, A. KapeisioBa, A. E. Kamu, K. C. 906inkaiibip
On-Papabu aTeiHnarel Kasak yITThIK yHEBEpcHTETI, AniMatel, KazakcTaH.
BAHK KAPTAJIAPBIHbIH UWIEH®UKALIUAJIBIK MOJIMETTEPIH TAHY

AnHoTanusi. By Makanaga OaHK KapTachIHBbIH aKMapaThlH TaHybl Typasibl cunarrainrad. HeicaHipl kamepa
apKBUTBI TaHy Ka3ipri Ke3[eri eH MaHbBI3Ibl MiHIeTTepaiH Oipi Ooein TabbuTansl. Hecre kapTamapbIHBIH AepeKTepiH
TaHy Oip YyakpITTa ©Te KYpHIeli aITOPUTMAIK MiHAeT OonbIm TaObUTanbl, Oipak Kazipri yakKeITTa MOOWIBII
KYPBUIFbUIAD apKbUIbI TOJIEM OIepalMsUIapbl CaHBIHBIH KeOeroiHe OaiiyIaHbICTHI ©TE ©3CKTi JKOHE CYpaHbICKa He
Mmocese Ooubin Tabbutazbl. Bysl MIHIETTI JKy3ere achlpy aiambl TeJIEMAEp/l OHIAHH PeXHUMIHIE KYy3ere achlpFaH
Ke3/Ie KONTereH MolliIMEeTTep eHII3YIEH KYTKapa anajpl. Byl MoceNeHiH Heri3ri KHUbIHIBIKTapbl TAIKbUIAHBII, OHbBI
HICNIyIiH dJicTepl YChIHBUIAABL. KapacThIpbUIBI OTBHIPFaH Macelie MOOMIIBbII KYPBUIFbUIApFa KOJIAHY >KaraaibiHIa
remiaesi, Oys ecenrey KUbIHIBIFbIHA KaTaH Tanantap Kosasl. Makanaja YChIHBUIFaH ajrOPUTMHIH OHIMIUIITT MEeH
JIOJZIITIH PECMH TajlJlay HOTHIKEIepl KeTiplIreH.

Ochl )KYMBICTa 3epTTeNreH Herisri cypak: Tesseract OCR kiTanmxaHacblH BHIEO KECKiHACPACH MOTIHII, MBICAIBI,
YakbIT KOJABIH TaHy YIIiH Maijananyra Oona ma? SIFHHM, TYCIpUIreH KecKiH HIeHOepJepiHe eHTi3UIeH yaKbITThIH
CaHIBIK NepekTepi. by OeifHe TEXHHWKANBIK capalnTaMaiblK 3epTTEyNep KYPTi3ydiH JKeKe pOCcIMIEepiH aBTOMart-
TaH/BIPY YIIIH MaHbI3/IbL.

3arrapasl KaMepaMeH TaHy - Ka3ipri Ke3leri MaHBI3Ibl MiHACTTepIiH Oipi. Byi MoceneHiH Heri3ri KHBIHIIBIK-
Tapbl TAJIKbUIAHBIN, OHBI LICUIYAIH 9icTepi YChIHbUIAABI. Makanaga YCHIHbUIFAH AITOPUTMHIH OHIMIUIN MeH
JIOIZIINIH pecMHU Tanjay HOTwkenepi kentipinreH. JKanmmel TaHy KyiHeciHIH KaTeNiKTEpiHIH CHEKTPi YChIHbUIFaH
AJTOPUTM €CENTI KAKETTI TAIIIIKICH MICMICTIHIITH KOPCeTEeIi.

Tyiiin ce3nep: Python, Tany, 6aHKTIK KapTa, peabedTik Homipiep, OpenCV.
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K. X. CnadexoBa, A. KapeisioBa, A. E. Kamu, K. C. 906inkaiibIp
Kazaxckuii HaulMoHaNBHBIN yHUBEpCUTET UMEHH anb-Dapadu, Anmarel, Kazaxcran
PACIIO3HABAHUE UAEHTU®UKALIUOHHBIX TAHHbIX BAHKOBCKUX KAPT

AnHoTanus. B naHHO¥ cTaThe onuchIBaeTCs pacro3HaBaHUe HHPOpMaU 0aHKOBCKOHM KapThl. Pacrio3naBanne
o0beKTa C IOMOIIBIO KaMepbl — OJHA M3 CaMbIX BAXKHBIX 3aJad Ha JaHHbIH MOMEHT. PacnosHaBaHue maHHBIX
KPEIUTHBIX KapT OAHOBPEMEHHO SIBJISETCS JOCTATOYHO CIOXHOW aJrOPUTMHYECKOW 3ajadyeid, OJHAKO pealn3alus
9TOH 3a/la4d OYeHb aKTyajbHA M BOCTPEOOBaHA B CBSI3M C YBEIMYCHHUEM KOJHMYECTBA ILIATEKHBIX OIEpaiuil ¢
MOMOIIBI0O MOOHJIBHBIX YCTPOWCTB. Peanmu3auusi 3ToW 3afadd CMOXET H30aBUTh YEOBEKAa OT HEOOXOAMMOCTHU
BBOJUTH OOJIBIIYIO YacTh JAHHBIX MPU COBEPILCHUU OHJaWH-TuiaTexei. OOCyxkaaTcs (yHIaMEeHTaJIbHbIE TPYA-
HOCTH 3TO# MPOOJIEMBbI U TpeIaraloTcs METO/IbI ee pellieHus. PaccMaTpuBaemast 3a1aua peraercst Uil PUMEHEeHUs
Ha MOOWJIBHBIX YCTPOMCTBAaX, 4TO HPEIbSBISIET )KECTKHE TPeOOBaHMs K BBIYMCIMTENBLHOHM CIOXHOCTU. B crarbe
MpEACTaBJICHBI PE3YJIbTAThI (l)OpMaﬂ])HOFO aHaJin3a MpOU3BOAUTCIIBHOCTU U TOYHOCTU NPECIJIOKEHHOI'O aJIrOpUTMaA.

OCHOBHO# BOINpPOC, KOTOPBHI OBUI HCCIEeNOBaH B JaHHOH padoTe: MOXHO JIM HCIOJIb30BaTh OMOIHOTEKY
Tesseract OCR i pacrno3HaBaHHMs TEeKCTa M3 BUJEOM300pakeHWH, Hampumep, timecode? To ecth 1udpossie
BpPEMEHHBIC JJaHHBIC, BCTPOCHHBIC B OTCHSTHIE KaJpbl M300paKEHHH. DTO BAXKHO JUIS aBTOMATH3aLMH OTIEIBHBIX
NPOLEAYP MPOBEACHHS BHICOTEXHUIECKUX SKCIEPTHBIX UCCIIEJOBAHHH.

Pacno3naBanne 0OBEKTOB KaMepoil — OJHAa W3 BaXHEWIHX 3a/1a4 HA JaHHBIH MoMeHT. OOcyxkaarorcs GpyHIa-
MEHTAJIbHBIE TPYAHOCTH ATOI MPOOJIEMbI U MPEITAraloTCsl METOMBI e¢ pelieHus. B cTarthe mpejcTaBlieHbl pe3yib-
TaThl (OPMANBHOTO aHAJIKM3a MPOM3BOAUTEIHLHOCTH U TOYHOCTH MPEUIOKEHHOro anroputma. Coekrp ommbok
CHCTEMBI PACIliO3HABAHMUSI B LIEJIOM I1OKAa3bIBACT, YTO MPEJIONKEHHBII alrOPUTM pPEelIaeT MOCTABJICHHYIO 3a/ady C
TpeOyeMoi TOYHOCTBIO.

Karouesbie ciioBa: Python, paciosHaBanue, 6aHKOBCKas KapTa, aMboccupoBanHbie udpsl, OpenCV.
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