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QR VERIFICATION OF LABORATORY STUDIES RESULTS

Abstract. This article describes the practical using of QR codes [1] verification of laboratory studies results.
QR codes have become widely used in all industries as quick identification of information and the implementation of
transactional actions, where encrypted URL allows to quickly scanning by using a smartphone camera. Digitalization
contributes to the transition to the online environment of healthcare, office workers, education and to receive more
data on the spread of diseases, exchange information and quickly receive laboratory results without distortion. The
presented solution is a component of the LIS SmartLAB platform [2], which performs complex automation of
laboratories of the different profiles, observing all work processes to obtain reliable results by direct interaction with
laboratory equipment according to international standards HL7 (Health Level 7 - "Seventh level"), ASTM (American
Society for Testing and Materials - "American Society for Testing Materials") and automatic detection of deviations
from standard values [3]. In 2019, there was a pilot implementation of QR verification of results based on the
laboratory of the Skin and venereal dispensary of the Almaty, the results of which made it possible to introduce
QR codes into other profiles of laboratory diagnostics, such as PCR (polymerase chain reaction), genetics,
microbiology and clinical diagnostics. Now, due to the pandemic, all laboratory results for the detection of RNA of
the COVID-19 virus must contain a QR code to avoid falsification of the results.

Key words: QR codes, laboratory information system, laboratory studies, Covid-19, laboratory results
verification, information system.

Introduction. State program "Digital Kazakhstan" implemented in the period from 2018 to 2022 is a
strategic comprehensive program that aims to improve the living standards of the country's population
through the use of digital technologies [6]. Within the scope of the program, special attention is paid to the
large-scale implementation of the electronic health passport of the population of the Republic of
Kazakhstan, where the automation of clinical diagnostic laboratories plays an important role. Within the
framework of the Digital Kazakhstan program, especially in terms of laboratory analyzes of an electronic
health passport, since 2018, the use of QR verification of laboratory research results has begun, where
special attention paid to protecting laboratory research results from counterfeiting. The solution
implemented on the platform of the laboratory information system SmartLAB, where QR codes applied to
the forms of laboratory research results in an automatic mode. The results were verified through the online
results verification service.

A QR code is a two-dimensional barcode (2D barcode) that can contain various information.
QR stands for "Quick Response", which reflects the ability of devices and software to quickly recognize
the code and convert the data into a barcode. DensoWave developed the QR code in Japan in 1994 for
encoding various service information. One QR code can include the following maximum number of
characters:

e Numbers — 7089;

e Numbers and letters (including Cyrillic) — 4296;

e Binary code — 2953 bytes;

e Hieroglyphs — 1817.
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Currently, the QR code is widely distributed in Asia, Europe, and North America. In Japan, such
codes are very popular and are applied to almost all products. The use of QR codes has gained particular
popularity in the banking sector. For example, in China, The most common payment scheme based on QR
codes is the use of WeChat Pay (a payment system for making payments using the WeChat messenger,
owned by Tencent) and Alipay (one of the largest payment systems that are part of Alibaba Group). In
2016, payments and transfers were made through a QR code worth $ 1.65 trillion in China, which is about
a third of all mobile payments in the country [7]. In Kazakhstan, the QR code became popular after the
launch of the Kaspi QR service, which provided a secure service in the Kaspi.kz mobile application [8].

The forms of laboratory research results published in this article are impersonal and presented without
the personal data of patients, to avoid publication of personal data of patients, which protected by the law
on personal data [9].

Main section. The study aims to implement a system to protect laboratory test results from
counterfeiting, especially if these are the results of skin and venereal diseases or COVID-19. As everyone
knows, the Covid-19 pandemic continues, and according to statistics, the situation in Kazakhstan and the
world is not stable (figure 1) [10].
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Figure 1 - Covid-19 statistics at 20.01.2021

According to statistics, it is necessary to protect against falsification of laboratory test results so that
unscrupulous citizens cannot spread and multiply the SARS-CoV-2 virus.

The implementation of this solution consists of the following stages:

e Stage 1. Development of the model of the system;

e Stage 2. Development of libraries for generating QR codes and putting them on the results forms;

e Stage 3. Development of an online service for QR code verification;

e Stage 4. Publication of the service for production use.

Stage 1. At this stage, the processes were defined, the steps of the interaction of each process, areas
for verification of the authenticity of the research results, as well as the format of the returned information,
where it was clearly defined that:

e Data exchange with using JSON;

e Electronic results in PDF format, since it is a universal convenient format for presenting
information.

As a result, the model was presented as in figure 2.
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Figure 2 - General solution model

Stage 2. At this stage, the development of methods for generating a QR code with its further
application to the results form carried out. A result form is a form of medical documentation approved by
the Ministry of Health of the Republic of Kazakhstan, which contains the following information (figure 3):
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Figure 3 - Result form

To generate a QR code for the results form (figure 3), a built-in component in the LIS Smartlab
platform was used. The QR code was generated by the URL (Uniform Resource Locator - a system of
unified addresses of electronic resources) the address of the online service indicating the unique GUID
(Globally Unique Identifier - the globally unique identifier) key as a verification parameter. The QR code
URL received the following form: “https://online.service/?Lab_order=ABF90471-1403-4496-863E-
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8ACAB55A51F6”. The key was generated automatically when creating an order for laboratory research
and was used for further identification. As a result, the model for the implementation of the 2nd stage
received the following form (figure 4):

QR code

generation

Creating an order GUID code Making a results

generation form

for laboratory
study

Figure 4 - QR code generation model diagram

Stage 3. At this stage, the development of an online service carried out, which produces the following
work:

e Development of methods for identifying a unique code transmitted via a QR code.

e Development of API methods for verifying the result;

e Adaptation of the PDF viewer of the results to the service, since when the results are directly
displayed in PDF format on smartphones, the file is available for viewing after downloading to the device;

e Development of methods for displaying the obtained result.

When developing a method for displaying the results, external factors were taken into account, such
as robots and bots that can constantly scan hosts and load the service. To avoid this, Google ReCaptcha
(a system of protection against Internet bots) [11] was activated, which further increased the protection of
the service. When switching to an online service, a page for checking for Internet bots is displayed in front
of the user (figure 5), which will not allow switching to verification of the result without checking for
bots.
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Figure 5 - Checking for Internet bots

The service and all methods developed by using the PHP 7.4 programming language, the Nginx web
server. As a result, the service received the following model of work (figure 6.):

Calling index.php
for the
verification

API methods Making results Displaying on the

for verification form device

Figure 6 - Service model

Stage 4. At this stage, the solution was tested, finally, QR codes for verification were automatically
generated in all forms of results and published for identification in the online service. For participants in
the laboratory automation process, their local online services are created, which allows you to distribute
the load. As a result, the scheme of the solution was as follows (figure 7):
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Figure 7 - Solution in production mode

Results. The presented solution passed production testing in February 2019 at the
"Dermatovenerologic dispensary” in the Almaty and widely used for other laboratories of the public and
private sectors.

Conclusion

QR coding of laboratory test results is an integral part of LIS SmartLAB results forms, and has been
implemented in laboratories of various profiles, such as “Kazakh Research Institute of Eye Diseases
(Almaty), Kapshagai City Clinical Hospital (Kapshagai), Center for Molecular Medicine ( Almaty, Nur-
Sultan, Atyrau), Center for Sports Medicine and Rehabilitation (Almaty), Almaty Regional Children's
Clinical Hospital (Otegen-Batyr village, Almaty region), KazNMU named after S. D. Asfendiyarov
(Almaty), MEDSI LLP (Karaganda), GioTrade LLP (Karaganda), Regional Center for Reproductive
Medicine (Ust-Kamenogrsk). I would like to note that the presented solution served as one of the tools to
protect against falsification of the results for COVID-19, which influenced the publication of the order by
the Ministry of Health of the Republic of Kazakhstan on the forms of results for Covid-19. As a result, the
participants in the automation process achieved:

e The reliability of the results - the result on paper could always be verified for reliability;

e Application by laboratories of various profiles, including PCR for Covid-19.

The materials presented in this article are the result of the practical application of solutions in the field
of laboratory diagnostics automation.
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3EPTXAHAJIBIK 3EPTTEYJIEP HOTH)XEJIEPIHIH QR-BEPHOUKALIUACHI

AnHoTanmsA. byn Makamaga 3epTXaHANBIK 3€pTTEYNEp HOTWKEIEPiHiH IIBIHAMBUTBIFBIH Tekcepy yimiH QR koxarapem [1]
NPaKTHKAIBIK KOJNJaHy cumarraidragbl. QR konarapsl OapiblK —canajmapia aKmaparThl OKbUIIaM — COMKECTCHAIPY JKOHe
TPaH3aKUMSJIBIK OPEKETTepi JKy3ere achlpy peTiHAe KeHiHeH KojgaHbuia Oactanpl, MyHaa URL MekeH-kaiibiH Iudpiay
KOJIJaHBUIbIN, CMapTGOH KamMepachl apKbLIbl KbLIIaM aHbIKTayFa MYMKiHAIK Oepeni. [ludpnanasipy IeHcaylIbIK CaKTay, JKYMBIC,
OinmiM OepyxiH OHNAH-OpTAachIHA KOIIYyre JKoHEe aypyJapIblH Tapalybl Typajibl KeOipek MaliMeTTep alyFa, akmapaT ajJMacyra
JKOHE 3epTXaHAJbIK HOTIDKeNepAi OypManaychl3 Te3 aylyra BIKIajd ereli. ¥YChHbUFAaH menriM SmartLAB maGopaTopusuibik
aKIapaTThIK XKyleciHiH m1aT¢hopMackHbIH KypaMmaac 6esmiri 60ibin Tabbutsi [2], op TYpiai npoduibaeri 3epTxaHanapabl KEeMmeH i
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aBTomaTTanabipyasl HL7 ([encaynbik meHreiii 7 - «Kerinmi geHrei») [3], ASTM (arbur. American Society for Testing and
Materials - «AMepUKaHIBIK TECTiIey MaTepHalIapbl KOFaMbl») [4] XaJbIKapanblK CTaHAAPTTapbIHA COMKEC 3epTXaHAIBIK
JKaOJBIKTApDMEH TiKeJeld e3apa OpeKeTTecy apKbUIBI CEHIMAI HOTIDKENepre KOJN JKETKi3y YINIH OapibIK >KYMBIC NPOLECTEpiH
KaJiarajail OTBIPBIIN, CTAHAAPTTHI MOHICPICH aybITKYJIapAbl aBTOMATTHI TYpJE aHBIKTayAbl Ky3ere achipaibl [5]. 2019 xbuibl
AIIMaThl KaJaChIHBIH Tepi — BEHEPOJIOTHSIIBIK JUCIIaHCEPiHiH 3epTXaHackl HerisiHae QR KOATapblH MUJIOTTHIK CHTI3Y JKy3ere
aCBIPBUIIBI, OHBIH HOTIKENepi JKarbIMABI acep Oepim, QR koxrappiH Gacka 3epTXaHaNbIK AMATHOCTHKAHBIH Npoduinepinze,
mbicansl [ITP (mommMepasmsl Ti30EKTI peakiysi), T€HETHKA, MHKPOOHOJIOTHS JKOHE KIMHHKAIBIK AWarHOCTHKAna eHTi3yre
MyMKiHIiaik 6epai. Kasipri yakeitra, nangemusra 6aitnansictl, COVID-19 Bupyceinbiy PHK-bIH aHbIKTayFa apHanFaH O0apIibiK
3epTXaHaIbIK HOTHXKenep QR KOIBIH KaMTYBI KEepeK.

Tyiiin ce3gep: QR-xonrap, 3epTXaHalbIK akKmapaTTHIK JKyHe, 3epTXaHaublK 3epTreyiep, Covid-19, 3eprxaHa-jibIK
HOTIKENIEPIi TEKCepy, aKIapaTThIK XKYie.
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QR-BEPU®HUKAILIAS PE3YJIbTATOB JIABOPATOPHBIX HCCJIEJOBAHMIA

AHHoOTanms. B nmaHHOI cTaThe omuchIBaeTCs mpakTHieckoe mpumeHeHne QR-komoB [1] i mpoBepKH TOCTOBEPHOCTH
pe3ysIbTaToB JIabOPaTOPHBIX HccienoBaHui. QR-KOIBI CTalM MIMPOKO MCHONB30BAaThCS BO BCEX OTPACIAX B KadecTBE OBICTpOM
ureHTHduKanuy HHGOPMAIUU U OCYLIECTBICHHS TPaH3aKIMOHHBIX JNEHCTBUMH, IJle ¢ X TIOMOLIBIO IPOM3BOIUTCS MIN(pPOBaHUE
URL-anpeca, 4to mo3BOJsIET OBICTPO €ro CKaHUPOBATh IIPH IOMOLIM Kamepsl cMapTdoHoB. LlnppoBuzamms cnocoOCTByeT
Hepexony B OHJIAWH-CPeNy 3ApaBOOXPAHEHHUS, TPYIOBOH JIEATENbHOCTH, OOpa3oBaHMsS M MOJNy4aTh OOJbIIE JaHHBIX O
pacnpocTpaHeHur 3a0ojieBaHMi, OOMEHHMBAThCS HH(OpPMAlKell M ONEepaTUBHO MOJNydYaTh pe3yNbTaThl J1a0OPaTOPHBIX
nccnenoBanuii 6e3 nckaxxenui. [IpeacraBnenHoe penieHne sBisiercss komnoHeHToM miatdopmbel JIMC SmartLAB [2], koTopsrit
MIPOM3BOANT KOMILIEKCHYIO aBTOMATH3AIMIO T1a00opaTopuu pa3HOro mpoduiis, cobronas Bce padodne mpouecchl A MOTyIeHHUs
JIOCTOBEPHBIX PE3yJIbTATOB IIyTeM HEMOCPEICTBCHHOTO B3aHMMOAEHCTBHS ¢ Ta0OpaTOPHEIM 000PYJOBAaHUEM II0 MEKTYHAPOIHBIM
cragmapram HL7 (anrn. Health Level 7 — «CenpMmoit ypoers») [3], ASTM (arrn. American Society for Testing and Materials —
«AMepHKaHCKOe OOIIECTBO IO MCIBITAHUIO MAaTepHAIOB») [4] N aBTOMAaTHYECKOMY BBISBICHHIO OTKJIOHCHHH OT HOPMAaTHUBHBIX
BenmmuuH [5]. B 2019 romy Obuto mminoTHOe BHeapenne QR-Bepubukanmu pe3ynbTaToB Ha 0ase J1abOpaTOpUH KOXKHO-
BEHEPOJIOTUYECKOT0 JIUCIaHcepa I. AJIMAThl, Pe3ysbTaThl KOTOPOrO Iald BO3MOXHOCTh BHeapeHust QR-komoB u B apyrue
npodunn abopaTopHON auarHocTukd, Takue kak I[P (monmmepasHas memHas peakius), I'€HETHKa, MHUKPOOUOJOTHS U
KIMHUYECKas JUarHocTHKa. B Hacrosmiee Bpemst B CBA3M C IaHAEMMEH BCe pe3yJibTaThl JIAOOPAaTOPHBIX HCCIENOBAHMI Ha
BeisiBneane PHK-Bupyca COVID-19 nomxasl comepxats QR-kox Bo n3bexaHnne moaiaenoK pe3yabTaToB.
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