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ALGORITHMS FOR FINGERPRINT CLASSIFICATION

Abstract. Currently, biometric methods of personality are becoming more and more relevant recognition
technology. The advantage of biometric identification systems, in comparison with traditional approaches, lies in the
fact that not an external object belonging to a person is identified, but the person himself. The most widespread
technology of personal identification by fingerprints, which is based on the uniqueness for each person of the pattern
of papillary patterns. In recent years, many algorithms and models have appeared to improve the accuracy of the
recognition system. The modern algorithms (methods) for the classification of fingerprints are analyzed. Algorithms
for the classification of fingerprint images by the types of fingerprints based on the Gabor filter, wavelet - Haar,
Daubechies transforms and multilayer neural network are proposed. Numerical and results of the proposed
experiments of algorithms are carried out. It is shown that the use of an algorithm based on the combined application
of the Gabor filter, a five-level wavelet-Daubechies transform and a multilayer neural network makes it possible to
effectively classify fingerprints.
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1. Introduction

Today biometric personality identification systems have been widely used in many areas of human
life. For example, personal identification according to some characteristics is used in information security,
forensic science, in the field of social services, and so on. One of the most common biometric technologies
is fingerprint identification. It is this technology that has been widely used in various fields of activity.
Since fingerprints do not change over the years and are unique for each person, this sign gives a high
probability of correct identification of a person. Currently, computer technology is also involved in the
process of personal identification by fingerprint. Each print has its own individual pattern, its own
characteristics.

Fingerprints are one of the reliable biometric features successfully used for personal identification [1].
The advantages of a fingerprint for personal identification are:

* The uniqueness of fingerprints, different from each other and from other fingerprints of any other
person. Even twins have different fingerprints.

* Unlike passwords, PIN codes cannot be lost or forgotten.

* Fingerprints do not change over time.

* Fingerprints have been used for many years for personal identification, therefore it is possible to test
the developed algorithms using existing databases.

In each fingerprint, you can define two types of attributes - global and local. Global features are
characteristics of a fingerprint that can be seen with the naked eye. Global features include image area,
core, delta point, line counter, papillary pattern. Local signs, called minutiae, are small, unique dots for
each fingerprint that are successfully used to identify individuals. A fingerprint may have the same global
attributes, but local attributes are always unique.

However, the fingerprint image may be fuzzy, with indistinct lines and a lot of noise. Therefore, the
image must go through a stage of preprocessing, during which noise and distortion are removed from the
image, the readability of the fingerprint is increased.




News of the National Academy of sciences of the Republic of Kazakhstan

The aim of this work is to create an algorithm for the classification of fingerprints by types of
papillary patterns based on the combined application of the Gabor filter, wavelet transform and neural
network. Solving this problem will speed up the search for fingerprints in large databases.

2. Global fingerprint signs

The image area is a fragment of a fingerprint in which all global features are located [1]. Fingerprints
can be read and classified based on the image area information. Minutes that are used to identify a person
may be outside the area of the image, so it is better to use information from a whole fingerprint when
identifying a person.

The nucleus is the point that is located at the approximate center of the fingerprint and is used as a
reference for reading and classification.

The «delta» point is the starting point where the separation or connection of the grooves of the
papillary lines occurs, it can look like a very short groove, in the extreme case - a point. Line counter - the
number of papillary lines on the image area, or between the core and the «delta» point.

Papillary patterns are divided into three types: arches (arcs), loops and curls [2]. Arches are rare and
occupy 5 ... 10% of all fingerprints. Loops are found in most people (60 ... 65%). Curls appear much less
often - 30% of all fingerprints.

3. Local signs of a fingerprint

The use of local features allows for detailed image analysis. To do this, the image is usually divided
into rectangular areas, for each of which a vector of feature values is formed.

Examples of local features are statistical characteristics of the intensity distribution of image points.

Fingerprint lines are not straight. They are often broken, branched, reversed, and ripped. Points where
lines end, branch, or change direction are called minutia points. These minus points provide unique
information about the fingerprint for identification purposes.

Practice shows that fingerprints of different people can have the same global features, but it is
impossible to have the same local features, i. e. points of mination. Therefore, the process of personal
identification usually consists of two stages. The first step is globally categorizing fingerprints, using
databases to classify them. The second step is to recognize the fingerprint based on the comparison of the
structure and the coincidence rate of the minutia points.

4. Gabor filter

Gabor filter is a linear filter, the impulse transient response of which is represented as the product of a
Gaussian function by a harmonic function [3]:

g(x,y) = Gauss (x',y’) cos 21;""), (1)
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Gauss(x',y') = e 2m0X 2mnoe¥ | )

X' =xcosO + ysin0, 3)

y' = —xcos0 + ycos6, @)

where A is the wavelength; ¢ — phase; the angle 0 indicates the orientation of the normal to the parallel
stripes of the Gabor function; vy is the compression ratio. Changing the orientation of 6 makes it possible to
change the direction of edge detection.

Fingerprint lines can be multidirectional, so it is necessary to find the orientation of the lines within
each processed area of the image. This result can be achieved by applying different orientations of the
Gabor filter to the image. In this case, by changing the angle of rotation 0, it is possible to change the
direction in which the edges are to be detected. Therefore, the Gabor filter function will be a function of
three variables — h (x, y, 0).

To find the orientation angle of the segment line, that is, the angle 6, it is necessary to construct a field
of image directions, which is constructed using the point coordinates function, which describes the angle
of the tangent to the line of the image intensity level. In this case, the field angle sets the direction, which
is perpendicular to the vector of the image gradient, and the gradient, in turn, corresponds to the color
changes from white to black.

If I (%, y) is the brightness of the light in the image, then the direction field ¢ (x, y) is given by the
following equation:

— 4() ——
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tge(x,y) = —(0I(x y)/ 0%)/(01(x,y)/ 9y), )

where the angle ¢ (X, y) specifies the direction that is perpendicular to the gradient vector.

Next, filter matrices are calculated that correspond to all possible directions of lines in the range from
0 to 255. After that, a two-dimensional convolution with the Gabor filter kernel at the point (x, y) is
performed on the image. In this case, the Gabor core corresponds to a given local angle of the line
direction.

In image processing, the Gabor filter is commonly used for edge extraction, object outline detection,
texture feature extraction, fingerprint image area extraction, local direction extraction, and other purposes
[4, 5]. In this work, different orientations of the Gabor filter are used to improve the image of the
fingerprint.

5. Wavelet transform

The main challenge in each type of image processing is to find an efficient representation that allows
it to be displayed in a compact form. In modern theory and practice of signals in spectral analysis, signals
of a special type are used - wavelets. The works [6, 7] present the decomposition of the image and the
extraction of its features for the classification of aircraft images based on the application of the Haar
wavelet transform and a multilayer neural network. In this paper, the Haar and Daubechies wavelet
transforms are used to extract features of a fingerprint image.

In addition, according to the research results presented in the review [9], the choice of a particular
wavelet basis has an insignificant effect on the texture analysis of images. Therefore, when choosing a
wavelet basis in this case, the main criterion is the time and complexity of the transformation.

Wavelet analysis methods do not require splitting the image into small blocks, since the required
localization properties are incorporated into the wavelet system [10].

6. Fingerprint classification method

In this paper, a method is proposed for classifying fingerprint images by types of papillary patterns
based on the use of the Gabor filter, wavelet transform and a neural network. The functional diagram of
the proposed method is shown in figure 1.
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Figure 1 - Functional diagram of the proposed method of classification of fingerprints

The proposed method uses the Haar and Daubechies wavelet transforms to extract features of the
fingerprint image. To evaluate the efficiency of feature extraction, 5th and 6th level wavelet transforms
are used. A neural network with 192 inputs for the 5th level wavelet transform was created. The number of
hidden neurons for this network varies from 200 to 250. For the 6th level wavelet transform, a neural
network with 48 inputs was created, for which the number of hidden neurons varies from 80 to 120. Both
networks have 7 outputs in accordance with the number of categories fingerprint classification.

7. Experiments

To test the algorithms, a part of the FVC2006 fingerprint database [8] is used, containing 9 images
of each category for training (total 9 x 7 = 63 images), and 14 images of each category for testing (total
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14 x 7 = 98 images). The results of comparing the efficiency of feature extraction are shown in Figure
2 and 3. Analysis of the above results shows that the algorithm using the Daubechies wavelet transform
gives better results than the algorithm based on the Haar wavelet.

We also compared the performance of the algorithm using the Gabor filter with the algorithm without
using this filter, Figure 4 and 5. The above results show that the algorithm using the Gabor filter performs
better than the algorithm without this filter.

8. Conclusions

1. Proposed and described algorithms for classification of fingerprint images by types of papillary
patterns, based on the use of the Gabor filter, the Haar wavelet transform, Daubechies and a multilayer
neural network.
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Figure 2 - The result of comparing the efficiency of the algorithm based on the application
of a five-level wavelet transform: -Daubechie; - Haara

. bl e

g I\ J,;th e

S 64 =

= \“\f el \/"A\rf‘/\\- &
,L@ 62 \.-‘ ?! -
= W f’ﬂf A

: \i/\ﬁ,/

E " 50 85 an b 100 105 1o 3 120

Number of hidden neurons

Figure 3 - The result of comparing the effectiveness of the algorithm based on the application
of the six-level wavelet transform: - Daubechie; - Haara
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Figure 4 - The result of comparing the efficiency of the algorithm based on the application
of the six-level Haar wavelet transform and: - with the Gabor filter; - without Gabor filter
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Figure 5 - The result of comparing the efficiency of the algorithm based on the application
of the five-level Daubechies wavelet transform and: - with the Gabor filter; - without Gabor filter

2. Based on the analysis of the results of numerical experiments, it has been established that the
algorithm based on the combined application of the Gabor filter, the five-level Daubechies wavelet
transform and the multilayer neural network has the best reliability of classification of fingerprints.

Applying the Gabor filter on the fingerprint image sharpens lines, detects edges, and removes noise
and distortion. However, the disadvantage of this method is the high computational complexity of the
algorithm.

J1. JleGeneB, A. Ad:KaanI0Ba

On-Dapabu aterHnarsl Kaz¥Y, Anmartsl, Kazakcran
CAYCAK I31 BOMBIHIIA KJACCU®PUKALUSITIAYFA APHAJIFAH AJITOPUTM/IEP

AnHoTamus. Ka3zipri yakpITTa >kKeKe TYJIFaHbl TaHYABIH OHOMETPHSUIBIK SJiCTepi TaHy TEXHOJOTHUsIapbIHA
aifHanmyna. BHOMeTpUSIIBIK CoMKeCTEeHIIpy KyHeNepiHiH IOCTYpii ToclIaepre KaparaHaa apThIKIIBUIBIFBI, agaMFa
THECIITI CBIPTKBI OOBEKT eMec, alaMHBIH 031 aHbIKTanaapl. Caycak i3mepi apKbUTBI )KeKe TYJIFaHbl COHKECTCHIIPYIiH
€H KOIl TapallfaH TEXHOJOTHCHI, OJ 9p aJaM VIIiH MaNMUIAPIBIK OpHEeKTiH Oipereinmirine HerizmenreH. COHFBI
JKBIIIAphl TaHy JKYWECIHIH JQJIITIH jKaKcapTy YIIiH KONTEreH alropuTMASp MeH MoJenbaep naina 6onabl. Caycak
i3[epiH KIKTEYIH 3aMaHayu anroputMmiepi (saictepi) tanganaabpl. ['abop cy3rici, TOnKeIHABIK Xaap, Jobemu Typ-
JICHIIpYJIepl JKoHe Kem KabaTThl HEHPOH/BIK JKelll Heri3iHie caycak i3/iepiHiH TypJiepi OOMbIHIIA caycak i3AepiHiH
CYPETTEpiH KIKTEY alrOPUTMIIEP] YChIHBUIFaH. ¥ ChIHBUIFAH ANTOPUTMEPIe CAHIBIK )KOHE IKCIIEPUMEHTTIK 3epTTey-
nep kyprizinmi. ['abop cy3ricin, Oec qeHreini TONKBIHABIK TYPIACHAIPYAL XKaHe Ko KabaTThl HEWPOHBIK JKeiHi Oip-
JIeCiN KOJIZJaHyFa HETI3ICITeH aJrOpUTMIII KOJJIaHy, caycak i3JepiH THIMII JKIKTEyre MYMKIHIIK OepeTiHi Kepce-
TLJITeH.

Tyiiin ce3nep: caycak i3iHiH Xikrenyi, ['abop cy3rici, BeHneTT TypieHaipy, HeHpOHIBIK JKeJiep.

J1. JleGeneB, A. AdkaanI0Ba
Kazaxckuil HarmoHamBHBIN YHUBEpcUTET M. anb-Dapadu, Anmatsl, Kaszaxcran
AJITOPUTMbBI KIIACCUPUKAIIMU OTIIEYATKOB MAJIBLIA

AuHoTanusi. B Hacrosimee BpeMst GMOMETPHUYECKHE METOIBI PACTIO3HABAHUS JIMYHOCTH CTAHOBATCS Bee Goiee
aKTyaJbHBIMA TEXHOJIOTHSAMH DPACIIO3HaBaHWs. [IpeHMMyIIEeCTBO OHOMETPHYCCKHX CHCTEM HACHTH()UKALNM, TI0
CPaBHEHHUIO C TPAIWITHOHHBIMU TIOIXOJaMH, 3aKIIFOUaeTCS B TOM, YTO HWACHTU(PUIMPYETCS HE BHEIIHMN OOBEKT,
MPUHAUIC)KAIIMN YeTOBEKyY, a caM uelioBek. Hanboee pacnpocTpaHeHa TeXHOIOTHS HACHTU(DHUKAIIMH JTHYHOCTH 110
OTIIEYaTKaM MAaJbIeB, KOTOPas OCHOBAHA HA YHHUKATBHOCTH JUTS KaXOTO YEJIOBEKa PUCYHKA MANUUIIPHBIX Y30POB.
B nocneiare rofbl MOSBIIOCH MHOTO QITOPUTMOB M MOJIEIICH JIJIsI TOBBIICHNS] TOYHOCTH CHCTEMBI PACcIIO3HABAHMS.
[TpoaHamTu3upPOBaHbl COBPEMEHHBIE AJITOPUTMBI (METOIBI) KJIACCU(HUKAIMK OTIEYATKOB MNaiblieB. [IpeaioxeHsl
AITOPUTMBI KJIacCH(pUKAIMK U300paKEHUI OTIIEYaTKOB MAJIBIIEB [0 THIIAM OTIICYATKOB MANbICB HA OCHOBE (pUIbTpa
I"abopa, BeiiBneT - Xaapa, npeobpazoBanwuii JJoOemy 1 MHOTOCIIOWHOW HEWPOHHOU ceTH. [IpoBe/icHbI YUCICHHBIC U
OKCIIEPUMEHTAIIbHBIC HCCICIOBAHMS MPEAI0KEHHBIX alrOPUTMOB. [loKa3aHO, YTO HCMOJIb30BAHUE AITOPUTMA,
OCHOBAaHHOTO Ha COBMECTHOM IMpuMeHeHun GmibTpa ['abopa, maTHypOBHEBOrO BeiiBieT-npeodpasoBanus Jobemu u
MHOT'OCJIONHOM HEWPOHHOM CeTH, M03BOJIsIeT 3(P(HEKTUBHO KIACCH(PUIIPOBATH OTHEYATKH MMATBIIEB.

KiroueBsle ciaoBa: kimaccu(UKamus OTIEUATKOB ImajbleB, ¢uibTp ['abopa, BeiBieT-mpeoOpa3oBaHme, HEH-
POHHBIE CETH.
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