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2 Clarivate
Analytics

NAS RK is pleased to announce that News of NAS RK. Series physico-mathematical journal
has been accepted for indexing in the Emerging Sources Citation Index, a new edition of Web of
Science. Content in this index is under consideration by Clarivate Analytics to be accepted in the
Science Citation Index Expanded, the Social Sciences Citation Index, and the Arts & Humanities
Citation Index. The quality and depth of content Web of Science offers to researchers,
authors, publishers, and institutions sets it apart from other research databases. The inclusion of
News of NAS RK. Series of chemistry and technologies in the Emerging Sources Citation Index
demonstrates our dedication to providing the most relevant and influential content of chemical
sciences to our community.

KasakcmaH Pecriybnukacbl ¥nmmbiK fbiibiM akademusicbl «KP YFA Xabapnapbl. ®u3uka-
TibIK-MamemamukariblK CepusiCbl» fblfibIMU XXypHaribiHbiH Web of Science-miH xaHanaHfFaH
Hyckacbl Emerging Sources Citation Index-me uHOekcmeryze KabblniOaHfaHbIH Xxabap-
natdsl.  byn uHdekcmeny 6apbicbiHda Clarivate Analytics komnaHusicbl XypHarnldbl o0aH api the
Science Citation Index Expanded, the Social Sciences Citation Index xoeHe the Arts & Humanities
Citation Index-ke Kabbinday moeceneciH kKapacmbipyda. Webof Science 3epmmeywinep, as-
mopsap, 6acnawbiiap MEH MeKemeriepae KOHmeHm mepeHdiei MeH canacbiH ycbiHalbl. KP
¥FA Xabapnapbl. Xumus xeHe mexHonoaus cepusicbl Emerging Sources Citation Index-ke eHyi
6i30iH KoramdacmbIK YWiH eH 63ekmi xoHe 6e0endi XuMusirblK FblfibiMOap 60UbIHWAa KOHMEHMKe
a0arnObifbiMbI30bi 6indipedi.

HAH PK coobwaem, 4ymo Hay4Hbil XypHan «Wzeecmuss HAH PK. Cepusi ¢busuko-ma-
memamudeckas» 6bii npuHam 0ns uHOekcupoeaHuss 86 Emerging Sources Citation Index,
obHoeneHHol eepcuu Web of Science. CodepxaHue 8 3amom UHOEKcUuposaHUU Haxodumcs 8
cmaduu paccmompeHus komnaHuel Clarivate Analytics 0nsi OanbHelwea0 NPpUHIMuUS XypHarna 6
the Science Citation Index Expanded, the Social Sciences Citation Index u the Arts & Humanities
Citation Index. Web of Science npednazaem kadecmeo u asybuHy koHmeHma 0ns uccredoesa-
mersel, asmopos, usBamenel u y4dpexdeHul. BkmroueHue Wzeecmuss HAH PK e Emerging
Sources Citation Index OemoHcmpupyem Hawy npueepXxeHHoCmb K Haubosiee akmyarsb-
HOMY U 811usimesibHOMY KOHMeHmMy Mo XUMUYeCKUM Haykam Ot Haweao coobuecmea.
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CRYPTOGRAPHIC PROPERTIES OF A NONLINEAR NODE OF A BLOCK SYMMETRIC
ENCRYPTION ALGORITHM QALQAN

Abstract. Ensuring the confidentiality and integrity of information with limited access to be transmitted
through communication channels, as well as circulating in information systems, is achieved by using
cryptographic transformation algorithms. In particular, encryption algorithms that ensure the confidentiality
of information are the core of cryptographic information protection tools.

The security of such funds is determined primarily by the quality and reliability of the encryption algorithms
implemented in them. The system of cryptographic protection of information is self-sufficient to provide
cryptographic protection of critical information circulating in the information systems of organizations.

In this paper, the main cryptographic properties of the nonlinear node of the Qalgan block symmetric
encryption algorithm, which affect its cryptographic strength, are considered. Algorithms for calculating the
cryptographic characteristics are given.

The cryptographic information protection system implements the developed block symmetric encryption
algorithm Qalgan and the key generation, generation, distribution and management protocol. When developing
a system of cryptographic protection of information, the requirements of the current regulatory legal acts
regulating the requirements for the use of cryptographic protection of information in information systems
with critical information are taken into account.

The Qalgan algorithm has been developed taking into account the trends in the development of science
and technology, and is able to withstand cryptographic attacks due to the “safety margin” laid down at the
development stage.

The developed algorithm of block symmetric encryption is recommended to be approved in the prescribed
manner as a national standard to ensure the protection of the information space of the state from potential
threats arising from undeclared capabilities in the structures of foreign encryption algorithms.

Key words: encryption algorithm, vector boolean functions, nonlinear node.

Introduction. In modern block symmetric encryption algorithms, the scattering principle, which makes
it possible to ensure the propagation of the influence of one plaintext character on more than one ciphertext
character, as well as the propagation of the influence of one key element on more than one ciphertext
characterare implemented in the form of vector boolean functions (replacement table, substitution block).

The correct choice of the characteristics of vector Boolean functions is the main factor in ensuring security,
since they are, as a rule, the only nonlinear node of symmetric block encryption algorithms.

In this paper, the main cryptographic properties of the nonlinear node of the Qalgan symmetric block
encryption algorithm, implemented as a vector boolean function of 8 variables, are investigated.

In view of the presence of serious claims to the secret internal structure of the nonlinear node of the
block symmetric encryption algorithm Grasshopper and the hash function ofStribog [1], the nonlinear node
of the block symmetric encryption algorithm Qalgan was designedaccording to the principle of maximum
transparency.

For this, a similar to that used in the AES block symmetric encryption algorithm, the generation of a
replacement table according to proposed by K. Nyberg in 1991 [2] method was chosen. The constants used in
the generation have been changed in order to achieve closer to the optimal values [3] of such cryptographically
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important parameters like lowering the maximum of the differential profile in addition and XOR (counteraction
to differential analysis), lowering the maximum of the table of linear approximations (counteraction to linear
analysis), high algebraic degree, maximum to the class of affine transformations distance (high nonlinearity),
absence of linear structures.

Materials and methods. Vector Boolean function.

Definition 1.A Boolean function of n variables is a function f: F}* = F,.We denote the set of all Boolean
functions of n variables byP,(n), wherein |P>(n)| = 22",

Definition 2.A vector Boolean function of n variables is a function f: FJ' = FJ*. We consider a vector
Boolean function as a set of coordinate Boolean functions.

Definition 3.Hamming Weight wt(a)of a binary vector a of length 7 is the number of ones, contained
ina: wt(a) =Y, a;.

Definition 4. Hamming distance d(x, y)between two binary vectors is the number of positions in which
they differ, or, equivalentlyd (x, y) = wt(x @ y).

Definition 5.Scalar product (x, y)of binary vectors x and y are defined as (x, y) = x1y; D x,y, D ... D
xnyn-

Definition 6. The weight of a Boolean function f7is a quantity equal to the power of its supportsupp (f) =
{xeF': f(x) =1}

Definition 7.Hamming distance d(f, g)between two Boolean functions of n variables is the number of
positions at which their vectors of values differ from each other.d(x,y) = [{x € FJ': f(x) # g(x)}|.

Definition 8.LetM,, — be some set of Boolean functions in n variables. The distance from the function g
to the set of functionsM,,is defined asd(g, M,,) = min{d(f, g): f € M, }.

Definition 9.Any functionf: FJ' - FJ"can be uniquely written as a Zhegalkin polynomial or an
algebraic normal form (ANF): F(xq,%5, ., Xp) =69}§=069i1’i2___”ik Qi g Xin iz i D
ag,where{iy, iy, ..., ix} € {1,2,...,n}anda; ;, ; € F;".

Definition 10. Algebraic degree deg(F) of a function F means the number of variables in the longest
term of an algebraic normal form (ANF), at which the coefficient is not equal to the zero vector. A function
which degree at most 1 is called affine.Funclion is called linear when ANF’s a,is equal to 0.

Definition 11.For eachy € F;'Walsh-Hadamard coefficient W (y)of a booleanfunction finn variables is

the quantity defined by the equalityW;(y) = erpzn(— 1)/ )SY) The set of coefficients Wy (y)for all

y € FJlis called the Walsh-Hadamard spectrum of the booleanfunction.
Definition 12. A component function is any nonzero linear combination of coordinate functions,
meansbooleanfunction (b, F), whereb € FJ*, b # 0 [4].

The properties of vector Boolean function. 1. Algebraic degree. In symmetric block encryption
algorithms, booleanfunctions with a sufficiently high degree should be chosen. The parameter deg(F) of a
booleanfunction must be large. For symmetric block encryption algorithms, this condition is usually
imposed so that the system of equations for the key bits constructed by analyzing the structure of the
algorithm, including the booleanfunction F used as its component would have a high degree. The higher
the degree of the system, the more difficult it is to solve, and therefore, to determine the key.

In other words, the value of the algebraic degree primarily determines the resistance of the symmetric
block encryption algorithm to analytical attacks.

deg(f)parameter calculation algorithm:

Input: Function f: FJ' - FJ*, consisting of the coordinate booleanfunctionsf;, wherei = 1..m.

Step 1.Calculate a vector of values Tf,of functionf;: for each a € F;'find value of f (a).

Step 2.Using the fast Walsh-Hadamard transform, calculate the vector of coefficients of the
ZhegalkinpolynomialPy,.

Step 3. Count the number of variables in the longest term of the Zhegalkin polynomial for which the
coefticient is not equal to the zero vector.

Output: the calculated number of variables in the longest term of the Zhegalkin polynomialis the deg(f)
parameter.

2. Poise. Definition13. Boolean function f of n variables is called balanced if its weight is 2"~ 1,

If the Boolean function is balanced, then the probability that it will take the value 0 or 1 is the same and
is equal to 1/2. This allows to weaken the statistical relationship between the input of the function and its
output. Otherwise, the cryptanalyst has the opportunity, using the probability ratio, to cryptanalize the
cipher.
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This statement is generalized to the vector case.

Determining the balance of a booleanfunction algorithm:

Input: functionf: F}' = F,.

Step 1.Calculate a vector of values Trof functionf: for eacha € F;'count valuef (a).

Step 2.Calculate Hamming Weight Wt(Tf).

Step 3.Evaluate poise: Wt(Tf) =217

Output:f —is balanced, ifwt(Tf) =2n 1

Definition 14. Vector boolean function f: F}' —» Fi™is called balanced, if |F"'(y)| = [{x€F}":F(x) = y}|
= 2n mfor anyy€F,".

Moreover, the following statement is true.

Statement 1. Vector boolean function f: FJ' — FJ"is balanced if and only if all its component functions
are balanced(v,), vEFJ", v # 0.

Note, that for n = m the class of balanced vector functions coincides with the class of one-to-one
functions. As a rule, they are the ones of greatest interest for use in symmetric block encryption algorithms
as nonlinear nodes (S-box) to ensure unambiguous decryption [4, 5].

Determining the poise of a vector Boolean function algorithm:

Input: functionf: F;' = FJ", consisting of the coordinate Boolean functionsf;, wherei = 1..m.

Step 1.Calculate a vector of ValuesTfl.of functionf;: for eacha € F}findvaluef (a).

Step 2.Calculate Hamming Weightwt(Tfi).

Step 3.Evaluate poise: wt(Ty,) = 2"71?

Step 4: Check the balance of each coordinate function, f; — is balanced, ifwt(Tfi) =2n1

Output: f —is balanced, ith(Tfl.) =2"ori = 1..m.

3.Perfect poise. The property of perfect poise of a Boolean function is a generalization of the usual
poise, when this function acts, for example, as a filtering function of a generator.

Definition 15.Vector boolean function f: FJ' —» FJis called perfectly balanced if its any coordinate
function is balanced.

Algorithm for Determining the Perfect Equilibrium of a Vector Boolean Functionf: F}! — F;™is similar
to the previous algorithm.

4.Avalanche characteristics. The concept of avalanche characteristics of a booleanfunction reflects
one of Shannon's principles of constructing encryption transformations, namely, the scattering principle.

Definition 16. Boolean function f of n variables satisfies strict avalanche criterion (SAC), if for any
direction a€F}!, wherewt(a) = 1, the derivativeD(f) is balanced.

If all coordinate functions of a vector booleanfunctionf: F}' — F}"satisfy SAC, then when one input bit
changes, each of the output bits will change with a probability of 1/2.Hence, it is expected about half of the
output bits to be changed [4, 5].

Definition 17. We call the canonical basis of the vector space Fj'the set of vectorse; =
(0,0,0,...,1,...0,0,0), in which the only 1 is at positionj,j = 1 ...n.

The avalanche characteristic calculating Algorithm:

Input: Vector boolean functionf: FJ' — FJ™.

Step 1. Initialize the n x m results matrix to zero.

Step 2. For all binary vectors a of length n:

Find the value of a vector booleanfunctionf (a).

Step 3.For eachj = 1...n:

Find the value of a vector booleanfunctionf (a + ;).

Step 4.Find the value of Wt(f(a) + f(a+ ej)).

Step 5. Fill the results into the results matrix for each coordinate Boolean function and its each
coordinate.

Step 6.Calculate the deviations of the values in the results matrix from 271,

Output: Maximum deviation in the results matrix.

5. Correlation immunity, stability. Lets denote the number of variables of the booleanfunction - n and

the degree of its correlation immunity - m. In other words, it is a booleanfunction whose output does not
correlate with the collection of any m inputs.

Definition 18.A booleanfunction fis called correlation immune of order £ if the weight of
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a,a,,..,ag
1l2snlk
i < nand any values a, a,, ...,a; € F,.
In other words, a booleanfunction fis called correlation immune of order k& ifPr|f =1|=
f.a,qz,....,ak
1,02, ik
provide statistical information about the value of the function [5].

satisfies the relationwt(fia’flz""i’:") = wt(f)/2kfor any set of indices1 < i; < -+ <

subfunctionsf; iz

= 1|, where Pr — probability function, means that knowledge of some input bits does not

In other words, the value of correlation immunity primarily determines the resistance of the symmetric
block encryption algorithm to statistical attacks.

Definition 19. Boolean functionfis calledk-resistant, if any subfunction obtained by fixing at most k
variables is balanced.

Statement 2. For a k-ordered correlation-immune boolean function f of 7z variables, having algebraic
degreedeg(f), the inequality deg(f)<n-k-1 is true [10].

The correlation immunity of a vector Boolean function F: F)' —» F]"calculating algorithm

Input: FunctionF: F)'! - FJ".

Step 1.Create an array of integers D of size 2", reset all its elements.

Step 2.Loop over components vF.

Step3.For each component: w = W,r; D = DVw (element by element).

Step4.For each i = 1,...,n:

For each vectors u € F}'of weighti:

if Dy # 0, then return, answer: i - 1.

Output: answer n.

6.High nonlinearity. Definition20.The nonlinearity of a Boolean function fin » variables is the quantity
Ny, equal to the Hamming distance from fto the set 4, of all affine functions in » variables.

This characteristic of a Boolean function can be calculated using the following formula:

Np = d(f,Ay) = 2" — maxcepn |Wr (0)]/2.

From Parseval's equality the following upper bound for the nonlinearity value of a booleanfunction can

be obtained:
Nf < 271—1 _ 2n/2—1‘

In practice, the higher the value of the nonlinearity of a booleanfunction, the more preferable it is to use
it in symmetric block encryption algorithms.

The nonlinearity degree of a vector booleanfunction calculating algorithm:

Input: vector booleanfunctionf: FJ' - FJ".

Step 1. Initialize the results matrix nxm with zero values.

Step 2.For eachy € F;'find the Walsh-Hadamardcoefficients Wy (y) = ¥.,c an(_l)f )Sxy),

Step 3.Find the degree of nonlinearityN; = d(f,A,) = 2"™! — max ¢ FI |Wf ) | /2.

Output: Ny.

7.Algebraic immunity. Definition21.Algebraic immunity A/(f)of a booleanfunction f is called the
minimum value of d such that there exists a booleanfunction g of degree d, not identically equal to 0,
annihilating the function g or its negation, that is the relation fg = Oor ratio (f + 1)g = 0 [7].

Obviously, the higher the algebraic immunity of a function, the more difficult it is to apply the algebraic
attack.

In [7], it was shown that for any function f'the estimate AI(f) < E] ,wheren — number of variables of a
booleanfunction f'is fair.

The calculating of the algebraic immunity by enumerating booleanfunctions algorithm:

Input: vector boolean functionf: FJ' — FJ".

Step 1.For eachy € F}'find valuef (a).

Step 2.Find a vector of wvalues for the assumed annihilator g so that
fe=0or (f+ I)g = 0. Enumeration should start with linear and affine functions.

Step3.If at step 2 a first-degree annihilator is found, thenAI(f) = 1.

Step 4. If at step 2 there is no first-degree annihilator, then iterate over second-degree annihilators, etc..

Output: AI(f).

It should be noted that when searching for a second-degree annihilator, the complexity of this algorithm
exceeds 2*operations for F5.

8. Linear structures
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Definition22.Functionf: FJ' — F;"has a linear structure if there are a nonzero binary vector of length n
such that D, (f (x)) = const, wherexeF,' exists.

It should be noted that by now the presence of linear structures in the vector boolean functionf: F}! —
F]™has not been used in attacks on symmetric block encryption algorithms.

At the same time, the presence of a linear structure indicates its similarity to a linear function, therefore,
the use of such functions in algorithms of block symmetric encryption is undesirable.

Linear structure search algorithm:

Input: vector boolean functionf: F)' = FJ".

Step 1. Loop over all input nonzero binary vectors a of length #.

Step 2.Calculate the directional derivative D, (f(x)) = f(x) @ f(x @ a), wherexeF,'.

Step 3.VerityD,(f (x)) = const?

Output:Functionf: F}' — FJ"has a linear structure, ifD, (f) ) = const.

Results. The analysis of the properties of the Qalqgan symmetric block algorithm replacement node. In
the Qalgan symmetric block encryption algorithm, a nonlinear node that allows resisting analytical attacks is
implemented in the form of replacement nodes - vector booleanfunctions of length 8.

The replacement node is fixed as follows (in C-like format):

uint8 sb[256] = {0xeb, 0x89, O0xdb, Oxcb, 0xf3, 0xf5, Oxfb, 0x90, 0xe6, 0x3d, 0xe5, 0x2e, Oxe3, 0x0b,
0x56, 0xel,0x6¢, 0x12, 0x80, 0x28, Oxed, 0x22, 0x09, 0x4a, Oxee, 0x27, 0x9b, 0x58, 0x35, 0x57, Oxef,
0x94,0x29, 0xc0, 0x16, 0x7c, 0x5¢, 0x87, 0x0a, 0x7e, 0xe8, 0x11, 0x0e, Oxaf, 0x9a, 0x84, 0x3a, 0x1a,0x69,
0x71, 0x8c, Oxbc, 0xd2, 0x55, 0x33, 0xd1, 0x85, 0x75, 0xb5, 0x83, 0xe9, 0x50, 0x54, Oxac,0x8a, 0xd6, 0x7f,
0x1f, 0x14, 0x4e, 0x21, 0x82, 0x30, 0x24, 0xdd, 0x9f, Ox1b, 0x32, 0x20, 0xa&,0x6a, 0xb0, 0x97, 0x62, 0x19,
0xd8, 0xc8, 0x0c, 0x52, 0x02, 0x5c¢, 0x43, 0x03, 0x95, 0x13, 0x81,0xab, 0x77, 0xa6, 0xf2, 0x59, 0x67, 0x41,
Oxec, 0x76, 0x98, 0xb4, 0x73, 0x86, 0x9c, 0xf7, 0xcf,0xdc, Oxba, Oxa4, Oxfd, Oxc4, 0x99, 0xdf, Oxce, Oxea,
Ox1c, 0x36, Oxbd, 0x34, 0xd7, 0x49, 0x64,0x5a, 0x6f, 0x74, 0x01, 0xa0, 0x39, 0x91, 0x00, 0x15, 0x3f, 0x38,
0xb8, 0x8f, 0x26, 0x5f, 0xf8,0x07, 0xa3, 0x0d, Oxda, 0xf0, 0xe7, 0xd0, 0xd9, 0x93, 0xf6, 0x06, 0x47, 0x0f,
Oxal, 0x4b, 0xc5,0x2a, 0xff, 0x46, 0x60, 0xd5, 0x1d, 0x2f, 0xa9, 0x92, 0x17, 0x72, 0x8e, 0x7a, Oxaa, 0x18,
0x6€,0x37, 0x08, Ox1e, 0x63, 0x31, 0xc2, 0xbf, 0xc6, 0x9e, 0x65, 0xd4, 0x3b, 0x96, 0x9d, Oxde, 0x45,0xca,
0x2d, 0xa5s, Oxfe, 0x4d, 0xb9, 0x66, 0xc3, 0xb3, Oxcc, Oxad, 0x61, Oxbe, 0x7b, 0x68, 0x88,0x25, 0x2b, 0x53,
0x5b, 0x44, 0x40, 0xa7, 0xa2, 0x5d, 0xc9, 0x51, Oxae, Oxed, 0xc7, 0xf9, 0x78,0x70, Oxcd, 0x42, 0x4f, 0x4c,
0x3c, 0xe0, 0x3e, 0x7d, 0xb7, 0xd3, 0xb2, 0xfl, 0x8d, 0x79, 0x8b,0x6b, 0xe2, 0x10, 0x23, 0x04, 0x6d, 0xcl,
Oxfc, 0x05, 0xb6, 0xf4, 0x48, 0xbb, Oxbl, 0x2c, Oxfa};

Inverse replacement node used in decryption:

uint8 isb[256] = {0x87, 0x83, 0x59, 0x5c, 0xf4, 0xf8, 0x9a, 0x90, 0xb1, 0x16, 0x26, 0x0d, 0x57, 0x92,
0x2a, 0x9c,0xf2, 0x29, 0x11, 0x5e, 0x44, 0x88, 0x22, 0xa9, Oxae, 0x54, 0x2f, 0x4c, 0x79, 0xa5, 0xb2,
0x43,0x4e, 0x46, 0x15, 0xf3, 0x49, 0xd0, 0x8d, 0x19, 0x13, 0x20, 0xa0, 0xd1, Oxfe, Oxc1, 0x0b, 0xa6,0x48,
0xb4, 0x4d, 0x36, 0x7c, 0x1c, 0x7a, 0xb0, 0x8a, 0x85, 0x2e, 0xbb, 0xe5, 0x09, 0xe7, 0x89,0xd5, 0x66, 0xe2,
0x5b, 0xd4, 0xbf, 0xa2, 0x9b, 0xfb, 0x7e, 0x17, 0x9e, Oxed, 0xc4, 0x45, 0xe3,0x3d, Oxda, 0x58, 0xd2, 0x3e,
0x35, 0x0e, 0x1d, Ox1b, 0x64, 0x80, 0xd3, 0x5a, 0xd8, 0x24, 0x8e,0xa3, 0xcb, 0x53, 0xb3, 0x7f, 0xb9, 0xc6,
0x65, Oxce, 0x30, 0x50, 0xf0, 0x10, Oxf5, Oxaf, 0x81,0xe0, 0x31, Oxaa, 0x6b, 0x82, 0x39, 0x68, 0x61, 0xdf,
Oxee, Oxac, Oxcd, 0x23, 0xe8, 0x27, 0x42,0x12, 0x5f, 0x47, 0x3b, 0x2d, 0x38, 0x6¢, 0x25, Oxcf, 0x01, 0x40,
Oxef, 0x32, Oxed, Oxab, 0x8c,0x07, 0x86, 0xa8, 0x98, 0x1f, 0x5d, Oxbc, 0x52, 0x69, 0x75, 0x2c, Ox1a, 0x6d,
0xbd, 0xb8, 0x4b,0x84, 0x9d, 0xd7, 0x91, 0x72, 0xc2, 0x62, 0xd6, 0x4f, 0xa7, Oxad, 0x60, 0x3f, Oxca, Oxdb,
0x2b,0x51, 0xfd, Oxeb, 0xc8, 0x6a, 0x3a, 0xf9, 0xe9, 0x8b, 0xc5, 0x71, Oxfc, 0x33, 0x7b, Oxcc, 0xb6,0x21,
0xfo6, 0xb5, 0xc7, 0x74, 0x9f, 0xb7, 0xdd, 0x56, 0xd9, 0xc0, 0x03, 0xc9, Oxel, 0x77, 0x61,0x96, 0x37, 0x34,
Oxea, Oxba, Oxa4, 0x41, 0x7d, 0x55, 0x97, 0x93, 0x02, 0x70, 0x4a, Oxbe, 0x76,0xe6, 0x0f, 0xf1, 0x0c, Oxdc,
0x0a, 0x08, 0x95, 0x28, 0x3c, 0x78, 0x00, 0x67, 0x14, 0x18, 0x1e,0x94, Oxec, 0x63, 0x04, Oxfa, 0x05, 0x99,
0x6e, 0x8f, Oxde, 0xff, 0x06, 0xf7, 0x73, 0xc3, Oxal};

Properties in the Table 1 have been established during the research of the above basic cryptographic
properties.
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Table 1. Research results of the main cryptographic properties of substitution nodes affecting cryptographic
strength.

No Vectorbooleanfunctionproperty Qalgan symmetric block encryption algorithm
1 High algebraic degree of coordinate functions 7
2 Balanceofcoordinatefunctions wt{?} l_} —on-1_ 178
3 Perfectpoise wt{i‘}[} —on-1_ 178
4 Avalanche criterion 128+
5 Correlation immunity 0
6 Nonlinearity, distance to a class of affine 112
functions
Algebraicimmunity 4= AI(f) > 1
Linearstructures Absent

Conclusion. It is necessary to choose "good in all respects" vector Boolean functions as a reliable
replacing node of a cryptographically strong algorithm of block symmetric encryption. Since the
relationship between various cryptographic properties of vector boolean functions is not obvious it becomes
a very nontrivial mathematical problem.
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QALQAN BJIOKTBIK CUMMETPUSJIBIK HIU®PIAY AJITOPUTMIHIH CbBI3BIKTbI EMEC
TYWIHIHIH KPATITOT PA®UAJIBIK KACUETTEPI

AnHoTauus. balimanpic apHaNapel apKbUIBI Oepiayre THiC, COHAAW-aK aKMmapaTThIK >Kyhenepme
aifHanmbIM/Ia OOJNATHIH KOJ JKETKi3y IIEKTEeNTeH aKMapaTThIH KYMUSUIBUIBIFEI MEH TYTACTHIFBIH KaMTaMachl3
eTyre KpunTorpadusuiblK KaiTa Kypy aJTOpUTMIIEPIH KOJNJIaHy apKbUIbl KOJ JKETKi3ieni. ATar alTkaHa,
aKnaparThlH KYMUSUTBUIBIFBIH KAMTaMachl3 €TETIH MUQpiIay aIroOpuTMIEepl aKnaparThl KPUITOTPaAQUSITBIK
KOpFay KypasJapblHbIH ©3eri 00bIn Tadbu1aabl. MyHIal Kypaiaap/ablH Kayilci3airi eH anabIMeH ojapiarsl
mmdpray anropuTMAEPiHIH canackl MEH CEHIMIITITIMEH aHBIKTaJIAbI.

AKnaparTel KpHNTOrpaQusUIbIK KOpFay JKyHeci YHBIMAApIbIH aKIapaTThIK JKyHelepiHje aiHalbIMFa
TYCETIiH ChIHHM aKIaparThl KpUITOTPa(USUIIBIK KOPFayIbl KAMTaMaChI3 €Ty YIIiH dKETKIJTIKTi OOJBIT TaObLIa k.

Byt sxymbicta Qalgan OIOKTBHIK CHMMETPHSUTBI MIM(pIay alTOPUTMIHIH ChI3BIKTBI eMeC TYHiHIHIH HeTi3ri
KpUNTOrpadusUTbIK KaCHETTepl KapacThIPbUIA/Ibl, OHBIH KPUNTOrpadUsUIbIK TYPaKTHUIBIFBIHA ocep eTel,
KpHUNTOrpaUsIIBIK CUIIATTaAMATAP]IBI €CETTEY alTOPUTMIEP] KENTIPLUITeH.

Axnapartel KpunTorpadusiblK Kopray kyieci Qalgan OJOKTHIK CHMMETPHUSUIBIK MK (pIIay alrOpUTMIiH
KOHE KUITTEp/i KYpY, KaJBINTACTBIPY, TapaTy >KoHEe Oackapy XaTTamachlH JKy3ere achipajbl. AKIaparThl
KpUnTorpadusuiblK KOpFay >KYHEeCciH o3ipiey Ke3iHJe CBhIHM aKmaparbl Oap aknmaparThlK JKyHeneple
aKnaparThl KpUITorpadusuIbIK KOpFay KypaiJapblH MaiiananyFa KOWbUIATEIH TalanTap/bl perIaMeHTTeHTIH
KOJITAHBICTAFbl HOPMATHUBTIK KYKBIKTHIK aKTIIEP/IIH TajJanTaphbl €CKEPiITeH.

Qalgan anropuTMmi FBUIBIM MEH TEXHUKAHBIH JaMy YPIICTEpiH ecKepe OTBIPBIN d3ipIeHIeH, J3ipiey
KE3CHIH/Ie calibIHFaH "OepiKTiK KOphl'eceOiHeH KpunTorpadusuIbIK 11a0yblIaapFa Kapchl TYpyFa KaOiieTTi.

BIIOKTBIK CUMMETPHSUTBIK IH(PIayIbIH O31pICHTCH alTOPUTMIH MEMIICKETTIH aKHapaTThIK KEHICTITiH
nietesaiKk mudpraay aaropuTMACPIHIH KYypbUIbIMAApBIHIA JeKiapanusuianOarad MYMKIHJIIKTep eceOiHeH
TYBIHAAUTHIH BIKTUMAJ KAyil-KaTepiepaeH KOpFayibl KaMTaMachl3 €Ty YIIiH OeNTiJIeHreH TOPTIMIEeH YITTHIK
CTaHJAPT pPeTiHIe OCKITY YChIHBIIAIBI.

Tyitinai ce3aep: mmdpiay aropuT™i, BEKTOPIBIK JTOTHKAIBIK QYHKIUIIAP, CHI3BIKTHI eMeC TYHIH

Kaporcoinanowipy ke3si. 2Kymoic Ne AP06851287 JKTH "onoxmolx cummempusiivl wupiay aieopummin
azipney" epanmmulx JHcobacvl AsACHIHOA OPLIHOALODL.
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KPUINITOIPAOMYECKHUE CBOMCTBA HEJIMHEMHOI'O Y3JIA AJITOPUTMA BJIOYHOT'O
CUMMETPUYHOI'O IIU®POBAHUSA QALQAN

Annoranus. ObecrniedeHne KOH(PHUICHIMAIBHOCTH M IEJIOCTHOCTH WH(POPMAIMH C OrpPaHHYCHHBIM
JOCTYTIOM, TOJUICKALIeH mepenade Mo KaHajaM CBS3HM, a TakKe LUPKYJIHpyomeld B MH(OPMALUOHHBIX
cUcTeMax, JOCTUraeTcsl IPUMEHEHHEM aJlTOPUTMOB KPUITOTrPpauuecKoro npeodpa3oBaHHsI.

BuacTtHOCTH, aNropuTMBI U POBaHHSI, 00€CIICUNBAIOIIIE KOH(PHICHIIMATILHOCTh MH(POPMAIIUH, SIBIISTFOTCS
SIIPOM CPEICTB Kpunrorpaduieckor 3amuThl HHGOpMauK. be3onacHOCTb TaKuX CPEeNCTB ONMpPEACsieTCs B
MEPBYIO OYepeb KAYeCTBOM M Ha/Ie)KHOCTBIO PEATM30BaHHBIX B HUX AJITOPUTMOB IIU(PPOBAHUSL.

Cucrema Kpunrorpaduueckod 3amuThl MHOOPMALUKU SIBISIETCS CaMOAOCTATOYHOW Ui OOecredeHust
KpUnrorpaduueckoi 3aiuThl KpUTHYECKOH HHG)OpMALUK, TUPKYIUPYIOIIEH B MH)OPMAMOHHBIX CUCTEMax
OpraHu3aluil.

B nanHo# paboTe paccMOTpEeHBI OCHOBHBIE KPUNTOrpadUueCKue CBOWCTBA HEJTMHEHHOTO y3J1a alropuTMa
O10uHOr0 cummerpuyHoro mudposanus Qalgan, BIHSIONME HA €ro KPUNTOrPapHUECKYl0 CTOHKOCTD,
MIPUBE/ICHBI AITOPUTMBI BEIYMCIICHUS KPUIITOTPaPUUECKUX XapaKTEPUCTHUK.

Cucrema Kpunrorpaduyuecko 3amuTel HHPOPMALUK peatn3yeT pa3padoTaHHBIHAITOpPUTMa OIIOYHOTO
cumMeTpuuHoro mmppoBanus Qalgan u mpoTrokon TeHepanuu, (OPMUPOBAHMS, pPACHpPEACICHUS |
yIpaBiCHHs KIIOYaMHU.

[Ipu pa3paboTke CHUCTEMBbI KpUNTOrpaUUECKOH 3alIMThl WHQOPMAIMU YYTEHBl TpPeOOBaHMS
JeHCTBYIOIINX HOPMATUBHBIX ITPABOBBIX aKTOB, PEIJIAMEHTHPYIOMIUX TPEOOBAHMUS K HCIIOIB30BaHUIO CPEICTB
KpUnrorpaduueckoi 3amuTbl HHPOpMaK B MTHOOPMALIMOHHBIX CUCTEMaX C KpUTHYeCcKol HH(popmanuei.

Anroputm Qalgan pa3paboTaH ¢ y4eToM TeHACHIMH Pa3BUTHUS HAYKH U TEXHUKH, CIIOCOOEH MPOTHBOCTOSITH
KpUnTorpaMuecKuM aTakaM 3a CYeT 3aJI0KEHHOTO Ha dTarie pa3padOoTKH «3araca MpoYHOCTHY.

PazpaboranHblii anroput™M OJOYHOTO CHUMMETPUYHOTO MHK(POBAHUS PEKOMEHIYETCSl yTBEPIAUTH B
yCTaHOBJICHHOM ITOPSIIKE B KAU€CTBE HAIIHOHATILHOTO CTaHJapTa U1 00e CIIeYeHUS 3aIU ThI HH(OPMATHOHHOTO
MPOCTPAHCTBA TOCYJApCTBa OT MOTCHUHMANBHBIX YIPO3, BO3HHMKAIONIMX 32 CYET HE JACKIapHUpOBaHHBIX
BO3MOJKHOCTEH B CTPYKTYpax HHOCTPAHHBIX aJlTOPUTMOB HIM(POBAHHMSI.

KiroueBble ciioBa: anroput™ mm@poBaHusi, BEKTOPHbIE OyJaeBbl (PyHKIIMU, HENUHEHHBIN y3€e71.
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