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MODERN TOOLS FOR INFORMATION SECURITY SYSTEMS

Abstract. Efficiency of business processes in modern organizations depends on the capabilities of applied
information technologies. The article describes and analyzes the role and features of audit tools and other
methodological tools and models in ensuring the quality and security of information systems. The standard’s
principles are reviewed, as well as the importance of meeting business needs. In order to protect virtual values in a
company’s system environment, the importance of using information security models is revealed. Practical proposals
in risk management and information security in information technology are analyzed through the COBIT standard.

Measures for protecting the information system of an organization from accidental, deliberate or fake threats are
considered. The possibility of using one of the real information security models by the information recipient or
provider in accordance with the requirements of external processes is reported.

Furthermore, in connection with increase in the number of attack methods and techniques and development of
their new tools and vectors, the need to improve and ways to ensure information security are being considered.

The essential tasks of security audit are considered, and the stages of their implementation are described. With
regard to security of information systems, an analytical model is proposed for determining vulnerability’s numerical
value.

Key words: COBIT methodology, ITIL library, ISO 20000 standard, information technology, information
audit, information security, risk, vulnerability, COBIT ® 2019 Framework.

Digital technology advances automate everything from all social areas of society to the activities of
large industrial organizations, including active implementation in the businesses, increased introduction of
innovations in general. However, justifying the costs spent on them, rational budget planning for the
development of information technologies in organizations and self-completion of new introduced IS in
terms of functionality, and the process of improving the quality of control of the (digital) trend of
digitalization — such events create the need to audit its IT and increase its relevance.

Although generally, the basis of the IT structure depends on the software, it is largely dependent on
technology means, moreover, trends in development, introduction, application, maintenance, etc. require
implementation through efficient solutions, which, in turn, requires information technology competence
and knowledge to support various regulatory requirements.

Therefore, a number of ITIL libraries, COBIT methodology, ISO 20000 service management
standards for managing information services and ensuring their security is applied on the IT market.

Concurrently, the COBIT (Control Objectives for Information and related Technology) methodology
which was developed and proposed by ISACA in 1992, is a tool that is necessary directly for the IT audit
service, which will gain demand on the modern IT market [1,2]. This abbreviation stands for a set of
documents that define the principles of information technology management and audit.

The emergence and formation of this methodology can be described using figure 1 [3.4].

Today, the enhanced COBIT Version 5 standard greatly impacts improvements to meet the
requirements of the information technology market, especially large institutions and risk management. As
A.V. Repin indicated this, based on the works [1,5], this can be justified by the following principles:

1. Focus on meeting the needs of related party;

2. Coverage of all activities of an enterprise;
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3. Reliance on the application of a single integration structure;
4. Ability to implement a seamless method;
5. Its focus on the separation of IT management from management in an institution.

Table 1 — Evolutionary stages of CobiT standards

Years Versions Name
1996 CobiT 1 Audit
1998 CobiT 2 Control
2000 CobiT 3 Management
2005/2007 CobiT 4 Information Technology Management
2012 CobiT 5 Company information technology management
ENTERPRISE GOVERNANCE OF INFORMATION AND TECHNOLOGY
2018 COBIT ® 2019 (EGIT)

The COBIT standard, which has passed the indicated stages of development, is a combination of
about 40 international standards of control, audit and management, information security. In other words,
the COBIT standard is based on the generally accepted method, the BSC balanced scorecard, the
improved SEI CMM/CMMI model, PMBoK (project management methodology) and the methods of
PRINCE2, TickIT, ITIL® and other standards [5,6]. After Version 5, the COBIT ® 2019 Framework:
Governance and Management Objectives version covering the ITIL, CMMI and TOGAF structures [7] is
now applied more rationally. It is processed as a methodology for management and governance of
corporate information and technologies that fully support institutions, and is aimed at managing this
information, its security and risks.

Its principle lies in formation of compatibility of mutual understanding between management on the
way to achieving the key business goals and IT service, as well as elimination of possible discrepancies. In
this regard, a company operating in the COBIT electronic environment offers its managers, users of
information systems and related auditors a set of measurements, trends and top practices approved to
increase the benefits of information technology, and also creates IT guidelines and rules for a specific
company and helps to rationally control the activities.

COBIT predicts which information in information technology management is reliable to achieve the
most effective business goals of a company. Along with that, COBIT describes the relationship between
business strategy and information technology, subsequently defines and supports IT values and
implements control measures. The essential task is that information technologies should fully support and
actively increase the competitive advantages defined in a company’s strategy and, through the
advancement of business requirements for information for the timely rationalization of costs, participate in
building its prerequisites. According to this standard, having turned into a business tool, IT presents
practical proposals for risk management and information security systems in IT.

In accordance with requirements of the Approach to Information Technology Management
international standard (Cobit), the information system verification procedure consists of four stages:

- identification and documentation (planning and organization);

- management mechanisms assessment;

- identity test;

- detailed testing.

When describing the information security system in any institution, protection measures against
accidental, intentional or fake threats to its information system based on such widespread information
security properties as confidentiality, integrity, and availability [8] are also considered. To do this,
regarding external processes requirements the information recipient and/or provider can apply one of the
following models: CVSS3.1., Investigation Process, Diamond, Cyber Kill Chain, etc.

If the property of information security means a restriction in access to hidden indicators in the
military industry, financial indicators in the economic industry, or to patient data in the medical industry,
then the integrity property ensures the exclusion of a violation of reliability and authenticity of
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information. The last property ensures unhindered use of any information available to the users of the
information system at any time.

Therefore, in the course of reliable use of IS in an institution, the problem of correct choice of the
necessary methodological tool arises, which can be solved through the management and control system.

On the practical side, this not only solves information technology problems, but also can ensure that
the business needs are met. One of the key values of a company’s system environment is virtual value, i.e.,
information sources in the form of intellectual property need to be protected and secured. For example,
there is a need to use MITER ATT&CK (arising from the attacker’s point of view) [11], CIA
(Confidentiality-Integrity-Availability) models, since the security vulnerability of information systems
might allow attacks. Thus, in a virtual environment, one of the ways to remotely use a company assets -
the Papa Smurf attack, causes vulnerability of the network receiving ping packets and interferes with its
conductive ability. Another attacked called SYN Flood is the action of server’s TCP connections half-
open on the server and its consequences lead to the closure of access to the server for legal users. Besides,
attacking methods and techniques are being improved, as well as their new tools and vectors are being
developed.

The main tasks of security audit are:

- Analysis of the risks associated with the likelihood of a threat to the security of IS resources;

- Assessment of the current level of IP security;

- Localization of narrow paths in IP security system;

- Assessment of IS compliance with standards applied in information security;

- Introduction of new techniques for IS security and development of proposals to improve current
profitability.

In this regard, when performing these tasks, the IS security audit covers a number of the following
stages such as:

- Conduct of a survey;

- Collection of information;

- Analysis of received data;

- Development of proposals;

- Preparing a survey report.

Security audit methods can be based on risk analysis, application of information security standards, or
a combination thereof.

The risk magnitude is determined depending on the cost of resources, the likelihood of a threat and
the scope of vulnerability based on the following formula [12]:

(pxd)
R=E2, (1)
where R — risk; p — fund cost; d — threat probability; v — vulnerability value.

The goal of risk management is to select proper countermeasures in order to reduce risk levels to a
favorable level. While the cost of implementing countermeasures should not exceed the amount of the
possible loss. The difference between the cost of countermeasures and the amount of possible damage
should be directly proportional to the likelihood of damage.

The vulnerability v magnitude is defined as the probability of inability of the protected item to resist
actions of the threat sources, and if the force used from the threat source is stronger than the ability of the
protected item to withstand it, then vulnerability v appears. In actual practice, it can arise through factors
such as the likelihood of the threat and the level of protective measures. In this case, the vulnerability v
magnitude can be determined using the following expression:

v = Zi=1P(Ui) (2)

z
where P(U;) — expected threat probability; i = 1,n; — number of expected threats; Z — strength of security
(0<Z<.

While using this expression and calculating the binding of numerical values with qualitative
properties can performed using the following table 2 [13].
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Table 2 — Asset value, risk and vulnerability levels

The degree of probability of occurrence of threats Low Average High
0|0 1 2 1 2 |3 2 |3 4

Value of assets

The growth of riskiness with an increase in the vulnerability magnitude is determined and analyzed
through an audit from a legislative point of view. As a result of the analysis, measures to prevent riskiness
should be proposed.

Thereby, the methodology for assessing the quality of IT activity management in relation to business
processes in a company is based on the abovementioned ITIL library, COBIT methodology and ISO
20000 standards according to service management through information technology. Its results affect the
efficient management of information security using the abovementioned security models.

H. Baiimoaan', K.E. Ky6aes?, T.C. Baiimoaanos?
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AKIMAPATTBIK KAYIIICI3AIKTI KAMTAMACHI3 ETYIIH KA3IPT'T )KABIBIKTAPBI

AnHotauus. Kazipri yibiMaapaarel OuW3HEC-yAEpIiCTEpAiH THIMII JKYPri3ilyi OHJa KOJIJAHBUIATBIH aKIapaTThIK
TEXHOJIOTHSI MYMKIHIIKTepiHe Tikeneil Toyenai. Makanana aknapaTThIK )Kyie canachlH, Kayinci3JiriH KaMTaMachl3 eTyeri
ayauT xaOJbIKTapBIHBIH OPHBI MEH €pEeKIICTIKTepl KoHe 0acKaja na dicTeMeliK xKaOAbIKTap, MOJEIbIACP CHIIATTABIIL,
TalIaHFaH.

Kazipri komnaneicrarbi COBIT (aknmapaTThl *oHE OFaH KaThICTBI TEXHOJOTHSIApAbI OaKpliay HBICAHAAPHI) Oic-
TEMECIHIH aKMapaTThIK TEXHOJIOTHS HAPBIFBIHAAFEI CYPAHBICKA Ue OONAThIH aKMapaTThIK ayIUT KbI3METIHE TiKelel KaXeTTi
KYpaJs eKeH/IIr CUIaTTala/ibl.

COBIT cranmapThIHBIH NPUHLMNTEPIHE IOy >Kacajblll, COHbIMEH KaTap OHBIH OW3HEC KaKeTTUIIKTepiH KaHa-
FATTaHABIPYAAFbl MaHBI3ABLIBIFEI HeTizaeneai. KoMIaHusHBIH KeNiTiK OpTachIHAAFbl BUPTYAJIbl KYHIBUIBIKTapIbl KOPFay
MaKcaThlHJIa OFaH aKIapaTThIK Kayinci3mgik MonenbaepiH Koimany MaHbibl Oasamanansl. COBIT cranmapTel apKbUIb
aKMapaTThIK TEXHOJIOTHSUIAPJAFbl TOyEKeNJepAi Oackapy MeH aKMaparThlK KayillCi3[iK JKyieciH Oackapy-aaFbl
TOXKIpHOEINiK YChIHBICTAP TalAaHAIbI.

MekeMmeneri aknmapatThIK JKYHeHI Ke3IeHCOK Hemece KacakaHa, >KacaHIbl KaTeNiKTeH CaKTay HeMece KOpray
mapanapsl KapacTeipbiaaabl. OJ YIIiH akmapaTrThl KaObUIIAYIIbl HEMECe JKETKI3im Oepylili ChIPTKBI YIEpic Tajan-TapblHa
CoifKec HAKTHI aKMAPATTHIK KAYiNCi3aiK MOAEbICpPiHiH OipiH KOJAaHyFa 00NaThIHbI OassHIaIa b,

CoHbIMEH KaTap, WalybUIJapAblH SJicTepi MEH oJicTepiHiH KeoOeroiHe »MOoHE OJap/AblH JKaHa Kypaijgapbl MeEH
BEKTOPJIAPbIHBIH JlaMyblHAa OaiJIaHBICTBI aKMApATTBIK KAayiNCi3AiKTI JKaKcapTy >JKOHE KaMTaMachl3 €Ty >KOJIaphl
KapacThIPbUIAbI.

Kayinci3nik ayauTiHIH Heri3ri MiHIETTepi KapacThIPBUIBIN, OHBI aTKapy Ke3eHaepi OasHaanmaasl. AKMapaTThIK
XKyHeneperi Kayincizqikke KaThICThl OCAIIBIK (YBS3UMOCTb) IAMAChIHBIH CaHJIIK MOHIH TaOy/IbIH aHAJUTHUKAIBIK MOJIEI]
YCBHIHBITAIBL.

Tyiiin ce3gep: COBIT oaicremeci, ITIL kitanxanacer, ISO 20000 cranaapThl, aknapaTThiK TEXHOJIOTHS, aKIIAPATTHIK,
ayauT, aKnapaTTHIK Kayincismik, Toyeken, ocamabik, COBIT ® 2019 Framework.

H. Baiimonan', K.E. Ky6aes?, T.C. Baiimosanos?

1,23 KazaxcKkuii HAMOHAIBHBIA YHUBEPCUTET UMEHH anb-Dapabu, Anmarsr, Kazaxcran

COBPEMEHHBIE CPEJICTBA OBECIIEYEHUSI TH®OPMAIIMOHHOM BE3OIMACHOCTH

Annoranus. DPdekTuBHOE BeeHIE OM3HEC-TIPOIIECCOB B COBPEMEHHBIX OPraHU3aIUsIX HAIPSIMYO 3aBUCHT OT
BO3MOXKHOCTCH MPUMCHSIEMBIX B HUX HH(POPMAMOHHBIX TEXHOJOTHH. B CTaThe OMHCHIBAIOTCS M aHATU3UPYIOTCS
POIb ¥ OCOOCHHOCTH CPENICTB ayANTa, a TAKXKE MPOYAX METOUICCKUX CPEIICTB M MOJIEIICH B 00CCIICUCHUH KauecTBa,
0e30IacHOCTH HH(POPMAITMOHHBIX CUCTEM.

CoBpemennas paeictByromas Meronguka COBIT (®opmbl KOHTpOJIT HHOOPMAMK M CMEKHBIX TEXHOJIOTHH)
OIMHUCHIBACTCSI KaK CPEICTBO, HEOOXOIUMOE HEMOCPEACTBEHHO Al WH(OPMALMOHHOMN CIyKObl ayanTa, KOTOpas
3aBOIOET CIIPOC Ha PhIHKE WH(POPMALIMOHHBIX TEXHOJIOTHH.




News of the National Academy of sciences of the Republic of Kazakhstan

[TpoBoauTcs 0630p NPUHLIMIIOB CTAaHIAPTA, a TAKKE 3HAYCHHE YIOBJIETBOPEHUs ero Om3Hec-morpedHocTel. B
LENSAX 3aLIUTHl BUPTYalbHBIX LIEHHOCTEH B CHCTEMHOMN Cpejie KOMIIAaHUU il U3J1aracTcsi O 3HAYCHUH HCIONIb30BaHUS
Monenelt uHdopmarmonHor Oe3omacHocTr. IlocpenctBom crangapta COBIT ocymiecTBisieTcs aHAIUM3 MPaKTH-
YEeCKUX NPEIOKEHUH B YNPaBJICHUH PUCKAMHU M CHCTEMOW MH(OpMaMOHHON Oe30macHOCTH B MH()OPMAaMOHHBIX
TEXHOJIOTUSIX.

PaccMaTpuBaroTCsl MEpONPHSTHS 10 OXpaHe WM 3alyre HWH(OOPMAMOHHOM CHCTEMBI B YYPEXICHHH OT
CIlyYalHBIX WM YMBIIUICHHBIX, MHUMBIX yrpo3. CooOmaercss 0 BO3MOKHOCTH HCHOJB30BAHUS MOIydYaTelIeM WIN
MOCTAaBIIMKOM HMH(OPMALMKM OIHOW M3 MOJeiel peaabHOW HMH(POPMAIMOHHOW O€301IaCHOCTH B COOTBETCTBUH C
TpeOOBaHMSIMH BHELTHUX IIPOLIECCOB.

Kpome Toro, B cBsI3M ¢ yBEIHIEHHUEM KOJIMYECTBA METOJIOB M TPUEMOB aTaK M pa3pabOTKON MX HOBBIX CPEACTB
U BEKTOPOB pacCMaTpPHUBACTCS HEOOXOIMMOCTh COBEPIICHCTBOBAHUS M IyTeH obecnedeHus WH(POPMaIMOHHON
Oe3omacHOCTH.

PaccmaTpuBaloTcsi OCHOBHbIE 3a/jauyl ayAuTa 0e30IIaCHOCTH M M3JIAraroTCsl ATAIbl BHIIOJHEHHS 3THX 3anad. B
OTHOIIEHNH O€30IacHOCTH B HMH(OPMALMOHHBIX CHUCTEMax INpeIJiaraeTcsi aHaJUTHYecKas MOJCNb OIpeAeNICHUS
YHCIIOBOT'O 3HAUYEHHSI MEPHI YSIB3UMOCTH.

KoaroueBsie cioBa: merononoruss COBIT, 6ubmuoreka ITIL, cranmaprer ISO 20000, nndopmannoHHbie Tex-
HOJIOTUHM, WH(OPMAIMOHHBIN aymuT, WH(pOpPMAaIMOHHAs Oe30MmacHOCTh, pHCK, ys3Bumoctb, COBIT ® 2019
Framework.
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