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2 Clarivate
Analytics

NAS RK is pleased to announce that News of NAS RK. Series physico-mathematical journal
has been accepted for indexing in the Emerging Sources Citation Index, a new edition of Web of
Science. Content in this index is under consideration by Clarivate Analytics to be accepted in the
Science Citation Index Expanded, the Social Sciences Citation Index, and the Arts & Humanities
Citation Index. The quality and depth of content Web of Science offers to researchers,
authors, publishers, and institutions sets it apart from other research databases. The inclusion of
News of NAS RK. Series of chemistry and technologies in the Emerging Sources Citation Index
demonstrates our dedication to providing the most relevant and influential content of chemical
sciences to our community.

KasakcmaH Pecriybnukacbl ¥nmmbiK fbiibiM akademusicbl «KP YFA Xabapnapbl. ®u3uka-
TibIK-MamemamukariblK CepusiCbl» fblfibIMU XXypHaribiHbiH Web of Science-miH xaHanaHfFaH
Hyckacbl Emerging Sources Citation Index-me uHOekcmeryze KabblniOaHfaHbIH Xxabap-
natdsl.  byn uHdekcmeny 6apbicbiHda Clarivate Analytics komnaHusicbl XypHarnldbl o0aH api the
Science Citation Index Expanded, the Social Sciences Citation Index xoeHe the Arts & Humanities
Citation Index-ke Kabbinday moeceneciH kKapacmbipyda. Webof Science 3epmmeywinep, as-
mopsap, 6acnawbiiap MEH MeKemeriepae KOHmeHm mepeHdiei MeH canacbiH ycbiHalbl. KP
¥FA Xabapnapbl. Xumus xeHe mexHonoaus cepusicbl Emerging Sources Citation Index-ke eHyi
6i30iH KoramdacmbIK YWiH eH 63ekmi xoHe 6e0endi XuMusirblK FblfibiMOap 60UbIHWAa KOHMEHMKe
a0arnObifbiMbI30bi 6indipedi.

HAH PK coobwaem, 4ymo Hay4Hbil XypHan «Wzeecmuss HAH PK. Cepusi ¢busuko-ma-
memamudeckas» 6bii npuHam 0ns uHOekcupoeaHuss 86 Emerging Sources Citation Index,
obHoeneHHol eepcuu Web of Science. CodepxaHue 8 3amom UHOEKcUuposaHUU Haxodumcs 8
cmaduu paccmompeHus komnaHuel Clarivate Analytics 0nsi OanbHelwea0 NPpUHIMuUS XypHarna 6
the Science Citation Index Expanded, the Social Sciences Citation Index u the Arts & Humanities
Citation Index. Web of Science npednazaem kadecmeo u asybuHy koHmeHma 0ns uccredoesa-
mersel, asmopos, usBamenel u y4dpexdeHul. BkmroueHue Wzeecmuss HAH PK e Emerging
Sources Citation Index OemoHcmpupyem Hawy npueepXxeHHoCmb K Haubosiee akmyarsb-
HOMY U 811usimesibHOMY KOHMeHmMy Mo XUMUYeCKUM Haykam Ot Haweao coobuecmea.



Bac penakrop:

MYTAHOB Faasivmkaiisip MyTaHyibl, TeXHUKa FBUIBIMIAPBIHBIH AOKTOpPBI, mpodeccop, KP ¥FA
akanemuri, KP BFM FK «AknaparTeik ®oHE ecenTey TeXHOJOTHSUIAPbl HHCTUTYThI» 0ac AUPEKTOPBIHBIH
M.a. (Anmartsl, Kazakcran) H=5

Pepakuus ankacel:

KAJIMMOJIIAEB Maxkcar Hypoaginyasl (6ac pemakTopisiH opbIHOAcaphl), (H3HMKa-MareMaTHhKa
FBUIBIMIAPBIHBIH 1OKTOpHI, mpodeccop, KP ¥FA akamemuri, KP BFM FK «AknaparTeik xoHe ecentey
TEXHOJIOTHUSIIAPBl HHCTUTYTHD) 0ac TUPEKTOPBIHBIH KeHecwTici, 3epTxana MeHrepyuici (Anmarsl, Kasakcran)
H=7

BAUT'YHUEKOB Kymanin Kana6aiiyib1 (6ac peqakToOpIbIH OpEIHOACAPH), TEXHUKA FHITBIMAAPHI-
HBIH TOKTOPHI, ipodeccop, KP ¥F A axanemuri, KubepHeTrnka xoHe aKImapaTThIK TEXHOJOTHSIIAP HHCTHTYTHI,
CarnaeB yHuBepcuteTiHiH KonmmanOanbl MexaHWKa j>KOHE WHXKEHepIHik rpaduka kadempachl, (AJIMarThl,
Kazakcran) H=3

BOMYUK Bajibaemap, TeXHHMKAa FhUIBIMIAPBIHBIH JOKTOPHl ((u3nka), JIIOGIMH TEXHOIOTHSIIBIK
yHHBepcuTeTiHiH npodeccops! (JIroomus, [Tonpra) H=23

BOLIKAEB KyanTaii ABra3biyibl, Ph.D. Teopusuisik sxoHe SaponbiK pr3uka kadeapachiHbIH TOTCHTI,
on-®apabu arerHmarsl Kazak yintTeik yHUBepeuTeTi (Anmarsl, Kazakcran) H-10

QUEVEDO Hemando, npodeccop, SapoibIk FeuibiMaap nHCTUTyThl (Mexuko, Mekcuka) H=28

KYCIIIOB Mapar Ag:xkanyjibl, (Qu3HKa-MaTeMaTHKa FbUIBIMIAPBIHBIH JIOKTOPBI, TEOPHSIIBIK KOHE
AaponblK Qu3nka KadeapaceiHblH Tpodeccopsl, an-dapadu  arbiHmarekl Kazak YITTBHIK YHHBEPCHUTETI
(Ammarsr, Kazakcran) H=7

KOBAJIEB Anexcanap MuxaiijioBu4, pu3nka-MaTeMaTuKa FEUTBIMIAPBIHBIH TOKTOPEI, YkpanHa YFA
akagemuri, KonmanOamer MareMaTrKa koHe MexaHnka MHCTUTYTHI (lonenk, Ykpanna) H=5

MUXAJIEBUY Aunekcanap AJieKCaHAPOBHY, TEXHUKA FBUIBIMAAPBIHBIH JOKTOPBI, IMpodeccop,
Benapycy ¥FA akanemuri (Munck, benapycs) H=2

PAMA3AHOB Tinexkkaobr1 Co0uTYIbI, (U3MKa-MaTeMaTUKa FhUIBIMIAPBIHBIH JOKTOPHI, Ipodeccop,
KP ¥YFA axamemwuri, on-®apabu areHmarsl Kazak yJITTBIK YHHUBEPCHUTETIHIH FBHUIBIMHU-MHHOBAIHSIIBIK
KBI3MET JXKOHIHAeTI TpopekTophl, (Anmarsl, Kazakcran) H=26

TAKUBAEB Hypraau KaGarayiabl, ¢usnka-mareMarvka FhUIBIMIAPBIHBIH JOKTOPHI, Ipodeccop,
KP YFA akanemuri, on-®apabu areiHgarsl Kazak ynTreik yauBepcurteti (Anmarsl, Kasakcran) H=5

TUTUHSAHY Hon MuxaiinoBu4, Gusnka-MaTreMaTuka FeUIBIMIapBIHBIH JOKTOPEI, akageMuK, Mongosa
FBUIBIM AKaJIEMUSICBIHBIH MTPE3UICHTI, MosioBa TexHUKAIBIK YHUBepcuTeTi (Kumuues, Monmosa) H=42
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YT A axanemuri, Kazakcran-bpuran rexaukanslk yauepcuteTi (Anmarsl, Kazakcran) H=10
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KAJIAHAPA IInerpo, Ph.D (¢dusuka), HaHOoKypbUTBIMABI MaTepHaigapAbl 3€pTTEY HHCTHTYTHIHBIH
npogeccopst (Pum, Uranus) H=26
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IF'maBublii pegakTop:

MYTAHOB TIaaumkaup MyTaHoBUY, JOKTOP TEXHHYECKUX HayK, mpodeccop, akagemuk HAH PK,
1.0. TeHepaIbHOro aupekTopa «MHcTuTyTa MHGOPMALMOHHBIX U BRIYUCIUTENbHBIX TexHonorui» KH MOH
PK (Ammarsr, Kazaxcran) H=5
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SOFTWARE AND MATHEMATICAL SUPPORT FOR ATTACK PREDICTION IN
INFORMATION SECURITY EVENTS

Abstract. The importance of information that directly affects business processes in a company, the
vulnerability of opportunities to penetrate its database management system, the abundance of IP address
lists, and attacks on web applications using SQL querying require information security measures. Phishing
and social engineering are the most common lyseenat tacks in financial institutions, insurance industries, and
online payment systems that become sources of information security attack techniques.

This article discusses the need to detect attacks in real-time management of information security events
and identify anomalies to prevent any attacks. Authors pay attention to the predictive process as one of the
management functions. Information security management also considers incidents as unexpected events that
can compromise information security.

Here management is considered - the only way to prevent anomalies, the result of which could lead to
incidents, is its prediction. The anomaly prediction process analyses the capabilities of the software and
mathematical software equipment.

The possibility of incident management and detection in real time by SIEM (Security information and
event management) as information security automation equipment is outlined. The measures for detecting
incidents, methods of their investigation and prevention in case of detection are analysed.

An anomaly observed in network traffic may indicate the presence of an attack or technical failure.
Regression metrics, trends can be used in determining it. The nature of the models used in detecting
anomalies in the data flow in a time series network is given. The results of predetermined anomalies will help
management to make the right decision.

Key words: network anomaly, networkincident, network attack, SIEM system, DLP system, [rwin model,
prediction models.

Introduction. The internal structure of any institution in the digital market includes an important
information infrastructure and consists of a large amount of corporate data. In general, the information
contained in the company has become its trade secret and has become the most important value in increasing
potential revenues in the present or future, preventing unjustified losses, maintaining its position in the market
of goods and services or bringing other commercial benefits to the company. Thus, there was a need to protect
such information or data.

Important sources of information in an institution can include, for example, the contents of internal financial
documents, starting with the personal data of employees. All this can be caused by threats from external or
internal parties — the actions of intruders or the administrator of the system with functional capabilities, or the
vulnerability of the security system. Threats can occur intentionally or accidentally. Its consequences lead to
downtime of the entire institution, starting with the cessation of service activities.
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Intentional threats include theft or deliberate destruction, while accidental threats include actions such as
loss or damage of the information carrier, and unintentional transfer of information to anunauthorized person.
Social engineering techniques, which are currently considered to be the human factor, are also one of the most
effective methods of attacking information security threats.

However, it can be noted that recently the following phenomena have been observed in the information
security system of large institutions:

- targeted attacks on the infrastructure of Information systems;

- the consequences of phishing attacks and social engineering, which are more common in the banking and
insurance sectors, online payment systems;

- real-time data leaks caused by internal intruders;

- data leakage from trusted specialists: network and Information System Administrators, engineers;

- leakage of data from databases in external supervision organizations;

- internal fraudulent actions by employees when buying and selling [1].

Incident management is one of the most important information security management measures described in
international and domestic standards. Its quality management provides ample opportunity for the prevention
of attacks in information security events. There are now quite several types of regulations in international
practice governing incident management [2-6].

Materials and methods. The response to information security incidents is developed taking into account
the functional characteristics of the institution, the nature of its activities. The course of information security
incident management in modern institutions, according to Pisarenko [7]: reception of the information on
incident; reception of the additional information connected with the revealed incident; the analysis of occurred,
localisation of incident and timely, operative application of measures against it; revealing of the reasons of
incident, incident and an identification of responsible persons and, if necessary, carrying out of investigatory
actions; such processes as carrying out of corrective and preventive actions. The incident management
procedure is developed as part of the information security management system as a whole and is enforced by
appropriate regulations. The frequent recurrence of incidents occurring in the process of information security
in the team is also the basis for describing the quality indicators of the security system itselfand warns of
possible attacks. Its prevention or avoidance is therefore one of the relevant business processes. In incident
management, for example, it is most effective to detect incidents in a timely manner (Table 1).

Table 1. Measures required to identify incidents

Measures to identify incidents

Organisational measures Technical measures
1. Planning processes for dealing with information security|1. Study of event logs in the system,
incidents at the institution. collection, processing and analysis of
2. Establishing procedures for responding to information|events from various sources.
security incidents. 2.Detection and fixation of internal and
3. Monitoring the implementation of the incident response |external attacks, violations of security
processes. measures in real time.

4.Planning, monitoring and coordinating the joint activities of|3. Monitor information input/output
the different levels of information security incident response|devices and do not leave them unattended.
team (Information Security Incident Response Team (ISIRT)). [4.Monitor user activities and user
5. Analysis of the results of incident response. identification system.

6. Conducting an annual audit. 5. Review, present and take action to
7. Formulation of proposals for IT management decisions based | investigate information security incidents.
on incident response results.

Proposals for improvement and monitoring of incident
management processes.

There fore, considering that such information security incidents or specific types of security threats include
virus infections, phishing spreads (stratifications), attempts of unauthorized access to confidential data, errors
and failures in the operation of the information system, fraud with financial data or surprises in the means
of information protection, there are systems that help to prevent or detect them in real time. SIEM (Security
information and event management), for example, is one of them. SIEM, by enhancing information security,
detects and identifies abnormal attacks, reporting them to the user.
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The SIEM system collects data on the overall status of the information system and its security from
various sources and transmits it to the user within a single interface. Its main purpose is to prevent information
security threats. For this purpose, it analyses events on the basis of which it draws conclusions and implements
countermeasures. Another property is that it stores the collected data in a structured manner. This means that
in the event of an incident it will be possible to present it as evidence. SIEM provides real-time management
of the information system, allowing it to respond to incidents until the situation becomes more complex. It
cannot make decisions on its own and does not offer any protective measures. It saves time and helps in the
direction in which to work. It is better to be clear that the foundation of SIEM is statistics and mathematics
[8].

In addition, SIEM performs important tasks such as investigating information security incidents, taking
an asset inventory and controlling the protection of information resources. It can also be used in an on-
premises or cloud environment. Typically, the list of activities for a pilot project is distributed according to
the objectives for further application of the SIEM system in the institution, as shown in Table 2.

Table 2. List of popular tasks for MaxPatrol SIEM pilot implementation (share of projects)*

Ne Types of measures Share in the project
1 Collection, storage and processing of information security events 100%

2 Inventory and analysis of the configuration of information assets 91%

3 Detection and investigation of information security incidents 86%

4 Support for new sources of information security events 73%

5 Monitoring of system performance in the context of a specific IT 68%

infrastructure

6 Control over the protection of information resources 64%

7 Creating reports 64%

8 Laying out the network diagram (topology) 45%

* Created based on the materials of © Positive Technologies [9].

SIEM uses correlation to link data and define patterns when an incident is detected. In addition, its main
tasks include data collection and normalization, reporting, visualization, data storage, search and analysis and
reporting.

And for enterprises using DLP, IDS, IDM, integration with a SIEM system enables a significant increase in
the functionality of each of these elements. [10]. This is illustrated, for example, by capabilities of StaffCop,
a system formed by merging SIEM and DLP systems, as well as the function of its deviation detector. The
solutions of this system on the market are very diverse. A different solution may be appropriate for each case.

Real-time observation of the state of linear deviations (anomalies) starts with observation of some security
indicators. By summing up these indicators, it is possible to predict what values they will have at which point.
For this purpose, it is better to use prediction points at small intervals when analysing time series. From data
streams in multi-threaded networks, it is possible to observe repeated outliers over a period of time.

Several prediction models can also be used for the accuracy of the prediction value. In the method proposed
by A. V. Girik [11], the finding of deviations from the indicators of the observed object by time series was
given. Here, a «normal functionalisation profile» is formed for the selected indicator through its previous
values or through previously known patterns, i.e. the nature of the indicator in the absence of deviations. If
new indicators are observed for which deviation values from a given indicator are determined, they constitute
warnings about these observed deviations. The deviation values obtained are not included in the updated
normal profile and are taken into account in the parametric establishment of deviations.

It is known that the forecast value can be short-term and long-term. In short-term forecasting, processes
are mapped through these time series. If there are sometimes deviations in the time series under study, this
prevents the actual forecast from being obtained. Also an outlier observed in network traffic, for example,
may indicate the presence of an attack or a technical failure. It can be defined as a time series { ¥,/ t = 2,..k}
using Irwin’s method [12]:

_ lye=oe
A, = i .t €2 K], (1)
where

_ |1 Sy, oo 1
Oy = i1 Ze=a0e =905 ¥ = pEear e, )
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In this (1) equality 4,45, ... Ayif the values are compared with and exceed the values of the Irwin criterion
table, the corresponding values of the level of the series are considered to be outliers. But this approach also
has its disadvantages.

In Irwin’s method, outliers (emissions) include only extreme values, and this is not always the case when
looking for outliers.

The degree of accuracy of a time series model, which is the result of modelling the process of finding
outliers, indicates its quality. Indicators that assess the quality of a forecast model include regression indices
such as coefficient of determination, Theil’s disparity, ME, MAE, MPE, MAPE, SMAPE, SSE, MSE, RMSE,
regression trends AR, ARMA, ARIMA, FARIMA, etc. [13].

For example, the analysis of A. V. Girik showed that multiplicative three-dimensional Winters model from
Holt, Brown, Theil-Wage, Winters models is a flexible and versatile model [11].

In addition, network anomaly detection, cloud analysis [14], and traffic monitoring [15] methods are
widely used in detecting anomalies in the data flow in a time series network. The choice of these methods is
influenced by quantities such as data type, length, outlier value, model description, etc.

Results and its discussion. The management of information security incidents is influenced by the
availability of sufficient statistical data for a qualitative output of the prediction result, the ability of models
to clearly characterise the subject area, the degree of automation of its solution, etc. Therefore, existing
computing hardware and prediction approaches have a wide range.

SIEM is also the appropriate equipment for the users because the process of such activities is performed
more efficiently by an automated system than in traditional forecasting processing. It can be used to monitor
a distributed network infrastructure with a large number of users and devices for financial facilities, and to
record and identify incidents. By integrating SIEM and DLP, a company’s level of information security is
increased manifold. SIEM also determines the behaviour of deviations and the way information is accessed,
as well as assessing the content of cyber incidents. Combining these two products allows each of them to
work much more effectively.

Conclusion. This paper analyses the hardware used to detect or predict real-time information security
incidents and anomalies in a network.

In conclusion, if there is financial capability to detect and predict network anomalies for information
security, using SIEM systems described as software or using mathematical prediction models also provides
great opportunities for timely defect detection and timely decision making.
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AKITAPATTBIK KAYIICI3AIK OKUTAJIAPBIHJIAT'BI INABYBIJIIAPAbI BOJIZKAY/IbI
BATJAPTAMAJIBIK ’KOHE MATEMATHUKAJIBIK KAMTAMACBI3 ETY

AnHotanus. KoMmnanusgarel OU3HEC-TIPOIECCTepPre TiKeNeH ocep €TeTiH aKIMapaTrThlH MaHbBI3IBUIBIFHI,
OHJAFbl JCPEKTEp KOPbIH Oackapy XyHeciHe eHyre MYMKIHIIKTepAiH ocaiablFbl, [P-agpectep Ti3iMiHiH
kenTiri, SQL-3ampoc kemeriMeH BeO-KOCHIMINANAPFa jKacallaThlH MIA0YbULIAP aKMapaTThIK Kayilci3mik
[apajxapelH Talal eTeli. Ocipece KapKbl YUBIMIAPBIMEH CaKTaHIBIPY callaiapblHa, OHJIAWH TejeM
KyHenepinae xuipek OalkanarelH (QUIIMHITIK MaOybUIiap MEH JIEYMETTIK MHXEHEpPHUs Ja aKMapaTThIK
KayiIci3/liKKe TOHETIH Iadybll 9ICTePiHIH KO3iHEe allHAIJIBI.

Makanaia HaKThl YaKbIT PeXKHMIHJIET] aKIapaTThIK KayilCi3AiK OKUFaIapblH OacKapyaa malybuiaapabl
AHBIKTAIl, OJIAP/BIH aJBIH ajy/la aHOMaJMsUIapAbl (aybITKy) aHBIKTAy KepekTiri kapanaabl. Con yImiH
OackapynblH Oip (YHKIMSCHI peTiHIEeri — OoipKay NpoIleciHe KoHiT OeliHemi. AKIaparThl KOPFayIbIH
MEHE/DKMEHT KYHeci Jie MHIMISHTTEepAl (Tepic opeKeTTepli) aKmapaTrThlH KOpFalyblHAa Kayill TOHIIpYi
MYMKIiH TOCBIH OKUFajap pPeTiHAe KapacThIpabl.

Byn xepne Oackapy HazapblHa — HOTHIXKECI MHIMICHTTEPre OKelyli MYMKIH aHOMAJHSIIAPIbIH aJIbIH
ayaelH OipAieH Oip KOJIbI — OHBI OOJDKay KapacThIphUIaAbl. AHOMATUSUIAPIBIH ajJbIH alyabl OoJpKay
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0aphIChIHIA OHBI OaFapIaMaiblK KaMTaMachl3 €Ty KaOJbIKTapbl MEH MaTeMAaTHKAJbIK KaMTaMachl3 €Ty
KaOIBIKTaPBIHBIH MYMKIH/TIKTEP1 TaJJaHaTbI.

AKIMaparThIK Kayilci3IiKTi KopFayasl aBToMaTTaHabIpy xa0aersl peringeri SIEM (Security information
and event management) >xyHeCiHIH MHIUACHTTEPAI OacKapy >KOHE OJIapibl HAKThl YaKbIT pexUMiHE Taly
MYMKIHJITI OassHaanaael. HIMACHTTEP/II aHBIKTAY IIapaiapbl, olapibl TEKCepy KoHe OaiikanraH xarmaiina
QJJIBIH ATy TOCUIIEP] TallIaHaIbI.

Kenimik Tpadukre OalikanraH aHOMaMsap MAOYBUIIBIH HEMECE TEXHUKANBIK aKay[blH OOJFaHBIH
Oaifkatypl MyMKiH. OHBI aHBIKTayJla PErpeccHs MeTPHKallapblH, YPHICTEpiH KOJJAaHyFa OONaThIHBI
OastHIAMa bl Y aKbIT KaTapbIHBIH JKEJTiIeT1 MOJIIMETTEP aFbIHBIH IaFbl aHOMATHSIIAp B! TaOy/1a KOJIJaHbLTAThIH
MOJICTIB/ICP CUIATHI KENTIpiAreH. AJIJIbIH ana alKbIHJAIFaH aybITKyJIap HOTHXKeCi 0acIIbUIBIK OapbIChIHIAFbI
JIYPBIC TIETM KaOblUIIayFa KOMETIH TUTI3e/1Ii.

Tyitinai ce3aep: sxeniyik nHUUAEHT, adysu1, anoManus, SIEM xyiteci, DLP xyiieci, UpBun moneni,
OoipKay MOsIeIbIepi.
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IHNPOI'PAMMHOE I MATEMATUYECKOE OBECIIEYHEHHUE ITPOI'THO3UPOBAHUA
ATAK B COBBITUAX HH®OPMAIIMOHHOM BE3OITACHOCTH

AnnHoranus. CerofHs 0TMe4YaeTcsi akTyalIbHOCTh 3alUThl HH()OPMAIINH, YTO HETIOCPEICTBEHHO BIHSIET
Ha OM3HEC-TIPOLIECCHI JIFOOOW KOMITAaHWH, YSI3BUMOCTh 0a3bl JAaHHBIX HA NMPOHHUKHOBEHHUE, OOMIINE CIHCKOB
[P-anpecoB, a Taxke aTaky Ha BEO-TIPIIIOKEHHS C UCTIONB30BaHuEM SQL-3arpocoB TpeOyroT NPUHSITHS MEP
nH(pOPMAIIMOHHON 0€30MaCHOCTH.

OUIIMHTOBBIE aTaKW W COLMAIbHASs WHXKEHEPHs, KOTOPbIC Yallle BCEro HaONIOAAr0TCS B (PHHAHCOBBIX
OpraHU3aIMSAX U CTPAXOBBIX OTPACIISX, B OHJIAWH-TUIATE)KHBIX CUCTEMaX, TAK)KE CTAJIM HCTOYHUKAMHU METO/IOB
arak Ha HHPOPMAIIMOHHYIO OE€30I1aCHOCTb.

B crarbe paccmarpuBaeTcs HEOOXOIMMOCTD BEISIBIICHUS aTaK B YIIPABICHUH COOBITUSIMHU WH(OPMAIIHOHHON
0e30I1aCHOCTH B PeKUME peaIbHOr0 BpEeMEHH U BBISIBIICHUS aHOMAJIAH B MIX [TPEIOTBPAILIEHUH. ABTOPBIYACISIOT
BHUMAaHHE TPOIECCY MPOTHO3MPOBAHUS KakKk OAHON n3 (pyHKIuWHA ympasneHus. CuctemMa MeHEIKMEHTa
3amuUThl UH(QOPMAIIMH TaKKe paccMaTpUBaeT WHIMICHTHl KaK HEOXKHJAHHBIE COOBITHS, KOTOPBIE MOTYT
MTOCTABUTH IOJ] YTPO3Y 3alIUTy HH(DOPMAITHH.

B pabote mporiecc nporHo3upoBaHUs SBISETCS YacThi0 (YHKIIMU YIIPABICHUSIH PacCMaTPUBAETCs, KaK
€IMHCTBEHHBIN CITIOCO0 CBOEBPEMEHHO OOHAPYKUTh aHOMAIUH, C IENbI0 MPEIOTBPAICHHS WHITUICHTOB.
B mpomecce mporHo3upoBaHUS TPEAYNPEKACHUS AHOMAIHN aHAIM3UPYIOTCS BO3MOXKHOCTH CPENCTBA
MIPOrPaMMHOTO 00ECTICUSHHSI U CPEJICTBa MATEMaTHUECKOTO 00CCTICUCHHSL.

Wznaraercs BO3SMOXKHOCTH YIPABICHUS UHIHIEHTAMH U O0OHAPYKESHHS UX B PEKUME PEaTbHOTO BPEMEHU
¢ momotbio SIEM (Security Information and Event Management) cucteMsl, Kak cpeicTBa aBTOMATH3aIUN
3amUThl HH(HOPMAITMOHHOW 0€30MacHOCTH. AHAIM3UPYIOTCS MEPhI BBISBICHHS HHIIUICHTOB, CIIOCOOBI UX
paccriieioBaHus U MPEIYIIPEKICHHS B CIy4ae OOHAPYKEHUS.

AHoMmanusi, HaOmrofaeMasi B CETEBOM TpaduKe, MOXKET CBHJICTEIBCTBOBATH O HAIMYUHM aTaKu WIIH
TexHH4Yeckoro cOos. llpu ero ompenereHWMH MOXHO HCIIONB30BaTh METPUKH PETPECCHH, TEHJCHITUH.
PaccmoTrpensl Mojienu, UCTIONB3yeMbIe ITPH O0OHAPYKEHUH aHOMAJNI B TTOTOKE JIAHHBIX B CETH BPEMEHHOTO
psina. PesynpraTel mpeponpeaenéHHBIX OTKIOHSHHI TOMOTYT PYKOBOJICTBY IIPUHATH NPAaBUIILHOE PELICHHE.

Ki1roueBble ¢j10Ba: CETEBbIE aHOMAIWM, MHIMAEHTEI B CETH, CETEBBIE aTaku, cucrema SIEM, cucrema
DLP, monens MpBuna, Moienau NporHo3upoOBaHUsL.
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