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NAS RK is pleased to announce that News of NAS RK. Series physico-mathematical journal
has been accepted for indexing in the Emerging Sources Citation Index, a new edition of Web of
Science. Content in this index is under consideration by Clarivate Analytics to be accepted in the
Science Citation Index Expanded, the Social Sciences Citation Index, and the Arts & Humanities
Citation Index. The quality and depth of content Web of Science offers to researchers,
authors, publishers, and institutions sets it apart from other research databases. The inclusion of
News of NAS RK. Series of chemistry and technologies in the Emerging Sources Citation Index
demonstrates our dedication to providing the most relevant and influential content of chemical
sciences to our community.

KasakcmaH Pecriybnukacbl ¥nmmbiK fbiibiM akademusicbl «KP YFA Xabapnapbl. ®u3uka-
TibIK-MamemamukariblK CepusiCbl» fblfibIMU XXypHaribiHbiH Web of Science-miH xaHanaHfFaH
Hyckacbl Emerging Sources Citation Index-me uHOekcmeryze KabblniOaHfaHbIH Xxabap-
natdsl.  byn uHdekcmeny 6apbicbiHda Clarivate Analytics komnaHusicbl XypHarnldbl o0aH api the
Science Citation Index Expanded, the Social Sciences Citation Index xoeHe the Arts & Humanities
Citation Index-ke Kabbinday moeceneciH kKapacmbipyda. Webof Science 3epmmeywinep, as-
mopsap, 6acnawbiiap MEH MeKemeriepae KOHmeHm mepeHdiei MeH canacbiH ycbiHalbl. KP
¥FA Xabapnapbl. Xumus xeHe mexHonoaus cepusicbl Emerging Sources Citation Index-ke eHyi
6i30iH KoramdacmbIK YWiH eH 63ekmi xoHe 6e0endi XuMusirblK FblfibiMOap 60UbIHWAa KOHMEHMKe
a0arnObifbiMbI30bi 6indipedi.

HAH PK coobwaem, 4ymo Hay4Hbil XypHan «Wzeecmuss HAH PK. Cepusi ¢busuko-ma-
memamudeckas» 6bii npuHam 0ns uHOekcupoeaHuss 86 Emerging Sources Citation Index,
obHoeneHHol eepcuu Web of Science. CodepxaHue 8 3amom UHOEKcUuposaHUU Haxodumcs 8
cmaduu paccmompeHus komnaHuel Clarivate Analytics 0nsi OanbHelwea0 NPpUHIMuUS XypHarna 6
the Science Citation Index Expanded, the Social Sciences Citation Index u the Arts & Humanities
Citation Index. Web of Science npednazaem kadecmeo u asybuHy koHmeHma 0ns uccredoesa-
mersel, asmopos, usBamenel u y4dpexdeHul. BkmroueHue Wzeecmuss HAH PK e Emerging
Sources Citation Index OemoHcmpupyem Hawy npueepXxeHHoCmb K Haubosiee akmyarsb-
HOMY U 811usimesibHOMY KOHMeHmMy Mo XUMUYeCKUM Haykam Ot Haweao coobuecmea.
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THE EFFECT OF THE AMOUNT OF DATA ARRAY ON THE RESULTS
OF FORECASTING NETWORK EQUIPMENT FAILURES

Abstract. The article discusses three methods for predicting network equipment failures and the impact
of the data array of input controllers. The purpose of the article is to reveal the relevance of the approach
proposed by the authors to the use of large-amount of data in the chosen method of machine learning and to
make a comparative analysis of the final values with the works of other world researchers. In the first section,
the authors analyze the work of scientists from the Beijing University of Post and Telecommunications,
noting the strengths and weaknesses of their method. In Section 2, the authors analyze the Holt-Winters
method for developing algorithms for analyzing network traffic, which was applied by researchers from
the Tomsk State University of Control Systems and Radio Electronics. In section 3, the authors applied the
method of random trees in the modeling of machine learning methods of Rapid Miner Studio. The authors
have carried out work with a large amount of data, and a comparative analysis of the results of modeling
the method. The importance of using large amounts of information to train a model of network equipment
failure forecasts is proved. In the final section, the authors highlight the need to improve forecasting models
for its further implementation in the working environment. Also, the authors emphasize that the two articles
considered by international researchers are a special case, as well as their chosen method for predicting
failures in the LAN system.

Key words: machine learning methods, modeling of machine learning method, network equipment failure
forecasts, LAN.

Introduction. Incessant development of information technology has led to an increase in the number of
active equipment and the size of local networks of enterprises, as well as problems associated with its proper
organisation and monitoring. In this article, we would like to focus on companies providing services in the
field of information technology, in particular services related to the provision of local area networks (LAN)
systems. These IT firms provide end users with Internet access services, organisation and maintenance of
LANSs, and active equipment such as switches, routers, hubs, servers, and so on. Due to the scale of the
deployed network, companies providing these kinds of services, face difficulties trying to maintain a high
quality of services and technical and economic performance of the system. The existing automated enterprise
management systems (ACS) must meet the stated requirement in the context of ever-growing complexity of
the problem being solve: the constant growth of the scale of the provided service, the development of the
route network, logistics management, the increase in time and event loads.

Often-times, companies providing these kinds of services use real-time monitoring systems. In the
operational monitoring and incident management system (OM&M), incidents are recorder — incidents related
to equipment breakdowns, delay or loss of traffic, overheating or failure due to external factors, and other
important events. Those incidents are registered promptly from the devices (switches) of the company or
through the communication channels of the end users of the services. It is a common practice to handle
incidents at the levels of dispatch services or monitoring centres. Some categories of incidents require prompt
resolution, for example, all kinds of breakdowns (failures) of active equipment. In order to improve the
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efficiency of the companies operations, the fault tolerance of a number of active LAN equipment can be
predicted.

The main expected business effect from the use of forecasting tools is a reduction in financial losses by
an increase of the technical availability of equipment. This goal should be achieved by providing a means of
predicting the fault tolerance of equipment based on the researched forecasting methods.

Nowadays, knowledge in the data mining is widely represented, there are many IT publications on the
topic. However, in most cases, those papers focus on a particular case, or the study has an ample space
for further development, through addition of new variables, which in turn can affect the final result of the
forecasts. [8]

This article addresses the issues of using data mining in data transmission systems’ industry through
comparison of the random tree method chosen by the authors with the SVM-DES method chosen by
researchers from a Chinese university [2] and the works of Russian researchers [3,4]. In this paper, we
conduct a comparative analysis of the need to feed a large amount of data to the input of controllers using
machine learning for further study in this direction.

Materials and methods. Review and analysis of the article «Failure prediction using machine learning
and time series in optical network». The article «Failure prediction using machine learning and time series in
optical network», written by the researchers from the Beijing University of Posts and Telecommunications in
collaboration with China Mobile Corporation, proposes a method for predicting optical network equipment
failure based on a method combing double exponential smoothing (DES) and specially selected support
vector machine learning (SVM). The proposed DES-SVM forecasting method can be applied in a software-
defined network. The basic algorithm is not complicated, so the proposed method is easy to install in the
network controller. Equipment information from a monitoring records of a network management system in a
real wavelength division multiplexed (WDM) network was used to validate the chosen method.

A typical learning algorithm is usually challenged by the enormity of raw data (for example, typically more
than 100000 items) required to train a decision model. At this scale, the controller must have a large memory
capacity and corresponding powerful computing power. In a real network, determining the availability of a
node is performed by many different types of equipment. If the controller monitors and predicts the state of
each piece of equipment on this scale, it will be under a heavy load. One needs to choose machine learning
algorithm that is able train a highly accurate model with less data. The SVM algorithm has high efficiency
and high accuracy with a data volume less than 5000, which is suitable for practical application in the WDM
optical network.

The main application scenario for the proposed method is a software-defined metropolitan area network
(SDMAN / POGS), as shown in Figure 1.

In the physical plane, WDM nodes form a metropolitan network in a mesh topology. In the control one, the
central controller collects operational and maintenance (O&M) data from all WDM nodes and then proceeds
to analyse the data before providing the instructions.

The method proposed by Chinese researchers works in controller, using these operations to train a
predictive model and predict equipment failure. Upon an identification of a potential hardware failure using
the DES-SVM prediction method, the controller initiates protection measures in advance to calculate the
best approach to protecting services. The controller then sends control messages to all WDM nodes; these
nodes, in turn, switch services to a secure path to prevent data loss. The basic procedure for the DES-SVM
forecasting method is listed below:

Control Plane Physical Plane

Figure 1. DES-SVM forecasting method is predicting equipment failure, and a risk-based protection
algorithm, preventing data loss in SDMAN/POGS.
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1. The controller collects data and selects indicators. In the SVM algorithm, we use functions to form a
vector x in each data item, these features are values of the indicators. In Figure 2 we illustrate the ability to use
the classification accuracy trained on one metric to get the relationship between that metric and equipment
failure. If a metric is closely related to equipment failure, a change in that metric will obviously affect the
equipment failure state.

2. The next step is to train the best model for diagnosing failures. In the use of the SVM algorithm, tow
parameters — the kernel function and penalty factor — were chosen according to the characteristics of the
problem data. The choice of the kernel function and penalty factor directly affect the accuracy of the model.

3. The third step of this forecasting procedure is the prediction of the indicator value. At this point, they use
DES for each function, thereby setting and adjusting the prediction curve according to the latest monitoring
data.

4. Then comes an attempt to predict the hardware failure. Thus, they obtain a model for diagnosing
equipment malfunction in stages 1 and 2, and derive the predicted value of each function in stage 3.

According to the experimental data shown in Figure 3, the accuracy of the DES-SVM forecasting method
averaged 95.59%, which meant that the failure state of 95% of the boards could be correctly predicted.
Moreover, for forecasting, they chose about 10 (ten) boards that tended to fail. Although, their indicators
underwent very large fluctuations, the prediction accuracy reached 86,37%. These results indicate that their
forecasting method often predicted the state of the equipment correctly.
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Figure 2. The classification accuracy for one indicator reflects the degree of the relationship between this
indicator and equipment failure.

According to the experimental results, the DES-SVM forecasting method offers the following key benefits.
It can predict board failure on a WDM network, which means that services can be protected from data loss
before the network fails. In addition, it can observed that SVM and DES are not complex algorithms. Thus,
the proposed combined method can be easily installed in the controller system.
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Figure 3. Number of predicted boards faults versus actual boards faults; and the accuracy of the DES-
SVM forecasting.
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However, due to the poor response of DES during the period when the period when the data trend changed
markedly, their method was unable to accurately predict the inflection point. If the data were more accurate
(for example, data was recorded hourly rather than per day), better predictors of metric values could had been
identified.

2. Review and analysis of the article by researchers from the Russian Federation. In contrast to
Chinese researchers, the scientific study of researchers from TUSUR was in the plane of short-term forecasting
of incidents [3] and forecasting in the LAN monitoring system through analysis of the network traffic [4]. In
both works, the authors used the Holt-Winters method to develop algorithms for analysing network traffic.
As a result, the researchers obtained a good performance of the chosen technique for their particular case [3]
Figure 4.
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Figure 4. An example of data visualization of using the Holt-Winters method to analyse the load of one of
the network interfaces on a router using the mechanism of confidence intervals.

It should be noted that due to the impossibility of the conduction of experiments under equal conditions
on identical equipment [5] by researchers, it was not possible to carry out any quantitative assessment of this
parameter. However, such comparative studies are likely to be made later in other works of the authors.

Also, it is worth to mention the problems, identified during the processing of large data arrays by the
selected ELK stack by the researchers from TUSUR, namely: the criticality of the stack to errors of a certain
type [6,7], which provokes interruptions in the operation of the stack and low coefficient of recovery of the
stack in case of interruptions.

However, the undoubted advantage of the proposed approach is the regular adjustment of the criteria based
on previous observations and the possibility of identifying correlations between, at first glance, unrelated
values of the parameters of controlled objects. Besides, it is possible to correct all the coefficients, in the
midst of the observation process, which makes it possible to ensure the required level of model accuracy.
The limitation in terms of the requirement for accumulation of data prior to the construction of predicted
values in solving practical problems is levelled on the basis of the principles of functioning of modern
telecommunication networks, as well as the volume and speed of data transmission in them [3].

3. Review of the fault forecasting model using the method of random trees of machine learning
solutions and its comparison with abovementioned method of foreign researchers to this particular case.
The authors of this article analysed a wide range of machine learning forecasting methods for its application
in predicting faults of LAN equipment. As an alternative to the methods discussed earlier, we decided to use
the random tree method. PRTG Network Monitor software was used to collect metadata from several CISCO
network equipment due to the simplicity of collecting from a wide range of sensors. A possible alternative to
the chosen software, one can also consider other software, for example, ZABBIX monitoring systems.

Next, a model was built based on machine learning — random tree with cross validation: “Random forest
with cross validation”.

Prior to construction of the model, the analysis and preparation of the data was carried out, the relationships
of the data, the frequency of their update (changes) were determined.

The essence of the model based on the method of random tree for solving machine learning was that the
collected sample consisted of 365, more than 1800 and more than 2500 records, that is, from the statistics
of operational sensors of the 1st, 5th and 7th network switches. The number of parameters for each record
was 8, 14 and14, respectively (Figure 5). The relationships between the parameters and their weights are
determined automatically and so-called tree models are created (Figure 6). However, some parameters were
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either simplified or not taken into account by the model. In this case, when evaluating the model, the available
data is divided into k parts. Then the model is trained on k-1 pieces of data, and the rest of the data is used for
testing. The procedure is repeated k times; as a results, each of the k pieces of data is used for testing. This
results in an assessment of the effectiveness of the chosen model with the most even use of the available data.

The most important point in machine learning is data preparation. This stage entails data cleansing,
unification, adding values, fields, etc. In this case, the main data preparation was carried out using the tools of
the PRTG Monitor monitoring system and Excel, but, additionally, the data was adjusted. In the future, this
process can be brought to automation through various subroutines.
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Figure 5. An example of data sampling. The amount of data and their parameters; from 8§ to 14
parameters per record.

The data analysis using a predictive model was carried out not on an industrial scale, on clusters, as is
usually the case, but on a regular computer device (Inter® Core(TM) i5-7500, 3,40GHz, 16GB RAM). In
order to increase performance during the processing of the input data, especially with the large volumes, it is
advisable to store all data in one source, if possible, not to abuse the merger of a large number of tables, as
well as conditions and subqueries. Also, all calculated fields should be stored in the table, already prepared
and not calculated on the fly. For example, the number of breakdowns (faults) and the time interval between
the last breakdowns were calculated in advance. There is no need to shift the calculation and processing of
complex formulas to a data mining tool.
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Figure 6. One of the 1000 decision tree in the model.

The model (Figure 7) was built using Rapid Miner Studio version 9.8, an open source solution with
powerful development functionality and an intutive graphical interface.

As a results of the study, the authors came to the following conclusion:

1. With and increase in the total number of breakdowns (faults), the number of samples, and parameters,
the results of the model forecast based on machine learning turned out to be more or less accurate, accuracy
rate of more than 72% (Figure 8).

2. After an increase in the total number of samples of about 2500 records with the same number of 14
parameters per record, the forecast accuracy increased to 100%, while the accuracy of breakdown prediction
decreased to 96% (Figure 9, 10)
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Figure 7. The Random forest model with cross validation
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Figure 8. The results of the predictive model based on machine learning with a sample of about 1800
records and 14 parameters.

L L L]

Figure 9. The results of the forecasting model based on machine learning after an increase in the number
of sample to about 2500 records with the same number Of 14 parameters per record.

Figure 10. Visualisation of model results in the form of statistics and graphs.

33



NE WS oftheNationalAcademy of Sciences of the Republicof Kazakhstan

Discussion. First of all, it should be noted that the authors of this article were tasked with investigation of
the effect of the volume of the data array on the results of forecasting network equipments faults.

Considering the abovementioned goal, we found that the problems of processing large amount of data per
unit of time remain unchanged. So, if were to compare the first method, the DES-SVM method, with the other
two, then the disadvantage of this method is the difficulty of processing input data by more than 5000 per
unit of time, while our method could allow an increase that number to more than 2500*14= 35000 data units
per unit of time. This indicator is extremely important, since the breakdown (fault) prediction will be more
accurate if the data at the input of the controllers is more varied and voluminous. In other words, the more
data, the less are the chances of a false prediction by the model. In addition, according to the researchers from
the Beijing University of Posts and Telecommunications, themselves, their method was unable to accurately
predict the inflection point due to the poor response of DES at a time when data trend changed markedly. If
the data were more accurate (for example, data was recorded hourly rather than per day), better predictors of
metric values could had been identified.

Conclusion. At the same time, the authors of the second method also faced the problem of processing
large data. Their method is preferable because of the possibility of adjusting the criteria based on previous
observations and the ability to identify correlations between, at first glance, unrelated values of the parameters
of controlled objects.

Secondly. It should be emphasised that researchers from the Beijing University of Posts and
Telecommunication have proven their theory in practice, and their data on the DES-SVM method of
verification is closer to the real conditions and is more reliable; just like the results of researchers from
TUSUR; in contrast, to the Random-Forest with Cross Validation method tested by the authors of this article
on RapidMiner software, albeit with the live metadata.

The authors hope that further research in this direction will make it possible to use methodological support
for solving various problems and obtaining quantitative estimates of future results.
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JAEPEKTEP MACCHBI KOJEMIHIH KEJIVIIK )KAB/IBIKTbBIH ICTEH HIBIFYBIH BOJIKAY
HOTHUXEJIEPIHE OCEPI

AHHoTanus. Makananga eniTiK *KaOAbIKThIH ICTeH MIBIFYBIH OOJDKAYIBIH YII JIICI KOHE MONIMETTep
MAaCCHBIHIH TaHJIAJIFAH METO/ITAPHBIA dCEPi KapaCThIPhIIFaH. MaKaTaHbIH MAKCAThI - MAITHHAJIBIK OKBITY/IBIH
TaHJAJIFaH O/IiCiH/IE YIIKeH KeJeMJIeTi JepeKTep i KoJIlaHyFa aBToOpliap YChIHFAH TOCUIIIH ©3€KTIIITiH alry
JKOHE KOPBITBIHIBI MOHICPAI Oacka, olMeMIIK 3epTTeYHIUICP/iH JKYMBICTAPBIMEH CAJIBICTBIPMANbBI TaJIay
xacay. bipiami 6emiMe apropiap [lekuH nomnTa »xoHe TeIeKOMMYHHUKAIHS YHUBEPCUTETIHIH FaJIbIMIAPbIHBIH
JKYMBICBIH TallJIaiJIbl, ONApblH TaHJAFaH OMICIHIH KYIITI OHE oJICi3 JKaKTaphlH aram eTefdi. 2-Oermimie
aBTopnap ToMck MeMIleKkeTTiK OacKapy JKyHelnepi ®oHe paIuoIeKTPOHNKA YHUBEPCUTETIHIH 3epTTeyIIiaepi
KOJIJITAaHFaH JKEeNTiK TpaduKTi Tajjay alropuTMAEpiH »kacay YIIiH KoigaHFaH XoibT-BuHTepc omiciH
Tanmanael. 3-60emimae aBropiap RapidMiner cTyausichiHBIH MamuHAIIBIK OKBITY 9/IiCTEPIH MOJENbBILY/IE
«Keszelicok aramm» 9iCiH KONJIaHIbI. ABTOpIAp JACPEKTEPIiH YJIKCH KOJIEMIMEH >KYMBIC KAcajbl KOHE
OJIICTICH MOJICIB/ICY HOTHIKEJICPIHE CaJbICTRIPMAIIBI TaNay *acasbl. JKeminik »aOabIKThIH i1CTEH MIBIFYBIH
0oykay MOJICTIH OKBITY YIIIH YJIKEH KeJeMEri aKmaparThl MalgamaHyAblH MaHbI3ABUIBIFGI JQJICIICH/II.
KopbITeiHABI O6miMie aBTOpIap OJapAbl )KYMBIC OpTachlHA OJIaH Opi €HTi3y YIIiH OoInKay MOIEIbICPiH
KETUIAIpY KaKeTTUIirin aran ereai. CoHnmail-ak, aBTopiap XaJlblKapasblK 3e€pTTECYLIUIEp KapacThIpFaH €Ki
Makajaiap - epeKIie xariail eKeHiH, COH/Ial-aK ollap TaHJaFaH )KePTTIKTI el )KyHeCiHIer COTCI3mIKTepi
OopKay 9Jlici eKeHIH aiTaIbl.

Tyiinai ce3mep: MalMHANBIK OKBITY oMicTepi, MaIIMHAIBIK OKBITY OJICIH MOJIENBILY, KEILTIK
KaOBIKTHIH iCTEH MIBIFYBIH 00JDKAY, JKEPTLTIKTI JKET.
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BJIMSIHUE OBbEMA MACCHUBA JAHHBIX HA PE3YJIBTATBI IPOI'HO3UPOBAHUSA
OTKA30B CETEBOI'O OBOPYIOBAHUSA

AHHoOTanus. B craree paccMaTpuBaroTCs TpH METO/1a IPOTHO3UPOBAHUS OTKA30B CETEBOTO 000PYI0BAHHUS
W BIMSHHUS MaccHBa MJaHHBIX Ha BXOJHBIX KOHTpoOJUIepoB. Llenb cTarbm — packpbITh aKTyalbHOCTh
MIPETIOKEHHOTO aBTOpPaMU IMOAX0Aa K MCHOJIB30BAHUIO JAHHBIX OOJBIIOT0 00bEMa B BHIOPAHHOM METOIE
MAaIIMHHOTO OOYYCeHHS U TPOM3BECTH CPABHUTEIbHBIA aHAN3 UTOTOBBIX 3HAYCHHN C pabdOTaMH JIPYTHUX,
MHUPOBBIX HCCIeloBareieii. B mepBom pasziene aBTophl aHAIM3HPYIOT padoTy y4€HbIX u3 lleKkuHCKOTO
YHUBEPCUTETA TTOYTHI U TEIIEKOMMYHHKAIIWH, OTMEYasi CHIIbHBIE U cllabble CTOPOHBI WX MeTosa. B pasmerne
2 aBTOPHI aHATM3UPYIOT MeToJ] XonbTa-BruHTepca At pa3padoTKy alrOPUTMOB aHAJIN3a CETEBOTO TpaduKa,
KOTOPBI OBIT TPUMEHEH HCCIEAOBATEISIMU U3 TOMCKOTO TOCYJapCTBEHHOTO YHHBEPCHUTETAa CHCTEM
yIpaBIeHUsS U PaAMOdIEKTPOHUKU. B pasgene 3 aBTOpbl MpUMEHWIN METOJ CIydalHBIX JEPEBLEB IPU
MOZETTMPOBaHUH METOJI0B MallIMHHOTO 00y4yeHus ctynuu Rapid Miner. ABTopsl mipoBenu paboTy ¢ OonbLIIMM
00BEMOM JAaHHBIX W MPOBEIH CPaBHUTEIBHBIA aHAIN3 PE3yJabTaTOB MOJCIUpOBaHUS MeToioM. JlokasaHa
BaXHOCTh HCIIOJB30BaHHUA OONBIIMX 00BEMOB WHGMOpMAIMH sl OOy4YeHHS MOJETH IPOTHO3UPOBAHHS
OTKa30B CETEBOTO O0OpyHOBaHMs. B 3aKIIOYMTEN-HOM paszenie aBTOPHl MOMYEPKUBAIOT HEOOXOTUMOCTH
COBEpIIIEHCTBOBAHMUS MOJIETIEH TPOrHO3MPOBAHUS I UX JajbHEeHIero BHeApeHs B pabouyto cpeny. Taxxke
aBTOPBI OMYEPKUBAIOT, YTO JIBE CTaThU, PACCMOTPEHHbBIC MEKIYHAPOAHBIMU HCCIICAOBATEISIMH, SIBISIOTCS
YaCTHBIM CIy4aeM, Kak U BEIOPaHHBIA IMU METOJ TPOTHO3UPOBAHUSI COOEB B CUCTEME JIOKAJIbHOM CETH.

KuaroueBble caoBa: MeTOIsI MAlIMHHOTO OOYYEHHsS, MOJICIMPOBAHHE METOJa MAIIWHHOTO OO0ydYeHWs,
MIPOTHO3BI OTKa30B CETEBOTO 000PyAOBaHMS, TOKATHHAS CETh.
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