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Analytics

NAS RK is pleased to announce that News of NAS RK. Series physico-mathematical journal
has been accepted for indexing in the Emerging Sources Citation Index, a new edition of Web of
Science. Content in this index is under consideration by Clarivate Analytics to be accepted in the
Science Citation Index Expanded, the Social Sciences Citation Index, and the Arts & Humanities
Citation Index. The quality and depth of content Web of Science offers to researchers,
authors, publishers, and institutions sets it apart from other research databases. The inclusion of
News of NAS RK. Series of chemistry and technologies in the Emerging Sources Citation Index
demonstrates our dedication to providing the most relevant and influential content of chemical
sciences to our community.

KasakcmaH Pecriybnukacbl ¥nmmbiK fbiibiM akademusicbl «KP YFA Xabapnapbl. ®u3uka-
TibIK-MamemamukariblK CepusiCbl» fblfibIMU XXypHaribiHbiH Web of Science-miH xaHanaHfFaH
Hyckacbl Emerging Sources Citation Index-me uHOekcmeryze KabblniOaHfaHbIH Xxabap-
natdsl.  byn uHdekcmeny 6apbicbiHda Clarivate Analytics komnaHusicbl XypHarnldbl o0aH api the
Science Citation Index Expanded, the Social Sciences Citation Index xoeHe the Arts & Humanities
Citation Index-ke Kabbinday moeceneciH kKapacmbipyda. Webof Science 3epmmeywinep, as-
mopsap, 6acnawbiiap MEH MeKemeriepae KOHmeHm mepeHdiei MeH canacbiH ycbiHalbl. KP
¥FA Xabapnapbl. Xumus xeHe mexHonoaus cepusicbl Emerging Sources Citation Index-ke eHyi
6i30iH KoramdacmbIK YWiH eH 63ekmi xoHe 6e0endi XuMusirblK FblfibiMOap 60UbIHWAa KOHMEHMKe
a0arnObifbiMbI30bi 6indipedi.

HAH PK coobwaem, 4ymo Hay4Hbil XypHan «Wzeecmuss HAH PK. Cepusi ¢busuko-ma-
memamudeckas» 6bii npuHam 0ns uHOekcupoeaHuss 86 Emerging Sources Citation Index,
obHoeneHHol eepcuu Web of Science. CodepxaHue 8 3amom UHOEKcUuposaHUU Haxodumcs 8
cmaduu paccmompeHus komnaHuel Clarivate Analytics 0nsi OanbHelwea0 NPpUHIMuUS XypHarna 6
the Science Citation Index Expanded, the Social Sciences Citation Index u the Arts & Humanities
Citation Index. Web of Science npednazaem kadecmeo u asybuHy koHmeHma 0ns uccredoesa-
mersel, asmopos, usBamenel u y4dpexdeHul. BkmroueHue Wzeecmuss HAH PK e Emerging
Sources Citation Index OemoHcmpupyem Hawy npueepXxeHHoCmb K Haubosiee akmyarsb-
HOMY U 811usimesibHOMY KOHMeHmMy Mo XUMUYeCKUM Haykam Ot Haweao coobuecmea.
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DIGITAL GENERATORS OF A PSEUDORANDOM PULSES SEQUENCE AND THEIR
MODELING WITH USE OF FPGA INTHE ENVIRONMENT CAD QUARTUS II

Abstract. The paper considers the functional modeling of digital generators of a pseudo and ompulses
sequence based on FPGAs in the environment of the computer-aided design system (CAD) QUARTUS 11
by Altera, which supports all stages of designing digital devices based on programmable and reconfigurable
logics. Digital generators of a pseudo and ompulses sequence of the Fibonacci or Galois configuration are
built on linear feedback shift registers with XOR logic gates. Using the QUATUS II CAD system, the project
was compiled, the RTL circuits of digital generators of a pseudo and ompulses sequence were synthesized
and obtained, their functional modeling was performed, and the timing diagrams of the circuits operation
were constructed. Thus, the problem of developing a circuit for a digital generator of a pseudo and ompulses
sequence based on the linear feedback shift registers using FPGAs in the Quartus II CAD environment
is relevant and is of practical interest in using it to protect confidential speech information at creating
cryptographic keys for encrypted data transmission.

In order to provide improved cryptographic strength of generated sequences with a relatively long
period and good statistical properties by improving the scheme of the LFSR shift algorithm generator with a
complicated timing scheme.

Key words: Programmable logic integrated circuit, digital pseudorandom pulses generators, primitive
polynomial, functional modeling, project compilation.

Introduction. Currently, the problem of protecting acoustic (voice) information is characterized by a
constant expanding the arsenal of means for secretly removing and intercepting voice signals, the technical
characteristics and application methods of which are being steadily improved. A speech signal is a complex
acoustic signal originating from human speech [1-4]. The speech signal spectrum is continuous, however,
frequency components in the ranges of more than 3 kHz and less than 300 Hz make a significantly smaller
contribution to the signal, therefore, as a rule, the speech signal spectrum is considered in the range from
0.3 to 3 kHz. A fairly wide range of applications in modern computing systems find digital generators of
a pseudorandom pulses sequence. Using them, you can change the characteristics of speech and make it
inaudible for the eavesdropper who intercepts the processed speech message [5-7].

Materials and methods. For efficient use of the digital generator of pseudorandom pulses sequence, it is
necessary to know and understand various approaches and aspects of synthesis and modeling of its circuits,
which is practically impossible without the use of the Quartus II computer-aided design (CAD) system from
Altera. The process of designing digital devices in the Quartus II CAD environment includes the following
stages: creation of modules of the initial description of the designed device, synthesis and implementation of
the project based on Altera PLD and simulation of digital devices [8-11].

Thus, the task of developing a digital generator circuit for a pseudorandom pulses sequence based on the
LFSR shift register in the Quartus II CAD environment is relevant and of practical interest to use it to protect
confidential voice (acoustic) information.

The purpose of this article is to create circuits of the digital generator of pseudorandom pulses sequence
and their functional simulation of PLD in the Quartus II CAD environment.
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Results. Currently, the circuits of the digital generators of the pseudorandom pulses sequence are
implemented programmatically using one of the high-level languages, for example, Verilog [9, 11-14] or
in a hardware (circuit) method using a graphic editor. Graphic description of digital generator circuit of
pseudorandom pulses sequence is selected. This is justified when the use of high-level languages such as
VHDL or Verilog, that is, a text description of a digital generator of a pseudorandom pulses sequence based
on a feedback shift register will be less clear than the circuit. The advantage of a graphical method of entering
a description of a circuit is its tradition and clarity.

If you create files, that is, the logic of the project to draw as diagrams, the CAD Quartus II Block Diagram/
Schematic File is launched, the Quartus Prime Lite Edition dialog box opens. At the top of this window are
the main controls, the menu bar and toolbars.

Then, after pressing the button in the toolbar of the graphics editor Quartus II, the Symbol window (figure
1) opens and in this window using the primitives: logic — XOR logic element (modulo-two adder) and storage
— D-type synchronous trigger (dff), the diagrams of the digital generator of the pseudorandom pulses sequence
will be drawn.

) Symbal "

Libraries:
4 B cfintetfpga_bte/17.0/quartus/iba
© megafunctions
S others
o B prmitves

8 buber
[ ] legic
=N
£ pn
3 storage

Narme

o Repeat-irgen mode

Ingert symbol as block

Figure 1. Symbol Window.

Diagrams of digital generators of pseudorandom pulses sequence. Circuits of digital pseudorandom
pulses sequence generators are typically implemented based on a linear feedback shift register (LFSR).
Feedback to the shift register is entered with use of XOR logic elements — modulo-two adders. The shift
register consists of memory elements — triggers, in each of which the current one state (value) of one bit:
0 or 1, is stored. The pseudorandom pulses sequence generator is given by some polynomial (primitive
polynomial) and may structurally have a Fibonacci or Galois configuration [12-15].

The electric circuits of digital generators of the pseudorandom M-sequence of impulses of a configuration
of Fibonacci and Galois constructed on the basis of a primitive polynomial ¢ (x) =x> + x* + 1 are provided

on figures 2 and 3. The maximum repetition period of the pseudo and ompulsesse quence of these circuits is
25— 1=31[11].

SLE

Figure 2. Diagram of digital generator of pseudorandom pulses sequence of Fibonacci configuration.
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Figure 3. Diagram of digital generator of pseudorandompulses sequence of Galois configuration.

Figures 2 and 3 accept the following designations: nSa0 and nRa0 — asynchronous inputs of resetting
the corresponding triggers to the state of logical zero; nSal and nRal — asynchronous inputs of trigger
setting to logical unit state; CLK is a clock synchronization signal that determines the duration and interval
between pulses; QO0, Ql,..., Q4 — outputs of bit triggers; Y is the output of the Fibonacci configuration
pulsespseudorandom sequence generator. The letter n denotes the inverse values of these signals.

The digital pseudorandom pulses sequence generator circuit of the Fibonacci configuration (figure 2) uses
an XOR logic element with a modulo-two adder, and the digital generator circuit of the Galois configuration
(figure 2) uses an XOR logic element with an integrated modulo-two adder. Then supplying pulses of
pseudorandom sequence from outputs of these generators to input of active RC of Sallen—Key low-pass filter
of the second order, acoustic noises of chaotic character can be obtained at its output [12,14].

Logic implementation of digital generator circuits at RTL-level. Using the Quartus II compiler,
syntax errors in the diagrams of digital generators are analyzed, synthesized and detected. Thus, the logic
completeness of the circuits is checked, that is, the possibility of combining the schema description files
into a single whole, and the possibility of implementing the circuits on the selected Altera PLD chip. After
successful compilation (Processing > Start Compilation), digital generator circuits of pseudorandom pulses
sequence at the register-transfer level (RTL) are obtained, which are shown in figures 4 and 5.
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Figure 4. Diagram of the pseudorandom pulses sequence generator of the Fibonacci configuration at the
RTL-level.
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Figure 5. Diagram of generator of pseudorandom pulses sequence of Galois configuration on RTL-level.

Figures 6 and 7 show the conditional graphical designations (symbols) of the Fibonacci and Galois
configuration for pseudorandom pulses sequence digital generators, which are obtained after executing the
command File->Create/Update- >Create Symbol Files For Current File.
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Figure 6. Conditionally-graphic designation of DGF module
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Figure 7. Conditionally-graphic designation of DGG module.
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Functional modeling and time charts. Then, using the functional modeling method, the correct
functioning of digital generator circuits is checked before programming or configuring Altera PLD [14,15].

Time diagrams obtained during functional modeling of circuits of digital generators of pseudorandom
pulses sequence are shown in figures 8 and 9, where the letter T denotes the repetition period of circuits of
generators.
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Figure 8. Time diagrams for operation of pseudorandom pulses sequence generator of Fibonacci
configuration.
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Figure 9. Time diagrams for operation ofpseudorandom pulsessequencegenerator of Galois configuration.

Discussion. This work allows schematically and logically to be implemented at the register-transfer level,
to obtain conditionally graphic designations, as well as, to verify the correctness of circuits construction and
their operation, to construct time diagrams for operation of digital pseudorandom pulses sequence generators
of Fibonacci and Galois configuration based on FPGA ALTERA using QUARTUS II CAD.

It is further contemplated to improve the cryptographic stability of the generated sequences with relatively
long periods and good statistical properties by improving the digital pseudorandom pulses sequence generator
circuit based on the use of LFSRs with a complicated timing scheme.

Conclusion. This work relates to the field of information security for creating cryptographic keys for
encrypted data transmission, and can also be used in systems for protecting confidential voice information
using acoustic noise at frequencies of sound signals.

Source of financing. The work was carried out within the framework of the grant financing project «Quality
assessment of spatial electromagnetic noise in active information protection systems», IRN AP08856630.
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MCEBJIO KE3JIENCOK UMITYJIbCTAP TI3BET'THIH CAHJIBIK TEHEPATOPJIAPBI
7KIOHE OJIAPbI CAD QUARTUS II OPTACBIHJIA FPGA KOMEI'TMEH MOJEJIBJAEY

Annoranus. Makanana Altera komnanusicbiablH QUARTUS Il aBTOMaTTaHABIpBUIFaH %K00aJ1ay )KYHECIHIH
(CAD) opraceinga FPGA Herizingeri UMIyJabCTepAiH KanFaH (IICEBI0) KEe3ACHCOK TI30ETiHIH IHU(PIBIK
reHeparopIiapbl CyJI0aNapblHbIH (PYHKIIMOHAIIBI MOJICIIB/ICY1 KapaCThIPBUIFaH, 0J1 OaFaapiiaMaiaHaThiH KOHE
KaliTa KOHQUTypalusUIaHATBIH JIOTHKa HEeTi31He UM PIBIK KYPBUTFbUTApAbI )koOaayabiH 0apiblK caTbUlapbiH
KamTuabpl. Oubonauun Hemece [anmya KOHQUrypauusuibl UMITYJAbCTEPIHIH JKalFaH Ke3[JeHCOK Ti30eriHiH
uudpnblK reneparopiapsl XOR NMOrHKanblK 37IeMEHTTEpl 0ap CBHI3BIKTBHIK Kepi OaiIaHbICTBl BIFBICTBIPY
peructpiepinge Kypacteipsuirad. QUATUS II CAD »xyiieciH KoyijjaHa OTBIPBII, 00a KYpacThIPBUIIbI,
UMIYJIBCTEP/IiH JKaIFaH Ke3[elcoK Ti30eriHiH uupiblk reneparopnapbinbly, RTL-cynbacel cunTesaenai
JKOHE aJIBIHIBI, OJIAPJbIH cyy0anapbiHa GYHKIHOHAIABI MOJCIBACY JKYPTi3iali KOHE KYMBIC iCTEY YaKbIT
nuarpammanapsl Kypeuiasl. Conbimen, CAD QUATUS II opracsinga FPGA-ubl konmana oteipein, LFSR
BIFBICTBIPY PETUCTPi HETi3iHIE MMITYIbCTEpAiH JKajlFaH Ke3lIeHCOK Ti30eriHiH HuQpIbIK TeHepaTOPbIHbIH
CXEMacChIH KYpy ©3€KTi OOJIBII TaObUIaAbI )KOHE OHBI K (pIIaHFaH AepeKTepi Oepy YIIiH KpUNTOTrpadusiibK
KUITTepi Kypy Ke3iHJe Kylus ceiiey aknmapaTblH KOpFay YIIIH HaiijalaHy MPaKTHKAaIbIK KbI3BIFYIIBUIBIK
TYZABIPAJIBL.

Bonamakra canplcThIpManbl TYpAE Y3aK KE3CHICPMEH JKOHE JKAKChl CTATUCTUKANBIK KAaCHETTEPMEH
KYpbUTFaH Ti30eKkTepAiH KpunrorpadusuiblK OepiKTiriH Kypaeni TakTukajiblK Tizoeri 6ap LFSR aybichim
perucTpiepin KoJjjaHy HeTi3iHAe UUQPIBIK TCEBIO0-KEe3IEHCOK HMITYJbCTIK PETTUIIK T'€HEPaTOPhIHBIH
Ti30€riH KEeTULIIPY apKbLIbl )KaKCapTy KYTUIyJIE.

Tyiiinnai ce3nep: barnapiamanaHaThlH JOTMKAIBIK MHTETPAJIBI CXeMa, UMITYJIbCTEP/IIH KaIFaH Ke3/1eHCOK
Ti30€TiHIH CaHIBIK TeHEpaToOpiapbl, KapanaibiM KONMYLIETK, (YHKIHOHAIABI MOJAENbILY, >KOOaHBIH
KOMITHJISILIUSICHI.
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HU®POBBIE TEHEPATOPBI IICEBJIOCTYYAMHOM NOCJEJIOBATEJIBHOCTH
NMITYJIbCOB U UX MOAEJIUPOBAHUE C UCIIOJIB3OBAHUEM IIJIUC B CPEJE CAIIP
QUARTUSII

Aunnoramuss. B pabore paccmarpuBaercs — (QYHKIMOHAJbHOE  MOJCIUPOBaHUE  LUPPOBBIX
TEHEepaTOPOB TICEBIO CIyYalHON MOCIEN0BaTeIbHOCTH UMIyabcoB Ha ocHoBe IIJIMC B cpeae cuctemsl
aBromarusupoBanHoro npoekrupoBanusi (CAITP) QUARTUSII¢upma Altera, kotopasi mojjiep>kuBaet Bce
9Tarbl MPOSKTHPOBAHHS LUQPPOBBIX YCTPOWCTB Ha OCHOBE MPOrpaMMHUPYEMOW M PEeKOH(UTYypUpyeMoi
noruku. LngpoBbie reHepaTopbl MCEBAO CIIyYailHOM MOCIEAOBATEIbHOCTH HMITYJIbCOB KOH(UTYpalyu
®ubonayun unu [amya NOCTPOSHBI Ha PETHCTPax CABUTA C JIMHEWHOW OOPaTHOM CBS3BIO C JIOTMYECKUMHU
anementamMu XOR ¢ ucmonp3oBaHueM ammapaTHOro (CXeMHOTO) croco0a ¢ MOMOUIbI0 TpaduyecKoro
penakTopa. JloctonHCTBOM TpaduyecKkoro crnocoda BBoJa OMUCAHUS CXEMBI SIBISIETCS €10 TPaIUIIMOHHOCTD U
HarsigHOCTh. C moMortibio CAIIP QUATUS I BeinonHeHa KOMIWIISIIHS IPOSKTa, CHHTE3UPOBAHA U MTOJyUeHa
RTL-cxeMbl TU(POBBIX TEHEPATOPOB TICEBAOCITYYaHON MOCIEN0BATEILHOCTH UMITYJILCOB, BBITIOJIHEHBI HX
(yHKIMOHAIEHOE MOAEIMPOBAHME W MOCTPOCHBI BPEMEHHBIE JHarpaMMbl paOdoThl cxeM. TakuMm o0pazom,
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3a/1aua pa3pabOTKU CXeMbI IU(POBOTO TEHEPATOpa MCEBO0 CAYYAHON TOCIeI0BaTeIbHOCTH UMITYIIHCOB Ha
ocHoBe peructpa casura LFSR ¢ ucnons3oBanueM [1JIMC B cpene CAIIP Quartus I sBnsierca akTyanbHOU
Y TIPENCTABISIET TMPAKTUYECKUH WHTEPEC WCIONb30BaHMs € Ul 3alluThl KOH(UICHIIMAIHHOW peueBOM
WH(GOPMAIMH TTPH CO3aHUU Kpunmozpaguieckux kuodeti s 3amm(poBaHHON Tiepeadn JaHHbBIX.

B nanpHelitiem mpezmnonaraeTcs yaydIIUTh KPUIITO CTOHKOCTh TEHEPUPYEMBIX ITOCIE0BaTeIbHOCTEH
C OTHOCHUTENHHO OONBIIMMH TICPUOJAMH ¥ XOPOIIUMH CTaTHCTUYECKUMH CBOWCTBAMHU  ITyTEM
YCOBEPIIICHCTBOBAHUS CXEMbI IIH(PPOBOTO TeHEpaTOpa MCEBAOCITYYaHON MMOCIIe0BaTeIFHOCTH UMITYIIECOB
Ha OCHOBE MCMOIb30BaHUs peructpoB casura LFSR ¢ ycrnoxxHeHHON cXeMO# TaKTUpOBaHUSI.

KitroueBble ciioBa: mporpamMMupyeMasl JIOTHUECKash MHTErpajibHas cxema, HU(POBBIE T'eHEpaTophl
MICEBIOCTYYaiHOW MOCIEeI0BAaTEIbHOCTH HMITYJIbCOB, NPUMHUTUBHBI MHOTOWICH, (YHKIHOHAIBHOE
MOZICTTUPOBAaHHUE, KOMITWIISLINS TPOCKTA.
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