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METHOD OF LINGUISTIC VARIABLE STANDARDS FORMATION
FOR HONEYPOT CLASSIFICATION

Abstract. Nowadays, one of the relevant areas that is developing in the field of information security is
associated with the use of Honeypot (virtual lures, online traps), and the selection of criteria for determination of the
most effective Honeypot and their further classification is an urgent task. There are presented the main products in
which virtual lures technology is implemented. Often they are used to study the behavior, approaches and methods
that an unauthorized party uses for unauthorized access to information system resources. Online traps can imitate any
resource, but more often they look like real production servers and workstations. There are known a number of fairly
effective developments that are used to solve the problems of identifying attacks on the information systems
resources, which are based on the fuzzy sets apparatus. They showed the effectiveness of using the appropriate
mathematical apparatus, the use of which, for example, to formalize the approach for the formation of a set of
criteria, will improve the process of determining the most effective Honeypot. For this purpose, there have been
proposed criteria that characterize online traps, with the use of which there has been developed a method of linguistic
variable standards formation for choosing the most effective Honeypot. The method is based on the formation of a
set of Honeypot, subsets of characteristics and identifier values of linguistic estimates of Honeypot characteristics, a
base and derivative frequency matrix, as well as on the construction of fuzzy terms and standard fuzzy numbers with
their visualization. This will allow further classification and selection of them osteffective virtual lures.

Key words: honeypot classification, online traps classification, virtual lures, fuzzy standards, linguistic
standards formation method, intrusion detection systems.

The rapid development of information systems (1S) and technologies affects all areas of society.
A significant number of modern public and private enterprises use IS to manage production processes, to
support decision making, to find the necessary data, and etc. Along with this, there is increasing the
amount of IS vulnerabilities and threats, and therefore, there is a need in specialized security tools to
ensure their normal operation and to prevent intrusions. It should be noted that one of the current areas
that is actively developing in the field of information security is associated with the use of Honeypot
(virtual lures, online traps). The purpose of the operation of such lures is to be attacked or scanned by an
unauthorized party (UNP) in order to study the protection strategy, to determine the range of their means
by which attacks on real security objects can be conducted. Honeypot and methods used to their
implementation are different, for example, it is a specially developed integrated network or one single
emulated network service, the main task of which is to attract UNP attention [1]. Therefore, the selection
of criteria for determining the most effective Honeypot and their further classification is an urgent task.
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Then, taking into account (16) in [21,22] from VSyrys VS VSorker  VSprkr » and VSpryy

3
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VSpram =8V 8v10=vsm, ., =10.and according to (17) in [21,22] we obtain a derivative frequency
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0 1 1,78
4 083 0
FIDTKI/IH = (VstTKI/IH / VSMy ki )FDTKHH =| 2 2,5 0,83,
0 0,83 3,33
F'DTKCH = (VstTKCﬂ / VSMyrkcng )FDTKCLZ =
25 3 0 6 1 O
1 7 0,64, F'DTan(vstTm/vstTK,,q)FDTmz 1 5 1,43|,
0 4 514 0 1 214
56 0,8 0
Fomr =(VSMpye, 1 VstTKI/Iq) prxn =(0.8 4.8 2.
0 08 8

The creation of fuzzy terms and standard FN. Stage 5-the creation of fuzzy terms and standard
FN.Firslty, according to (22) in [21,22] let form the subset of fuzzy terms T, .yu. T, T,

DTKUII ' ~ DTKCH

Torn» Torwu 1f N=1 (i.e. for Honeypotwith ID Hy,, =DTK), m, =5, =1, =r,=r, =1, =3.
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On the basis of FM . FM s FM e s FM e, and FM ., according to the expression (24)
in [21,22] let form matrices of membership function:

1 033 O
Morcyn :H/’lDTKYqu =110,2 1 0|,
0 017 1
1 0.33 0 1 043 O
Morcimn :H'UDTK”’M =05 1 0,25, My, :H/uDTKCﬂS‘IH: 04 1 012,
O 0,33 1 0 0,57 1
102 0 1 017 0
Monr =[Horng| =047 1 067, Mongy =[atomn | =[024 1 0,25
0 02 1 0 017 1

where  Loney = Fomung | Momans  69=13)0  Honaume = Fomme | Monue . 6:9=1,3),
Horems = T omeaa | Momez, (59=13), Forag = T o | Mo (59=13),
Horng = T ommg | Mopee, 5.0=1,3).

According to the obtained data, Ly, Mot sMorkcsy Mok » Mo, @D calculated by the

expression (26) in [21,22]  Xopruyisg +Xprainmsg » Xotkcase Xorxmg Xomas, 16T define sets of fuzzy terms

accordlng to (25) In [21122] IDTKYH: = {ﬂDTKYHSI / XDTKYHS]' /’lDTK.VHsQ / XDTKYHSZ ! /’lDTKYHﬁ / XDTKYHSS }'

(5,0=1,3), where according to (26) in [21,22] Xomvisg = Nty | N by (@=13) or
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(5,0=1,3), where according to (26) in [21,22] Xommsg = N | N e (@=1,3) or

3
{U XDTKI/Iqu }:{0121016’1}1 IDT
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(5.9=13), where according to (26) in [21,22] Xpneemg = Noo / NI (@=13) or

KClls = {IUDTKC/ISI / XDTKC,ZISI’ /’lDTKCHSZ / XDTKCZ]S2’ /’lDTKCZZSS / XDTKCﬂs3 }'

3 N
{U XDTKCﬂsq }:{012;0’6;1}’ IDTKHs = {/uDTKIZs-I / XDTKHs] D) / XDTKHSZ v Motkiss / XDTKHS} }v (S’q = 113) )
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where according to (26) in [21,22] Xppesq = Nptr / Nprr» (@=1,3) or {U X prrisg +=10,006;0,25;1},

g=1
~ DTK#s - {/uDTKHxI / Xorkmsr » Mot / Xprus2 v Motk / XDTKI/Is3}' (S’q:]"?’)’ where according to (26) in
_ 3
[21,22] X prmg = Ngfang / N s @=1,3) or {{J X prq =10,05;0,1;1}.
g=1

Therefore, the resulting members of the subset Toreyys Tomum: Torkens Vorkn: Torku (NUMerical
LE LEDTKCZ['

DTKHUIT !

form), respectively, are the reflection of the members of the subset LE
LE LE

DTKYH!

(linguistic form) and are presented in the following form:

DTKII ! DTKHA

T =1IIP ={1/0,03:0,33/0,19:0/1};T -cp =£0,2/0,03,1/0,19;0/1};
DTKVHI DTKVHI1 DTKVH2 DTKVH2

T = ={0/0,03,017/0,19:1/1},T = IIP =71/0,2;,0,33/0,6:0/1};
DTKVH3 DTKVH3 DTKUII1 DTKHUIII
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I =CP ={0,5/0,2,1/06;025/1};T =CJI ={0/0,2;0,33/06;1/1},
DTKHIT2 =~ DTKuI2 ~ DTK#II3 =~ DTKuII3
I =O~[' ={]/0,2;0,43/0,6;0/1};I =I1IM ={0,4/0,2;1/06;0,12/1};
DTKCJ! DTKCJ! DTKC2 DIKC2
T = PP ={0/0,2;0,57/06,1/1},T =0or —{1/0006 0,2/0,25:0/1};
DTKCT3 DTKCI3 DTKII! DTKIL.
T =IIM  ={0,17/0,006,1/0,25:0,67/1};T _ =PP _ ={0/0,006;0,2/0,25;1/ 1},
DTKIT2 DTKII2 DTKIT3 DITKIT3
T =H ={1/005017/01;0/1;T  =CP _ ={0,14/0,05:1/0,1;0,25/1};
DTKH1 DTKHI DTKM2  ~ DTKM2
T =B ={0/005017/01:1/1}.
DTK/3 DIKH3
Then, secondly, according to (29) in [21,22] let form standard FN TS vu T . Toram ST,
TI;TKC}:[ cT T;TKH cT, TI;TKI/I cT:
3
e _ e e _ e e
TDTKYH {Q“‘DTKYHS}_ {~DTKyH1’~DTI<yH2’~DT/<yH3}_{ ~ DTKVHl’C" DTKVE2 '~ DTKst} (S 1 3)
3
e _ e _ e e e _ e e —
Torkum = {QIDTKI/IHS}_ {"'DTKI/IHl""DTKI/IHZ ’~DTK1/1173}_{ ~ DTKHm'Q— DTKUIm2 '~ DTK[/IHS}’ (S 1’3)’
3
e — € _ e e e _ e e
TDTKCII - {QI DTKCZs } - {IDTKC,ZZ:L 'IDTKC,ZZZ 'IDTKCLZB } _{Q-FDTKcm IZ-MDTKCﬂz ~ DTKczz3} (S 1 3)
3
e _ e _ e e e _ e e
Torkn = {sL:J11 DTKIIs }= {I DTKnl’I-DTan ’IDTKns }_{O‘*FDTKIH’IZ"MDTKHZ ~ DTKHS} (s=1 3)
DTK" - {U~DTK145 ~DTKI/11 ~DT1<1/12’~DT1<1/13}:{ ~ prku1t’ ~ DTKI2 ~DTK } (S 1 3)
e - e e e e B e
where: the members of a subset T5,. . up . CP_ G T 1p_
e e e e e e
C"PDTKI/IHZ qﬂDTKHna TDTKCH {O—IDTKCm’ IZ"MDTKC,ZZZ ~ DTKCLZB} DTK“ N QFDTKHl ILMD K72 ! B—PDTKns ’
e (] (]
Tona— {H ... ’C‘LPDTK[/IZ B . .tare standard FN. Next, let convert the fuzzy terms
IIP* ,CP* ,CJI*® in such a way, that for all T the relation order is fair, i.e.
~ DTKyH1' =~ DTKvH2' =~ DIKVH3 ~ DTKVHs

YXorkyasg © Xprkvisg < Xprxvisg+i (@=1,3) (according to the step 1, stage 5 in [21,22]). If we use the
specific values obtained in the example above as components of such terms, then for them such relation
will be true. So, for example, for 77P°_ it iS Xoreyu; < Xppyms < Xorens =0,03<0,19 <1 Also, the

relation for all other given standard FN will be similarly true.
Further, according to the step 2 of the stage 5 in [21,22] we will carry out the absorption procedure
for each IDT . Since the condition U, and U, is not satisfied for any of FN, the absorption operation is

KVHs

not carried out. Therefore, the standard FN will remain unchanged, and the formed intermediate terms will

have the form: T =T =IIP ={ 1 / 0;
~ D Vv T H K T
T =T =CP ={0,2/0,03;1/0,19;0/ 1}; T =T =CJI =
DTKVH2 DTKVH2 DTKVH2 DTKVH3 DTKVH3 DTKVH3

{0/0,03;0,17 / 0,19;1/ 1}. According to the step 3 of the stage 5 in [21], during the implementation of
the second step in the expression (28) for a set of intermediate terms ]Z‘PeDTKYHl AT prxym - {0/

X i ye D (e poras, =1#0), and for CJY v 3Lomcu {07 Xoreyns Y €D (I8 poneye=1#0),

DTK.VHI

then the formation of the subsets T° and T° will be carried out by expandingT® and
~ DTKVH1 ~ DTKVH3 ~ DTKVH1
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T (see (28) in [21]) through the introduction of additional tomey, 4., ! Xprym s, =0/ 0,03, and

~ DTKVH3
Hotkyiss 2 | Xorrs,+. =011 respectively, after that in the FN there is carried out rein doxing of the

components starting from the first one.With this in mind, a set of intermediate terms for IZ_PEDTKVH1 will

have the following form T o 1P . ={ Howym / Xprivin: Motk |

Xorkyer s Mprivers | Xprxvirs Mprvis | Xprevms 3= {07 0,03;1/0,03;0,33/0,19;0/ 1}, where Hotkyvaip-1 =

.. . . . e e _
0. In a simil arway, weobtain intermediate terms forQPDwm2 and CJI__ . Where fiory,, =

VH3

Moty +2 = 0. Thus, the components of the subset of standardsTeDTKyH according to (29) in [21] will be
i - 1

defined as 1" oeysn / X prvin =07 0,03, torkyin | X omkwie = 110,03, 1oy 1 X prgyis = 0,33/ 0,19,

e e H H e e
= nd similarly for .
Mooty | X oreyms =0/ 1@ ds arly 10 IDTKVHz’ ~ DTKVI3

Then according to (29) in [21] for IZP - let form the standard values, i.e.:

CcP il
DTKVHL' =~ DTKVH2' ~ DIKVI

T = IIP* = {0/0,03;1/0,03;0,33/0,19;0/1};T° = CP° =

DTKVHI DTKVHI DTKVH2 DTKVH2
{0/0,03;0,2/0,03;1/0,19;0/ 1};]'_e =Qﬂe ={0/0,03;0,17/0,19;1/ 1;0/ 1} .Also, by

DTKVH3 DTKVH3
analogy, the following standard values are formed: T° = IIP* =
DTK#III DTKHITI
{0/0,2;1/0,2;0,33/0,6;0/1};T° = CP° ={0/0,2;0,5/0,2;1/0,6;0,25/1;0/ 1};
DTKHII2 DTKHII2
T° =Qﬂe ={0/0,2;0,33/0,6;1/1;0/1},T° =O_~Fe =
DTK#UII3 DTKHUII3 DTKCA1 DTKCA1
{0/0,2;1/0,2;0,43/0,6;0/1};T° =1IM°® ={0/0,2;0,4/0,2;1/0,6;0,12/1;0/ 1};
DTKCZ2 DTKC2
T°  =PP°  ={0/0,2;057/06;1/1;0/1},T° =0r° =
DTKC3 DTKC/3 DTKIII DTKI11

{0/0,006;1/0,006;0,2/0,25;0/ 1};'_[9DT =TIIM* =

K112 DTKII2

{0/0,006;0,17 / 0,006;1/0,25;0,67 / 1;0/1};T° = PP° ={0/0,006;0,2/0,25;1/1;0/ 1},
DTKII3 3

~  DIKIL.

T® =H° ={0/0,05;1/0,05;0,17/0,1;0/ 1};Iem =CP* =

~ DTKMI " DIKHUI Kn2 =~ DTKm2
{0/0,05;0,14/0,05;1/0,1;0,25/1;0/1};T° =B ={0/0,05;0,17/0,1;1/1;0/ 1}.
DTK#3 DTKH3
The visualization of standard FN. Stage 6 — the visualization of standard FN. For a subset of

standards Ty Tomam: Torkers Torkn @Nd Tore taking into account the obtained specific values, it is

possible to realize their graphical interpretation (see figure 1-4) using the corresponding FN standards.
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Figure 1 — Linguistic standards for T Figure 2 — Linguistic standards for T
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Figure 3 — Linguistic standards for To.c, Figure 4 — Linguistic standards for T,

Conclusions. Based on certain values of IC, US, DC, L, S, and their formed standard values, it is
possible to classify further and to select the most effective Honeypot. For this, it is necessary, by analogy
with [1, 23-25], to determine the current estimates of the values relative to the standard values created in
the work, as well as to form the necessary set of rules which allow to obtain the final result.

H. K. KymanranmeBa’, A. A. locikanoBa®, A. A. KopquK03,
C.B. Ka3Ml/Ip‘{yK3, K. ABkyposa’, ]I. JI. ’Kakchiryaosa®

'Satbayev University, Anvartsl, Kasakcran;
2 Anmartsl DHepreTrKa xoHe OaiiaHpic yHUBEpcUTeTI, AnmMmaThl, KasakcraH;
Y ITTHIK aBHALMATIBIK YHHUBEpCUTET, YKpauHa, Kues;
‘]I H. I'ymunes ateinaarsl Eypasus yntTeik yauBepceureti, Hyp-Cynran, Kazakcran;
>Cemeii KanachiubiH [LIokopiM aThIHIAFs MEMIIEKETTIK yHUBepcuTeTi, Kasakcran

HONEYPOT KIKTEYT'E APHAJIFAH JIMHI' BUCTHUKAJIBIK
AVHBIMAJIBI CTAHJIAPTTAP/IbI KAJIBIIITACTBIPY TOCLII

AnnHoranus. Kasipri yakpITTa akmaparThiK KayilCi3diK cajachlHa AaMbIll KeJie XKaTKaH MaHbBI3bl OaFbITTHIH
6ipi — Honeypot (BUpTyasbl eNiKTipy, OHIAWH TY3aKTap) KOJIIaHyFa, COHbIMEH Katap eH ThiMai Honeypot aHbIKTay
JKOHE OJlapAbl OJIaH opi JKIKTey eJIIeMAEpiH TaHaayra OainaHplcThl. Makajiaza BHPTYyajIbl Ty3aKka TYCipy
TEXHOJIOTHSCHI iICKEe achIPbUIATHIH HETI3r eHiMIep YChiHbLIFaH. HONEYpot kebOiHece pykcaT eTiIMEreH »Kafmaija,
aKMapaTThIK JKY#He pecypcTapbliHa PYKCATChI3 KOJI JKETKI3y YIIiH KOJAAHATBHIH TICUIACP MEH dAiCTEp/i 3epTTey YIIiH
kosganbuiazel. JKeminik Ty3akrap Ke3-KeJIreH pecypcrapra eikTed anajpl, anaiina keOiHece ojiap HAKThl OHIIPICTIK
cepBepIiep MEH KYMBIC CTAHIIUSUIAPHI CeKIIl Kopine . HakThl eMec )KUBIHTBIK alllapaT Heri3iHae aKnapaTThIK Kyiie
pecypcTapbiHa KacajifaH Ma0ybUIIsl aHBIKTAy MOCEJCNICPiH eIy YIIiH KOJJaHBUIATBIH OipKaTtap THIMII d3ipiie-
Menep Oenrini. Onap THICTI MaTeMaTHUKAJIBIK annaparthl KOJAaHy THIMJIUIINIH KOpCeTTi opi KoJiaaHy OaphIChIHIA,
MBICAJIBI, KPUTEPUH >KUBIHTBIFBIH JKacay TOCITIH KaJBITACTHIpaAbl kKoHE eH TWiMAi Honeypot aHBIKTay yaepiciH
xakcapTagel. Ocbl MakcaTTa HHTEPHETTETi eNIKTIpYy YAepiCiH CHIATTaWTBIH KPUTEPHIIEp YCBHIHBUIIBL, THIMII
Honeypot Tarmay yImiH TiAiK aifHBIMaIBl CTaHAAPTTAp KAJIBIITACTBIPY 9JIICI JKacaabl.

Byn onic Honeypot xusiaTEIFBIH, Honeypot cunaTraManapslHBIH iIIKi )KUBIHTBIFBIH, KHUTIK MaTpUIaIapbIHBIH
0a3ablK KOHE TYBIH/BI XKHUBIHTBHIFbIH KAJIBINTACTBIPYFa, COHAN-aK OJlap/ibl BU3yalu3alysiail OTBIPBIIT HAKTHI eMec
TEPMHUHJIEP MEH CTaHAapTThl aHBIK €MEeC CaHIap/bl KypyFa Heri3aenreH. by eH THiMi BUPTyaibl TY3aKThl O1aH dpi
KIKTeyTe )KoHe TaHIayFa MYMKIHIIK Oepei.

AxmapatTsIK xy#enep (AX) MeH TexXHONIOTHIApABIH KapKBIHABI JaMyBl KOFaM eMipiHiH OapIiblK cantagapbiHa
ocep ereni. Kasipri 3aMaHFbpI MEMJICKETTIK JKOHE JKeKe KOCIMOpPBIHIapAsIH Oenrim Gip Meimepi eHAipicTiK yaepic-
Tepai 6ackapy, menriM KaobUIaayabl KoJijaay, KaXeTTi JepeKTep/i i37ey xoHe T.0. YIIIiH naiaanaHambl.

AKMNapaTThIK KayilCi3miK cajachlHIa OEJNCEHII JaMbIll Kejle KaTKaH e3eKTi OarbITTapabiH Honeypot (Bup-
TyalAbl eNiKTipy, OHJaWH TY3aKTap) KOJJaHyFa OailIaHBICTBI €KEHiH aram OTKEeH XoH. MyHmal TyY3aKkThl KOJIFa
TYCIpY )KYMBICBIHBIH MaKCaThl KOPFAHBIC CTPATETHSICHIH 3ep/ieliey, HAKThI Kayilci3iKk HbICaHAapbIHa Ia0ybLI jKaca-
JIybl BIKTUMaJ KypallIapbIHbIH ayKbIMbIH aHBIKTAy MakcaTblHIa pykcar eriiMereH tapan (UNP) maOyslibl Hemece
cKaHepJieyi O0JIbIT caHaaIbl.
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Honeypot kxoHe oyapabl jXKy3ere achlpyna KOJNIAHBUIATBIH OMICTEp OPTYPJl, MBICANbI, apHAHbl 93ipJIeHreH
HMHTETpalisUIaHFaH kel Hemece Herisri MiHaeri UNP HazapeiH aymapy OOJBIN caHanaThH OipieH Oip AMyJIAmus-
JIaHFaH JKeli KbI3MeTiH aTaiMbr3. COHABIKTaH €H THIMI JKaFblH aHBIKTAy YIIiH ©JIIeMAepai TaHaay KOHE OJapAbl
0J1aH 9pi KIKTEYy ©3€KTi Macele OOIIBII ecenTeNeIi.

Tyiiin ce3mep: emikTipy KIaCCHPUKANUACH, OHIAWH-TY3aK KIACCH(PUKAIMACH], BUPTYalAbl ENIKTIPTill, aHBIK
eMecC CTaHIapTTap, TIIIK CTAHAAPTTapAbI KAJBIITACTHIPY ofici, OACHI KipyAi aHBIKTAY JKYHeci.
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CIHOCOBb ®OPMUPOBAHUA JTUHI'BUCTUYECKHUX IEPEMEHHBIX CTAHJIAPTOB
VIS KTACCHOUKAIIU HONEYPOT

AnHoTanus. B HacTosmee BpeMs ofHa U3 BaKHBIX 00J1acTel, KOTOpasi pa3BUBaeTCs B 0071acTH MH(POPMAIHOH -
HOW 0e30macHOCTH, CBsI3aHA C HMCHONb30BaHWEM Honeypot (BUpTyanbHBIC MPUMAHKH, OHJIAWH-JTOBYIIKH), a TaKKe
BEIOOPOM KpHUTEpHEB IUIA omperdeneHns Hambonee >ddexktuBHOro Honeypot m mMx manmpHEWIned kiaccH()UKAIIUH.
[IpencraBneHbl OCHOBHBIEC MMPOAYKTHI, B KOTOPHIX peali30BaHa TEXHOJOTH BUPTYalbHBIX MpUMaHOK. Honeypot orn
HCTIONB3YIOTCS U H3YUCHUS TTOBEICHIS, TIOAXO0J0B I METOAOB, KOTOPbIC HECAHKIIMOHUPOBAHHAS CTOPOHA HCIIOIh-
3yeT Al HEeCaHKIIMOHMPOBAHHOTO MOCTYNa K pecypcaM HHPOPMAIMOHHOW cHCTeMbl. CeTeBble JOBYIIKA MOTYT
HMHUTHPOBATh JIFO00H pecypc, HO Yallle BCer0 OHU BBITIISAAT KaK pealibHble paboune cepBephl M pabodne CTaHINH.
W3BecTeH psa MOCTaTOYHO 3(PPEKTHBHBIX Pa3pabOTOK, KOTOPHIC HCIOIB3YIOTCS IS PEHICHUS 33a1a4 WACHTU(IKA-
UM aTak Ha pecypchl HH(GOPMAIIMOHHBIX CHCTEM, OCHOBAHHBIX Ha amMapaTe HEYETKHX MHOXxecTB. OHH IOKa3aid
3¢ (GEKTUBHOCTh HCIIOJIF30BAHMSI COOTBETCTBYIOMIETO MAaTEMAaTHYSCKOTO armapaTa, HCIOJIb30BaHHE KOTOPOTO,
Hampumep, GopMaIu3yeT MoaAX0 K OPMHPOBAHUIO HAOOpa KPUTEPUEB, MTO3BOIUT YIIYUIIHTE MPOIECC OMPEICIICHHS
Hanbonee 3¢ddexruBHOTO Honeypot. dms 3ToH menmu OBUIM TMPEUIOKEHBI KPUTEPHH, KOTOPBIE XapaKTEpU3YIOT
OHJIAH-JIOBYIIKH, C IIOMOIIBI0 KOTOPBIX OBIT pa3zpaboraH wmeron (OPMHUPOBAHHS CTAHIAPTOB S3BIKOBBIX
MepeMeHHBIX U1 BEIOOpa Hanbonee 3¢ dexTuBHOr0 Honeypot. Meron ocHoBaH Ha (opmuposanun Habopa Honeypot,
MTOIMHOKECTB XapaKTEPUCTHK U 3HAYCHUN MICHTU(PUKATOPOB JIMHTBUCTHUYSCKUX OIICHOK XapakTepucTuk Honeypot,
0a30BOif U MPOU3BOJIHON YaCTOTHBIX MATPHII, @ TAKXKE HAa IMIOCTPOCHUH HEUYETKUX TCPMHHOB M CTaHIAPTHBIX HEUET-
KHX YHCEIl ¢ X BH3yaln3alueil. DTO TO3BOJUT IMPOBECTH JAaJbHEUIIYIO KIacCH(UKAIIIO H 0TOOp Hamboinee 3ddex-
TUBHBIX BUPTYAJIBHBIX PUMAHOK.

CrpemutensHOe pa3BuTHe HH(popMarmoHHBIX cucteM (MC) M TexHOMOrWil 3aTparuBaeT Bce cepbl KHU3HU
oOmiecTBa. 3HAYHTENFHOE YUCIIO COBPEMEHHBIX TOCYIAPCTBEHHBIX M YaCTHBIX MPEANPUSATHHA HCHOIB3YIOT €ro UL
YIpaBJICHUS MPOU3BOACTBEHHBIMH MPOIECCAMHU, TOICPIKKH TPUHITHS PEIICHUH, TONCKa HEOOXOAMMBIX NTAHHBIX U
T.1. Hapsimy ¢ 3TuM yBennmyuBaeTcsi KOJIHYECTBO ysI3BUMOCTel u yrpo3 VC, a 3HauuT, BO3HHKAET HEOOXOAUMOCTH B
CICIHATH3UPOBAHHBIX CPEICTBAX OE30MACHOCTH [UISI OOECHEYEHUs] HX HOPMATbHOTO (YHKIMOHUPOBAHHS H
npenoTBpalleHus: BTopxkeHui. ClielyeT OTMETUTh, YTO OJJHO U3 aKTyalbHbIX HANPaBICHUH, KOTOPOE aKTUBHO pPa3BU-
BaeTcs B cpepe HHPOPMAIMOHHOW OE30MACHOCTH, CBSI3aHO C MUCIIOJIF30BAaHHEM MEIOHOCHBIX TOPIIOYKOB (BUPTYAaih-
HBIX TIPUMAHOK, OHJIAWH-JIOBYIICK). L{enbro paboThl TAaKUX MPUMAaHOK SBJISIETCS aTaka WM CKAaHUPOBAHUE HEaBTOPH-
30BaHHO# cropoHnoii (YHII) ¢ 1enpio u3ydeHns: CTpaTeruy 3allluThl, OMPEACIICHHs JHaa3oHa UX CPEACTB, C TOMO-
B0 KOTOPBIX MOTYT MPOBOJIUTHCS aTaKd Ha pealibHble 00BEKTHI Oe3omacHocTH. Honeypot W METOMbI, UCIIONB3Y-
eMBbIe JUIS UX pealiu3alliy, Pa3IndHbl, HAIIPUMEp, 3TO CIICIUATBHO pa3pa0dOTaHHAs MHTETPUPOBAHHAS CETh FUTH OJIH
€IMHCTBEHHBIH SMYJIMPYEMBbIl CETEeBOW CEpBHUC, OCHOBHOM 3a/adeil KOTOPOTro SBJSETCS NpUBJICUCHHE BHUMAaHUS
UNP [1]. ITosTomMy BBIOOp KpUTEpHEB AJisi ompeieiicHus Hanbolee 3((GEKTHBHBIX MEIOHOCOB U HMX JaNbHEHIIas
Kiaccu(UKaIus SBISETCS aKTyadbHOM 3a1auei.

KiaroueBble ciioBa: kinaccuuKanusi NPUMAHOK, KIACCU(PHUKAIMSI OHIANH-JOBYIICK, BUPTYyaJbHbIC
MPUMAHKH, HEUYCTKUE CTAHIApTHl, METOA (OPMHUPOBAHUS S3BIKOBBIX CTAHIAPTOB, CHUCTEMBI OOHAPYKCHHS
BTOP2KEHUII.
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