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RISK MANAGEMENT, AUDIT AND INTERNAL CONTROL

Abstract. Micro and micro risk management has become more relevant in recentyears due to increased turbu-
lence in the markets and global financial instability. Acceleration of technology-related innovation processes also
makes a definite contribution to increasing relevance of the topic. The pace of production processes and the speed of
management decision-making are increasing. Company risk management can be vividlycompared to a brake gear of
racecar. The task of effective risk management system is not about slowing down the pace, but rather ensuring safety
in tight bends.
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Introduction. The article serves to board of directors (the board) of national companies. It is no
secret that extensive professional knowledge in this area requires special education and subject know-
ledge, varying greatly within subject and industry specifics. Understanding the general principles of risk
management allows decision makers to address risk management topic properly and undertake right steps
establishing a supervisory system to ensure competent risk management.

Methods. The article provides a general understanding of risk management, describes the role of
individual management bodies in national companies, defines the main elements of a risk management
system (RMS) and describes the phased actions of the board.

Results. Whatever risk management approach the board takes the most important is to form a proper
control environment of the risk management culture, establish appropriate risk assessment procedures and
provide support for control processes ensuring reasonable confidence in achieving company goals. The
board (including non-executive and independent directors) takes ultimate responsibility for monitoring
company's risks and prioritising resources of risk management.

1. Effective Risk Management. All companies face uncertainty at different stages of their develop-
ment. This can be financial market fluctuations, changes in key resource value, new competition and
political changes. These events may have both positive and negative effect on company development.
Company success depends largely on the ability of its leadership to use the emerging opportunities, tur-
ning them into an advantage, and, at the same time, ensuring the viability and long-term business growth.

Any company is committed to creating value for shareholders and key stakeholders. However,
companies inevitably face uncertainty setting strategic goals. The main challenge for the management is to
achieve an optimal balance between the growth rate of shareholder value and risks.

This type of uncertainty generally contains both risks of value loss and opportunities for value crea-
tion. A company achieves value maximisation by maintaining optimal balance between growth rates,
profitability and associated risks.

These qualities of RMS help a company management to achieve strategic goals and the desired level
of profitability and prevent losses. RMS also should ensure effective accountability and compliance with
laws and regulations and prevent damage to the company reputation.

Risk management is generally defined as the measures of identifying and assessing potential threats
to a company’s capital undertaken by the board, management and employees of the company in order to
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maintain an acceptable level of risk appetite and to ensure reasonable confidence in achieving company
goals.

2. The Role of Management Bodies in RMS. Well-developed organisations have their risk mana-
gement naturally built in the decision-making system at all levels, from the board all the way to low-level
employee.

Following the best practice, the board determines principles and approaches to the organisation of
risk management and internal control systems, approves the management policy, exercises control over
the risk management and internal control system.

The Corporate Governance Code emphasises the need to achieve a balance between risk and pro-
fitability for the society as a whole, while complying with the legislation, the requirements of internal
documents and the company charter, the development of adequate incentives for the company executive
bodies, its structural department and individual employees. The code recommends the board to analyse
and assess the risk management and internal control systems at least once a year. The analysis should be
based on both management reports and internal and external audit reports. Some companies invite inde-
pendent external consultants periodically (once every three years) to evaluate the risk management and
internal control systems.

According to the Code, the board takes responsibilities for controlling risk disclosure and the role of
the board in risk management and internal control.

The Principles of Corporate Governance emphasise the role of the board in determining risk mana-
gement policies, approving risk appetite, and controlling risk disclosure.

An area of growing importance to the board that is closely related to corporate strategy is risk policy.
The policy determines the types and degree of risk that the company is ready to accept to achieve its goals.
Thus, it is crucial for management that must manage risks in order to maintain the desired risk profile of
the company.

The board is responsible for ensuring the accuracy of company accounting and financial reporting
systems, conducting independent audits and internal control systems, including risk management, financial
and operational control systems, and compliance with legal requirements and relevant standards.

The board should also ensure proper oversight by the executive management. However, the board
takes ultimate responsibility for ensuring the accuracy of the accounting and financial reporting systems.
In some countries the chairperson of the board shall provide a report on the internal control system.

Financial information users and market participants want to be informed about significant risks that
are reasonably amenable to forecasting.

Some companies create a separate risk management committee of the board. Basel Committee on
Banking Supervision strongly recommends establishing such a committee in the large financial insti-
tutions. The committee can work together with company management, analysing key risk factors, iden-
tifying risk concentration scenarios, giving a more accurate risk assessment. Although the committee can
be very useful in the assessment process, it should not be a substitute for the board, which should
understand and feel the most significant risks for the company. If there is not a special risk committee of
the board, the audit committee shall perform the risk management functions.

The risk management committee shall:

— Supervise the quality, efficiency and objectivity of control systems and the risk management and
effectiveness of established risk management policies and strategies;

— Overview the culture, philosophy and strategy of risk management and establishment of policies,
risk management procedures and requirements for risk notification used in the management and risk
notification;

— Review information on the most significant risks and actions undertaken by management and
department to control these risks within acceptable limits;

— Ensure compliance with risk policies and the overall risk profile;

— Receive and review reports from any risk assessment group, including the risk management
committee and the internal audit service.

The company executive management is primarily responsible for establishing and functioning of the
effective risk management and internal control system. At the same time, the relevant procedures should
provide for timely notification of significant shortcomings in the internal control system.
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Some companies establish the risk management committee under executive board. The committee is
accountable to executive board and operates under the authority granted by the board. Committee within
its competence provide advice to executive board.

The risk committee of executive board may perform the following:

1. Assist identifying significant risks by:

— submitting any material risks for consideration identified during the past assessment periods;

— considering any internal or external circumstances that may increase the risk or cause new risks.

2. Manage the work on periodic risk assessment by:

— identifying participants in the risk assessment process;

— ensuring that a risk assessment is carried out at least once a year or when significant changes in
external or internal factors occur;

— analyse risk assessment results to identify areas of high risk, significant concentrations of asso-
ciated risks and any deviations in results that may require further study or analysis;

— prepare reports on risk assessment results for the audit committee of the board.

3. Analyze, prioritize, and approve risk mitigation strategies by:

— analysing risk management reports and identifying areas requiring risk mitigation strategies;

— providing relevant assistance in developing measures or action plans to reduce unacceptable risks;

— analyse and / or develop risk mitigation options to control significant risks;

— approve those projects that are necessary for the implementation of risk reduction measures.

4. Monitor the implementation of risk mitigation measures by:

—receiving reports and follow-up requests for the implementation of a risk mitigation plan;

— providing recommendations for the modification and adaptation of the risk management process to
ensure compliance with the requirements of the board and management.

Some companies (typically large ones) establish a risk management department. The risk manage-
ment department can:

— organise the work of a risk management unit;

— create action plan for RMS annually;

— control the implementation of internal risk management documents by the company departments;

— control the process of identifying risks / organise the process of identifying the risks (identifying
risks and creating a registry and identifying and registering new risks);

— form proposals assigning risk owners;

— control annual update of the risk register and risk map;

— make proposals to the audit/risk committee regarding the level of acceptable risk appetite;

— monitor the implementation of the identified risks assessment / implement risk assessment process
with company experts.

There is also a practice of appointing so-called risk leaders. The risk leader acts as a risk management
coordinator within each company department which is identified as a participant in the risk assessment
process. Risk leaders do not have to be the leaders of their departments. They are usually appointed from
among the heads of these departments. Risk leaders must fully understand the activities, processes and
personnel of department, be able to organise projects and manage them. If the risk leader is not the head of
the department, once appointed one receives full support from the head of the relevant department.

Risk leaders perform or delegate and manage the following activities:

— coordinating with the department management;

— supporting the activities of the risk management committee;

— identifying and analysing department risks;

— drawing up reports on identified risks of a department;

— developing risk mitigating strategies, plans, measures etc.;

— monitoring and reporting to the risk management committee on implementation risk mitigating
strategies, plans, measures etc.

3. RMS Elements. Effective company risk management is not necessary to reassure sharcholders or
investors, but primarily to increase the likelihood of achieving company goals. Let us consider the ‘brick’
elements of effective RMS.
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Firstelement is a control environment, which is the general atmosphere and company attitude regar-
ding internal control. What do staff members think about the importance of control? Do they perceive the
internal audit service and regular inspections a necessary thing, or rather an “inevitable evil” that waste the
time? Do they consider honesty and transparency to be a requirement in their activities, or rather they
share the idea “innocent till proven guilty”?

The control environment is the foundation for the entire system of internal control and risk manage-
ment. The factors affecting the quality of the control environment are ethical principles, competence,
honesty of employees, ethics and management style, power and responsibility distribution, and attitude of
top management and the board to control issues. To establish an effective control environment the board
should:

— Form the culture projecting the right attitude to the internal control and risk management top-down.
If board members and the top management fail not follow the established principles, rules and procedures,
the employees will hardly ever follow them as well.

— Ensure that the principles and rules are clearly articulated and understood by company employees.
To this end, the board can initiate an internal survey, establish or revise internal documents like regula-
tions, procedures, code of ethics.

— Establish a transparent organisational structure and power and responsibility distribution in the
company.

The second element is a clear process for defining company objectives. In this regard, the board
should ask the following questions:

— Is vision, mission and priorities of the company defined clearly?

— Are the goals properly communicated to the employees?

— Are the goals and objectives of the company clear?

The third element is risk assessment. It provides for identifying and analysing events that can
possibly affect the achievement of company objectives. This is necessary to develop an adequate risk
response. Effective risk assessment assumes that company management and the board:

— Identify, assess internal and external factors that may adversely affect the achievement of the
company goals. The risks are usually assessed on the scale of "significance" (estimated amount of
potential financial damage) and "probability" (in points, categories or percentages).

— Establish acceptable levels of risk (risk appetite), which the company and its divisions can (should)
assume to achieve their goals (considering the strategy and shareholders' opinions).

— Develop relevant procedures and processes aimed at identifying and tracking changes and
controlling risks.

Generally, this is the stage when a company forms the risk register, that classifies risks into groups
(eg. by risk sources). What does a typical organization risk map look like today? What risk groups are the
boards of the largest companies facing?

There are multiple sources of strategic risks like political events, technological and social changes,
the macroeconomic situation, industrial changes, competition, etc.

Financial risks are, perhaps, the most common subject of discussion at the board meetings. How will
the change in interest rates affect business? What factors influence credit ratings? What is the financial
sustainability (debt to EBITDA ratio), is there enough cash flow to service the debt? What are the possible
threats to the company liquidity?

Operational risks can be associated with personnel, cost management, production capacity, suppliers
and contractors, quality inventory management, information technology, etc.

Compliance risks may be associated with compliance with regulatory requirements and changes in
legislation.

For several companies, the environment interaction risks, which may be caused by natural
phenomena or otherwise are beyond their control, are of great importance.

Most often, companies utilise an expert method to identify, classify, and assess risks. A company
usually choses experts from among the top management (eg. the risk committee of the board) or board
members. Another effective approach is to organisie the board independent discussion and assessment of
key risks, and then compare them with management's assessment. As a result of a joint discussion, the
board members produce a common understanding of the company's risk matrix. When all stakeholders
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provide their reasonable estimates, they compile and discuss the results to find out how different group
members assess the risks of the company and why.

Risk assessment should be completed annually. If some areas are highly exposed to specific risks,
their assessment should be done more often. If the board considers certain risks particularly significant, it
can monitor and reassess these risks at each board meeting. Thus, during the financial crisis, many
companies that were exposed to credit and investment risks carried out this activity.

Some companies create so-called “heat maps”, highlighting the most significant and probable risks
that requires increased attention of the board and senior management.

Determining company risk appetite is an important step. When establishing risk appetite, the board
should consider their own business judgment and additional factors:

— What stage of the life cycle is the company in? It is typical of start-ups to be more risky ventures
than of mature companies.

— Opinion of key stakeholders. Shareholders, lenders, bondholders, etc., may have a different opinion
about risk appetite. The board should consider their opinion when establishing risk appetite.

— Environmental factors. For example, an economy recession or a significant regulation change,
fundamental structural changes in the industry can significantly affect risk appetite.

There is a simple principle in establishing risk appetite — do not bite more than you can chew.
Companies of different industries and different life cycle stage can formulate the risk appetite quantita-
tively (the sum of potential losses, limit values or coefficient corridors, etc.) or qualitatively (description).
For example:

— capital adequacy to cover damage of a certain level;

— range for debt coverage (debt / EBITDA);

— solvency i.e. the company must be able to fulfil its obligations;

— income structure i.e. the company considers critical the loss of more than a certain percentage of
income or wants to establish a maximum percentage of income depending on one or several large custo-
mers.

The fourth element is a risk-response development that involves developing a strategy for responding
to each identified risk. Basic risk-response strategies usually involve:

— Risk avoidance. The company decides not to start or stop projects or activities that lead to a risk
that goes beyond the risk appetite.

— Risk minimisation. The company takes measures to reduce the impact or probability of risk by
developing and implementing an appropriate strategy, action plan, and relevant control procedures. In this
case, several companies also estimate the level of residual risk — risk after applying control procedures and
risk reduction measures.

— Risk acceptance. The company decides that minimising risk is not feasible or economically viable,
and the benefits derived from projects, procedures or activities are worth the accepted risk.

— Risk transfer. The company shares possible losses or benefits from a risk with other party.

Managers and / other key company positions related to risk management activities take the
responsibility for the development of measures for managing priority risks.

The board shall exercise control over the implementation of key risk management measures, while
the management shall control the risks of the “yellow” and “green” zones ensuring adequate control
procedures for managing all risks.

Thus, the next important element of RMS are control procedures that ensure acceptable range for the
risks. The board shall do the following to exercise adequate control:

1. Create the necessary infrastructure to ensure the effectiveness of control procedures:

— control procedures are implemented at all levels of management;

— control measures are built into daily routine;

— adequate separation of duties and absence of conflicts of interest in operation.

2. Ensure periodic company checks on the compliance with the established policies and procedures
for all areas of activities.

3. Ensure adequacy, completeness and accuracy of financial and management reporting, information
at all levels of management.

4. Ensure compliance with the legislation.
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There are several forms of control procedures: preliminary control, current control, follow-up control.

Preliminary controls may include:

— appointing a responsible officer;

— setting quality standards;

— establishing strict procedures for tender and commercial proposals of calculating the cost of con-
struction;

— creating the management accounting and reporting system.

Current control may include:

— verifying materials and goods as they progress through the production process;

— ensure feedback of production and responsible persons on the implementation of planned indicators
for a shift, day, month, quarter, year;

— ensure feedback to employees on quality indicators during the production process;

— creating a business performance assessment system;

— monitoring key performance indicators.

Follow-up control may include:

— ensuring quality control of finished products and services by quality service to determine the
amount of flaw;

— assessing production volumes to determine the bonus for a department for implementing key per-
formance indicators (KPIs) and targets.

—

Identifying risk factors

a) Survey for top management
b) "Brainstorming" with experts
c) Personnel questionnaire

e

II. Risk assessment. Measurement system development
(absolute, relative, conventional units of measurement)

e T we |

III. Developing risk reduction measures
Transfer Localisation Distribution Compensation

Risk Management Technology.
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An adequate monitoring system is also a necessary element of effective RMS. The board may initiate
creating an early warning system — a system of key risk indicators that signal the upcoming risk events.
Each company has its own set of risks, but there are some common elements:

— excessive self-confidence of the higher management;

— changes in accounting rules or statements that improve the picture;

— reduction of work efficiency and change in the cash flow structure in favour of one-time sources;

— outpacing growth of costs (especially overhead costs) in relation to revenues;

— negative reports of financial analysts, rating agencies, negative reactions of investors to the
company results;

—unwillingness of creditors to provide additional financing;

— high staff turnover, including managerial;

— strange and unexpected actions of competitors (eg. withdrawal of investments or atypical invest-
ments);

— public sentiment, which can stimulate the actions of regulators;

— tangible customer dissatisfaction;

— substantial criticism in the media (monitoring of so-called websites of disgruntled employees or
customers may be useful);

— unreasonably high activity in merging and acquisitioning.

Each company chooses its own path, which is optimal at this stage of development. At the same time,
figure displays one of the options for risk management technology.

For effective monitoring, the board can take advantage of its extensive control toolkit. Each company
uses several processes to obtain information about its activities and market conditions. Generally, this data
gathering allows for early warning signals of a possible crisis.

Thus, adequate information and communication is also a necessary element of effective RMS.
Relevant information should be collected, analysed and provided in time to company management for
decision making.

The information from the following sources shall be analysed and used in strategic decision-making:

1. Reports of external auditors. Audit reports, especially the so-called letters of the auditors to the
management of the company. The external auditors voice their conclusions and results that go beyond a
simple verification of figures, which can be very informative. It is important for the board to communicate
with external auditors directly and study their findings. The external auditors shall be appointed by the
board of directors, not by the executive board to ensure their independence and critical point of view [20].

2. Reports of internal auditors and compliance reports. They can draw the board’s attention to
dangerous trends in operating activities (rather than individual incidents) that can put the company at
significant risk (eg. systematic fraud in the form of a growing gap between the book value and the actual
value of goods in stock) [21].

3. Reports of regulatory actions that track company problems with regulatory compliance or issues
related to compliance with established rules (eg. fines for breach of safety standards by the BP’s
Deepwater Horizon oil platform were well above the industry average even before the rig accident).

4. Reports on industry trends. Industry trends (ascending and descending) can often be tracked even
before they affect a company, which makes it possible to take the necessary precautions and avoid both
excess and insufficient capacity problems.

4. Implementation of RMS

The level RMS depends certainly on company size, industry, development stage, etc. Here are
general stages of introducing RMS:

1. Appointing a responsible person (risk manager) for system management;

2. Developing risk maps, models and risk indicators, approving the level of risk appetite by the board;

3. Introducing regulations for risk monitoring and identification within the approved control
procedure;

4. Developing a mechanism for registering and accounting values of risk indicators in the company
databases.

5. Establishing a system of staff motivation, considering the risk they assume.
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6. Creating documentary reports on current values of risk indicators for company management and
employees responsible for that.

7. Regular hearing of reports by top management on the actual values of risk indicators and
monitoring their location within the established standards.

The board is responsible for the long-term company development. Therefore, monitoring the
existence and efficiency of RMS is one of the most important priorities of the board. Based on the
specifics of the business and its priorities, the board can develop various requirements for RMS.
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TOYEKEJIEPI BACKAPY, AYIUT
"KOHE IIIKI BAKBLJIAY

Annotanusi. COHFBI KBUIIAPHl TOYEKeIAepai 0acKapy TakKbIPBIOBI ©3€KTi OOJBIN OTHIP, OYJI HApBIKTapHarsl
TypOYJEHTTUTIK TIeH >KahaHABIK Kap KBUIBIK TYPAKCBHI3ABIKTHIH ©CyiHe OailmaHBICTHI. TeXHOIOTHAOaFkl MHHOBAIIHS-
JBIK TIPOTIECTEPI JKEACIIETY 1€ TaKbIPHINITHIH ©3EKTUIIrH apTThIpyFa HAKTHI Yec KOcaasl. OMipaiH KapKbIHBI MEH
mIenriM KaOpIiiay KeUIIAMIBIFEL apThI Keneni. KoMmanusgarer Toyekennepai 0ackapy pesiiH KepceTy YIIiH Keleci
CaNIBICTHIPY/IBI MakaaHa ajachl3. EH KbUIIaM MallWHAIap €H KAKCHl )KOHE €H CEHIMII TeXerimTepMeH KaOIpIk-
TanFansl 6enrin. Ockiiaiima, Toyekenaepai 6ackapyAblH THIMAL )KYHECiHIH MiHAETi KO3FaJIBICTH O9CEHAETIeY eMec,
Kepicinme, KypT OyppUIBICTapAa Kayilnci3AikTi KaMTaMackl3 €Ty OObIT TaOblIaabl.

Tyiiin ce3nep: Toyekenaepi 6ackapy, ToyeKkenaep i 0ackapy, ayauT, iliki Oakpuiay.
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YIIPABJIEHUE PUCKAMMU, AYJUT
U BHYTPEHHUI KOHTPO.Ib

AnHoTtanus. Tema ympaBieHHs pUCKaMH Ha MMKpPO- M MaKpPOYpPOBHSAX B IIOCIEIHHE TOIbl CTAHOBUTCS
aKTyaJlbHeH, 3TO CBSI3aHO C IOBBIIIEHHOW TYpOYJEHTHOCTHIO Ha pPhIHKAX M MHUPOBOH (PUHAHCOBOH HECTAOWJIb-
HocThI0. CBOM OnpeieNIeHHBIH BKJIAJ B MOBBILICHNE aKTYalbHOCTH TEMBI BHOCUT TaKXKe YCKOPEHHE NHHOBAIMOHHBIX
MPOLECCOB B TEXHONOTUAX. TeMI MPOU3BOACTBEHHBIX MPOLECCOB U CKOPOCTh MPUHATHS YIIPABICHUECKUX PEIICHUI
HapacraeT. YToObl NpOMJUIIOCTPHPOBATH POJIb YNPABICHUS PUCKAMHU B KOMIIAHWH, MOKHO HCIIOJIB30BaTh Cle-
qytomiee cpaBHeHHe. M3BecTHO, 4TO camble OBICTpBIE aBTOMOOWINM CHAOXEHBI CaMbIMHU JIYYLIMMH W HAJCKHBIMU
TopMo3aMH. Tak, 3a1a4a 3((EKTHBHON CUCTEMBI yNPABICHUS PUCKAaMH — HE 3aTOPMO3HTH JBIDKCHHUE, a, HA000pOT,
obecreduTh 0e30MacHOCTh Ha KPYTHIX TOBOPOTAX.

KuoueBble cj10Ba: pUCK MEHEIKMEHT, YIIPABICHUE PUCKAMH, ayIUT, BHYTPEHHUI KOHTPOIIb.
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