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NAS RK is pleased to announce that Bulletin of NAS RK scientific journal has been 

accepted for indexing in the Emerging Sources Citation Index, a new edition of Web of Science. 
Content in this index is under consideration by Clarivate Analytics to be accepted in the Science 
Citation Index Expanded, the Social Sciences Citation Index, and the Arts & Humanities Citation 
Index. The quality and depth of content Web of Science offers to researchers, authors, 
publishers, and institutions sets it apart from other research databases. The inclusion of Bulletin 
of NAS RK in the Emerging Sources Citation Index demonstrates our dedication to providing the 
most relevant and influential multidiscipline content to our community. 

 
 
Қазақстан Республикасы Ұлттық ғылым академиясы "ҚР ҰҒА Хабаршысы" ғылыми журна-

лының Web of Science-тің жаңаланған нұсқасы Emerging Sources Citation Index-те индекстелуге 
қабылданғанын хабарлайды. Бұл индекстелу барысында Clarivate Analytics компаниясы журналды 
одан әрі the Science Citation Index Expanded, the Social Sciences Citation Index және the Arts & 
Humanities Citation Index-ке қабылдау мәселесін қарастыруда. Web of Science зерттеушілер, 
авторлар, баспашылар мен мекемелерге контент тереңдігі мен сапасын ұсынады. ҚР ҰҒА 
Хабаршысының Emerging Sources Citation Index-ке енуі біздің қоғамдастық үшін ең өзекті және 
беделді мультидисциплинарлы контентке адалдығымызды білдіреді.  

 
 
НАН РК сообщает, что научный журнал «Вестник НАН РК» был принят для индексирования 

в Emerging Sources Citation Index, обновленной версии Web of Science. Содержание в этом индек-
сировании находится в стадии рассмотрения компанией Clarivate Analytics для дальнейшего 
принятия журнала в the Science Citation Index Expanded, the Social Sciences Citation Index и the Arts 
& Humanities Citation Index. Web of Science предлагает качество и глубину контента для 
исследователей, авторов, издателей и учреждений. Включение Вестника НАН РК в Emerging 
Sources Citation Index демонстрирует нашу приверженность к наиболее актуальному и 
влиятельному мультидисциплинарному контенту для нашего сообщества. 
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ALGORITHMIC AND SOFTWARE SUPPORT  
FOR THE FORMATION OF PARAMETER STANDARDS  

FOR THE CYBER ATTACKS DETECTION SYSTEMS 
 

Abstract. The vast majority of intrusion detection systems are becoming an integral part of the protection of 
any network security, they are used to monitor suspicious activity in the system and to detect the attacking actions of 
unauthorized side. Activation of cyber attacks initiates the creation of special technical solutions that can remain 
effective when new or modified types of cyber threats appear with unidentified or indistinctly defined properties. 
Most of these systems are aimed at identifying suspicious activity or interfering to the network in order to take 
adequate measures to prevent cyber attacks. Actual intrusion detection systems are those that are focused on 
identifying anomalous states but they have several disadvantages. More effective are expert approaches based on the 
use of knowledge and experience of specialists of the relevant subject area. Creation of technical solutions and 
special tools (for example, software for attack detection systems, which allow to detect previously unknown cyber 
attacks by monitoring the current state of indistinct parameters in a weakly formalized environment), based on expert 
approaches, is a promising area of research. Based on the well-known cyber attack detection system, which is based 
on an anomaly detection methodology (generated by cyber attacks) and a variety of relevant methods and models of 
the proposed software, which, due to the basic algorithm and a set of developed procedures (coordinate grid confi-
guration; initialization of values based on a set of databases data and modules; graphical formation of parameters; 
search for common points according to the basic rules and graphical interpretation of the result) allow to automate 
the parameter standards formation process for modern intrusion detection systems and to reflect the results of the 
detection of anomalous state in a predetermined time interval. 

Keywords: attacks; cyber attacks; anomalies; intrusion detection systems; attack detection systems; cyber 
attack detection systems; detection of anomalies in information systems. 

 
1. Algorithmic and software support for cyber attack detection systems. According to the 

proposed structural solution of CPS which is based on CSFM, which is based on CMAS and the methods 
of ESFM and DEFM we construct and conduct an experimental research of algorithmic and software 
support for the formation of parameters standards for anomalies detection systems. [1, 2]), Such software 
operates on the basis of the basic algorithm System_level_Click algorithm (figure 1.1), combining a set of 
the following predefined processes (procedures):  

* Coordinate_axes (construction of a coordinate grid); 
* Convert_List (initialization of values based on CDB and EDB and IVFM. According to the 

structure of CPS, there are determined coordinates of standart and current LF in mi-measured parametric 
subtool figure 1.1) [3, 4]; 
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* Graph_Build (graphical formation of parameters, for example, = = and = = and their reflections on 
the Canvas object according to step 3 [1]; 

* Crossing (IntersectionPoint and GetPoint procedures implementation and the reflection of the 
current state of the system in accordance with the basic rules in the detection environment) 

* Rect_Area (two-dimensional support areas are created in accordance with the specified rules that 
come from the PDB which are formed on the basis of parametric sub-tools and are used to identify cyber 
attacks of various dimensions) [20, 21]); 

* Line_point_Area reflects the common points of the design lines of the standard and current LF, for 
example, for parameters = = and = in a 2-dimensional parametric sub-environment. 

Let consider the principle of operation of the main algorithm System_level_Click (figure 1.3), which 
integrates the specified procedures in order to create a complete list of graphical components necessary for 
the effective detection of an anomalous state in information systems [20]. 

 

 
 

Figure 1.1 – Basic algorithm System_level_Click 
 

At the beginning of the computational process (figure 1.3, vertex 1) there are initialized the necessary 
console characteristics. 

Further (figure 1.3, vertex 2-3 and 4-5), respectively, we obtain in the cycles the initial data from the 
EDB [31], for example, for the NSС and NPSA parameters. Next (figure 1.2, vertex 6-7) there are formed 
sets of order of parameter matching. Next (figure 1.3, vertex 8) there is implemented a predefined process 
(class Coordinate_axes), according to which the procedure Main_coordinate_axes is executed (figure 1.4), 
performing sequential processing of three graduation programs [10, 14]: 

* Grid_coordinates (responsible for the creation of a scalable coordinate grid); 
* Graduation_axes (responsible for marking axes and graduation intervals in the scalable area); 
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* Drawing_axes (responsible for the creation of axes to display the required parameters, for example, 
= = and = = in 2-dimensional parametric environment (Further, according to the structure of CPS there is 
determined the amount of data (count_cord1 and count_cord2) in EDB for each of the parameters, for 
example, = = and = 

 

 
 

Figure 1.2 – Algorithm Main_coordinate_axes 
 

 
 

Figure 1.3 – Algorithm of Convert_List implementation 
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At the next stage (vertices 10 and 11) there is called the procedure Convert_List which allows to 
receive data from the tables with specified parameters according to, for example, NSC and NPSA, which 
are converted into the necessary form in order to create graphical images of the specified parameters, for 
example, = = and = = in a 2-dimensional parametric environment. 

The process of converting data consists of two stages. The first, according to the step 4, determines 
the interval to which the vertex of the graphical image of the current LF belongs in mi-dimensional 
parametric environment . 

This is necessary for the search for common points of graphical images of the standard and current 
LF, since these points must lie within the same limits with the vertex of any of the parameters. 

The second one converts standard and current LF, which are in the EDB and IVFM, into values 
corresponding to the Canvas coordinate system. This procedure returns a list of convertible LF values and 
boundaries, which can contain common points of the graphical image of the current state, for example, for 
the parameters. 

The obtained data are necessary for the construction of projections and common points of graphical 
images according to the specified parameters of NSC and NPSA. 

Further (figure 1.4, vertices 12-13) there is called the Graph_Build procedure (figure 1.5, 1.6), on the 
basis of the EDB and IVFM, it allows to create graphical images of the standard and current LF. 

 

 
 

Figure 1.4 – Algorithm of Graph_Build implementation 
 

After the process of data converting from EDB, they are transferred to the Graph_Build program, 
which, recieves the list of converted data as an index to get the color and to change the Canvas graphical 
object for the basic values creation. Using the Main_figures there is created the object of the shapes class 
in the Graph_Build and then using the figures Draw_polyline is called and the data from the list is written 
to the array. Variations of colors and types of lines are also determined. Performing in the cycle of the 
specified sequence of actions is associated with the construction of graphical images and their legends (for 
example, "P", "OM", "M", "S", "B" and "V" for the parameters = = and = = (see figure 1.6) in a two-
dimensional parametric environment. 
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Figure 1.5 – The result of the procedure Graph_Build  
for the NSC parameter 

 
Figure 1.6 – The result of the procedure Graph_Build  

for the NPSA parameter 
 

 
 

Figure 1.7 – Algorithm of IntersectionPoint procedure implementation 
 

At the next stage (figure 1.1, vertex 14) there is created an object of the Crossing class and the 
Intersection Point procedure is called and is formed a list of coordinates of common points necessary to 
reflect the current state of the system. 
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Figure 1.8 –Algorithm of get point procedure implementation 
 
Obtained list and identifiers of standard LF with the help of Convert_List (figure 1.1, vertices 10-11) 

there are determined the parameters of identification of standard areas with the help of Draw_main_rect. 
[8, 9]. 

It should be noted that the Crossing class consists of two procedures: 
• IntersectionPoint (figure 1.9);  
• GetPoint (figure 1.10). 
The first Intersection Point procedure allows to obtain common points of graphical images 

(separately for each of the parameters), as well as with adjacent standard LF (see step 5 and 6). At the next 
stage (figure 1.3, vertex 14) there is created an object of the Crossing class and the Intersection Point 
procedure is called and is formed a list of coordinates of common points necessary to reflect the current 
state of the system. Obtained the list and identifiers of standard LF with the help of Convert_List (figu-             
re 1.1, vertices 10-11) there are determined the parameters of identification of support areas with the help 
of Draw_main_rect. It should be noted that the Crossing class consists of two procedures:  

• IntersectionPoint (figure 1.7);  
• GetPoint (figure 1.8). 
The first Intersection Point procedure allows to obtain common points of graphical images 

(separately for each of the parameters), as well as with adjacent standard LF. 
The second GetPoint procedure is responsible for obtaining the coordinates of the above-mentioned 

points, that is, for example, a pair of values  that characterize the component of the first graphical image 
and a pair of values of the second one. Further, all possible values for the selected component of the first 
graphical image are calculated relative to all possible components of the second one. The calculation is 
performed using Intersection_point, which defines the common points of the component for the given 
coordinates and returns to Get Point. 
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Next (figure 1.1, vertices 15-16) there is implemented the intersection_point class (in accordance 
with the functions of MARN and MDIT - see the CPS structure consisting of two Intersection_point 
procedures (figure 1.9) and Intersection_point_xy (figure 1.11). 

 

 
 

Figure 1.9 – Algorithm of Intersection_point procedure implementation 
 

 
 

Figure 1.10 – Algorithm of Intersection_point_xy procedure implementation 
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In turn, the first one is a constructor that receives data from GetPoint (figure 1.9) and determines the 
coefficients that are transmitted to the second –Intersection_point_xy, where common points are 
calculated and returned to GetPoint [4, 6]. 

At the next stage (figure 1.1, vertex 17) there is called the Rect_Area procedure (in accordance with 
the functions of PDB and MRA, see the CPS structure (figure 1.12), which is responsible for constructing 
basic two-dimensional areas and current state areas, and sequentially activates Draw_main_rect (figu-             
re 1.13) and Draw_Rect. The procedure Draw_main_rect is responsible for the construction of two-
dimensional standard areas, taking into account the rules on the basis of which the level of the anomalous 
state of the system will be determined. 

Depending on the obtained data on visualization, for example, parameters = = = and on the basis of 
common points of graphical images of standard LF and projections of linear components constructed 
using the class Draw_main_ object, we obtain the necessary standard areas. They are generated according 
to the above defined rules, therefore, the graphical image generates colored areas that reflect the level of 
the anomalous state of the system in the detection environment. 

 

 
 

Figure 1.11 – Algorithm of Rect_Area procedure implementation 
 

Next (figure 1.1, vertex 18) there is called the Line_point_Area subprogram (in accordance with the 
MB - see the structure of SPK 1 (figure 1.14) and on the Canvas graphical object using the 
Draw_main_object class, calling its procedures: Draw_main_point (figure 1.15); Draw_main_line (figu-  
re 1.16) - there are created projections of linear components and common points, both on the initial 
graphical images and on the final image of the current state. 
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Figur 1.12 – Algorithm of draw_main_rect procedure implementation  

 

 
 

Figure 1.13 – Algorithm of line_point_area procedure implementation  
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Figure 1.14 – Algorithm of Draw_main_point procedure implementation  
 

 
 

Figure 1.15 – Algorithm of Draw_main_point procedure implementation  
 

Also, during the construction of graphical elements in the Sys-tem_level_Click algorithm (figure 1.3) 
there are are used additional components, for example, the Main_figures class includes procedures: 
Draw_polyline (figure 1.19); Draw_point; Draw_Rect (figure 1.20), which respectively form linear 
components with various input characteristics of points on the graphical object Canvasі. After all the data 
has been received, System_level_Click creates the current state area (according to the MB functionality — 
see the SEC structure), which allows to visually assess the anomalous position in the system to make the 
necessary decision. 
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Figure 1.16 – An example of support areas creation in accordance with Draw_main_rect 
 

 
 

Figure 1.17 – Algorithm of Draw_polyline procedure implementation 
 

 
 

Figure 1.18 – Algorithm of draw_point and Draw_Rect procedures implementation 
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Figure 1.19 – An example of work on the formation of parameter standards (determination of the first current state of the system) 
 

In fact, the procedure generates the current block, for example, in the form of a red rectangular area, 
which interprets the anomaly in a 2-dimensional parametric NSC-NPSA environment generated by the 
corresponding attacking SP-environment at the moment of time. An example of work on the formation of 
parameter standards with various experimental data is shown on figures 1.20 and 1.21. 
 

 
 

Figure 1.20 – Example of work on the formation of parameter standards (determination of the second current state of the system) 



Bulletin the National academy of sciences of the Republic of Kazakhstan 
  

   18  

At the final stage (figure 1.2, vertex 19) there are used the printpreviewwindow and Print classes 
which are responsible for the creation of the report file and its preview. That is, the user, if necessary, at 
the time can initialize the print mode, which will create a preview file in the buffer memory (figure 1.22), 
which can be printed (figure 1.23) or saved in pdf format (figure 1.24). 

Experimental research and practical use of the proposed basis of the developed algorithmic 
support. Printing is initiated as a "system level", as a result of which the canvas graphical object is 
converted into the XAML file, the rest of the text, the report title and the rule (according to the 
functionality, see the structure of the SPC) generated using the standard FixedDocument class, which 
allows convenient to place the text in the report. 

The report file is transferred to the buffer memory, after which it can be viewed, changed print 
settings, and the like. 
 

 
 

1.21 The preview mode of the report 
 

 
 

Figure 1.22 – Document Print Selection Window 
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The report also displays the equal anomalous state of the system (including at the moment of time). 
Also, in the developed software there is used the Child Window module, which is responsible for the 

creation and editing of е
ijsТ~  і f

ijР~


 It is represented by a separate program window with a basic interface for 

performing the tasks created above. The data in the EDF can be modified and revised using the 
functionality of this module. 

 

 
 

Figure 1.23 – Example of printing a report in pdf format 
 

A similar procedure is implemented when the following buttons are activated: 
• add; 
• edit; 
• delete. 
Add a record (figure 1.24). 
With the help of the "Add Graph" window functionality, you can add data such as: 
• the name of the graphical image of the standard and current LF (selected using the ComboBox and 

the list of names) 
• the amount and initialization of coordinate values (using “+” adds/extracts a new pair of coordinates 

is implemented). 
 

 
 

Figure 1.24 – Add Reference Values Record Window 
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The editing process is similar to the adding process, since the basis of the work of these procedures is 
similar. Therefore, after using the “Edit” button in the main window, a corresponding window appears 
where, using the “Edit Graph Data” functionality, you can modify it. 

When you select the required line record to extract there is used the "delete" button, and the result is 
the extraction of data and its automatic update. 

 

 
 
 

 
 

Figure 1.25 – Marking the line of the necessary record and its removal 
 

Conclusions and statement of research objectives. Experimental research and practical use of the 
proposed software confirmed the formed theoretical positions, which became the basis of the developed 
algorithmic software. Therefore, the proposed software due to the basic algorithm and a set of developed 
procedures (construction of a coordinate grid; initialization of values based on a set of databases and 
modules; graphical formation of parameters; searching for common points according to basic rules and 
graphical interpretation of the result) [33, 34], automates the process of generating parameter standards for 
modern attack detection systems and reflects the results of the detection of an anomalous state in a given 
period of time. Also, the corresponding software can be used autonomously or, as an extender of the 
functionality of modern IDS. 
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Аннотация. Жұмыста шабуылды анықтау жүйелері үшін алдыңғы зерттеулерге шолу және талдау 

жүргізілді және кибер шабуылдарды табу жүйелері үшін параметрлер эталондарын қалыптастырудың 
алгоритмдік және бағдарламалық қамтамасыз ету үшін жүйеде күдікті белсенділікті мониторингілеу және 
тараптың шабуылдау әрекеттерін анықтау үшін пайдаланылады. Кибершабуылдарды анықталмаған немесе 
анық емес қасиеттері бар кибер қауіпсіздердің жаңа немесе модификацияланған түрлері пайда болған кезде 
тиімді болып қала алатын арнайы техникалық шешімдерді жасауға бастамашылық етеді. Мұндай жүйелердің 
көпшілігі кибер шабуылдардың алдын алу бойынша тиісті шаралар қабылдау үшін күдікті белсенділікті 
немесе желіге араласуды анықтауға бағытталған. Шабуылды анықтаудың өзекті жүйелері болып табылады, 
олар аномалды жағдайларды сәйкестендіруге бағытталған, бірақ олар бірқатар кемшіліктерге ие. Бұл тұр-
ғыда тиісті пән саласындағы мамандардың білімі мен тәжірибесін пайдалануға негізделген сараптамалық 
тәсілдер неғұрлым тиімді болып табылады. Сараптамалық тәсілдерге негізделген техникалық шешімдерді 
құру және арнайы құралдарды құру (мысалы, нашар қалыптасқан ортадағы анық Анықталған параметрлердің 
ағымдағы күйін бақылау арқылы бұрын белгісіз кибершабуылдарды анықтауға мүмкіндік беретін шабуыл-
дарды анықтау жүйелері үшін бағдарламалық қамтамасыз ету) зерттеулердің перспективалық бағыты болып 
табылады. Кибершабуылдарды анықтаудың белгілі жүйесі негізінде, ол ауытқуыды (кибершабуылдардан 
туған) және тиісті әдістер мен модельдердің көптігін анықтау әдістемесіне негізделген ұсынылған бағдарла-
малық қамтамасыз ету, ол базалық алгоритм және бірқатар әзірленген рәсімдер (координат торының кон-
структивті; деректер базасы мен модульдер жиынтығы негізінде шамаларды инициализациялау; графикалық 
қалыптастыру; негізгі ережелерге сәйкес жалпы нүктелерді іздестіру және нәтижені графикалық интерпре-
тациялау) шабуылдарды анықтаудың қазіргі заманғы жүйелері үшін өлшемдердің эталондарын қалыптас-
тыру процесін автоматтандыруға және берілген уақыт аралығында аномалды күйдің детекторлау нәти-
желерін көрсетуге мүмкіндік береді. 

Түйін сөздер: кибершабуылдар; аномалиялар; басып кіруді анықтау жүйелері; шабуылдарды анықтау 
жүйелері; кибершабуылдарды анықтау жүйелері; ақпараттық жүйелерде аномалияларды табу. 
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АЛГОРИТМИЧЕСКОЕ И ПРОГРАММНОЕ ОБЕСПЕЧЕНИЕ  
ФОРМИРОВАНИЯ ЭТАЛОНОВ ПАРАМЕТРОВ  
ДЛЯ СИСТЕМ ОБНАРУЖЕНИЯ КИБЕРАТАК 

 
Аннотация. В работе проведен обзор и анализ предшествующих исследований для систем обнаружения 

вторжений, алгоритмическое и программное обеспечение формирования эталонов параметров для систем 
обнаружения кибератак 

 Системы обнаружения вторжений становятся неотъемлемой частью защиты любой сетевой безопас-
ности, они используются для мониторинга подозрительной активности в системе и обнаружения атакующих 
действий неавторизованной стороны. Активизация кибератак иницирует создание специальных технических 
решений, способных оставаться эффективными при появлении новых или модифицированных видов кибер-
угроз с неустановленными или нечетко определенными свойствами. Большинство таких систем направлена 
на выявление подозрительной активности или вмешательства в сеть для принятия адекватных мер по 
предотвращению кибератак. Актуальными системами обнаружения вторжений являются те, которые 
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ориентированы на идентификацию аномальных состояний но они имеют ряд недостатков. Более эффективны 
в этом отношении являются экспертные подходы, основанные на использовании знаний и опыта специа-
листов соответствующей предметной области. Построение технических решений и создание специальных 
средств (например, программного обеспечения для систем обнаружения атак, позволяющих детектировать 
ранее неизвестные кибератаки путем контроля текущего состояния нечетко определенных параметров в 
слабоформализованной среде) основанных на экспертных подходах, является перспективным направлением 
исследований. На основе известной системы обнаружения кибератак, которая базируется на методологии 
выявления аномалий (порожденных кибератаками) и множества соответствующих методов и моделей пред-
ложенное программное обеспечение, которое, за счет базового алгоритма и ряда разработанных процедур 
(координатной сетки; инициализации величин на основе набора баз данных и модулей; графического 
формирования параметров; поиска общих точек согласно базовых правил и графической интерпретации 
результата) позволяет провести процесс формирования эталонов параметров для современных систем 
обнаружения атак и отражать результаты детектирования аномального состояния в заданный промежуток 
времени. 

Ключевые слова атаки; кибератаки; аномалии; системы обнаружения вторжений; системы обнаруже-
ния атак; системы обнаружения кибератак; обнаружение аномалий в информационных системах. 
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