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ALGORITHMIC AND SOFTWARE SUPPORT
FOR THE FORMATION OF PARAMETER STANDARDS
FOR THE CYBER ATTACKS DETECTION SYSTEMS

Abstract. The vast majority of intrusion detection systems are becoming an integral part of the protection of
any network security, they are used to monitor suspicious activity in the system and to detect the attacking actions of
unauthorized side. Activation of cyber attacks initiates the creation of special technical solutions that can remain
effective when new or modified types of cyber threats appear with unidentified or indistinctly defined properties.
Most of these systems are aimed at identifying suspicious activity or interfering to the network in order to take
adequate measures to prevent cyber attacks. Actual intrusion detection systems are those that are focused on
identifying anomalous states but they have several disadvantages. More effective are expert approaches based on the
use of knowledge and experience of specialists of the relevant subject area. Creation of technical solutions and
special tools (for example, software for attack detection systems, which allow to detect previously unknown cyber
attacks by monitoring the current state of indistinct parameters in a weakly formalized environment), based on expert
approaches, is a promising area of research. Based on the well-known cyber attack detection system, which is based
on an anomaly detection methodology (generated by cyber attacks) and a variety of relevant methods and models of
the proposed software, which, due to the basic algorithm and a set of developed procedures (coordinate grid confi-
guration; initialization of values based on a set of databases data and modules; graphical formation of parameters;
search for common points according to the basic rules and graphical interpretation of the result) allow to automate
the parameter standards formation process for modern intrusion detection systems and to reflect the results of the
detection of anomalous state in a predetermined time interval.

Keywords: attacks; cyber attacks; anomalies; intrusion detection systems; attack detection systems; cyber
attack detection systems; detection of anomalies in information systems.

1. Algorithmic and software support for cyber attack detection systems. According to the
proposed structural solution of CPS which is based on CSFM, which is based on CMAS and the methods
of ESFM and DEFM we construct and conduct an experimental research of algorithmic and software
support for the formation of parameters standards for anomalies detection systems. [1, 2]), Such software
operates on the basis of the basic algorithm System level Click algorithm (figure 1.1), combining a set of
the following predefined processes (procedures):

* Coordinate_axes (construction of a coordinate grid);

* Convert List (initialization of values based on CDB and EDB and IVFM. According to the
structure of CPS, there are determined coordinates of standart and current LF in mi-measured parametric
subtool figure 1.1) [3, 4];
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* Graph_Build (graphical formation of parameters, for example, = = and = = and their reflections on
the Canvas object according to step 3 [1];

* Crossing (IntersectionPoint and GetPoint procedures implementation and the reflection of the
current state of the system in accordance with the basic rules in the detection environment)

* Rect Area (two-dimensional support areas are created in accordance with the specified rules that
come from the PDB which are formed on the basis of parametric sub-tools and are used to identify cyber
attacks of various dimensions) [20, 21]);

* Line_point_Area reflects the common points of the design lines of the standard and current LF, for
example, for parameters = = and = in a 2-dimensional parametric sub-environment.

Let consider the principle of operation of the main algorithm System_level Click (figure 1.3), which
integrates the specified procedures in order to create a complete list of graphical components necessary for
the effective detection of an anomalous state in information systems [20].

.6—
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Figure 1.1 — Basic algorithm System_level Click

At the beginning of the computational process (figure 1.3, vertex 1) there are initialized the necessary
console characteristics.

Further (figure 1.3, vertex 2-3 and 4-5), respectively, we obtain in the cycles the initial data from the
EDB [31], for example, for the NSC and NPSA parameters. Next (figure 1.2, vertex 6-7) there are formed
sets of order of parameter matching. Next (figure 1.3, vertex 8) there is implemented a predefined process
(class Coordinate axes), according to which the procedure Main_coordinate axes is executed (figure 1.4),
performing sequential processing of three graduation programs [10, 14]:

* Grid_coordinates (responsible for the creation of a scalable coordinate grid);

* Graduation_axes (responsible for marking axes and graduation intervals in the scalable area);

— ] —
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* Drawing_axes (responsible for the creation of axes to display the required parameters, for example,
= = and = = in 2-dimensional parametric environment (Further, according to the structure of CPS there is
determined the amount of data (count cordl and count cord2) in EDB for each of the parameters, for

example, == and =
( START )— ——1 Main_coordinate axes ()

h 4

Grid N Drawing
coordinates axes

A 4 A 4
Graduation { STOP )

axes

Figure 1.2 — Algorithm Main_coordinate_axes
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Figure 1.3 — Algorithm of Convert List implementation
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At the next stage (vertices 10 and 11) there is called the procedure Convert List which allows to
receive data from the tables with specified parameters according to, for example, NSC and NPSA, which
are converted into the necessary form in order to create graphical images of the specified parameters, for
example, == and = = in a 2-dimensional parametric environment.

The process of converting data consists of two stages. The first, according to the step 4, determines
the interval to which the vertex of the graphical image of the current LF belongs in mi-dimensional
parametric environment .

This is necessary for the search for common points of graphical images of the standard and current
LF, since these points must lie within the same limits with the vertex of any of the parameters.

The second one converts standard and current LF, which are in the EDB and IVFM, into values
corresponding to the Canvas coordinate system. This procedure returns a list of convertible LF values and
boundaries, which can contain common points of the graphical image of the current state, for example, for
the parameters.

The obtained data are necessary for the construction of projections and common points of graphical
images according to the specified parameters of NSC and NPSA.

Further (figure 1.4, vertices 12-13) there is called the Graph Build procedure (figure 1.5, 1.6), on the
basis of the EDB and IVFM, it allows to create graphical images of the standard and current LF.
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Figure 1.4 — Algorithm of Graph Build implementation

After the process of data converting from EDB, they are transferred to the Graph Build program,
which, recieves the list of converted data as an index to get the color and to change the Canvas graphical
object for the basic values creation. Using the Main_figures there is created the object of the shapes class
in the Graph_Build and then using the figures Draw_polyline is called and the data from the list is written
to the array. Variations of colors and types of lines are also determined. Performing in the cycle of the
specified sequence of actions is associated with the construction of graphical images and their legends (for
example, "P", "OM", "M", "S", "B" and "V" for the parameters = = and = = (see figure 1.6) in a two-
dimensional parametric environment.
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Figure 1.5 — The result of the procedure Graph_Build Figure 1.6 — The result of the procedure Graph_Build
for the NSC parameter for the NPSA parameter
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Figure 1.7 — Algorithm of IntersectionPoint procedure implementation

At the next stage (figure 1.1, vertex 14) there is created an object of the Crossing class and the
Intersection Point procedure is called and is formed a list of coordinates of common points necessary to
reflect the current state of the system.
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G etPoint(list, ind ex1, index2,
lim, fla g)

str —»  str= String.Em pty;
xyl— xyl = listfindex1].Split(";");

xy2— xy2 = list[ind ex2].Split(";");

xlylx2,y2 [F—=————= 1

x2— x2=Conver.ToDouble(xyl[i+ 2]}
y2 = y2=Convert.ToDouble(xyl[i+ 3]);

& x1— x1=Convert.ToDouble(xyl[i]);
1 yl— yl=Convert.ToDouble(xyl[i+ 1]);

x3— x3 =ConvertToDouble(xy2[i]);
I | _ y3—= y3=ConvertToDouble(xy2[i+ 1])
x3,y3.x4,y4 x4 — x4 = Convert.ToDouble(xy2[i+ 2])
y4 — y4 =ConvertToDouble(xy2[i + 3])

str!
= string.
Em pt

str+= point.
Intersection_  |—
point_xy();

Figure 1.8 —Algorithm of get point procedure implementation

Obtained list and identifiers of standard LF with the help of Convert List (figure 1.1, vertices 10-11)
there are determined the parameters of identification of standard areas with the help of Draw_main_rect.
[8, 9].

It should be noted that the Crossing class consists of two procedures:

* IntersectionPoint (figure 1.9);

* GetPoint (figure 1.10).

The first Intersection Point procedure allows to obtain common points of graphical images
(separately for each of the parameters), as well as with adjacent standard LF (see step 5 and 6). At the next
stage (figure 1.3, vertex 14) there is created an object of the Crossing class and the Intersection Point
procedure is called and is formed a list of coordinates of common points necessary to reflect the current
state of the system. Obtained the list and identifiers of standard LF with the help of Convert List (figu-
re 1.1, vertices 10-11) there are determined the parameters of identification of support areas with the help
of Draw_main_rect. It should be noted that the Crossing class consists of two procedures:

* IntersectionPoint (figure 1.7);

*» GetPoint (figure 1.8).

The first Intersection Point procedure allows to obtain common points of graphical images
(separately for each of the parameters), as well as with adjacent standard LF.

The second GetPoint procedure is responsible for obtaining the coordinates of the above-mentioned
points, that is, for example, a pair of values that characterize the component of the first graphical image
and a pair of values of the second one. Further, all possible values for the selected component of the first
graphical image are calculated relative to all possible components of the second one. The calculation is
performed using Intersection_point, which defines the common points of the component for the given
coordinates and returns to Get Point.
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Next (figure 1.1, vertices 15-16) there is implemented the intersection_point class (in accordance
with the functions of MARN and MDIT - see the CPS structure consisting of two Intersection_point
procedures (figure 1.9) and Intersection point xy (figure 1.11).

GetPoint(list, index1, index2,
lim, fla g)

str—» str= String.Empty;
xyl— xyl = listlindex1]).8Sp lit(";");
xy2— xy2 = listlindex2].8plit(";");

alylazy2: F—————- '

x1— xl=Convert.ToDouble(xyl[i]);

- I yl—> yl=Convert.ToDouble(xyl[i+ L])
x2— x2=Convert.ToDouble(xyl[i+ 2])
¥2—= y2=Convert.ToDouble(xyl[i+ 3])

x3— x3 =Convert.ToDouble(xy2[i])

I _ y3— y3 =Convert.ToDouble(xy2[i+ 1]k
x3,y3.x4,y4 x4 = Convert.ToDouble(xy2[i + 2])
v4 = Convert.ToDouble(xy2[i+ 3%

str+= point.
Intersection_  |—
point_xy();

Figure 1.9 — Algorithm of Intersection_point procedure implementation

START ——‘I:Intcrsectmn point_xy ()

d = a[0]*b[1] - d1 = c[0]*b[1]
a[1]*b[0] 0 -c[1]*b[0]

2

d2 = a[0]*c[1]
; -a[1]*¢c[0]
¥

x=-dl/d
y = -d2/d+1

return
String.Em pty

a— !flg&& (y >Math.Min(y

1,y2) && y < Math.M ax(yl, y

0 ———==|2)) && (y > Math.Min(y3, y4)
& & y < Math.Max(y3, y4))

lim_left_p
<=x && lim_right p
s=x

Tim_left_
<=y & &lim_right
0 p>=y

Figure 1.10 — Algorithm of Intersection_point xy procedure implementation
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In turn, the first one is a constructor that receives data from GetPoint (figure 1.9) and determines the
coefficients that are transmitted to the second —Intersection point Xy, where common points are
calculated and returned to GetPoint [4, 6].

At the next stage (figure 1.1, vertex 17) there is called the Rect Area procedure (in accordance with
the functions of PDB and MRA, see the CPS structure (figure 1.12), which is responsible for constructing
basic two-dimensional areas and current state areas, and sequentially activates Draw_main_rect (figu-
re 1.13) and Draw_ Rect. The procedure Draw main rect is responsible for the construction of two-
dimensional standard areas, taking into account the rules on the basis of which the level of the anomalous
state of the system will be determined.

Depending on the obtained data on visualization, for example, parameters = = = and on the basis of
common points of graphical images of standard LF and projections of linear components constructed
using the class Draw_main_ object, we obtain the necessary standard areas. They are generated according
to the above defined rules, therefore, the graphical image generates colored areas that reflect the level of
the anomalous state of the system in the detection environment.

( ) __ 1 Rect_ Area(list pointl, list_ point2,
START {count_cordl.count_cordZ.gr)

pl_str= [

Function_ Sp lit 1

(list_pointl, 1);
' ¢

p2_str=
Function_Sp lit x = pl_str[2] x = pl_str[4]
(list_point2, 1);

l [ I

list_criterial = T
Function_Sp lit |
(list_pointl, 0); 4 1

shapes.Draw_Rect
(x2,yl, x - pl_str[0
I ¥ - p2_str[l].

Colors.Red, 0.3)

shapesDraw_Rect
(x1,yl.x -pl_str[0
Joy - p2_str1],
Colors.Red, 0.3)

shapes.Draw_Rect

(x1,yl,x -pl_ste[0
1.y - p2_str[l].

Colors.Red, 0.3)

l 2 |1ame_ig 1 =
list_criteria2 = Name_level_danger
Function_Sp lit y = p2_str[3] y = p2_str[5] (Ilst__crnerl_a], pl
(list_point2, 0); _str, list_pointl, 0)

L |
¢ name_grl =
i=0: x1 =pl_str[0]; Name_level _danger
‘ x2 = pl_str[2]; (list_criteria2, p2
CDudnztcor yl =p2_str[l]; _str, list_pointl, 0)
y2 = p2_str[3];
] N danger_level Text =
%Dﬂ”7 adn';e__a_*re]a Namearea(nam e_
{ ,gcslwlsdcnlf‘ 6‘5 s X1>x2 gr2 + name_grl)
o A & & yl=

. * o
gr.Height * 0.5 5); yv2

shapes.Draw_Rect

7 (x2,v2.x - pl_str[ 2
e e STOP
| Colors.Red, 0.3)
. . 1
v

Draw_main_rect Draw_main_rect Draw_main_rect
(list_criterial , (list_criterial, (list_criterial ,
list_criteria2, list_criteria2, colors, list_criteria2, colors,

colors, 1. 0,0,0) 0,1,0,2*(-1)) 0,0,1.0)

Figure 1.11 — Algorithm of Rect Area procedure implementation

Next (figure 1.1, vertex 18) there is called the Line point_Area subprogram (in accordance with the
MB - see the structure of SPK 1 (figure 1.14) and on the Canvas graphical object using the
Draw_main_object class, calling its procedures: Draw_main_point (figure 1.15); Draw_main_line (figu-
re 1.16) - there are created projections of linear components and common points, both on the initial
graphical images and on the final image of the current state.
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ART

y

cord=point_gr2

left limit_x
=gr.Width/2;

left limit_y = 0.55
* or Height;

right_lim it_x =
le ft_lim it_x + (8
* gr.Height) /21;

right_limit_y =
le ft_lim it_y + (8
* grHeight) /21;

cord =0

Y

Li+3]
- point_gr2[j + 1]

A

shapes.Draw
_Rect()

i=0;
point_grl.
Length - 3

r

shapes.Draw

_Rect()

—

shapes.Draw
_Rect()

STOP

Draw_main_rect{point_grl,
point_gr2,color, k0, k1, k2, j)

shapesDraw_Rect(left_limit_x,
left limit_y + k1 * {point_gr2[j
+ 1]) = left_limit_y + k2 *
(point_gr2[point_gr2.Length -2]
4 - left_limit_y), point_gri[0] -

left limit_x, k2 * (right_limit_y
-point_gr2[point_gr2. Length - 2
]y + k1 * cord+ kO * (point_gr2[
17 - left_lim it_y),
color[count++], 1);

shapes.Draw_Rect(point_grl[i].
left_limit_ y + k1 * (point_gr2[j
+ 1]« left_limit_y) + k2 *
(point_gr2[point gr2. Length -2
1) - left_limit_y). point_gri[i+ 2
1} - point_gri[i], k2 *
(right_limit_y -point_gr2
[point_gr2 Length - 2]) + k1 *
cord + kO * {point_gr2[1]-

left_limit_w). color[count++]. 1)

[ shapes.Draw_Rect(point_grl
[point_grl.Length - 3],
left_limit_y + k1 * (point_gr2[j
+ 1]=left_limit_y) + k2 *
(point_gr2[point_gr2. Length - 2]
left_limit_y), right_lim it_x -
point_gri[point_grl . Len gth - 3],
k2 * (right_limit_y -point_gr2
[point_gr2.Length - 2]) + k1 *
cord + kO * {point_gr2[1] -
left_limit_y), color[count], 1);

Figur 1.12 — Algorithm of draw_main_rect procedure implementation

ART

A

cord=point_gr2

left_limit_x
=gr.Width/2;

left limit. y =10.55
* or Height:

right_ lim it_x =
le ft_lim it_x + (8
* gr.Height) /21;

right_limit_y =
le ft_lim it_y + (8
*grHeight) /21;

Y

Li+3]
- point_gr2[j+ 1]

y

shapes.Draw
_Rect()

i=0;
point_grl.
Length -3

r

shapes.Draw

cord = 0

_Rect()

—

shapes.Draw
_Rect()

Draw_main_rect(point_grl,

shapes.Draw_Rect{left_limit_x,
left_limit_y + k1 * {(point_gr2[j
+ 1]) - left limit_y + k2 *
(point_gr2[point_gr2.Length - 2]
- left_limit_y), point_ gri[0] -
left_limit_x, k2 * (right_limit_y
-point_gr2[point_gr2.Length - 2
1Y+ k1l * cord+ kO * {point_gr2[
1] - left_limit_y).
colorfcount++], 1);

sha pes.Draw_Rect(point_gril[i].
left_limit_y + k1 * {point_gr2[j
+ 1] - left_limit_y) + k2 *
(point_gr2[point gr2.Length -2
1) - left_limit_y), point_gri[i+ 2
1) -point_gri[i], k2 *
(right_limit_y -point_gr2
[point_gr2.Length - 2]) + k1 *
cord + kO * {point_gr2[1] -

left_limit_y). color[countt+], 1);

[ shapes.Draw_Rect(point_grl
[point_grl.Length - 3],
left_limit_y + k1 * {point_gr2[j
+ 1] - left_limit_y) + k2 #
(point_gr2[point_gr2.Length - 2]
- left_limit_y), right_limit_x -
point_gri[point_grl . Length - 3],
k2 * (right_limit_y -point_gr2
[point_gr2.Length - 2]) + k1 *
cord + k0O * {point_gr2[1] -

STOP

left_limit_y). color[count], 1);

Figure 1.13 — Algorithm of line_point area procedure implementation

14 —

point_gr2, color, k0, k1, k2, j)
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Draw_main_point
( START F——1 (point_grl,

point_gr2, color)

i=0;
point_grl.
Length - 1

Draw_point(poin
tgr2[j+1]) -
2.5, point_grl[i])
- 2.5, color);

T

Figure 1.14 — Algorithm of Draw_main_point procedure implementation

C START )— == -_

A 4

const_coord_y
const_coord_x

Draw_main_line(point
_list, color, flag)

_const_coord_y = (0.55+10*
0.8/21) * main_canvas.Height;
const_coord x =

main canvas.Width * 0.5 + (8

i=0;
point list.
Length -1

flag == true

0

v

mass = new|[] {
point_list[i], point_list
[i+ 1], const_coord_x,
point_list[i+ 1] };

| * main_canvas.Height) /21;

STOP )

mass = new[] {
point_list[i], point_list
[i + 1], point_list[i],
const coord_y };

h 4

shapes.Draw_p
oint()
shapes.Drawpo
lyline()

shapes.Draw_point(point
Clist[i + 1]-2.5,

point list[i] - 2.5, color);
shapes.Draw_polyline(m
ass, 1, color, true);

Figure 1.15 — Algorithm of Draw_main_point procedure implementation

Also, during the construction of graphical elements in the Sys-tem_level Click algorithm (figure 1.3)
there are are used additional components, for example, the Main_figures class includes procedures:
Draw_polyline (figure 1.19); Draw_point; Draw Rect (figure 1.20), which respectively form linear
components with various input characteristics of points on the graphical object Canvasi. After all the data
has been received, System_level Click creates the current state area (according to the MB functionality —
see the SEC structure), which allows to visually assess the anomalous position in the system to make the

necessary decision.
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Figure 1.16 — An example of support areas creation in accordance with Draw_main_rect

( START }-- { Draw_polyline(ar, size, color, flag) polyline.StrokeTh

ickness = size;

polyline. l

i=0; Stroke = new o
arr.Length SolidColorBrush main_canvas.
(colon); Children.Add
1 (polyline);
A 4 v
polyline.Points. Ad StrokeDashArray =

F s new DoubleCollection
d(new Point(arr[i], (new doublef]{4*size, [ STOP
arr{i + 1])) 2%size})

Figure 1.17 — Algorithm of Draw_polyline procedure implementation

__ | Draw point(x, y, ——J Draw_Rect(x, y, a,
START {color) 2ok {b, color, pacity)

myEllipse = new Canvas.SetTop var rect=new Canvas.SetLeft
Ellipse(); ) (myEllipse, x); Rectangle(); _ (rect, x);
mySolidColorBrush = Canvas.SetLeft rect.Stroke = new Canvas.SetTop

new SolidC olorBrush();

(myEllipse, y); SolidColorBrush(color);] (rect, y);
! | I ‘

mySolidColorBrush. rect.Fill = new

£0t0c = color, main_canvas, SolidColorBrush main_canvas.

i Children. (colon;rect.Fill Children.

mySolkdColorhingh; Add(myEllipse); Opacity = opacity; Add(rect);

myE‘l;ipse = t.Width N

. rect. Wi

wim=s; | | ( STOP ) ~Math. Abs(a) ( STOP )

myEllipse. rect.Hei ght=Math.

Height = 5; Abs(b)

Figure 1.18 — Algorithm of draw_point and Draw_Rect procedures implementation

— 16 —
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Ef tporpasnmsit sonyas dopamp ITATOHOB DAP POB TIS CHCTEM OOHAPYEEHNS AHOMATHIT - m] X
"1
BxoTHBIe TAHHEIE 1M CHCTEMBI

Tun araxks | DDoS N

— OM
M 09 JIaHHEIE M0 MapaMeTpaM
c 08 Ilepeiit napaseTp KO L]
B o7 Heuerxoe yueno SHAYEHHE HEYETKOrO YHCIA P/X
— OB
08 P 0/0,55:0.3/0.6:1/0.66:0.2/0,98:0/0,98; il
o M 0/0,008:0,6/0,008;1/0,063;0.2/0,25;0/0,5;
' C 0/0,008:0.4/0.063:1/0.25:0,3/0.5:0/1:
04, |
i B 0/0,063:0.6/0.25:1/0.5:0,7/1:0/1;
03 OM 0,008/0;1/0,008:0,3/0,063;0/0,25;
02 H OB 0/0,25:0.6/0.5:1/1:0/1: v
01 [ \ ' Bropoit napaneTp | KMNOA -
HegeTxkoe 9neno  3HAYEHHE HEYSTKOTO YHOTA H/X
01 02 03 04 03 0f 07308 091 P 0/0,082:0.5/0.282:1/0.87:0.7/1:0/1:
1 09 08 07 06 05 04 03 02 01 M 0/0,01;1/0,001;0,2/0,1;0/1;
€ et - C 0/0,01;0,5/0,001;1/0.01:0.7/1:0/1;
— P -p---- B 0/0,01:0.5/0.1:1/0.8:0/1;
M [o]:3 0/0,25;0,6/0,5:1/1;0/1;
=
B
— OB I N N
EJNENE:
HeGaunre Fexaxrapouars Vaazmre

Ilage b MOHHTOPHEIA TeKYLIEIo COCTOAHHA CHCTEMBI

‘VpoBeHE AHOMAIBHOIO COCTOAHEA CHCTEMBL
n

‘ Vpoeens cucremsr ‘ ‘ Heuarn ‘

Figure 1.19 — An example of work on the formation of parameter standards (determination of the first current state of the system)

In fact, the procedure generates the current block, for example, in the form of a red rectangular area,
which interprets the anomaly in a 2-dimensional parametric NSC-NPSA environment generated by the
corresponding attacking SP-environment at the moment of time. An example of work on the formation of
parameter standards with various experimental data is shown on figures 1.20 and 1.21.

B Oporpasoiusiit Mo1v:16 GOPMUPOBARIS FTATOHOB NAPAMETPOB 115 CHCTEM obHAPYASNT AHoMATN - [m} x
I =—-

BxodHnie TAHHEIE T8 CHCTeMBL

— 1 Tun atakn  DDoS
{;M 09 Jammuie no napaseTpas
c 08 Hepuriit napasmerp Kon
B 07 Hewetkee ancno  JHA9SHHE HEWETKOTO THOEA W%
' 06 P 0/0,55:0,3/0.6:1/0,66:0,2,/0,98:0/0.98;
05 M 0,/0,008;0.6,0,008;1,0,063:0,2/0,25:0/0.5;
g C 0/0,008:0.4/0,063:1/0.25:0,3/0.5:0/1:
: B 0/0.063:0.6/0,25:1/0,5:0.7/1:0/1:
a3 oM 0,008,/0:1,/0,008:0,3/0.063:0/0.25;
02 - 0B 0/0.25:0.6/0.5:1/1:0/1:
o1 / . Bropoft napaserp | KNOA
H i 1 = Hewerxee @icno  IuavueHie He4eTROro quena P
of 02 of 04 03 0f o7 jog 08 i1 P 0/0.082:0.5/0,282:1/0.87:0.7/1:0/1:
09 08 07 O& 05 04 03 02 01 . M 0/0,01;1/0,001:0,2/0,1:0/1;
* H - C 0/0,01:0.5/0,001:1/0,01:0,7/1:0/1:
— P H [ 0/0.01:0.5/0.1:1/0,8:0/1:
M 0B 0/0.25:0.6/0.5:1/1:0/1;
C
B EHEB L
o8 [ L L L |
E
| esam

Yo |

Tanens MOHHTOPIHIA TEKVIUEI0 COCTORHNA CHCTEMEL

\-"pom AHOMANRHOMO COCTOAHIA CHCTEME
n

Vpouesn cucTeMLl ‘ | MenaTn ‘

Figure 1.20 — Example of work on the formation of parameter standards (determination of the second current state of the system)
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At the final stage (figure 1.2, vertex 19) there are used the printpreviewwindow and Print classes
which are responsible for the creation of the report file and its preview. That is, the user, if necessary, at
the time can initialize the print mode, which will create a preview file in the buffer memory (figure 1.22),

which can be printed (figure 1.23) or saved in pdf format (figure 1.24).

Experimental research and practical use of the proposed basis of the developed algorithmic
support. Printing is initiated as a "system level", as a result of which the canvas graphical object is
converted into the XAML file, the rest of the text, the report title and the rule (according to the
functionality, see the structure of the SPC) generated using the standard FixedDocument class, which

allows convenient to place the text in the report.

The report file is transferred to the buffer memory, after which it can be viewed, changed print

settings, and the like.

B PrintPreview\Window

)5 106 07 108 09 1

<« @ e = E B
OT1uer

P 1

M

c o9

B 08

OB o7
06
05
0e
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01 %

1 0g 08 07 06 05 04 03 02 01
; yau i
5 ,,,/, 03
04
05
06
57
LX)
09
:
Texynrii ypoBeHb YIPO3EL: EBH

1.21 The preview

F;Q Mewate
Obwwe

BriSepuTe npuHTER

[ Foxit Reader POF Printer
& Microsoft Print to POF
A Microsoft XPS Document Writer

£

Coctopnume:  ToToB
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KommeHTapuit:

uanasoH cTpaHnL

* Bee o
r
e [

mode of the report

M Otnpasute 8 OneMote 1¢

>
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=

Hrcno KonwiA:

-

1 22 3

Meuate |

OmaeHa |

Figure 1.22 — Document Print Selection Window
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The report also displays the equal anomalous state of the system (including at the moment of time).
Also, in the developed software there is used the Child Window module, which is responsible for the

creation and editing of Ty, i P ,jrf It is represented by a separate program window with a basic interface for

performing the tasks created above. The data in the EDF can be modified and revised using the
functionality of this module.

" Report.pdf - Adobe Acrobat Reader DC - =] x
®sin Mpaexa Nepernag Bixno  Josiaka
Nomawina cropivka  IHCTpyMeHTK Report.pdf = @ VYsidm

B & 3B Q @ @ 1 |z Y @ [e)e)

mngw
D 2
\ B
e | g
1 1
| 5
v £
)

Texynoiit ypoBseHs yrpo3sl: BBH

Figure 1.23 — Example of printing a report in pdf format

A similar procedure is implemented when the following buttons are activated:

* add;

* edit;

* delete.

Add a record (figure 1.24).

With the help of the "Add Graph" window functionality, you can add data such as:

* the name of the graphical image of the standard and current LF (selected using the ComboBox and
the list of names)

* the amount and initialization of coordinate values (using “+” adds/extracts a new pair of coordinates
is implemented).

|7 oBasurs rpadms - - »
_____— |
Hazearne stamoHa rpadmka Hazpanne napamerpa
| Ob v Tspknoa ¥ | KommiecTBo KOOpOHMHAT
Ha3gaHme TaToHa rpagmka | |SPKOM
Tspknoa
[ | |2 34|
4 |4 | 1 |

Coepeun W3mennte

Figure 1.24 — Add Reference Values Record Window
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The editing process is similar to the adding process, since the basis of the work of these procedures is
similar. Therefore, after using the “Edit” button in the main window, a corresponding window appears
where, using the “Edit Graph Data” functionality, you can modify it.

When you select the required line record to extract there is used the "delete" button, and the result is
the extraction of data and its automatic update.

¥ PenarTmposarme DAHEED rpadimka — O *

| — |
Hazpamne >TanoHa rpaduia Hazeaumne mapametpa

M M Tspknoa v |  KommgecTeo koopamuHaTr |5

Hazeanne stanosa rpaguka

0 0,6 1 0,2 0

0,008 0,008 0,063 0,25 0,5

CGepeun HaMennts

Ieperiit napaMeTp| KON v

Hegerkee gene 3HAaUeHHNe HEUSTKOTO HHCIA U/fX

P 0/0.55:0.3/0.6:1/0.66;0,2/0,98;0/0,98;
M 0/0,008;0,6/0,008;1/0,063;0,2/0.25;0/0,5;
C 0/0.008;0,4/0,063:1/0,25:0,3/0.5:0/1;
b 0/0,063;0,6/0,25;1/0,5:0,7/1:0/1;
oM 0,008/0;1/0,008;0,3/0,063;0/0,25;
OB 0/0,25;0.6/0.5;1/1;0/1;
Bropoit napamMeTp | KNOA -

Hegerxee ancmo 3HAYSHNE HEYETKOTD 9HCTIA |.|f)(

P 0/0,082;0,5/0,282;1/0.87;0.7/1;0/1;
M 0/0,01:1/0,001;0,2/0,1:0/1;
C 0/0,01:0,5/0,001;1/0,01;0,7/1:0/1;
b 0/0.01;0.5/0.1;1/0.8;0/1;
0B 0/0,25:0.6/0,5:1/1:0/1;
[ [ [,
EIEES
MsGapmre FezacTmponaTi Vanarm

Figure 1.25 — Marking the line of the necessary record and its removal

Conclusions and statement of research objectives. Experimental research and practical use of the
proposed software confirmed the formed theoretical positions, which became the basis of the developed
algorithmic software. Therefore, the proposed software due to the basic algorithm and a set of developed
procedures (construction of a coordinate grid; initialization of values based on a set of databases and
modules; graphical formation of parameters; searching for common points according to basic rules and
graphical interpretation of the result) [33, 34], automates the process of generating parameter standards for
modern attack detection systems and reflects the results of the detection of an anomalous state in a given
period of time. Also, the corresponding software can be used autonomously or, as an extender of the
functionality of modern IDS.
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H. Kymanraauesal, A. Jloc:kanosaZ, A. Kopuenko?

K. W. CorhaeB aTbIHIAFBI Ka3aK YITTHIK TEXHUKANBIK 36PTTEY YHUBEPCUTET, AKIIAPTTHIK KIHE
TENEeKOMMYHUKAIMSUTBIK TEXHOJIOTHsIIap HHCTUTYTHI, Anmatsl, Ka3axcras,
I T-MHKMHUPHHT AJIMATHHCKOTO YHMBEPCUTETA SHEPTETHKHU U CBA3H, Anmatsl, Kasaxcran,
SYITTBIK aBMAlMANBIK YHUBEPCUTET, Kadeapa AKNapaTThiK TEXHOIOTHIAP Kayincisairi, Ykpanna, Kues

KUBEPIIABYBLUIJIAP/IbI TABY )KYHUEJIEPI YIIIIH
ITAPAMETPJIEP DTAJIOHJAPBIH KAJIBITITACTBIPY IbIH
AJITOPUTMIIK )KOHE BAFJJAPJIAMAJIBIK KAMTAMACBI3 ETY

AnHotanus. JKympicTa mIa0ybUIABI aHBIKTAY JKYHelepi YIIiH aJAbIHFBI 3epTTEyNIepre MOy JKOHE Tayijay
KYpPrizinai xoHe Kubep malysurmapapl Taly JKyienepi YHIiH mapaMeTpriep STalOHAAphIH KaJIbIITACTHIPYABIH
ANTOPUTMIIK XKoHE OarmapiiaMaliblK KaMTaMachl3 €Ty YIIiH XyHeae KYOiKTi OeNCeHIUTIKTI MOHHTOPHHTIIEY JKOHE
TapanThlH Ma0ybUIay OpEeKeTTepiH aHbIKTay YLIIH Nainananeiiagsl. KubGepimaOybuinapsl aHbBIKTaIMaraH HeMece
aHBIK eMeC KacheTTepi O0ap Kubep Kayilci3fepaiH jkaHa HeMece MOAu(pUKANUIIAHFaH TypJiepi manaa OoFaH Ke3/e
TUIMI1 OOJIBII KaJia aaThIH apHAibl TEXHUKAJIBIK MICIIIMACP/I kKacayra 0acTaMaIlbUIbIK eTei. MyHaai xKyhenepiy
KeIIIUIri knbep madybpUIiapAblH alJblH ady OOWMBIHINA THICTI mIapanap KaObUijay YHIH KyAiKTi OelICeHIUIIKTI
HeMece JKeJire apanacyabl aHbIKTayFa OarbiTTanraH. [aOybuiabl aHBIKTAayIBIH ©3€KTi JKyienepi G0 TadbLIa b,
oIap aHOMAIIBI XKardalmapabl ColKecTeHAipyre OarbpITTanFaH, Oipak oxap OipkaTap Kemmiiumikrepre ue. byr typ-
FBIIA THICTI MOH CalachIHOAFBl MaMaHApABIH OiLTiMI MeH TOKipHOeciH maimanaHyFa HETi3OEeNTeH capalTaMaibIK
TOCUTAEp HEFYPIBIM THIMII OoJbI TaObUTagsl. CapanTaMalblK TOCUIAEpre HETi3OeNTeH TEXHHUKAIBIK MIemiMaepIi
KYPY JKoHe apHaiibl Kypanaapasl Kypy (MbIcajbl, Halap KajlblITACKaH OpTagarbl aHbIK AHBIKTaJFaH MapaMeTpIIepaiH
arpIMJIaFbl KYHIH Oakpuiay apKbUIbl OypbIH Oelriciz knOepumalybliiapAbl aHbIKTaAyFa MYMKIHIIK OepeTiH 1nradybui-
Jlap/ibl aHbIKTAY XKyiesepl YiuiH OarmapiaMalblk KAMTaMachl3 €Ty) 3epTTeyNIepIiH MepPCHeKTUBAIIBIK OaFrbIThl OOJIBII
taObuagsl. KubepiaOybuiaapsl aHBIKTayIblH Oenriyi jkyieci HerisiHge, oi aybITKyblObl (KuOepiualOybuiiapian
TyFaH) )KOHE THICTI 9[[icTep MEH MOAENbJCP/IiH KOITITiH aHBIKTay 9/iCTeMeCiHe HEeri3/IeNireH YChIHbIIFaH Oaraapiia-
MaJIbIK KaMTaMachl3 €Ty, OJ1 0a3alblK aJI’OPUTM JKoHe Oipkarap a3ipiieHreH paciMaep (KOOPIMHAT TOPBIHBIH KOH-
CTPYKTHBTI; JiepeKTep 0a3achl MEH MOJYJIbAEP >KUBIHTHIFBI HETi3iH/Ie MIamMasiap/ibl HHUIHAIU3annsuIay; rpaduKaIbK
KaJIBINTacTBIPY; HETI3r1 epekesiepre CoMKec >Kalmbl HYKTeNIep/l 13/ecTipy *oHe HOTIIKEeHI rpaduKanblK HHTEpIpe-
Tanysuay) malybliapabl aHBIKTayIbIH Ka3ipri 3aMaHFbl JKyiernepl YHIH edmeMaepliH STaJoHIapblH KaJlbIITac-
TBIPY TPOLIECIH aBTOMATTAHIBIPYFa JKOHE OepiireH yakbIT apajbFblHOa aHOMAJIBl KYHIIH AETEKTOpiay HOTH-
JKENIEepiH KopceTyre MYMKIHIIK Oeperti.

Tyiiin ce3mep: kubepmadybpUTAap; aHOMANUSUIap; OACkIl Kipyai aHBIKTAY JKyHenepi; madybsuiiapasl aHBIKTay
Kyitenepi; knbepuaOyblIIapAbl aHBIKTAY XKYielepi; aknaparThlK XKyienepae aHoMalusIapas! Ta0y.

H. Kymanranuenal, A. Jlocxkanosa?, A. Kopuenko?

'KasHUTY um. K. U. Carnaesa, UHCTUTYT MH()OPMAIIMOHHBIX M TEJEKOMMHHHUKAIIMOHHBIX TEXHOJIOTHH,
Anmarsl, Kazaxcras,
A T-MHKMHUPMHT AJIMATHHCKOTO YHUBEPCHTETA SHEPTETUKH U CBA3U, Anmatsl, Kasaxcran,
SHanmoHanbHbIA aBUallHOHHEI YHABEPCHUTET, Kadenpa be3onacHocTH HHPOPMAIMOHHBIX TEXHOJIOTHUI,
Kues, Ykpanna

AJITOPUTMHUYECKOE U ITPOI'PAMMHOE OBECIIEYHEHUE
OOPMHUPOBAHUSA 9TAJIOHOB TAPAMETPOB
JJIs1 CUCTEM OBHAPY/KEHUSA KUBEPATAK

Annotanusi. B pabore rmpoBeneH 0030p 1 aHAIU3 PEIIECTBYOUIMX UCCIEOBAaHUN IS CHCTEM OOHAPY KEHHS
BTOP)KEHUH, aJITOPUTMUYECKOE M IpOrpaMMHOe obecriedeHre (OPMUPOBAHUS ATAJIOHOB MAapaMETPOB VIS CUCTEM
oOHapykeHUs KubepaTak

Cucrembl 00Hapy>XEHUSI BTOP>KEHHIH CTaHOBATCS HEOTHEMJIEMOW YacThIO 3alllMTHI JIIOOOW ceTeBoi Oe3omac-
HOCTH, OHH HCIIOJIB3YIOTCS Ul MOHUTOPHHTIA MOJJO3PUTENILHOM aKTUBHOCTH B CHCTEME M OOHAPY)KEHHS aTaKyIOIINX
JEeUCTBUI HEaBTOPH30BAHHOM CTOPOHBI. AKTHBHU3ALMs KHOEpaTak HHULUPYET CO3NAHUE CHEHAIBHBIX TEXHHYSCKHX
pEIIeHN, CIIOCOOHBIX OCTaBaTHCH Y(PPEKTHBHBIMY P TTOSBICHUH HOBBIX I MOTU(PHUIMPOBAHHBIX BUIOB KHOEp-
yrpo3 ¢ HEyCTAHOBJICHHBIMH HJIM HEYETKO ONpeJeTICeHHBIMHI CBOMCTBaMH. BONBIIMHCTBO TaKMX CHCTEM HalpaBlieHa
Ha BBIABJICHUE MOAO3PUTENBHON AKTHBHOCTU WM BMEIIATENbCTBA B CETh A IPHHATUS aAEKBaTHBIX Mep IO
NPEeNOTBPALICHHIO KHOepaTak. AKTyalbHBIMH CHCTEMaMH OOHApYyXXEHHs BTOPKEGHHH SBIAIOTCA Te, KOTOpBIE
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OPHEHTHPOBAHBI HA HACHTU(DHUKALNIO aHOMAIBHBIX COCTOSHUM HO OHU MMEIOT PsiJ HeloCTaTKoB. bonee a3 dexTrBHEI
B 3TOM OTHOLICHHH SBIISIOTCS SKCIEPTHBIC IOJXOJbI, OCHOBAaHHBIC HAa WCIIOJb30BAHUM 3HAHMI M OIBITA CIeELHa-
JIMCTOB COOTBETCTBYIOILIEH MpenMeTHON obnactu. [locTpoeHne TeXHHMYECKHX PELICHHH M CO3/aHHe CelHaIbHBIX
cpeAcTB (Hanpumep, MpOrpaMMHOr0 olecredeHus Ui CUCTEM OOHapy)KeHHUs aTak, NO3BOJISIOIIUX AETEKTHPOBATh
paHee HEW3BECTHbIE KMOEpaTaku IyTEM KOHTPOJSI TEKYLIETrOo COCTOSHHS HEYETKO OIPEENICHHBIX IapaMeTpoB B
c1aboopMaTM30BaHHOM CpeJie) OCHOBAaHHBIX Ha 3KCIEPTHBIX MOJX0Jax, SIBJISETCS MEPCIEKTUBHBIM HaIlpaBIeHHEM
uccienoBanuii. Ha ocHoBe M3BeCTHOW cHCTeMBl OOHapysKeHHsl KuOeparak, KOTopas 0a3upyercsi Ha METOAOJIOTHH
BBISIBJICHUS] aHOMAJINH (TIOPO’K/IEHHBIX KHOepaTakaMy) U MHOXKECTBAa COOTBETCTBYIOIIMX METOJIOB M MOAENEH Mpea-
JIO)KEHHOE TIPOTpaMMHOe obecIiedeHre, KOTopoe, 3a cyeT 0a30BOro auropuTMa M psjna pa3paboTaHHBIX MPOLEAYP
(KOOpIUHATHOW CETKW; WHUIMAIM3AalAN BEJIMYMH Ha OCHOBE Habopa 0a3 MaHHBIX M MOIyJeH; rpaduyecKoro
(opMupoBaHHS MMapaMeTPOB; MOWCKAa OOMIMX TOYEK COTIIACHO 0A30BBIX MPaBWII M TpadUIecKOil MHTEPIpEeTaruu
pesynbTara) IO3BOJIET IIPOBECTH Hporecc (OPMHUPOBAHHMSA 3TAJOHOB IIAPAMETPOB UL COBPEMEHHBIX CHCTEM
OOHapyXeHHs aTak M OTPakaThb Pe3yJbTaThl JETEKTUPOBAHUS aHOMAJIBbHOIO COCTOSHHUS B 33JlaHHBIN IPOMEXYTOK
BPEMEHH.

KaioueBsble ciioBa ataky; kubepaTaky; aHOMaJMHU; CUCTEMBbI OOHAPYKEHUSI BTOP)KEHHH; CHUCTEMBI OOHapyKe-
HUSI aTaK; CUCTEMbI OOHapyXeHHs1 KubepaTak; oOHapy)XeHHe aHOManuii B ”HQOPMALIMOHHBIX CUCTEMaX.
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